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Enforce strong password? (y/n): n

Enter the password for “admin”: <new password>

Confirm the password for “admin”: <repeat password>

Enter the system name: FTD-SSP-3RU

Physical Switch MgmtO IP address : 10.127.56.61

Physical Switch Mgmt0 IPv4 netmask : 255.255.255.0

IPv4 address of default gateway : 10.127.56.1
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Configure the DNS Server IP address? (yes/no) [n]l: n
Configure the default domain name? (yes/no) [n]: n

Following configurations will be applied:
Switch Fabic=A
System Name=FTD-SSP-3RU
Enforced Strong Password=no
Physical Switch Mgmt0 IP Address=10.127.56.61
Physical Switch Mgmt0 IP Netmask=255.255.255.0
Default Gateway=10.127.56.1
Ipv6e value=0

Apply and save the configuration (select '‘n’ if you want to re-enter)? (yes/no): yes
Applying configuration.Please wait.
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TRIRy I AERREET,

b. [5%1(Enable)] A4z L ¥ 7,

c. [#A 7 (Type)] T.[%&# (Management)].[7—# (Data) ]. & /-1 [FirepowerA x>~ b (Firepower Eventing) ]
Vw7 LETEREBT AL AT EEHA X —T oA A 1 DFTEDDLENTEET,

d. [OK]%#Z7 Vw27 LET,
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AL RTa s fF 7 7 AKX E L ToO Firepower Threat Defense @

HA

Firepower Threat Defense |X. A ¥ > K7 1 Di 7”“/\‘4’ A . ¥ 7-1% Firepower Threat Defense £ = —/1 D7 Z
X&kbf RECEET IV IARAZ Y T RFHTIHEIT. v OT R TOEX 2T 4 TV a—ARNTTRAH
B L TWARERDH Y 3, ROGIT A AEREZFELET,

B RZRTarEREIs 727 FE—RKOT A AERET KLy s
B Firepower Management Center &5, 7 7 1 7 U+ —/L E— R BLOA XV M EELT A ARIE
B KXo l7 g EVa— DA F—Txf AFRET FLy s
B 2R a2—% T A RZKEFirepower Threat Defense
FIE
1. [#&¥ T /XA Z (Logical Devices) ] Z&4R L C.[i#H T /31 A (Logical Devices)] — TV & & 9,
2. [T 34 2D3B/N(Add Device) 1 #27 U v 7 L [T /314 ADiB/N (Add Device)] ¥4 T a7 Ry 7 AR rLET,

3. [7 /31 24 (Device Name) ] |2 GiB 7 /A 2 DA HI 2 HE L 97, Z DA R1IE, Firepower 9300 A —/%/31 H73

JITARRY VTR EEEHREE T AL A —T oA AZFE|N B THOIEALET, 2Tt T4
EV 2= RETHAEND I TAZEIET A, ZADLEITIEH Y 8 A,

. [T 7L — I (Template)] TiZ.[Cisco Firepower Threat Defense] #i&# L £,

5. [4 #—/3— 3 > (Image Version)] Tid.Firepower Threat Defense ¥ 7 F 7 =7 N—T 3 VAEIRLET,
6. [T /31 2E— K (Device Mode)] T.[2 4 v K7 v (Standalone)] £7213 [7 7 2 % (Clusten) | A7 > a > A&

vx27 Vv LET,

LJOK1 A2 U w7 LET [T urbeya =27 -F,31 24 (Provisioning - device name)] 7 1 > RURFREN

e

. [F—#% AR — 1 (Data Ports) ] #818; % BB L . Firepower Threat Defense ([CE|V 4 THA v X —T = A A FNEN

IV LET I TAXDOEE T 7 AN N TETRCOA v E—T oA ANT T AZIZE VL TOHNET,
BEHPROTNSA AT A ar%mr ) v LET,[RE (Configuration)] ¥ A 7 7K v 7 ANRFRINET,
REZATOTR Y I ADEKEL T THEAL T g  ZRELET,

a. [T A REFR (A2 v FT7a v £72137 7 A %) (Logical Device Information (standalone or cluste) ]: &
DFHET A ZOEHBRTEAN LET,

(1) A8 IPv4 E7213 IPV6 7 R L A id, 7 /3 2 DX §51% |2 Firepower Management Center 72 53 E T& £,
Ziid syslog Z T HAICEETT,

b. [5%/E (Settings) ]: Firepower Management Center & #9572 DB — NAT—FBLWIP 7 KL A
EANNLET . . 7747 74—/ T— K Firepower { X b f LV Z—T =2 A A(BRESHTNIEEE).
F L UVDNS AR L £,

c. [ v % —7 =1 A& (Interface Information) ]: & OFRELT SA ADEHFHREEZ A LET,

) KXV T T2 VZEHEHADIP 7 FLABRMETT, Z ik, Firepower Management Center 7§>T
N REBGGFTHEEITHEHLET, 20 IP 132 2 —/L % Firepower Management Center (21815 % 72
%‘éﬁ‘/@‘a—o

d. [28 (Agreement)]: = K =2—% T4t 2% (EULA) 2R L. FAELET,
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11.

12.

[OK] 227V v 27 LT REFAT TRy 7 22 LET,

[1#:17 (Save)] % 7 U v 7 L %7 Firepower 9300 A— A BiF EESNIZY 7 b2 T "=V g a4 W
o—RLIEESN-EFXF 2T 4 Fa— NI — ATy a7 4 X2l — g bEHA 2 —Tx
AABREET v aT DI & T BTN, A EALET,

4. Firepower Threat Defense CLI ~®O 7 7 & A

VIR EETIX ST TNy 2—F 4 7 %47 5 858 1% Firepower 9300 FXOS 2 — 3,31 4 CLI % Firepower
Threat Defense CLI (27 7 A L £,

FIE

1.
2.

ez aryy— ) R— 05 E7IL SSH ZEH LT, A— 31 % CLICHEHE L £,
X2 VT 4 BV a— ORI LT,

connect module slot console

B

cisco-ssp-A# connect module 1 console
firepower>

Firepower Threat Defense 7 7 A % ODLEIE REVEED DIV AY — 2=y NIT 78 ATHMLERNH Y F
TEHE VAL — 2=y MIAR Y N T IZHDTZD  FDEV 2 —VIERLTEDZ=y MR AZ—ThD
DERT 2MENRH Y T,

. BV 2 — b ~DO )R R 13, Firepower Chassis Manager <& ¥ = — /L CLI (28] Y # % % 7 (firepower 7' &z >

-7 ), % D% Firepower Threat Defense CLI [Z#ii 2 LB RN H Y £,
connect ftd
151 :

firepower> connect ftd
>

5 DB TIL Firepower Threat Defense CLI I[ZE &G S E T,

. Firepower Threat Defense #ft 4 #& T3 5L . exit # AJJ L E T,

1 :

> exit
firepower>

. VAT AW T 7 2 29 51213, system support diagnostic-cli = AJ) L £,

11 :

firepower> system support diagnostic-cli

LA G R T T LI~ AT LET Telnet 7 70— g LcHI D b £4, Iquit) & AL

TA=NA P CLI 2T LET,
IR

firepower> ~
telnet> quit
cisco-ssp-A#
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5. Firepower Management Center ~ M %5k

KXV T 4 Y 2—/LE[EBIZ Firepower Management Center (2% 6k L & 9, Management Center (257 /31 A
%459 5 A Firepower Chassis Manager Tx > 7 — 7 RENIELL REEINTWVWD Z L 2 MERTHLEN D
D ET, ZOMEERIL. —RICA VA b= T 20— L LTIThbhET,

TNWNARA T TAZEBEET DHLEEN TA B RAZRRT DL LI TEET N ENLDTA B A BT A ZADRGR

FRICEHT 22 LI CEERA ZNE.TA B ADOAR—EIZ L D22 BIRET D722, 7 T AX(ZEE 74 &
VAEFEITEE D OOHETT BREROE THIZ. [T /31 A EH (Device Management)] _X—Y O —fk 7 a5 ¢
TIA B RAEFMITEET,

X CH BRI

B BRBETEDHELEXF2VT 4 TV 2a—/LE1E7 T A2 XTI L T Firepower Chassis Manager /b E &R L

£7,

Firepower 9300 Ti## L T\ % Firepower Threat Defense |2/ A~— K V7 " =T S4BV I RLET
9, Z X Firepower Management Center 22 Ha%E TX £,

FIE

1.

7 Z T HTTPS ##t &2 fli i L. 3% E L 7= Firepower Management Center 78 A h £720137 LA ZEH L
T Firepower Management Center (27 7' > L £, 7= & 21, https://MC.example.com 72 & T9,

. Management Center ® Web 1 > % —7 = A AT, [T /34 A (Devices)] > [T /31 24 # (Device Management) ]

2R ET,

- BEMADD)] Fey 720 A=a—inb [7/34 20801 (Add Device) ] 23R L 9,

) KXV T 40 T2 NEEMNGEBMTIMNENH D Z LIZEBE L TLEIWNW. 7 FAXZBNT S L&
W X2 T 4 B 2— 2N BM L. [EBMMAID)] > [Z7 F %% DB (AdDd Cluster) ] Z#IR LT, 7 F
A< FEVa—NEEh A B2 VEFBILET,

AR N(Host)] 74—V RIZVGEBMT5 X2V 7 4 FEVa2a—ADIPT RLRAEANLET,

5. [#7”4 (Display Name)] 7 4 —/L FiZ,ManagementCenter TOE X2 VT f £V 2 —/LDOERLEANILET,
6. [B$k— (Registration Key)] 7 .+ —/L KiZ.Firepower Chassis Manager TtX=2 V7 4 EVa2a— V2R ELT

10.

LM LIZbD LRI CREF—Z AN LET,

LRI TF RAAL VERETT AN, ZAZBIMLTHWAEEEIE [ KAA > (Domain)] Ke vy 7 Z w2 U R RM)hBAEZ SR

THZEILRY TS REZY =T FAALNZHIDETET,

7R3 be—R U —(Access Control Policy)] Ke v 7’2o VX b X2 T 4 £V 2—/b

WCHAT LR Y o — 28R L £,

- [F7a4NV b T 7 A= ha—/(Default Access Contro) | KV X . T _XTCD T 7 4 v T Ffy hT—
IinbTay s LET,

- [7 7 4V MR AP (Default Intrusion Prevention)] 8 U < —{X, Balanced Security and Connectivity {2 AR
U —IZb A LT _RTONT 7 4 v 7 BRI LET,

- [F7x xRy FU— 2K (Default Network Discovery) ]| AR U & —i3.+_XTHD T 7 1 v 7 ZFFA L,
Ty NT—IREOHRTNT T 4 v 7 ZRELET,

- BFOa2—YERT /7R artue— L R —%RRT DL LT ET, Mz OV T, [Firepower
Management Center Configuration Guide]? Managing Access Control Policies| Z &/ L T 72 X0,

T AT DT A B AR LS, ROMTERE LTI S,

- aybe—b L TxT7 URL 74 NEZ Y T IL B  ZIITARHET A & ANNBE T,
[Bék (Registen) ] 227 U v 7 L T, ANREFIRGEINZZ L 2R LET,
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o NN — ~ %}'[J X %}'h X
6. KN I —CET A AT DT
Firepower Threat Defense %1 > A h—/L L C.7 /31 A% Management Center |26 L 7-% . Firepower
Management Center == —" f > % —7 = A X %fifi f§ L C.Firepower 9300 | C3479 % Firepower Threat Defense
DT NA AEHHREOHERSL. 7 7 A 2 ba— KR 2 —3F5 X O Firepower Threat Defense %=V 7 1 £
Va—VEFRALT I 74 v 7 2EHTA2Z0OMOBEERY O —ORELWHEZIT) 2 ENTEET,

X2 UT 4 AU —iF Next Generation IPS 7 4 V& U L TRT IV Ir—2a D7 4 NEY TR,
Firepower Threat Defense TH#&fit 415 ¥ — &2 ZHilf#l L % 9, Firepower Management Center % ffi ] L T,
Firepower Threat Defense L CEFx a2 V7 4 RV U —2RELET  EX 2V 7 1 R —DOREFIEOFHEHIZON
TIL.lCisco Firepower Configuration Guide]. ¥ 7- 1% Firepower Management Center O 4> F A4 > ~V 7 2B L
TLEEW,

7. RO

B Firepower 9300 R¥ = A 7 —3 3 ZiE.TXTD Firepower 9300 KXo A>T — a3 ~D U > 7 BNit#k
SNTWET,
v2AaplvAraon AF KEBLRZOMOEICKT 2 v AaB X OF ORESORGIE £ 72 3BEREE T, VAT DFEIED—

%1%, www.cisco.com/go/trademarks TR W2 721 £, ABICRR EN TV DY — RAA—F ¢ OFFIT, N FNOFTAHE OMPET
T —= = F 7z idlpartneri & W) AHFEDMH AT Aottt OB DOR—= b F =3 v 7HEBREE®RTIHOTIEIH Y T8 A,

(1721R)

ZOV=aT7 VTCHEALTHWSIP T LR EEOT RLAZRTHOTHELY SHA v=a 7 VAOH, av > N B L ORI,
MAOLZHNE L THERAIN TWET O FICEREOT RLARFERAIN TWZE LTH . ZHEERNR S O T fRARDO—
HicksrboTT,

© 2016 - 2018 Cisco Systems, Inc. All rights reserved.
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