%% (Configure)

FMCIZA VA =V ENTEETY 2 — L Z2RET HI21E. FMC GUI TROFIEZFEITLE
T,

ATv 1 £v FU—27 N Tetration Analytics (TA) H— T LIBEEY 2—NVDA LV AZ A EERLET,
1. [A VYT — (Policies) |>[7 27+ a3 (Actions) |>[A > AX A (Instances) | IZBEIL £,
2. Ry 7 X UANNLEBEEETY 2—1%EEIRL, B (Add) 1227V v 7 LET,

Devices Objects | AMP Intelligence  Deploy  Systen

Overview Analysis Ja1IIa{

Access Control » MNetwork Discovery Application Detectors Correlation Actions » Instancs

Alerts Remediations

Canfigured Instances

Instance Name Module Name Version

Mo instances configured
Add a New Instance
Select 3 module type | Tetration/FirePOWER Remeadiation Module(v1.0,1) ¥ Add

3. [ A& A4 (Instance Name) | Z AJJLET (ZDOHITIL, rem-instance) .
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4. TAV—DIP7 RL A, APIF¥—, API>—7Z7 L v h, BXOMEOH D AHEMEDH 578 A MG £
NHHEHAEATILET, [1EK (Create) 1227 U v 7 LET,
GE)  APIF—Lv—7 Ly MI, ZORETIETA =N L THRGEESNE A, A MEH
FH. WA~ —YR—b, T3V —h Aa—F F—F—no— I, APIF—¢—7 1L v
b % TA THRAONZAERR L TR LE RSV £9, ZZTHEHATAEHREZ 2 —LET, 7RI
DWW i, [ TA API Configuration Guide] ZZH L T 72 &0,
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https://www.cisco.com/c/dam/en/us/td/docs/data-center-analytics/tetration-analytics/sw/config/Cisco_Tetration_Analytics_2_1_1_31_API.pdf
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zz I}

Overview Analysis JRLDUMNEEE Devices Objects | AMP  Intelligence  Deploy  Syste

Access Control » Network Discovery Application Detectors Correlation Actions » Instanc

blerts Remediations

@ Success x

Created new instance rem-instance

Edit Instance

Instance Name rem-instance
Module Tetration/FirePOWER. Remediation Module(v1.0.1)
Description
Tetration Analytics IP 172.26.46.58
Scopele.q. Default) SBG
aPT iCE'y' EEEE R R R F R R R PR RN RN R R
Retype to confirm SRR R R RN RN R R RN RN R
AP secret EFEEE R RN R R PR RN SR RN R R RN
Retype to confirm R R R R R R R RN R RN
Save || Cancel |

Configured Remediations

Remediation Name Remediation Type Description

Mo configured remediations available

Add a new remediation of type | Quarantine an IP on Tetration &Analytics ¥ || Add |

5. [XEINTWAHIEE (Configured Remediations) ] C, EE DX A 73R L (Z DOFITIEL, Quarantine
an IP on Tetration Analytics) . [JB (Add) 14227V v 7 LTHLWEEZEBMLET,

6. [(&154 (Remediation Name) ] Z AL (Z DI TiX, quaran-rem) . [{ERX (Create) %227 U v ¥
LET,

E%% (Configure) .n



3% (Configure) |

Overview Analysis JEUlSISCl Devices Objects | AMP  Intelligence  Deploy  System

Access Control » MNetwork Discovery Application Detectors Correlation Actions » Instances

Alerts Remediations Groups

Edit Remediation

Remediation Name quUaran-rem

Remediation Type Quarantine an IF on Tetration Analytics

To quarantine & host

Description

| Create ' Cancel |

7. RELEBENT T VIERENET, [IRFF (Save) 122U v 27 LET,
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Overview Analysis JEOUNEEE Devices Objects | AMP  Intelligence Deploy = Syste

Access Control » Network Discovery Application Detectors Correlation Actions » Instancs

Alerts Remediations GroL

Edit Instance

Instance Name rem-instance
Module Tetration/FirePOWER Remediation Module(v1.0.1)
Description
Tetration Anzlytics IP 172.26.46.68
Scopel(e.g. Default) SBEG
aPT kel’.- Ry R L R P R PR R R E T R
Retype to confirm T T T T T T T I Y Y
AP secret R R LA R PR PR R A R A S LR I
Retype to confirm T T LTI T T T PP Y T Y
Save ' Cancel '

Configured Remediations

Remediation Name  Remediation Type Description
guaran-rem Quarantine an IF on Tetration Analytics To quarantine & host 4 [
&dd a new remediation of type | Unguarantine an IP on Tetration Analytics ¥ II Add |

ATvT2 77 RAHEAY —E2RELET (ZOFITIX, rem-policy)
1. [ARY T — (Policies) ]>[7 7 & AHil#l (Access Control) ]>[/L—/L (Rules) | IZB#EIL £,
2. [v—®iBEM (AddRule) 127 U2 LET (/=& 21E. block-ssh-add-tag) .

3. [77 a3y (Action) | T[7mr v (Block) ] Z&&IRLFET,
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B ==

[R—F (Ports) 1 Z 7 T, seAR— b7 haro—E»nL [SSH] 2R L, B (Add) %7

Uy 7 LET,

[fR1F (Save) 127 Vw7 LET,

[2¥> 7 (Logging) 1% 7 C. [##kifliid = 27 (Log at Beginning of Connection) ] Z8&R L £,

BEE TIUEALATERIFUVIBEPIIR-TNDLZEEMRLET, ZHIZEY . FMCIZA X
v MEMEZELET,

[fR1F (Save) 1272 Vw7 LET,
Policies Devices Objects AMP Intelligence Deploy System Helpv testw

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

‘ 9 Cancel

rem-policy
for tetration testing

Prefilter Policy: Default Prefilter Policy 551 Policy: None Identity Policy: None

'5 Inheritance Settings | |_?| Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device |_| show Rule Conflicts & | & Add Category | @ Add Rule  Search Rules

w Mandatory - rem-policy (1-2)

i external-zone % internal-zone |, i - ._ ~ i F . 5 e X 3 = -

L1 qremove teg & internal-zone %, external-zone ik F g A Any & TCP (6):500C Ar A o Allow DREEe &8
_ i external-zone 3, internal-zone |, - R . . E F - t : y = B =

2 block-ssh-addetz a any A A A & SsH any  Am X Block D LB Ee F 8

s internal-zone 5, external-zone ©

5 external-zone .5 internal-zone | P . " . -
P Any Any Allow B 0
s internal-zone ;% external-zone L4 DRt & @

3 allow-any

ATv T3 ML VERELET,

1.

2.

[R U 2 — (Policies) ]>[FfHEY (Correlation) ]>[/L—/LDEH (Rule Management) ] (ZBE) L £,

[V —4 (RuleName) ]# AJJL (ZOHITIX, quaran-rulel) | it (A7 ay) ZANLE
D

[ZDN—IDA X FF AT DRI (Select the type of event for thisrule) |27 o 3 T, [#Efi A X
D34 (a connection event occurs) ] 36 KU [#2#5¢ D BAAAHT £ 72 1344 THF (at either the beginning or the
end of the connection) ] Z R L £,

[S:t: %218 (Add condition) 1Z 27V v 7 L, A% OR 5 AND ([ZEE L £,

ey 77X DRXRNT, [T78RAar ba—A—n14 (Access Control Rule Name) ]. [IE (s) ]
BIEIRL, AT v 72 TRELLET Z7ER av ha—L b—LOA4RTZ AT LET (ZOHITIE,
block-ssh-add-tag) .
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6.

zz I}

Overview Analysis JRGHIWEEE Devices Objects AMP Intelligence Deploy
Access Control » Network Discovery Application Detectors Correlation Actions »
Alerts
Policy Management White List Traffic Profiles
Rule Information | @ Add Connection Tracker | | @ Add User Qualification | | & Add Hos
Rule Name gquaran-rulel
Rule Description add tag
Rule Group Ungrouped ¥

Select the type of event for this rule

If @ connection event occurs ¥ || at either the beginning or the end of the connection ¥ | and it meets the fol

| @ add condition | | € Add complex condition |

| Access Control Rule Name v s ¥ | |block-ssh-add-tag
Rule Options | &
Snooze If this rule generates an event, snooze ford hours ¥
Inactive Periods There are no defined inactive penods. To add an inactive penod, click "Add Inactive Period”.

(77 (Save) 127V v LET,

ATy T4 FHEL—IC, BEEY 2—LOA VAR AERELLTT Yo —FLET,

1.

2.

[ U > — (Policies) 1>[fHE (Correlation) 1>[R VU > —DEE (Policy Management) ](ZB#E) L £,
[R Y > —DFERL (Create Policy) 1 %7V v 7 LE7,

[V —4 (PolicyName) 1Z# ASJL (ZDOHITiX, correlation-policy) . il (A7 =)

2 AN LET,

[DefaultPriority] K2 v 7*Z 0 U A RS, RV —DFF7A4F VT 0 2RI LET, [Z2L (None) ]

EBEIRLTC, V=T FTAF VT 4 OBEHLET,
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5. b=/ ®iEN (AddRules) 127 U > 27 L, A7 v 73 CTRELILHBEL—LZERL (ZOFITIE,
quaran-rulel) . B (Add) %27V v 27 LET,

Overview Analysis JEUGUISIEN Devices Objects | AMP  Intelligence  Deploy — System

Access Control » Network Discovery Application Detectors Correlation Actions »

Alerts Remedia

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information | Savs

Policy Mame correlation-paolicy

Policy Description correlation policy for testing

Default Prionty Mone T

Policy Rules K
Rule Responses Priority

quaran-rulel

2 - s ¥
S This rule does not have any responses. Default

6. IL—ILORZH D [JEZE (Responses) | 7 A 2 %7 Vw7 L, J— UIGEZED L TET (2O
TlX. quaran-rem) , [H# (Update) |27 V27 LET,

Overview Analysis QLU Devices Objects | AMP  Intelligence  Deploy  System

Access Control » Network Discovery Application Detectors Correlation Actions »

Alerts Remesdia

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information | Savs

Policy Name correlation-policy

Policy Description correlation policy for testing

Default Prnonty Mone ¥

Policy Rules K
Rule Responses Priority

guaran-rulel
add tag

quaran-rem {Remediation) Default ¥
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zx I

7. [#*fF (Save) 1 %27 U7 LET,
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