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BVMICEID B THNET, OVFF o FL— &2 H LARWERSIE, ISOA A —2 %
LT CiscoISE # FEITA > A F—LTH L XIZ, LTREDY Y —ATHEEV Y TS
oL Ean,

N

GE)  HEIET 57K LT CiscoISE #FHTF YA T 554815, &
BT 74T 2DV —2ERARLER L, HEITSTTY
V= ZEHRRT 2 L ICE A AV, CiscolSETF 7 A A h D
BI72RRER L OWSRE A FEfR T D L ER H Y £7,

GE) OVF7 7L — MILinux KVM {IZIZ#EHA T £ A, OVE 7
7L — b VMware A8~ o N2kt L COMEH TE £97,
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T4 RYBEBICET BN

SNS3500 > ) —X 7 IS4 FURBLURET SV OEH |

VM ORY v— P —ER )= RFEHEFZT=XV 7 J— NI D R0nT 4 27
HHICT e TE £, TRTOERME Cisco ISE / — RO/ A 7 fE11% 200 GB
T, &M Cisco ISE / — R & UL Y FITHERT ¢ 2 7 OOV T, 54
A7 FEBICET 28 (24 X—) | ZBZRLTIEIV,

*VMIiZ1~6 2DONICEZHHLTCHETEET, 22U EDONICEZHHATEALHICT S
ZrEBEOLET, BINDOA L E—T A RT, T T A YIRS A N —E X
RADIUS e FDO X F XFERY—E R EZ Y R— T 570 HTEET,

K5 DOEBRBBEERITO M7 T34 7 0 AOREL

TS5y b TH—L

INRBRVM T TS547 VR
(SNS-3515 X—R)

KRBT TS547 R
(SNS-3595 X—R)

ZTut ait6 a7 (1.8GHzU L) . |AFF8 =7 (1.8GHzLUL L) |
GE) INAINR—ZA LT 4 | GF) INAIR—AL T ¢
VT ERZLT, VT ERIZLT,
RO T 1k v MERORH oty
o (12) %% o (16) =%
P—NIZEID B TH P ZE Y YT B
VERH Y £97, WERH Y £97,
FE)) 16 GB 64 GB

BRET 4 A 7 fEIK

200 GB ~ 1.999 TB, #fflic>
Wi, 17 0 A7 fEIIC B
THEM (243—) | S
LT &N,

200 GB ~ 1.999 TB, fAHiZD
Wi, 17 0 A7 SEIIC B
THEM 24—V) | S
LT &N,

A =%+ > hNIC

BK6DDXHE Y kA —F
% v b NIC

BK6DDXHE Y kA —F
% v b NIC

T4 AV EEICET SEH

WDOFRIT, EBET oA A N TRIBY SV 2FETTH-0OICHER SIS Cisco ISE F 1 4
7 fEEOE Y M TERLET,

N

GE) 2TBLLEDT 4 27 YA RFHBAEYIR—FENTWET A, KT 4 A7 A XX 2TB R
WMThdH LEMERLET,
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| SNS3500 U —X7ISA7URELTRET L VOEH
F4 o8B 554 k54> |

R6REIIUICHEINDT « R EE

ISE~NLYT SFEESETO | RRMEST | EROBEAICE BT RS
BINTARY |ORINT AR |BENETRY | K
a8 vER s

AF 2 KT R ISE 200 GB 600 GB 600 GB ~ 1.999 TB | 1.999 TB

STBILISE : HHD 200GB 250 GB 250 ~300GB | 1.999 TB

ISERRIISE : =% 1) >~ |200 GB 600 GB 600 GB ~ 1.999 TB | 1.999 TB

D I

SIAUISE - A Y — H— | 200 GB 200 GB 200 GB 1.999 TB

ERADH

SR ISE : pxGrid %4 200 GB 200 GB 200 GB 1.999 TB

PR ISE - FERR Lo |200 GB 600 GB 600 GB ~ 1.999 TB | 1.999 TB

=XV (BIXOAT

v a T pxGrid)

Vo7, BEXORY v—

-2 (BLOAT 3

> C pxGrid)

\}

GE)  BhoT o A7M8E%. 794~ VEH ) — FR—EceE=F ) 7 ) —Richsd L&z,
O—HILTF Ry T as ATF—0 T T ANERAL, Ty S L— R s F— 4%
LS5 7= O MNBETT,

TAARVEEBICEATSHA KS4M4

CiscoOISE DT f AV REZITETHEEIT. ROTA RTA4 NTREELTLLEE N,
+CiscoISEVM (ZEID Y TAHZENTE DT 4 A7 FEIRITIRE T 1.999 TB DA TY,
* CiscoISE (%, (i~ v ODH—DFT 4 AT IZA VA M—LTHLENRHY 7,

T4 AZEIV YT, e XU OBERBEMICE o TRRY E4, B2 Y T UL Y TR
FHZI o TWDEED ) — RTIE, VM7 4 A7 fEkD 60 N—& > hR3n s A hL—
VHIZEID S THnET, 25000 D=2 RRA U RRBHLTTaA A T, 1 BTz
DVFI1GB Du FRARRESHET,

722X, 600GB D VM T 4 A7 NS A=) 7 ) —F »RHDEE. 360GB M
g2 N —UAIZEID S THONET, 100,000 D= RARA 2 "REHZOFR Y R U —
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SNS3500 > ) —X 7 IS4 FURBLURET SV OEH |
B = xo@Escmsshq k50>

TR A A, | BEHTEVAGB O IR EREINET, ZOBEE., VRI NI
TWTF—HZEREL, TRV T T —ER=ZANSFDT —Z =T, =4
Vo7 J—FKonZ %176 BERFETs2 N TE £,

BMoa 7 A ML=V, VM T 4 A7 AT Z N T £, BINT ST 4 27
AN—ZD100GB ZL1ic, v XA ML —HIC60GB B ENET, EITIE U T, &K
1999TB £ TVM T 4 A7 YA ZAEWRT 2 EMTEET,

BAIDA v A N—#%, R~ DT 4 A7 A XL THA, (K~ > 1T Cisco
ISE DFHA A M—NEFRITL, ERRT A AZED Y TEIEL B L TRIHT 242N
HoET,

ROKIZ, EIVBTHNZT 4 AZERER Yy MU= IZHHRiT D= RARA » b OFITEES
WT, E=#1U 7 /—KTRADIUS 0 7% {REFCX 2 A2 /R LET, BT, KOz
WCESWTWET g ZIHIRAINC > TWHT U RRA L RZEIC T BHH7=0 10 HELE

DS,

£7:/—FOJREEOE=41) VY : RADIUS DIREFEH

IVRRLAY M 200 GB 600 GB 1024 GB 2048 GB
5,000 504 1510 2577 5154

10,000 252 755 1289 2577

25,000 101 302 516 1031

50,000 51 151 258 516

100,000 26 76 129 258

150,000 17 51 86 172

200,000 13 38 65 129

250,000 11 31 52 104

500,000 6 16 26 52

WDORIZ, BB TOHENET 4 AR E Sy N =21 C8k T D RiRA v oS
WT, E=#Y 7 /) — RNTTACACS+ 1 ZV ZRFFCE 5 HE AR LE T, BiEIX, ROz
WCESNWTWET : A7 U7 MITRTONADIZK LTHEITEN, 1HHZV4EYy a2,
yrarbiehsav R,

xR8:/—FOJTEHEDOE=S) Y : TACACS+ DIFEZEBAH

IVRRALY b 200 GB 600 GB 1024 GB 2048 GB
100 12,583 37,749 64,425 12,8850
500 2,517 7,550 12,885 25,770
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| SNS3500 U —X7ISA7URELTRET L VOEH

FeroaeETsh1 k51> |

T RRA Y b 200 GB 600 GB 1024 GB 2048 GB
1,000 1,259 3,775 6,443 12,885

5,000 252 755 1,289 2,577

10,000 126 378 645 1,289

25,000 51 151 258 516

50,000 26 76 129 258

75,000 17 51 86 172

100,000 13 38 65 129

TARY Y4 XDIEKX

2L F %A NOABMESMEETH S0, 77 DEEXFEENAFE LTVAEAE, L% 0
F AT EIRAEE D ST HLERD Y ET,

Bhiowr 7 2 M L—U%EETAI21E, 100GB DF 4 AV KEAZBINT AT L1260GB 21
T AP L—=VHIEATEET, RRKVM T 4 227 P4 XX 1.999 TB T9,

ISEZBH L THLWT 4 27 OEID Y TERMT 572012, /— ROBEEMEL, VM O
MEEZFEH L, ISEZFHA VA M= NTDHMERHY £, ZHNEITI 1 OOHEX, Hriwv,
FOREN—FRIZISEZA VA R—L L, "NA TXATEVT 4 LTOTTrA AL M
ZD /) —REENTHZETT, /— ROREM%E, HTLOWVME T F7 A< JIZLTILOVMD
BeRa bR L £,
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B 7 =osmcmyanqarsqo
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==
=% =R

CiscoISED A X —JL

« CIMC Z {5 L7~ CiscoISE DA > A h—/L (29 ~2—7)
ey N TFa T ADFET (32 2—)
e VA M=/ Tt ADOHE (362—)

CIMC Z{=F L 7= CiscoISED 1A > X +—JL

ZDE Y v a T, CiscoISE I A VA =T D720 DERK A A F—/LTIE
PR L E9,

1R BRI

c AREBTHEINTWHEBVIZ Ih—RU =27 BIMMRIET 774 7 v ADEM ZHT-
LTWD Z LB LET,

o (A7 3 :CiscolSE B~ T Nl A VA M= VT DGRICDOHRNIE) R~ &
EFICER L 2R LET, IOV TIE, RO Ry 7 2B LT,

s VMware —/ 3D E (46 ~—)
* KVM ~® Cisco ISE DA > A h—/L (59 ~X—)
* Hyper-V T Cisco ISE i~ > > DIER (62 ~—)
e (7T a2 CiscolSEZSNSN—RU =T TFITAT L AZA A=) THEXIT
DFHWEL)  Cisco Integrated Management Interface (CIMC) fXEL—7 4 U7 4 R E L T,

TFIAT LV AEEHL, BIOS ZHRELTWAZ L AR LET, ZEHICONTIE, &
Dvw==2T VESZRLTLLFE,

*SNS3400 >V —X T 7T AT L AT\ TCIE, [Cisco SNS-3400 Series Appliance
Hardware Installation Guide] #Z M L T 7230y,

*SNS3500 ¥V —X 777 A4 7 L AZDWTIL, [Cisco SNS-3500 Series Appliance
Hardware Installation Guide] Z# &ML T 72X\,
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CiscoISED 1 X k—L |
B omczmm L CiscolSED A V2 b —L

AT 9T 1 CiscoISE Z#IRDHDITA A F—)L T BITIT,

¢CiscoSNS 7 I AT VA :N—RU=2T TTIAT LV AA A=V LFET, T—1EFHHD
CIMC (ZHife L E 9,

AT VM BELLSREINTWA Z & &R LE7, Cisco ISE % VMware VM (24 > A h—
LT EHEAE. OVAT A L— h &R L ET,

AT 972 CiscolSEISO A A —Y %XV m—RNL&ET, CiscolSE % VMware VM IZA > A b —/LF5IZ1E, OVA
TUTl—heFvra—RLET, OVAT V7 L— DT 7aA A2 FOFEMIZ OV TIE, TOVA T
YT = bR LI~ 2 ~D Cisco ISEDT FrA Ak (42°—=2) | 2L TSN,
a) http://www.cisco.com/gof/ise |IZT7 7 A LET, TDY 7T 7EATAHITIE, A7 Cisco.com 7
AV I VLT YR VREFNLETT,
b) [V7 hy =T X rm—R (Download Software for this Product) | %7 U v 27 LT,

CiscoISE A A —121%. 90 HIF DRl T A £ AMNTTIZA VA M=V ENTZRETHBELTWS T
D, A VAP ABIUOWERENSETT AL, §XTD CiscolSEF—EZ2DF 2 F &t Tx F
7,

RT9T3 TTIAT Vv AEIIMAE~ v 2B L ET,
*CiscoSNS 7 /T4 T7 > A,
1. CIMCIZHH L, CIMC Z LTy a2 L e A LET,
2. KVM ay Y —)&EZdLEd,

3. [KAEAT 47 (Virtual Media) 1> [{RAET NA ADT 77 1 74t (Activate Virtual Devices) ] DJIE
IR L £ 9,

4. [ AF 47 (Virtual Media) ]>[CD/DVD®O~ v > 2 (Map CD/DVD) | DJEIZEIR L. ISE
ISOA A=V HBBINLTC [T/3 AD~ v B (MapDevice) | %27V v 27 LET,

5. [¥Z7 2 (Macros) ]>[§#y~ 2 2 (StaticMacros) ]>[Ctrl-Alt-Del] DJIEIZEI L C, ISEISOimage
TT 7oA TV AZEEBLET,

6. FoZMLT, 7—h A=a—2EBLET, ROXSQREEIPERINET,
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http://www.cisco.com/go/ise

| CiscolSEDA VR F—)L

CIMC % & A L 7= Cisco ISED A > k—L [

6:7— bk TINAL RDEIR

Please select boot device:

Cisco Identity Service Engine

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0400 Intel(R) I350 Gigahit Network Connection
UEFI: IP4 0401 Intel(R) I”En u ":' Network Connection

UEFI: IP4 0402 Intel(R) abit Network Connection
UEFI: 4 0403 Intel(R) 'T_:'_ Network Connection
UEFI: Cisco .H.H—Hauned'

Enter SetL

GE) SNST 7oA T AN E—bulr—ary (F—F v 2—708) CEEENRTHS

AT, OGP T MBI T 7 B AR, VE— K =315 CIMC A1~

A N—=NVEFETTHMLEND LA, A VA N VIR PN ZEnbH Y £4, 4

VA M= AT RESEHEILT B, USB RIAT7IZISO 77 A vEae—L, £
DYE— MO THEHTLZ L E2BEIDLET,

N [T S

1.

CDDVD Z ISO A A—VIZv v B 7 LET, ROXLIREMENPRAINET, ROAvE—Y
LA VAP=IL Ao a—NEREINET,

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.3.0.xxx

Available boot options:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATy T4 U7 aryy—)LuEEHALTCiscolISE 24 v A b—/L45I121%, 77—k 7u 7 FT1E LU Enter
F—ZMLET,
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B - 70770 0500%s

ATy TH

ATvT6

ATy 17
ATvT8

CiscoISED 1 X k—L |

X—AR—RNEeE=FZ2MHEHTL5GEIE. REIXF—Z2H LT, [CiscolSEDA A h—)L (YU TN a
»—)L)  (Cisco ISE Installation (Serial Console)) |47+ a v Z@®IRL T, ROA vE—UNERINE
ﬁ—o

ER IR R Ik Ik kb b b b b b b b b b b b b b b b b bk bk b b b b dh Sk b b b bk b 3

Please type 'setup' to configure the appliance
LR SRS RS SRS R SRS RS SR SRR RS RS SRS EEEEEEEEEEEEEEE SRS

Tuar T RT,osetup EANNL, By KTy Tl I rEEEBLES, By N v TR ST A NRT
A= DM ONWTIE, By NT v 7 7ar I a0FE T 328—2) | 28BLTLEE,
Ty T v T EF—=RTRY NT—IBRENRTA—ZEANNTLHE, TTIF7AT U APHBICFFEE) L,
v Turs s = RICED £9,

v Tuar T N E—RERTLET, T7I7A4 TV AREELET,

[f A b= T ek 2AOMR 36 X—) | ITEERET,

ty FPY T OS5 LOEST

ATvT1

ATy T2

ZIZTHEH, ISEV—REBRETDHLDODOEY T v 7aE RO THBALET,

Ty hT v TS T AT, BERRTA—EDANZRD L, WiFloa~ L R4
A H—T7xAA (CLD) BNEEHINES, FHEX, a2 Y —FERFFLEmREEEY N T
T T LEER LT, ISEY—0H#R Yy NV — 2 ZEE L, PIEHEERIE R AR
ELET, 20ty N7 v 7 Fabt R I —ERFETT AR EEELTT,

\}

(GF)  Active Directory (AD) EHEAT 28541, ISE HAICIERSNHEHAY A FBIPT LA
VTR N T RLAEZFEHTHZEE2BEIDLET, £ A M=V EREEITHANIT, AD
YT DO A X o 7R L, ISE / — ROEET 5P T RL AL TRy M T R
AERELET,

Yy N7y T0 s T ABFETTHITE, ROFIEEZFETLET,

A VA=VHAIHEEISNTWAET 74T At 2 LET,
WDEy "T v T IR REINET,

Please type ‘setup’ to configure the appliance
localhost login:

ns Ay 7ur7 hTsetup & AJJL, Enter 2 L 9,

ALY =IUINT A=Z Dy PRFRENET, ROKROBRAIUE- T, T A=FEZ AT HMHE
NV ET,
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| CiscolSEDA VR F—)L

£ 9:CiscolSEty v Ty T TRTSL NS A—4

ty r7yT Ins5.0%5 |

Jar It L v
Hostname 19 TFELUTIZTAMLENRS Y £ |isebetal
T AZNRSCFITIR, RET
(A-Z. a-z, 0-9) . BLUNA
7y () IeERBHY ET, BYIO
LFEFXFTHLIULERD Y £
R
(GX)  Cisco ISE Ok EiER
73, REBAEIC X D HEED
e WIRVASTANN- % T
F2NE T D701
INLFERERT L%
BEOLES, /—FD
WA RHELT
Mocalhost] Z ¥ %
ZLiIEITEEEA
(eth0) Ethernet interface address |5t 4 —H% %> ;0 (etho) |10.12.13.14

AL B —T x4 ADEHLIPVE T
RL A7 RULATRITIUIRD £
A,

Netmask N2 IPvA DF > b~ A7 TrplF |255.255.255.0
AURR D FH A,
Default gateway TI74NENTF— b T A DER

IPva7 KL AT KL ATRIFIUE
0 FEHA,

DNS domain name

IP7 RLAIANTEERA, A
Zh7aCFTIE, ASCI X7, R
DT, Ty (5 BXOw
VAR () BDEEnET,

example.com

Primary name server

FIA= Y K—L P —"OHFERR
IPv47 RL AT RLATRITE
B FEHEA,

10.15.20.25

Add/Edit another name server

TIFA =) F—L P —ROFHR
IPvA7 KL AT KL ATRIFIUL
B FEH AL

(ATvary) BEOF—LY—
NERETEET, ThEfToic
.y EANLTRAITLETS,
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CiscoISED 1 X k—L |

Jaov7 bk

B

1

Primary NTP server

Bhipxy NI —2 Z A L7 a | | clock.nist.gov
)b (NTP) H—"DIPv4 7T R L
AT RUALZIHRA M TR

TR D FE A,

G¥) 7T A4~VU NTP H—
WT 7 EAFRETHD
LR LT IZE0,

Add/Edit another NTP server

B2 NTP R A A TRIFHIER
D FEHA,

(A7 ay) HEONTPH—N
ERETEET, ZNEITHI
X, y # AL TRIATLET,
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| CiscolSEDA VR F—)L
ty r7yT Ins5.0%5 |

JavJ b 588 I

System Time Zone BRI RERIH TR 0 8 |UTC (T 740 1)
boo To b ZUF. ROVFHEREERY
(PST) Ti%., ¥ AT LBEHAIZ
PSTSPDT T3 (DF V. HhE i
B (UTC) M5 8 HEMZ L5
T-BERED)

GE) T ATLBEZEZA A
V=B CIMC F 7213
A= R, P RA D
OS RFZ B L OV A A
= E—ELTWnbZ
EEERLET, XA A
] i | Rl N S R OR)
e, VAT LNT p—
N AL T D]
MRS 7,

PR—FINTWELZA LS —
DFTXTOY R MIONWTIL,
Cisco ISE CLI 7> % show timezones
awy REFETTEET,

GE) - ~_T® Cisco ISE / —
K% UTC # A & ' —>
ICRETDHZ L 2B
LET, 20X A LV —
VOREIZLY, TR
A AV MREIZBITS S
FSER /R0
A—h, B, BLOR
AF ¥y —x hOu
T T 7 AND, XA LA
&7 CRIZFE S D
BN tak/ o/l e BN
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CiscoISED 1 X k—L |

Jaov7k

B

1

Username

CiscoISE VAT LA~DCLI T 7 &
A S EHE 2 —F 4%
BELET, 74/ (admin)
A LRWESIE, Frina—
P EERT DHNENRH Y £7,
2=V, 3~8UFOEXT,
Hhe s (A~Z, a~z, £
721X 0~9) THERL SN D MEN
HET,

admin (T 7 # /L k)

Password

CiscoISEV AT LA~DCLI T 7 &
AN SN D EHE RAT— K
ERELET, 774/ KRR
U — RIZFEE LW, fifTd
DAV RA T — RZAERLT % 03
NHOEF, RAT—RFOEST
6 LTFLLET, el b 120
INLF (a-z) . 1 DDORIF

(A-Z) . BIO1 0T

(09) ZEDDHMENRHY £,

MylseYPass2

G¥) CLITA YA M NAHFEFIZA LA N—NBIZBEBEED AT — REEKRTABIZ, RAT—FR
DEFDLFOBREEZRNTIE 18] 2HEHLARNTL FEW, ZOSCFERNEYE I 3#H 5D SCF
WZhHDdHE, NRAT—REIZITFTANLNETI, CLI~DOu A AJEMEHATE EHA,

RO TIDE YN AT = REAFR LIS GIE, vy —riiun AL, CLLa~vy e
T 57, ISECD 7213180 7 7 A VARG LT, NAT—F& Uty FLET, ISO7 71 V%
EHLTAAT—=FE2 Uty FT5FIEIL RO FF=2 A B THASHLTWET,
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/
200568-ISE-Password-Recovery-Mechanisms.html

Yy " T TSI AEFITTHE, VAT ANHBMICHEZE L 9,
INT, By N v 7 7 A TRELIE2—VE ERATU—RKE2HEHA LT CiscolSEIZn 7 A L TE 5

X2 £,

4R =L Tt XDHER

A VA = TEREANELLET LI L 2MRT 12T, ROFIEEZFEITLET,
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| CiscolSEDA VR F—)L

ATv T

ATy T2
ATvT3

ATy T4

AR =L TOERDOHER .

VAT ANHEEILIEL, vl A a7 Ty My IRRICHRE LIz —Y 4 &2 AL, Enter &
AVAM=NRBRIZHDTCCLIZEAL e A 35 E, WNAU—ROEEEZRDDL 07 MINERE
hi‘g—o

FLWWIAT—REANLET,

TV = a UREENIA VA =L ST D L ZERT 72912, showapplication =~ > R4 A
JIL. Enter L £,

LY JUIZRD A v =Y RNEREINE T,

ise/admin# show application
<name> <Description>
ise Cisco Identity Services Engine

GE) TV Y —ZDRDONR— g TR, RXR—=Var EAMNBNEEINTWAESNHD 7,

show application status ise =~ > K& AJJ L CISE 7 ut XADIREZ MR L, Enter 2 L £7°,
A= NIIRD A v =V RFERESNET,

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14890
Database Server running 70 PROCESSES
Application Server running 19158
Profiler Database running 16293
ISE Indexing Engine running 20773
AD Connector running 22466
M&T Session Database running 16195
M&T Log Collector running 19294
M&T Log Processor running 19207
Certificate Authority Service running 22237
EST Service running 29847
SXP Engine Service disabled

Docker Daemon running 21197
TC-NAC Service disabled

Wifi Setup Helper Container not running

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassivelID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassivelID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ise/admin#
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FDHDA X F—ILIEHHR

i

*SNSTFIAT LAV Ty LA (39 —)
s VMware (KB~ > (41 _—)

* Linux KVM (59 ~<—2)

* Microsoft Hyper-V (62 ~<—1)

SNS7ISAF7VR)ITF7LUR

CiscolSEZ A VR h— LT B1=6DD T— FAJEEZZUSB T /51 A DYERL

Fedora Media Writer (IH LiveUSB Creator) Y —/ /L% {#H L T, Cisco ISE DA & k—/L ISO
TrANNEDT — FNA[HEZR USB 734 A& ER L £ 77,

1R BHHIIZ

« IROGHFTH 6 Fedora Media Writer & 2 — /L Y AT KX 7 m— RLET,
https://github.com/lmacken/liveusb-creator/releases/tag/3.12.0

A\

GE)  #0fo USB Y — /L bERET 5 2 L5 Y £33, Cisco ISE &
F A NEHRTEH ST, FedoraMedia Writer3.12.0 O i 2 1 L
£

e —H )L AT AT CiscoISEDA A R—/LISO 77 A NEX T a— R LET,

¢ 8GB (E7/ITFNLLE) DUSBFANA A&EHAL £,

ATV F1 T RCOELEZET 51215, FATI6 £721FZFATR Zf i L CUSBT XA A ZH 74—~ b LE T,
AFYT2 w—Hh)L AT AZUSB T /NA 257 LiAZ, Fedora Media Writer 28 L ¥ 7,
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B ciscosns3s002 ) —X 7 IS FUROBA A—T

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9
ATv 710

[BEfFDLive CD% il (Use Existing Live CD) ] = VU 7 @ [ZH (Browse) 1% 7 U v 7 L. Cisco ISE ISO
Ty ANVERRLET,

(T =BV v AT NMIERESNIZUSB T3, AN 1T OEFAIE, HEIIGBRIRSNET) [¥—F >
7 /34 A (Target Device) | K2 7 X7 )36 USB 7734 A &R L 77,

[Live USB% {E% (Create Live USB) 1% 27 U v 27 L7,

iSRS —IZ, 7 — NA[REZR USBERK ORI A TR R SNE T, 2O rEANET Lz, USB
NI A4 7 ONEMN, USBY — L& FTT LD LIze—0 A7 ATHEMHTE £, CiscolSE
A LUARN—IVTHENC, FEITEHTOILERDDLTIXAN T77A4NMB20060 F7,

USB FT7A47mb, T7HFAL T A X TROTHIAN 77 A NVERE £,

o syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg

WHFD7 7 AND Tedrom] &V DLz ES L £,

*SNS3415T7 FTA T U AR DHEE, MiFDO7 7 A1 T ledrom] &9 5% Thd:sdal] (2 X
¥z £9,
* SNS 3495, 3515, F7/21X3595 7 I I3A T U ANRSHH%E. MFDO7 7 A/ T ledrom] &9 Fgik
% [hd:sdbl) ICEZH 2 £,

BAREGIZIZ, Tedrom) &V ) UFFHNOTRTOAL LV AZ L AEEESHZF9, 72 & 21E,

ks=cdrom/ks.cfg

INERDOLDICEES A ET,
ks=hd:sdb1:/Ks.cfg

T ANVERIELTKTLET,
BTARIZ, a—N VAT ANS USB T3 AZHIBRLET,

7 — NAJREZR USB 5 /34 A% CiscoISET 7T A TV AHA L, T7I7A4 T » A& Hild#) LT, USB
R4 72548 LT CiscoISE # A A h—/L L £,

CiscoSNS 3500 ') —X 7 ITS5AT7UVADEA A—1k

Cisco SNS 3500 > ) —X 77534 T AIZEDVD R4 708H Y £ A, L7235 T, Cisco
ISEY 7 by =7 Z2FEH L TCiscolSEN— R T =7 7T T7A T U AEHA A—I{LT HITIL,
WRONT NN EFITLET,

\}

(GE)  SNS 3515 B3 X TNSNS 3595 7 77 A 7 > A% Unified Extensible Firmware Interface (UEFI) O
FXaT7 7— MEREEZFR—FLTOET, ZOHEEIL, CiscoISE DELFTE A A=D1 %
SNS3515 8L NSNS3595 T 7T A T LV AZA VA=) TEBLLIITL, T ATYHET
JEALIZELTHOREBLDARNL =T 42T VAT AFA A=A TERNLIICLE
9, 72 & 23X, Red Hat Enterprise Linux <> Microsoft Windows 72 & O—fif7e 4 X v —7F 1 7
VAT ANE, TOTTIAT U ATEETE £ A,
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VMware {R#8< > > .

SNS 3515 38 L TRSNS 3595 7 7 A 7 o A%, CiscoISE2.0.1 UBED Y UV —RDHZ P R— b
LCWET, SNS3515F7/2ILSNS3595 7 7T A4 T AL, 201 L0 bFio ) V—A% A A
=252 LI TEET A,

» Cisco Integrated Management Controller (CIMC) A > ¥ —7 = A A& L, {548 DVD
TNARIA A R—)Viiso 77 A NVE~Y vy E 7 LET, GHlllcONTIE, [CIMC %
il L7z CiscoISE DA A h—/L (29 2—Y) | #BRL T ZEN,

e AV AR iso 77 ANEFEHLTA A F—/1DVD Z/Esk L. USB 44 DVD K5
A TEHEALT, DVD RIA T MET FI3A T U AZEELET,

e f VA RM—)Viso 77 AINEMHAL T — Fa[fEZ USB 731 A& {ERk LT, USB K7
ATNOET TITAT U AZEBLES, SOV TIE, TCiscolSEZ A A h—/LT 5%
72D 7 — NA[REZ2 USB 7 /31 ADERL (39 <—) | & TCIMC %f#iH L 7= Cisco ISE
DA A= (29%—=) | ZBRLTLLIEEN,

VMware {RE< < >

REI2ODYI)—RBEELUVNTHF—TADF I VY

R~ 212 CiscoISE # A A h— LT AFNI, A VA F—FI2L - T, R~ > DFH
HRERN—FRU =27 U Y — R LR INDHARE T HZ LT, "= Ry =T OELEMET = v
7B ThET,

VMU Y —=AZADF =y 7, A =T, N— KT 4 A7, VMIZEID B THz

CPU =27 0¥, CPUZ v v 7 #E, BLOVMIZED Y TOENZRAM AT =7 LET,

VM U Y — ZAREARGHM AR A0 72 S e WiGa . A A b—iddilrcsinEkd, 2o V—2
F v 7t ISOR—ZADA LA N—VICOHZBHASNET,

vy N7y TSI AR ETTEE, VMR T+ —~ U AF v INEFTEN, £ A —
TINT A AT VORI =< A% F v LET, T4 A7 VO RT+—< U ANRHREEN
AT S WS, BEEMNEIICERRENE TN, A VA =L EHITTEET,
VM7 4 —< A F =y ZIXEMIC (BR) 73, fRIT1 TR nET, 7+
AT VO RT A —< V ARHER I N DU E W SRS, 77— ARERESET,

VM /X7 —~< A F = 7L, show tech-support =~ > K% {#H L T Cisco ISE CLI 7> & 4
VTV RTETTHIELTEET,

VMDY YV —ZAB IO T +—< 2 ADF = v 7% Cisco ISE DA > A h—/L & 1 TERRIZHE
TTEET, ZOT A MICiscolSERINA =2 —nHEITTEET,
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B ovnsooi—rEERLERET S AD Cisco ISEDF TOA Ak

OVAT 2T L—b&2FERALEREBETS UADCiscolSEQTTAA AL

~

ATy T
ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

ATy T17
ATv78

OVA7 v 7 L— hafiH L TR~ 12 CiscoISE V7 U =T & A VA R—/LL, T7'1
A TZF7, CiscocomHOVAT VL —haeXyra—RLET,

48O HREIIC

(GE) ISE230VA 7 7L — i, vCenter 6.5 ® VMware Web 7 714 7 b O HEHMENH Y £
o [BLEER & LT, VMwareOVFY — V&AL T, ZOF7 7L —h&aAf AR —MLET,

CiscoISElZ, AV AN NEDON—RF 4RI LT AN AT LDV A AEEE2 Y R—F
LTCWRW=d, IR N— KT 4 A7 DOV A REB8 Li=5E1%, IS0 75 Cisco ISE & FH-A
A=V BMERH Y F9,

(GE)  CiscoISEOVA 7 7 A V& T 7 aA T 58551, A A — FD5ETH#, CiscolSEDE Y M7 >
TEFETT DRI, ARy NI —7 TE T X RO iibnd 2 2 L 2L E
T, 4 DRy VU= THETHEHEHA L TCWDBEEIE. *y NU—T THETH X AT
E1000 ZfRFEF LT, A v ¥ —T7 =2 A ADEFOERZFHELET, FHL WLy hU—7
THETHN3OUNOEEEIE, T _XTHEIN0 %y hU—27 THETHZEZHIELT, Tnb%
VMXNET3 [CE XX 5 Z &N TEXET,

VMware vSphere 7 7 A 7 > M & Bl & £7,
VMware 8 A MZa 74 > LET,

VMware vSphere Client 2>5 [Z 7 4 JL (File) |>[OVFT > 7L —t%T 704 (Deploy OVF Template) |
BN L ET,

[ (Browse) |%7 U277 LTOVAT 7L —bhEERL, R~ (Next) 127V v 7 LET,
[OVFT > 7' L— Rl (OVF Template Details) | ~X— Y Otz MR L, [k~ (Next) |27 U w27 L
*7,

—EAZFRT D 1O i~ > v D4R & [4ET & v r—3 3 > (Nameand Location) |~~—IZ AL,
[k~ (Next) 127 U v 27 LET,

OVA ZRA T H7 —H A NT ZRIRLET,

[T 4 A7 74—~ b (DiskFormat) | X—Y D [¥v 7 Fra vy a="7 (ThickProvision) ] 47 =
VAREETY 7 L, [k~ (Next) 1227 U w27 LET,

CiscoISE X, v 7 Fubva=vr7byvr Fubva=r7ombaYdR—MLET, 2720,
WZE=FV 7 ) —FRTlE, NI =~ AZ@EmDIHEDIC, V7 Inbela=r TaRRT5Z &
EREOLET, v TR Ya sy SERIRLEGEIE. BYIOT 4 A7 ERIC, K0 E< 0T«
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IS0 77 4 JLEER L = VMware {287 & >~ Cisco ISED 1 > % k—L [

A FEBMNMERT v T T L— R, Nl T v 77, T3y aX o 7 EOBEICEENND Z
ENRBHY FEF,

ATv 7T [5ET¥(E (Readyto Complete) | X— Y DIEREZMRBLET, [T 7 A %ICEFA > (Power on after
deployment) | F = v 7Ry 7 AEA A LET,
ATy F10 [#T (Finish) 1227V v27 LET,

ISO7 74 I)LZEERAL=-VMware{RE~< L > ~DCiscolSED 1 > X k—
L

ZOkv 7 a T, ISO 7 7 AV EEH LT VMware {48~ 2 /12 Cisco ISE A > A b —
VT B FHEIZHOWTIHRBA L ET,

VMware ESXi H— /%X TET 5= DHEHREH

VMware ESXi - — R Z R ETHHIC., 20Ok 7 g I TV D IROREDRTTRSZ
MR L T2 &,

« BEEEMEREZFFO2—Y (oot =—¥) L LTESXi =R 7 A T HMERHY F
—aAO

*CiscoISE (£ 64 B b VAT ATY, 64y b VAT hhkA A M—)LT HHNIT, HIE
k727 7may— (VT) BESXih—"THBIR->TWAZ 2R L T IEIN, 7 &
N ARV —F 4 7 VAT LD H A 7 ) Red Hat Enterprise Linux 7 (64 > b) IZERE S
NTNWDHZELMRT HILERDY £,

* Red Hat Enterprise Linux 7 D354, 7 7 4 /L O NIC ¥ A 71X, VMXNET3 7 ¥ 7 % T,
Cisco ISE A~ > HIZEK 6 DD NIC ZBMTE 923, 3TO NIC {2k L T4

FIUT XX E8RT 5912 LTLEEV, CiscolISE X E1000 7 ¥ /% &% AR— KL
F7,
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B sec79/00-05zvs

N

G Ry b= T7HETHZLLCT 74/ Ry bU—7 FT7ANR
(VMXNET3) #@ERL7-GEIE. WHT ¥ 2O~y B 7%
R LET, LFTORITTT L IIZ, ESXih—/"T4FHDA
4 —7 A A (NIC4) |Z CiscoISE GigabitEthernet0 1 > % —7 =
ARy TTHTEEMERLET,

ADE-0S Cisco ISE E1000 VMXNET3
eth0 GEO 1 4
ethl GE1 2 1
eth2 GE2 3 2
eth3 GE3 4 3
eth4 GE4 5 5
ethS GES5 6 6

EI000 7 # 7 X2 %8R 25 L, 74/ T, ESXi7 ¥ 77X B L
WCiscoISET X T EZNELL v v I ENET,

s VMware [RA8~ > 7 4 A7 FIROHEREZEID Y TTND I 2R LTI EIN, &
MZOWTIE, 7 0 A7 FEEICET 28 24 ~—2) ] 2ZRLTIES0,

« VMware Virtual Machine File System (VMFS) % {Efk L T\ 7eW854 1, Cisco ISE AR T
TIAT v ALY R—= T H7DIHERT D 4E R H Y £3, VMFS IE, VMware 78 A |
FIZRESNIZA ML=V R 2a— AT LICRESNET, VMFS5TiX, IMBOV 1 v
7 A RFEHKT1.999 TB DIRAET 4 A7 A4 X&HKR—FLET,

REETI2/AS—DF vy

?T*mm%~ﬂ%4yxk~wawé%éﬁ\vvy%ﬁ@@ﬁfm\VRﬁﬁ@#55
MEMERTEET, TNEITHICIE, esxefginfor~> RafHLE4, wichlz2RrLET,

~ # esxcfg-info |grep "HV Support"

[ === —HV SUPPOT et vttt ettt et et et et ettt e e e 3

|=—=-World Command Line......c.uouiutiuimenneenennennenns grep HV Support

HV %R — b OfEA 3 D4, VIIZESXi = A"THRHTH Db, A VA h— /ML 2 &
MTEET,

HV %R — FDED 2 DA, VI VAR — F I TWETA, ESXi —STHEZII /> TW
T8 A, BIOSREEZREL, Y—_TVT ZHNNTIHILERNHD 9,
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esxi — oty s nv—oant ]

ESXi H—/\DEBIETH / no—DFEHE

Cisco ISE (A~ 2 L DLFTIDA—T 5 L & KA M 570 LE D LR A— Y =
TEEAATEET, 2E L. BEOU U —R %A & h—AF BRI, ESXi Y— S TR
k72 /av— (VI) Z2EDCTELERD D £,

ARTFYTN 77947 A% ) 77— LET,

ATvT2 REMLCT, vy Ty 7 a2 LET,

AT 73 [FMERE (Advanced) |>[7AtE Yy HDEKRE (Processor Configuration) | Z 3R L £,
AT 74 [IntelR) VT] Z RN LT, AR LET,

ATYTE BERERFL, KTT2I121F, FIOZMLET,

CiscoISE 7O 7745 H—EXIZxT S5 VMware 5—/N 4 VB —T 24 ADHKRTE

VMware V' — X A v X —T =2 A% AL vF R—=FTFF7A4Y (SPAN) F721F3IT7—{b&
N7 74 7DCiscolSE7a 77 A4 7 b —EROBFEH T —7 4 X —T =2 A ZA~DIYL
EEYR—-FTDEIHFELET,

ATv 71 [RE (Configuration) |>[F*v hT—F >4 (Networking) |>[F0/XFT 1 (Properties) |>[VMNetwork]
(VMware h—/3 f A X 2 ADAH]) >[VMswitch0] (VMware ESXi h—/N A v X —T =4 ZAD 1) >
[7"m 37 1 (Properties) ]>[t ¥ = U7 ¢ (Security) | DINEIZER L E,
RATwT2 [BEX=2UT ¢ (Security) 1% 7@ [ Y v —fil4h (Policy Exceptions) ] XA > C[7 1 IAF v AE—F
(Promiscuous Mode) | F = v 7Ry 7 A4 12 LET,
ATY T3 [FuIAX v AE—F (PromiscuousMode) ] Kz v 7 &7 U A RT, KB (Accept) ]Z R L. [OK]
7 Vw7 LET,

SPAN £33 9 —fbEni b7 74 v DT 07 747 T —XINEIEHT 5D VMware ESXi 5— /3
A =T x2A ATRLCFMEEZBED K LIT-> T TEEN,

UYTIL Ay —ILEFERALT= VMware Y —/ A\~ D&k

AT Y1 FFED VMware H—3 (72 & 21X ISE-120) OFEFRZEZA7IZLET,

RATY T2 VMware h— %247V v 7 L, [ffE (Edit) ] Z2&RLET,

ATYF3 K= (Hardware) ] ¥ 7 C[EM (Add) 1227 U >7 LET,
ATy T4 [V T NAR—b (Serial Port) | Zi&IR L, [IK~ (Next) 1227 U v 7 LET,

ATw TS [V TR~ M) (Serial Port Output) fEIK T, [FRA FOWELL U 7 /LR — & (Usephysical serial
portonthehost) ] £ 721X [F* v b U — 7 f&H TH:E (ConnectviaNetwork) |47 a3 v RZ &M L T,
[K~ (Next) 1&27 U >Z7 LET,
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. VMware H—/\DE%E

e[y NU—7 H CTHfE (ConnectviaNetwork) |47 = VAR LI-GAX, ESXih— LD 7 >
AT U= R—= b ZRBERZHY £,

s [FA NOYELL ) T VR — FZ#H (Use physical serial port on the host) ] Z &R D4 1%, H— b
ZBRLET, RO 2O0OWTNNDOA T v a r Z@INTEET,

* /dev/ttyS0 (DOS % 721% Windows A XL —7F 4 > 7 VAT AT, ZHUXCOMI & L TEREINE
T) .

o /dev/ttyS1 (DOS F 7213 Windows XL —7 4 > 7 VAT AT, ZHIFECOM2 & LTERRINE
7).

ATFYT6 [k~ (Next) 1227V v LET,

ATFYT1 [FA ZATFT—H A (Device Status) | fHIK T, WA F =v 7Ry 7 224N LET, T 740 M
[#%#5i 7%~ (Connected) ] T3,

RTw T8 VMware — NZHEHET HI21FE, [OK] %227 U v 7 LET,

VMware Y —/\D % E

48D HHEIIZ

['VMware ESXi ¥ — &R ET 72O ORMHERME 43 =) | Ok 7 v a rOFFlE LT
g ET,

ATY 71 ESXi¥—NlZm A LET,
ATw T2  VMware vSphere Client DERI D<A T, KA~ avTF&247 U v 7 LT, FHEE~T > (New
Virtual Machine) ] Z3&R L £,

ATwF3  [EE (Configuration) | ¥ A 7 17Ky 7 AT, VMware T [# AH L (Custom) | Z3BIR L, [KR~
(Next) 1227 Vv 7 LET,

ATY T8 VMware VAT LOL4RTE AT L, [k~ (Next) 1227V v 7 LET,
Ev bk VMware A MIEHTLHHRA NaEFEHLET,

ATy TS RSN DMHARERENH DT —H A NT EBEIRL [k~ (Next) 1227V v7 LET,

ATv76 (A7 ay) VMARA NEIEY 7 A2 B3O VMware (AR~ > > RX—T g V&R — T 556
X, (AR~ > /N—37 3 7 (Virtual Machine Version7) |72 EDEAR~ o N—T g AR LT, [K
~ (Next) |27 Vw27 LET,

ATFwF1 [X—=Y =3 (Version) | Ky 7 &7 U A R)vh, [Linux] 3 & O [Red Hat Enterprise Linux 7] % 3%&4R
LET,

ATy 78 [V~ hEr (Number of virtual sockets) |38 LN [KAR Y &7~ b & 729 @ =27 % (Number of cores per
virtualsocket) ] K>y 7*Z 7 U2 LT, fEZRIRLET, a70kuie (MEVMT 7747 LX)
FE8 (KB VM T 774 TV R) T D0ERH Y 97,
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AFvT9
ATy 710

ATy 7N
ATvT12
ATv 713

ATv 714

ATv 715
ATv 716

ATvT11

VMware % —/ D& E .

(A7 vay: —EOESXi —"ONN— g NZERINET, A7 v& 2% (Number of virtual
processors) | DANERI DAL, [6] E/2IT 8] IR LET)

AEYEREEZRNL, R~ Next) 227U v 27 LET,
[EI000]NIC KT A % [T X4 7% (Adapter) | Ry X7 U X MpH@#IRL, [R~ (Next) | &7
Uo7 LET,

GE) T I7ANVPTELWT XTI HIAFZHET 572912, E1000 231§ 5 2 L 2B LET,
VMXNET3 Z#3IR L7256, ISEOT X 7 HIAF LRS5OI ESXi 7T X S X i~ v 7
L iEe b nWgEa0n"H ) 4,

SCSI = h m— |2 [MEfAE(L (Paravirtual) | 2R L, [IR~ (Next) 1227 U v 7 LET,
[FTBAET + 27 OVERL (Create a new virtual disk) ] Z3R L, [k~ (Next) | %727 U v/ LET,
[T 4 A7 7mabEYa="7 (DiskProvisioning) XA 702/ HRy 7 AT, [yZFavrya=r7 (Thick
Provision) | A7 v ar RZ %7V v 7 L, [IR~ (Next) 1227V v 7 LTHATLET,
CiscoISEiL, Vv 7 Fnbvva=rréyr rneya=r 7omlesdR—sLEd, =720,
WCE=Z VT ) —=RTIE, N7+ =~ RAZEDLDOIC, Yy 7 TeeyVa=r 7 aRRT52 L
EREOLET, v TreYa =y I ERBRLEEAE. BROIOT 4 AZIEERIC, X007«
AT FERDBUERT v T T L— R, Ny o7y 7T e, Ty 7 aX o Ul EOREICEER NS Z
ERHY ET,
[ZANVBN NV TADE S T ALY o THRe%Z AR — 3% (Support clustering features such as Fault
Tolerance) | T = v 7 RN v 7 ADRIREZMEEL £,
AT EBRIRL, (R~ (Next) 227 U v 7 LET,
B L AERL STz VMware & 27 LAO4HT, 77 A R OS, CPU, AEV, BLOWT 4 A7 YA X ED
WEDFEMZ MR LET, WOERERINDITTTT,

* [ A FOS (Guest OS) ] : Red Hat Enterprise Linux 7

s [#@EECPU (Logical CPUs) ]: 12

«[A#FY (Memory) ]:16GB £721% 16384 MB

o [T 4 AV A X (Disk Size) ]: VMware 7 A A 7 IR OHELEF I FE-S\ T, 200 GB ~ 1.999 TB

A8~ 32 TP CiscoISE DA v A h—LEEFIZITHIICIE. ZO~=2 7 /IR STV B HELEHTE
AT RES T TEE W,

[#7T (Finish) 1227V > 27 LET,
AT, VMware Y AT AR A A =L ENFE LT,
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B re~c mRtoeBEERTEOLE

RDBERY

B L AERR &Iz VMware Y AT L% T 77 4 72T HI121E, VMware 7 74 7 b O —H
A BZ =T 2 A ADFEMD_A L T[VM] 2427 Y v 27 LT, [EIR (Power) 1> [EHA
(Power On) | Z 3R L 9,

RETL VUERA VEFHEEERTDER

ATvT1
ATy T2
ATv73
ATv74
ATvTH

ATvT6

VMware

ATy
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6

VMware R~ o0 Tld, BEREIEIXT 74/ P TOICRESINTWET, ZORELELE
FLT, B84 T ar (f]: BEHERSRRAYU— FOERE) 2R T ET,

vSphere Client 2°5, VM 247 U v 7 LT [REDME (Edit Settings) ] 21BN L E 7,

[A 7> ar (Options) 1 #7 %2 )y LET,

[FEMERE (Advanced) > [EEi4 7> 2> (Boot Options) ] 23R L £,

[EJR A HLEERIE (PoweronBootDelay) [#EIC, EEHLEZRIESE B (R UR) 2@INL T,

[FRHIBIOSE% & (Force BIOS Setup) |fEIODTF = v 7 R v 7 A& A4 42 LT, &\lD VM EE)IFIC BIOS #%
FEMHE 2 &R LET

[OK] %227V v s LTERZRFELET,

DATLADCiscolISEV I O T7DA VR =)L

1R BRI

o AU AN—IRIT, KEETA B AEA A M—L LIRS, CiscolSE X H#hAYIZ i K
100 =2 RARA  FEYR—132590 HEIOFEZ A B A% A VA M=/ LET,

*CiscoISE Y 7 U =T % Cisco Y 7 hU =T DHF T ua— R HA k
(http://www.cisco.com/en/US/products/ps11640/index.html) 7>6 % 7> u— KL, DVDIZE
ZIAHET, Cisco.com 7 LT o ¥ ¥ /LOFREENR KD S E T,

VMware 7 74 7 > MZua 7 A4 LET,

A~ ZBIOSt Y b7 v 7 E—RIZTH720I1C, VMEAZ Y v 7 LT [REDHE (EditSettings) ]

27V v LET,

[F 7> = (Options) | #7527V v LET,

[ELEhA4 7> =2 > (BootOptions) ] #IIRL, ROA T a U ERELET,

a) [BIOSOi#ifi|% & (Force BIOS Setup) |fEIK T, [{AH~ > OELEIFFIZBIOSER E M IZ A% (enter the
BIOS setup screen when the virtual machine boots) | = v 7 Ry 7 A% 4 LET,

[OK]| Z27 U > 27 LET,

WEMAERE (UTC) 3L OIELWT — MEF2 BIOS ICRESNTNDH Z L 2R L ET,

a) M~ OERNA N> TVWBEAIEL. VAT LAOEREA7ICLET,
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ATy FT17

ATvT8

ATy

VMware YV —/LDA VX b—ILDHER .

b) K~ OEREANCLET,
VAT ANRBIOS By N7 v E— RIZR 0 9,

¢) [AA VBIOS (MainBIOS) | A ==—"7T, KHIF—%iH L C[Hft &% (Date and Time) ] 7 4 —
JL RIZE L. Enter ZH# L £,
d) UTC/Z' Y = VHEHER; (GMT) ZA L V=22 AN LET,

TDHAL S —VDOREICED, 774 A MREICBI23EIER/—FPLDOLER—F, 1
7. BIORAF Yy ==V bOal 77 AN, FALAZ T THIZEHEND LI F
K

e) KHEIF—ZMHHL T[EE (Boot) | A ==—IZBE L. Enter Z L £,

f) RKEIF—%#L T, [CD-ROM KZ A 7 (CD-ROMDrive) %R L, +Z# L CTCD-ROM K7 A 7%
G Fe D SesElc BBl L5,

g FRHIF—ZMHEHLTHET (Bxit) | A==a—IZBBIL, [Z£HZ2R(F L TH T (Exit Saving Changes) |
IR L F9,

h) [EW (Yes) AR TEEARFL, KT LET,

CiscoISE ¥ 7 b =7 DVD % VMware ESXi I8 A2 b CD/DVD F7 A4 FTIZHA LT, (B~ &4
I LET,

DVD OB, 22 V— 23RO L HICFEREINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

FEI%—%{# ] LT [Cisco ISEDA > & h—/L (U 7L =Y —)L) (Cisco ISE Installation (Serial
Console)) | EX [ AT L2—T 4 VT 4 (F—FK—K/E=%) (System Utilities (Keyboard/Monitor)) ]
ZER LT, Enter ¥— &ML ET, YUTN ary—L A+ 7 Z@RT 5840, (KB~ Ty
V7nvary—nuwzty N7y 7 LTEBYERHY 3, a2 Y —VOIERFIEIZOW T, [VMware
vSphere Documentation]] ZZH L T 7230,

A VAR —TF0, VMware v A7 L~D CiscolSE Y 7 b7 =7 DA VA M= V&K LET, £ A h—
VTR ARTETTDHET, 200000 ET, A A= TaeARKTTLE, KB~ IXHE)
PICHEE SN ET, VM OBEFRFIC, 230 Y —LIRO LI ICERINET,

Type 'setup' to configure your appliance
localhost:

VAT AT NTC, setup & AJIL., Enter ZHF L E T,
Ty N7y U4 = RRERREN, U — R TR ELZFATLE T,

VMware V—JLD A >R b—)LDHER

vSphere Client O [#% (Summary) | % J %A L 7= VMware V—LD A VX b—)LDFERR

vShpere Client CHiE S 4172 VMware 78 2 s O (B2 (Summary) | % 7IZBEI L £7, [VMware
> —/L (VMware Tools) | 7 4 —/V ROfEN OK THhHMLENRH D 7,
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ZTOtoA VR b—LiER |

B cuzsmLr: vMware v— L1 VR F—LDRER

7: vSphere Client T® VMware *J — )L DFER

File Edit View Inventory Administration Plug-ins Help
ﬁ 4 £y Home b g8 Inventory DEﬁ Inwentory
By DGDRe RSP
= (@ vrhost1d Ym3s
gy vm33 .
£33 vm34 Getting Started . RETUAYA Resource Alocation - Performance . Events . Consola | Permissions
£ vma3s f i
EB' ey General | Resources
fGlest 05 Red Hat Enterprise Linux 5 (32-bit) Consumed Host CPU:
Vil Wersion: 7 Consumed Host Memory:
P L wCpu Achive Guest Memory:
Memory: 40r3 MB
Hmmv@uhd:l&tiflﬁ,,af Provisioned Storage:
WMware Tooks: Ok MNot-shared Storage:
1P Addresses: 10.10.10.10 i al Used Storage:
DNS Marnie: R Distastore
Stake: Powered On @ skl
Host: b, Ciscon, ¢, CsCo.com o =
Active Tasks:
\ Nekwork T
Commands 8 VM Network, H]
Il 5hut Down Guest
- 3
@ Edi Settings =]

CLl Z{#E A L= VMware YV —ILDA > X F—)LDFEE

show inventory =~ > RZfif L C, VMware V' — /LA A h—/LEINTWNDH 0 E D D E il
RITDHZEHTEET, ZOIAT FIINIC RIA 2 MEHREZ Y 2 M LET, VMware ¥ —/L7)3
AVAP= L ENTWAEBE~Y D[ RTA 2308 (DriverDeser) |7 4 —/V FIZ, VMware
Virtual Ethernet N7 A SR ERINET,

vm36/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9, VID: VOl , SN: 8JDCBLIDLJA

Total RAM Memory: 4016564 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5504 @ 2.00GHz
Hard Disk Count (*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders
NIC Count: 1

NIC O0: Device Name: ethO

NIC O: HW Address: 00:0C:29:BA:C7:82

NIC O0: Driver Descr: VMware Virtual Ethernet driver

(*) Hard Disk Count may be Logical.

vm36/admin#

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: AO , SN: FCH184X9XXX
Total RAM Memory: 65700380 kB

CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
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VMware v — L0 7 v 75 L— ko F—+ [}

CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 9: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 10: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 11: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 12: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 13: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 14: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 15: Model Info: Intel (R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
Hard Disk Count(*): 1

Disk 0: Device Name: /xxx/abc

Disk 0: Capacity: 1198.00 GB

NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XX:XX:XX:XX:XX:XX

NIC O: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 1: Device Name: ethl:

NIC 1: HW Address: XX:XX:XX:XX:XX:XX

NIC 1: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 2: Device Name: eth2:

NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 3: Device Name: eth3:

NIC 3: HW Address: XX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 4: Device Name: ethi4:

NIC 4: HW Address: XX:XX:XX:XX:XX:XX

NIC 4: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 5: Device Name: ethb:

NIC 5: HW Address: XX:XX:XX:XX:XX:XX

NIC 5: Driver Descr: Intel (R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical.

VMware V—ILDT v T L— KDY HR—

CiscoISEISOA A —¥ (@H, 7 v 77 L—F, 723Ny F) (ZiE, A — S5 VMware
VLN EENTWET, VMware 7 74 7 > b 22— A > H—7 = A A% H L 72 VMware
V=N DT v 7 L— KX, CiscolSE TiZ¥ R — FENTWEHA, VMware Y —/LZH L\
N=a T v 77— R4 5846, %A — M Cisco ISE DFf L N—2 3 Tk
EF @, Ty =R, EFERNyF VI —RA)

Cisco ISE{REE<T L L DiEH

Cisco ISE VMware R4~ 3> (VM) B L, CiscolSE / — ROE#E 2 V7V B 2T 5
ZENTEET, R BEORY — P —E R J—FK (PSN) A LI-08T 70
A A2 FERET, VM OBERIE PSN 2 U D% RICT P a4 T2 DKL B ET, PSN
BENTENRNEIZA VA F—L L TRET HLETH Y T A,

S — &M LT CiscoISEVM #8422 Ly TXF 1,

GE)

BHRUZ 1L VMware vCenter XL EE T, By T v 7 Fal T A EITTHENC, AT H
VEERH Y 5,
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B 77— r&@EmLE CiscolSEREY S~ DiEm

ATy I

ATy T2
ATvT3

ATvT4
ATy

ATvT6

ATy T17

ATvT8

1R BHHEIIZ

« #H9 % CiscoISEVM ZfigFEIC > v v R ¥ U LET, vSphere Client T, #H4 % Cisco
ISEVM%Z47 U v 7 L, [BiIR (Power) |>[7 X +ZET ¥y &> (ShutDown Guest) |
ZIEIRLET,

cHRIINT~ U DIPT RLVALKRA MNEER LI LR LTNHDL, TO~
DERZEZAINT, Xy NT—7 IR LET,

BEEMEREZFHF O >2—Y (root =—) L LTESXiVr—icun /A LET,
Z OFNEE EFTT D 1T1E VMware vCenter 25 VA2 T4,

9 2 CiscolSEVM 2427 U w7 L, [HH (Clone) 127 Vv 7 LET,

[44Hii& 77— 2 (NameandLocation) |4 A 7 127Ky 7 ZERT 58 LW~ DARTE AT L,
[R~ (Next) 1Z227 YV v 7 LET,

ZhuE, H UL AMERLT D Cisco ISE VM DR A b4 Tid7e< . 2RO DOFH & 72 24 81TT,
B LU Cisco ISEVM & EITT AR A NEILI T AZ IR L, [k~ (Next) |27 U v 27 LET,
ERR L TV A H L CiscoISEVM DT — X A R 7 &R LT, [k~ (Next) |27 U7 LET,

IOT—HARTE, ESXi =N EDu—h NV T—H AT ERIZIVE—F AL —VOEENRHY F
T, T—HARNTIZHDRT 4 AVEENHD Z L 2R L ET,

[T 4 A2 74—~k (DiskFormat) | ¥4 72/ Ry 7 AT[Y—ALFEL74+—~>  (Same format
assource) | A var AREZEI7 Vv L, R~ (Next) 27V v 7 LET,

COFTvavit, ZOH LW OBERTTH S CiscolSEVM THEA SN TWAD LR 7 +—~ v
o —LET,

[ A N A AH <A X (GuestCustomization) | %A 7 07Ky 7 ZAT[HAHX~A XL (Donotcustomize) |
dFvarv iRy E7 Yy L, IR~ (Next) |27V v 7 LET,
[# 7 (Finish) 1Z27 U > 7 LE7,

RDBERY
HBRIENT-FIE~YVDIPT RLABLOEARZ M OZEE

 HEl XN 72 Cisco AR~ VDR v N U — 7~

FoTL— rEFERALT CiscoISE RIET S D5 H.

vCenter 2 L CW 5551, VMware 7 > 7 L— b & il L C, CiscoISE{AH~ > (VM)
B TEXES, T 7L — M CiscolSE /— FEBERL, 2075 7L —F2EH LT,
BELDH LU CiscolSE / — REMERTE E3, 77 b— MM L7~ v oEfL,
WD 2ODAT v I THEMINDFIETT,
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wEvsy 7o IL— ok

1R BHHIIZ

\}

GE)  #HRIZIX VMware vCenter 2’ ETY, © v N7 v 7T AEFITTHEIC, ERAEITO
WVENRBY 9,

ATFvT1 A~ T 7L — FOVERR (53 ~X—)
ATFvT2 i~ T T — DT TaA A b (54 2—2)

RE<TSY T TL— FDER

1R HHIIZ

« 595 CiscoISEVM Z I v v R ¥ 7 LET, vSphere Client T, #4493 % Cisco
ISEVM%Z 427 Y v 27 L, [E (Power) |>[7 A &L %> & (ShutDownGuest) ]
IR E T,

T T L—HMIL A VA=AV LEEENY TRy N7 T T a7 T L EFATL TR
CiscolSEVM M OART 2 Z L 2B LET, ULV IPT FLABIUKRR M4
ZEBNCAERL L, BE L7z Cisco ISE DK/ — R TRy N7 v 7a /I LeZnEiE
ITTELE TR T,

ATw T EHEHEREZFS>2— (oot =2—Y) & LTESXi v —lcu A LET,
Z OFNEEELFTT D I21E VMware vCenter 235 AFET9,

ATw T2 BT 2 CiscolSEVM 2427V 7 L, & (Clone) |> [T 7 L— FZEE (Clone to Template) | %
HEIRLET,

ATV T3 Uo7 = DO4RTIEZEAN L, [4HiE v/ —3 3 (Nameand Location) | ¥ A 7 027Ky 7 ATT o
L— b ERAFT DG IT AR LT, [k~ (Next) 1 %27 U7 LET,

AT T4 77— ERFT 5 ESXi R A M&BIR LT, IR~ (Next) 1227 Vw7 LET,

ATYTS TUT L= NeRETLHT—H AT HEIRL T, K~ (Next) 127U v 7 LET,
ZOT—=FANTICRERT A A7 FHNHL 2 L R LET,

ATYT6 [T 4 AV 74—~ bk (DiskFormat) | XA 70/ Ry 7 AT[Y—ALRUL74+—~ v b (Same format
assource) | A7 ar RE w7 Uy L, [k~ (Next) 1227 Vw7 LET,

[5€ THIOHER (Ready to Complete) ] %A 7 1 7R v 7 ANFRESNET,

ATFw 71 [T (Finish) 1227V 27 LET,
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B sE<so7od—roFTdaqsvr

RE<TSY TUOTL—rOTTAA AR
A~ T 7= EER LTS, o~y (VM) 257 A T Ed,

AT T fERRL7Z CiscolSEVM 7> 7' L— 245270 v 7 LT, [ZOT 7L — b~ a7 7 A
(Deploy Virtual Machine from this template) | Z & L F 5,

ATY T2 HLWCiscoISE / — ROARIZ AT L, [£4Hi& v — 3 (Nameand Location) | %A 717Ky 7 A
T/ — FOEFTZ @R LT, (R~ (Next) 127V v 7 LET,

AT9 73 H LV CiscolSE / — R&EAFT 5 ESXi R A & #IRL T, [k~ (Next) 1227 U 7 LET,

ATY T8 F LW Cisco ISEITHEMT 27 =2 A M7 H#BIRLT, IR~ (Next) 1227V v 27 LET,

DT —=FANTICRERT 4 A7 FHNH L 2 L R LET,

ATY TS [T 4 A7 74—~ b (DiskFormat) | ¥4 702/ Ry 7 AT[/—ALFEUL74+—~> bk (Same format
assource) | AT var ARE L EI VT L, [k~ (Next) 127 U7 LET,

ATYT6 [FA I AX~A X (GuestCustomization) | %A 7 27Ky 7 AD[H AL ~<A XL (Donotcustomize) ]
FTFvarRmNE w2 vy LET,

[72 TRTOMERE (Ready to Complete) | XA T v 7Ry 7 ANKRENET,

ATy T [FEAN— T =7 O (Edit Virtual Hardware) | F = v 7 R v 7 A% 412 LT, [#iT (Continue) ] %
7V w7 LET,

A8~ > D7 a5 ¢ (Virtual Machine Properties) | ™ X— YRR R INFE T,

ATYT8 [*y NU—2 T X7 % (Network Adapter) | Zi&IR L, [#BkiFA (Comnected) | T = v 7Ry 7 AB I
[FEIE AR IZ82#%¢ (Connectat poweron) | F = v 7Ry 7 A% A4 7(ZL T, [OK] 227 U7 LET,

AT9 79 [T (Finish) 1227V > 7 LET,

ZDCiscolSE / — FOBEFEZHEAL,. IPT RLAELRAMNEREL, Xy NUT—JIlEEHTEDL LD
2720 F L7,

RDARY
BRI NT IV DIP T RLABLWERR N O HE
e HBELX N7 Cisco (B~ v Dy U — 7 ~DHEkt

BREINFE-FREIOUDIP7 FLABEURRA FRDEE

CiscoISEfRfE~ > (VM) ZBRILES, T~ OEBEREZANT, IPT RLAEKRA |
HEERTHLENHY £,

IR& HEIIZ
*CiscOISE / — KMAX v R7 L REETH B Z L AR LET,
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&

ATvT2
ATy T3

ATvT4

BRSNEEETL OPT FLRsEURZ F0ZE ]

BT LIS U7 Cisco ISEVM ICERAZAND L EIZ, 2O~y NI—7 T
TE PR SITNR N & 2R L E T, (B4 (Connected) ] 36 KON [FEIRE ARF
(2%t (Connectatpoweron) | T = v 7Ry 7 AEA7IZLET, A7 LBRWGA, 2
D — FREET L, ERTO~  ERUIP T FLUABEHESET,

8: %y bI—Y THTHOERRER

() clone - Virtual Machine Properties . [E=SEaE =)
Hardware lOphons ] Resources 1 Profiles l
Device Status
[ show All Devices Add... Remove i
P Summary ™ Connect at power on
Wl Memory 4086 MB — Adapter Type
[ CPUs (edited) 4 Coment atonte e
) videocard Video card ethecainit sl
@ sCsicontrollero LSl LogicParallel e
& Hard disk1 Virtual Disk
: 3 00:50:56:a4: 5eieb
@y co/ovD drive 1 Client Device
BB Network adapter 1 (edite.. VM Network | &+ Automatic  Manual
& Floppy drive 1 Client Device b
= VMCIdevice Restricted DiractPath 1/0
Status: =
Network Connection
Network label:
M Network -l

S03624

cH L BRENZ VM L v OEEZ ANTELTCIC, 2O HICRETDIPT R
LAELRA MBI 2R LET, ZOPT RFLABLIOERA Mo MY
DNSH—RIZHDAZVELNHV FT, /—FOKRA 4 E LT lNocalhost] ZfEHTHZ &

T TEEHEA,

eI LWIP T RLAEIIARA MICHASL CiscoISE / — FOGFHAENH D Z L 2R L
£,
FIE

L ERINT CiscolSEVM #4727 U » 27 LT, [EBiIR (Power) |>[EiIRA > (Power On) | Z iR L
9,

L <RI X7z Cisco ISEVM #3R LC, [V —JL (Console) | ¥ 7 &7 U w7 LET,
CiscoISECLI T, kD=~ REZANLET,

configure terminal
hostname hostname

hostname 1, FXET HH LV VAR A R4 T9, Cisco ISE —EARFEE SN FET,
WwDa<r REATLET,
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interface gigabit 0
ip address ip_address netmask

ip_address (X, A7 v 73 TASLIEARA MAICKHINT D7 LA THY | netmask (3% D ip_address DY
TFy AT TYT, VAT ALY, CiscoISE V—ERAZFHEET 5 L DR S FET, ip address
2= FE L WP hostname =~ > KOFEMIZ DWW TIL, [ Cisco Identity Services Engine CLI Reference Guide
AL TLTEEN,

AT T8 Y& AJLT, CiscoISE — v A HEdE L1,

FRINt=CiscoRETL DY FT—H ~DER

BRAEZAN, IPT FLABIORA MEEELTZH, Ry hY—2IZ CiscoISE / — R &
BT DUERHY ET,

ATv 71 HLIER I/ Cisco ISE i~ (VM) 247 U v LT, [REDMmE (Edit Settings) 1527 U »
7 LET,

ATw T2 [~ D7 a7 ¢ (Virtual Machine Properties) | A 72 7Ry 7 AT [Fxy NI—I T HTH
(Network Adapter) 1 %7 U > 27 LE7,

ATV T3 [T/ AAT—H A (Device Status) ] I T, [#6i# 74 (Connected) |1 T = v 7 KR > 7 A8 L O B
AFFIZHEE (Connect at poweron) | F = v 7Ry 7 A& F N LET,

ATy 74 [OK] 227V vr7 LET,

SHEREE D 5 RIRBIREA D Cisco ISEVM D517

CiscoISE V V — 2 &Ml L7=1%. FHis AT LM BZLET A B A OFE KRBT 2T LT
BITTEET,

1R BHHIIZ

s LD ZEL Da—YEVR— T 5 EBEEREIC VMware M — 2 B84 23541, Cisco
BE%VX%~w%Mf%§éhé%$?4xﬁﬁ%xuk(Wﬁ#ﬁ#%XiL%9
TB) IZHFEL TLEEW,

+ 200 GB Kiii DT 4 A7 fElk 2 H L TER S 72 VM 05 BB VM I2T7 — % 2 BT
HZEITITERNWZ LIZHEELTLEE W, 200GB UL EDOTF ¢ 2 7 fEBR 25 L TIERR
SN2 VM OF — X Ok EREREICBITTEET,

ATy T FEROREE NNy 7T v 7 LET,
ATY T2 FEBE) VM T ERT 4 AV BN H D 2 & 2R L ET,
ATV T3 ERBHOTTaAL AL N TA BV AEAL A=V LET,
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tech-support A7 > FEFERAL:=FTIY FOERBET VDN TA—I VR F vy .

ATV T4 EBES AT MCEREXETLLET,

tech-supporta ¥ > FZEFRALAVTIY FORETL DDINT +—
IURFIVY

CLI 75 show tech-support =~ > RZFEITL T, VMDD T 4 —<v L ZAZ WD THLF v T
TET, ZOavr FOHNTKRDO L H1Z720 £,

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance
khkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkhkhkkhkhkhkhhkkhhkx*k

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/0O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/0O bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/0 bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

CiscoISEEEEIA Za—hI o DRE<T YV JY—ADF vy

CiscoISE DA > A F— L L ITEERIZ . BEIA =2 — B~ v DY VY —REF v 7
TEFET,

WKDEHIZ, CLI FT A7 UL WRFERINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

KA —Z2MHL [ AT La2—T 4 VT 4 (U TarY—/) (System Utilities (Serial
Console)) | E/IL [V AT L2x—FT 4 U7 ¢4 (F—A—K/E=%4) (System Utilities
(Keyboard/Monitor)) ] #i®{R L C, Enter ¥ — %L FT, ROBELRFRRINET,

Available System Utilities:

Recover administrator password
Virtual Machine Resource Check
Perform System Erase

Quit and reload

1]
2]
3]
ql
Enter option [1 - 3] g to Quit

VMY YV —R%&F v 735003, 22ATLET, ROXSBHIINFERENET,

* KKKk K

**xx* yVirtual Machine host detected.
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*x*** Hard disk(s) total size detected: 322 Gigabyte
***x%* Physical RAM size detected: 40443664 Kbytes
**x%*x Number of network interfaces detected: 1

***x%* Number of CPU cores: 2

**%**x% CPU Mhz: 2300.00

***x*%* Verifying CPU requirement..

***x*%* Verifying RAM requirement..

**x*%*x Writing disk partition table..

Cisco ISE DA A b —)L S ITEERIC, BIIA =2 —0 bR~ D) Y —RAE2TF v
TEFET,

KDEHIZ, CLI FT A7 U WNRFEREINET,

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.0.0.205

Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

<Enter> Boot existing OS from hard disk.

Enter boot option and press <Enter>.

CLIEEI A =2 —nb, 3F/2IT42 AN LT[ AT L2—T 4 U7 4 (System Utilities) ] A
—a—IZBE L E7,

Cisco ISE System Utilities Menu
Available System Utilities:

1] Recover administrator password
2] Virtual Machine Resource Check
3] System Erase

4] Install Media Check

gq] Exit and reload

Enter option and press <Enter>

VM U Y —R2%T =y 73 500%, 22 AN LET, ROX OB IBRFRENET,

***%**% Virtual Machine host detected..

*x*** Hard disk(s) total size detected: 322 Gigabyte
*x*** Physical RAM size detected: 40443664 Kbytes
*x*x*x% Number of network interfaces detected: 1

**xxx*% Number of CPU cores: 2

*x*x%x%x CPU Mhz: 2300.00

*x**x*x Verifying CPU requirement..

*x*x*xx Verifying RAM requirement..

*x*x%xx Writing disk partition table..
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Linux KVM

KVM {R28{tF v

KVM /A8 iz, A2 R 7 et vt (Intel 72 & v OEA 1L Intel VTx, AMD 7' ut v+
DAL AMD-V) b DALY R— FBALETT, RAFTH—=IF ) U1 FUzf
&, cat/proc/cpuinfo 2~ REZ AN LET, vmx £72idsvm 7 7 VR FRSNVE T,

o Intel VT-x DA

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp 1m constant tsc arch perfmon pebs bts rep good nopl xtopology

nonstop_tsc aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca sse4 1 ssed4 2 x2apic popcnt

tsc _deadline timer aes xsave avx lahf Im arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

« AMD-V D4
# cat /proc/cpuinfo
flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse

sse2 ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow
pni cx16 lahf Im cmp legacy svm cr8 legacy

KVM ~® CiscoISED 1 X —JL

ZOFNETIE, RHEL |2 KVM Z{ER L. % Z T Virtual Machine Manager (virt-manager) % fifi
ML TCiscoISE &A1 > A h—LF 5 FFIEIC OV T L E T,

CLI T® Cisco ISEBEAZZR L72GEIE, ROLHra~wr READNDLET,

#virt-install --name=kvm-isel —--arch=x86_ 64 --cpu=host --vcpus=2
--ram=4096

--os-type=linux --os-variant=rhel6é --hvm --virt-type=kvm
--cdrom=/home/admin/Desktop/ise-2.3.0.x.SPA.x86 64.iso
--disk=/home/libvirt-images/kvm-isel.img,size=100

--network type=direct, model=virtio,source=eth2,source_mode=bridge

ise-2.3.0.x.SPA.x86 64.iso I Cisco ISE ISO A A — DA BT,

IR B
o—Hh L AT AT CiscoISEISO A A —V A rua—RKLET,

ATw 71  virt-manager T, [H# (New) 127V v 7 LET,
[FHREAE~ > > DIER (Create a new virtual machine) 1V 4 > RUMNFKRINE T,

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .
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B «wm~ociscolsEn >z F—L

ATy T2

ATvT3

RATv74
ATvT5

ATvT6

ATy FT17

[B—ANA VA R—=)VAT T (ISO AT 4 7 £721%X CDROM) (Local install media (ISO media or

CDROM)) 1%7 U w7 L. [#4T (Forward) 1227 U v 7 LET,

[ISOA A—T%MEM (UseISOimage) | A7 ar R¥ %227V v 27 L, [BR Browse) 1227V v 7

LT, B—HL AT ADD ISO A A=V ZBINL £,

a) [A VA=V AT 4 TIZESZ0SE HENIZHH (Automatically detect operating system based on install
media) | F=v 7Ry 7 A%EFT7IZLT, 0S ¥4 7L L7 [Linux], /3\—3 = > & LT [Red Hat
Enterprise Linux 7.0] Z %R L T, [#t1T (Forward) 1 %727 U > 7 L¥7,

RAM & CPU ORREZIEIR L, [T (Forward) 1227 U v 7 LET,

[ZOEMBE~ I LTA R L —%2F4hZT 5 (Enable storage for this virtual machine) ] 5= > 7 7R v

JAEF AT L, AR L—UREEZEINLET,

a) [BEEXRFELIIMOBEFA L — %8R (Select managed or other existing storage) ] 47> a >
NEHEIT )y LET,

b) [ZM (Browse) 1227 Vv 27 LET,

) Mo [AKL—TF—)L (Storage Pools) | B/ — 3 XA UT, [TAAT T 7 ANV AT
L7 4 L2 bV (disk FileSystem Directory) 1% 2 U v 27 L7,

d)  [FHEARY 2—2 (New Volume) 127 VU v 7 LET,

[A L —YRY 2—LDFER (Create storage volume) [V 4 » RUNRRRINET,

e) ARL—YRY2—LDL4HTIEZANLET,

f) [Z74—~v b (Format) | Ry X7 UX MG [raw] 2L ET,

g) KXY U T4EANLET,

h)y [# 7T (Finish) 127U >y 27 L%,

i) ERRL7=ARY 22— %23 R LT[R U 2—2 D8R (Choose Volume) ] ZIEIN L FJ,
) [%¢1T (Forward) 1 %72V v 7 L7,

[f > A b= LBAERATOMERR (Ready to begin the installation) | 233/~ S E 9,

[f > A b —/VRICHERZ B A Z ~ A X (Customize configuration before install) ] F = v 7R v 7 R &4
ZLET,

[ A4~ a > (AdvancedOptions) | C, £ > F—T7 = A ADY—AL L Tmacvtap ZiBIN L, [/ —
A E— K (Sourcemode) | KRy 77X URXKNT[Z Y v (Bridge) |Zi&R L, 52T (Finish) 1%
7y 7 LET,

a) (AFvayv) [»~—FKu=T%iBM (AddHardware) | %2 Y > 27 L CGEI® NIC 2380 L £,
Xy hU—27 V—Z & LT macvtap, 7 /31 A E7T /L& LT virtio RN L 7,

b) RHEL7 ZH% AR — h32I21F, KVM R~ 3T = xL—% (RNG) /~— K7 =7 &% K—
FLTWARENRDH Y F£7, RNGREIZOWTIE, ROREZRRL T Z X,
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9 HRRBN—FOT

Add New Virtual Hardware

LS Storage
: Random Number Generator

ﬂ MNetwork

\.'J Input Please indicate the parameters of the RNG device
M Graphics

= Type: Random w
ﬁ Sound

=& Serial Backend Type

=4 Parallel Backend Mode

=& Channel

33 USB Host Device Device: /dev/random

f.\.} PCl Host Device Host

.! Video

B Bind Host

B Watchdog

w—

[S—

Gad Smartcard

@- USB Redirection

5 RNG

Cancel Finish

CLIZHEH L TH LW VM Z1E L TW A AL, ROBEEZEZDHTIIZIN,

<rng model='virtio' ><backend model='random'>/dev/random</backend>
<address type='pci' domain='0x0000"' bus='0x00"' slot='0x08"' function='0x0"'/>
</rng>

¢) [T (Finish) 122U > 7 LET,

ATy F8  [dE~ v (Virtual Machine) (B T 4 A7 T84 AZBRL, [BERA T a v BILUORT 5 —
~ U AF 7 3 (Advanced and Performance Options) | D FCLL DA a3 2@ L T, [
(Apply) 127 U v/ LET,

J14—ILE =]

[7 4 A2 /8% (Disk bus) ] VirtlO
[F+ > =2F—F (Cache mode) ] none
[IOE— K (10 mode) ] native

AT9F9 [ A M—/LBA (Begin Installation) ] %2 Y v 2 L CKVM IZ Cisco ISE %A > A h—/L L E 7,
CiscoISEDA VA h—)L T—h A= —NRKREINFET,

ZFYTW VAT LTurT T I EANLTE=S EX—R— R B hE@ERT 50, 2L AL Tar Y —
JUIR— R %33R L, Enter 4 L £,
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. Microsoft Hyper-V

A VABP—=TMN, VM~DCiscolSEY 7 =T DA VA —LEFRKBELET, A A =L T BER
BDRETTHE, Y= VU TFRFRREINET,

Type 'setup' to configure your appliance
localhost:

ARTYTN VATFTATBUT RT, setup & AL, Enter L ET,
By Ty T U4 = RRRRI N, U R TR EE FATLE T

Microsoft Hyper-V

Hyper-V T Cisco ISE R~ L > DERL

Zok7 v arTE HILWEE~ U OIER., m—Tv T4 A7 D ISO A A — T DRAR
CD/DVD R7A4 7 ~D~< v 7 CPURKEDHE. L Hyper-V ~® Cisco ISE DA > A
= DFiEEHH L ET,

1R BHHIIZ
Cisco ISE D ISO 4 A —T %, Ciscocom b —H )L VAT AIZ 7 a—RKLET,

ATYv 1 HAHR— ST % Windows % — 3D Hyper-V v 3 — Y v ZiEL#) L £7,

. Cisco Identity Services Engine 1) 1) —2 23 4 X b—J)L HA K
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Hyper-V T® Cisco ISE {x18< > > DIERL .

B 10: Hyper-V I #+—> v 22V —)L

File Action View Help

== H

23 Hyper-V Manager WIN-NGAETKS8QUR

Ha WIN-NGAETKSEQUR

Virtual Machines
MName - State CPU Usage Assigned Memory Uptime
Mo virtual machines were found on this server.
<| m
Checkpoints
Na virtual machine selected.
Details
Mo ttem selected.

<| m [>]

| Actions
(miIDIIGRAETKS
Mew

Import VYirtual
Hyper-V Settir
Virtual Switch
Virtual SAN M
Edit Disk...
Inspect Disk...
Stop Service
Remove Serve
Refresh

View

B 2X@ERRIIEHE

Help

AFYT2 VMAEANEEZ U7 L, H (New) 1> [{AH~ > (Virtual Machine) ] DIEICZ U v 27 LET,

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .
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. Hyper-V T® Cisco ISE {R18< 2 > DIERL

B 17: % LWMRE Y S D DERL

File  Acti
23 Hyper-V Manager WIN-NGAETKSS8QUR Actions
II WIN-MGAETKS2DLIR | ———/——— >/
New v [ Virtual Machine... | BN GAETKSAOL
Import Virtual Machine... Hard Disk... e - New
= igned Memo ime ) .
Hyper-V Settings... Floppy Disk... : v ¥ I} Import Virtual Mac
Virtual Switch Manager.. MG virtual machines were found on this server. Hyper-V Settings...
Virtual SAN Manager... H1 Virtual Switch Man
Edit Disk... ‘J_ Virtual SAN Manag
m -
Inspect Disk... ﬁ Edit Disk...
Stop Service {5 Inspect Disk...
Remove Server @ Stop Service
No virtual machine selected.

Refresh 75 Remove Server
View 3 4 Refresh
Help View

| Help

Details
No item selected.
<] m | [>]
Displays the Mew Virtual Machine Wizard.

ATFv T3 [k~ (Next) 1227 Vv 7 LTCVMREEDAZ~A ALET,
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12 : [New Virtual Machine] ©9 4 — K

~ New Virtual Machine Wizard x|
| .
K | Before You Begin
Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel |

ATy T4 VMOLRIZEANL, (7Y arT) VMEBRIET DR D RAEBEINL T, [k~ (Next) ][22 U v
7 LET,

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .
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. Hyper-V T® Cisco ISE {x8~ > > OERL

13: B A1 & SFTDIEE

e New Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
| < Previous | | Mext = | | Finish | | Cancel |

ATY s [Yzxrl—v =31 (Generationl) | A7 ar RF L E7 Vw7 L, [k~ (Next) 1227 Vw7 LE
ﬁ—o

%52 #A8D ISE VM 1B+ 2 B8, VM RED [E¥F =27 7 — b (Secure Boot) | 473 3 o % H%)
W LET,

. Cisco Identity Services Engine 1) 1) —2 23 4 X b—J)L HA K
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14: £ DEE

a New Virtual Machine Wizard =

K I Specify Generation
T

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (®) Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

Connect Virtual Hard Disk PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel |

ATYT6 ZOVMIZEID LB THAEVOEEFELT (Bl : 16000 MB) | [k~ (Next) 1227V v7 LET,

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .
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K15: A EJDEIYET

~ New Virtual Machine Wizard | x|
[ *F Assign Memory
Before You Begin Spedify the amount of memory to allecate to this virtual machine. You can spedfy an amount from 32

ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) [&- When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

| < Previous | | Next = | | Finish | | Cancel

ATYTT Ry U= TETZERRLC, [k~ (Next) |27V v 7 LET,
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Hyper-V O Cisco ISE 87 v > 0 tEr ]

16: %y FT—F VT DEE

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cance |

ATy T8 [T 4 A2 OVERL (Create a virtual hard disk) 1|47 a > RZ %27 U v 27 LT, [k~ (Next) | &
70 w7 LET,

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .
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174K T 1« R Y O

- New Virtual Machine Wizard x|
*F Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

e ®) Create a virtual hard disk

Assion Memory Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Metworking Name: |ise4\tm 1.vhdx |

Connect Virtual Hard Disk Location: |C:'n,UsersHPuinc'n,Documents'n,l—!yper-l-"n,l-'irb_lal Hard Disks), | | Browse...
Installation Options
Size: GB (Maximum: 64 TB)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.

C:'Users\Public\Documents\Hyper -v\yirtual Hard Disks),

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| < Previous | | Next = | | Finish | | Cancel

RT9T9 [ T—HTNCDDVDINOLANXL—T 4 VTV AT KA A h—/L (Install an operating system from a
bootable CD/DVD-ROM) | %4 F v a v R&E %27 v LET,
a) [A7T 47 (Media) |V 7T 0bH, [4 A=Y 77 A/ (iso) (Image file (.iso)) |47 a AH¥
Vv LET,
b) [ (Browse) |27 U v 27 LT, B—H/L T AT LDBISEISOA A —V %R L, [k~ (Next) ]
7 Vw7 LET,
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ATy 710

18: AR =LA T3y

Hyper-V T® Cisco ISE {18

zvoots |

lT
Installation Options
Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.
Specify Name and Location =
P () Install an operating system later
Assign Memory (®) Install an operating system from a bootable CO/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk O Physical CD/DVD drive: I:l
Installation Options ® Image file (iso): [ \IS0Vse-2.2.0.320.NOT_FOR_RELEASE.x86_€| | Bromse...
Summary
() Install an operating system from a bootable floppy disk
Media
Virtual floppy disk (. vfd): | | Browse...
() Install an operating system from a network-based installation server
{PrevkmsHNex‘t}H Finish ||Cancel

[(#% 7T (Finish) 1Z227 VU > 7 LE7,

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K
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19: FRRIRE < > (New Virtual Machine) ]™9 4 F— KD T

i New Virtual Machine Wizard =

*J‘ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Name and Location HR AR R

Specify Generation PETEEE
Assign Memory MName: ise-vm1
Configure Networking Generation: Generation 1
Memory: 4095 MB
SRR s Netwark: Cisco 1GIgE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-v\Wirtual Hard Disks\ise-vm 1.vhdx (VHDX, dyn

Operating System: Will be installed from C:\ISOYjse-2.2.0.320.MOT_FOR_RELEASE.x86_64.is0

< 1] >

To create the virtual machine and dose the wizard, dick Finish.

] [

Cisco ISE VM %% Hyper-V IZ/E SV E 7,
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ATy 7N

Hyper-V T® Cisco ISE {x18< > > DIERL

B20: % LIMREY S D OERTET

File Action View Help

==

=5 Hyper-V Manager
|3 WIN-NGAETKSBQUR |

WIN-NGAETKSEQUR
Virtual Machines
MName - State CPU Usage Assigned Memory Uptime
E ise-vm1 Off
<| m
Checkpoints ¢
The selected vitual machine has no checkpoints.
ise-vm1
Startup Memory: 4056 ME Assigned Memory:
Dynamic Memory: Disabled Memory Status:
|Summary| Memary | Metworking I Replication |
<| m [ 1>

| Actions
alLSDIGAF
Mew
|z Import Vi
|ﬁ Hyper-V!
EL Virtual Sv
o) Virtual 54
7 Edit Disk.
E Inspect D
@ Stop Serv
75 Remove
4 Refresh
View
7

Help

Settings..
Start
Checkpoi
Move...
Export...

Rename..

ol R -l C M i

Delete...

VM Z@8R L, VM OREEREL £,
a) [Fuatvt (Processor) |ZEIRLET, IKETmyHHEATLL Bl:6) . [OK]ZZ7 Uy r L

\i‘ﬁ_o

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .
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B Hyperv <o cisco ISE R L L e

21: VM ERFE DRSS

|ise-vm'| 'V| 4 F |2
% Hardware L~ R Trrresrr
4@ Add Hardware
v You can modify the number of virtual processors based on the number of processors on
i Blos the physical compurter. Y jso modify oth trol setti
Boot from CD e physical computer. You can also modify other resource control settings.
i Memory Mumber of virtual processors: ﬂg
4096 MB

£ R Processor
2 Virtual processors

= [Ell IDE Controller 0

[# =& Hard Drive
ise-vm 1.vhdx

= i IDE Contraller 1
% DVD Drive

£ 5CSI Controller
= [H] Network Adapter

T com1

Maone

T comz

Mone
Diskette Drive
Maone
& Management

ise-2,2.0,320.NOT_FOR_R....

Cisco 1GigE 1350 LOM - virtual ...

|| Name
ise-vm1l
| Integration Services
Some services offered
13| Checkpaint File Location

%é Smart Paging File Location

I Automatic Start Action
Restart if previously running

C:\ProgramDataMicrosoft\Win. ..

C:\ProgramData\Microsoft\Win. ..

b

Resource control

You can use resource controls to balance resources among virtual machines,

Virtual machine reserve (percentage):

Percent of total system resources:

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

] lelg] |- L)

Cancel | [ apoly |

ATw 12 VM ZEIR LT [B (Connect) 1227 Vw27 L, VM a2 Y — LA BN LE9, [BI4h (start) [ ARZ
%271 v 27 LT, CiscolSEVM ZA 12 LET,
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22: Cisco ISE VM DFEEE)

0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

CiscoISE DA VA h—)b A= a—NFErENET,
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2004 R b—LiER |

o ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection | = [ B -

File Action Media Clipboard View Help

S O0O@O@O0 NIk ks

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.2.0.320

vailable boot options:

[1] Cisco ISE Installation (Keyboard- Monitor)
[2] Cisco ISE Installation (Serial Comsole)
[3]1 System Utilities (Keyboard- Monitor)

[4]1 System Utilities (Serial Console)

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <{Enter>.

Status: Running

ATV T3 F—AR—FLE=F%EFHEHLTCiscolSE Z A A h—1F5121%, 1L ZATILET,

. Cisco Identity Services Engine 1) 1) —2 23 4 X b—J)L HA K
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AR M=ILDWEREAN A F—=ILIED A
y &

¢ CiscOISE D Web X—ADA L HZ—T =2 A~Da T A (773—)
» Cisco ISE DX E DR (80 ~—)
e A VA N—IFBOE AT D—E (82 _X—7)

CiscoISEQ Web R—ANDA U BZ —T A A~NDOAT A >

1T Cisco ISEWeb X—AD A LV Z—T 2 A2 T A 235 Ex1L, FHRCA A b—)L
SNTWAFMET A o A& LET,

\)

GE)  CiscolSEx—V A v X —T A ZAZMHHL T, EHOICEHER /A XAV —=KEZ kv
cBZEEBEIOLET,

X2V T4 LoOEANS, BEEEy Y a vOETRIZE, a7y NTAZLERBEIOLE
T, BT R LARWES, 30 0BT HEME L2 L CiscoISE D Web A X —T7 = A A D
077 REN, BEESNTWARWVWRET =X IIRFEEREEA,

be3

'

1R BHHIIZ
Cisco ISE BHE R —Z WV TEHER—ZNVHEIZIKO T I O 2R —F L TWET,

 Mozilla Firefox 62 LLR[D/X— g
+ Google Chrome 69 LARI[D/N—30 5 o

* Microsoft Internet Explorer 10.x 33 X T8 11.x

Cisco Identity Services Engine 1) 1) —2 23 4 VX b—JL HA K .



AVRF—LOBREA VR F—LBEDERY |
B cuesEswer—zoEEI—H 20BN

Internet Explorer 10.x Z i fl4 2854 1%. TLS1.1 & TLS12 Z A% L. SSL3.0 & TLS 1.0
EEGNCLET (A F—F v b4 7L 3 (Internet Options) | > [FEMIERE
(Advanced) ]) .

AFYT1 CiscolSETTT7A T ADY T— N TLESL, Y R—FENTWVWDE Web 770V D 1 D&EENL
ﬁ‘o

ATFYT2 TRLVA 74—V RIZ, CiscolSET FT7A T ADIPT KL A (F7213FA M) 2RO T+ —< v b
AL CAJIL, Enter ZHff L E 7,

https://<IP address or host name>/admin/

ATY T3 BERHICER La—FLH LR —-FEASNLET,
ATy T4 [0nr 4> (Login) 127V v7 LET,

CLEHEL Web A—XDEEIL—H 2T DEL

CiscolSEty T v 7 /I %2R L TRELEZ2—FTLB I UVIA T — RiX, Cisco
ISECLI 3 L W CiscoISEWeb f > Z—7 = 4 A TOEHT 7B A THEAT B0 DT,
CiscoISECLINZT 7 B AT& A EHE L CLIFHA—VF LW ET, T 740 hTiX, CLIE
Ha—Poa—V41Tadmin, XATV—KiZ®y N7 o7 7R Ca—UPRNEHRLIZIA
J— T, FTHNLFDONRRAT—RiIhH 0 FHA,

CiscoOISEWeb { > % —7 = A A~DEYIDT 7 AZ, ¥y b7 v 7 a2 TERE L7 CLI
FHa—YFO—VEH, BIORRAT—=FREFEHLTIT) 2B TEET, Web— X admin
DT 74N FOL—FLBIOAT—REIbH Y £HA,

CLI B ¥ . —4 %, Cisco ISE D Web X—ZADEH 12— F—F_XR—2 | cat’—IhxT, &K
WD CLIEBZ—HF DHMN Web XR—ADFH2—H L L Tat—SnEd, MFOEHa—
NTCRILZ—TZ L RAT—REEHATE DL 512, CLI & Web X"—RXDEFH2—F X T
R EZ R T 20 ERH Y £,

CiscoISECLI & B — %, CiscoISEWeb X — 2 DA F . —4 L [T R/ HHEMR L HRE 2 5 5 |
OEHHF A7 #FITTEET,
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| 1R F—LOBREA VR F—LEDERY

cugzznns [

R10:CLUBEBL—YVELU Web R—REEI1—HICk>TERITEINEZRY

EE1—HF 247

2RY

CLIEHE L U Web _X— 2 EH DN )7

*CiscolSET7 7'V r—va v 7 —H%ENy
7T T 5,

¢ CiscoISET7 7T A4 T VA ETURT A,
TV r—vay, Flidzkie s eRk
1D,

¢ CiscOISEY 7 hu =T RNyF . AvTF
VANV =R BIOT v L— K%
wWHT 5,

NPV — RNz 74 Fa2l—a %R
ET 5,

CLI EHLD &

e CiscolSET7 'V r—var V7 =T
ZEEB L OMEIET 5,

*CiscolISE7 I AT A Yun— RNET-
X vy DT 5,

ey 77U NLTESA. Web X—RADE
Ha—Yx Y€y b5,

«ISECLIICT 7 & AT 5%,

CLI EIEED1ERK

CiscoISE CTlE, By b7 v 7 7w ATER L CLIFHE2— 7o MM, B0
CLIFBHa—Y 7T h 7 2+ 22N T&Ed, CLIFHA—YDI LT v v L Zf
#3477 ¥12. Cisco ISE CLI 7 7 & A28 CLI A& H . — ORISR I L,

CLITay 7 4F¥al—ygy T—RZBA4E L. username 2~ R&2fEfH L C, CLIEHE

a—WEBENTE ET,

Web X— X DEEEDER

CiscOISE V' AT MO T Web I L BT 78 A%IT oG, BHEDOD2—T4L LA TU—F
Ty F7 v FRERICRELZ CLIRN—ADT 7 A LFLTT,

Web R—ZADEHL—VF, 22—V M X —T oA AMHEBMTEET,
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AVRF—LOBREA VR F—LBEDERY |
B z=zonvs7yrcsvEpitsniz7—FoUty k

EEEOOYVY I T IORMIKYEMNEINI=ZNNRT—FKD) Y F
BWHEDN, Bolz/RRAT—RET AT PN HFTEDRIBATIT 5560350 £9°,
7 3V s O/ NRITRIE 5 T,

WDOFNAIZ X - T, Cisco ISE CLI T application reset-passwd ise =~ > N&fHH L T, FHHE
2P A H =T 2 A A NRAT—RK&E Uty bLET, ZDa~vr KT, E#HED CLLI O
AT — RICI3Br 52 FH A, EFICEHERAU—R2VEy hTDHE, ZLT v b
Rl BIZT 2T 4 7R, VAT AR T—hEFIce /4 o TEET, .

CiscoISE (X, [€E=% (Monitor) |>[L7R— bk (Reports) |>[AA%Z B4 (Catalog) |>[H—/\
A4 R R (Server Instance) |>[H—/34f 2 X AZ X (Server Instance) | > [H—/\EEEH
B4 4 > (Server Administrator Logins) | L'/RA— ~MZr 2 =2 NU ZBML, ZOEHE ID
WCBEMT O/ AT—F&2 Uty b 5E T, ZOEHEID OV LT ¥y Va5
ELET,

ATFYT1 AL s aryY—)LCLIICT 72 LT, ¥ AHLET,

application reset-passwd ise administrator ID

ATV T2 ZOFMEIDICHERAINTORIO 2 DONRAT—REBRAAHLVVSIRAT — REEE LT, AL
—é—O

Enter new password:
Confirm new password:

Password reset successfully

Cisco ISE DX FEDHIEER

Web 77 UV B LONCLI 2 L T Cisco ISEERTE LR T H20D, ZNEFNRALDa2—H%
LZBIONRRART—=R 7 LT ooy Oty AT 5 280 OFFENDY £9,

)

GE)  CLIBH2—Y L Web X—ZADEFHL—V DI LT v LiL, CiscoISE TIFELRD £9°,

Web 05 75 &AL =31 E DHESR

ATFYF1 CiscolSET7 T IAT LV ADY T —MRETLEDL, $PR—PFENTWVDE Web 7T UV 1 D& EE) L
KR

ATYT2 TRLVA 7 4—/LRIZ, CiscolSET7 FTA T ADIPT RL A (F7213F A M) 2RO T +—~< v b
ZEA L TCAA L, Enter L ¥,
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| 1R F—LOBREA VR F—LEDERY
cuz@mAL-zEorR ]

ATY T3 CiscolSEDBR T A2 X—=DT, By N v FHHCER L2 —FH LR —FREZANL, [T A
(Login) 1%#7 Vv LET,

72 & 21X, https://10.10.10.10/admin/ & AJJ3 5 & CiscoISE D1 A > N—UNFERINET,

https://<IP address or host name>/admin/

GE)  CiscoISE VAT AZHIH T Web IC X AT 78 AT I BE. BHEO—PL L AT — RiT
Ty Ty IR E L CLIR—Z2DT 7R LE LT,

ARTYTEG TTITATUANRELLEEL TS Z L 2RI 51T, CiscolSE ¥ v v aR— RaEHLET,

RDEZRY

Cisco ISE D Web XR—AD2—H f L X —T 2 A A==2—%fJ L., CiscoISE ¥ 2T A
== XA TEHETE 9, CiscolSE DFRTEDFEMIZOWTIE,  [Cisco Identity Services
Engine Administrator Guide)] % ZM L T 7E &0,

CLl ZfER L =5 E D#ER

1R BHHEIIZ

5HTD Cisco ISE 73 F % AF L Cisco ISE & HHTIZRDITIZ, Web HA |k
http://www.cisco.com/public/sw-center/index.shtml i L T 7230,

AT 1 CiscolSET7 FIAT L ADY T —RIBET LIZS, PUTTY R EDOYFR— N SN A8 ZiEE) L T, Cisco
ISE 7 75 4 7 v A~ Secure Shell (SSH) ki &St LE

ATY T2 [RA 4 (HostName) | (£721X[IP7 KL A (IP Address) ]) 7 o« —/L FIZA A b (F7213 Cisco ISE
TFIAT L AD Ry MIE 10 #EELZOIP 7T FLR) ZAHL, [ (Open) 1227V v 27 LET,

ATFTYT3 nrAr 77 T, By M7 v 7IFICRE L7z CLI E#a—34 (admin 37 7 /L k) ZASL,
Enter 24 L £,

ATFY T84 NRAU—R 77 hC, By Ty 7THICHRE LIZ CLIFH AZR Y —F (ZHx2—PEHRTT 7 4/v
MIHV EHA) Z AT, Enter 2 L,
ATwF5 AT A 717 kT show application version ise & A L. Enter Z4f L £,
GE)  [—=Y =z (Version) ] 74— L RIZ, CiscolSE ¥ 7 b = TIZHEA VA b —LENTW5
W= a VINFIRENET,

a = IV HHIIRO LS ICERENE T,

ise/admin# show application version ise

Cisco Identity Services Engine

Version : 2.3.0.249

Build Date : Mon Jun 12 11:30:37 2017
Install Date : Tue Jun 13 10:46:18 2017
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B xr—rzoszso-%

AVRF—LOBREA VR F—LBEDERY |

AT w76 CiscolSE 7B ADIRAEZ 521X, show application status ise & AJJ L. Enter Z# L 7,

a Y — VTR O LY ITERENET,

ise-server/admin# show application status ise

ISE PROCESS NAME STATE

Database Listener running
Database Server running
Application Server running
Profiler Database running
ISE Indexing Engine running
AD Connector running
M&T Session Database running
M&T Log Collector running
M&T Log Processor running
Certificate Authority Service running
EST Service running
SXP Engine Service disabled
TC-NAC Docker Service disabled
TC-NAC MongoDB Container disabled
TC-NAC RabbitMQ Container disabled
TC-NAC Core Engine Container disabled
VA Database disabled
VA Service disabled
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
PassivelID Service disabled
DHCP Server (dhcpd) disabled
DNS Server (named) disabled

AR F=ILEDIRID—E

PROCESS ID

4930
66 PROCESSES
8231
6022
8634
9485
3059
9271
9129
8968
18887

CiscoISE Zz A A b —/L LTtk IROMIAS AT 2 FATTHRLERH Y £7,

KRN A VA M—ILERDBEZRY

2RY

FREE=ZXbL—=Yav A4S kD) 2y

B DSy FOWA (FET D55)

[Mnstall a Software Patch |

FA®VLADA VA =)L

FEMIZ DV TIE,  [Cisco ISE Ordering Guide
EZRLTLILEE N, T4 B ADBEKOS;
EIZOWTIE,  [Administration Guide] % 2
LTL7EENY,
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_0100.html#ID202
http://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_0110.html#task_67E1EAD0C3BF4BA1A9104F8547541AB2

| 1R F—LOBREA VR F—LEDERY
122 r=nnszs0—5 [

2R FREEIZRAML—2ar HA KDY VY

SERHEDO A A fh—L FEHZOWTIX,  [Cisco ISE Administration
Guide] @ [Manage Certificates] DEFE A S L
TLTIEEWY,

N 7T 7 DYRY MU OIERK SRR oW CiE,  [Cisco ISE Administration

Guide] @ [Create Repositories] D& 27 3 v
AL T EEN,

FEAMZ W TIE,  [Cisco ISE Administration
Guidel]] @ [Schedule a Backup] @& 27 3 >
EZRLTLEEN,

e
it

Ny DT T AT a—1LD

Cisco ISE~ v Y+ D7 FaA A v b [Cisco ISE Administration Guidel] @™ [Set Up
Cisco ISE in a Distributed Environment] D %
ZHR LT &N,
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_01100.html#ID51
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_01100.html#ID207
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_chapter_011.html

AVRAP—LOBREA VA F—LBEDERY |
B xr—rzoszr0-%
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=6~
=% =R

HKBUARATLAVTFTFUORBZRY

cEA DD DA =V Ry b A E =T 2 ADKRT 4 T (85 2—)
W, KA, FRFRESNZARAT—-RODVD ALYy b (91 =)
EHEOT YT U MLV EH LI IAT— ROy b (92 %—)
 Return Material Authorization (RMA) (93 ~_X—2)

cCiscOISET 7ITAT L ADIPT RLADZEFE (93 ~—)

A VA=A BLIORT v I L— RIBEOFRR (94 2—)

« VAT LDOHEEDFELT (95 —)

ﬂjﬁﬁwtw®4 YRy A= A ADHRY

—

TA

>y

CiscoISE [, MBEA > Z —7 = A ZZm Al iIE 22T 272012, 1 ODEA o Z—T = A
ZD2ODA —YFy h A LB =T = ADRT 4 T aHR—FLET, ZOHREIT
2y NT—=I LB =Tz A A J—F (NIC) ODRYT 47 EJINIC F—I 7 LT
NET, 200 =T A RERYT 47 THE, 2O2ONICIE 1 DD MACT FL2A
ERFOH—DT NS AL LTRBSNET,

CiscoISE DNIC RY T 4V THEREITZ. n— R XSV P E-3 ) vy 77 FA— g Ui
BEZ Y R—FLTWER A, CiscolSEiL, NICKR VT 4 » ZOE Al AMSEES T 2R — T~ L
\i—gﬁo

ABE—=T 2 A ADRT 427 THE, IRORPLTH Cisco ISE —EADBEEELZ T /202
L RLRFEL 9,

c WP A K T = — ADEE
o A v T F— MEROTER (Vv v ME U EITREE)
c AAf v F TA LU H— ROREE
2DODAVE =T 2 A RERYT AT THE, AVF =T 2 A AD—THNTITA~) A~

H =Tz AZIRY, LI —FHEINNw I T v T H— 7:42W&@i#‘20@4y&%
T2 A RABRT AT THE, X_XTONT T 4 v 7 i3@E., 794~V A X —T A A
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. S TZy b Tr—L

HBURTLAVTHUR RS |

FEBLET, 7794~V A E—T oA ANMEDPOEBTRTDHE, NI T v A
VHE—T 2 AANTRTDO RN T 7 4 v 7 EG|ESHNTUELET, RoT 4 7W2E7T 74~
VAL E—T A ADIPT KL AL MAC T RLARNKIETT,

NIC K7 4 o VR A RET BBRIC, Cisco ISE IXFEWHE NIC & #l4 4T NIC DR
FALTRBRLET, BT A4 T A B =T A ZRERET DDAy T4 v 752
LATE S NICIZOWT, KORICHELRLET,

R12Z:RVTAUTLTAUE—T A REWMET HE NIC

Cisco ISE D#IEENIC O |Linux B NIC DERT |RoTaovdahtz |RoTa P Ehniz
Z2X:11 NICHhBa—)L NIC D& #il
FHE Y A —H % |EthO F5 A= ErFo
kO

XAy b A —H%x v |Ethl Ry 727 T

M1

XAy b A —H % Eth2 T34 < NN
k2

XHEw b A —Hx% |Eth3 N I T T

k3

XAy b A —H%x v |Ethd T34 <V K K2
k4

XHEw b A —H % |EthS Y A

k5

ST oy b IT+—L

NICR VT 4 » ZHEREIX, VAR —FENTWDETRTOT Ty b7 —2bE /) — K~V FT
PHR—FEINTWVWET, YR—FEINDTT >y b7+ —DF RO EEYD TT,

¢SNS3400 > YV —A T FF5A4 T A : AR FOBL1 (CiscolSE3400 >V —X 7754
T AR K 4 HO NIC Y HR— )

«SNS3500 VUV —XTFI3A4T AR F0, 1, BLU?2
s VMware A~ 2t AR RO, 1. BLU2 (62D NIC MR~ o o T HATRER EY)

¢LinuxKVM / — R : R RO, 1. BL2 (62D NIC BMRAE~ > o THEATTRERES)
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| £#EBLRTLAVTFFURERY
{—HRy b A E—T A RORF 1 V72T 544 k514> |

LA—H2 YR UBA—TTARDRUT A VHIZETEZHA K54

* Cisco ISE [FRK 6 DDA —H Ky b A U F =T = 2P HF—FFTHDOT, R FiE3
S (R R0, KRR, R F2) OAFRETEET,

ARV RIZEFENDA LA —T oA RAEZERLTZY, R RDA LV Z—T =2 ADO—)L%
EHELIZDVTHZLIFITEEREA, RT AV TEALNICERY RTHOE—/LIZDNT
DIERIFZ, LRROEXREZZRLTLEI,

¢EthO f > X —T = A AF, BWEHA L X —T oA AL TUHA LA H—T oA ADEH
CLTHRELET, 20D A v F—T A R T, T BA LA LB —T A AL L THE
BELEI,

Ry REERT HHNIC, TI9A4~) A F—T =24 A (FT7A4<VUNIC) IZIPT FL A
ZEID Y TOHMENHY £9, A N0 Z{EKT DENEL, Eth0 A > ¥ —7 = A AT IPv4
T RUVAZEID Y THRLENRDY 9, RERIZ, A1 &2 2{ERT 5%, Eth2 &
Ethd A > Z—7 = A AT IPv4 £/ IPv6 7 RL A ZNENE D Y THLENRH Y £
7T

« RV FEERT ARNC. Ny T7vF A& —7 x4 A (Ethl. Eth3. 3L WEtS) I
IPT7 RULAREID L THENTWDEIEEIX, NI T v T A F—T A ANBEDIPT
FLAZAZHIBRLET, Xl T v T A F =T ZZXIP T RLVAZE D Y TRWT
TZEW,

AR RE1ODH (R FO0) fERL, O DA L F—T A AZFDEFITTIH LD
TEXET, ZOHE. RUROFEHA L X —T oA AT U EAA LA E—T (R
LTHSBEL ., BV DA L B —T oA RIT o EA LA LB —T oA 2L UTHREL F7,

RV RTHE, 7794~V A H—T 24 ADIPT RLAZEHRETEET, 7714~V A
VHE =T 2 ADIPT RLALBEINDLIDT, HILWIPT RLARKRUT 4 7 &0
TrA V=T A RZE DB TOENET,

2ODA U HE =T 2 AMOR REHIRT D E, RoT v 73N A v F—T =4 A
WCEDYTHONTWEZIP T RLRIZ, 7IA4~V A2 —T A AZHOE DY THR
9,

e T A AL MIEEND CiscolSE /— R TNIC RT 4 » THEREARTET DL, £+
D) —R&eT7aA X "DOOLBEMEL, NICRY T AV TEHRELT, 770 A A
MIFFERRTDIMLERNDHY T,

« R K (Eth0, Eth2, 721X Ethd f v X —T =2A R) DT TFTA~<) A F—T xR

L CHERET DA L H—T = A RAIZAFT 4 v 7 )b— EBRRESINTWAEEI, W
AVE =T A ATIERLS R T4 v T ENTA U E—T 2 A ATEMET DX HIcAH
T4 7 — EPRHBICEH SN ET,
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VTFFURBRY I

B verosronE

NICAKR>T 4T DERTE

AT T1
ATvT2
ATv73
ATv74

ATy TH

NIC AR>F 4 > 71X Cisco ISE CLI " HRRETE 9, IRDOTFIETIL, Eth0 & Ethl 4 > % —
T oA AMNZAR Y R0 EHET D HEEZHHALET,

1R BHHIIZ

NPT T AE—=T oA AL LTIMET WA % —7 =4 A (Ethl, Eth3, Eth5A{ >
H—T A ARE) IZIPT RLARRESNTWDIHEAIEX, NI T v T A F—T A A
MHBEDIPT RVAZHIBRT HAMERNHV ET, NI T v A F—T A AZXIPT K
LV AZEIN Y TRNTLIEEN,

EHHET AT FEMEH LT Cisco ISECLLICR 7oA > LET,
configure terminal - A ) LC, 207 4 X2l —T g B— FEBLET,
interface GigabitEthernet0 =~ > R&Z A7 L E T,

backup interface GigabitEthernet 1 =~ K& A L E 7,
ALY = UIRD A v =V PERENET,

[

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure
you want to proceed? Y/N [N]:

Y #AS) LT, Enter L £,

Ry RODPRESNE LT, CiscolSERBENICHEBHLET, LIEOLFFoThb, T_XTOH—ER
MWEFICEBH L TWDZ L E2ERELET, TXTOF—EARETLTND Z L E2ERT H72HIZ, CLI
75 show application status ise =~ > K& A LET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database.

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...
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Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE AD Connector...

Note:

ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

NIC 7R >

—

T4 UTERTEDEDR

NIC R T 4 v THESRERRESNTNANE 9 AR T 5121, Cisco ISE CLI 7> & show
running-config =~ > REZFITLE T, RO XS R RERENET,

|
interface GigabitEthernet 0
ipvé address autoconfig
ipvé enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

LRI TIX.  Tbackup interface GigabitEthernet 1] 1L, ¥AHE > b £ —H% %~ b 012 NIC
RT A TRRESNLTNT, FAEY bA—FRy FORTITA~V A =T = A X,
FHEY P A=Y Ry MBI T T A F =T A AL INTNDHZEERLET,
F72. ADE-OSRETIE, 7IA~IVBIORNY I T v T DA =T = A ATHRIZFE T
IP7 FLUARAZRELTWTH, runningconfig TRy 7T v A L Z—T 2 A ADIPT RLA
IFRRSINEEA,

*7-. showinterfaces 2~ RZFETL T, RoT 4 v T ENIA LV H—T 2 ABFERTE
iTO

ise/admin# show interface
bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER,MULTICAST> mtu 1500
inet 10.126.107.60 netmask 255.255.255.0 broadcast 10.126.107.255
inet6 fe80::8aba:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>
ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 bytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions 0

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 1726027 Dbytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0
TX packets 1295620 bytes 1073397536 (1023.6 MiB)
TX errors 0O dropped 0 overruns 0 carrier 0 collisions 0
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP, BROADCAST, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)
RX packets 0 Dbytes 0 (0.0 B)
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RX errors 0 dropped 0 overruns 0 frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff

NICKR>T 1 20 DHEIR
backup interface =~ > FD no JE AL LT, NIC A FEHIBRL 7,

1R BRI

RAT9T1 EHET U M LT CiscoISECLIIZR 7 A » LET,

AT w72 configure terminal t A/JLC, 27 4 Xal— g E—REHBLET,
AT w73 interface GigabitEthernet0 =~ N& A/ LE T,

AT 74 no backup interface GigabitEthernet 1 =~ > KZ AJj L £,

)

% Notice: Bonded Interface bond 0 has been removed.

ATy TS5 Y Z A LTEnter ¥—ZL £,

R R ODHIBRESNE LTz, Cisco[SERABEMICHEER L ET, LIELLfHFoThb, T RRTOHF—E R
DIEFICB# L TWAH Z L 2R LET, TXTOI—EANFITLTND Z & ZERT 5729012, CLI
7 & show application status ise =~ > K& AJJ L ET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
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CLI to verify all processes are in running state.
ise/admin (config-GigabitEthernet) #

R, K&, FHIIRESNT=-/NXT—FDDVD #{H=H
L=Utwv bk

1R BRI

R DO BEGEEAE O IRAEN IR T, CiscoISE ¥ 7 b =7 DVD ZfEfH L C CiscoISE 7 774 T
VARBRELE D L LI XICHENREAETIHEERNH D Z LB L TN T EEN,
e X —IF N Y —NIZ YT 3 =)L CiscoISE 77T A T 2 AD exec (iR IE
INT-EEGENBEMT O TWE, TN E noexec ITRRET HE, F—hR— KL ETA4 £
SABGB IO T ary ) — AR TXA LI £,

*CiscOISET7 7' TA T U A~DF—R— FEBLOET A =4k db s (Zhid) E—
b ¥F—AR— FBXOET 4 T=F# £ 721Z VMware vSphere Client = > > — /LEEHE D\
TN ET) .

cCiscOISET FTA T v ANDI YTV 2 ) —VERENH D,

AT 1 CiscolSET FIAT L ADEBIRBA N> TNWAZ L 2R LET,
ATw T2 CiscolSE V7 b7 =7 DVD #ffi A L £,

7= & % 1F. CiscoISE3515 22 Y —JLIZIRD A v —VRNFERENET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

RATFYT3 KEIF—%2FHL T, v—HL P YT ary—bR— N AGF AT G 8IL [V AT L2—T 1V
74 (U TN a3 Y—)) (System Utilities (Serial Console)) | R L, 77 T4 7 L Ak L THF—
A—REvTH E=FERa2EHTLIEAIL (AT L2—T 4 VT 4 (F—F—F/E=%) (System
Utilities (Keyboard/Monitor)) | Zi#&fR L T, Enter Z#ff L £7°,

WIRTEHIRISO =T 4 VT 4 A=ma—BRRrENET,

Available System Utilities:
[1] Recover Administrator Password

[2] Virtual Machine Resource Check
[3] Perform System Erase
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[g] Quit and reload

Enter option [l - 3] g to Quit:

ATy T4 FIENRAT— FEEETHICE 1A LET,
= VIZIRD A v B—UNERINET,

This utility will reset the password for the specified ADE-0OS administrator.
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to the utilities menu.

[1] :admin

[2] :admin2

[3] :admin3

[4] :admind

Enter choice between [1 - 4] or g to Quit: 2
Password:

Verify password:

Save change and reboot? [Y/N]:

ATYTE RAT—F&EV vy T AEHEEL—TFIHETH2EEEANLET,
ATYT6 HLWAZRT—REZ AL THERLET,
AT Tl BEFREERGFETDHIZEY E AN LET,

EEEDO
)ty k

VOT O MIEYEMESNIZNRT—FD

BEED, oV AT —=R&T AU > NN R DFTEDRBANT 2560860 £,
77 4 b Of/NRATEEIT 5 T,

RDOTFNEIZ X 5T, Cisco ISE CLI T application reset-passwd ise =~ > R& i L T, EHH
A=A I =T 2 A NRT—=FE )ty PLET, ZOa~vr NE, HFHED CLIOA
AT — RICIEEEY 52 80, ERICERZESRAT—RE2 Uty hdE, Z1LFrixl
I BICT 7 T4 7R, AT LE) 7= MEFIIr A U TEET,

CiscoISE |, [E=% (Monitor) |>[L7R— k (Reports) |>[HA2 B4 (Catalog) |>[H¥—/\
A4 2 RF A (Server Instance) | > [H—/\1 > XAZ X (Server Instance) | > [V—/\EEH
B4 4 > (Server Administrator Logins) | L' AR — ~MZr 2 =2 FNU ZBML, Z£OEHE ID
WCBEM T bR —FE2 Uty hT2ET, ZOERAEID OV LT ¥ v /)L — e
ELET,
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Return Material Authorization (RMA) .

RTFYT1 XA L b aryy— L CLIIZTZ7EALT, REANLET,
application reset-passwd ise administrator 1D

ATYT2 ZOEBREIDICHEHINTWERTID2 SORAT — RERLAFLVWVIAT— REEELT, HEELE
-éAO

Enter new password:
Confirm new password:

Password reset successfully

Return Material Authorization (RMA)

Return Material Authorization (RMA) D354, SNS H— S LD 4 Do R—F 0 N A8 Hd
L8601, CiscoISE A VA M=V LIS T I 74T U A fA A=V LT ES
VY, Cisco TAC IHEHE LT, AR — FEZITTIEEN,

CiscoISE7 TS5AT7UANDIP7 RLADER

1R BRI
«IP 7 FLAZEFET LA, CiscolSE / — KRR AKX RT R REETH D Z L 2R L

F9, KRG ET 7oA A MRED—EHTHIHAIE. TORENS / — K&k
R L T, AZ L R7ry J—RicLEd,

«CiscoOISET 7T ATV ADIP T RLAZEBRS 541, noip address =~ > K&
LanTLZaEny,

AT 971 CiscolSECLIIZR 7 A LET,
RAFY T2 koawr ReEAHLET,
a) configure terminal
b) interface GigabitEthernet 0
c) ip address new_ip_address new_subnet_mask

VATAZED, IPT RLAZETTLLOICRKROONET, YEASLET, RO XD R FE
IRENET,

ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0

% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
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Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting
Starting

ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service...

ISE pxGrid processes...

ISE Application Server...

ISE Certificate Authority Service...

ISE Profiler Database...

ISE Monitoring & Troubleshooting Session Database...
ISE AD Connector...

ISE Database processes...

ISE Monitoring & Troubleshooting Session Database...
ISE Profiler Database...

ISE pxGrid processes...

ISE Application Server...

ISE Certificate Authority Service...

ISE Monitoring & Troubleshooting Log Processor...
ISE Monitoring & Troubleshooting Log Collector...
ISE Identity Mapping Service...

ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

CiscoISEIZ LY, AT AEHFRERITILILOICKROLENET,

ATYT3 VAT LEBEHTLHAITY LA LET,

AR M=ILELIUVTYvTITL—FERODRT

CiscoISE [E CiscoISE UV U —AB LRy FDA A M—/b, Ty 77T L —R BIOT A
VAN LVOFEMERRT DA RO A F—T 24 A (CLD) 2vy RafEfiLE
9, show version history =~ > N CIZROFEHINEEE S E T,

e ft i A VA M=V ERIIT A A P ANETENT A
e 77V — g :CiscolSET Y r—a
e NR—=Tg v i A VAPMNERITHIBREINZ A=V g

cBE: A VAP, TUA VAR, RuFDA L AN—)b, RNoFDT A A
r—

e NURIL T 7 AN A A M—VEITHIBRE NN RILO4 T

« UARY MU :CiscoISET7 7V 7r—ay NURABRA VA M= LENTZIRY NI T v
A VA P =WZITEA S EE A

AT w1 CiscolSECLIIZn 7 A LET,
AT w T2 22> K show version history # A/ L £,

ROMNPFIRSNET,

ise/admin# show version history
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Install Date: Tue Jun 13 15:49:10 UTC 2017
Application: ise

Version: 2.3.0.249

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#

~ — NS 4 =/

DARATLDBEEDEST
CiscOISET7 7T A TV AETIE VM DB TR TOFRELEITIHET A0, VAT LD
WELZFATTEET, VAT LDOWEELFATT HZDA 72 a &, Cisco ISE 73 NIST Special
Publication 800-88 7 — & M EEIZ B3 HAEHE A R ICHERL T D L 9l L7,
1R B

W DB B OARBENFK C, CiscoISE Y 7 F 7 =7 DVD %/ L C CiscoISE 7 77 A 7
VABEHL LD E L EEICHENRETILENS D I E AL TRV TS &N,

o X —IF N Y=Y T 3= CiscoISE 77T A T 2 AD exec (iR IE
XN NBEMT S TWE, TN E noexec IZRET D &, KVM#EEHRB LR U T
v =N EFHTEL L5120 £,

*CiscolSET7 7T A4 TV A~DF—R—FBIOET A =% (KVM) #H1xdHd (T
12V E— h KVM F721% VMware vSphere 77 7 4 7> k 2> Y — GO WT NI/ D
),

cCiscOISET I A T v A~DI YT IV 3y I — VRN 5,

AT 1 CiscolSET FIAT LV ADEBEREN A AT TNDAZ L MR LET,
AT w T2 CiscolSE V7 +7 =7 DVD ZHiALE£7,
7= & 21F. CiscoISE 3515 22 YV —LIZIRD A v —UMFERINET,

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

ATV T3 KX —%FEALC[VATL2—T 4 U7 1 (VT Y —)b) (System Utilities (Serial Console)) ]
ZBRINL T, Enter ¥—Zf L ET,

WIRTEIRISO =T 4 VT 4 A=a—RNFERINET,

Available System Utilities:
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ATy TH

ATvT6

Recover administrator password
Virtual Machine Resource Check
System Erase

Quit and reload

Enter option [l - 3] g to Quit:
3EANLTUVAT ADOHEEEFATLET,
AV —UZIRD A vy B—=IVRERRENET,

Kk Kk kKkkKkkKkk WARNTING Kk Kk kKkkKkkKkk

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE(S). THIS PROCESS CAN TAKE UP TO 5 HOURS
TO COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL
MEDIA TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y

YL ANILET,
ayvyY—)L a7 T, BIOEBEERERINET,

THIS IS YOUR LAST CHANGE TO ABORT. PROCEED WITH SYSTEM ERASE? [Y/N] Y
YEAAN LTV AT LADOWHELTFITLET,
IV VICIRD A v =V RFRINET,

Deleting system disk, please wait..

Writing random data to all sectors of disk device (/dev/sda)..
Writing zeros to all sectors of disk device (/dev/sda)..
Completed! System is now erased.

Press <Enter> to reboot.

VAT LADMHEEFEIT LR, 777947 AEBEMMHT 554513, CiscolSEDVD #FH L T AT A
ZEEL, BEA =2 —0bA VA M= AT a U EERLET,
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CiscoISE-R—F JTD7L X

* Cisco ISE T _XTD~YL Y} J—FKK—F (97 =)
*CiscoISEA > 7T AT 7 Fx (98 X—)

¢ CiscoISE &# / — RDAR— k(98 X—))
*CiscOISE®=X#U 7 J—FDOHR—F (101 X—)
¢CiscoISERY o — Y —E 2 J—FDHR—F (103 <—2)
« Cisco ISE pxGrid #—E 2 AR— k(109 ~<—2)

¢«OCSP BLUCRL H—EZ R—F (110 2—2)

CiscoISET RTORILYF / — K R—

R1B3:IRTO/ —FTEASNDLKR—+

Cisco ISEH—E X FHEY R A—HRY FOFE | ZOMHDA—H Ry b AV
fzIEARY FoDR—+ B—T7z4 R (XFHEY k
A4A—HH%y M ~5, Fr=IER
YE1ELU2) DER—F

BHRLE K ORI « HTTPS (SOAP) : —
TCP/443

o T —X DR/ r—
v a ¥ (JGroups)
TCP/12001 (7' m—/,3)1)

¢ISE A vE—T v 7 H—
B2 : SSL : TCP/8671
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B ciscoseroo5xr557x

CiscolSEA/ VTSR NSV F ¥

Z DR TIE, Cisco ISE AT SV r— g VSRR FNA RAEDA L IRy VT —VEE
W29 %, TCP 3 X U User Datagram Protocol (UDP) O AR— b D—%E AR L E T, Z Ok
IR EIND Cisco ISE R — F, FIET D7 7 AT U4 —/VTH—T NIl TVBMERD

v ET,

CiscoISE x>y NV —27 TH—E 2%
«Cisco ISEHFH L, ¥V Y b A=Yy s 0 TOMEATEET,
*RADIUS [T RTCOHORXY hT—V f X —T A A H7—F (NIC) TU v R LET,

BETHHEE, WROBRICHERE LTI,

IN— R

¢ Cisco ISE #—" f v Z—T = 4 Z|Z VLAN Z X V% HR—F L TWEH A,
2T TTF7A4T A RIZA VA =T BEAEIE. CiscolSE / — R~DO#EFIZH T

A=

DAL v F R —=FDVLAN T X THEHL, 778 A LAY HR—FE LTEE
LTLFEEW,
T RTONICHIPT FLABFEHLTHRETIET,

ISE 2.3 Node Communications

Tl

TC-NAC
FireAmp/Qualys

PG (Subc Download). )

—ee]

Email/

Gateways

NADs

. Quenfattributes ™,

o R LDt 00, IO

Inter-Mode Communications

Policy - Policy: D:DFT& a, \CDM 3 (PN
udp1700{PSH to PSNC

0 SHF),

Mennel'L’PI Monmr(S: Iepid4d, udpi20514
(Sysiog)

Admin [Spanser
> Sponser epi00z2

Kpr1as
Sysiog UBNE0S14 o o1 1460

CiscoISEEH/ — FOHKR—

WOFIZ, FE — FPEMAT 2R — 2R LET,

. Cisco Identity Services Engine 1) 1) —2 23 4 X b—J)L HA K



| CiscolSEXR—F1YT7LUR
Cisco ISE 522/ — RoK— ]

R 14: BB/ — R FRERT BHHR—k

Cisco ISE—E X FHEY P A—URXY FOFE | ZOHDA—H Ry b A2
=Ry KoDHR— b+ B—T AR (FHEY +
A —H Ry F1~5, FfFR
YE1ELUV2) OR—b

i
b

« HTTP : TCP/80. HTTPS : |—
TCP/443 (TCP/44312V %
A L7 k&ii- TCP/80,
X EART])

SSH #—/3 : TCP/22

S5 RESTful 3— B %
(ERS) REST API :
TCP/9060

B GUL DD AR
Y= IR—H VDR :
TCP/9002

ElasticSearch (=2 7 &% &
WM, FTA=Y
NHe D) EEE
=R ~DTF =2 DV
U/r— k) : TCP/9300

(6=3)) A— F 80F L1443
1. BHEWeb 7 7V
r—g vEYIR—
FLTWT, 774
VR THEMZR ST
WET,

XAy b A—H

> h 0Tl Cisco
ISE ~® HTTPS 5 X
O'SSH 7 7 &z A1l
REILTVWET,

TCP/9300 (X, #{5 b
F7 4IRS
FA= v h o
Vil 5 OEMR ) — K
TRAWTUW D LEER
HoET,
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B ciscosezEms — ror—+

Cisco ISE—E X FHEY FA—URY FOFE | ZFOHDA—H Ry b1
=IEARY FoDER—k B—TxA R (XHEY +
A4A—HY2xy b1~5, F=IFR
YR1B8ELU2) OR—FK

E=F YT SNMP 7 =V — : UDP/161
GE) ZOR— M, =TT NI Lo THERD E
ﬁ_o
n¥xr 7 (7 Ry R) « syslog : UDP/20514, TCP/1468

« % =7 syslog : TCP/6514

Gx) T 7 x I/ h AR— IS e X SRHICGGRETE
7,

*SNMP 7 v 7 : UDP/162
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ciscolsEE=51 > /—For—+ [

Cisco ISE—E X FHEY FA—URXY FOFE | ZFOHDA—H Ry b A2
=IEARY FoDAR—k B—TxA R (XHEY k
A4A—HY2xy b1~5, Ff=IFR
YR1B8ELU2) OR—FK

SMEBID Y —AB LU VY — 2R EBHA—Y A =T 2 A ABLIVT Y FRA R
(T N7 R) ik :

* LDAP : TCP/389, 3268, UDP/389

* SMB : TCP/445

« KDC : TCP/88

* KPASS : TCP/464

* WMI : TCP/135

* ODBC :
G¥)  ODBCAR— MIY—F =T F—=HF =2
P NTRIETE £,
* Microsoft SQL : TCP/1433
* Sybase : TCP/2638
* PortgreSQL : TCP/5432

* Oracle : TCP/1521

* NTP : UDP/123

* DNS : UDP/53, TCP/53

GE) FHEy bA—FRy b0 F—T A ALSD
AH—T oA ADIHNLEEFRERINTOT AT
YT AT A4 Y= ABLOY—E AT, @Y A X
T4 T N—FERELET,

B A FANT AT bBLO2—=Y 2T — FOFZHIROE
A—/Vi@%1 : SMTP : TCP/25

Aw—hF T4 A TCP/A43 R DT A ady T 7 R ~DkE

CiscolSEE®=421) 245 /—FDHKR—F

WwonFEIZ, T=X )T ) —RKIMERTAZR— 2R LET,
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RI5:EZFVUT /—FEHRERT BHR— b+

CiscoISER—F 77 LR |

Cisco ISE H—E X

FHEY A=Yy FO0FE
=Ry KoDHR— b+

TS —YRy kA
B—T AR (FHEY +
A4A—H%y b1 ~5, Fr=IER
YE1BEUVRY F2) OR—
S

« HTTP : TCP/80. HTTPS :
TCP/443

« SSH #—/3: TCP/22

T=H YT

Simple Network Management Protocol [SNMP] : UDP/161

GE) ZDOR— M, — b
ﬁ‘o

TN Lo THERY £

=874

* syslog : UDP/20514, TCP/1468

e % =7 syslog : TCP/6514

GE) T 7NV FAFR—bMIHeX L THICERECEE

—a_O

*SMTP : 7 7 — LD+ A —/LH D TCP/25

*SNMP |7 v 7 : UDP/162
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CiscoISERY >—4—ER /—FoK—+ [

Cisco ISE H—E X FHEY R A—HRY FOFE | ZOHDA—H Ry b A
=g FopKR— k A—J4 R (FAEY k
A4A—HY2xy b1~5, Ff=IFR
YR1BEURY F2) OR—
k

HNEID Y —ABLIRY V—2R WO —PF A L H—T A ABLRT S RRA MR
(77 F T R) Ak :

* LDAP : TCP/389, 3268, UDP/389
* SMB : TCP/445
+ KDC : TCP/88, UDP/88

* KPASS : TCP/464

* WMI : TCP/135
* ODBC :
()  ODBCAR— hMIH¥— R =F 4 T ===
P ATRETE £
* Microsoft SQL : TCP/1433
* Sybase : TCP/2638
* PortgreSQL : TCP/5432

* Oracle : TCP/1521

* NTP : UDP/123

* DNS : UDP/53, TCP/53

(GE) XHEY A =Py hoA X —T = A ALHND
A B =T 2 A ADIHNLBIFER[RE/2 IO T A T
YT AT 4 VAR —E X AT, @A X
TA4 T — b ERELET,

pxGrid D—#E# 7> m— K |SSL : TCP/8910

CiscoISE/R) o—H—EX / —KDHKR—

woFIZ, R)—H—R ) —FPMEATEZHR—T2RLET,
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£16:K)>—H—EX /—FHERT HK—+

CiscoISER—F 77 LR |

Cisco ISE H—E X

FHEY A=Y Ry FO0FES
[FRY FODAR—+

ZFRHDA—YRy b A2
B—T AR, FlzIEFRUF
18&URVK2

« HTTP : TCP/80, HTTPS :
TCP/443

¢ SSH #—~3 : TCP/22

* OCSP : TCP/2560

Cisco ISE FHlX, ¥t v k
A =YXy 0 TOHMFHT
=FET,

PIARZY T (J—KT
=)

/— K 7 v—"7"/JGroups :
TCP/7800

CA PKI

TCP/9090

IPSec/ISAKMP

UDP/500

F A A

TACACS+ : TCP/49

GE)

GE)  ZoR—ME VI—A21LUEDOY Y —RATRETE
=7
SXP *PSN (SXP /— ) 75 NAD : TCP/64999
*PSN 75 SXP (/ — R#J#fE) : TCP/443
TC-NAC TCP/443
E=F YT Simple Network Management Protocol [SNMP] : UDP/161

COR—FE, = T—=T Lo THEARY F9,

nX7 (TU AT
R)

* syslog : UDP/20514, TCP/1468

e % =7 syslog : TCP/6514
GE)

*«SNMP k7 > 7 : UDP/162

T 7 H I/ bk R— MIS XTI ETE ET,
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CiscoISEKY v—4—E2 /—Fok—+ [}

Cisco ISE H—E X

FHEY b A~y FOEL | ZOMDA—HHRy kA2
[FR K 0 OR— ~ B—T AR, FrERY K
1B8&EURV K2

tyia v

« RADIUS %3 : UDP/1645, 1812

*RADIUS 7 7 7 4 > 7 : UDP/1646, 1813

« RADIUS DTLS §85E/7 4 7 > 7 1 > : UDP/2083
* RADIUS #FA]ZH#  (CoA) & : UDP/1700

* RADIUS & A] 58 (CoA) U v A>/U L — : UDP/1700, 3799

(GE) UDPAR— k3799 (%, RETEEHA,

HNEID Y —AB LY
V=R (T AT LK)

EHA—Y A =T A ABIO T FARA U FRREE
* LDAP : TCP/389, 3268
* SMB : TCP/445
* KDC : TCP/88

* KPASS : TCP/464

* WMI : TCP/135
* ODBC :
G¥)  ODBCA— MIY—F"=F 4 F—=F =R H—
STRIETEET,
* Microsoft SQL : TCP/1433
* Sybase : TCP/2638
* PortgreSQL : TCP/5432

* Oracle : TCP/1521

* NTP : UDP/123

* DNS : UDP/53, TCP/53

GE) Iy A—HPRyh0A L F—T A ALHNDA
VH—=T 2 A ADINOBRERRRIRINI DT A T T 4
T4V —ABLOY—E2AHlZ, @UNCARET v
N— hERELET,
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CiscoISER—F 77 LR |

Cisco ISE H—E X
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