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[BBATHEIR 47" 3 > (Migration selection options) ] 7 4 & RUNFRINET,

ATYT2 BITAT a2 G, BRTABITAH T a ST o4 Far RE0 270 w7 LET,

cHR=FEINTVLTRTDOAT V=27 FORE : PAR—FSNTWNLTRXTOFT V=7 FRER
ShET,

EREETS R T AN, BA TRy NT— T T EADT 7 A —E X7 EDRADIUS 3% E : RADIUS
RIS 7y N B TV FOBRFREINET,

cavy REy b v TRT AN BT T AEEOT 7 A Y — A7 £ D TACACS #%
iE : TACACS 2R T 547V =7 NBLOKEA 7V =27 FOALFRINET,

ARTYT3 Ry T T 7 o4 RuT, IEW (Yes) 127U v 27 LT, $AR—bFEhTWiWnWAT V7 b EHD
FICH R — R ENTWNWEA TV bBIOAT V27 ML~V OBITIRTFEGRO Y A M a2E R LET,
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B z5v—rowmi
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A

.3
%1TE

tE

i

ZOETIE. B

=

ITEFENC L ERER AR L E T, BIT2EERIELSLFHETHZ & T,
L= R TV, BITHRIT 2 27 BN EINET,
o HiHRESM: (11 X—2)

o« T — X BATOHEERRE] (13 2—30)

=i L x
IR R

» Cisco Secure ACS U U —RZ 5.5 £7213 5.6 75 DFAT DU
ARV — Y= ROBITHA KT 14 (14—)

(13 ~—2)
* Cisco Secure ACS IRV > — JL—)LOBITHA R4

(14 ~=—72)

ZIZTIE, BT R EEITT A ORMHESFMHICOW T LE T,
BITA 23— 24 AOFEE

BT 7 a2 &BET 5 HIZ, Cisco Secure ACS 38 X N Cisco ISE — 3 CF — X 4TI 4
WZLET,

HAVE =T 2 A REHNTHLERHY £, BITT 0w ANET Lictk, WHOH—N
DATA » H =T 2 A AR D L aBBd LET,
acs config-web-interface migration enable

2T w1 Cisco Secure ACS CLI THkD i~ K& AJ) LT, CiscoSecure ACS ¥V DBITA vV X —T = A A &A%
ATy T2

Cisco ISE = NTBITA v X —T = A AZ [N LET,

a) Cisco ISE CLI T, application configure ise & AJJ L £,
b) ACS OBATZ AN EITEAICT 21T, 11 E AT LET,
) YEADNLET,
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wasE |
B sev—corETzEREOENL

\}

GE) BT et AR5 T Lz T, 2= K acs config-web-interface migration disable % {# ] L .
Cisco Secure ACS ¥ > FOBITA v X —T = A AZHHZLFET,

)

GE) BT ARNET LIED, CiscoISE V— R EOBITA v —7 =4 AHBHhIZLET,

BITY—ILTOEETEZSIBHEEDODEIIL

4a & SRS

CiscOISEMNS 7 FA T v N <= ATy — a7 a— R L%, CiscoSecure ACS H—
NNBEBITY =V (94T b~y rb) 8F—4%2T2 7 AR—=FTEHXH0T570D
2. Cisco Secure ACS CA ZEBHZE £ 7213 Cisco Secure ACS HHFIAEAZ(EHT A Z N TE F
7,

BATY — /LD Cisco ISE —_"~DFT— X DA R — S BHENTT 57912, Cisco ISE CA
FEAAE F 7213 Cisco ISE FHIGFAAEAGHET A Z N TE E9,

BATY — VR TX D EZANCT DI, WOFIREZFEITLET,

» Cisco Secure ACS T, H— GEHEN [ AT LEE (System Administration) | > [5%7E
(Configuration) |>[A—7/)L % —/\ZEBAZE (Local Server Certificates) |>[B—7/JLEE
B2 (Local Certificates) | ~<— |05 = L &fR L ET, MHABNOLERSL (V7 V=
27k (Subject) ] 7 4 —/L KD CN @) F/2IEDNS 4 (V7P =2 MUE4  (Subject
Alternative Name) | 7 4 —/L FN) &, BEDOMENZ & Cisco Secure ACS 726 DT — X DT
7 AR—FDTHIZ[ACS5 7 LT > v /L (ACSS5Credentials) |1 %A 7 1 7R v 7 ATl
HaihvEd,

* Cisco ISE T, ¥ — \GEBEN [EI12 (Administration) |> [ X T L (System) |> [ZEBHE
(Certificates) | > [& lEEﬂ &1 (Certificate Management) 1> [ AT LFEAZE (System
Certificates) | X—ZHDZ &R LET, H@L (7 =2 b (Subject) 17 14—
JV RO CNEM) F72IEDNS4 (7Y =7 MUE4 (Subject Alternative Name) |7 A —
VRN 13X, BEREOREST & 84T — V)5 CiscoISE ~D T — X DA L R— kD 7=HIZ [ISE

7 L7 %V (ISE Credentials) | %A 7 a2/ Ry 7 ATHEHEIET,

AT 71 [Cisco Secure ACS to Cisco ISE Migration Tool] 7 1 > K7 G, [FRTE (Settings) |>[{EETZSiEBHZE (Trusted
Certificates) | > BN (Add) | ZER LT, [FHEHTZ H@EE BT 5 Cisco Secure ACS I3 & U Cisco
ISEGEHEHEZ BN L £7,

BATY — VTR EE R TRE L IIHIR X £,

ATw 72 B (Open) 1A TRy 7 AT, [ZHETEH/L— MEAZPEMNIN TNDE 7 30X 2R L, [BH
< (Open) 1%#7 VU w7 LT, @R L7 Cisco ISE fEFAEZBITY —/LZBML £7,
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| Bst@E

F—annogenm |

ATw 3 AIOFNEAEE DKL T, Cisco Secure ACS FFFHEZBIML £,

—

> —

3 %47 D #E TE FF ]

Cisco Secure ACS to Cisco ISE Migration Tool {Z#J 20 B8 L T, 10,000 @ DT /XA A 25,000
AD—H 100,000 fEHDOFA ~, 100{HDID ZV—7, 220HDOF 70— RA[RET 7 & A
oy hr— AL (DACL) . 320fH0FF 77 7 A0, 6 HDOT A APERE, B8ILTU20
Hoxy hU—2 FANA R T )—7 (NDG) #B(TTHZ LN TEET,

BATY —WE, IROWERERATT 2 DIZH 52 BEEBE 3 2 rlgetEn H 0 F97,

« 4 {E > LDAP

« 1,000 fH D ID 7' —7

« 500 fHOL—HF D ZL—F

20MHOFR Y NT—7 TARAL A alr—3 3

100 DRy KT —2 FNRA R T )—TF

25HDT VA P—ER

* 50 {# > SSP

c 600 HDOX 7 o — Rua[gg7 7t Zx 2 hr— J A2+ (DACL)

320 [HOFFA[ L — )L

« 600 HOFFR[ T 7 7 4L (K — &y NOFEIIHNDLT)

W fHDavry REy Mz FuTdr AL (FBavwy RIZ100HOa~y REEF
nTunx4)

A DR — &y b (FKRAV—NMEIZE > THIR S ET)

20D H AL L 2—Y F 4 7 a)l

100,000 DRy FT—2 FINA A

* 300,000 = —#*

« 150,000 D& A K

Cisco Secure ACS ') ') — X 55 E£7-13 5.6 Mo DBITDHE

fim

Cisco Secure ACS 75 IEFNCBIT L BICE ST — FICET LW L 2HELE L F 3, Cisco
ISEIZBATENTZTRTORY —NEKONDHEENRH DN TT, TNOOBITINZR
Vo—%BETH5Z LIXTEERAN, HE—FPORY—ky N T— NIOEZD Z
ENTEET,

Cisco Secure ACS 5 — # % Cisco ISE IZBAT LAED DN, IROZ L EZEEL T EEV,

* Cisco Secure ACS U U —RZ 55 LIfEDT— 41X, CiscolSE UV U —224 DHRY > — T b
ET— FTOABITLET,
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BiTHE |
B co—v—cromEisrsay

* CiscoISE U U —RZ 2.4 DA > A b —/LBIZBIT L7, CiscoISE T, [&H
(Administration) ]>[3 A7 A (System) ]>[3%/E (Settings) >[4 U — &> k (Policy
Sets) ] DNEIZEINL T, RV — &y FEAMZLET,

e P—EREIRAKRY > — (SSP) OAERNRN—NLTEIZ1OORY —&y F&/ER L, SSP
=V DNEFFIZAE > THEFAHT LE T

\)

GE) SSPOF 74N K IL— LR THLY—E AL, CiscolSE YV V—Z24DF 7 4/L K~ RV
=y NIV ET, BITT oA THERINZTRXTORY >o— &y T, OO
RV —t®y FA—FZA 1220 £,

RYS—H—ERDBITHAA LS4
Cisco Secure ACS 7> 5 CiscoISE ~DR Y ¥ — P —EADBITH, IROEEMHERL T I,

o P— B RBINA Y > — (SSP) 2. CiscoSecure ACS V U —R 5.5 I TEINZR>TND
M, FEITE=F I TWD SSPL— A WREENTWAEE, Z1L 51X Cisco ISE (21T
ENER A,

o P— B RRINA Y > — (SSP) 2. CiscoSecure ACS V U — 2 5.5 I THE)Z: SSP/L—/L
DEENTWAEEIE. ROL 1T £7,

o TNA ZEHY—EREHER L TWABIEAIL, CiscoISE IZBITSNERA, (Cisco
ISE 13734 ZAEBZYR— ML THERA) .

e —EREZERLTCNTC, TN N—T <o B TR —RNEENTWHHEA,
CiscoISE IZBITENFH A, CiscolSEiL, FNV—T v T R r—%HKR—Fh
LEHA,

e —ERBIRL, ZOIDRY —Z—ARNEFEI. ZI RADIUSID Y— 3|2
R 5H4E . CiscolSEICBATESNEHA (CiscolSEIZZ N & 1T HE7e Y | ZREFIZ RADIUS
DYV —N"EFEHLET) .

e P —EREHERKL, £IITCiscoISE THAHR—FENTWARWEMELITIRY v—B
BHERMEHT AR —RNEFEFNTWABEA. Cisco ISE IZBITENE T A,

Cisco Secure ACS R!) — JL—ILDBITHA K54 >

= NVEBITTERVES, T—ABAEMETTR<ex 2V T 4mnbb, NY =71
EREBATTEERA, R —0OF v v 7o LR — hTRED & % /V—/ L OFFEAE A 3%
RCEET, PAR— PRGSO — NV EEEETIFHIBR L2202 72A . R Y > —IX CiscolSE
~BATSNER A,
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| Bst@E
Cisco Secure ACS R ') > — L—ILDBITHA FS4 > .

—#%1Z. Cisco Secure ACS U U — A 55 LIREDD CiscoISE U V — R 241257 — X #BITT DB
X, WON—NEBRTDHMERDH £7,

« BRERSCFIIRBAT SR,

cemum B D JEME (RADIUS. VSA. ID. BLOARZ N) 1E, FHTRERMELZESBHE LT
BiTansg,

o (BMEOT—2ANZERR ) T_XTOxT Y RARA > Mgkl Sting 7 — 2B & L TRAT
sho,

« RADIUS BB L TN VSA OfE% 7 4 L Z AL LT CiscoISE 2 ZIZBINT 5 Z LI1xT&E
AN
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. Cisco Secure ACS /RK!) o — JL—ILDFITHA K51V
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i.K%JLE’]ti_\\ go)iﬁ i"Lﬁ

ZDETIH, BITY—N&fEHA LT, Cisco Secure ACS U U —RZ 55, 56, DT —4H % Cisco
ISEV V=224 v AT KT ZAR—FBLOAS VA= M5 HECOWTHRALET,

» Cisco Secure ACS MH DT —H DTy AKR—hK (17 2—2)

* Cisco ISE & Cisco Secure ACS [HIDOR Y o — ¥+ v 7 DOoHT (20 X—)

* Cisco ISE ~DT —X DA iR— K (22 =)

* Cisco ISE TOBATENI=T — & OffGE (25 <—2)

Cisco Secure ACS 5D T—ARA DI H AR—

ATy

ATy T2

ATvT3

ATy T4

BATY — /L OEENE. ROFNEEFEITL T, Cisco Secure ACS 2O BITY — T —H&H )
—hkLET,

[Cisco Secure ACS to Cisco ISE Migration Tool] 7 ¢ > K7 T [ (Settings) [ %7 U 27 LT, BITICHE
HAT&E27—2 47V bOUAMERRLET,

(LR BATEIATT 272010, IKFBERLE AR ET 2 LEIXH D A, WET —F2 BT,
I AR ITET =X AT V=27 "DF = Ry 7 AeF A LT, [RTF (Save) 1227 U v 7 L
E RN
[Cisco Secure ACS to Cisco ISE Migration Tool] 7 « & K7 T [#£1T (Migration) | %27 U v 27 L, [ACS )15
Dxy AHR— bk (Export from ACS) 127 Vw27 LET,
NRAT—RKEZASL, [ACS57 LT > v ¥ /L (ACSS Credentials) ] 7 « > KT [##¢ (Connect) ] % 7
Uw 27 LET,

Cisco Secure ACS to Cisco ISE Migration Tool ') ') —X 24 21—+ #iA F .
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. Cisco Secure ACS ™ 5D T—AR DI Y RR— b+

m__(:ispg Secure ACS to Cisco ISE Migration Tool

_ Exit Help.
Logged in as: ACS5 Credentials 3 atfeare
Logged in as: c I S C O

ACSS IPjhostname | |

Migration | Settings |

ACSS Lsername |acsadmin |
Export From ACS Process: Exportin |
Lseotmencc JIEL = B l; porting
Migrated Objects ounk Success Warnings Etrars

[#-{7) Dictionaries T
[ Users and Idenkity Stores [
-7 Devices [
[#-{[7) RADIUS Server (
[
[

[— I — I — I — I — I — ]
coocoQoQ
[ — I — I — I — A ]

(|5 Policy Elernents
[-{[5) Access palicies

[ = — I — B — I — Iy — ]

[ Import To ISE ] [ Import Reportis) ] [ Palicy Gap Analysis Report: ] Yiew Log Console

284582

AT w75 [Cisco Secure ACS to Cisco ISE Migration Tool] 7 4 > RV TBiT 7 rt A%E=% L%4, V4 KUiZ
I, EFICT7 AR — N ENEBEOLTT V=7 M, BROEBESCZ T —DRKE oAt T V=

FRFRRINET,

M Cisco Secure ACS to Cisco ISE Migration Tool

~ Exit Help
Logged in as: acsadmin on ACS5: e ] I 1ol l (]
Logged in as: on ISE: c l s C o

Migration | Settings|

Expirt Fraom &C5 Export Repark(s) | Current Running Process: Exporting |

Migrated Objects Progress Counk SUCCEess \Warnings Errors
[#-{77) Predefined Referance Data 806 806 1] 0 A
[=J-{-) Dictionaries 392 - 5 o

L@ YSA Vendors 12 7 5 0
# RADILS ¥Sas 350 u] 1] u]
# RADIUS Attributes Mok Started ] ] 1] 1]
# Identity Attributes Mok Started i 1] i] 1]
[+-{-7) Users and Idenkity Skares [ ] L1} L1} 1} L1}
(05 Dewices [ ] o 0 i} 0
(6105 RADILS Server [ ] o 0 0 0
[#-{.7) Palicy Elements [ | o 0 1] Li] L3
[+-{.7) Access palicies [ | o 0 1] 0 b
Impork To ISE [ Import Reportis) ] [ Policy Gap Analysis Report ] [ View Log Console ]

284592

ATYT6 TIAR—bF 7oA THRAELEEEELIEZT —IZ OV TEH LWERE BT 5123, [BH)
(Migrations) ] % 7 @ %% (Warnings) | £721L [~ 7 — (Errors) | 7 7 A CTFHROMFWIZETFE 7 Y v
JLET, (AT V=7 b T —LELDOFEM (Object Errors and Warnings Details) |V « > K72, =7
AR—=MRICHELTEEEELEZ= T —ORRPERINET, BEELEFZ=TF7—OF T V=T 7 —
T EAT BIOHERRERET,

. Cisco Secure ACS to Cisco ISE Migration Tool ') ') —X 24 21—+ #iA F
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Cisco Secure ACS 5D T—A DI Y RAR— b+ .

W Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help
e Ohjects Errors and Warnings Details (] I i1a1 l []
Logged in & Object Group: Dictionaries Object: all Info: WARN c 1 s c o
Migration E Details:
Nbject Type: WS4 Vendors : —————
Export F === == == == === d... ]
¥ EOL1.10.18 1E:24:37'238 : 'Cisco': is a predefined wendor, and
Migrated O > 20ll.10.18 12:24:37'238 : 'Cisco-VEN2000': iz a predefined wend Errars
{E'Pred = E011.10.1%8 1Z2:24:37'E38 : 'Cisco-EBEM': is a predefined wendor, 1] L3
= E011.10.1% lZ:E24:37'E38 : 'Airespace': is a predefined wendor, 0
= EZO11.10.18 1lE:24:37'238 : 'Microsoft': is a predefined wvendor, a
a
=== == == == ==== £ o
b u]
< | > 0
u]
°
o T S S - 7 y 0 @
; ; ; [
[ Import To ISE ] [ Import Repart(s) ] [ Policy Gap Analysis Repork ] [ Yiew Log Consale ] @
3
&l

ATFvT1 AR7uo—nL LT, BRLEAT V27 bOZT—0i AR R L, [BAUD (Close) 127V v 7 LET,
ATY T8 FT—H¥ TV AKR—F TuaBANET Lizb, [Cisco Secure ACS to Cisco ISE Migration Tool] 7 1 > K7
2, T AR—IPETLIZE EDT I AR— NDOAT —H ARKREINET,

M Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as:  acsadmin on ACSS: ol I el l ]
Logged in as: on ISE: c | S C O

Migration | Settings |

Export From &C5 Export Report(s) Current Running Process: Exporting

Migrated Objects Progress Count Success \Warnings Errars
[#-{_7) Predefined Referance Data 806 806 1] 0 [~
E‘E] Dictionaries 1287 1011 276 0 T

- @ W50 Yendors 1z 7% 5 1]

- i RADIUS W3hs 1019 428 191 1]

- @ RADIUS attributes 254 176 =1 u]

- @ Identity Attributes z i} z i} —
[=}{C5) Users and Identity Skares 10 10 1 o

- @ User Password Complexity 1 i i} i}

- @ Identity Groups 2 2 a i}

- Users 0 1} a a

- i Hosts ul 0 o] 0 b

Import To ISE [ Import Reportls) ] [ Palicy Gap Analysis Report ] [ Yiew Log Console ]

2845893

ATvF9 [T7AKR—hK LAR—b (ExportReport(s) %7 V27 LT, =7 AK—hk LR—-FONEEHERLE
?‘0

Cisco Secure ACS to Cisco ISE Migration Tool ') ') —X 24 21—+ #iA F .
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. Cisco ISE & Cisco Secure ACS DR o — ¥ ¥ v TOHH

B acs - Identity Services Engine 1.0 Migration Tool

Report Type: Exporting from ACS repart

Report File:  C:Ypositron-migration\reportsiexport_repart, bxt

Migration Report

Migration Phase: Export from ACS
Date: Tue Seplei 16:50:22 IST 2010
Machine: 10.56.13.112

Chject Group: Predefined Reference Data
CObject Type: Generic Attributes

Info Type: INFO
> 2010.09.28 16:52:31'716 : 'ConfigChangelata': exported sucessfully.

[ | 3

| PreviousPage | |  MextPage ]

8
&

AT w710 Cisco Secure ACS & Cisco ISE DR Y ¥ — F ¥ v 720N 5120%, [RU¥— v v 7oA —©
(Policy Gap Analysis Report) 1 %2 U v 27 LET,

Cisco ISE & Cisco Secure ACS HIDARY — v v TDH
Hr

F—HB AT AR— N LB, BRFEZTT I AR—F LR—FERY — Xy v 7 LFR— b
ZOMTL, ACSERETY R I T —%EIEL T, BEB IUOZEOMOREIZHLLT B
EHNH D £,

Cisco Secure ACS 5.5 LABE7> 5 Cisco ISE 2.4 (ZRAT ST v MZiX, RO L H Xy v 7
BROENET, ZNHDOXy v 7O—EHIITHEREETT,

«ID J)L—T
s N — Y DfE
» Cisco Secure ACS & Cisco ISE D /XY 7 4 ¥ v 7
e NAU— R XA
DB T A I NRAT — RELEH
e RAU— RNOEH

* £ BT DI

HHEDID A FTIFIEFICBITSNE T, ARIEZHGET 2 LERDH D 77,

. Cisco Secure ACS to Cisco ISE Migration Tool ') ') —X 24 21—+ #iA F
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Cisco ISE & Cisco Secure ACS DR o — Xv v DN .

Y RT—= FTINARFELERY D= TINAR G)L—T
* Cisco ISE2.1 DF > N U —27 T8, ZDOBATICET 2 %55

* Cisco ISE THAR— b ZFL TV 720 IP HiH

c HET D IPIIFBRSA S E S E T

« IPV4 D
e F 7 F )L EDF AL ATIL RADIUS ZENCT AMENRHY £9

ATV — L OFIE T 10—

o« TN AN Cisco ISE ICTFEL VW (IPRTOEMER L TEREIND) HHEIL.
TN AIBATRRGBIN S N E T,

o TNNAANFAETD IPEIT Y7 3Ry PR EMIZ L., 4ARINIEMIC T
%) AL, BITY — I ko T TACACS+ EENBIESNET

c TNAAPET D (IPEITY 7Ry PAEMIC 8T 5, £734F008 EfE
=T %) HElE. BITY Lo T I —RliESNET

« BRREAER

Avr Ry by TRT s A VEEFICBITShET, £7 V=7 M CIIRE
BIELET,

o Cisco ISE 3B A AN HERL L £ 4
e Xy NT—7 TR - LIFINDIRY —FEROL mi12= /M
c T ZEBOGBIRERICT VT 4 v 7 AT D L 2R LET

e R S —
IR U 2 —m B AYEE S 7= Cisco Secure ACS 5.x 77 B A —E R
cHELTWRNWF—EREZROZ LN TEES

R DY—ERBEPUL— VL o TRIRSN T —E R 2RO LR TEET

« Cisco Secure ACS 5.x 7 Vv—7 < v

* Cisco Secure ACS4.x B DT N—T < v T OBAT

o JN—T < T DaLT VX, Cisco ISE DFFERY o —IZBITT HMLENRH
nEF

- BAFFAT SN T 1 b =L

Cisco Secure ACS to Cisco ISE Migration Tool ') ') —X 24 21—+ #iA F .
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B ciscose~oF—501 ok— 1

* Cisco Secure ACS 5.x DY —E RRED—ES

* Cisco ISE DR U o —FtE R0 —i

T —FTEEICRL L%, BED S AR—F 7ok A&2FETLET, Cisco Secure ACS
MHT —H &) AR— T DFIEICOWTIL, Cisco Secure ACS 22 H DT —H DL J AR —
b (17 X=) Z2ZRL TSN,

Cisco ISE~NDT—2 DA ik— bk

AT w1 [Cisco Secure ACS to Cisco ISE Migration Tool] 7 4 > K7 G, [ISE ~DA > 7/K— K (Import ToISE) ] % 7
Uy 7 LET,

RTwF2  F—4%CiscolSE ~A ' AR— hT5HHEMZ, LDAPID A R T IZ@IEZBIT 5 L5 77 FnFriEhn
726, [OK] 227 Vw7 LET,

BB Cisco Secure.

Exit Help
Loggedin a !llllalll
Logged in asg ® . Use the following dialog to add attributes For identity stores (LDAP)
@ Ll | CI1SCO/
— before importing them,
Migration IE Added attributes will be imported with the identity stores into ISE,
Expart Fr s5: Importing |
Migrated Objects Progress Caount Success \Watnings Errars
[#-{C) Predefined Reference Data [ ] o 0 0 0 ~
[={C) Dictionaries [ ] o 0 i} 0
-~ 4 Y54 Yendors Mok Started u] il i] il
- i RADIUS ¥3As Mok Started u] u] 1] u]
- 4 RADIUS Atkributes Mot Started u] u] o il L3
- @ Identity Attributes Mok Started i} 1] i] 1]
[=}{-7) Users and Idenkity Skares [ ] L1} i} 1} L1}
- @ User Password Complexity Mok Started i 1] i] 1]
- 4 Identity Groups Mot Started u} 0 i} 0
- Users Mot Started a a a a
- # Hosts Mok Started ] a ] ] hd
Impork To ISE [ Import Reportis) ] [ Policy Gap Analysis Report ] [ View Log Console ] %
=S
&

AFv 73 [LDAPIDA k7 (LDAP Identity Store) | K2 v 7 &7 U X kb, BEZBEINT S ID A 7 &2%iR
L. [J@MEoiBin (Add Attribute) %2V v 27 LET,
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ATy T4

ATy TH

ATvT6

Cisco ISE~D7F—5 DA v — [}

m Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as: Identity Stores Attributes Dictionary
Logged in as:

I‘-"j| Choose each LDWP Identity Store from

T LDAP Idenkity Skare: | MAC Profiler
Migration | Settin : | the list and define its attributes in the

table.

[ Add Attribute H_ Delete Selected Row(s) ]
Export From

Migrated Objeq| Attribute Mame Atkribute Type Default Yalue Errors

[+ 5) Predefin) String b o
=HC3) Dictiona
@ YSA Unsigned Integer 32
@ RAD| P4 Address

% Idery
=-{C3) Users ar]
@ Idery
- ¢ Usel [ Save & Exit ] [ Cancel ]
~ # Hostf|

| >

= A IS I i I I A

w

Import To ISE [ Import Repart(s) ] [ Policy Gap Analysis Repork ] [ Yiew Log Consale ]

284580

UEtE4  (Attribute Name) | 7 o« —/V RIZ4HTIZ AT L, [BMEZ A 7 (Attribute Type) | Re v 7 &0
VAR BEEY A T 2RINLET, [7 74/ MA (Default Value) ] 7 ¢ —/V RIZEA AT LT [fRFF
LTCTHT (Save & Exit) [ &#27 Vv 7 LET,

BEIEAZBM L5, [ISE~DA R — bk (Import ToISE) 1227V ~»Z7 L, [ISEZ LT > %/ (ISE
Credentials) ] 7 ¢ & K 7IZ Cisco ISE D5E2ESifi KA A 4 (FQDN) , =—%#4, BLOAT— R%
AFI LT [#56¢ (Connect) 1 %27 U w27 LET,

BATY —iE, 2 SSLEEHED FQDN & —#9 25 Z & 2R L £ 7,

Logged in as: acsadmin on ACSS:  10.77.125.241 .lll.llh
Logged in as: on ISE: CISCO|

ot | stegs |

Expart From AC5 | Expart Reporl ISE FODM * I
Migrated Objects ISE Username | ings | Errors

& Predefined Reference Data o
£3-E Dictionaries I5E Password | 5
B2 RADIUS Server * Fully Quskfied Domain Name 0
) Users and Identity Stares ]
&) Devices o
5 Pokcy Elements Connect | Cancel 0
0 Access policies 1 ~ & H

o

Import To ISE Import Report(s) | Policy Gap Analysis Report View Log Console g

=]

w

]

T—H% AR — K 7aEARET L5, [Cisco Secure ACS to Cisco ISE Migration Tool] 7/ « > K712,
AUR—bDPRERT LI L EDA VR — FNDAT —HARFRINET,
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kigmiT—2 0EEFIE |
B ciscose~oF—501 ok— 1

ATV T AVFE—RNENLET—XOFMLA— MEFRRTHITE, [ A —F LA— (Import Report(s)) ] %
7V v 7 LET,

* B acs - Identity Services Engine 1.0 Migration Tool

Report Type: Imparking to ISE repaort
Report File:  C:\positron-migration'reportsiimport_report.kxk
o= s . G S T T R
> 2010.09.28 17:16:42'907 : Added configuration: Radius
> Z2010.09.28 17:16:43'500 : Added configuration: EREadius
> Z010.09.28 17:16:44'110 : Added configuration: ERadius
> 2010.09.258 17:16:44'719 : Added configuration: Radius
> 2010.09.258 17:16:45'344 : Added configuration: Radius
> 2010.09.28 17:16:45'953 : Added configurastion: Radius
> 2010.09.28 17:16:46'578 :Iﬁ.dded configuration: Radius
> 2010.09.28 17:16:47'203 :~ Added configuration: ERadius
> Z2010.09.28 17:16:47'513 : ALdded configuration: EREadius
> Z2010.09.28 17:16:45'422 : Added configuration: ERadius
> 2010.09.28 17:16:49'032 : Added configuration: Radius
> 2010.09.28 17:160:49'625 : Added configuration: Radius
> 2010.09.28 17:16:50'235 : Added configuration: Radius
> 2010.09.28 17:16:50'575 : Added configuration: Radius
> Z010.09.28 17:16:51'500 : Added configuration: EREadius
v
@
| Previous Page ] [ Mexk Page | g
o

ATY T8 AVAR—FTRBRATHELZEEEITT T -2 OV TRELWERZBAST 5121%, [T (Migrations) ]
X 7O %% (Warnings) | £721% [=F— (Errors) | 717 AT FROMfWI$TE2 7Y v 7 LET,
AT w79 Cisco Secure ACS & Cisco ISE iIORY v— Xy v T ESHT 5121, [RY > — Fx v 7o bdA— b
(Policy Gap Analysis Report) | %27 UV v 27 LET,

B acs - Identity Services Engine 1.0 Migration Tool

Report Type: Policy Gap Analysis Repart
Report File:  Z:\positron-migrationireportsipolicy_gap_reporttd
Ea
Date: Z011.10.1%:
The Policy Gap Analysis Report is meant to summarize all existing policy
related functionality diffarences between ACS 5.1 f E.E and TISEL.1.
Source:
ACE E.1
10.10.10.10
Summary:
*Berwice Selection Policy : Bupported
*luthentication Policy : Bupported v
[Ts
o0
[ Previous Page ] [ Mext Page ] Q

ATFYF0 [mr 2y —LDFr (ViewLogConsole) %7 U w735 &, =7 AKR— NEIEA A — MLEOD
VTPNHA L Ea—khFRTEET,
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| Xkgwar7—4 DEEFIE

Cisco ISE TORF s n=7F— 2 0l [

sco Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as: acsadmin on ACSS: nl I | Y| l 0

Logged in as:  admin on ISE: | c | S c o |

Migration | Settings |
[ Export From ACS ] [ Export Report(s) ] | Current Running Process: Importing finished...

Migrated Objects Progress Counk Success Warnings Errors
[#-{=) Predefined Reference Data 0 0 0 0 ~
=[5 Dictionaries 1011 1010 o I 2 E

- 4 Y34 Vendors 7 7 a a
- RADIUS ¥3hs 528 827 0 L
- 4 RADIUS Attributes 176 178 0 0 -
- 4 Identity Attributes o ] i i
[=+{C7) Users and Identity Stores 11 10 i} 1
- 4 User Password Complexity 1 1 u] 1]
- 4 Identity Groups 2 2 i 1]
- i Lsers 0 0 a a
- # Hosks u] [u] [u] 0 B’
Import To ISE ] [ Impart Reportis) ] [ Policy Gap Analysis Repart
Log Consale:
IMFO Thread-6 ISE finis completed: =7xml version="1.0" encoding="UTF-3" B
standalone="yes"?==request-result=<http-code=200=hitp-code==cpm-code= 52001 =/cpm-code==description=Changed =
configurstion=/description==module-name=MigrstionTool=module-name=<internal-error-info=<irternal-error-infos<requested-oper
ation=Operation: Migration Tool
finishing=frequested-operation==resour ce-id=</resource-id=<resource-name=migration_tool=resource-name==resource-ty pe=hig
rationToolRESTService=tesource-type=<status=SUCCESSFUL=/status=<frequest-resutt=
IMF Q& Thread-6 Finished importing Access policies Batch
INF O Thread-B Finizhed importing Authorization Exception Policies procedure 2
IRIE A Thnnad © bk iunm kim0 bemviootinn Sunnmbinn Dalininn mvnn e we A4
b4

Clear Log Console

284591

Cisco ISE TORITINT=T—R DIEEL

Cisco Secure ACS 5.5 LARET — 2 73 Cisco ISE 2.4 IZRAITENT=Z & 2 MR+ 5121%, Cisco ISE
ica A4 L, 8F&EA CiscoSecure ACS 7 V27 NAFRRTEDLI L AWRLET,
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kigmiT—2 0EEFIE |
B ciscoisE conmantF—somiE
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I RKR—

.5

i

L7R—

BITY—iE, T—EBITHFDO I AR -, A FR—b, BIOKRI > —X ¥ v 7 oo L
A= E2AERLEST, BITY—NV T 4L 7 NIDOLVLER—K 73 VETIE, ROT 7 A VD
MENTWET,

* import_report.txt

* export_report.txt

* policy gap report.txt

* IYRAR—k LiR—F Q7~—)

R = Fx v Tl LAR—F (28X—)
s iR— bk LAR—F (29 X—)

b LR—

Z D LR— N, Cisco Secure ACS 7 — X X—ADT — 575?:3:7 AR— T 5 EXTHAELE
BEDEHERELIF T —2RLET, VR— FOKRBIZIEIT 200w arndbb,

Cisco Secure ACS & Cisco ISE ] DHERE + /7&_01/\’Cpﬂ$j‘zéj’biﬁ‘o T AR— K LR—
MZIE, =7 AR—=FENTZBA VR — R ENRNA TV =7 O T —ERNEENET,

% 4: Cisco Secure ACS to Cisco ISE Migration Tool D T XK— k LR—

LiR—k 247 Iyt — B4 Ayt —UMERA
* 27 2R — b (Export) T Efic=s AR—h&Eni-
FT—H F T FOLEIN
IRENET,
et T AR— FOBE. /00X

F—X F 7= A Cisco
ISE VU U —2R 1.4 THHR— &t
RN THDHT=DITRITEI N
Moz AR— FPREN
*7,
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Ll—+ |

B cvo—svoinmom—

R o—

vy ToHLR—

Z DL R— MZIiE, Cisco Secure ACS & Cisco ISE DR Y v — Fx v 72T 2 1E RN &
ENET, ZOLFR—MI, =7 AKR—F FrvRAORTHIZ, BITY—ADa2—H 14—
TzA AT[HRY—Fx v 7oA — kK (PollcyGapAnaly51sReport) 1RE =T D
TAHZETHRIATEET,

T AR—F T x=— X, BITY —ILIT, quioJ:Uu‘FTTJ T—DX ¥ v T EEN L E
7, wﬁh#@fj/—b%ﬁéﬂ&#ot FDORY —BRY — X v T
A—PMIE#EINET, LAR—MIE AU —ICEET L FE LI — B L OGEHR 3

Tt s ET, o, BITCTERhocT —%, BIOFETHIS LIZEHIZOW T HREE
ShEd,

ZEOFIZIX, Cisco ISE OHEEZMHEH L THEIZBITTE 2000 H D £9, =& 21,
Device Type In| &%ﬁ T BN 7-541% Device Type Equals] & L CRBITSNE T, FM40n
PAR—FENTWDEE, EIFEEBEBRAERGES. ZO&RMIF VA — MaFREshEd

o FAED [Not SupportedJ F721% [Partially supported] & L THiHy éﬂﬁ.]ﬁm AU v—i%

A VA= FENTIT, FMERVAR— MRS ET, BITOEMEPEE L, BELRF> TR
EOETEETZITHIBREZAT ) LERH D £7, THUONEEEITHIRS N WEGE, R o—
I% Cisco ISE ~BAT SN E A
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1vf—tv—+

1::R8Y o— Fv vy TR LAR— L DF

I policy_gap_report.txt - Notepad
File Edit Format View Help
ISE 1.1 Policy Gap Analysis Report

Date: 2012.01.11:

The Policy Gap Analysis Report is meant to summarize all existing policy
related functionality diffarences between ACS 5.1 / 5.2 and ISEL.1.

source;
ACS 5.2
10.56.13.106

Service: Default Network Access
Policy Type: authentication Policy

Rule: Rule-1

Description: This rule cannot hbe migrated because Compound conditions
which nhave different logical expressing is currently not supported by
ISE policy engine.

Service: Default Metwork Access
Policy Type: authorization Policy

Summary :

wZervice Selection Policy : Supported
wauthentication Policy : Unsupported
*authorization Policy I Supported

Mot all policies are compatible with ISE 1.1. out of security concerns,
the migration application will not migrate any of wyour ACS policies.

[==]
B
End of Report §

A4 iR— bk LiR—k

ZOLVAR—IE, CiscolSET T ITAT vV ANT =R A R— b5 L&A LZETED
THHRELIZIZ T —Z2RLET,
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% 5: Cisco Secure ACS to Cisco ISE Migration Tool DA > ik— b LR— k

LR—+ |

LR—k4247

Ayt—U 847

Ayt —MERA

A »A"— 1 (Import)

I 4 E#ICA v R— h&hET—
B AT R OLIARE
ﬂij‘o

5 P F TV FDTT—

DIFEZ RO & 51w L%
B

AT V= P BTCIAE
ELET

cFT V= MNP LFH
PR 28 2 TV ES

ATVl IR —
F EN TV RV T
NEENTHET

ATVl MIYAR—L
ENTWARNTF — & 305
NEENTHET
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Cisco Secure ACS D LILRID ) 1) —A M5
Cisco ISE ~DF1T

Z DOE T, CiscoSecure ACS DLLFTD Y U — 235 Cisco ISE ~D T — Z BATICE T 2 3G
AR L F T,

* Cisco Secure ACS DO LIRTD Y U — 275 Cisco ISE ~DBAT (31 _X—7)

Cisco Secure ACS D LIRID 1) 1) — X Hvi5 Cisco ISE ~ADFE
p—_
17T
LLEiiD V) Y —Z @ Cisco Secure ACS 5 — # % Cisco Secure ACS U U — R 5.5 LUBEODIRBEIZ AT
THIET, BITY— 1 %&MH L TCiscolSE VU —RA 24 ITBITTE DL 7,

Cisco Secure ACS ') ') —X 3x M 6 DFE1T

BEEVDEHE T Cisco Secure ACS Release 3.x % 31T L TWA AL, Cisco Secure ACS Release
4x DBATHR— K X=T g T v 77 L— KL TH 5, Cisco Secure ACS Release 5.5 LA
W7 v 77 L —RKL%ET,

AT w71 [Installation Guide for Cisco Secure ACS Solution Engine 4.1J] F 7213 [Installation Guide for Cisco Secure ACS
Solution Engine 4.2] DFLAIZHE > T, CiscoSecure ACS U U —A3x DT v 77 L— K RAZMER L ET,

ATw T2 FH LTV Cisco Secure ACS Release 3.x ¥—/3% Cisco Secure ACS Release 4.x DI THHR— h /N—T 3
N7 w7 —RLET, =& zIX. CiscoSecure ACS4.1.1.24, Cisco Secure ACS4.1.4, Cisco Secure ACS
4.2.0.124, F 7213 Cisco Secure ACS4.2.1 YU —ZADWTNNZT v 77 L—RLET,

ATv T3 777 L —K#., Cisco Secure ACS Release 4.x 7> 5 Cisco Secure ACS Release 5.5 LA ~DBITHiEE R~ L
TFIEZFATLET,
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Cisco Secure ACS D LIBTND 1) 1) —Z A\ Cisco ISE~D#17 |
. Cisco Secure ACS ') ') —R 4x H > DFEAT

Cisco Secure ACS ') ') —X 4x m b DFET

BEVOBREE T Cisco Secure ACS Release 4.x DT AR — K X—Ta OWVWTNHFETL T
WA X, Cisco Secure ACS Release 4.x 7> 5 Cisco Secure ACS Release 5.5 LARRIZ AT Al RE7R
RAVNETT 7L —RLET,

AT v F1 CiscoSecure ACSRelease4.x 11— 3T, HIE, BITHR— b "=V a o0 HBEE L TR WA,
Cisco Secure ACS Release 4x N\—2 a Y ERBITYHR— s XR—=V a7 v 7L —FLET,

ATv T2 BT~ (Windows #—3) (2[R UBITH AR — k 23— 3 /O Cisco Secure ACS %A ' A h—/L L&
D

AT w73 Cisco Secure ACS Release 4.x 7 — X &Ny 77 v 7 LT, BiT~vv > CHITLET,

ATV T4 BT BT —T 4 VT 0 2R FE L ET, BIT=—7 1 U7 113, Installation and Recovery DVD 7>
LI CTEET,

ATvTE BT T, BIT2—T7 4 VT A DOONBLOT I AR—F 72— X% F T LET,

ATYT6 DBl s 2R —F 72— X CRIENEA L2583 OREE iR L E 7,

ATFYT1 BT~y o TBIT2—T 4 VT 4D A= 72— A% FEITLET, 207 2= A TBIT2—T 1V
7 4 % Cisco Secure ACS Release 5.5 LA — " ~F—X %A L R— ML ET,

Cisco Secure ACS ') ') —RX 5.x b DT

Z#EFH DOBREEC Cisco Secure ACS U U — A 5.x #FEIT L TV A A1. CiscoSecure ACS U U —
ASSLICT v 77 L — RTHLEND Y £1°,
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i

R O—ER

Z DOFE T, Cisco ISE 3 L T Cisco Secure ACS DR Y o —FHRIZOWTHIA L £97,

» Cisco ISE # X 0¥ Cisco Secure ACS /XU 7 ¢ (33 _—7)
R T—FFIL (34 =)

« UTF-8 D% AHR—F (35 2—2)

« ISE 802.1X —E RIZ%f9 % FIPS AR — bk (36 X—2)

Cisco ISE 35 & U Cisco Secure ACS /\') T «

Cisco ISE |Zi%, Cisco Secure ACS & DN 7 4 ZEBT B2 D DOIRDERENEANI N TUVE
—éqo

@ﬁ@:~%a% SN AMNBEEOHBAZBEZ TWAEES, 22— T h v kB
TLET

c T RTOA—PIZ T n— VUIRE SN AN PREDHIMZ#E 2 T\ oihe, 2—F 7
AU P EEHICLET

en HRORERIZZ—F T H T M ra— Ul LET
n HRIOIET 77 4 THIZa—F T a2 LET

« Active Directory T MAR ##/k

« BB TS N D3P 7 e 7 7 A v

« service-type RADIUS JBPED 2 DD LV ME

* 300,000 O —HIZ%f T 5 NF=—W AR — Dk

SN ID A KT NAT— RIZxT 2N —HF OF8:

KU A YL ALAN=v k (TWLU) 2 54 7 hZ%ktd 5 EAP-TLS RIFEITHIZE
SEELT T 7 M

«LDAPID A b7 O 7 N—74 @thicxt4 5 L@ 4 L ip4 oY R— k
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. RYyS—ETIL

Rys—2% |

Cisco ISE 35 X O* Cisco Secure ACS DNV 7 1 BEEEDFEHIIZ DUV TiX,  [Cisco Identity Services
Engine 2.1 Administration Guide] ZZH L T 72 &\,

—

R — ETIL

Cisco Secure ACS & Cisco ISE Ol 2L v TNl —)b XR—=ZDEFENNT XA LR35 F
4723, Cisco Secure ACS & Cisco ISE IZHE AR 5K o — T ESWTEY . D728 Cisco
Secure ACS 5.5 LLF%7> 5 Cisco ISE ~DFBATAR U > =030 LEMEIC 72> TV ET,

Cisco Secure ACS DR v —fE L, HIEEREZT /A P—E RV XA LT " T 5P —F
ABPUL— /L TIRE D £, T 7R —E R, W EIFSNBOID A 7 ICk L Ta—
PFEFIEL., ERINTEFMHITEASANT2—FE2EARTDIDARY — LR Y o — TR
INFET,

FRREAR Y v —B X O AR U > —)L, Cisco Secure ACS U U — 2 5.5 LIR&E/H 5 CiscoISE U U —
A 24 IZBITEIVET, CiscoISE U U —R |%, Cisco Secure ACS U U —2R 5.5/5.6 DY —E A
BIRARY — (SSP) LREBRDOARY v—ty FEMHINDIHLVWARY v—FFT L EYR— L
TWb7zd, R =BT reAnf#EbsnE T,

CiscoSecure ACS H—EX L o< 3> KR! —¢& CiscolSER!) o —

£y bk

Cisco Secure ACS U U — 2 55/5.6 —E AFHRA Y 2— (SSP) 1%, SSP D/L—/LZHADNT
WY 72— R CERZESE LT, CiscolSERY — %y b, RV —t%y bz
MY RGN — NV ERFELET, R —ty bOIEFITZ= bY — v & [E CIER T,
SSP L— /L DNEFIZEE L TWET,

D SSP /L— /L)1 Cisco Secure ACS TR U —E AL 7213 — 2O FAH A2 ERT 255
BHYVET, LrL, SRV — &y MIMBO=> MY K2R > T 5 DT, Cisco ISE
TR >— %y F2FHFMHT LI LI TEEEA, OSSP L— ko THERENT- 1
SOYP—EREBITT HEE. ZOV—EROaA—CThHhIEKORY o—t v FEEKRT S
VR H Y 3, DF Y. CiscoSecure ACS TlR] U —E R % ERF 25 SSP/L—/L T & Z Cisco
ISEDORY ¥ —ty T 2 0ERHY £,

Cisco Secure ACS TSSP/L— LA E - ITE=Z R ELTERETE, RV — kv DO
Zpx b Y JL— 11X Cisco ISE THICAZITY, SSP /L—/ LA Cisco Secure ACS THERN % 7=
TE=Z BRI > TOBEA, SSPIL—/MC L » TERENTR Y ¥ — H— B 2% Cisco ISE
BT T A,

CiscoSecure ACS R >— 7O A H—E XL CiscolSERY — 1t vy

~

Y= REZERETICRY — P —ERAEZEFZTEET, DFY . Cisco Secure ACS ® SSP
=N Ko TRY) =P —EREBFT 7T 47 L LTEZTEET, Cisco Secure ACS VU
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| Rus—E%

MITHETIN |

U—2Z 55 IEIZIE, BERK® DenyAccess —E AN H VD | Z D — B R (Z1F Cisco Secure ACS
DT 7 4V EDOSSP—MIkTHHRY —b iR ENnbd 7 e a7, HEMIZT T
DFERZHFEHF L FET, Cisco ISEIWZIZRIEDRY > — 1y MIHY A, LIL. CiscolISE
DRV —y FaBBTLr U L—LDRWRY —t v RO LIETE EHA,

FaEsns 7o bant, EEEDORY > —TiE72<) Cisco Secure ACS U U — % 55 LIFET
AT HEN TR (=B ALK EFRT SSP DM ERL) P —EALRICER SN E
T, FFAIE b7 e b asid, Cisco ISE THREAHT BN/ — L OFE R & L CORBIER
Vo—ificEaEInEd,

ID R U > —I%. Cisco Secure ACS Release 5.5 LIEDOID V—A (ID Y —ABLID A M7 A
) 272D 0—NDT7Fy ") ARTYT, BEER Y —iF, MR Y —— L & NER Y
= =D 2 LDV ERFF L E T, MR Y — v— L dEFR S NS 7 e kg
W70, WA — =Dty b~z b)Y 4, NERY o— b—iT
ID YV —R{Z72 0 7,

Cisco Secure ACS U U — & 55 LIRS KLV Cisco ISE U U — R 2.4 (2%, K7 U o —{T e
ENBATYarOFHNRY) —NEENTWET, CiscoISE U U —RZ 24121, FIFRY

IIMA T, $RXRTOFAIRY =B LHEZ 24TV a O 7 a— ISR —n0
HV FEF, CiscoSecure ACS U U —R 55 LIRFIZIL, 72— SAfIARY & —IZHY T 5K
=N FH A, BIERFICIE. v ABISNR Y = RNRANCAE S, BT r—o3 0
FISNRY o —BLOFFAIRY =N E T,

UTF-8 DY 7R—

CiscoISE U U —RZ 24 (X, W< D DOFHEHEICK LT 8 B K ® Unicode Transformation
Format (UTF-8) Z#AR—FLTWET, LLTOREHA X, UTF8 = a—7 1/ Tz
AR—=FBIOA Vi R—bFENET,

Xy NT—2 T 7B ADL—HEIE

* RSA

« RADIUS h—7

RN —

e IDN—T =BT

2YRT— FTHOERODI—YHRTE

o 2—HWH

e NAT— RBLUVIRAY— ROF AL
4

o

«E X—)L
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Rys—2% |

B rsa

RSA
RSA 7 o7 bBLIUOAvE—1F, 7V MILoTo vy Ra—P|RENET,
cAvt—v

B = I

RADIUS ~—%¥ >
RADIUS h—7 > a7 NI, = Ra—FoHh 7 Uy MRS ET,
« [#%FF (Authentication) ] % 7 >[7' 17k (Prompts) ]
- R E
cEHHEDOA—YPHIB LAY —F
« UTF-8 Z i L 7= BLHE DK E

[¢]
wl)o—
o [#@FE (Authentication) ]>[AV FDfE (Value for AV expression) ]

» [#F 7] (Authorization) ]>[% DD S (Other Conditions) ]>[AV ZDfE (Value for AV
expression) |

o BPE-E DS

« [?%GE (Authentication) |> [HLffiZ{4/#25 54 (Simple Condition/compound Condition) ]>
[AV ZDfE (Value for AV expression) ]

o [F¥ 7] (Authorization) ]> [HHiZMH/#E 51 (Simple Condition/compound Condition) ] >
[AV ZDfE (Value for AV expression) ]

ISE 802.1X — E X [Zx}9 B FIPS H 71— k

BT e 2 E5E T3 BRI, Cisco ISE FIPS E— RIZANC LN T &0,

HEALEEYE (FIPS) 2V AR— b T 272012, BITY—MET 74V bRy NU—7 T34
AX—T ol T—=HEBITLET,

FIPS #flls LM AR — h S Tnwbhr 7 e hajl .
s IRA NNy 7T v O (Process Host Lookup)
» Extensible Authentication Protocol-Translation Layer Security (EAP-TLS)

» Protected Extensible Authentication Protocol (PEAP)
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| Kuv—=%
ISE802.1X 4 — £ R (=39 B FIPS #7— + ||}

+ EAP-Flexible Authentication via Secure Tunneling (FAST)

FIPS JE¥EHLES L OV AR — b g4t 7 m h oL
*EAP- A v E—¥ # (= A 5 (MDS)
« Password Authentication Protocol 3 &2 Y ASCII
+ Challenge Handshake Authentication Protocol (CHAP)
* Microsoft Challenge Handshake Authentication Protocol version 1 (MS-CHAPv1)
* Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAPv2)

» Lightweight Extensible Authentication Protocol (LEAP)
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B seso2ax v —exicxte 2 APS HR— -
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Cisco Secure ACS to Cisco ISE Migration Tool
NSO a—Tqa29

« BATY — WV ZBMETE 220y (39 X—Y)

eI T — Ayb—UNRFRENDS (39 —)

T I FNIDTFNE Ty A, BEOLVER— FRERSRD (41 =)
cBAITOZ Y AR— K 72— ARIEFITEN (4] L—)

* Cisco TAC ~DEDHE (41 ~—)

BITY—IILZRHIRTEEL

E3Ld
BITY — NV EBBTEEEA,
Tovay

JavaJRE R—2 g U L6 LR BAT~ L A Y A P =L ENTEYD, VAT L RXZABLIOY
FANRATELLREENTWSLZ L2 MERLET,

OIS — AvE—URRTREIND

ERTS—

S
ROTT— A yt—UBu T RENET, [AADN : https://hostname-or-ip ~ DKL 23 H
A E4vE L7 @ null (Hosts: Connection to https://hostname-or-ip refused: null) | . & 512, Cisco
ISE ~OBATHICA 7 V27 PR LER—FENRET,
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Cisco Secure ACS to Cisco ISE MigrationTool kS5 /LY a—F 4 4 |

B ossnzs—

Toay
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T4 <Y ACS A VAKX U AIZEFR ST LDAP R ED AT S NE T,

2: [ —/\$E8% (Server Connection) |5 7

General | Server Connection Directory Organization | Directory Groups | Directory Attributes
Server Connection

[] Enable Secondary Server Always Access Primary Server First

Failback To Primary Server After: Minutes

Primary Server Secondary Server
Hostnarme: sifsdfsdf Huostnarme: li
% Port 389 Port p
@ Ananymous Access Anonymous Access
© Authenticated Access Authenticated Access
Adrrin DN — Adrnin DN: ]
Password, ,7 Password, ,7
Use Secure Authentication Use Secure Authentication
Root CA; Root CA:
“ Server Timeout: 10 Seconds Server Timeout ,7 Seconds
Max. Admin Connections: 20 Max. Admin Connections: l_ o
3
o
3:[F 4 L% ~)#RL (Directory Organization) ]2 7
General | Server Connection | Directory Organization | Directory Groups | Directory Attributes
Schema
Subject Objectelass Person % Group Objectelass:  GroupOfUnigueMarmes
Subject Mame Aftribute: |uid Group Map Attribute:  UnigueMember
Certificate Attribute: usercetificate
() Suhbject Objects Contain Reference To Groups
(3 Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Attribute As: | distinguished name
Directory Structure
Subject Search Base: | sdfsdf
Group Search Base: | sdfsdf
Username Prefix\Suffix Stripping
[ Strip start of subject name up 1o the last occurrence of the separator: l_ (e.0. if separator setto 1, subject name 'acmelsmith' becames 'smith’)
[ strip end of subject name from the first occurrence of the separator ’7 (e.0. if separator setto '@, subject name 'smithg@acme.com' becomes 'smith’)
MAC Address Format o
Search for MAC Address in Format | see0e0ee e v é
o
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Active Directory ¥ v E >4 .

Active Directory ¥ v E> 4

Cisco Secure ACS O 7 O0/\F 4 Cisco ISED 7O/ F «
Domain Name ZFDOFEFEBIT

User name FOEERIT
Password FOFEFEBIT

Allow password change DO FE FBIT

Allow machine access restrictions FOEEBAT

Aging time ZDEEBT

User attributes FDFEFEBIT

Groups ZDEEBIT
Multiple domain support T4 <V ACSA v AL L AITHEA SN T

D RAA L DHEAT

AIAEREE TN D7 A LDRVELY

Cisco Secure ACS O 7 O /XT « Cisco ISED T O /X7 «

Name Name

Description Description

Principle user name (X.509 J&1%) Principle user name (X.509 J&%)

Binary certificate comparison with certificate from | Binary certificate comparison with certificate from
LDAP or AD LDAP or AD

AD or LDAP name for certificate fetching AD or LDAP name for certificate fetching,

DX+TZIEFRYYEYS

Cisco Secure ACS O 7 O0/\F 4 Cisco ISED 7O/ F «
Name Name
Description Description

Certificate based, certificate authentication profile | Certificate based, certificate authentication profile

Password based Authentication search list
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Advanced options > if access on current IDStore | Do not access other stores in the sequence and set

fails than break sequence the “AuthenticationStatus” attribute to
“ProcessError.”

Advanced options > if access on current IDStore | Treated as “User Not Found” and proceed to the
fails then continue to next next store in the sequence.

Attribute retrieval only > exit sequence and treat as | FeH- 78— N (MEfL X 315)
“User Not Found”

HFER A rAILDTvES

Cisco Secure ACS ® 70 /3F « Cisco ISED 7O /X7 «

Name Name

Description Description

DACLID (# 7> wu— K#[fE ACL ID) ZTDEERAT

Attribute type (§HY35 J OVEIRY) « BB OE AT T O E ERITENET,

s HFYBPEDGA 1L, Dynamic VLAN [EFR
X, ZOFEERBITINET,

Attributes ()% A 12 L TDH T 4 4 |RADIUS @ik
Xhb)

Ao O0—KRua[gels ACLT vy E> Y

Cisco Secure ACS O 700/3F « Cisco ISE D 7O/ T 1
Name Name

Description Description

DACL content DACL content

RADIUS T« U L3+l (RVE—) IyEVY

Cisco Secure ACS D 7O/ F « Cisco ISED 7O /\F «
Name Name
Description Description
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Vendor ID Vendor ID

Attribute prefix ZOTaRT AIBATTONEDY EHEA,
Vendor length field size Vendor attribute type field length.

Vendor type field size Vendor attribute size field length.

)

(G¥)  Cisco Secure ACS U U —Z 55 IEDA > A s —/LDO—ETliX 72V, RADIUS X2 ¥ — D HF
TTHUERDY ET, THUTZ—FERI X —ICOHEELET,

RADIUS T4 a3+ (BE) wvEYS

Cisco Secure ACS O 7O /XT « Cisco ISE D 7O /X7 «

Name Name

Description Description

Attribute ID Z OfEIEINDGREEA O—f L LTOHRAT S

NnNa7-% NDGHA 13 DF TV 27 b
DTVT 47 ATY) | TIUCEET D E
EDOTa T 1IH 0 FH A,

Direction Cisco ISE TiI# AR — hxf54t
Multiple allowed Cisco ISE CiI ¥ A — h*kf54h
Attribute type FEDFEERAT

Add policy condition Cisco ISE TiI ¥R — h*f54t
Policy condition display name Cisco ISE TlI VAR — b %44k

N

(GE)  CiscoSecure ACS V U —R 55 LIBEDA > A b — L D—ETIE/R2, —WEFHED RADIUS J&
WOHRBITTHVLERH D T (22— ERBEOABITTHILERH D £T)
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Cisco Secure ACS D 70/ T « Cisco ISE D 7 O/\F «

Attribute Attribute name

Description Description

Internal name Internal name

Attribute type Ty

Maximum length BAT S 1780

Default value BAT S 780

Mandatory fields BATS 720

User T4 vat) T X0l
( Tuser) ) ZARLET,

DEET+Ovaf)wvELY

Cisco Secure ACS D 70 /8T « Cisco ISE D 7O/ 7 «

Attribute Attribute name

Description Internal name

Name ZOFEEBIT

Attribute type 2 A

U T aNT 4L Dictionary (==—¥ ID J&MHDHEI3LMHE

lNnternalUser| TiXE L. AA N IDEMEDY
41X TlnternalEndpoint] TeXELET) o

Cisco Secure ACS 75 £ 727 AR — R E 721 | 7 HE 72 {8 = display name

HH STy

Cisco Secure ACS 5 £ 72 7 AR — k£ 721 | # J 7 AE 72 & = internal name
i S Tunan

CiscoSecure ACS b £ 727 AR — MFEZIL R AREREIXZT 7 4/ FTT,
HH S TunZan

Maximum length 2L

Default value L
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5V E8 RADIUS H—/N v EV Y

RADIUS ~—%

Cisco Secure ACS O 7O /XT « Cisco ISED 7 O/\F 1
Mandatory field 2L

Add policy condition 2L

Policy condition display name L

Cisco Secure ACS O 7O /XT « Cisco ISED 7O /3F 4«
Name Name

Description Description

Server IP address RA R R— A

Shared secret

Shared secret

Authentication port

Authentication port

Accounting port

Accounting port

Server timeout

Server timeout

Connection attempts

Connection attempts

oRvEVY

Cisco Secure ACS D 7O/ F « CiscoISED 7O /\F «
Name Name
Description Description

Safeword server

Safeword server

Enable secondary appliance

Enable secondary appliance

Always access primary appliance first

Always access primary appliance first

Fallback to primary appliance in minutes

Fallback to primary appliance in minutes

Primary appliance IP address

Primary appliance IP address

Primary shared secret

Primary shared secret

Primary authentication port

Primary authentication port

Primary appliance TO (timeout)

Primary appliance TO
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Cisco Secure ACS ® 7O/ T «

Cisco ISED 7O /\F «

Primary connection attempts

Primary connection attempts

Secondary appliance IP address

Secondary appliance IP address

Secondary shared secret

Secondary shared secret

Secondary authentication port

Secondary authentication port

Secondary appliance TO

Secondary appliance TO

Secondary connection attempts

Secondary connection attempts

Advanced > treat reject as authentication flag fail

Advanced > treat reject as authentication flag fail

Advanced > treat rejects as user not found flag

Advanced > treat rejects as user not found flag

Advanced > enable identity caching and aging value

Advanced > enable identity caching and aging value

Shell > prompt

Authentication > prompt

Directory attributes

Authorization > attribute name (Cisco Secure ACS
DT 47 aF V@) 2 Mg

[CiscoSecure-Group-Id| W& EN TV DG
L. ZORBMIIBITINET, TNl 0
HIET 7 # /v MElE [CiscoSecure-Group-Id)
2720 ET)

RRATvEVY

Cisco Secure ACS O 7 O0/3F «

Cisco ISED O/ F 1

Name

Name (3712 RSA

Description

BAT S 720

Realm configuration file

Realm configuration file

Server TO

Server TO

Reauthenticate on change to PIN

Reauthenticate on change to PIN

RSA instance file

BAT S 720

Treat rejects as authentication fail

Treat rejects as authentication fail

Treat rejects as user not found

Treat rejects as user not found

Enable identity caching

Enable identity caching

Identity caching aging time

Identity caching aging time
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Passcode prompt Passcode prompt

Next Token prompt Next Token prompt

PIN Type prompt PIN Type prompt

Accept System PIN prompt Accept System PIN prompt
Alphanumeric PIN prompt Alphanumeric PIN prompt
Numeric PIN prompt Numeric PIN prompt
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