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ATFw T2 LEZSEU T, BRSO DIC, koa<y RE#HH LT CiscoISE / — RO —H /L7 ¢ A 272 URT
Ny Ve abe—LFET,

copy repository url/path/ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86 64.tar.gz disk:/
e 2E, Ty T T L= RV RADa e —ICSFTP #2113, WEFITTEET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd (X SFTP ' —/ "D IP 7 N L A E7213AHR & M4, ise-urtbundle-2.4.0.xxx-1.0.0.SPA.x86_64.tar.gz
IZ URT N RLDOA4RTTT,

0—H)LTF 4 AZIZURT N RV ZEL &, 2 cx £,

Ty I L—RERY—ILDEST
T T — Ry — i, Ty 77— ROKMEZS| &R TS 557 —Z ORNE
ERE L. AIREZRIR Y BREA RS /-ITMEE L4, URTZ2FE(T4 5101, ROFIEAZEITL
£,
1R BHHEIIZ
O— VT 4 A7 URT N RvaEL &, R EEfFcE £,

applicationinstall @~ > FZ AJJL T, URT A A b—/L L E T,

application install ise-urtbundle-2.4.0.x.SPA.x86_ 64.tar.gz reponame

i
ise/admin# application install ise-urtbundle-2.4.0.x.SPA.x86_64.tar.gz reponame
Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...
Saved the ADE-OS running configuration to startup successfully

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...
Initiating Application Install...

FHEFHHHHH A A A
# Installing Upgrade Readiness Tool (URT) #
FHEFHHHH AR A

Checking ISE version compatibility
- Successful

Checking ISE persona
- Successful

Along with Administration, other services (MNT,PROFILER,SESSION) are enabled on this node. Installing
and running URT might consume additional resources.

Do you want to proceed with installing and running URT now (y/n):y

Checking if URT is recent (<30 days old)
- Successful
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Installing URT bundle
- Successful

B
# Running Upgrade Readiness Tool (URT) #
B
This tool will perform following tasks:
Pre-requisite checks
Clone config database
Copy upgrade files
Data upgrade on cloned database
Time estimate for upgrade

g w N

Pre-requisite checks

Disk Space sanity check
- Successful
NTP sanity

- Successful
Appliance/VM compatibility
- Successful
Trust Cert Validation
- Successful
System Cert Validation
- Successful
Invalid MDMServerNames in Authorization Policies check
-Successful
6 out of 6 pre-requisite checks passed

Clone config database

Copy upgrade files

- N/A

Kiiaiiasssasiasisasiassisaiisnsssiiasistid

Data upgrade on cloned database

100%

Successful

Modifying upgrade scripts to run on cloned database
- Successful

Running schema upgrade on cloned database
- Running db sanity to check and fix if any index corruption
- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model
- Successful

Running sanity after schema upgrade on cloned database
- Successful

Running data upgrade on cloned database

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade

step
step
step
step
step
step
step
step
step
step

1/97,
2/97,
3/97,
4/97,
5/97,
6/97,
7/97,
8/97,
9/97,
10/97,

AuthzUpgradeService (
NSFUpgradeService (2.

UPSUpgradeHandler (2.
NSFUpgradeService (2.
NSFUpgradeService (2.

2
1
UPSUpgradeHandler (2.1.
1
1
1

NetworkAccessUpgrade (2.1.0.127) ...

Done in
Done in 1
..Done in
Done in 1
Done in O
Done in 1

ProfilerUpgradeService (2.1.0.134) ... Done
ProfilerUpgradeService (2.1.0.139)... Done

ProfilerUpgradeService (2.1.0.166) ...

7uIvL—rEgy—Lozs ||

41 seconds.
seconds.
154 seconds.
seconds.
seconds.
seconds.

Done in 4 seconds.

in 0 seconds.
in 1 seconds.

..Done in 121 seconds.
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- Data upgrade step 11/97, NSFUpgradeService(2.1.0.168)... Done in 1 seconds.

- Data upgrade step 12/97, AlarmsUpgradeHandler(2.1.0.169)... Done in 3 seconds.

- Data upgrade step 13/97, RegisterPostureTypes(2.1.0.180)... Done in 2 seconds.

- Data upgrade step 14/97, RegisterPostureTypes(2.1.0.189)... Done in 0 seconds.

- Data upgrade step 15/97, UPSUpgradeHandler(2.1.0.194)... Done in 0 seconds.

- Data upgrade step 16/97, TrustsecWorkflowRegistration(2.1.0.203)... Done in 0 seconds.
- Data upgrade step 17/97, NSFUpgradeService(2.1.0.205)... Done in 0 seconds.

- Data upgrade step 18/97, NetworkAccessUpgrade(2.1.0.207)... Done in 0 seconds.

- Data upgrade step 19/97, NSFUpgradeService(2.1.0.212)... Done in 0 seconds.

- Data upgrade step 20/97, NetworkAccessUpgrade(2.1.0.241)... Done in 2 seconds.

- Data upgrade step 21/97, NetworkAccessUpgrade(2.1.0.242)... Done in 1 seconds.

- Data upgrade step 22/97, UPSUpgradeHandler(2.1.0.244)... Done in 0 seconds.

- Data upgrade step 23/97, ProfilerUpgradeService(2.1.0.248)... Done in 0 seconds.

- Data upgrade step 24/97, NetworkAccessUpgrade(2.1.0.254)... Done in 0 seconds.

- Data upgrade step 25/97, UPSUpgradeHandler(2.1.0.255)... Done in 11 seconds.

- Data upgrade step 26/97, MDMPartnerUpgradeService(2.1.0.257)... Done in 0 seconds.
- Data upgrade step 27/97, NetworkAccessUpgrade(2.1.0.258)... Done in 0 seconds.

- Data upgrade step 28/97, ProfilerUpgradeService(2.1.0.258)... Done in 0 seconds.

- Data upgrade step 29/97, MDMPartnerUpgradeService(2.1.0.258)... Done in 2 seconds.
- Data upgrade step 30/97, UPSUpgradeHandler(2.1.0.279)... Done in 2 seconds.

- Data upgrade step 31/97, NSFUpgradeService(2.1.0.282)... Done in 0 seconds.

- Data upgrade step 32/97, NetworkAccessUpgrade(2.1.0.288)... Done in 0 seconds.

- Data upgrade step 33/97, NetworkAccessUpgrade(2.1.0.295)... Done in 0 seconds.

- Data upgrade step 34/97, CertMgmtUpgradeService(2.1.0.296)... Done in 0 seconds.

- Data upgrade step 35/97, NetworkAccessUpgrade(2.1.0.299)... Done in 0 seconds.

- Data upgrade step 36/97, NetworkAccessUpgrade(2.1.0.322)... Done in 1 seconds.

- Data upgrade step 37/97, NetworkAccessUpgrade(2.1.0.330)... Done in 1 seconds.

- Data upgrade step 38/97, NSFUpgradeService(2.1.0.353)... Done in 0 seconds.

- Data upgrade step 39/97, ProfilerUpgradeService(2.1.0.354)... Done in 0 seconds.

- Data upgrade step 40/97, NSFUpgradeService(2.1.0.427)... Done in 1 seconds.

- Data upgrade step 41/97, NSFUpgradeService(2.1.101.145)... Done in 0 seconds.

- Data upgrade step 42/97, ProfilerUpgradeService(2.1.101.145)... Done in 0 seconds.
- Data upgrade step 43/97, UPSUpgradeHandler(2.1.101.188)... Done in 1 seconds.

- Data upgrade step 44/97, NetworkAccessUpgrade (2.2.0.007)... Done in 0 seconds.

- Data upgrade step 45/97, UPSUpgradeHandler(2.2.0.118)... Done in 5 seconds.

- Data upgrade step 46/97, GuestAccessUpgradeService(2.2.0.124)... Done in 19 seconds.
- Data upgrade step 47/97, NSFUpgradeService(2.2.0.135)... Done in 0 seconds.

- Data upgrade step 48/97, NSFUpgradeService(2.2.0.136)... Done in 1 seconds.

- Data upgrade step 49/97, NetworkAccessUpgrade(2.2.0.137)... Done in 0 seconds.

- Data upgrade step 50/97, NetworkAccessUpgrade (2.2.0.143)... Done in 17 seconds.

- Data upgrade step 51/97, NSFUpgradeService(2.2.0.145)... Done in 5 seconds.

- Data upgrade step 52/97, NSFUpgradeService(2.2.0.146)... Done in 2 seconds.

- Data upgrade step 53/97, NetworkAccessUpgrade (2.2.0.155)... Done in 0 seconds.

- Data upgrade step 54/97, CdaRegistration(2.2.0.156)... Done in 1 seconds.

- Data upgrade step 55/97, NetworkAccessUpgrade(2.2.0.161)... Done in 0 seconds.

- Data upgrade step 56/97, UPSUpgradeHandler (2.2.0.166)... Done in 0 seconds.

- Data upgrade step 57/97, NetworkAccessUpgrade(2.2.0.169)... Done in 1 seconds.

- Data upgrade step 58/97, UPSUpgradeHandler (2.2.0.169)... Done in 0 seconds.

- Data upgrade step 59/97, NetworkAccessUpgrade (2.2.0.180)... Done in 0 seconds.

- Data upgrade step 60/97, CertMgmtUpgradeService(2.2.0.200)... Done in 0 seconds.

- Data upgrade step 61/97, NetworkAccessUpgrade (2.2.0.208)... Done in 0 seconds.

- Data upgrade step 62/97, RegisterPostureTypes(2.2.0.218)... Done in 2 seconds.

- Data upgrade step 63/97, NetworkAccessUpgrade (2.2.0.218)... Done in 1 seconds.

- Data upgrade step 64/97, NetworkAccessUpgrade(2.2.0.222)... Done in 0 seconds.

- Data upgrade step 65/97, NetworkAccessUpgrade (2.2.0.223)... Done in 0 seconds.

- Data upgrade step 66/97, NetworkAccessUpgrade (2.2.0.224)... Done in 2 seconds.

- Data upgrade step 67/97, SyslogTemplatesRegistration(2.2.0.224)... Done in 0 seconds.
- Data upgrade step 68/97, ReportUpgradeHandler (2.2.0.242)... Done in 0 seconds.

- Data upgrade step 69/97, IRFUpgradeService(2.2.0.242)... Done in 0 seconds.

- Data upgrade step 70/97, LocalHostNADRegistrationService(2.2.0.261)... Done in 0 seconds.
- Data upgrade step 71/97, NetworkAccessUpgrade (2.2.0.300)... Done in 0O seconds.

- Data upgrade step 72/97, CertMgmtUpgradeService(2.2.0.300)... Done in 1 seconds.

- Data upgrade step 73/97, NSFUpgradeService(2.2.0.323)... Done in 0 seconds.

- Data upgrade step 74/97, NetworkAccessUpgrade (2.2.0.330)... Done in 1 seconds.
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- Data upgrade step 75/97, NSFUpgradeService(2.2.0.340)... Done in 0 seconds.

- Data upgrade step 76/97, NetworkAccessUpgrade (2.2.0.340)... Done in 0 seconds.

- Data upgrade step 77/97, NetworkAccessUpgrade (2.2.0.342)... Done in 0 seconds.

- Data upgrade step 78/97, AuthzUpgradeService(2.2.0.344)... Done in 0 seconds.

- Data upgrade step 79/97, RegisterPostureTypes(2.2.0.350)... Done in 38 seconds.

- Data upgrade step 80/97, ProfilerUpgradeService(2.2.0.359)... Done in 0 seconds.

- Data upgrade step 81/97, DictionaryUpgradeRegistration(2.2.0.374)... Done in 19 seconds.
- Data upgrade step 82/97, UPSUpgradeHandler (2.2.0.403)... Done in 0 seconds.

- Data upgrade step 83/97, DictionaryUpgradeRegistration(2.2.0.410)... Done in 0 seconds.
- Data upgrade step 84/97, UPSUpgradeHandler(2.3.0.100)... Done in 20 seconds.

- Data upgrade step 85/97, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 86/97, NetworkAccessUpgrade (2.3.0.145)... Done in 0 seconds.

- Data upgrade step 87/97, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 88/97, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 89/97, UPSUpgradeHandler(2.3.0.158)... Done in 0 seconds.

- Data upgrade step 90/97, NetworkAccessUpgrade(2.3.0.178)... Done in 1 seconds.

- Data upgrade step 91/97, NetworkAccessUpgrade (2.3.0.182)... Done in 0 seconds.

- Data upgrade step 92/97, CertMgmtUpgradeService(2.3.0.194)... Done in 4 seconds.

- Data upgrade step 93/97, UPSUpgradeHandler (2.3.0.201)... Done in 0 seconds.

- Data upgrade step 94/97, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 95/97, ProfilerUpgradeService(2.3.0.233)... Done in 1 seconds.

- Data upgrade step 96/97, GuestAccessUpgradeService(2.3.0.233)... Done in 8 seconds.
- Successful

Running data upgrade for node specific data on cloned database
- Successful

Time estimate for upgrade

(Estimates are calculated based on size of config and mnt data only. Network latency between PAN
and other nodes

is not considered in calculating estimates)

Estimated time for each node (in mins):

upsdev-vmll (STANDALONE) : 102

Application successfully installed

BIR OBEE EFTHRICT S r— a UNIEFIZA VA =L SN o548, URTIZT v 77 L— K
DERBDIFRZIR L ET, BELZEEL, URT ZHETTHLERH Y £,

FlCRBIDFRERAEHRKIBESRUENTFET BT,
AGRBEMEHDRAREZERT S

CiscoISE 21TV DNDOHFHFIER SN AGREE KRB L THET, HWRHAND (22—
PER SN ABHEMGU N ENMERBAAREASE LR CARITHLHEA, Ty 77
L— 7t 3R LET, 7y 77 L— RT D0, ROFRIEHRE AR EESRM4 O
WL E A TR UGB MR II 4T A BT T A LERH Y £,

» Compliance_Unknown_Devices
* Non_Compliant_Devices

» Compliant_Devices
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* Non_Cisco_Profiled Phones

» Switch Local Web_ Authentication

* Catalyst_Switch Local Web_Authentication
» Wireless Access

* BYOD is Registered

* EAP-MSCHAPv2

* EAP-TLS

* Guest_Flow

* MAC in_SAN

* Network Access Authentication Passed
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720N,
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BER—=IRT v 77— FRNZEHEWTW D RERH Y 7,

*TCP 1521 : I A~VEH ) —NLE=41V 7 /) — FHED®@EEHM,
TCP443 : 7T A < VEH ) — R EZOMT ~TOEH > H Y/ — REOMEEM,
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Cisco ISE 2MEA 323X TOR— hD Y R MZOWTIE, [Cisco Identity Services Engine
Hardware Installation Guidel] ZZ L T 72 &0,

Cisco ISE 2MEH I A4 — F DR U A MMZ2OW T, [Cisco ISE Ports Reference] # &8 L
TLIEEY,

TS54A4T)BE/)—FHI50 CiscoISEERTER L WEHR
BDINY DT T

—

o> —

\}

avU RIA v A B —T xR (CLD) F£721E GUI 25 Cisco ISE TR LOEHRT —# D
Ny 27y 7 RS LET, CLLa~vy RIZRO LEBH TT,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname
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2. [Ty 7T v~ (BackupNow) |27 U w27 LET,
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CiscoISE U U —R 24 LI TliX, v—HNAT 4 A7 EY BTN 29GBIZHEZ 572D, i~
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1. 777 L — FOBNZ MDM Y — "2/ LF9,
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el ziE Ty T L= KA RO a B —IZ SFTP # AT 512id, REFETTEET,
1. (RAFF—PFEELLRWEAITEMLE7) cryptohost_key add host mySitpserver
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aaa.bbb.ccc.ddd iX SFTP — "D IP 7 KL A E 723K R M4,
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\}

YU—220, 201, 21, 22 FF23 50 U—R28~0F7 v TTL—F |

1R BHHIIZ

G¥)

CiscoISESTANDALONE / — K% 7 v 77 L— RF 5446, FREBEFEORMND /7 — REX
FkfEER L CUWTSTANDALONE O 7 v 7' 7 L— RESFATT L5551, 777 b— R&Bta+
BHIZ,  T/opt/oracle/base/admin/cpm10/dpdump| DS AT & 5§ T D upgradedb * properties
T ANEHIRT DMLENRS Y ET,

ERRDOT 7 A N 2RI D113 — MR MLE 272, Cisco TAC IZBHWEHLHELIZE
W, BEIIC DU TIE CSCViBT302 2B L TL 72 & Ly,

FREOEGERIT, 201844 A I3 HLVANCTY v 77 L— K77 AL
(ise-upgradebundle-2.0.x-2.3.x-t0-2.4.0.357.SPA.x86 64.tar.gz) %X Vv — K L7-GED LY
-(“—g_o

Ty T L—RTHENC, WOEENRTETL TN LaMBLET,
¢ ISE DREBIOERT —Z DOy 7T v 72 BELET,
VAT AT DN I T T ERELET,

AT a— )V LTENRN I T T EENILET, BEEOT v L — KRBT LEb,
Ry P T TAF Y a— L EBRELET,

EHEBLOREF—E T AR—FLET,

RV NI ERELET, 777 L =RV FLagdyra—RL, ZOURY VI
AL £,

* Active Directory DZ 17 L7 2 % /L & RSA SecurlD / — RFLED AEA Y £ (%Y
T55E) , ZOERIE. 7 v 77 L — F1%IZ Active Directory & 72 1% RSA SecurID H—/3
(T D T DI T,

T T T V= RDONRT f—~ A% ESE LI, EBAT—ZEHELET,
cURY MY DA F =Ry MERP R THD Z 2R LET,

A\

CE) URIPKRNINS ) —FRIT v T T L — KRR RLadyra— R
TH56. X Ura— KPRETTHETIZIS U EIND EX
vra—RKRZA LTy NLET, ZOMEX, A ¥ —%v b
DOHIRNE N R 72To DI RAE L E T,

ATy TN EHER—Z LD [T v 77 L —FK (Upgrade) 1 ¥ 7 %227 U v 27 LET,
ATw T2 [#i1T (Proceed) 127V v 7 LET,
[LEa2—F =>27 U AL (Review Checklist) ] 7«4 > RUNEREINET, TRINZFIEEZAHERELTL

fiél/\o
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TyITL—FAEEOER |
. JY—220, 201, 21, 22F=F23HhB Y Y—R24~DT v TJTL—F

ATV T3 [Fxvr UANEHRAEH (Ihavereviewed the checklist) | F = > 7Ry 7 A% 412 L, [#iT (Continue) ]
27U v 7 LET,

[N RAVD ) — R~DZ 71— K (Download Bundle to Nodes) |V « & RUBRFRINET,
ATFYT8 VR RNINEL ) —REZT v 7T L — RV RLVEZ Ty rn—RLET,
a) Ty T L =K RLaxyrn—RT5 ) —ROBOF =y /Ry 7 A%+ I LET,
b) [#7>r—F (Download) ]2V v/ LE9,
[VARY R UBIORY RLOEIR (Select Repository and Bundle) 17 4 > RURERESNET,
o) VATV NI ZRIRLET,

R0/ —FTRECYVRY P EREFRRDVRY P ZBERTEETR, $3THO/—RFTRILT v
TT U= RN FVEERT LUERH Y £7,

d) Ty7 T r—RMEHT LI FVORIZH LT =y IRy 7 A% F T LET,
e) [#Ei® (Confirm) 14227V v 7 LET,
N RAR ) —RZFTrm—Rad e, /) —RAT—=FANR[T v 77 L— RORFIEENE LT
(Ready for Upgrade) 112DV £9°,
ATvF5 [#t1T (Continue) 1%7 VYV v 7 LE7,
[/—RDOT7 v 727 L—FK (Upgrade Nodes) | 7« >~ RUNBRFREINET,
1T'REOERMAEFLLVERERTT S [7vTYL—FK (Upgrade) ] 1> Ky

- Sy ‘ " m ch
ywem | MenttyManagomest  » Network Fsscuces  + Dewico Pori Marageemost  paGd Servioes.  + Fosd Servior  + Thvet Genirc NAG T R

Dogiymart  Ussrming  # Cortfiostes o Loggg Marmondnce  Upjrade b Blackun & fsstrs  » Adei Accss  + Semrge
Cworview  Lipgrade

1 Review Chachiisl 3 Dewnlons Bundie 1o Nede(s] 1 Upsarase Modeis]

Porw Daplopment Upgrads (2.4 0.27T) Totad patimanind S 1380 ming
Sequence Node Group - Host Name  Persona Stahs

e 144 Inisys com Admin (P 240 min. asl Sme

a Pokcy sen
PG m ime
Moniior sscosnaRy
Admin spoouey 240 rrin. el

Swiact nodes for soguence 7

Conmieun wih the el Sooe 50 Lprde fals {appiciisle for Poicy Senvics Modes only)

ATFYvT6 7Ty 7 L —RIEFEBIRLE9,

= REFLWEICBE T 5L, 777 L— NOHEEFRERHD [/ — FOT v 77 L— R (Upgrade
Nodes) 1V 4 & RUIZERENET, ZOFERELAL T, 7y 77V —FRFEZ3EL, ¥V %A Lxkk
IMETEET, BB —REE=XV 7= FOXTBIOHEHORY o—H—E R ) — FRH DG
E. LT OFNEIZTENE T,

a) T7ANBITIE, B X VER ) —RE, Ty T T REFORINZY A FSRTWET, 7
T L= RIS, ZO/ = NI LWERTT 74~ VER ) — NIZRb £,
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| 7v79L—rAZEDER
YU—220, 201, 21, 22 FF23 50 U—R28~0F7 v TTL—F |

b) FIAIVE=ZV T —=RiE, WITHLWERICTY vy 77 L —Fahd /— RTT,

o) NI —P =R/ —FZRRL, FLVERICBEILES, N —V—tRX /) —F &7 v 77—
NI DIEFAEHETEET,
AU =P —bt R/ —RiL, BFKICEIZFITLCT v 77— RT&xEd, RV v—P—t 2/ —
Koty FERIRL, WITLTT v 77 L —RRTEET,

d) EHUHY =XV J—FREBRL, HILVERICBE L ET,

e) RIZ, TIA~VEI ) — RERIRL, HFrLWVEBICBEIL £,

ATV T TyT T L—R BT v 77 L—RIBEFOWTRNOR) —Hh—bE R/ — RCRRLZHEATHT v 77

L— R&HATT 21213, REEETH T v 77 L— F&#i179 % (Continue with upgrade on failure) ] F = »
TRy I A AT LET,
IOFTaiE, BAVAVER ) - RBLXOT T4~ E=4 Y 7 ) — R3S hEdA, =
NHD ) — ROWTNCEENEETHE, Ty 77— FRFakvRdn—A Ry 7 SnEd, R —
TF—ER = ROWTNOLBRKTHE, ¥H U FY E=F VT ) —RBLOT T4~ VEH — RiX
Ty T T L= RENT, HWERNICED £7,

ATY T8 [T 77 L—FK (Upgrade) 127V v 27 LT, BRROT v 77 L—RERKBLET,
R2: 7y 75 L— ROETRRERTT S [7yTHL— K (Upgrade) ]*9 1> K™

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore > Admin Access  » Settings

Oveview  Upgrade

1 Review Checklist 2 Download Bundle to Node(s) 3 Upgrade Node(s}
Deplayment (2.3.0.298 ) New Deployment Upgrade (2.4.0.277) Total estimated time: 1140 mins
8 Selected Sequence Mode Group - Host Name  Persona Status
: — STEP 3: Validating data before
Node Group - Host Name  Persona 1 ise’44.indiasys.com Usgra by
l ise144 indiasys.com Admin seconpary 2 Py S0 Upgrading..
s I ise136.indiasys.com Monitor (PRIVARY)
ise146.indiasys.com & Upgrade queued
I Nodegrp - ise146 indiasys.c... Policy service 3
ise145.indiasys.com Upgrade queued
NodeGrp2 - ise145.indiasys... Policy service
I ‘ooi38 kelasya com pGrd . ise138.indiasys.com e Upgrade queued ¢
= I SR e pGrd ise147.indiasys.com 2 Upgrade queued
I ise137 indiasys.com Monitor 5 ise137.indiasys.com Monitor seconoary Upgrade queued
| ise143.indiasys.com (] ise143.indiasys.com Admin SECONDARY 2 Upgrade queued &
= Select nodes for sequence 7
upgrade for Policy Service Nodes only)

K= ROT v 7T L= ROBITIRAN TR ENET, EFICETTDL, /= FKORT—=ZAR[T v
7 L— K57 (Upgrade Complete) ]I1ZEH Y £,
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TyITL—FAEEOER |
B curcociscosegEO7 v T L— 1

GE) BHER—FZANS ) —FRE2T v 77— 95L&, AT ARERMELLWEE
(80% DEXEDHA) X, CLINST v 77 b —Rual%2F v 7350, I —LinbT v
T T V= RODAT—H A% F =y 7 TCEXET, 777 b — ROEITIRNERRT HIZIE, CLI
a7 A 350, CiscolSE /— KDz Y —LaFx LE$, show logging application =~ >

R34 % & . upgrade-uibackend-cliconsolelog 33 J UF upgrade-postosupgrade-yyyymmdd-xxxxxx.log
ERRTEET,

show logging application =~ > RZfliffl 45 & CLINOIROT v 77 L— a7 2R R TE %
j—O

*DBF—ZDT7 v 7L —FKa s
DB AF—~u s

+PostOS 7 v 7 L—RKua

e X ¥ — [Thenodehasbeen reverted back toitspre-upgradestate] NFE R SN7ZHAE. [Ty T

L—F (Upgrade) |V ¢ > FoicBEI L, [3¥# (Detals) V> 274227 v 7 LET, [Ty 77 L—KD

KL DFEA (Upgrade Failure Details) ] 7 ¢ & R UIZFH S VTV DA R L E T, T X TORE%fiF

RLizth, [Ty 727 v—FK (Upgrade) 127 Vw7 LT, 7y 77 L —NeHEELET,

B HLVEBHOT A~ VEH ) — R TRAF v T — X OEHFRIENRFEITL TV DEE, 7IA4~
VEH ) — N2/ — FEBETEETA, RATFTYEH T2 ANRKT T2 E THROH (K205
MINDZENDHVET) | FRET v T T L — REIE — ROH LWER~ORGEIC, [
(Administration) ]>[3 A7 A (System) ]>[%E (Settings) ]> [ AT+ (Posture) ]> [
(Updates) ] X—U 02 b, RAF ¥ OHBEHHEREL T L2 LN TEET,

CLI ™ 5@ Cisco ISE BN 7y T L— kK

7y L—F7AEXR
Y

(GE)  CiscoISERZ  RTmy /) —R&7 v 77 L— N3 5856, $REBFORBNG / — N
BEFERL CWTAZ L KT R OT v 77— REFEITTHEHEIE. 7Ty 77 L— R&Hth
T 5HNZ,  [/opt/oracle/base/admin/cpm10/dpdump | /XA & % 3T D upgradedb * properties
Ty ANEHIRT DMERD D 7,

INHDT 7 A NEHIET B3 — MERPMLIEZ /2 5728, Cisco TAC (285t 5 M
B FET, FEMIC OV TIZ CSCvi87302 M L TL 2 & W,

ZOEERIT, Ty T T L= KT AL
(ise-upgradebundle-2.0.x-2.3.x-t0-2.4.0.357.SPA x86_64.tar.gz) 732018 44 A 13 H LV HAEIIZH
vrn— RENTGRIZOHMLETT,
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| 7v79L—rAZEDER

28y krnyvs—koryIsL—r |

ARBR7AY)—RODT7vTFTITL—F

ATy T

ATvT2

applicationupgrade 2~ > RZBEEHEHA LD, 77V r—2ar 7y 77 L— Rprepare ks
X Wproceed 2~ RERESNFIEFIHEHA L CAX L KTy ) —RK&ET7 v 77 L— K4
HTZEHLTEET,

BEL, RV =P —E R pxGrid, BEOE=F Y 7DV FEAAY S HAL L KT r v
J— RO CLI 5 applicationupgrade =~ o K437 C& £7, Zoa~vy FEEEETT S
413, application upgrade =2~ > RZ&FATT HANC Y E— K VAR kU725 Cisco ISE / —
RO —DNT 4 ATICT v T T L— RN RrvEab— LT, 7 v 77 L— KORHE % EHE
THZ LWL ET,

R4 2, application upgradeprepare =~ > K & application upgradeproceed =~ > N % fif ff
T5Z L HTEEJ, application upgradeprepare =~ > R&EfHT 5L, 7 v 77 L— KX
YRABRE = REN, m—h Vi ENE T, Zoavr MRV E—RUART R
5 CiscoISE / — ROB—HNT 4 ATIZT v 7T T L— RNy Rvkav—LEd, /— K%
Ty 77— R 5N TE /-5, application upgrade proceed =~ REFATLTCT v
JL—FREEFEICETLET,

VLT CRiLBA9 % application upgrade prepare 3 L Ot proceed =1~ > K& FT79 5 Z & 2 BE)D
L\i‘a_(]

IR B
T w77 L— ROERIZET A EOFHAZ LT HA TSI,

0—HNT 4 A7 DYRY M) EERLET, =& 21X, Tupgrade] LWV 2 VAT MU A/ERTX E9,
i -

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.
ise/admin (config-Repository)# exit
ise/admin (config)# exit

CiscoISE a~v> RI7A4 A #—7 =4 A (CLI) /5, application upgradeprepare =~ R& AJjL
iﬁqo

Zoaxry NI Ty T L= R FAZFIOFIETER LIze—Hh Y RY ~ Y Tupgrade] (22 E—
L. MD5 & SHA256 F = v 7V rx—EFRKRLET,
1 -

ise/admin# application upgrade prepare application upgrade prepare
ise-upgradebundle-2.0.x-2.1.x-2.2.x-2.3.x-to-2.4.0.x.5PA.x86 64.tar.gz upgrade

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...
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B xs>r7o0/—ro7yTsL—R

Application upgrade preparation successful

ATvF3 G ToFUL—F#%, SSHEHETr /1 L, show application statusise =~ > K&+ 2 &
T, Ty 77— ROMEITRWEZR R TEET, KOAyE—UREREINET,  [%NOTICE:
Identity Services Engine upgrade is in progress... |

Cisco ISE CLI 7°&, application upgradeproceed =~ > K& AJILE T,
1 -

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing indexes
after upgrade using app configure ise cli

STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/30, UPSUpgradeHandler(2.4.0.101)... Done in 50 seconds.

- Data upgrade step 2/30, UPSUpgradeHandler(2.4.0.116)... Done in 0 seconds.

- Data upgrade step 3/30, MachineAuthenticationSettingsRegistration(2.4.0.120)... Done in 0 seconds.

- Data upgrade step 4/30, GuestAccessUpgradeService(2.4.0.126)... Done in 15 seconds.

- Data upgrade step 5/30, RegisterPostureTypes(2.4.0.127)... Done in 1 seconds.

- Data upgrade step 6/30, UPSUpgradeHandler(2.4.0.127)... Done in 0 seconds.

- Data upgrade step 7/30, UPSUpgradeHandler(2.4.0.134)... Done in 0 seconds.

- Data upgrade step 8/30, NSFUpgradeService(2.4.0.140)... Done in 0 seconds.

- Data upgrade step 9/30, NSFUpgradeService(2.4.0.155)... Done in 1 seconds.

- Data upgrade step 10/30, UPSUpgradeHandler(2.4.0.158)... Done in 1 seconds.

- Data upgrade step 11/30, NSFUpgradeService(2.4.0.160)... Done in 0 seconds.

- Data upgrade step 12/30, NSFUpgradeService(2.4.0.161)... Done in 0 seconds.

- Data upgrade step 13/30, NSFUpgradeService(2.4.0.179)... Done in 0 seconds.

- Data upgrade step 14/30, NetworkAccessUpgrade(2.4.0.182)... Done in 1 seconds.

- Data upgrade step 15/30, StorageUpgradeService(2.4.0.183)... Done in 0 seconds.

- Data upgrade step 16/30, DnsHostnameResolutionRegistration(2.4.0.190)... Done in 0 seconds.

- Data upgrade step 17/30, ProfilerUpgradeService(2.4.0.194)... ..Done in 131 seconds.

- Data upgrade step 18/30, CertMgmtUpgradeService(2.4.0.200)... ..Done in 167 seconds.

- Data upgrade step 19/30, NSFUpgradeService(2.4.0.214)... Done in 0 seconds.

- Data upgrade step 20/30, ERSDictionaryRegistration(2.4.0.215)... Done in 0 seconds.

- Data upgrade step 21/30, NetworkAccessUpgrade(2.4.0.216)... Done in 0 seconds.

- Data upgrade step 22/30, ProfilerUpgradeService(2.4.0.227)... Done in 0 seconds.

- Data upgrade step 23/30, ProfilerUpgradeService(2.4.0.228)... Done in 6 seconds.

- Data upgrade step 24/30, ProfilerUpgradeService(2.4.0.229)... Done in 0 seconds.

- Data upgrade step 25/30, NetworkAccessUpgrade (2.4.0.240)... Done in 0 seconds.

- Data upgrade step 26/30, CertMgmtUpgradeService(2.4.0.293)... Done in 7 seconds.

- Data upgrade step 27/30, ProvisioningUpgradeService(2.4.0.299)... Done in 0 seconds.

- Data upgrade step 28/30, NSFUpgradeService(2.4.0.336)... Done in 2 seconds.

- Data upgrade step 29/30, ProfilerUpgradeService(2.4.0.336)... Done in 0 seconds.
Data upgrade step 30/30, GuestAccessUpgradeService(2.4.0.336)... Done in 26 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

M&T Log Processor is not running

ISE database M&T schema upgrade completed.

cat: /opt/oracle/base/admin/cpml0/dpdump/upgradedb*.properties: No such file or directory
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Gathering Config schema (CEPM) stats .....

Gathering Operational schema (MNT) stats ....

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this time progress
of the upgrade is visible on console. It could take up to 30 minutes for this to complete.

Rebooting to do Identity Service Engine upgrade...

INTT w77 L—RIEFET T,

RDRERY
T ST L— R at AOME (49 *—)

2/ —FRADT7YTITL—Fk

application upgradeprepare =~ > KB X O proceed 2~ > REMHH LT, 2/ — REBRZT v
T —RLET, FEIT/ — FOBEEMHRL T, BRETOILEEIHY EXHA, Ty 7T
L—RYZ7 by =T IZABNC ) — P& L. HLWVERRICBITLE T, 2/ — NEH
BT T T L— R L5586, RINCEN X VER ) —F (/—FB) EJ&E7 vy 77 L—F
THLERDYET, B XY ) —ROT v 77V —REETLEL, 7I7A4~V) /—FK
(/—FA) 277 7L —FRLET, ROKNTT LI REMOREDSGE., 0T v 77
L— RFIELHET L ENTEET,

3:Cisco ISE2 7 — RS RERS

ISE Node A ISE Node B

Pri Sacn_n»dary

Aamin’ A

Seeondary Primany

Monitoring Menltering

:
bR BRI
T IARVEER ) - PO OREBLCERT —FOF T~ KR 7T v T2 FHTE
ITLET,

CEMLETE=H YT OV TR, BEAOW SO ) — R TA X—TMIENTWH I L%
BLET,

BHALV TN T ITA<VER ) — R TORA X—T NV THDIGE, Ty 7 7L —R7n
TRIZED D FVER ) — RERONZT v 7 7L —RT232 083 RkRDENEDT, &
B HEY ) — ROEHR~)V Y F A F—T NI LET,
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TyITL—FAEEOER |
B se=mo7y 75—k

F0F 2/ —FEBET1I DOEH ) — ROARHLEEIE. B ZV ) — FOREGE
R L ES, WD) —RKRAX L KTy /) — Rz Ed, Mo/ —RexZ R
TRy /)—RELCT v 7T T VL—FRL, Ty 71— Rz, Bz y b7 v 7 LE
R

cE= BN TAYLYF NI OD ) — ROIZRTA X —TNOBE . RICHT Ao 7 — R
DE=Z YTV o F—T I LET,

ATYvT1 CLIb®h %) )—F (/—KB) 27 v 77 L—RLET,
Ty L—RFak AT, HEWMIZ, — FBARERMNGHIBRESN., Ty L —FEnhEd, /—FB
HHEESTE, 794~ ) —RZT v 77— FEnE7,

AFyT2 7T TL—FR /) —FA,
Ty T L—FR7utv AT, BRI — RAREICEE S, Ty 77 L —RENERETEI X
V) — Rz £9,

ATY T3 FHORBET, /—FAEZTIA~) ) —FRICHEKRISEET,
Ty ST VLU— R KRBT L%, / —RichWweE=X ) v 7 alRngEnsEsd. 2hbon/—RET
application configureise =~ > RZEITL, 5 (F—F _X—ZADKFHEROEH) ZBIRL E£7,

RDEZRY
Ty T T L= RTat AOMR (49 X—)

SEEREODT Y TSI L—FK
DT, X VEHR ) —REHLWI Y —X Ty 77— RLET, 2L z2iE, koK
ICFRT LIS, 1POTF TA~VER ) — R (/= FA) | 1208 H L VER —F (/) —
FB) . BL®450K) v—H—v2x/—F (PSN) (/—RC, /—KD, /—NKE, B
X/ —FF) [ 120774~ £=4V 7 /)—F (J—FG) . BXR150kh 4
V=407 7—FK (/—FKD 250REAPEY T v 7EINTWBIEE. ROT v 77
L— FPRIRICHET Z EXTEET,
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4:7 v 79 L— FHID Cisco ISE FRR

GE) 7y 7 L— ROHNT /) — N & F# TR L 21T < 723V, application upgradeprepare
avry RBLOproceed 2~ REEHLT, LWV —RT7 v 7 7L —RLET, Tv
T L= 7 RTHBNC ) — FEBREMRL, FLWERICBITLEYS, Ty 77—
FORNZFE T/ — FOREREF Y AT 25813 7Ty 77 b— N7 et X&Bh+ 50l
W, TI9A<VEH ) —RDITA B AT 7 ANRDDLZ L E2HRLET, FTICZOT7 74
NN (e 2, VA= =R F— 2L TTABVANDA, VA =L EN
72354) . Cisco Technical Assistance Center {238 L T < 72 &0,

1R BRI
s BEAIZEI A VER ) — KRR WERIR, Ty 77— R v X2 ET 5012, &
B AVEH ) —RIZT 2R —P—E R /) — K& 1 ORELET,
+ [Prepare for Upgrade] OFETHEIN TS FIEZ T TIZHATRE T LTS I & 2R
L%,

* 2 CiscoISE BERZ T v 77 L— FT2581F. KAAS X —L AT L (DNS) OV —
AN BV 7T o TBIOWIV Y 7T v ) BUEATY, 9 TRWESE, 7Ty 77
Lr— F\ bi%ﬂ& L/jz—;-o

ATV 1 CLIbEA A VER /) —F (/J—FB) 2777 L—FLET,

Ty 7T L—FR7utv AT, BEIMNIZ, — RBRER»OBEMERIN, Ty r—FaEnEd, /il
#@H9iHL, J—FBit, HrFILWEHDO T T4 <1 ) — RV FET, FREATE=ZY 7 ) — KR b7
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TyITL—FAEEOER |

B se=mo7y 75—k

ATy T2

ATvT3

ATvT4

ATy TH

B 1 OUBEILRATD, Ty 7L — Rt 2 THWEBEDEY ) — R T X —7 o5 TU
<T%\/~FB®%:9UV7&wV+%4* —TNVZLFET, N —P—E R~V Y F RN ER
D) —=KBTAR—TNThHolHmE., ZORTEITFLWVEB~DOT v 77 L — R bR SN E T,

FT=Z VT ) —=FD1D (J—KFG) ZHHRECT 77 L —FLET,

v F=H YT J—ROFNIT TA~) F=Z VT J—RET v 77— RT5HZLEBE
HOLET (HWEBETT 74~ IVER ) — BT I7A4 <) E=XV 7 /) —RELTHLEMEL TV DH5E
X ZHEIARFEETY) , 794~V =X V7 ) —RFREE L, FEM» e 7 2IUELET, 2
OFL., TT7A~VEH ) —FODX v aR— RN bLRRTEET,

HTWEBTE=4V 7 /) — KR 1 21 TH25813, 777 1L— KT 500 Eb\)ﬁﬁ'ﬁ®7747)
BE) =R THD /) —FADODE=HF) TNV T a2 =T NIZ LiTo/~me/%®ﬁE
%(mmmE7fU&~v§yﬁﬁE@Li¢o/—PAﬁﬁﬁﬁﬁéifﬁBifo%ﬁ%%K%%
Vo7 )—R&T v 77— FRKT5L, AT —XZ2H LWERICBITTOLERD LD, o/ —
RE D HEEM2 0 9,

HHRERO T 7 A< VEH ) — RKThHD/— KB, TWERTS x—7 Szt =% ) 7~y
FERERWEES, F=F VIV TFE T =TI LET, S — FULYFOEEIZL Y, Cisco
ISE7 7V /r—aryPnNERELES, 77/ < V&) — FREHTLIETHELET,

WIZRY v—H—ERA/)—K (/—KC, D, E. ) 2777 VL—RKLFET, #HEDPSN Z[FREFIT

T —= R TEETN, T_XTCOPSNERFICT v 7 7L —RKLERE, Xy M= THEIUH A LN
FBELET,

PSNW ) — RIN—TF 0 T 2AEZD—FThHDHHE. PSN & PAN MO BEMERL, AZ 2 KT7rr /) —K
LLTT v 77 L —FRL., FHENDPAN ICBEFTHIMLERDH Y £,

T 7T L—R%IZ, FREROSI7 A4~ /) —FK (/—FB) IZPSNB¥EEHEEIN, T4~ /—FK

(/—FB) MLDOF—EZNTRTOPSNICHEHENET, PSN TIXZD~LYF, ) — K7 —7

H, BLOTe—To0o7u 7 A4 ) U TREVMEREINET,

(BERIZIPN / — KB 25E) 774~ VEH ) — K5 IPN J — FOBREERERLE T,

CiscoISE. Y U —220LI&IL, IPN / — RiZV AR —FrLTWWET A,

TWERIZ2EBDE=ZV L F /) —F (/J—F]D) B"6I8E. RO EE{THIVENDY £,

a) HVWEROTIA <) ) —RTHD/ —FADE=X ) TV F oA X—T M LET,
EHTE=4Y 7/ —RNIbHR b1 O0EBETYT, TWERANGE20E=X2V T ) —R&T v
I L— RT AN, 94~V ) —FREHETZO~NYFEA F—TNZLES, /S — R~y F
DOEFEIZLY, CiscolSET 'V r—rarPEE#HLET, 74~V ISE /— KRHEfTHET
HFHhET,

by EAHY) F=FV T =8 (J—=RD ZHVEBEPOHLWVERICT v 77 L —RLET,

TIA<VER ) —F (J—FA) ZBR\WT, oT_XToO /) — RFRBFRERICT v 77 L —REhTwn

DHLENRH Y FT,

BRI, 794~ UVE ) —F (/—FA) 27 v 771 —FKLET,
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IO —KRiE, BEH A VER ) —RELTT v L—REn, FEERICENENET, B &Y
B ) — K (/J—FA) ZHHEBBEOT 94 ~) J—RFNIZEKESTARZENTEET,

Ty T V—RBRET Lictk, 7y 77— RENLE=F ) 7 ) —Rihwe ZR"EEh 2548,
application configureise =~ o K& FAT L, %Y THE=F VT /) —RTS5 (F—FX—2ADMFEHRD
HH) AL ET,

151
5:7 v 75 L— K#%D Cisco ISEER

Hode D Mode E MNede F

WOHNL, B X VEBR ) — ROEERT v 77V —RKOCLI hF A7 V7 FT
hj_o

ise74/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment...

STEP 5: Taking backup of the configuration data...

STEP 6: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli

STEP 7: Running ISE configuration data upgrade...
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- Data upgrade step 1/30, UPSUpgradeHandler(2.4.0.101)... Done in 42 seconds.

- Data upgrade step 2/30, UPSUpgradeHandler(2.4.0.116)... Done in 0 seconds.

- Data upgrade step 3/30, MachineAuthenticationSettingsRegistration(2.4.0.120)... Done
in 0 seconds.

- Data upgrade step 4/30, GuestAccessUpgradeService(2.4.0.126)... Done in 14 seconds.
- Data upgrade step 5/30, RegisterPostureTypes(2.4.0.127)... Done in 1 seconds.

- Data upgrade step 6/30, UPSUpgradeHandler (2.4.0.127)... Done in 0 seconds.

- Data upgrade step 7/30, UPSUpgradeHandler(2.4.0.134)... Done in 0 seconds.

- Data upgrade step 8/30, NSFUpgradeService(2.4.0.140)... Done in 0 seconds.

- Data upgrade step 9/30, NSFUpgradeService(2.4.0.155)... Done in 1 seconds.

- Data upgrade step 10/30, UPSUpgradeHandler(2.4.0.158)... Done in 1 seconds.

- Data upgrade step 11/30, NSFUpgradeService(2.4.0.160)... Done in 0 seconds.

- Data upgrade step 12/30, NSFUpgradeService(2.4.0.161) Done in 0 seconds.

- Data upgrade step 13/30, NSFUpgradeService(2.4.0.179)... Done in 0 seconds.

- Data upgrade step 14/30, NetworkAccessUpgrade(2.4.0.182)... Done in 1 seconds.

- Data upgrade step 15/30, StorageUpgradeService(2.4.0.183)... Done in 0 seconds.

- Data upgrade step 16/30, DnsHostnameResolutionRegistration(2.4.0.190)... Done in 0
seconds.

- Data upgrade step 17/30, ProfilerUpgradeService(2.4.0.194)... ..Done in 122 seconds.
- Data upgrade step 18/30, CertMgmtUpgradeService(2.4.0.200)... ....Done in 248 seconds.
- Data upgrade step 19/30, NSFUpgradeService(2.4.0.214)... Done in 0 seconds.

- Data upgrade step 20/30, ERSDictionaryRegistration(2.4.0.215)... Done in 0 seconds.
- Data upgrade step 21/30, NetworkAccessUpgrade(2.4.0.216)... Done in 0 seconds.

- Data upgrade step 22/30, ProfilerUpgradeService(2.4.0.227)... Done in 0 seconds.

- Data upgrade step 23/30, ProfilerUpgradeService(2.4.0.228)... Done in 4 seconds.

- Data upgrade step 24/30, ProfilerUpgradeService(2.4.0.229)... Done in 0 seconds.

- Data upgrade step 25/30, NetworkAccessUpgrade (2.4.0.240)... Done in 0 seconds.

- Data upgrade step 26/30, CertMgmtUpgradeService(2.4.0.293)... Done in 7 seconds.

- Data upgrade step 27/30, ProvisioningUpgradeService(2.4.0.299)... Done in 0 seconds.
- Data upgrade step 28/30, NSFUpgradeService(2.4.0.336)... Done in 3 seconds.

- Data upgrade step 29/30, ProfilerUpgradeService(2.4.0.336)... Done in 0 seconds.

- Data upgrade step 30/30, GuestAccessUpgradeService(2.4.0.336)... Done in 23 seconds.

STEP 8: Running ISE configuration data upgrade for node specific data...
STEP 9: Making this node PRIMARY of the new deployment. When other nodes are upgraded
it will be added to this deployment.
STEP 10: Running ISE M&T database upgrade...
M&T Log Processor is not running
ISE database M&T schema upgrade completed.
cat: /opt/oracle/base/admin/cpml0/dpdump/upgradedb*.properties: No such file or directory

Gathering Config schema (CEPM) stats .....

Gathering Operational schema (MNT) stats

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this
time progress of the upgrade is visible on console. It could take up to 30 minutes for
this to complete.

Rebooting to do Identity Service Engine upgrade...
WOFNE, EFZRPSN /) —RFOT7 v 7 7L —ROCLI hZ7 A7 V7 hTT,

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment...

STEP 5: Taking backup of the configuration data...

STEP 6: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
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indexes after upgrade using app configure ise cli
STEP 7: Running ISE configuration data upgrade...

- Data upgrade step 1/30, UPSUpgradeHandler(2.4.0.101)... Done in 42 seconds.

- Data upgrade step 2/30, UPSUpgradeHandler(2.4.0.116)... Done in 0 seconds.

- Data upgrade step 3/30, MachineAuthenticationSettingsRegistration(2.4.0.120)... Done
in 0 seconds.

- Data upgrade step 4/30, GuestAccessUpgradeService(2.4.0.126)... Done in 14 seconds.
- Data upgrade step 5/30, RegisterPostureTypes(2.4.0.127)... Done in 1 seconds.

- Data upgrade step 6/30, UPSUpgradeHandler (2.4.0.127)... Done in 0 seconds.

- Data upgrade step 7/30, UPSUpgradeHandler(2.4.0.134)... Done in 0 seconds.

- Data upgrade step 8/30, NSFUpgradeService(2.4.0.140)... Done in 0 seconds.

- Data upgrade step 9/30, NSFUpgradeService(2.4.0.155)... Done in 1 seconds.

- Data upgrade step 10/30, UPSUpgradeHandler(2.4.0.158)... Done in 1 seconds.

- Data upgrade step 11/30, NSFUpgradeService(2.4.0.160)... Done in 0 seconds.

- Data upgrade step 12/30, NSFUpgradeService(2.4.0.161)... Done in 0 seconds.

- Data upgrade step 13/30, NSFUpgradeService(2.4.0.179)... Done in 0 seconds.

- Data upgrade step 14/30, NetworkAccessUpgrade(2.4.0.182)... Done in 1 seconds.

- Data upgrade step 15/30, StorageUpgradeService(2.4.0.183)... Done in 0 seconds.

- Data upgrade step 16/30, DnsHostnameResolutionRegistration(2.4.0.190)... Done in 0
seconds.

- Data upgrade step 17/30, ProfilerUpgradeService(2.4.0.194)... ..Done in 122 seconds.
- Data upgrade step 18/30, CertMgmtUpgradeService(2.4.0.200)... ....Done in 248 seconds.
- Data upgrade step 19/30, NSFUpgradeService(2.4.0.214)... Done in 0 seconds.

- Data upgrade step 20/30, ERSDictionaryRegistration(2.4.0.215)... Done in 0 seconds.

- Data upgrade step 21/30, NetworkAccessUpgrade(2.4.0.216)... Done in 0 seconds.

0
- Data upgrade step 22/30, ProfilerUpgradeService(2.4.0.227)... Done in 0 seconds.
- Data upgrade step 23/30, ProfilerUpgradeService(2.4.0.228)... Done in 4 seconds.
- Data upgrade step 24/30, ProfilerUpgradeService(2.4.0.229)... Done in 0 seconds.
- Data upgrade step 25/30, NetworkAccessUpgrade (2.4.0.240)... Done in 0 seconds.
- Data upgrade step 26/30, CertMgmtUpgradeService(2.4.0.293)... Done in 7 seconds.
- Data upgrade step 27/30, ProvisioningUpgradeService(2.4.0.299)... Done in 0 seconds.
- Data upgrade step 28/30, NSFUpgradeService(2.4.0.336)... Done in 3 seconds.
- Data upgrade step 29/30, ProfilerUpgradeService(2.4.0.336)... Done in 0 seconds.
- Data upgrade step 30/30, GuestAccessUpgradeService(2.4.0.336)... Done in 23 seconds.

STEP 8: Running ISE configuration data upgrade for node specific data...
STEP 9: Making this node PRIMARY of the new deployment. When other nodes are upgraded
it will be added to this deployment.
STEP 10: Running ISE M&T database upgrade...
M&T Log Processor is not running
ISE database M&T schema upgrade completed.
cat: /opt/oracle/base/admin/cpml0/dpdump/upgradedb*.properties: No such file or directory

Gathering Config schema (CEPM) stats .....
Gathering Operational schema (MNT) stats

)

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this
time progress of the upgrade is visible on console. It could take up to 30 minutes for
this to complete.

Rebooting to do Identity Service Engine upgrade...

RDERY
T w77 L—R7at ADOMER (49 =)

Ko7OtXNDHER

JRBAPIIRF SRV ITHKEET 22 L. BLOa2—FRRiESn Ay NV—27 DY Y =T /&
ATEDLZLZMWRT DIODF Yy NV =T A NEFTTHI MR LET,
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T — 2 RXR—=2ADOMBETT v 77 L— KPNKRWT 5 &, BEINT-AENEEINICE —/L
Ny 7 ENET,

T T T L= FRBREFBICET LN E ) D»EHRT DI, ROWTNILOF T v a rEFITLET,

cadelog 77 ANVTT v 77 L — R AZMER L E T, adedlog 7 7 A V&K RT HIZIE, CiscoISE
CLIbikRD =~ Rz AJjL£7 : show logging system ade/ADE.log

eshowversion 2> RZFEITL, BNV RA—=V g VERIELET,

- show application statusise =~ > A2 AN LT, T XTOY—EZARNETEINTWNDLZ L 2R LE
7

ISO M A—SDQRUEID/N—2 3 oA a—)L/Ny D

FIUZ, BARTON—=2 3 Y DISOA A=V EERH L, Ny o7 v 7T 7 A Ninn T — X 218t
$TBHZE T, CiscolSET T ITAT LV ADA A=V EFERTA2LERHL5E803H0 £97,
TR EEI LI RIE, AWERAZBEL T, TWE TITo e X2 It v Yy FEENCT S
TENTEET, LER-ST, Ty 77— RFatv 2ZMA9 51, Cisco ISE 3 EF &
RE=F YU TITF— RN T o THZEE2BEID LET,

REBLOE=F Y VI T —F_XR—2DBBEICLVRELZT v 77 L— FOEEIL, BB
WZa— ARy 7 ENNWZ ERBHDET, ZhnBETDLE, T— 5’/\—7<75:D~/1//\/7é
N7 NWZ L aRTEmME, 7y 77— ROKRA ve—T e HIZZ TRV ES, Z0kH7%k
UFUATIE, FEICTUAT ADA A—VEFEM L, CiscolSE 24 > A h—/L LT, &HE
BIOE=F V7T =450 (F=F V70V FRERRGE) THO24ERHD E

7

0 —/L 3y 7 £ 721X EHE 24T 9 RiC. backup-logs =~ > R&HA L CTHAR— b0 Krad
L, OV HR—FIR A Z2)E— NIRRT NVICERELET,
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CiscolSEYV I bz 7/I\N\YFDA R b—
L

«CiscoISE V7 h =7 8w F (51 ~2—2)
VT R TNy TFOa—LNy T (53 —)
e N FDA LA = LBLRE—L Ny 7 DOEFHDOF R (54 2—)

CiscoISEY T b T 7/NyF

CiscoISE ¥V 7 b7 =7 /8y FILla BFE SN E T, CiscoISE TiE, Ny FDA A h—/LE
X — RNy 7% CLL £721X GUI 2B FEITTE £,

JRBAN® Cisco ISE B— NIy F oA VA M=V T H1EEIL. 774~V PANMMBITH Z &
MTEEST, T4V PANNONXRYyTF &AL A M—LTBHIZ1E, Ciscocom Ny T4 T v
NSO HEEITLTVAIVAT ARy FE2A T a— RN LET,

GUI By F oA Y A M= 550, Ny FIEIRIICT 74~ ) PANIZHBIRIZA &
= ENFET, £D%, Y AT AE, GUUZY X SN TWDNIEFT, RENOMD /) — F
Ry Fo A A=V LET, /= FPEHFINDIEFEZHIET L2 LI TEETA, £
72. GUI D [ ## (Administrator) |>[3 A7 A (System) [>[A > 7 7 A (Maintenance) |
>[N FEE (Patch Management) |V 4 > RUNG, FEIT Ry FR—Ta A A F—
N, B—A Ny 7 BRIOERRTHZEHTEET,

CLINB Ry F oA VA =L 551, /— ROFEFIEFZHME X £, =720, &)
T4~V PANICRN Y FEA LA RN—LTHZ L E2HITL £,

BEEKET v 77 L — RT 5NN OO0 ) — R TRy F 2 it + 2854, CLI 2 Hd
HeE, BRLE ) —FTRyTFEAS VA=AV TEEST, NuFEAL A M=LTHIZFH, K
DOCLI <~y REFEHALET,

patch install <patch bundle> <repository that stores patch file>

FEAMIZ OV TCIE,  [Cisco Identity Services Engine CLI Reference Guide] @ [Cisco ISE CLI
Commands in EXEC Mode| DF|Zd % [install Patch] OHAZSH L T 7Z S0,
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CiscoISEV T Rz 7 /Ry FDA VR k=L |
B oroz707 1002 —n0siq1 k50>

MBI Ry FNR—=T g VEEHEA VAN AVTEIENTEET, & %L, CiscolSE2x %
i LCWT, CiscoISE2.x 78w F 5 & A A b—/L T 584, LIRTD/$»F (Cisco ISE 2.x
Ny F1~47E) #A A= L7 Th, CiscolSE2x /Ny F 5 ZEHEEA A M—/LT
XFET, CLITNyTF A=V 3 UERRTHITIE, ROCLIavy REHEHALET,

show version

BMELEYY
VTR 2T RNy F A AN—=ILDHA KT A2 (523=2)
VI RT=T NyF a—nNy7DOHA RTAY (54 X—)
VI RT 2T Ry FDA A=/ (53—
VTR 2T FOa— Ny 7 (53 R—)

JICDTT NIYF AR —=ILDHA KSA4 >

ISE/ — RNy FEAA LA M—=ILTBHE, AV A —LOETHIC — FRAEEEINET,
BOa /A o TEDREBIZRDET, BN BBV ET, AT F AT Ry
RN TFoH A A N—NTELICAT 2 — ) VFHE L, —IFR R L2 BT 5 2 &0
T&EFET,

A A =T BN TFN, Xy FT—T NIZEB I TUVW5D Cisco ISE D/X— 3 1256
INAHAEDTHAHI L 2R L TLFEEV, CiscolSEZINRNyF 77 A NDNN—2 g DOR—
HEHopdrT—%LAR—bFLFET,

Cisco ISE IZBIEA Y A h— L ENTNDHNy F LY HIENWAA—Ta DRy Fa A VA h—

NTEERF A, AR, 53— arORyFOERZr— Ly 7 LIS ELTEEXID,

ZTNEV HEEWAR—=T g Dy FINFE DK T CiscoISEIZA VA b —EHDGEIL, v —
NNy 7L TEERA, 728 Z2IE. 7Ny F 30 CiscoISE— N2 A U A h—/VELDGEIT,

NyF1ELIF2ZA A=V LTEY Ny F1LELF 20— ANy 7 FTHZLILTEE
A,

DEEHO—ETHLT T4~ PAN DL Ry FOA A M=)V EFLTT 5 & XL, Cisco

ISEICL»TEDNRyTFNRERNOT T4~ /) —FETRTOEI XY ) —FIZA A F—
NENET, NovFDOAL LA N—=ANT T4~V PAN THHh7T 5 &, CiscolSE XtV
J—=RTRyFDOA LA R—NERFITLET, 774 ~VUPAN TR LZEGEIT, 1A b—
MIEADEY ) — RiERLERA, ZEL, MOrOEBATEI S ZXY ) — KON TNNT
A VA MR LT85 A1, MERHT S, BEENOKROE A ZY ) — RTA A

F—ARFETSNET,

2 ) — REBEO—ETHDETTA~ Y PANNE Sy FDA VA M—LEETT 5L x1E. Cisco
WL TEDORYFRERNOT T4~V ) —REBhZY ) —RIZA VA M—LENF

Ty N FDOA LA N—=VPNT T A~V PAN THIhT 5 &, Ciscoldth U/ — KTy
FDOA L A=V EHITLET, 714~V PAN TRILEBEIZ. A A =Tk h
2 ) — R E R A,
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188 BRI
o A= N EREBEF IV AT LEREOEHLE T —ANE D U THNTWAKLERH Y F
j—O
« [EE (Adminigtration) ]>[> X T L (System) ]>[ER (Deployment) ]>[PAND 7 = —
JLA—/3\— (PANFailover) JIZBEI L. [PANOHE) 7 = —/L A ——%HZZ T2 (Enable
PAN Auto Failover) | F = v 7Ry 7 AMFA 7T/ >TNWDB I EE2MERLET, TDXA
7 OEHFIEL, PAN ODHE) 7 = — LA — N"—FEL BT HLERH Y £,

ATy 71 [EE (Adminigration) 1> [ AT L (System) >[4 2T+ X (Maintenance) 1> [/Vy FEE (Patch
Management) ]>[A > A h—/L (Install) ] ZiERL E7°,

ATv 72 [ Browse) |7 U7 L, CiscocomNHH T ra— KLUy FEERLET,
ATY T3 [A A=/ (nstall) 1227V v 7 LTy FaEA A=V LET,

PAN TO/RyFDA VA =L TT 5L, CiscolSESHEIZa 77U hanE+, e /A
TEDL LD FE THEOMHFEOVENRNH Y £,

GE) Ry TFA A= LOEITHIE, [Ny FTEH (PatchManagement) | ~— EOMEEDO > H, 77
& A T& 5 ?DlE Show Node Status D # T,

RATv 74 [EE (Adminigration) | > [P R T L (System) [>[A > TF 2R (Maintenance) | > [/3y FE&EHE (Patch
Management) ] Zi®R LT, [/XvF DA A h—/L (Patch Installation) ] X— TR Y 797,

RTYTE B HY ) —RIZA VANV LIy TFOOA T av Ry %7 Vv L, [/ —KAT—X A%
27k (Show Node Status) 1227 Vw7 LTA VA MR ET L2 2R LET,

RDEZRY

12t h o ZY) ) —=RTRyFo A A =N TEHMLENLDLGAEE., /— RBREMES
THHZLEERL, TR AZBYKRLTEYD ) — Ry FE A A =L LET,

(] N
VIO F7/NyFOO—)L/I\NYY
D ) — FORBEO—ETH D PAN DS/ Ny FOr—LoNy 7 23479 5 & &1L, Cisco
ISEIZ ko TEDNNy TFREBENDO T T A~ ) —REFTRTOEH U HXY ) —RiZa—1L 3y
7 ENET,
1R BRI

« A= N—EEEE Y AT DFHEORHEE D —ANE D Y TON TV ARERH Y £
j‘o
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B oroz7 07 0-nnvsoriqarsay

ATy 71 [EE (Adminigration) 1> [ AT L (System) >[4 > TF 2R (Maintenance) ]>[/Vy FEE (Patch
Management) ] Z&#RL 7,
RT9T2 BEREZO—NNy I THRyTFR=Ta D4 TvaRE 2707 LThE, [B—nNy
(Rollback) 1 %7V v 27 LET,

GE)  RNyFowv—nA "y 7 OETHIX, [y FEH (PatchManagement) |<— EOEEED 5> &, 7
7 & A T& % DL Show Node Status ? 74 T3,

PANINS DRy FDr—LNy ZN5E T35 &, CiscolSENSHBINIC 77D hE&hEd, B
N7 A L TEDHEHITRDETHESMFEOVNERNDH Y £,

AT9FT3I vr A %, X=VO—FFIZHDH[TT7—2L (Alarms) (V7% 27V v 7 LTr—IA Ny 7 HIEDA
TR AERRFLET,

ATv 74 [EE (Adminigration) | > [ R T L (System) [>[A > TF 2R (Maintenance) | > [/3y FEHE (Patch
Management) ] 3R L £7,

AT9TE RyFou—NNy 7 OETIRIEFRT D121, [/ T EEL (PatchManagement) |-X— T3y F % i3
LU, [/— KAT—HZ A%FK (Show Node Status) ] %7 U v 7 LET,

RT9T6 RNovFOFTvarviZrw sy L, ¥ F) ) —RET[/—RKAT—% 2% %R (Show Node
Status) |27 Vw7 LT, TONXyFRBEANOTRCTO /) —RKhba—A"y 7 SNl L aHRALE
R
ZONRyFRE—INy T TN WED XY ) — KBS, 0/ — KPBEHPTHLZ &
EHWRLTODL, 7R %2 ) —ERERTLTEVO /) — RhbETEra— 1Ny 7 LT &V, Cisco
ISEiZ, ZDONN—2a DRy TFNA A R—LEINTNDE ) — RIPbDHRXyTFrea—NL Ny 7 LET,

O » A N —

YO b7 NN\yFAOA—=I)LIN\NYIDHA 54>
JEBHOD Cisco ISE / — R bRy F o — Ny 735 5I121%, AN PAN DO AT 21— )L
Ny LET, ZHITKRIT D E, B XU ) — Ko Xy TFna—Ly 7 INET,
PAN T — /LNy 7 70 ARKKLESEEIL. B F 0 ) —RnboyFa—iL "y
ThbhE¥A, 2770, WTRroB o Z D ) — R TRy Foa—b_y 73 RBLT
b BEANOEROEDFEY ) — RNy FOa—LNy 7 TSN E T,
CiscoISEIZ L BEH L H U J—=FnbD Xy Fa— "y 70\ #\iTHo L &, 5l &#HiE PAN
GUI B X A7 #FITTEET, BH U F T ) — R, a— ARy 7 BICHEEESIINE
—§—O

INYTFDA VA P=ILELVO—=ILINY I DEEDORT

AVAR=AEINTWDH NNy FIZEET 5 LAR— FERRT 2103, ROFIEEZETLET,
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» Cisco ISE & Active Directory Z A L £ 77,

Active Directory & DFEA OFERIZ OV TIE, IROHEEZSHR L T E S0,

Configure Active Directory as an External Identity Source
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BLOCNIZE®E] ) .

2. [fEOFH (Update Value) 1% 27 U v 27 LCLY AN ZFEHLET,
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® Unknown CA in chain during a BYOD flow
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Details) |V 7 %27 ) v /35 LFRINET,
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