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B tro 57U PANSEGMAT / — R CiscolSE U U —R 24127 v THL— KT 5

hHUS ) PANB LU MIT/ — K% CiscolSE') \)—R 2427w TH5L—KT 3

FIE

AT T1
ATvT2
ATv73
ATv74

ATy TH
ATvT6

ATy 71
ATvT8

Cisco ISE DM E L TEH T 7Dy 77 v TEAER L E T,

Bl H U PAN J — REBEMERL T,

ek Szt 1> %) PAN / — K% CiscoISE U UV —RZ 24 |[ZFA A—Vfb L £,
Ny I T T T—=ENHISEREEZRILL, 2O/ —REHLWEROTI74~) /—FEL
THELET,

T AV R — REEBEZEH L T RWGETT, B 4 U PAN 72 b ise-https-admin CA FiEH]
EEAUFR—FLET,

EH ) MnT / — REB&MERL £,

BErfRbR S NT=8 > Z U MnT / — K% CiscoISE U U —R 24 |2 A A—U{L L ET,

BUED ISEEM ANy 77 v 72 L, HLWRRAREO 774~V MnT & LT/ — &%
MEEET, ZHUTEBATRERFIETHY . e 7 2@ET 5 0ER D D5 B DOHFETT
LMENDH Y £,

R)S—H—ER/—K%CiscolSE!) )—R 2425 M&HE 3

FIE

ATy T
ATy T2

Cisco ISE / — FVEE DOV A MBI SN TWEEAIE., &IC (Eh & U PANEB LD

MnT / — R&&Te) A MIEMAATHEZRPSN 2B S TH D, oA b rEE7: PSN
EBINEE, TDO% BEfFO CiscoISE D77 A4~ VU PAN BLOMnT / — K&&Te) 44 b
WAEF ATREZ: PSN 25N S $£9,

PSN % Sdaefiffn L 97

PSN % Cisco ISE U U —2 2.4 D/~ FITHA A =L L, B LU CiscolSE U U —2 2.4
JRBBREEICS ST £

RDBERY

CORRT, BOMICT v 77— FESNZERRELZT A M52 aBEoLES, Zh
ZATOTIE, v B EET DM E I EfMEB L, Ty 77 L= Rahe/ — @ L vk
BRLTWDZ xR LET,
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F54 < 1) PAN & U MnT % Cisco ISE 1) Y —2241=7 v 75 L— k53 [

T54<1) PAN & U MnT % CiscoISE ') 1) — X247 v TSI L—FF %

FIE

ATFYT1 794 ~<YMnT /—REHA A=k L, BHZ U MinT & LTHLWEREREICSMEE
ESc

VAR— MHOT =2 2T 5813, EMAN Y77 v T Oar—&2t b Z ) MiT / —F
WZHETTLET,

AT T2 774~V PAN /J —R&EHA A—=U{LL, B &Y PAN & L TH LWEBIREICS IS &
iﬁ‘o

GUI /5 Cisco ISE BRAD 7y TS5 L—FK

GUI Av 5 D Cisco ISE BFAD 7 v 75 L—F

Cisco ISE TiL, BHER—ZNANE GUIR—ZD—T0 b ENT=T v 77 L — IRt S F
T, T 77— RFa R IRECHELEIN, 7Ty 77 L— ROETREB L — KD
AT —Z APEMIICFRRINET,

[#E (Overview) | <— D [E¥# (Adminstration) |>[7 v 74 L— K (Upgrade) A —==2—
F7va iz, BENOTXTO /) — R, 20/ — R THHRAVYF A A M—=LER
TWBHISEDON—=Vay, BIOY) = RORT—FA (V=BT I T4 T0¥T7 7747
) DIVASNES, /=BT 277 4 7IRIREBTHLHEICORT v 77 L— REbliaT
TET,

BHERR—ZNANLDGUINR—ADT v 77— R, BAEV Y —220UBT, VJ—2
201 L EICT v 7T L — RTBG/ICOBRYFR—FINET,
1J1)—X20. 201, 21, 22F+F23 ) )—R28~DT7 v T L—FK

U —220LEOEHER—Z/VEFEH LT Cisco ISEBABRBEOTRTHO /) —F&2T7 v
TL—RTHZ L TXET, F£7-. CiscoISE 2.0 LD RER 2R MY U — R & —fEH972
WAV YY) =27 v IS —RT52 L TEET,

CiscolSE24 7 v FUL—KAA K 7y FoL—Fa% ||
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. JY—220, 201, 21, 22F=F23HhB Y Y—R24~DT v TJTL—F

\}

1R BHHEIIZ

FIE

G¥)

CiscoISESTANDALONE / — K& 7 v 77 L— RF 54846, FRIEBEFEORMND / — REX
FkfEER L CUW T STANDALONE O 7 v 7' 7 L— RESFATT L5551, 777 b— R&Bta+
BHIZ,  T/opt/oracle/base/admin/cpm10/dpdump| DX AT & 5§ T D upgradedb * properties
T ANEHIRT DMLENRS Y ET,

EROT 7 A Nz HIBRT 512130 — MRS L EE 2 726 Cisco TAC IZBRIWAHEL 72 S
VY, BEIIC DU TR CSCViBT302 BB L TL &Ly,

FREOEGERIT, 201844 A 13 HLVANCTY v 77 L— 77 AL
(ise-upgradebundle-2.0.x-2.3.x-t0-2.4.0.357.SPA.x86 64.tar.gz) %X Vv — K L7ZGED LY
-(“—g_o

Ty 77— RTINS, ROEEPRTET L TNDZ LR LET,
«ISE DR EB I ONEAT =X DN 77 v 72 B LET,
VAT AR T DNy T T RS LET,
ATV a— VLI I Ty T EEHICLET, BEOT v 7 7L — RBRET L6,
Ry I T T AT Y 2a—)VEFERELET,
GEREB L OREX—EF = AR —FLET,

IRV MNIERELET, Ty T T VL= N MV adyra— KL, 2OURY I
&AL £,

* Active Directory DZ 17 L7 ¥ % /L & RSA SecurlD / — RFLED A EA T £ (%Y
TH5EE) o ZOFEHRIX. 7 v 7Y L — R&IZ Active Directory F 7213 RSA SecurID #—/3
\ZHERE T D T DI EE T,

T T T V= RONRT f—~ A% ESE LI, EBHT -2 EHELET,
cURY MY DA F =Ry MERP R THD Z 2R LET,

A\

GE) URPKRINDS ) —FRIT v T T L — KRR FLadyra— R
TH556. X Ura— KPRETTHETIZIS U EIND EX
vra—RKRXA LTy NLET, ZOMEZX, A ¥ —%>v b
DOHARNE N R0 To DI RAE L E T,

ATy TN EHER—HIND [T v 77 L—F (Upgrade) | ¥ 7 %27V v LET,
ATw T2 [fi1T (Proceed) 1% 7V v 7 LET,
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ATvT3

ATv74

ATy TH

YU—220, 201, 21, 22 FF23 50 U—R28~0F7 v TTL—F |

[LEa—F=v2Z U X (ReviewChecklist) 17V 1 > FUBRFIRSNET, RS- FIHE

MR LTI,

[F=v 7 VA NEM#HREH (Ihave reviewed the checklist) | F = v 7Ry 7 A% 412, [

1T (Continue) 1 %7V v 7 LT,

[/S2 RLvdD ) — R~DZ 7 1m— K (Download Bundle to Nodes) | 7V o & RUBRE/RINF

D

YR RMIND ) —=RNZT vy 77— RN RV EFyra— RLET,

a) TS T V=K RV EX T a—RT5 ) —ROBOFT =y IRy 7 Aed NI LE
j—O

b) [#7>r—F (Download) ] %7V v/ LE7,

[VARY MU BIONY RALDOER (Select Repository and Bundle) ] 7 1 > RUNRERI N
£

) UARY N ZBRLETS,
B /) —RCRICUVARY M) EREFERLZVARY N ZRIRTEXETHR, CD /) —
RTRILT v 77 L— RN RAVERIRTHILERH Y £,

d) 77T VL—RNERT LN FVDBRICH DT =y IRy 7 AEF T LET,

e) [fEi® (Confim) %7V 27 LET,
NURAR ) —RiZFvra—Rapnub e, /J—RKRRAT—=X AN [T v 77 L— ROHEi
HEENE L7 (Ready for Upgrade) ]ICZ80 0 £77,

[%¢1T (Continue) 1 %27 VU v 27 LET,

[/—FR®O7 v 727 L—F (Upgrade Nodes) 17« > RUMMFERENET,

1'BEOBHAEFLLVEBRERTT S [Ty Y L—FK (Upgrade) 774> Ky

=Sywem  + Wentty Maragemest  + Metwork Rescurces  » Devios Poril Maragemest  paled Sendces  » Faed Sorvioe Thvsat Centic NAC
ek e b e sl s I it Ehow 0 s

Desoyrent  Losrsng  + Cosfostes  #Loggng o Maionance  Upgrads  » Backun & Restre & Adsn Acoms » Setings

Phare Domphrproat Sipgeaca (2.4 0.27T)

Splact nodes for sequence 7

o wiis the et soe 0 Lgsprasde falluss jappicinis for Pobicy Servics Nodes oely)

ATFYT6 Ty T L —RIEFEZERLE T,

CiscolSE24 7 v FUL—KAA K 7y FoL—Fa% ||
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. JY—220, 201, 21, 22F=F23HhB Y Y—R24~DT v TJTL—F

J—REHLWVEICBEI ¢S L, 777 L— ROHEHERMN [/ — Ko7 v 77 L—
K (Upgrade Nodes) |V« RUIZRRSNET, ZOFEREMFEHL T, 7Ty 77— R&Et
WL, XU 24 L5/METEET, BH/ —RNEE=XV 7 ) — ROXTEBIOEHD
RY =P —E R = Fhb255E1E, LTOFIRICENET,

a) T7ANBTIE, BH X VER ) —NX, 7Ty 77 L—RIBEFORINZY A F ST
FT, Ty 7T VL—FEIZ, 2O/ —RiEHLLWERTT I/ < V&R ) — RIZe) E
j—o

b) TIAVE=HX VT ) —FRiE, WIZHLWERICT v 77 L—FRK&Ensd /— RKT7,

) R —HP—btR/)—FEHERL, FFLVEHIIBEILET, KV —P—E R/ —F%
Ty 77— Rt BIEFEERE X £,

RY =P —v A2/ — KL, BRICEZRWITLTCT vy 77 L—RT&EET, RY—
P—ER /) —FDEy FEERIRL, WITLTT vy 77 L —RTEET,

d BHoH) E=FV 7 7—F&EERL, HLWVERICBEL X3,
e) WL, TIA~VEH ) — RERIRL, HTLWEBRICBEI L ET,

RTFVT1 ToTTVL—=RFRT7 v 77 L—RIEBFONTFANORY —H—t R ) — R TRKLEZHAT
L7 v T — REHITT HI2E, [RFETHLT v 77 L— R&EKITT % (Continue with
upgrade on failure) | T = v 7R v 7 A& A NI LET,

IOFTvaiF, BHUFIVER ) - RFBIOT I~ 2= T ) — FNIZE#EH S
NEHA, TNHDO ) — ROWTNNIEENEETHE, Ty 77 L— KRR dn—L
Ny Z73NET, RV —HF—ERX /) —ROWTNPBRTEE, B F) =4 T
)= FBIOTIA~<VER /) —NIT7 v 77— a7, HOERENICEY £4,

ATV T8 [Ty 77 L—1F (Upgrade) |22 Vv 7 LT, BOT v 77 L — RKEHBELET,
2: 79T L—FOETRRERTT B [7v T L—F (Upgrade) ]*7 14> K

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings

Ovendew  Upgrade

Review Checklist 2 Download Bundle to Noda(s) 3 Upgrade Node(s)

Deployment (2.3.0.298 ) New Deployment Upgrade (2.4.0.277) Tatal estimated time: 1140 mins
& Seected Sequence Node Group - Host Name  Persona

Node Group - Host Name 1 ise144.indiasys.com

] Batt1indlanys.com 2 ise136.indiasys.com 5% Upgrading...
] Ise136.indiasys.com
ise146 indiasys.com Upgrade queved
I Nodegrp - ise146.indiasys.c... Poli i 3 Policy service
ise145 indiasys com s Upgrade queued
v l NodeGrp2 - ise145.indiasys... Policy servi
I oo 123 xchatya.comi . ise138.indiasys.com g = Upgrade queued
I S ise147.indiasys.com s Upgrade queued
I Iset37 indiasys.com 5 ise 137 indiasys.com Monitor SECONDARY 2 Upgrade queued
I ise143.indiasys.com (] ise143.indiasys.com AJMIN SECONDARY Upgrade queued &
7 Select nodes for sequence 7

upgrade fai y Nodes only}

&)= ROT7 v 77— ROEITIRNRERINET, EFICETTLE, /—RORAT—X
AW [T v 77 L—R5ET (Upgrade Complete) ]IZEH Y £7,

[l CiscolSE247 v U L—FHA K Py TFTL—KA%E
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GE)

YU—220, 201, 21, 22 FF23 50 U—R28~0F7 v TTL—F |

BEHER—ZNNG ) —REeT v T 7 L— RT5E X0, AT —FANERFMZEL
WG S 80% DEFEOHE) X, CLINLT v 77 Lb—RaZxF =y 7350
A= NINET T T V= RDAT—Z A F =2y ) TCEET, 7Ty TTL—FD
TR A R T D121, CLIICwe 7 A »F 5 h, CiscolSE/ — KD =a Y — ik
R LET, show logging application =~ > RZfEHT 5 &,
upgrade-uibackend-cliconsole.log 3 & \N upgrade-postosupgrade-yyyymmdd-xxxxxx.log % 3%
RTEET,

show loggingapplication 2~ > R4 25 &, CLINBRDT v 77 L—Fr &k
RTEET,

*DBT—4D7 v 7L —Kns
DB AF¥—~vnr

ePostOS 7 v L—Fua

#7152 = — [The node has been reverted back to its pre-upgrade state] 73F% R~ IN725E6

X, [Ty 7P L—F (Upgrade) |V« > RUIZBEIL, [ (Details) |V 27227 U7 L
F9, [T v 77 L— RORKOFEH (Upgrade Failure Details) ] 7 4 > K IZit#i ST %
MEEZ R LET, T XCOMBEZMR L%, [Ty 77 L —FR (Upgrade) 1227 U2 L

T, Ty 77— RemiEdhLE7,

GE)

HLWEROT I A< VE ) — RTRAF v 5 —Z OREFLFENFEIT L TV D
G TTATVER ) — N/ — RaBRTEEtA, RAF v EEF T ARKT
TLHETHOD (K200 ZLR3HVET) | $BFT v 77— REiT/ —
ROF LWER~OX I, &8 (Administration) ]>[3 A7 A (System) ]> [3X
& (Settings) ]>[RAF ¥ (Posture) ]>[HHr (Updates) ] X—I b, RAF ¥ D
HE EPERE 2 T 5 Z LN TEET,

CiscolSE24 7 v FUL—KAA K 7y FoL—Fa% ||
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B curcociscosegEO7 v T L— 1

CLI » 5 ® Cisco ISE BERHD 7y 5 L—F

7yvIoL—FZ7AER

\}

GE)

CiscoISE A X > KT ay /) —R&T v 77 Lb— RT3 556, $EREORMNS / — i
BIFFIR L COWTRE L RT D7 v 77 L— REETT2581%, 7y 77 L— N&Bilh
T 5HNIZ,  [/opt/oracle/base/admin/cpm10/dpdump | /XA & % 3T D upgradedb_* properties
T ANEHIRT DMER DD £,

BT 7 A NNEEIET BT — MERDS LB S -8, Cisco TAC ICHE T 2 MLBN
HYFET, FEMIZOWVTIZ CSCvig7302 ML TL 72 & Wy,

ZOEBERIX, Ty ST L—RT7 AL
(ise-upgradebundle-2.0.x-2.3.x-t0-2.4.0.357.SPA.x86 64.tar.gz) 73201844 A 13 H L Y LAEICH
U n— RINIGEICOHNETT,

AR R7AY/)—KRO7yvFToL—FK

application upgrade =~ > REZEEFH L=, 77UV r— a2 7 v 77 L — K prepare 5
X O'proceed 2~ RERESINTIEFIHEH L CAX L KTy ) — KT v 77 L— KT
HTLEHLTEET,

BEL, RY —Hh—t A pxGrid, BEIOE=F V7OV FEHYT LA KT Y
/ — R® CLI & applicationupgrade =~ > RZFETTEXEd, ZDa~vy NEEEFITT D
Y& X, application upgrade =~ > K& EITT HANZ U E— MU AT MU hS Cisco ISE / —
Roa—hVF f ATICT v 7T L — R Rbdzabt’™— LT, 7 v 77 L— KO %285
THZ LWL ET,

4>V {2, application upgrade prepare =~ >~ N & application upgrade proceed =~ > R %
952 & HTXE, application upgrade prepare 2~ > REZHEHT5 L, 7y 77 L— RN

YR ra—REh, n=MciiEnET, Zoavr FEUVE—-F IR U0
5 CiscoISE / — ROu—INT 4 ATIZT v 7T L— R Kregar—LEd, /— %

Ty T L— RT LN TE 725, application upgrade proceed =~ REETLTT v/

JU— REEFICETLET,

LPLUFCitBAJ" % application upgrade prepare 33 2. 0 proceed =~ > R&EITT 52 L2 B8

LET,

IR& B
Ty 7T L— ROEBIZET 2EOMAELTIHA T IE I,

[l CiscolSE247 v U L—FHA K Py TFTL—KA%E
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FIE

ATy

ATy T2

ATvT3

28y krnyvs—koryIsL—r |

a—ANT A AT DOIVRY N EERLET, 72& 20, Tupgrade] &9 UARTY Y Z4ERL
TEET,

B -

ise/admin#¥ conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are

not replicated to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services
restart.

ise/admin (config-Repository) # exit

ise/admin (config) # exit

CiscoISEa~v> K7 A4 A4 Z—TxA A (CLI) 75, application upgrade prepare =~
R ATLET,

ZDavr KL, Ty 77— KR RAVERIOFIETIER L7za—H 1V ARY U Tupgrade]
22— L., MD5 & SHA256 F = v 7 Arx—EFR i LET,

1

ise/admin# application upgrade prepare application upgrade prepare
ise-upgradebundle-2.0.x-2.1.x-2.2.x-2.3.x-to-2.4.0.x.SPA.x86 64.tar.gz upgrade

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

GE) 7 v77L—Rt%, SSHRRHE Tr 71 > L. show application status ise =~ > K%
MT22&T Ty7 7 L= FOEITRUZFERTEET, ROA v E—UNERS
VET, % NOTICE: Identity Services Engine upgrade is in progress... |

Cisco ISE CLI 7%, application upgrade proceed =~ > K& A1 LE T,
11

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli

CiscolSE24 7 v FUL—KAA K 7y FoL—Fa% ||
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STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/30, UPSUpgradeHandler(2.4.0.101)... Done in 50 seconds.

- Data upgrade step 2/30, UPSUpgradeHandler(2.4.0.116)... Done in 0 seconds.

- Data upgrade step 3/30, MachineAuthenticationSettingsRegistration(2.4.0.120)... Done
in 0 seconds.

- Data upgrade step 4/30, GuestAccessUpgradeService(2.4.0.126)... Done in 15 seconds.
- Data upgrade step 5/30, RegisterPostureTypes(2.4.0.127)... Done in 1 seconds.

- Data upgrade step 6/30, UPSUpgradeHandler (2.4.0.127)... Done in 0 seconds.

- Data upgrade step 7/30, UPSUpgradeHandler (2.4.0.134)... Done in 0 seconds.

- Data upgrade step 8/30, NSFUpgradeService(2.4.0.140)... Done in 0 seconds.

- Data upgrade step 9/30, NSFUpgradeService(2.4.0.155)... Done in 1 seconds.

- Data upgrade step 10/30, UPSUpgradeHandler (2.4.0.158) Done in 1 seconds.

- Data upgrade step 11/30, NSFUpgradeService(2.4.0.160)... Done in 0 seconds.

- Data upgrade step 12/30, NSFUpgradeService(2.4.0.161)... Done in 0 seconds.

- Data upgrade step 13/30, NSFUpgradeService(2.4.0.179)... Done in 0 seconds.

- Data upgrade step 14/30, NetworkAccessUpgrade(2.4.0.182)... Done in 1 seconds.

- Data upgrade step 15/30, StorageUpgradeService(2.4.0.183)... Done in 0 seconds.

- Data upgrade step 16/30, DnsHostnameResolutionRegistration(2.4.0.190)... Done in 0
seconds.

- Data upgrade step 17/30, ProfilerUpgradeService(2.4.0.194)... ..Done in 131 seconds.
- Data upgrade step 18/30, CertMgmtUpgradeService(2.4.0.200)... ..Done in 167 seconds.
- Data upgrade step 19/30, NSFUpgradeService(2.4.0.214)... Done in 0 seconds.

- Data upgrade step 20/30, ERSDictionaryRegistration(2.4.0.215)... Done in 0 seconds.

- Data upgrade step 21/30, NetworkAccessUpgrade(2.4.0.216)... Done in 0 seconds.

0
- Data upgrade step 22/30, ProfilerUpgradeService(2.4.0.227)... Done in 0 seconds.
- Data upgrade step 23/30, ProfilerUpgradeService(2.4.0.228)... Done in 6 seconds.
- Data upgrade step 24/30, ProfilerUpgradeService(2.4.0.229)... Done in 0 seconds.
- Data upgrade step 25/30, NetworkAccessUpgrade (2.4.0.240)... Done in 0 seconds.
- Data upgrade step 26/30, CertMgmtUpgradeService(2.4.0.293)... Done in 7 seconds.
- Data upgrade step 27/30, ProvisioningUpgradeService(2.4.0.299)... Done in 0 seconds.
- Data upgrade step 28/30, NSFUpgradeService(2.4.0.336)... Done in 2 seconds.
- Data upgrade step 29/30, ProfilerUpgradeService(2.4.0.336)... Done in 0 seconds.
- Data upgrade step 30/30, GuestAccessUpgradeService(2.4.0.336)... Done in 26 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

M&T Log Processor is not running

ISE database M&T schema upgrade completed.

cat: /opt/oracle/base/admin/cpml0/dpdump/upgradedb*.properties: No such file or directory

Gathering Config schema (CEPM) stats .....
Gathering Operational schema (MNT) stats

)

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this
time progress of the upgrade is visible on console. It could take up to 30 minutes for
this to complete.

Rebooting to do Identity Service Engine upgrade...

INTT YL — RIFsET T,

RDRERY
T oI L— Rt AOMRE (25 =—)

2/ —FEREAODT7YFIL—F
application upgrade prepare =~ > N3 X N proceed =~ REEH LT, 2/ — NERZT »
T —FRLEd, FEIT/ — FOBREREMRL T, BT OILEIHY EFX¥A, Ty 77
L= RYZ7 My =TIXHBINC ) — FEREMRL. BTLWRBICBITLE T, 2/ — NERH
T v 7T L= NI L56, BRI X VER ) —F (/—FB) Z0x7 vy 77 L—F
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THVENSVET, B LX) ) —RKOT v 7 7L —FRemTLEL, 794~V /—F
(/—FA) 27771 —FKLET, ROKTT LI RBEOREDEHEE, ZOT v 77
L— RRIEEZFITHZENTEET,

X 3:CiscoISE2 /) — FEIERERM

ISE Node A ISE Node B
Prima Saco_ndary
Rarin Admin
=esonauty Honttoring
:
15 H B HIIC
s TIATVER ) — RIOREBLOENT =2 DA T~ Ry 77T v S FH)THE
ITLET,
cHHEE=ZY T DO FR BBDE SO ) — RTA =7 M3 TWnWbHZ &%
B LET,

BN FRTITA<VEH ) — R TOHA X—TNTHIHR., Ty 7L —F7
FTRCEV I HFVEER ) — RERUICT v 7L —RT52 R RDENDIDOT, &
T ) — ROEH~L Y F 2 A R—T NI LET,

703 2 —FERTI OOEE ) — ROZNHISEEIE. B &Y ) — ROREA
R LET, MO/ —FKNAZ L RT7ay /) —RZgEdT, MFO /) —RERAZ2 R
Ty /) —RKELTT T L—RL, Ty 7 L—F#iz, Bzt y b7 7 LE
7,

cE= BN LT AYLY TN OD ) — RDIBTA F—T VOH4A . WRICHETeRIC o 2 — R
DE=H Y TPV F oA X —T M LET,

FIE

ATV CLInb®h o HY) )—FK (J—FKB) 7 v 77 L —FL%ET,

Ty 77— R7uak AT, HEIMIZ, — FBREBRENSHIBRESL, 7Ty 77 L—FKanh%
T /—RBEBHEHTLE, 774~ Y ) —RIT v 77 L—RShET,

RFYT2 Ty TFTL—F/)—FA,

CiscolSE24 7 v JU L—FHA K : 7y T L—FAE .
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ise74/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment...

STEP 5: Taking backup of the configuration data...

STEP 6: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli

STEP 7: Running ISE configuration data upgrade...

- Data upgrade step 1/30, UPSUpgradeHandler(2.4.0.101)... Done in 42 seconds.

- Data upgrade step 2/30, UPSUpgradeHandler(2.4.0.116)... Done in 0 seconds.

- Data upgrade step 3/30, MachineAuthenticationSettingsRegistration(2.4.0.120)... Done
in 0 seconds.

- Data upgrade step 4/30, GuestAccessUpgradeService(2.4.0.126)... Done in 14 seconds.
- Data upgrade step 5/30, RegisterPostureTypes(2.4.0.127)... Done in 1 seconds.

- Data upgrade step 6/30, UPSUpgradeHandler(2.4.0.127)... Done in 0 seconds.

- Data upgrade step 7/30, UPSUpgradeHandler(2.4.0.134)... Done in 0 seconds.

- Data upgrade step 8/30, NSFUpgradeService(2.4.0.140)... Done in 0 seconds.

- Data upgrade step 9/30, NSFUpgradeService(2.4.0.155)... Done in 1 seconds.

- Data upgrade step 10/30, UPSUpgradeHandler(2.4.0.158)... Done in 1 seconds.

CiscolSE24 7 v JU L—FHA K : 7y T L—FAE .
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Done in
Done in
)... Done in

- Data upgrade step 11/30, NSFUpgradeService (
- Data upgrade step 12/30, NSFUpgradeService (
- Data upgrade step 13/30, NSFUpgradeService (2

2.4.0.160) ...
2.4.0.161) ...
.4.0.179

- Data upgrade step 14/30, NetworkAccessUpgrade (2.4.0.182)... Done
- Data upgrade step 15/30, StorageUpgradeService(2.4.0.183)... Don
- Data upgrade step 16/30, DnsHostnameResolutionRegistration(2.4.0
seconds.

- Data upgrade step 17/30, ProfilerUpgradeService(2.4.0.194)... ..
- Data upgrade step 18/30, CertMgmtUpgradeService(2.4.0.200)... ...
- Data upgrade step 19/30, NSFUpgradeService(2.4.0.214)... Done in
- Data upgrade step 20/30, ERSDictionaryRegistration(2.4.0.215)...
- Data upgrade step 21/30, NetworkAccessUpgrade (2.4.0.216)... Done
- Data upgrade step 22/30, ProfilerUpgradeService(2.4.0.227)... Do
- Data upgrade step 23/30, ProfilerUpgradeService(2.4.0.228)... Do
- Data upgrade step 24/30, ProfilerUpgradeService(2.4.0.229)... Do
- Data upgrade step 25/30, NetworkAccessUpgrade (2.4.0.240)... Done
- Data upgrade step 26/30, CertMgmtUpgradeService(2.4.0.293)... Do

- Data upgrade step 27/30, ProvisioningUpgradeService(2.4.0.299)...

- Data upgrade step 28/30, NSFUpgradeService(2.4.0.336)... Done in
- Data upgrade step 29/30, ProfilerUpgradeService(2.4.0.336)... Do
- Data upgrade step 30/30, GuestAccessUpgradeService(2.4.0.336)...
STEP 8: Running ISE configuration data upgrade for node specific d
STEP 9: Making this node PRIMARY of the new deployment. When othe
it will be added to this deployment.

STEP 10: Running ISE M&T database upgrade...

M&T Log Processor is not running

ISE database M&T schema upgrade completed.

0 seconds.

0 seconds.

0 seconds.

in 1 seconds.
e in 0 seconds.
.190) ... Done in 0

Done in 122 seconds.
.Done in 248 seconds.
0 seconds.
Done in 0 seconds.
in 0 seconds.
ne in 0 seconds.
ne in 4 seconds.
ne in 0 seconds.
in 0 seconds.
ne in 7 seconds.
Done in 0 seconds.
3 seconds.
ne in 0 seconds.
Done in 23 seconds.
ata...
r nodes are upgraded

cat: /opt/oracle/base/admin/cpml0/dpdump/upgradedb*.properties: No such file or directory

Gathering Config schema (CEPM) stats .....

Gathering Operational schema (MNT) stats

time progress of the upgrade is visible on console. It could take
this to complete.

Rebooting to do Identity Service Engine upgrade...

wOFNL, IEFRPSN ) —RKOT7 v 771 —KDCLI bF 27 U7

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this

up to 30 minutes for

b

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.

-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment...

STEP 5: Taking backup of the configuration data...

STEP 6: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

indexes after upgrade using app configure ise cli

STEP 7: Running ISE configuration data upgrade...

- Data upgrade step 1/30, UPSUpgradeHandler(2.4.0.101)... Done in
- Data upgrade step 2/30, UPSUpgradeHandler (2.4.0.116)... Done in
- Data upgrade step 3/30, MachineAuthenticationSettingsRegistratio
in 0 seconds.

- Data upgrade step 4/30, GuestAccessUpgradeService(2.4.0.126)...

- Data upgrade step 5/30, RegisterPostureTypes(2.4.0.127)... Done
- Data upgrade step 6/30, UPSUpgradeHandler(2.4.0.127)... Done in
- Data upgrade step 7/30, UPSUpgradeHandler (2.4.0.134)... Done in
- Data upgrade step 8/30, NSFUpgradeService(2.4.0.140)... Done in

[l CiscolSE247 v U L—FHA K Py TFTL—KA%E

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing

42 seconds.
0 seconds.
n(2.4.0.120) ... Done

Done in 14 seconds.
in 1 seconds.

0 seconds.

0 seconds.

0 seconds.
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- Data upgrade step 9/30, NSFUpgradeService(2.4.0.155)... Done in 1 seconds.

- Data upgrade step 10/30, UPSUpgradeHandler(2.4.0.158)... Done in 1 seconds.

- Data upgrade step 11/30, NSFUpgradeService(2.4.0.160)... Done in 0 seconds.

- Data upgrade step 12/30, NSFUpgradeService(2.4.0.161)... Done in 0 seconds.

- Data upgrade step 13/30, NSFUpgradeService(2.4.0.179)... Done in 0 seconds.

- Data upgrade step 14/30, NetworkAccessUpgrade (2.4.0. 182) .. Done in 1 seconds.

- Data upgrade step 15/30, StorageUpgradeService(2.4.0.183)... Done in 0 seconds.

- Data upgrade step 16/30, DnsHostnameResolutionRegistration(2.4.0.190)... Done in 0
seconds.

- Data upgrade step 17/30, ProfilerUpgradeService(2.4.0.194)... ..Done in 122 seconds.
- Data upgrade step 18/30, CertMgmtUpgradeService(2.4.0.200)... ....Done in 248 seconds.
- Data upgrade step 19/30, NSFUpgradeService(2.4.0.214)... Done in 0 seconds.

- Data upgrade step 20/30, ERSDictionaryRegistration(2.4.0.215)... Done in 0 seconds.

- Data upgrade step 21/30, NetworkAccessUpgrade(2.4.0.216)... Done in 0 seconds.

0
- Data upgrade step 22/30, ProfilerUpgradeService(2.4.0.227)... Done in 0 seconds.
- Data upgrade step 23/30, ProfilerUpgradeService(2.4.0.228)... Done in 4 seconds.
- Data upgrade step 24/30, ProfilerUpgradeService(2.4.0.229)... Done in 0 seconds.
- Data upgrade step 25/30, NetworkAccessUpgrade (2.4.0.240)... Done in 0 seconds.
- Data upgrade step 26/30, CertMgmtUpgradeService(2.4.0.293)... Done in 7 seconds.
- Data upgrade step 27/30, ProvisioningUpgradeService(2.4.0.299)... Done in 0 seconds.
- Data upgrade step 28/30, NSFUpgradeService(2.4.0.336)... Done in 3 seconds.
- Data upgrade step 29/30, ProfilerUpgradeService(2.4.0.336)... Done in 0 seconds.
- Data upgrade step 30/30, GuestAccessUpgradeService(2.4.0.336)... Done in 23 seconds.

STEP 8: Running ISE configuration data upgrade for node specific data...
STEP 9: Making this node PRIMARY of the new deployment. When other nodes are upgraded
it will be added to this deployment.
STEP 10: Running ISE M&T database upgrade...
M&T Log Processor is not running
ISE database M&T schema upgrade completed.
cat: /opt/oracle/base/admin/cpml0/dpdump/upgradedb*.properties: No such file or directory

Gathering Config schema (CEPM) stats .....

Gathering Operational schema (MNT) stats

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this
time progress of the upgrade is visible on console. It could take up to 30 minutes for
this to complete.

Rebooting to do Identity Service Engine upgrade...
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