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Cisco ISE~ADRRF ¥ BHDOA YL O— K .

e 2—HID Z—7 [Any] OBEAF0D PRA R EZHIBL 4,

ATy 71 [BE (Administration) ] >[2 AT L (System) > [E’RE (Settings) | > [RAF+ (Posture) |> [HEEE
(Reassessments) | ##IN L E 7,

ATy 72 BN (Add) 1227V 27 LET,

ATV T3 HLWPRA ZERT 2ICiE, [FillisFiosE (New Reassessment Configuration) ] ~<— Y TfHAZH L
e

ATv 74 [F#E (Submit) %27 Vw27 LT, PRAREZIERLET,

EELEY D
EHP RS (10 X—)

Cisco ISEANDRAF ¥ EHFNDFHoO— K

NAF ¥ WHIZIL, Windows 3 L X Macintosh XL —F 4 7 L AT LADOW DT »F 74
WAET U FANRAL T 2T D—HOHFERERFHDFT =y 7, V—)b, B R— IR BLOV
AATHR—FINDANL—T 4 7 VAT AERNEENE T, Fo, m—H L T 7 A
VAT DDEFDRFTDOT — A T hGie7 745 CiscolSE 247 7 A TEHTD
ZEHTEET,

> MU —271Z Cisco ISE # ) TR T 55515, Web WORATF ¥ EHAZX U m— KT
TFET, BE. Zo7aBvRIET20 0000 3, PEX T a— RIS, EOEHNH
Brgic v om— FE5D L 91T Cisco ISE i ETE £7,

Cisco ISE TiX, #IEIRAF ¥ THIFIZ 1 WD, 774/ hORAF ¥ R >—, Bl I
FOMEEZER L ET, T EHIBRL78G . Cisco ISE 1X&FD FEIE /21X A7 ¥ 2 —/b
ENEEHFFICINDZFHERLETA,

1R B

RAF ¥ UV —RA% CiscolSEICX UV ua— RTC&Hbilp)Ee—bhuar—2a 778 A
TEXAE9ICT 51T, 52X3—2D [CiscoISE TOT aXx L HEDIRE] OFHIZHE- T
Iy N =7 aX% T NELLEESINTWNWDZ L 2RI IVNERLISEENH D £1,
[RAF ¥ HH (PostureUpdate) | X— T ZFEH LT, Webn b HHZENIZH V> r— R TX
7,

ATy 71 [EE (Adminigration) ]>[2 X T L (System) | > [ERE (Settings) ] >[RXF+ (Posture) |>[E#
(Updates) ] ##IRL £,

AT9 T2 [Web| A7 a v BRINLT, EFz@cyvra—RLET,

RT9T3 [T 74N MNIERE (SettoDefault) %27 Vw27 LT, [74— KURLOEH (Update Feed URL) | 7 1 —
WVRIZVAIDT 7 4 MEZERE L ET,
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95470 b ERFr KY—0EE |
B «x7-=xosmsyoo—¢

Fy RU—Z TURL UV ZA L7 a e (Faxs h— "Rl L) ZHIRLTWEZDIZ, Eiio
URL ~D 7 7 & 2N B 584 1%. Cisco ISE TRE#H My 7 O URL 25 E L T 7F &0,

ATy T8 [RAF ¥ HEH (Posture Updates) | X— T DEEZEHE L £,
ATFYTE VRanbOEFRE X 7 — RT5120%, [T <EH (UpdateNow) 127 U v 7 LET,

T s, [RAF v FH (Posture Updates) |~ —IZ, [RAF ¥ HEH (Posture Updates) ] ~<— D
[FHE S (Update Information) |27 ¥ a3 V OEFOMRE L THRED Y AT BH O NA— 5 AFRNE
IRENET,

AT9 76 [TV (Yes) 127V v 7 LTHATLET,

BENEYY
RAF Yy HHFOABHE 7o — R (12°3—)

RAFYEHFOEHEAVO—F

BOIDOEFHHRIZ, FFemR L., BEMIZA Y o — K953 91ZCiscolSEZRETE E7,

1R BHHIIZ

cBHNCARATF Y HHHEF T a— KL T, BHz/MiL, BEMICA Y a—KT5L89
|2 Cisco ISE Zf% & L TEBL LERH D F9,

ZF v 71 [EE (Adminisration) ]>[Y R T L (System) |>[B®FE (Settings) |>[RXF+ (Posture) | > [E#
(Updates) 1 ##IRL £,

RATY T2 [RAF v HH (Posture Updates) |3— T [FIHIEIEN S Bl S5 HHTO BB (Automatically check
for updates starting from initial delay) ] F = v 7R v 7 A& 4N LET,

AT w73 WIHEIERRE A hhmm:ss DTERTAS LET,
Cisco ISE 13, FIHIEIER ] O T2 ICHER 2 Bilis L7,

AT T4 FEERAEREEMN A LET,
Cisco ISE |Z#IHAEIER 2 D E L@ T, BRICEHZ2 X v ua— R LET,

ATw TS5 [R1E (Save) 1227V v LET,

RAF v iHE D FI AR EDEKTE

RIZAY L, VIAT Y FORAF YA 5L, 7947 b=V MILY —
)72y U —27 77 v AWE S FE R SE T, ZommEmiciE, FIARE (AUP) ~D U
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I HSAT7 M RRF¥ RYS—DHTE
w27 vet |

IREENTVWET, =2—TFRYV 2% 7Y v r+5E, Xy b= RS FTTS
NR=VIVFA V7 PENET, FORUEEZHH, RETHILERHY £,
EFHREHREICIT. —BOa2—HFIDIV—7, Fi3a—FID I NV—TDO—EOMLED
BB TT, Cisco ISE TN —F LIz2—WID 7 /L—7 D AUP % 7,21F. AUP Z#E/R
THIIAT v =Yz MEBELET,

ATy 71 [EE (Adminigtration) [ >[2 X F L (System) ]>[EXE (Settings) ]1>[/RRXF+ (Posture) 1> [FAHRE
(Acceptable Use Policy) | Z3®R L £,

ATy 72 B (Add) 1227V 27 LET,
AT T3 [HHRAAHEFE (New Acceptable Use Policy Configuration) ] ~X— Y CEAZZH L £,
ATy 74 [ZEE (Submit) 1227V v 7 LET,

RRF v &t

RAF v FFIFROBERMGEEONT NI ET, 77 A, LYARN) 7TV r—T 3
V.= R, FRIEIT 42 a T VS, L OBEMSEIED S b D 1oL EOSMEIZ X o
THEHALEDHR SN, BASMFIIRATF v B L BT 5 2 N TEET,

F v RU—71Z Cisco ISE ZH]H TRERMT2LE1E. Web DORATF Y EHAEX 7 rn— KT
XFET, 20T RIL, YIIRATF ¥ EH LT ET,

MR AT ¥ HH D%, Cisco ISE (T A T EZXRDHMB LOEA R BIEKLET, v A=
EROBMEIITT LT 47 AL LTpe BMHT BN, BEESKMHIT L7 47 AL LTpr 8
fFFoinTnET,

HAF Il RAF Y BHFOFERLE LTI RAIEBEDORMEE Web 2N L THE 7 a— T 5%
EIIZCiscolISEAXRRTETHI LB TEET, VAATERDRAT ¥ FAFZHIFRE 72 ITMwES
52 LIFTEEE A,

A= PERORMLL A I ERORJMFIIL, BRI LEERMOWMGREENET,

BEHRRF v &4

[RAF ¥ F 57— 3 (Posture Navigation) |4 »ZfEH LT, IROBEMENFZEHTE
ij‘o

« T AN D T ANVDIFE. T7ANDA. BXOIFAT L DT 7 AL 23—
Va v EHERT D5,

LV ARMIEME LAY F—DFEEERITIIAT ROV AN 2 —OfEE T
ER A U
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95470 b ERFr KY—0EE |
B zarz7oxtorm

TN —a it T =g E I e AN TA T ETEITENT
WAMNEFITEITEN TV R WD EHERT 5 50k,

N

GE)  7TavARA ARV ERETINTWDHEE, 22— IR
LET, 72720, 77V r—va U SERdiay vy 7 TEIEL T
WAHEAIE, 77V r—2a DA VA =L ENTELFET
INTWRL S, m Ra—WFFHERLES, 7SV Fr—va v
DA VA R—=NVENEITEINTWDHEA, = R —W I8 L
T A,

e —EREM AN T TA T b ETIATIN TV DD E LT T I TV
ffﬁﬁu T%)?kﬁ:

e F 4 aFt IS F o a TtV B EEHERT A KM,
cUSBSM: USB~A A ML — TN, ZADOFEEF = v 79 D554,

BENEY Y
7 7 A NVEIEORE
LY A MY SO E
TFYr— g EREDORE
P—EARMEORE
T4 7 a Y B ORE
USB §&:MF D% E

BRIRNAF v EHDER

RAF ¥ RY —F I IMMOEESFGETHEATE D, 7740, LYARNY TV r—v =
V. P—bEA BXOT 47 v af U EMEEEERTEET,

4R8O HHEIIZ
RDHAT ZFEATT HIIE, A—N—EHELELIIR) O —EHETHLLERH Y £7,

ATw 71 [[R) >— (Policy) ]1>[R")—EH (Policy Elements) ]>[£&# (Conditions) ]>[RAXF+ (Posture) ]
EIRL 7,

RT9T2 [Z77A41 (File) |. [LYABRY (Registry) |, [7 7V — 3> (Application) ], [h—E A (Service) ].
FX [T« 7 >3 ) U EHMZM (Dictionary Simple Condition) ] DWW U218 L £ 9,

ATv 73 [EM (Add) 1227V 27 LET,
ATy T4 74—V RICEREE A LET,
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b_ise_admin_guide_26_chapter31.pdf#nameddest=unique_1093
b_ise_admin_guide_26_chapter31.pdf#nameddest=unique_1094
b_ise_admin_guide_26_chapter31.pdf#nameddest=unique_1095
b_ise_admin_guide_26_chapter31.pdf#nameddest=unique_1096
b_ise_admin_guide_26_chapter31.pdf#nameddest=unique_1097
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wakzr vt [

ATw 75 [ZFEIE (Submit) |22V v 27 LET,

BEERAF v &

BEZKMIE, 1L EOBMGME, F3TEARM TR ENET, FATF Y R —2ER
TomE. WOBGERMEZHHTE £,

AR 1 DU LOHMEN, £3XATRT7 740 VAR TV =T e
Y. FRFV - ARMOBE RN G ENE T

T UTFUANAEESM 1 DL ED AV S, T AV EHASER S ENET
e T UFANRA T 2 THEELEM 1 DLLED AS S, I ASEESLMNEENFET

T4 aFVEESLM 1D DT 4 v aF Y BEHMSGEERIET 2 a TV ES
SEREGENET

e N = TRREM 1 DU ED AM &R EENET

Windows 7 54 7> FTOBEET7 Y T T— FZEMIZT

51-8MD=E

HIEZ DK

pr_AutoUpdateCheck Rule (X3 A 22 Ko THAIERINIZFMETHY . [BHESM (Compound
Conditions) [ "N—VIZ¥ v —RanET, ZOFRGEEZEHT S L. Windows” 74 7> |
ETHET v 75— MERBAENII > TWENE I D EMERTHZ N TEEd, Windows
IIAT Y NN Z OB ERT-S WS, Xy NT—7 778 A a3 hr—L (NAC) =——
Y MTEo T, Windows 7 747 FOBEENT v 7T — MEREDSTREIFICA RN 20 £
(1B1]) . ZoEE%. Windows 7 74 7 2 MIARAF ¥ HERLUZ/2Y £9°, BET v 77—k
BEREDY Windows 7 74 7 kN ETHZ 2> TOWRWEATL, AAF v AU o —CREffT
7= Windows Update &1 C Windows HHER T LEX LT,

ERRTEBFATUVFIAILARABEUVOTZUOFRINAHTT

Eq s

Cisco ISE @ [AV #5414 (AV Compound Condition) ]33 T [AS #HE S (AS Compound

Condition) | X— 2L, T FTA IR LT U F Z4 07 = T OFRIHRE A DB AN
n—REnET, ZNnHO%EMIL, Windows 38 LK N Macintosh X L—F 4 7 VAT ADT
VFUANABLOT v F AL 72T PR bRTERSNET, ThDHOMAELMITIL,
BESNIET Vv FUANARET UF AN, 72T RERTRTO7 T4 T v b LIZFEET 50
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HSAT7UO R RRF¥ RYS—DHRTE I

B 7 7y ze7orrsay 7 ot— 1k

EIMEMRTEXFET, CiscolSE THLWT U FIANNARET UF AL T =T OB
BERRTAZ L TXFET,

TFOFIANRETOFARANA9T YiR— bR

\}

Cisco ISE IE, &R X =B OKRFHNN—2a VBIONERT 7 A VO 2T 27 T
DANAET FANRAL 2T PR —  REFHLET, =2—FIIHEE T FUALRET
VFANA T 2T Y AR— NRER—V T TAHVERHYET, ToTTAINARET F AN
AT 2T ORUVE—IT VFIANRARET U F AR T 2T ERT 7 A NVEHEEICEHTT 57
W, ZER_RUH R ORFIN—Ta v BIXOER T A NVO AN EBRELET,

HLWT U FUANAET VF AL T 2T ORHE— G Y Y — 2D R— & g
DX0CT T IANAET VF AN U =2T iR— FRBEFHF I D72 N, NAC Agent
WEHLWT U FUANAET U F AR T 2T T4 770 %% £9, 2k, NAC

Agent 28 X VT LWVIBIIBEREZ AR — b5 DIZHNL B £ 9, NAC Agent 28 Z DY AR — MMk
ERAST 5 & EHIMICHEH S5 se-checks.xml 7 7 A /L (se-templates.tar.gz 7 —H A 7 T
se-rules.xml 7 7 A /L& L HIZAIND) TREIOEREHRET =7 L, 77472 "R
AF % RY =TI L TWENE I NERELET, HEDT v F A NVAELIZTT o F A
AT 2T DTV TFIANAET VTFARAL T 2T FA4 T T VIS THR—- ST
HEEREICIS UC, MU B NAC Agent IZEE &, RAF ¥ WEEHICZ 747 BT
ZNHLOHFEE, BEORKEDT VT IANABIONT VT AR, 7= 7RO AT — 2 2D
REESNET,

ISERAF ¥ ==V xy hTHR—FENTND VA NLAKERE L O~ L T = 75 KR O
FMZ>UNTIL, Cisco.com (23 5 Cisco AnyConnect ISE ARAF ¥ DR — v FKEZH L T2
I,

~NT = T RRORATF ¥ FEEAERT DB, 2 T IA TV AEY a— LV OF/I—T 3
VEMRTEET, RATF ¥ 74— RREHINTH, [V—2 &% — (Work Centers) ]>
[[RAFx (Posture) |>[RV > —FZ (PolicyElements) |>[~/V 7 = 7 XI5 (Anti-Malware
Condition) |ZEIRN L, [FVL—F 1 > F A7 A (OperatingSystem) ] & [N 4 — (Vendor) ]
EBRIRL TYR— b REFRLET,

GE)

SNAT 2T RHROT L RRA L b EFa2YT ¢ VY a2— a3 (FireEye, CiscoAMP, Sophos
72E) O—EIZIX, FNENOEFRY —EZAA~Ry NT—7 Z@E L TT 7 BA LRV LR
LW ORH Y E3, 20X R DOEE . AnyConnect ISE D (£721X OESIS 71 7 F
INVIE, = RBRA RS U F—Fy MRS TND ZLEE2MELTWET, 20k
R RIRA VMOV TIE, ZNHDF L TA 2=V 2 bOTEODERIRAF v (7
TA VP EDN o TORWEE) BRI VX —Fy NT 7B RAEFFA[THZ L 2L
F9, ZOXIRGHEITE, BAERORENEH SN 2N ERHY £7,
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av7547 22021 ||

N (o Ju— ~ o
AT S3ATIOREVA—I
AT ITAT VA EY 2L, R =4, BENN—Ta v "4, B LD Cisco ISE
DRAF v 5% B — R4 % OPSWAT M 2 BIEAR D7 4 — L RO U 2 b3 G Eh
TWET,

B LB B N — U g LR T 7 A LD A E BT SDOT. HEICT v ST — b
DALTIALT VAR a—NEHK—) VI THILT, KA L —OWRORH A= 2 v
BLOEHRT 7 A VO A EZRRDBERDHY £, LR F— B BLOY U —2
DY R— LML T TITAT A ET2a—ANEHFIND =N, AnyConnect (DT —
Ve MIFHLWIAT TV EZELET, T, AnyConnect DT-— = RS KV HTL
VIBIERE A2 VAR — b5 DICENE B £ 77, AnyConnect DT=— = 2 h 3 Z DY R — MMEH
EEFT D L. EMIICE R &4 D se-checks.xml 7 7 A /L (se-templates.tar.gz 7 — 7 A 7T
se-tulesxml 7 7 A /L& EBIZRASND) TRFODERERET =7 L, 7747 2 FDSR
AF ¥ HY —ITHEILL TV B E D DEIIELET, BEDT Y FUA LA, T FAs5d
U xT WA= TRE, T A AT MRCE RSy FERMROT A 7T ) IC ko TR
N SN TV DHEREICIS UC, #8172 2453 AnyConnect =— 3 = & MIE(E Z4L, RAF ¥R
SERC T SA T N ETENLDFEE. BEXORXZ A4 72 N TOREEORLEL D AT —Z A
RESHET,

AT IAT A EY a—/UL, Cisco.com TATFA[HETT,

WDFRIZ, ISE RAF v Y —ZH— b5 E 7217 L2V OPSWAT API /38— 3 1 5
LET, XR—=Tar3BL4aHR— b T52—2x NI EICRARDZHRY v—b— b
D EY,

% 1:0PSWATAPIN— 3 >

RRF v &4 AVTSATUORED2—ILDN—=D3 Y
OPSWAT

TUFIANA 3.x LART

AL T = T kR 3.x LLA

<L = T REE 4.x LI

F 4 AT WAL 3.x PAAlTH L OV 4.x LABE
Xy TEHL 3x VAR L OV 4x DI
USB 4.x LLR%

I OPSWAT

7 74V (File) TRTCONR—=V g
Application TRTCON—V g

5547 b KzxF v KU —0RE I


https://software.cisco.com/download/home/286281283/type/282364313/release/ISEComplianceModule

95470 b ERFr KY—0EE |
B szatx7vzponm

RRAF v &t AVTSATUORED2a—ILDN—D3 Y
wa FTRTCONRN=V =z
LA R FTRTCONR—=V g
ARG TRTONR—=V 3
\
GE) e BREOA—Ya YOVTRSEA YR A SRETTREO S5 2 T4 T v bETRIL
T, A=V a Y 3x UEIB LU=V a v ax BBERAICBEO R AT v R Y > —&Epkd
DUERH Y ET,

cOESISNN—Y a2 4DYR—MIa 7T T4 7 A EY a2 —/L4xF L O Cisco AnyConnect
43 LRzt s £ 9, L2 L. AnyConnect4.3 |Z OESIS N— 33 L X—T 504
DRY =D G hR—rLET,

e RN—=Va v 43T IALT VA EY 2 — 0, ISE21 B THFE— FShThET,

BEERATFT ¥ EHEDER

RAF v il L RAED R AT v R > —THHATE HEAEFMEERTE £,

1R BRI
WDHR AT ZFZITTHIE, A= —FHEELER) O —EHRETHIVNENLY £7,

ATy F1 [RT— (Policy) 1>[R') >—E%H (Policy Elements) ]>[$# (Conditions) ]>[RAXF+ (Posture) ]>
[#8 &% (Compound Conditions) 1> [&f0 (Add) ] Z#R L £,

ATYT2 74—V RIZ#EY R fEE AT LET,
ATV T3 FUEHRGET 572012 [XNOfE (Validate Expression) | %27 U > 7 LE7,
ATw T4 [#E (Submit) |22V v LET,

INY FEEFHDER
BN L =_ =0y FEBB O AT — X A2 RT DR U —2ERT& £,

7= & 21X, Microsoft System Center Configuration Manager (SCCM) . 7 7 A 7> k N"—T 3
4x V7 Ry = TREBBTY RARA V MZA VA M= L SN TWENE D D EERT D 5%
ERCCE £7,
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ATvT1

ATy T2
ATvT3
ATvT4

ATvT5
ATvT6
ATvT1
ATvT8

ATvT9

71 zometators ]

\}

(F)  Cisco ISE 3 L U AnyConnect DH 7R — hxf G —2 g NIKRD EFB D TT,

¢ CiscoISE X— 3 14 LI

* AnyConnect /N—37 = > 4.1 LARE

156D HHIIC
RDZAT e FATTHITNE, A—"—FEHEELER) O —FHETHLLER DY £,

[R1 >— (Policy) 1>[R) >—E3% (Policy Elements) ]>[5§f (Conditions) ]>[RXF+ (Posture) ]>
[/8y FEEEM (Patch Management Condition) ] Z3&R L £,

LEM (Add) 1227 Y v 27 LET,

[ (Name) |7 « —/v FIZ&EM4 2 AT L, [#B (Description) |7 4 —/V RIZZDO#MBAEZ AT LET,
[A~_VL—F 4 7V AT I (Operating System) | K2 v 7 & 7 ¢ —)L Kink, W@YIR4A L —7 4
T VAT DRI ET,

Ky FHZ UARNNS [T T4 T AF Y a—/L (Compliance Module) | 38R L %1,
Rey7Z0 0 UARNPD [N #—4% (Vendor Name) ] Zi#IRL £,

[F= v %A (Check Type) ] Z#INL £,

[f A B —ViFEI N F O (Check Patches Installed) | Kz > & w0 U R R Bi@tlia Ny F %1%
WLET,
[EE (Submit) 1227V 27 LET,

BMELEYY
Ny FEBRIORE
Ny FEIEEOBN 31 ~<—)

T 4 AV ESEEHDER

T RRA Y IPEESNTT —ZEELY 7 F U = TIZHERLL TWANE S ) Z2iEERT 5 0R
Uo—%fEcEET,

ez, C:RIATNHRZY RARA Y FTH SIS TWD D E 2 0 EERT DR EkR
TEET, C: FIATHBEBALENTWARWEESE, = RFRA Y MIary 7T T4 7 2V RAEK
BEESZE L, ISEIFAvE—V%u ek LET,
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B «x7cxus—omz

ATy T [R)I— (

[T14RIEE
ATv 72 B (Add)
ARTYT3 [T 4 AT

95470 b ERFr KY—0EE |

1R BHHEIIZ

WDBE AT ZFATT HITIE, A= "—FHEEIIR) O —EFHETHLILERH Y £7,
AnyConnect ISE KA F ¥ =— V=¥ hAMH L CWAEAICOH, BAF v EMEL T 4 27
e A S kg S Pt O o A T/ e Gl = S IS

Policy) 1>[R1) —ZE3% (Policy Elements) 1>[%&# (Conditions) |>[RXF+ (Posture) ]>
S1t%& (Disk Encryption Condition) ] Z 3R L £,

122Uy 7 LET,
b4 (Disk Encryption Condition) | ~<—C, 7 ¢ —/L RIZ@#EEI2EE AT LET,

ATy T4 [#EE (Submit) 1227 U v LET,

RAF ¥ R O—DERE

\}

RAF ¥ RY—1X 12U LD ID VNV —TBLRALL—TF 4 7 2T AT B
RAF XY ENOELETT, T4 7 vaFr Vs, 731 AORZDZR) o —%EFRT D,
ID VN —TBLOARL—F 4 T VAT LA ENT-A TV g L DOEETT,

Cisco ISE (21X, #H LRNWT A ADOMU TR 2R ET A4 7 a v HESNTWET,

TN AR LTI LV L7234, Cisco ISE 1XR A F ¥ sHlifE ¥ v v =N
TLRIDOIEFREZRBE L. T R TR AZ 52X ET, 75 A2, iz
Ay NT—=7~DT 7B AMEPMIESNET, 450 FF, EITAEA (K30 ) THETH
MzRETEET,

SOV TIX,  [ISE Posture Prescriptive Deployment Guide] ¢ [Posture Policy] DI % &
LTLEEY,

GE)

 MTHIRIDNER 7213 SN D &, T ARKATF ¥ 7e—2FH0EE LGE (-

& Z0E, [ELEEA (Delayed Notification) 147> a U BNAZN T, [FFAF v (Re-Scan) ]
T a URBRENTWDIEA, T4 AL Xy MU —7 OYICHERN M ThiIvE
) L B LUV TR RS K OWRIE A S A S hvE T,

o 57 HARTIE Temporal Agent (213 H I EH A,

« (ENENRRDMTHRZBE L) BEORATF v BY —IZT7 A AR 8T 585
By ENODORRLAEY U —TRESNIERROM TN T A RCHE L ET,

o« FNRA AW THIRNC DL, T/ FE T 2—2 RY I — (AUP) FFrENnEH
Moo
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| 3147 rKxFx KYL—0HE
K27 v Ky v—onE |

1R BHIIZ
¢ AUP IZOWTHIE L TWAMENH Y £7°,
 EHIMEIL (PRA) ICHOWTHM L TWALERLY 3,

* AnyConnect =— 3 = > MATLUBEZFEH LT, 20774 7 U ABEEO@EME R RT D0
ERH Y F9, AnyConnect =— = > b DR TIZET D FEMIZ OV TiX, AnyConnect 7%
EOMER A SRL TS0,

ATy T [RYP— (Policy) |>[RAF¥ (Posture) | £/ [7—9 24— (Work Centers) > [{RRF v
(Posture) 1> [RRF+ 7R1) L— (PosturePolicy) | #iER L £7,

ATvT2 Fey7XUrORMEFEMLTHLWARY O —%2BINLET,

ATY T3 eI ANERET DI, RV —%2 X TN ) w7350, £RIIATORRICH D [E (Edit) ]
7 Vw7 LET,

ATy T4 [—AT—HA (RuleStatus) | Kr v 7 X JAKNC[H%) (Enabled) | 721 [#%) (Disabled) ]
ZIEINLE9,

ATYv s [RY—F7 =3 (PolicyOptions) ] CRa vy 7 XU 2%IRL, TR OHKE (Grace Period
Settings) ] Z 4y BN, BFEIHAL, AL CTHREL £

HEWIAEIZRD E B T,
«1~30H
o 1~ 720 B

< 1 ~ 43200 7>

T 7V M TiE, ZORTITERTT,

GE) N AT ¢ B OFE R E A Liib‘%/m\f%) TNA ANLFNCER L TBY, Fv v a0l
FR2SE 28I T i iuE, T OFXE (GracePeriod Settings) | CTIEE S L7z REEIC 72
0. TNRART 78 AMERF S S ET,

ATv 76 (A7 ay) [EBIEEE (Delayed Notification) | & WO LRBIDOAT A X & KT v 7 L, MTHBORE
DEEGBE D £ T, @%%W7D/7kﬂi—%pﬁhfﬁréhéio LET, =& xIE, @
FEIEHAE 23 50 % (ZF%E S, BRE SAL TV 0 TN 10 53 D56, Cisco ISE 14 5 3R ITAR A F ¥
AT =B A% F v/ L, T2 RRA 2 FBREPLL TR & L7258 13 T BIfmm 2 Ros L E
T, T RRA L FDAT—Z ANRUERLL TN D ﬁm\ﬁ%%mﬁﬁiﬁTéﬂiﬁh JE NI ST AT
230 % ICERE SAIVTWD5EE, T W OB faIR:Z IR ORI AR T A v — U NRRINE
T, 7272 L. =2 RalA > M, 3@%ﬁﬁaﬁ@ﬁ§ﬁﬁﬁﬁﬁﬁ§@ﬂéi“@ T RAMENTESNET, ZD
74—V ROT 7 4V MEIX 0% TT, AL 0~ 95% T,

ATy F1  [b—% (RuleName) | 7 4 —/L KiZ, RY ¥ —D4ETEZ#ATTLET,

GE)  TFPHILARWKRZEETA7-DDORZA N 7775 ¢ A%, FEMETRAF ¥ RY —ZFHR 0
JL—E LTRET HZ ETY,
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. AnyConnect D7 —% 7 O—DERE

ATvT8

ATvT9
ATv710

ATy I N

ATV 712

ATy 713
ATv 714

[IDZ /L —7" (Identity Groups) ] FIMOALE D ID 7 V—7 Z@RINL £97,

=P ELEFT RRA U FDOID I N—AIZEASNT, RAF ¥ R —2 BT 2N TEET,
(A~ —T 4 27 AT L (Operating Systems) [ OARL—TF 4 7 VAT Lzi@ERLET,
[MEJLE 2 = —/L (Compliance Module) ] %2> 6 MBEEARHEILE ¥ o — /L 2RI L £,

«4x LAFE (4xorLater) : w/LU =T %K, 7 4 A5k, Patch Management, 35X TN USB O#-f#
FEEYR—brLET,

* 3.x LA (3.x or Earlier) : WA /NLARR, AL U= TXER, 74 A T7HEEAL, 35 L Patch
Management D &S 2 VAR — L ET

¢« T RTPHDNR—=T 3 (Any Version) : 77 A/, —ER VLIPARN), TFUr—var, B&
VA ORFEEM 2 FR— N LET,
[RAF %A 7 (Posture Type) |57, [KAF v %A 7 (Posture Type) | &38R L E7,

* [AnyConnect] : AnyConnect =— = > "NEJBEH L, 7747 F DD &Y BME7R Cisco ISE 7R
Vi—zER L, MHLET,

* [AnyConnect A7 /LA (AnyConnect Stealth) ] : AnyConnect =— = > &R L, 7747 k&
R0 LY L2 CiscoISERATF ¥ R —2BH L, @M LET,

s [Temporal Agent] : HEHLD AT —F A ZfEBS D7DV FA T b ECTEITIND —REEITHREY 7
A v,

[Z D DZAE (Other Conditions) ] Tl&, 12U EDTF 4 7 aF VEHABINL, WSt E7-13E84
KL LTT 47 aF VIRETE £,

GE)  [FAF¥KRY— (Posture Policy) 1V 4> RUTIER LT 4 7 v a ) U HEMEEET 17
TaF UBEESRMIE, FARY O—ERIET D L FITERTIENETA,

[ZF (Requirements) ] 7 4 —/V NICEHEFRE L £ 7,
[fRTF (Save) 1227 Vw7 LET,

EErREYSY
IIAT v NORAF ¥ BIOIER (36 X—)
EWMERMEORRE (10 X—)

AnyConnect D7 —%- 7 O—MDEKXE

ATy
ATvT2

AnyConnect =— = > F 2R ET HIZIX, Cisco ISE TRDO FNEZFEITL £ T,

AnyConnect T— x> N7 7 A )V EAERK L ET,
AnyConnect 7~ 77— AnyConnect 7% i€ & {Ef L £,
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I HSAT7 M RRF¥ RYS—DHTE

mE~—z2oskorvomeets [

ATYT3 IIF5ATU TR Va=r s R —EERLET,
ATv74 EE) DA LRAF ¥ 2IEHR L E7,

ATvTH (EE) DAZMMEET 73 a v 2B LET,
ATvT6 (EE) DAX LRAF ¥ OEEEER L ET,

AT T KAF¥RY —ZERLET,

ATFYT8 54T N Turla=m R —ERELET,
AT T FEETu T A VEERLET,

ATV T BEERV v —52RELET,

\}

GE)

SR E AN —

Cisco ISE X, AnyConnect 78 A F ¥ 7 12— AnyConnect ® ARM64 /3— = > & PR — K LT
WEHAL, 7747 FrbEYa =7 K Y —T AnyConnect O ARM64 /N— 5 % ff
ALt Zawn, FHT5E, 7747 MITRENBAET HAEERHY £3, Z0
MIEFIA T Anyconnect 28 IEFIZENMEL TWARWEEIR, 7947 NeBREBHLET,

ADEHDE=HDRHEFEH

PIAT N 7R anr TRBEIORAT Yy R —D)— 12, FEAEDREMEIZHES L
L EEDAENTEET, V94T b a=r PERTIRAFy R —I2B
FAFEHESR—ZAOSEM X, B CEHEBRMEICE SO T & T D3[R Y o — L— L IFLE
T 5 2 LRSI 5,

7ol 2, KITRENTW D LY ICRIUBMEEZEHTL2HERNH D £7, [FITE - Ll
(Issuer — Common Name) | J@MENS, 7 74T v b ya = E 3 RAF v EFAR
U —omG TS THWET,
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FERAER—RADEHD - DAETREH

B 2:CiscodTOECI=Vg R o—

Client Provisioning Policy

Frde Mama Ity Groups Optraticng Syitems Critwinr Coaneiticns Raduts
] By Hppdg 15 AL Conditon(s) Cisco-ISE-MSP
Ardiged Ay Arsdopd Condion(s) Cico-13E-NSP
- mld:rr-i i :__"'-l'-_r____ A _E .l.-g.!-.:_.u.'_l . . [ Congions L :_C sCoTampor
MAC 05 Any Maz OSX . Expression

CERTIFICATE

B Biary Encoded -

Chromabock Ay Chioma 08 All

B Dy bg Expiry

u  Extended Key Uiiage - Nama
B Estended Koy Usage - Q0D
o s Bopired

o looeer

o Fewser - Country

o Fppeer - Domgn Comoonent

3: [ X2 7 (Conditions Studio) ]

Conditions Studio

[rees Eanor

¢Poscccrzanciec

N

GE)  ISE % — 3\GERAEIE. AnyConnect 4.6 MR2 LIRS D & 27 AFEHEA N7 TREETE 2 NEN &
DET, ABHEREZNELTOIRAT ¥ Fxy 7 BIMEERIZ, —"BEEIN TN
HIIHERE L £ A,

» Windows OS : H— NGEAAEZ O A7 AGEAEA M TIZBMT 30BN H Y £9°,

* MACOS : 4= NEHEEZ VAT A X —FT = — VBT AHALERHY 7, a~v KT
A a—T 4 VT4 2EHL GIEHELEET LI EA2BEIOLET, ¥—F=— 7
TR ATV r—ar AL TOAT A F—F = — IZEFAEZBMLTH, 27/
AV F—F =T TICHFET LA IIEEL 2N ERH D 7,

“I 9547k RRF v KU —0%



I HSAT7 M RRF¥ RYS—DHTE
TI+IWEORRF v RY — .

—

FTIHILEDRAF ¥ RY o —

CiscoISE V7 b7 =7 I2lE, RAF ¥ R =BT a7 7 A VOEREED T D, F
AR E SNTZARAF v R >— ([ARY — (Policy) [>["RAF+ (Posture) ) NEZHHAE S
NTHWET, ZRHORY —iE, T 74V hTEHIZR>TOET, BEFICESNT, Zh
HBORY —FFRCTEET, T, 774NV ENORAT ¥ R v—D—HTT,

L—IL%&

i

B2

Default Antimalware Policy Mac

TV RRA > MZ, PFR—
FENTNHENZ—D~
N =THR 7 b =T
(AnyConnect TRk 41T
WHHD) DA A R—)b
Eh, T ATETEN
TNDLENE D NEHRLE
R

Any AM Installation

Default Antimalware Policy Win

T RAA L R, e
FERLTHWDEN A —D~
NI =T R T R =T
(AnyConnect Ttk S 41T
WHHD) A A=
S, T ATEITEN
TWDMNE D MEERLE
R

Any_ AM InstallationWin

Default AppVis_Policy Mac

HHRENEL, FFEDT
REA > MZA A b=
INTWETRTOT Y
g—TarERELET,

Default AppVis_Requirement Mac

Default AppVis Policy Win

HHRENEL, FFEDOT
KARA > MZA A h—)b
SNTWDHTXTOT Y
r—variEwELET,

Default AppVis Requirement Win

Default Firewall Policy Mac

TV RARA VM, R—
FENTNDERUA—D
TrAT =N Tl T
2 (AnyConnect Taidk = 1
TWDAHD) BA A R—
IENTNDINE D
BLET,

Default Firewall Requirement Mac
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L—IL%&

B2l

2

Default Firewall Policy Win

T RARA v ME, PAR—
FENTNDHRHF—D
TrAT =N Tl T
2 (AnyConnect Tl = 41
TWNBEHD) BA A R—
NENTWDENE ) DT
BLET,

Default Firewall Requirement Win

Default USB Block Win

T REAL VR TS R
USB A b L— 534 AN
PR STV WD b Ak
ABLET,

USB_Block

RAF¥EHEA T3>

R DFEIZ, Windows 35 L ) Macintosh @ ISE Posture Agent, 3 & UF Windows @ Web Agent T
R—=FSNDOHRAF vt (RAF Y &M) A7 arDV AR LET,

£ 2:RAF vRHEL T3>

Windows F ISE 7R X
FrY I—Txrb

Windows F Cisco
Temporal T—> T > k

Macintosh 0S X A ISE
RRFrT—Vx Ut

Macintosh 0S X Ff Cisco
Temporal T—> = > +

FRV—=T 4 T VA | —
T LY —E R Ry T/
Ry N7 40T R

HP—bERXFzv HP—bERX Fzv7

(Temporal =—3 =
k4.5 X WVISE2.3)

Y—ERA Tz
(AC4.1 BLOVISE
1.4)

T—FrF v 7TV
A—hrENTWERA

LYAN) Fevy |[LYVARNY) Fx2vd
(Temporal =— = >/

k4.5 8 X VISE2.3)

TrANF T TrANF T
(Temporal =—3 = >

k4.5 38 X VISE2.3)

TrANTF v
(AC4.1 BLWVISE
1.4)

TrANF T
(Temporal =—3 = >

k4.5 8 X VISE2.3)

TV = v

F = v (Temporal
Yz h4SB X
UVISE 2.3)

TN r—va
Fxv7

TN r—g v
Frxrv/ (AC41B XL
TNISE 1.4)

TV = v

F = v (Temporal
Yz h4SB X
UVISE 2.3)
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KzxF vt Tovay |

Windows F ISE 7R X
Fr¥ I—Yxrb

Windows F Cisco
Temporal T—> > k

Macintosh 0S X 3 ISE
RAFy¥yI—Sxz b

Macintosh 0S X A1 Cisco
Temporal T— x> +

TUTFTANVADA
A fh—)v

T TRIEDA
A fh—)v

TUTFTAINVADA
A fh—)v

~ T T REDA
A fh—)v

T T TA VA IN—
CaTrFTAILA
EF% H

OPSWAT N— g
ANMERSETR,
FDTTA VAR
24 = TR
R hENEHA, <
N = THRBED B
K- hEnET

T T TA VA IN—
aTrFTAILA
EF% H

OPSWAT "\— 5 o
4 DMER S VE T B,
FEDT=H T A VAT
ARA T = TR
AR—hrashFEth, <
IV = T REROIHY
A—hEnEd

TOFANAL T 2T D
A A R—)

OPSWAT "\— 5 o
4 BMEH SN E T,
DT T A VAKIEK/
A Gy ENS S5 1=
A—hahFEthA, <
IV = T KPR DI
A—hENFET

TOFANAL T 2T D
A A R—)

OPSWAT "\— 5 o
4 DMER S VE T B,
FEDT=D T A NVAXHR/
AZRA T = TR
AR—hashFEth, <
IV = T RERO I
e NP (=

TUFANRAL Y 2T
IN—= g T o F AR
AU =T EFHH

OPSWAT "— 5 o
4 BMEH S E T,
DT T A VAKIEK/
A Sy ENS S5 1=
A—hahFEthA, <
IV = T KR DI
A—hENFET

T FANAL Y 2T
IN—= g T o F AR
AU =T EFHH

OPSWAT /"—3 5
4 DMER SV E T B,
FEDT=D T A NVAXSHR/
AZRA T = TR
AR—hrasnFEth, =
IV = T KR O I
A—hEnET

Ny FEBRF v
(AC4.1 BLOVISE
1.4)

Ny TEBDA R
N—=NDHF =7

Ny FEBRF v
(AC4.1 BLOVISE
1.4)

AT @ Windows
Update

Windows Update D 3% &

WSUSD a7 A47T
VARTE

RRAF Y EEA T 3

Y/ SPE N

4

-~

R—hEShBEEATar BAFYEME) OV A FERLET,

Windows 33 & UF Macintosh @ ISE Posture Agent, 33 X T Windows @ Web Agent T
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RIRRFrEEFT T oy

ISERAFv¥ I—PxT Vb ISERRAFv¥ I—PxT b
Windows Macintosh 0S X

A=V TFAL (m—H NV Fzv) A=V TFAL (m—H NV Fzv)

URL V7 (U7 455E) URL V7 (U7 45E)

7 7 A VAR —

VAT A BN 5t —

T T T A I A EFEE T TUFUANATA T HHF
TUTFANA Y =T EREH TUFANAAT =T TATHERH

Ry FEPEE (AC4.1 BLVISE 1.4) —

Windows Update —

WSUS —

| SE Community Resource

Cisco ISE and SCCM integration Reference Guide

RAF Y DHRR LEH

NAF ¥ TR OHEMGEEONT R0 E T, 77 A0, LIPARY, TV r— g
V. V=Y R, FHET 47y a T VS, IRSOHEMELED S b 1oL EOF&MIz X o
THEHASRERNEREN, EARMEIIRAF v ELLBEEMNIT D 2 E N TEET,

BHIDRATF ¥ BHDH%IZ, Cisco ISE & ¥ A T EFOHEMSKAE L EELMEZER LT, &
A AEROHEMGEIETiI pe_as WMEH I, HAESFMETITpr_as BMEHINET,

A= WERORMEE I A TEROFMITIT, BMEME L EERGOW NG ENET,

RAF ¥ —ERE, TUVFUANABIOT v F AL 727 (AV/AS) #HAEKMIZESW
TNEF -y 7 EERALET, 207D, RAF ¥ LAR— MI, {ER L7 EMEZ AV/AS B4
S ERBLERE A, LAR— MZE, AVASESSFEONRT = v 7 OARITET RER SN
£

7o &ZIE fEEOR X —B LM% TF =~ 795 [MyCondition AV _Check| &\ 4Hi
D AV EESMEEERR LT285E. RAF v LiR— M, &4 & LT,
MyCondition_AV_Check| TiE72<, WEF = v~ lav_def ANY) DR RFINET,
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| 3147 rKxFx KYL—0HE

ST EREIATPINC P CIN- T |

RAFx TORKRA DA RELENE

WRAF % T RRA L FNDOAAZ LA LT, 7947 7rbeya=v78L0
RAF ¥ R =B CEET, HKRI0EDOTY RRA > FOHAZ LEEEERTE £
To AFDZA T DT RARA 2 s AL LR AR — L TWET @ Int, String, Long,
Boolean, Float, IP. 3 XX Date,

TV RRA LV MO AZ LAEML, BEORMICESWTT AN, A2 E-137 ey s 357=
DIHERAT 220, RAF Y ERIIIFAT o 7ueya=r 7 RY —2 SN TH
EOMHERZEN Y Y THEOIEHT L& TEET,

IV RAV N DRI LENZFERALEZRRF v R
—MD1ERR

&M

ATvT2

ATvT3

T RRA L b ARG DRMEEEH L TRAT ¥ R =&l 21203, IROFNAE FEAT
Liﬁﬂo

TV RAKRA YV N BAZ AEEEER L ET,
a) [EI¥ (Administration) ] >[ID D& (Identity Management) |>[E%%E (Settings) |>[T Y FiRA >
b A RE LEM (Endpoint Custom Attributes) | DJIEIZEIR L E4,
b) [T RARA > b B AX LENM (Endpoint Custom Attributes) | fEIRIZ, [JEME4  (Attribute Name) | (72
& z21E, deviceType) & [7—#%! (Data Type) ] (7= & (X, String) Z AL ET,
c) [tRTE (Save) 1227 VU > LET,

AL LBYEICEEZEID Y TET,
a) [ 7 XA ORI (Context Visibility) ]>[=Y RAA >~ (Endpoints) ] DNAIZER L £ 7,
b) WAZLBMEEEZFIY Y TET,

e MBERMACT RLADF = v 7Ry ZA%F A2, [fRE (Bdit) 1227V v 27 LET,

s F21E, MERMACT KL A% 27 Y w7 L, [ RAA > b (Endpoints) [~<— Ttk (Edit) ]
7 Vv LET,

o) TR L7cHh 2% Lj@tkns, [= RARA » FOfasE (Edit Endpoint) | X4 A 7 27 Ry 7 ZAD [J1 A H I
J&M: (Custom Attributes) | fHIICFRINTWDH I L 2MER L E T,

d [ (Bdit) 1227V v L, BLERBMHEEZ A LET (7oL 21E. deviceType = Apple-iPhone) .

e) [fR1F (Save) 127 Vw27 LET,

AL KBS EEAEH L TRATF v AU —ZER L ET,

a) [V—7 &Y ¥ — (Work Centers) >[N AF ¥ (Posture) |>[RAF ¥ 7" > — (Posture Policy) | %
IR L ET,
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95470 b ERFr KY—0EE |
B rxsofzxF7vm700a>

b) MERRY —ZER L £, [ZOMOSEM (OtherConditions) 1% 7 U w7 LTH AKX LJEMZER
L. BT 4 27va T VEBIRLET (ExiE, A7 v 7 1T TERLIEDAZ LEETH D [
RARA >~ (Endpoints) ]>[deviceType] ZEIR L ET) . FEMIZDOUVTIL, Cisco Temporal Agent O
U= 7m—0RE (46X—Y) EBRLTIZEN,

c) [PRfF (Save) 127 VU v/ LET,

T RBA D BDAZLRUEEERN LTI 7447 b Tueya=r7 R v—2EKT5

Wik, ROFNEZFEITLET,

1. [V—7 &% — (Work Centers) ]>[RAF+ (Posture) 1>[7/ F7A T K 7rEYa=
7" (Client Provisioning) |1>[Z7 7 A 7> k 7mr ¥ a =7 K Y I — (ClientProvisioning
Policy) ] 2R L £,

2. WMEIRRY =2 ER L £,

« MBI NV —VEAERL L ET (72 & 21X, Rule Name=WindowsAll, if Identity Groups=Any
and Operating Systems=Windows All and Other Conditions=Conditions, then
Results=AC_Win_44117) ,

s [ZDOMDZM: (Other Conditions) %7 U v 7 L THEERT 7> aF U EERL T,
AL LNEEZ R L E 7,

NAZLKRRAFXBEETI A

HABBRAFER/T 7 avid, 7740, Vo7, TUFIANALIET v F A
VT EROLH, Iur T AOE), Windows Update, Windows Server Update Services
(WSUS) DfEE S A 7T,
EErEY Y

7 7 ANMEE DB (30 ~—)

Vo7 EE OB 31 ~—)

T FUANAEEDEM (32 =)

TFARL 2T EEOEN (32 =)

7' 77 MEERBIOBEM (33 X—)

Windows Update (18 DB (34 ~—)

Windows Server Update Services {E1H DB (34 ~_—)

ANy FEBEBR OB (31 =)

Ve -
774 IEEDEM
TrANMEBICED, 77AT 2 MIav T IA TV ACKER T 7 A NDNR—=Va X
va—RTEET, JI9AT v h—V 2 NI, av T IA TV ADEDICT TAT 2 bR
VLT H T 7 ANEFEHL T RARAS U FE2EELET,
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ATy I

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6
ATy 17

yooemoen i

[7 7 A /METE (FileRemediations) | —YT7 7 A /MEEEZ 7 4V Z U 7 For, BN, £
TLIFHIRT 2 2 I3 TEETH, V7 A NVEEEZRET D LI TEERA, [ 7 A MEHE
(File Remediations) ] X—NZiE, TXTDO 7 7 A WEENZNLLDLETEFH, BILOEE
BT 7 AL EBICRRINET,

[fR1) &— (Policy) ]>[RY —EZHK (Policy Elements) ]>[#&8R (Results) ]|>[RAF v (Posture) | %%
RLUET,

HEE T 7 >~ = > (Remediation Actions) | %27V v 27 LET,
[7 7 A /W EH (File Remediation) %727 U v 27 L£7,
GEM (Add) 1227V vy 27 LET,

[4 a1 (Name) | 7« —/V RiZ4RT2AJIL, [ (Description) ] 7 4 —/V RiZ7 7 A WMEE O 2 A
FILE,

R~ 7 A4 W{E1E (New File Remediation) ] X— Y CEAZZEE L7,
[EfE (Submit) 1227V v 7 LET,

) V7 EEDEM

ATy T

ATvT72
ATvT3
ATvT4
ATvTH
ATvT6

Vo 7EBHEIZEY, 77472 MIMEERX—TF Y Y —RZT 78 AT 572D URL &
IV I TEET, V7I7AT Vb=V NIV I 2R L CT I EME, 27947
Y MIa T IAT U ADEDICHE 2 EE T T,

[V Z7{&1#E (LinkRemediation) |X—IZiL, T XTOY 7 EENRZENLOARTEHI, B
JOMEEDOE—RELEBIZEREINET,

[/R1) &— (Policy) ]>[R' —E%HK (Policy Elements) |>[#58R (Results) ]>[RAF v (Posture) | %
WL ET,

[ME#E T 7 2 3 (Remediation Actions) %7 U v 27 LE7,

[V 7{&1H (Link Remediation) 1 %27 U v 27 L%,

CEMN (Add) 1227 Y vy 27 LET,

[ Y > 711 (New Link Remediation) | ~— Y CEAZEH L7,
EE (Submit) 1227V v 7 LET,

Ny FEBBEDEM

Sy FEBER AR L, ERRICa YT T4 7 v ADTDIRHO T 7 A VERTY T4
TR EEHTE T

[7%y FEH(EE (Patch Management Remediation) |X— 2%, BE X A 7, /Ny FEHEH
X —DA4H, BLXOSEIEREE AT a U RRRINET,
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95470 b ERFr KY—0EE |
B 77911 xm0Em

ATy F1 [R1)— (Policy) ]>[R') —EZFH (Policy Elements) | >[#2R (Results) ]>[HAAF v (Posture) ]| %%
RLUET,

ATy T2 UEET 7 > 2 (Remediation Actions) | %27 U v 7 LET,

ATv T3 [Ny FEHIEE (Patch Management Remediation) |27 U v 27 LE7,
ATy 74 B (Add) 15227V v 7 LET,

AT9 TS5 [Ny FEHEIENE (Patch Management Remediation) | ~X— Y CEZA T L £,

ATvT6 [EF (Submit) 127 VU v LT, [2Xy FEIHEE (Patch Management Remediation) | ~<— VIZEE T 7
variEBILET,

EErEYY
Ny FREPER

T OFOA4IILREEREDENM

TUFUANREERER LT, BEBIZI TIS5A T ADTEDIZETD 7 7 A VEZETY
FAT U MR TEET,

[AV [E# (AV Remediations) ] ~<X—IZid. TR_RTOT L F 7 A L REMERZI S DL FT &3
H, BLOMEEOE—FE LHICERINET,

ATv 1 [RY) >— (Policy) 1>[R') >—EZFHK (Policy Elements) 1> [#2 (Results) |>[RAF + (Posture) ] % i
RLET,

ATw T2 [T 7+ 3 (Remediation Actions) 1 %7 U v 7 LEd,
ATy T3 [AVIETE (AV Remediation) 127V v 7 LE7,

ATv74 B (Add) 1227V v LET,

ATy T5 [HHl AV £ (New AV Remediation) | ~<— Y CEZE®E L7,
ATw 76 [#EIE (Submit) 1227V v LET,

T UOFRINA Y9 T TIEEDEN

TUFANRL T =2 TIEBEER LT, BERICa L T ITAT L ADEDIETO T 7 4 VER
TIIATV MeWHTEET,

[AS &1 (AS Remediations) ] ~<—ICiE, TRXTOT T VA VABEBZN L DAL
., BLOBEOE— L L bITRRENET,

ATy 1 [R)I— (Pdicy) 1>[R1 >—EZ% (Policy Elements) |>[#£2 (Results) |>[ R AF v (Posture) | %%
WL ET,

B /570 RRFY RYL—OHE


b_ise_admin_guide_26_chapter31.pdf#nameddest=unique_1127

I HSAT7 M RRF¥ RYS—DHTE

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

a4y

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

Tnssnegenoen |

&7 7 2 a > (Remediation Actions) %7 U v 27 LET,

[AS &8 (AS Remediations) | %7 U v 27 LET,

GEM (Add) 127V v 7 LET,

[H# AS {61 (New AS Remediations) | ~X— Y CEAZEE L £,
[EE (Submit) 227U v 7 LET,

EELEY D
T F AR T = TEE

5 LMEEEBDIEM

AT ITATUVADEDIZ, 7I9AT v ho—2 2 MBI EOT 7Y r— g v & fdH)
LTI IATV NREET LI 07T MEEREZERTE £,

['v 77 AMEEEE) (Launch Program Remediations) ] X—IZi%, T XTCHOT 1 7T MEE
EERZNODOAFT LT, BIOEEOE—NEEBIIRFINET,

[R1) &— (Policy) ]>[R") —E3%K (Policy Elements) |>[#£2® (Results) >[N AF ¥+ (Posture) ]| %%
RLET,

MEET 7 2 a > (Remediation Actions) ] %27 U v 7 LE9,

[7v 7T NEEHEE (Launch Program Remediation) 1 %27 U v 7 LE7,

CEM (Add) 1227V v 7 LET,

R ~7 v 7 Z 2MEMEE) (New Launch Program Remediation) | X— Y CTEEZZLE L 7,
[EfE (Ssubmit) 1227V v 7 LET,

a5 LEEREEDO ST a—TFT 4 Y

=]

Targ MEEREEZENLC, TV v arEBELLEETLILE, T S~
NTIEFICBM S v E T (Windows Task Manager CHIZESLET) 28, 77U r—v a3 Ul
FERRINET A,

J)a—3y

Ta s T AEBUIT ) r—a VIEV AT AR TEITEN, (M2 T 7T 4T —E A
i (ISD)  (Interactive Service Detection (ISD)) | 7 « > RUICEREINET, 7 u /7 AL
UL 7V r—3a v aRRT 5I00E, IROOSTISD 2 A R—T VI T 2MERH Y £7,

« Windows Vista : ISD (X7 7 # /L ;s TEIRIRBEIZ 72 > TUWE T, services.msc T ISD #—t
AzEE LT, ISD A X —7 M LET,

e Windows 7 : ISD —E R |Z5F 7 # /L b TA X —T /IR >TWET,

95470k KRFr KYL—nHE ||
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95470 b ERFr KY—0EE |
. Windows Update {18 0180

» Windows 8/8.1 : LA | U \HKEY_LOCAL MACHINE\ SYSTEM \ CurrentControlSet\ Control
\ Windows C [NolnteractiveServices| % 1 725 0IZEE T 52 & TISD A1 r—T7 M2 L
i ‘g—c

Windows Update {1£18 MBI

[Windows Update {&15 (Windows update remediations) ] ~X— (21X, 93T Windows Update
EERENODOAFT LT, BIOEEOE—NEEBIZRFINET,

ATy 1 [RY) >— (Policy) 1>[R')—EZFHK (Policy Elements) |>[##® (Results) 1> >[RAF+ (Posture) ]
IR LT,

ATv T2 [EET 7+ 2 (Remediation Actions) | %27 U v 27 LET,

AT w73 [Windows Update {18 (Windows Update Remediation) 1% 7V v 7 L¥7,

ATv74 [BIN (Add) 1227V v LET,

AT v 75 [#H# Windows Update 161 (New Windows Update Remediation) ] -~<— Y &2 A #E L 9,
ATv 76 [FEE (Submit) 1227V v LET,

Windows Server Update Services {18 M3&/N

AT TATUADEDIZa— A EEINTWD D, F 7213 Microsoft TEEEE LTV D
WSUS H— 3725 I O WSUS B 452592 £ 912 Windows 7 74 7 FARETEET,
Windows Server Update Services (WSUS) Eff1X, m— U /MZEB I LTV 5H WSUS H—3F
721X Microsoft TEFE I TV D WSUS H— 3B i Windows —E R /X 7 R K
T4 IR, BEXORNy T2 A=V LET,

JIAT v b ==Yz hEr—B/LD WSUS Agent & A LT, =2 KARA > b WSUS
BB EHNE I DNETF =y 7T 5H WSUSIEEAZERTE 7,

ATy 1 [R)I— (Pdicy) 1>[R1 >—EZ%K (Policy Elements) |>[#2 (Results) ]>[ R AF v (Posture) | %%
RLET,

ATy T2 [EET 7 2 2 (Remediation Actions) | %7 U v 7 LET,
AT w73 [Windows Server Update Service {578 (Windows Server Update Services Remediation) 1 %7 V v 7 L7,
ATy 74 BN (Add) 127V v LET,

AT w75 [#HH Windows Server Update Service {572 (New Windows Server Update Services Remediation) ] 3— 3 CfH %
EELET
2 o

ATwT6 [FEE (Submit) 227U v LET,
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I HSAT7 R RRF¥ RYS—DHTE
w27 vivmzs [

KR F v FHBE A

RAF BT, v— L BIRIR—F 4 VT AT LY I TEBREET 7 a v &t
) —BHOBEELRMETT, 2y FT =2 L TWATRTOZ T4 T ME, Fy hU—7
THEHRA MIRB T2 OIIIR AT ¢ i P IS G EHE 2T HERH D 7,

RAF ¥ RY —FHF, RAF vy RV —DOWHE, 7V a v, FHREERY A TITERE
TEFET, BERAS T a0 T, 94T "R INOLDOBEELEEEZSIRWEAE, 794 TV
MZIZ=Y RARA » RORAF ¥ d i RIHATT 247 a v ndb o £,
R4:KRXF ¥ K L—OBEHLA T

Status  Rule Name Identity Groups Operating Systems Other Conditions Requirements

Altiris Registry Any Windows All Altiris_Registry

v I Connected Backup | Any ‘ ‘Windo. 7 ‘ ‘ (Optional) Dictionar... Connecte.

HotFixes_Dummy_Win Any Windows All my_\

HotFixes_Win7_64bit Ay Windows 7 ( 64l

& |Connected_BackBp_Application = g

HotFixes_Win_XP Aty Windows XP ( Mandatory XP

& © optional

McAfeeAV_Definition_Win Any Windows 7 (Al ® Audit s e mosreeav_oefiniti
(All) or Windor or n
Windows XP (All)

2
WARMK

RY =DM, ==Y =y MIRATF ¥ R Y U —ITER SN TV D MAE 2T 2
ENTERWI FAT » MUEEA T v a v aRELET, =0 Fa—¥E, BEZ A ~—&
ECHE SN RFRINICE R 2T L 2 IBETOIXLERH D £97,

7o & zIE, MRS AN Ci\temptext.file 3> D& F = v 7 T 5H72DIC, 2—VFEROFMF%
GUOMHEBMEEE LT E LET, 77 ARG, BAEMRIIRRL, =—V % FEH%
#il (Non-Compliant) ]IKEEIZ72 D £,

T avEH®

RY L —DFMHZ, 7 F9A TV ERRAF ¥ R —ICHRESNAT Y g VEZW-T
ENTERWGEIL, ==V NI T T 2720047 a a2 s 947 Mgt LE
T, = Fa—HF, BESNEFT T a v B krAx v FTH2 N TExET,

7-& 21E, Calcexe R ED I FGAT v v~y TCEITTAT IV r—a v aFoy 357
OIZ, 22—V ERDORGEEGOA T a L BERERRELZE LET, 7747 bRt aiE
T ZEMTERWEGES, A7 a VBEERAS y &N, = Ra—F R [HERL (Compliant) ]
RHBICARD L IIC, ELICEITTAHROOF Ty arno—Vxr MokoTREENE T,

EERN

BTN E SN, =Y = MIR Y i iR OG8 £ 73RO AT — 2 X
WZBfRZR <, AvE—URzy Fa—FNnbDANERLET A,

DS54 T7 2 RRAF ¥ KR S—MDHRE .



95472k RKRF ¥ Ry o—nEE |
B osnzs—rczxavs L5470 2254

7FezE, Z Fa—WIZT v FIANRA T T T LOREN—2a VR HNE D I E iR
TEHIOIT, MEDR Y o —FE 2B e LET, RNU —5fhe U TEBICEMAT 5
WCHER D= Ra—H % RO 2581, TO&MEZEETEMHE L THRETE 7,

AR RS

AU —FHIiOMIZ, =—Y =2 MR AREEGOa T IFTA TR T =252 5~104057
L AR—FLET,

FEEWMRT—FTREIYILFE9ZA4AT7 2 VRTLA
TIAT v bV UNHEBREEETERWVEGES, RAT v A7 —& A [FEHEIL) (28
FEIn, ==Yy by vadifgBtsnEd, 7747 b v hk [FEME] RRED
OBATT AR, == MBI TIAT U b= ECRAF i iA2H OB T A L 912
RATF ¥ By a EEEESTAILNERSY T, WOXIIIKRAT ¥ &y a 2L
TEET,
B2 IX BRETOABMB LRI A ¥ L ZFAZEE (CoA)

o [Br LWFFR[ 7' 7 7 A4 /L (New Authorization Profiles) ]“X— " CTH LWFFr[ v 7 7
AIWEAERET B & EIC, BFEDOHF AR O —DOFHBHEA A ~— 2R ETEFE T, 35
IZDOWTIE, 20-11 =D TX v o— Ra[HE ACL DHERRDOFRTE ] DEAZHBRL T
TEEWY,

e FRp—Y1x, Ry hU—7 OB AU L CHEERT S L. RERREOBITTE
9, VAV L RBEETIL, 2—WL, VS PLALAN =2 ha—F (WLC) b
L, 2—HFO7 A RV 2 A4 L7 0 MEEPBEDSETHELTIL, Ry hU—
I O E AT T OLERH Y £,

« VPN B85 : VPN F o VUM L, BEEHE L E9,

D9247 20 bORAF v EHDIER

[Zf (Requirements) | — I TlL, 2 —PFEROFML A TIEROEKME. BLMEERT 7
voa U EMEEMT CEEERTE ET, B (Requirements) | ~3— Y TERES L MR &
Nica—PEBOFMBIMEET 7 v a i, TENDOU A F X—=JIFRENET,

IR B
e RAF ¥ OFHBE (AUP) IZOWTHE L TWANLERH Y F4,

ATy F1 [R1— (Policy) ]>[R') —E% (Policy Elements) | >[##8 (Results) ] >[/RAXAF+ (Posture) ]>
[E# (Requirements) | #ER L £,

AT w72 [Ef: (Requirements) | ~<—IZfExE AN LET,
ATw T3 FAHEYEMAE— RCRAF ¥ EBUEZRTFT DL, 52T (Done) 127V v 7 LET,
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| 95470 F# zxFv K

s

1) —DETE
Kz2FvnnzsasEk [

ATy T4 &7 (Save) 1227V w7 LET,

EErEYY
WA T — N TCAX I LI AT b VAT A (36 3—2)
RATF ¥ P ESA: (35 ~—)

RAF Y DHRZ LIER

H AL LHERRIE, CiscolSE CTEFKT HARET R 7 1 7 7 A )L TF, BEEFR 7 1 7 7 A V1L,

T RRA L FO—FHTHaAL TITAT UV ARAT =B AZIESNTT 7B AR ELET,

RAF ¥ —ERATIEL, RAFVIIRELS AT e 7740, #ILT 07 7 AL, BLOIERE
Wre 7y AV EINET, RAF Y R U—BLORAF Y EHICL ST, =2 REKRA
VDAL TIAT A AT —EABRREY FT,

VLAN, DACL B XOMLDEMHEERT ORIty ROl ENTEL Y RARA U FOR

B, L, B X OFEMERORATF v AT —H A LT3 DDORRDFF AT v 7 7 A VEVERK

THLERDY ET, ZnboD7m 77 AME, 3 OORBRLFAARY —IZBEfT 5 Z &

NTEFET, INEDOHFARY —&XBT B7291Z, Session:PostureStatus J& M & DS &
WA TEET,

FBEIOT77A4IL

T RRA L M HTAERAT ¥ R U—RERINTWRWGEE, O RARA L bD
RAF v AT ITATVART—=FAFIARICHRESNDLZEDRHY T, AHORAF ¥
AVTITAT VA AT =R AT, BT DERAF ¥ R —0DFHTHHN, = RiRA

W2 L CRATF XYMl 72T TE LT, o T/ IA4T7 v hP=—Vx MILoTa
VFIAT A LR— RSN TRV RARA UMbl TE 9,

EWTOT 7L

TURKRA LV MI—EHTDHIRATF ¥ R V—RNEBINTWDBIGEA, DT RKRA 2 FOR
AF % AT IFTAT VA RT—ZAFEIUCRESNE T, RATFyiHiniThhd e, —
YRERA U MEI, —HTAIRAT Y AR NI ERINTWVDT RN TONAEM 2T LE
7 E%kTX??éMTPéI/%T4/FGi Xy NI =7\ kT DR Ry NT—2
TR A EMNGTEET,

EETOTFAIL

T RRA L FNDRAF ¥ AT IGAT VA AT —ZANREERUCRESNDHDIL, FOx
VFK%VhKﬂLT—ﬁTéﬁX?%ﬁUV—ﬁﬁ%éhf“é#\TX?VJﬁ@£ﬁ$
TR TOMBEEMZRIT Z LN TERWGETT, HFEE L TRRATF vy Iz FR
AV NI BET 7 a b EGURATF v EFIC—H L, BOEBEETLZOIBERY V—X
~HIRATE DRy NU—2 T IR ABRMNESNDLERH Y £,
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95470 b ERFr KY—0EE |

B = o—onE

ZEEFARY) O—DERTE

ATvT1
ATy T2
ATv7T3

ATvT4
ATy T5
ATvT6

ATy 717
ATvT8

[FF AR Y o — (Authorization Policy) | ~X— Tld, EEFFRIAR Y — L BISNTFRIAR Y & —D
QFEFHOHAARY —2ERTEET, NATFVICEAOEEFRIRY —iF, =2 RRA
NOALTITAT VA AT —HAZHASNT, KU —IREEITI DI NET,

[RY) >— (Policy) 1>[RY>— vk (Policy Sets) ] Zi8R L £,

[E=— (View) 18IT, 5T HT 74N "R O—ICPET ORIIT A 227 ) v 7 LET,
[7 7 ay (Actions) 1HIT, WET A 227 Uy 7 L, Fry 7 X0 UARLGHLWGRGERY
D EIRLET

[RY T —%> b (Policy Sets) | 7 —7 /WZH LVITRERRINET,

EEV—EA4EATILET,

[&:fF (Conditions) 1416, () iHEZ Uy 7 LET,

[ A % A (Conditions Studio) | ~— Y THERFEMELEHR L ET, [=7 1% (Bditor) | €7 a >
T, [Z7V v 7 LCEMAZBMT S (Click To Add an Attribute) | 7 F A N Ry 7 A&7 ) w7 L, MER
T4 raf Y EEEERIRLET,

TATTVRMNEZ (7Y v 7 LTEMZBINT S (Click To Add An Attribute) ] 7F A b Ry 7 A KT v
7Ty RN RayrTEET,

(M (Use) 1227 YU v 27 LT, stAAHD AT — RTH LVEEFFAARY v —Z21Ek L E7,
[fR7F (Save) |27 U w7 LET,

RAFYERYNT—D FSATIVEITDRX +
T759T4R

Windows =2 RARA ¥ RORAF ¥ TEAA Y FFFHIZ, =2 KRSV kN 2—FRTF 27
My TADT 7R AT HLEITEBIENRECD 2 LA HY £T, THUE, Windows TE—H 1T
AU by FZT 7 RATEL LT DRI, Z7 AN =D I TXFO~V B T %
BIELED LT D ENFRRATRETDIHELH Y £, RAF ¥ RITHOBIELP; 720D
RANTTIT 4 ABRITRLET,

e T AN Y =N RIAL TP~y BT THEXIZITADIZT 7V ERATHMENRD D
7o, =2 RARA » M Active Directory %— 2T 7 B A TEZ HMBENRH Y £7°,
(AnyConnect ISE RAF v =—V = b LTz) RAF¥R I T—h2dE&, AD
NDOTTRANT Oy 7 Ziu, THARRKRTRr A UPRBIELET, RAF¥YRETTD
ANZ, RAF ¥ EWR ACL Z#fEH L TAD = "~DT7 7 A& L £ 7,

RAFYRETETOOT AL A7 VT FNOBIEEZFRE L, % D1 Persistence JE % NO |2
RETDHLENHY £9, Windows (I /A VHIIZTRXTOXRy hU—F RTAT~D
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I HSAT7 M RRF¥ RYS—DHTE
AnyConnect A 7)LR E— FDT—4 JO0—NDHRE .

P 21T L £ 92, AnyConnect ISE R AF ¥ =— = MNRERRFX Y NU—2 T
IR REGDHETIE, ZOBRFEEZET TEER A,

AnyConnect X TILR E—FKDT7—4- 70—NDHKE

AT )V A FE— R TO AnyConnect DFXE Y & A2, —#HOFIANH Y £9°, Cisco ISE TR
DFNEEFATT DLE N DY £7,

ATY 71  AnyConnect T— x> b 77 7 A VEMEMR LET, [AnyConnect =— = h 707 7 A LOVERK ]
EHLTLIEEN,
ATwF2 AnyConnect’¥> > —® AnyConnect i & Z 1EA L £3, [AnyConnect /X 77— AnyConnect 7% i
EEk) 2B LTL 730,
ATY T3 CiscolSETA—7>DNS 777 A VvET v 77— RKLEd, [CiscolSE~DA—7 2 DNS 177
ANDT v 7Tu—F] ZZRLTIIZSN,
ATYT84 74T N Tueva=r R v—RERLET, 77470 s TrEva=r 7 K o—0
Eik) 2B L T a0,
ATV TS RAF v EHEEERLET, [HRAF ¥ EEOER] 22 L T I,
RAT9T6 KRAFYEEEERLET, [RAFBEEOER] 2B TIEI,
ATYT1l V74T PLAE—RTCHRAFYEMEERLET, (AT VR E— R TORATF ¥ EEOIER] %
ZHL TSN,
ATvT8 RAF¥ KV —%ERLETS, [HRAFv AU —DfE] 23R TIEEN,
ATYvT9 FEETa T s A NVEFRELET,
a) [RY— (Policy) |>[R") >—ZFEZHK (Policy Elements) | > [#&R (Results) ] > [FFd]
(Authorization) ]>[FFaI 707 7 4 JL (Authorization Profiles) ] ZIR L £9°,
b) LB (Add) 1227V v 27 LT, Z7ua77 410 [4A1 (Name) JICASLET,
c) [Hk#& 22 (Common Tasks) ] T, [Web Y ¥ A L2 2 (CWA, MDM, NSP, CPP) (Web
Redirection (CWA, MDM, NSP,CPP)) | ZHZhZ L., Ruvy XL VA NNL[Z7TF7AT v 7rE
Ya=r7 (IRAFx) (Client provisioning (Posture)) ] Z&ER L. U XA L7  [ACL] DLHIZ A
LT, [ZFA4T7 > N 7Freya =7 R"—%/ (Client Provisioning Portal) [{E% &N L £3,
LW AT Taeva=r s R—4L [T—2 22— (Work Centers) ] > [RRF v
(Posture) |>[2 347>k F7REY 3 =>4 (Client Provisioning) |>[2 347>~ 7REY 3
— 2% R—%AJL (Client Provisioning Portal) | CHiE £ 72 13/E T& £9°,

RT9T10 FARY O —EZFHELET,
a) [RU— (Policy) ]>[ R — vk (Policy Sets) ] ##INL 7,
b) [>]1%27 Y v 27 LT[RAKRY I — (Authorization Policy) ] R L, [+] T A 2> %227 U 27 LT
Session: Postur e Status EQUAL SUnknown & DLRTIZERE LT-FBRE7 1 7 7 A V™Mb > CTWAE LW
=V EAE L E T,
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95470 b ERFr KY—0EE |
. AnyConnect T— x> b FAOT 7 A ILDER

¢) LI /L—vd Bz, Session:Posture Status EQUAL SNonCompliant 414 % i 2 7281 LW ERFE/L— L
& . Session:Posture Status EQUAL S Compliant Zeft: 2 i 2 72 5O LWEEREL— L A ER L £

AnyConnect T—> x> b 7O 774 ILDERL

1R8O HHEIIZ

Mac 33 & Y Windows OS F @ AnyConnect Cisco /X v 77— 3 & Y AnyConnect #E#ILE 2 = — /L
7 v 7 ua— RTH0NERDHY T,

AT9 1 [RY) >— (Policy) 1>[R')L—EZFHK (Policy Elements) |>[##® (Results) >[4 7> c7FRED 3
= 2% (Client Provisoning) ]>[") Y —X (Resources) | X— %R L ET,

ATv 72 EM (Add) 1 FryZH U 2 )6, [AnyConnect IRRF+ 707 7 4 JL (AnyConnect Posture
Profile) ]Z@&R L £7,

ATY T3 [RAF ¥ ==V h 7077 A VOFE (Posture Agent Profile Settings) ] K2 v 7 X 7 A KD
[AnyConnect] Z &R L £ 7,

RATY T4 [45HT (Name) | 7 4 —/V NI, BWIO4HET (72L& 21X, AC_Agent Profile) # A LE7,

ATY TS5 [2—T = FOEIE (Agent Behavior) | &7 a3 > Tk, [A7 /LA E— K (StealthMode) ] /37 A —#
T[Z 747> b A (Clientless) |[f%) (Enabled) ] Zi&RL £,

ATvT6 [fR17FE (Save) |27 U w27 LET,

RDZBRY
AnyConnect /N> 77— @ AnyConnect 5% /€ & ER T 2 ME R H VD 7,

AnyConnect 7\ 7 — < AnyConnect 5% E D E Rk

AT9 1 [RY) >— (Policy) 1>[R1) >—E%F (Policy Elements) | > [#2 (Results) |>[2 547>k 7AEY 3
= 2% (Client Provisoning) ]>[") Y —X (Resources) | X—ICBEIL £,

ATv 72 BN (Add) ] Re vy 7 &7 U A )b, [AnyConnect 7% (AnyConnect Configuration) ] %R L £,

AT w73 [AnyConnect /X 77— DR (Select AnyConnectPackage) | K2~ 7 Z 7 2 U A R, #4372 AnyConnect
N r—U %R LET (AnyConnectDesktopWindows 4.4.117.0 72 &)

RTw T4 [ES (Configuration Name) | 7F A b Ry 7 A2, MERARTHZATILET (AC Win 44117 72 &)

AT TS [T T4 T AEY2—/L (ComplianceModule) ] K v 7% 7 UARNT, MERaLyTITA4T A
FV 2 —/LEEIN L F7 (AnyConnectComplianceModuleWindows 4.2.437.0 72 &)

AT v 76 [AnyConnectE Y = —/ /LR (AnyConnect Module Selection) 122 2 > T, [ISEZ-RAF v (ISE Posture) ]
LRy NU—2 77 EA vx— % (Network Access Manager) | DF = > 27 Ry 7 A~ — 27 ZfF1T E
D

B /570 RRFY RYL—OHE



I HSAT7 M RRF¥ RYS—DHTE
Cisco ISE~DA—T> DNS 777 A L7y 7a—k |

AT TT [Fu7 7 A NER (Profile Selection) |27 v 2 D [ISEARAF+ (ISEPosture) | KRy 7 &% U R |
T, AnyConnect =—3 =k 7B 7 7 A V&I L ET (AC Agent Profile 72 &)

ATYT8 [fy NU—2 T EA~F— % (Network Access Manager) | K2 v 7 H 72 U R KD, MER
AnyConnect =— = > h 707 7 A L& BRINL £ (AC_Agent Profile 72 &)

RDBERY

IIAT vV MIT vy a&8NdF—FDNS 7 a7 vy A Va7 v 7 a— KT H50ERH D £
7,

Cisco ISE~ADA—DNS 7O 77 A J)LDF7 v TO—FK

F—TDNS 7T a7 ANNRTTAT v M T v INET,

ATwF1 [RY) >— (Policy) 1>[R1) >—E%HE (Policy Elements) ] > [#2 (Results) [>[2 547>k 7OEY 3
—>% (Client Provisioning) ]>[') Y —X (Resources) | X— IZBEIL £,

ATv7T2 BN (Add) | Kaey 7 X VR RNG, [B—hLVT 4 A7 DT~V kU Y —A (AgentResources
From Local Disk) ] Z&R L E7,

ATv T3 [HT72V (Category) | K v 7H o U R NND [BEVERD /Xy r— (Customer Created Packages) ]
Vi N D= S I

ATV T8 [#AT (Type) | ke v T X7 UA KRG, [AnyConnect 7’12 7 7 A /L (AnyConnect Profile) ] Z 38R L
e

ATw 75 41 (Name) |7 ¥R b Ry Z Ri2, HOLHT (72& 21X, OpenDNS) & AJJLE T,
ATv 76 [BH (Browse) |27 U7 LT, B—H)LT 4 A7 N5 ISON 7 7 A V& ROTET,
ATw 7T [%E (Submit) 1227V v LET,

RDBRY
IIAT Ty a = R =T O MERH Y £T,

9547 FTAEDI =T KR O—DERK

ATy F1 [R)I— (Policy) |>[254F7> bk 7REY3=2% (Client Provisoning) | X— IZBE L £,
RTw T2 MERL—VEERLET (72L& 21X, Rule Name=WindowsAll, if Identity Groups=Any and Operating
Systems=Windows All and Other Conditions=Conditions, then Results=AC_Win_44117)
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9547V ERF v KU L—0BE |
B #x7cxpomm

RDBERY
AT v R BT DRERH Y £7,

NRAF v FHDIER

ATFwF1 [RY) >— (Policy) ]>[R') >—EZHK (Policy Elements) ]>[%&# (Conditions) ]>["RXF+ (Posture) ]>
[Z 74 ILEH (FileCondition) | DIEICKEE L £,

ATy T2 VLERARTEALET (filechk 72 &) .

ATY T3 AR —F 47 AT A (Operating Systems) | K2 v 7 Z v 2 U A R, [Windows 7 (F737C)
(Windows 7 (All)) ] Z8E4R L £,

ATV T8 [774 VXA (FileType) | K w7 X U A K5, [FileExistence] 28R L £ 7,

ATY TS [Z77 A4/ %A (FilePath) | Ku v 77X U A )5, [ABSOLUTE PATH C:\test.txt] Z 341 L £ 97,

RT9T6 [77ANEE T (File Operator) ] K w7 X7 U A R)b, [DoesNotExist] 23R L £ 97,

ROERY
AT R I 5 BB D £,
RAF v BEDIER

T ANGEHIZEY | testtxt 7 7 A NPT RIRA ¥ MIEIETH0E 9 DD ER SN ET,
TFHELREWEEOEEIZ, USBAR—ra27 vy 7 L, USBT XA AEMHA L7 7 A4 LDA
VA M= EEEIET A D LT,

ATwF1 [R)I— (Policy) 1>[R) >—EH (PolicyElements) |>[##R (Results) |>[{&E 74 > 3> (Remediation
Actions) ]>[USB &1 (USB Remediations) ] ~<—ICBEI L £,

ATy T2 VERARTEZ AT LET (clientless mode block 72 &)
ATw T3 [%F (Submit) 1227 U w27 LET,

RDEZRY
RAF v B BT D LEPH Y 7,

ATILA E—RKRTORRAF Y EHDIER

[Z: (Requirements) | X—INOEET 7 v a VEERTAHERIL. AT VA E— RIZ@E L
WOBETLTRERINET [T =T %K (Anti-Malware) |, [7'2 27 7 AfLH) (Launch
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I HSAT7 M RRF¥ RYS—DHTE
w27 Ry o—otes [l

Program) ]. [N T4 # (Patch Management) ]. [USB]. [Windows Server Update Services]. ¥
& O [Windows Update],

ATwF1 [RY) >— (Policy) 1>[7R1) >—E%FE (Policy Elements) ] > [#2 (Results) [>[7 547>k 7OEY 3
—>% (Client Provisioning) ]>[') ¥ —X (Resources) | X—IZBEIL £,

RATY T2 RAF ¥y OXEEHEZERLET (72 & 21E. Name=win7Req for Operating Systems=Windows7(All) using
Compliance Module=4.x or later using Posture Type=AnyConnect Stealth met if Condition=filechk then Remediation
Actions=clientless_mode_block) ,

RDBERY
RAF ¥ WY =BT D2LERHY £7,

RAF v R —DIER

IR HEIIZ
RAF ¥ R —DHEAEBLOR) =N T4 T LA = FTERSINTWNEZ L%
R LT TZEY,

ATy 1 [R)I— (Policy) 1>[RRF+ (Posture) ] ZiER L E7,
ATy T2 VERA—VEERLET, =& 2L, Identity Groups=Any and Operating Systems=Windows 7(All) 35 & Y

Compliance Module=4.x or late 33 J2 T} Posture Type=AnyConnect Stealth ™34, Requirements=win7Req & 72 V)
£,

GE) URLUVAALZTarDRWIIALT o 7Tueya=ryIoa, 2y NU—2 778 R%
721X RADIUS IZ[EA D@L EH L THRHEZRE L THSMFITHEERE T, CiscolSE — S TRE
=Dy a VERMEARETIIRVWZ ENERNT, 2947 Fueya=r 7Ry
V—DRENRMT L ENHY ET, 7272 L. CiscoISE TIIAF CTEME NI ID 7 —T712
KLU CHEMEEHRETEET,

AnyConnect X T/LX E— FEHDEMIL

Cisco ISE TliX AnyConnect A 7 /LA E— RIERIZXT L, W< D0OHT LW BEE ORIl % i
HLET, ATNVRAE—FCOREOREBIMEAINIT DL, A, VA YL AELIIVPN
Pt CRIEZRETEE T, ATV RAE— R CTOBMEANICT DL, ROEHIZLET,

95470k KRFr KYL—nHE ||



95470 b ERFr KY—0EE |
B cx7v547

\}

(GE)  AnyConnect 73— 3 > 4.5.0.3040 LAREIL, AT /VAE— RTO@MZYAR— b LET,

4O SRS

AT VA F— KT AnyConnect % E L £77,

ATYF1 [RY— (Policy) 1>[RYV I —FE (Policy Elements) 1> [fEH (Results) 1>[Z7 T4 Tk 7ub s
=27 (Client Provisioning) ]>[Y ¥ —A (Resources) | ZE#IR L 7,

ATwv 72 [BI (Add) 1>[AnyConnect ISE RXF ¥ FH 774 )L (AnyConnect | SE Posture Profile) | #3R L %
j—O

ATV T3 [T Y ORER (Selecta Category) ] Kz v 77 U A oy [AnyConnect] &38R L £,

ATy T4 [2—T x> FOBME (Agent Behavior) | £ 7 ¥ 2> C, [AT/NVAE— R THEAEZANZT S (Enable
notifications in stealth mode) | 4 7'v 3 I [A%) (Enabled) ] 2N L £7,

RAF¥ 34T

CiscoISERAF ¥ R — MBI OEHTAHZDIFEHTEE32OFRATF ¥ XA 7N
HET,

* AnyConnect : AnyConnect T— = F &R L, 7747 F DRV &0 RMER Cisco
ISEARATF v AU —ZEHL, #WHLET,

* AnyConnect Stealth : =—HF DEAER LT, h—EREL L THRATF ¥ EZRITLET,

« Temporal Agent : 7 74 7 > b ETIFAT9 % K 91T Cisco ISE GUI TR E T &E 5 —RFE(TA]
REZ 7 AN, Z2I7AT Y MBMEHER Y =217 78AL LD L35 E, CiscolSEIL,
=PRI TA T N ECIETTHUEOHDLFETAIRRT 7 ANET v a2 LET,
Termporal Agent (X, I T TA T VA AT —X AEBHBUOHRAEL, TDAT—H A% Cisco
ISEIZ3615 L £, CiscoISE TR RICHSNTRERT /v a v 2ETLET, av 7T
ATV AMBENRETITDE, 7747 bpb—Rz—Yxr PRHIRESNET, —KF
TV ME, BARAZLMEEEZIR—FLTWERTA, 774/ FOEETIE, Ay
=Y TXANOHRNRTR—FENET,
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N

GE) o [RAF ¥ %A 7 (Posture Types) ] % [Temporal Agent], [
VT AT A EY a—/b (Compliance Module) ] % [4.x LA
[ (4xorlater) ] & LT, RAF ¥ R —%RETEE
T ZOXIREY =R LB REKT DB, =
TIAT VAT a—)VE [Bx LIFT £721k HEED/N—
Tar] WERLRNEIITEEL TSV,

Termporal Agent D513, [#ff: (Requirements) ] ~—T
[f > A h— b (Installation) | F = v 7 XA ThEie v F
BHAM OB ZRRTEET,

Cisco ISE (%, Mac OSX [f]{} Temporal Agent % fii il L 7= VLAN
FIERAF v BEEZ P R—F L TWEEA, ZhiX, *v b
T —2 T 7% A &EAFD VLAN 7551 LU VLAN (A9
% EEIZ, VLANOEFRNIC2—VFDIPT KL A& L,
W L VLAN IZHHi T 5 & S ITH LWIP 7 RLR
%z DHCP R CHERTOZME R H H720TH, Tz —
MEBR2S ML EET A3, Temporal Agent (F—H Fm& X & L
THFEITLET,

CiscoISE (¥, = FARA MNP 7 NLADHHFEZMLEL L
78 ACL IO RAF v BBz A — b LTV E T,

Temporal Agent (Z K > THAR— b IFLZRVEM:
s P —ERALUEMAC: VAT LT —FL Fxv s
P —ERAEHEMAC: T—E L FEFa—HF -V N Fxv S
*PM : T F = v
*PM: AL F = v 7
*DE : W5 5{tF = v

[Z7T7A47 > s FrEya =7 (Client Provisioning) ]X—= ([ Y ~— (Policy) ]>[HY
v —8F# (Policy Elements) ]>[#53R (Results) [>[7 F7AT7 v h 7ubva=r7 (Client
Provisioning) ]>[V Y—A (Resources) ]) & [ AF ¥ EM: (Posture Requirements) ] ~<—3
([R Y — (Policy) ]>[AY v —%F# (Policy Elements) ]>[fEH (Results) 1> [HATF ¥
(Posture) ]>[%ff (Requirements) ]) 12, RATF ¥ XA TNREFENTEY, #HLTEINDH A
NTSIT 4R, [7T7AT > N 7FreYa =7 (ClientProvisioning) ]X— CHRAF ¥
IRTyANETAEYa =y ST HI LT,

RAF v BT AnyConnect AT VA RAF ¥ XA TH@RINT D L. —5OSKRMLE, BE, £
RGN OBIENENC D £9 (KEERR) , L& E FHEETIEZZ 7472 MIloR
& NEEL D729, AnyConnect A 7 IV ABEEGINCT D & [FEMEE X 1~ (Manual
Remediation Type) ] B IELhZ72 0 £3 (KAaFTR)
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AnyConnect A7 /LA E— ROREF T, RAF ¥ 7'B 7 7 A /L% AnyConnect X iEIZ~ > BV
7' L. AnyconnectiXE%& [Z 74 7> h 7Fr ¥ a =7 (ClientProvisioning) ]-X— I\~
VT 550 WOMENYFR—SvET,

» AnyConnect [ZE DR AT ¥ 707 7 A VOt 2D L ME 72— ROKE

s MIEIZR AT ¥ ERIZI 1T 5 AnyConnect |2 L 28I L 72— NIZET 5 1E#H D Cisco ISE ~
DL

* CiscoISEIZ LA E— FBLIOZDMOER (IDFNV—7, OS, 2T ITA T LV AEV 2—
AR E) IZHESSTELWRY O —DBE,

(G¥)  AnyConnect N\— 3 > 44 LIFETlE, AT /LA E— R TO Cisco ISE R AT ¥ BNHYKR— kI
Tb\i—é‘o

MELEYY
AnyConnect A7 /LA E— RKDT—27 70 —0DHE (39 X—)
Cisco Temporal Agent DV —727 7 0 —DORE (46 X—)

Cisco Temporal Agent D7 —% 7 O—NDRKTE

Cisco temporal agent 3% £ 3 2 7' 2 & A 2iEL, —#HOFIENH Y £3°, Cisco ISE TIRDFIE%E
FATTHMERHY £,

AT YT BAF ¥ FIEOIERL
ATy T2 BAF ¥ EOMER
ATV T3 RAF v RU o —DERk
RTFYTE V54T R Fuela=r s R —DHE
ATV TS BT R 7 7 A NVERELET,
a) [R1— (Policy) |>[R1) >>—EZHK (Policy Elements) |>[#%2® (Results) ]>[§F® (Authorization) ]>
[Bfal 7R 7 7 4 )L (Authorization Profiles) ] 23R L £,
b) [EM (Add) 1227 Vv 27 LT, 787741041 (Name) J[IZASTLET,
c) [H:#& A2 (Common Tasks) ] T, [Web V¥ A L2 a2 (CWA, MDM, NSP, CPP) (Web
Redirection (CWA, MDM, NSP, CPP)) ] Z AL, Ruey 7 X URMNNL[ZFA4T o~ 7rE
Ya=r72 (ARAFx) (Client provisioning (Posture)) ] R L, U XA L7 b [ACL] D4 Hi%E AT
LT, [Z7A47 v h7aeya=r7K"—%/ (ClientProvisioning Portal) JfEZ &R L £3, H LW
IIAT N TREYa=r T R—Z T, [T—Y 22— (Work Centers) ]>[{RRF v
(Posture) |>[2 547>t JOEY 3 =>4 (Client Provisoning) >[4 7>k 7REY 3=
>4 1R—4A )L (Client Provisioning Portal) | THRfE £ 7-13ER T £,
ATy 6 FAIRY —EHELET,
a) [RY— (Policy) 1> [KYU— £ k (Policy Sets) | #3841 L £+,

B /570 RRFY RYL—OHE



| 3147 rKxFx KYL—0HE

ATy 717

w27 vetors ]

b) P]1&7 Vv LT[REAARY I — (Authorization Policy) | &R L, [t] 7T A2 %227 U v 7 LT
Session: Posture Status EQUAL SUnknown & LIRTIZEEE LIZERRET 12 7 7 A LMo > TV D FT LW
N— VB L £,

¢) LLEio/L— L Bz, Session:Posture Status EQUAL S NonCompliant {4 % i 2 723871 L W VERRE/L— /L
& . Session:Posture Status EQUAL S Compliant Seft: 21 2 72 5O LWEBREL— L & ER L £

Cisco Temporal Agent D% 7 > 11— R L L #)

NRAF v FHDIER

ATy

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

[R1) >— (Policy) ]>[7R') >—EZF% (Policy Elements) ]1>[%&# (Conditions) ]1>["RRXF ¥ (Posture) ]>
[Z 74 ILEH (FileCondition) | DIEICHEENL £,

VL7 &2 ANT1LE9 (filecondwin 72 &)

(AL —F 127 A7 I (Operating Systems) | K2 7 & 7 JZX Rk, [Windows 7 (F7X7C)
(Windows 7 (All)) | Z#R L £,

[Z77 A0 ZA7 (FileType) | Ky 7 & U A | . [FileExistence] Z &R L £ 9,
[77 AN /%& (FilePath) | Ka vy X U A KMnND \mmmmﬂumeMmmq%@ﬁbiﬁc
[7 7 A WEFE T (File Operator) | Ky 7% U X Kb, [DoesNotExist] 28R L £ 97,

RAF v EHEDIER

&

ATy T2
ATvT3

RTv74
ATvy7T5

ATvT6

[R1) &— (Policy) 1>[R!) L —EZ%K (Policy Elements) > [#&% (Results) | >[/RXF+ (Posture) ]>
[E# (Requirements) | %R L £,

[t (Bdit) | Fe vy 727U R M, B LWEHO A (Insert New Requirement) | 23R L £ 9,
[4FT (Name) |, [AXLb—T7 1 2 A7 L (Operating Systems) |, BEL P[22 T ITAT VA ET 2—
JV (Compliance Module) | # AJJLEF (7= & %L, Name filereqwin, Operating Systems Windows All,
Compliance Module 4 .x or later) ,

[RAFx %A (Posture Type) ] K12 v 7% 7T, [Temporal Agent] % &N L F 7,
VB (72 & 20, filecondwin) Z 38R L F 9,

(GE)  Cisco Temporal Agent D& 1%, [EH: (Requirements) ] 2—3 T [ A h—/L (Installation) ]
Frxvl ZATH2EZLNy FEAFMEOHLZRRTEET,

[AvE—Y TF A DA (Message Text Only) [EET 7 v a v aBIR L £7,
G¥)  —Ffx=— = MiX, AnyConnect4.x LARETHAR— F &N THET,
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RRAF ¥ K1) —DIERL

ATwF1 [R)>— (Policy) 1>[RAF ¥ (Posture) | Z#R L £,

ATw T2 VERNL—VEERLET (72 & 21, Name=filepolicywin, Identity Groups=Any, Operating Systems=Windows
All, Compliance Module=4.x or later, Posture Type=Temporal Agent, 35 J (O} Requirements=filereqwin) .

DS5AF7TJAEDSIZ VT R O—DHKRTE

ATwF1 [R)>— (Policy) 1>[2547>k FAES3=2% (Client Provisioning) ] Z3&#R L £,

RATY T2 VERA—LVEERLET (724 21E. Rule Name=Win, Identity Groups=Any, Operating Systems=Windows
All, Other Conditions=Conditions, Results=CiscoTemporalAgentWindows4.5) ,

Cisco Temporal Agent D% > O — K L EEE)

AT 71 SSID IZHfE LE T,

ATvT2 7I7uHERETLE, /74T T Yany S RV AL LT PERET,

RATw 3 [BAth (Start) 1227V 7 LET, ZHITE D, Cisco Temporal Agent 231 > A h—/L &, BfELTWD
MEIPINTF =y 7 SILET,

ATy T4 [Z 22D THRE L7z (This Is My First Time Here) |27 U v 27 LE9,

AT 75 [Cisco Temporal Agent & % 7 > m— K L CEENT 221 242 Y » 7 (Click Here to Download and Launch
Cisco Temporal Agent) | Z &R L FE 7,

AT w76 Windows F 721 Mac OSX F ® Cisco Temporal Agent .exe £721% .dmg 7 7 A V&2 T NENHRIFLE T,
Windows DE1E .exe 7 7 A /L& FEFT L, Mac OSX DAL dmg 7 7 A VEXZ T NI U w7 LT,
acisetempagent 7 7'V 7 — a3 R FATLE T,

Cisco Temporal Agent |37 74 7 b & Ax v L, #ifR GEEMZRTRNF~—2r7RE) 2F&RLE
7
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