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include-adeos

RS oA

restore
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T AT, Zoa<wry REANLET,

filename
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FLET,

GE) T 7 AL DIZIT, targpg & VD PIE
AT OMNERH Y T
(myfile.tar.gpg 72 &)
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Ny 7o THEFLIVRY M) ZHRELET,
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Ny 7Ty Tt 5 VAT b ORI,
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(AFvav) Rors 7o RETTSH—
P EFZOK T —2 B ELET,
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Ny 7T v TBETLTDHRODONNYy 2 S
T 5% —, @ﬁ?éﬁ%&éht(ﬂyy;
fb&ni) BEEfbx—%2BELE 7, 40 F
iff?ibi#o
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Ny I T T BT HEOOTL—2 TF%
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s —a2 AN LET,

include-adeos
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5%uk\_027/%ﬁuv B 8T A —
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O R E—F
EXEC

FREDHA K514
Cisco ISE-PIC Crestore 2~ > R&{#EHT 25 &, CiscolSE-PIC H— 323 BEIICHECE) L £ 9,

T =X OETCNE T, X —134 7 a T, BEX—%2BE LR TLRiD/ Ny 7
Ty T DEILETR— T H720IC, BEF—72 L Crestore 2~ REEHTE 7,

il

ise/admin# restore mybackup-100818-1502.tar.gpg repository myrepository encryption-key

plain Labl2345

Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes

Initiating restore. Please wait...

ISE application restore is in progress.

This process could take several minutes. Please wait...

Stopping ISE Application Server...

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Alert Process...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Alert Process...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin#

EEav >R

Description

backup R 277 w7 (Cisco ISE-PIC & Cisco ADE
0S) F(TL T, FONRYIT v T EYRY
N UICRIFLET,

backup-logs VAT AT BNy I T T LUET,

repository Ny 2T v FTREDVRY N 7 E— N
ASLET,

show repository BED Y ARY N UICHDEHTRE RS 7 T

I ANERRLET,
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Description
show backup history VAT EDNy I T TBRE SRR LET,
show backup status Ry I T v TEED AT —H A FmRm LET,
show restore status BEIXBEORAT —Z A TR L FE T,

WO E D EY )= RTT ) r—va VETBOR AT —Z AR L OER AT — 4
AH[FERB (OutofSync) [IZ72> TWAEGE, M4t ¥V /) — ROGEHEEZ T4~
PAN {ZFA »A— LT, FEIRMZIETTIHILELRDY T,

GUINSDRTE/NY I TV TDET

BHER—HNVTRENNY 7T v 7 E2ETTEET, GUUIZIZHEAED Y V —20n b ST
N T T o TOBRNERENET, 2OV YV —RLVETIONY 7T v 7 %28 nd5i12i%, CLI
26 restore 2~ RafEH L £9,

ATy 1 [EE (Administration) | >[* >TF > X (Maintenance) |>[/\v % 7w F/#8T (Backup and Restore) ]
ZIBINL E9,

RTYT2 RNyl T v T OLFIERENNY 7T v 7OV ARPLEIRL, [t (Restore) 127 U v 7 LET,
RT9T3 Ny Ty TRHEH L5 ¥—%2 A LET,
ATy T4 [1Ht (Restore) |27V v 7 LET,

RDERY
CiscoISECA ' —E AT 2551T. ROZ L 2FEITTHHLERH Y £4,
1. CiscolSECA /L — b Fx— 2R E2FAR L £,

2. CiscoISECAFEHERBLIOF—D Ry I T v 752774~V PANNLRGL, B XY
PAN CHEITLET, ZHITLD, 7T A~V PAN OFEENREELEGAIC, B XY
PAN 23058 PKI D /b— b CA 721X AL CA & L CTHERET 2 L D 12720, &BH % U PAN
7 T7A~Y PANIZHESEDL I ENTEET,

BETERE
BEREE LR — b oid, TNTOETRIE, v A0 b 2T =2 RTET D ERE G
THIENTEET,

GE) 72 LEREEEE LA — MR, ATRIOE STEREISKIET 2 FAARERIC BT 2 T H 0 8
Aoe
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B 5=y / —reensgy s/ —rors

N TN a—T 4 TE#RE AT T HITIE. CiscoISE CLI > backup-logs =~ > K% 547
LT, ADE.log 7 7 A NV EFARDZMENH Y 7,

BB EOHEIT I, T T® Cisco ISE-PIC ¥— ¥t R ZfE 1L LE 4, show restorestatus CLI
o~y REFEH LT, EoEoETRN AR TX £7,

T54<Y) /J—R&EvHUHFY) /J—FRDORHEA
PANDNR 7T v 777 A NVOETHRIZ, TT7A4~IVBLOEI XY /— KD CiscolSE-PIC
T A R—=ZANHBWIZRPFA SN2V ERH D £, ZOEAICIE, PANNLEDZY
ISE-PIC / — R~D5E R A2 FE) T FAT7 CE £7, MmflIEHEIL. PAN LB XY
J— RIZOBATRET Y, A ERIZ, REZEETHZ LT TEEH A, Cisco ISE-PIC T
X, RIS T L2 DI, oD Cisco ISE-PIC EHE R — X )L ~N— |2 E) L T
EEEEITH) N TEET,

ATv 71 [EHE (Administration) ] > [ER (Deployment) ] Z B L £,

AT9FT2 ¥EMLTVr—rary 272208 XY J—ROMICH LT = 7Ry 7 AeA iz LET,

ATy 73 [F#MEZFH (Syncup) 1227V v 27 L, /J—KMNPAN LRIFIEND F THEDBET, Cisco ISE-PIC FFLH
=B N~DT 7 EAF, ZOTOCANETTDHOEFLRTIERD A,

AR F7RVELV2/ —FBRETOEADNE/ — FOER

COHTE, AZ U FT7rrBL02 /= FRETOXRbNZ, — FOETIHEMTES M7
TNV a—=T 4 o ZiERERE LT, ROERBIO—MTIE, Kbh/er—2OFEIRIC Ay
77y 7 EREE L. T OMOEREITIE, HEREEAEH L TVET,

2/)—FEMTOBEIP7 FLREKRR FEEFERALTOERbNI-/ — FDET

SF A

27— FEHETIE. BARKENE ) — ROBRIZSOZRNY $3, ExiIl, BEIPT RL R &
BRANR—LEFEHLET,

7mEzIE, 2250/ =K, Nl (94~ K —EFH/)— K KF72bb7J 4~V PAN) &
N2 (BB &Y RY—EH ) — R 72bbteh %Y PAN) 2360 9, B2 T1IZES
SNTENL = ROy 77 v 7PRRIHAR T, BREEDOTZHIZ, N1 EN2@ GO/ — R
WCEENEAELE L,

0k73

BN DT TP Cisco ISE-PIC / — RBPEINFELZRI AR M EIPT RLAEEHAL
T, FTLWANA—=RT 2T DA A= NMERINE LT,

. & ISE-PIC
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fZiRFIE (Resolution Steps)

L NIBEON2 ) —RFOWEFEEIB|IIOIVLENHD ET, NIBION2 /— FiZAX K
T RERRICR Y F LT,

2. NILEN2ODO/—FOUDIZFEHALTIA B Z2ZFB L, N1 /J—RIZA A —/LLZE
—é‘o

3. BEMZIIENL ) — R TR I T v T2 B T A204ERLY T, xR 7 U7 MIN2IZ
FT—ZEREMLLEIELETH, N2IFAZ L RT7uay J—RTHAHAT-ORIBITRE L £
T, Nl OF—=ZFEZ TIiIc)V vy hERET,

4. Nl OEBER—ZICa AL LT, N2/ — RZHIBRL THBRETO2LERH Y £9°,
INT.NILBIUON2 /= RFOF—EREZTIIC) By FERET,

2/ —FEHFOFHIP7T FLRERR FEFFERALTOEDNI-/ —FOER

SFUF

2 7 — REBETIZ. BRKENE ) — FOBEICORDDET, FTLOWANA—RT 2T DA A —
R LW CEER S, BTILWIP T RL R LR RA M LETT,

72 %X, 2ODISE-PIC /— KNIl (F9A4~U RV —FH /) —F (X714~ PAN) )
EN2 (BB UEY J—F) BBV ET, A TIHICEESINZNL ) — KONy 7T v 7035
FARHRETT, BARAKEOZDIZ, N1 EN2EHFD / — NIZEENIHAE L FE LT, CiscolSE-PIC
SRR L er—r g UTEESBRZOI, BTLWEARX RAIENIA (X7 14~1U PAN) B
FON2A (BB &Y J—FK) T, NIABIONA X ZORETIIAZ L KTy ) —
KTT,

AR H

BEAN DT T D Cisco ISE-PIC / — RPIEINELZFH LD A= R =7 DA A —TD3,
WARBRANGEIP T RUREMHA L CRDGATCTERINE L,

f#:RFIE (Resolution Steps)

1L NIORyITyTHEAFL, TNENIA FTETLEST, Box27 U 7 ME, A& M
L RAALSVEDOEFEERFH L, BIEDEA FLIZESOTRERIBABRENDEA L L KA A
VA EEHLET,

2. HLVWHCEBAGEAEZ AT OILENDH Y 7,

3. NIA T Cisco ISE-PIC BHER—ZLiZn 7 A L, [EE (Administration) ] > [ER
(Deployment) ] Z&IRN L T, IROBEELAT O LR H Y £,

HWVWN2 J — RE2HIBRLET,

HLWVWN2A J—FRE2E o AY) J—RELTRELET, NIA J — FOTF—Z 28 N2A
J— RicERINET,

&2 ISE-PIC .
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B <5 70 mBOBZEIP7 FLREARR FEIZE S/ — FOER

AAVKR7OVEROBEIP7 FLRAERRA FEIZLE/ —FDET

vruA

AR RTa U ER ) — KR LET,

72 ziE RAZ U RTa E ) — NIRRT LET, NIT—HFXRXR—Z2ADNNy 7T v/
M. A THICHES S E Lz, WHEAREEIZLYNL / — KR Z 7L, £ A=V OFE
BREFIZFHFLWA— R =27 RNMNETT, NI /—FZ, FIUIPT FLRAEERA MEEEAL
THESELZMNERH Y 7,

AMREH
CORBIIAZ L RT e ERTHY . FHERIIA AV EEER LA — Ry =T, [
CIPT RLAREFRA N ERBET,

fZRFIE (Resolution Steps)

A A= OFERBE,. FRIER—IP 7 LR ERA M TH LU Cisco ISE-PIC / — R&#E A
L7ZBICNL J—FEFH LS, HFWNL = R0 BE LAy I T v P2 ETT HME
NHOVET, o—NEBERTILETHY A,

AZUR7OVEROFIP 7 RLRERR FEIZKD/ — FOER

SFUA

AL RTaER ) — R ZF T LET,

ezIE, AX L RTRUER ) — KRNI b oi-b LET, B THCHRE S N1 F—%
R=RDNRY Ty TRHARETYT, WERARREICLY N1/ — FRF 7L, 825 1P
FRLALKRR NGEFERLEHLOA— Ry 27 ICllonr—2 g > CREBZONET,

AR &Y
THIIAZ L RTaERTHY, BEHmz oo —Fou=Tid, BRHIP7T RLALER
A NG ERFLET,

f#Z:RFIE (Resolution Steps)

L HLWA—RT=7TNI /—FREEEHBIET, 2O/ —RNFIAX L RT e kgL 2
D, AAM4IZNIB T,

2. Ny 7 v 7%NIB/—RKECTHEILTEET, = VA2ELETIHMLETIHY THA,

. & ISE-PIC
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=
axX

FEQOO—)L/NvD

gron—L vy |

=]

ERETICRELZLZELTLEN, BTENDNELLRWZ ERbNEBRAENHY ET, 20
e, BREITORNIEBG LIy 7 T v 72l d A LICEY, TOREIKET I ENT
%i-ﬁ“o

EAbNBEEA

Nl (o941 RV —FH ) — KK+ bb7I74~VU PAN) ¢ N2 (Bh & U R —
BH ) — Rt bbt b F U PAN) O2200 /) —KB3HD, NI /J— ROy 7T v F&ff
ATXEd, Nl ECESTEEEEZ N ONTWV, ZEETICETVLERH Y 97,

Jl)a—3y

ol BRELELITORNCHELENL,  — ROy 77 v P2 AFLET, N1/ — R ETZ
DRI T T HETELET, HoAZ UV Z MLV, NI OT—FTN2RFEH SN E T,

2/ —FRHATOBERERO TSI /— FOET

SFUF
< VF ) — FRBENT, PAN ICEEREALE LT,

72& 21X, 220D CiscoISE-PIC / — K, NI (PAN) & N2 (B #FUEH ) —K) 280 F
T N—RU =T ORETNLIZEENREAELET,

AR S

2 — RKRENOT T4~ 7 — RORICRENEE LET,

fZiRFIE (Resolution Steps)

1. N2EEHER—Zicers4LET, [EE (Administration) |>[EE (Deployment) ]
EERLT, N2&2774~Y J—RELTRELET,

Nl /= RBE L= FY =7 CEREBRZ N, A A—UBRFHERSh, 2% F7n
VIRREE 720 £,

2. N2 EHER—ZNLT, ¥HF) J—FRELTHLWNL J— FREEELET,
INT. N2 —FBRFT7A4~<U J—RIZBZYD, Nl /J— KRt Hh o HY J— Rl F
ﬁ‘o

Nl /J—FREHRTIA4~Y J—FIctT 5%, Nl OFHER—Z a7 LT, 20O
J)—FE7I7A4<) J—RICRELET, N2, BEIWICED 2D —_2 70 £9,
FT=EANKbNDEZ EITHY FH A,
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B/ —rEmcorEssEoth sy /- FofR

2/ —FERTOEEREFOEHUZY) /—FOET

>k

~NAVTF = REHT, 160t rZ ) J—NIIEENRBELE L, HroLnEIby £
Ao

f#RFIE (Resolution Steps)

1. BHHY J—ROA A=V EFERLT, 774V hORZ Y RT7rREEICLET,
2. TIA=Y J— R bEFEER—Z e s L, BHFY J—REHIBRLET,
3. BHUHFY ) —FREHEEELET,

F—=RITITA~Y J—FhbvhFY) J—RERESNET, HEoosEixho £
e

F—RR—ZDHE

HETavATIHE, WERZT —22RFETHIABERERETHZ LT, T—FX—ADH A X
EEHCTEET, 7740 MI3H AMTYT, 2oL, MEAOT 4 27 fEEEHARL &0
i (F gy AZEEONR—t T —) [CELEEEIHERAESNET, 2047y a T, &
Hix30 BT snEd, 740 bD3 5 A1Z90 AEITY,

T—EAR—ADELEICEAT AL M4V

ERT—2DEE

WIZ, T—=ERXR=ZADT 4 AZHHICEHE LTS REHTA RTA U E NSO LET,

e T—HRX—=ADT 4 AT HFHEN L VERED 80% 22 -GG, 7T —FX—R 44
AMEN DB TEHENTT 4 A7 A RXEBRBULIZZ 2Rt 7 VT 4 I T T — L0 ERR
ENFET, T4 ATHHEN 0% L RKREWERIT., BOT7 7 —b2BNERRENET,

s WHEX, THIRX—RADMHERT 4 AV RO~ T VI b S EET, T—X
R—=ZDEREAT 4 A7 N LEVE (T 7 40 ME80%) Ll Ehic/zb e, HET 1
AN ENE T, ZoT e R E, FEER-ZNVORTICEAKRRLS, BETARO
EFE=X VT T=EOREHIRLET, T 1 A7 GEIED 80% A2/ 5 F THVIRL
Dt AZHATLET, HETIE, LFLORNCT —Z _X—2ADF 4 A 7 fEHIRNAHEICTF = v
7 ENET,

ISEMnT #MH (OPS) 7 —#_X—R|Zi, ISE LAR— MIAERSNEHERNEG TN TOET,
U D ISE Y U — A Cl&, ISE admin CLI =~ > K application configureise % %47 L 7212,
[M&TIERH T —# %42 (Purge M&T Operational Data) ] & [M&TT —# X—2Z% U+t >  (Reset
M&T Database) | DA 7> a v &AL E T,

N=UFTvaid, 7207 V=T v MR LET, £, T2 H057
R ReRRLET, Vby b ATV a v BT L T F = AR L R O 4]
RBIZU Yy bShdled, Ny 77 v 7SR THL TN TOT =2 NERTHIRS L E T,

. & ISE-PIC
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\}

mnEAT—a0E=E |

Ty ANRT 7 AN VAT LAEREABEICHE L TWAEE, T4 RX—2% Uy bT5H D
ERTEET,

GE)

HWVERT—2DHEE

Uty b AT vara2ERHTLHE, FREITHET, ISEF—EAR—EFMICFIHTE <A
D E9,

EMT —# D2 (Operational DataPurging) [V « > K&, [T —F X— = (Database
Utilization) | B X O[T —% 2457 <W4Z% (Purge DataNow) |fEENHV £, ZOv 4 K
DTS =g AL, [BEE (Administration) [ > [ RX T 4L (Sygem) [ >[AVTF
YA (Maintenance) ]>[BRT—4% D&% (Operational DataPurging) ] T9, [T —4#—
ADOMFAPIRPL (Database Utilization) | fEIIZIL, A FATRE/R T — X R—AFBOLFHNER S
NET, AT —FAN—2v TR F—=N"—=F5L FIHARRRT 4 A7 FRE, T —FX—
ZNAFT — 2 DMRAFS N TV D B FR R SNE T, 7 — X I3EHIFET 4 FrICEE SN E
T, T, REHEEREL T, HEMNCT =22 VAT NIZ=T AR— T 5 K9 ITHE
TEET, VAV MV D7 ZR— F2HAMZT % (Enable Export Repository) |5 = > 7 78
JAZEFANAZLT, VARY MU ZBRLTEKR L, Bis¥d—%2EETEET,

BMELEYY
HWEHT—Z0EE (29 —)

EHAT =2 13— EHIRED SN TV ET, TICHIBRT A Z b, EHRICHIRT S
EHLTEES,

ATy 771 [EE (Adminigration) [>[* T3+ X (Maintenance) |>[ERT—% MDilZ% (Operational DataPurging) ]
ZERLET,
RT9T2 RONTNNERITLET,
o [T— X AF5 M (Data Retention Period ) | fEIK CR OEMEEITVE T,

1. RADIUS F£721X TACACS 7 —# Z & F 7 2 Wil Z# A CIREL £, fAE LB L v aio
T—HXTRTYARY MU= AKR— hSvET, ISE-PIC (Z1% RADIUS % 721X TACACS #4iE
DHYEFAN, A VT TARNTIZF¥O—ENISE EHFEINET, 20D, T—FX—2X
MO ZOX D RIEREEHICHET 2XERH Y 7,

2. [VUART MU (Repository) 1FEIKT, [VARY MU D7 AKR—~Z24%02F 5 (Enable Export
Repository) | F = v 7Ry 7 A%F NI, T—FERGFTHIARY MU ZRIRLET, FEHIC
SWTE, TUVARY MY OER) OEHEZRMLTIZEW,

3. [Wf5*— (EncryptionKey) |7 F A h RNy 7 ANZME/ XA T — 2 AT LET,
4. [fRfF (Save) 1227 U v 7 LET,
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B =2usE o2 b=~ ISEPCOT Y TTL— K

G BRE LR SRET — 2 1Sk T 2 BEFORE L 2 WERTEOHE . sEEITBE
FOLEWELZ EEXLET, eI, REMMZ 3 BICREL, ZOERZET —
TADOPFEOLEVE (72 21E SHOTF 740 b)) ROBE., T—ZILZDA—Y
TRELME G H) IZit> THEEINET,

«[T—# %45 F<IHE (Purge Data Now) ] FHIKC. ROBIEEITWVET,

1 FTR_NTOT—=ZZHETLIN FRIFHEESNZREEIV b WT =2 2HELET, 7 —41F
URY b UITRIFSNEE A

2. [{HZ%E (Purge) 15227V v 7 LET,

SELISEA VR M—=ILADISE-PICOHT v THL— K

Cisco ISE-PIC (%, 584272 Cisco ISE GUI IZKED5< & 7V CHEER 72 GULICER R SNE T, Z
D=8, ISE-PIC A > A b—/LF 2% & ISE ~HH N OZRMIZT v 77 L— R T&xE7,
ISE-PIC 7>5 ISE D Base 7 A B AT v 77 L— K45 &, ISE TRl &k, T 77
L — RATIZISE-PIC T H FIRETE o ToMREN I TRk & E S, 7 v 77 L — R L7ZISE-PIC
J—R&7T7A4~<YPAN &L LTHEHLTWDEAIL, T CICREL TWAHRREMA R E L
THEIIH Y A,

\}

GE) 7o 77V —RULEMIEDISE-PIC /— K277 4~V PAN ELTHERALARWEES, 77
TL—REFZZED /) — ROT—XIZHESN, HILBMLE,— Kb, BEfFOE427 ISE
BEOTFT—ZIZT 7 ERATXA L HTh0 E9,

TINT o T — REETTLHICE, FTISEPICT v 77 L —R I4®8 A% ) — FigA
VA= L, IROWTNDOBRIEZITWNET,

« 7 v 77 L — R L7 ISE-PIC / — FZBEfFD ISE BRI BT %,
eBase 7/ B AL EDODT A B AT A A N—)LT 5,

GE) 52472 Cisco ISE BEHICT v 77 L— K45 & LIFi® Cisco ISE-PICA > A h— LEREE|IZ 17—
RNy JFTAHZLIXTTEFERTA,

ISE ~D7 v 77 L— ROREOFEMIZOW T, ISERB X UNCDA & ISE-PIC Ot Z SR L
TLIZEW,

. & ISE-PIC
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SqtrRnBRLHIE~DTyTIL—F ||

FA U ADEBRIZKBISENDTY TSI L—F

1R BRI

L ATISE-PICDKATA B AMA LA = LEINTWVWAILEHRLET, 51T, KD
WENPOFET /) — RET v 77— KT E,

« BEfF D 58472 ISE OJRPIIZ ISE-PIC / — RZBMLE9, 7 v 77 L — K&/ ISE-PIC
J—FRiF, &) 7 —RELTHREFEORERRIZZMLET, ZHE{T2I2iE, Cisco
ISE-PIC DT v 77 L—RIA B AEFEHA LT, ZOXRTDAT T 5 ETOREHE
fTLET, ISE-PIC / —KRZEEH XY /—RELTEMTHE, BEFD ISE EANDT
RTCOT—E2BRFESN, HLFES (T Y77 1—1K) &R ISE-PIC / — RIZFEM S
AWETN, JLDOISE-PIC / — FTF—X IRFFSNEHA, ZOTA B AZHONTIE, v~
A2 2L FIZBHNVEDELIZI N,

*ISERBADT T A~V ) —RFELFARAFZ L RKTrY /) —FRE LTHEDISE-PIC / — K%
Ty L—RLET, BEFOTRXTOT — X2 2R/ LI E EISE-PIC / — N&T v 77
L—RLFJ, CiscolSE-PICDT v 77 L—KZF A& AL CiscolSE @ Base 7 A 2 A
WZOWNWTIE, Y A0S FIZBRVEOESTEE 0,

FTA B AETIIVOFEANZOWTIL, RESB L TL7Z&V, Cisco ISE-PIC 7 A & A

ATYT1 B EY )= RPA A R—=LINTWDLEEIE, CiscoISE-PICOT T A~V ) —RDA A F—/L
26, [BIE (Administration) ]>[EBE (Deployment) [Z&IR L., B h L F Y ) — ROBEZ R L £
T, I, WHFD ) — KRBT T4~V ) —FRIZRY, WInhaT v 77 1L— R TExET,
ATv7F2 [EE (Adminigtration) 1>[54 > X (Licensing) | Z®NL F9°,
ATY T3 [TAADA AR —F (ImportLicense) 1 %7 U v 27 LET,
ATv T4 [77A4NVDER (ChooseFile) 127 Vv I L, T T VL—K IV A T7AVESHL T, [OK]
7 Vw7 LET,
ATvF5 (G ZOISEPIC / — RZBE(FOD ISE BISENT 25E1E. COFEEETTHET v 77 L—
RBET L, ZORMOTZA4~T ) — Kb ) — RERETELH L1270 £7, e
WTIE.  [Cisco Identity Services Engine Administrator Guidel &M L T 72 &0,
[HLWI A A7 7 AVDA R — bk (Import New License File) ] i C, [f > A— b (Import) ]%
7V w7 LET,
[Z A4t A (License) | 7—7ANHHIN, Ty T T b —RIAL B ANRFKRINET,
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ATvT6

ATy 71

ATvT8

ATvT9

ATy 710

& ISE-PIC |

TAE U RADBERICEBDISE~NDT v T L—F

Lbcermsing

Ed Traditional Licansing s cumensy in wie

Lk et

L Daetals

Praduct idenbier (FID ENG- HSED

Wk S e nililiapt {WI01 AL
Bariad Mumbar [5H] FOHLE1 AT

ZOT7 v T T — RSN/ — Fa%ERRISERBOT 74~V /) — RIZT2i12E, ZOR AT Base 7
AL A% R—=FLET, [T B ADA AR —1 (ImportLicense) 1269 —EZ U v 7 LET,
[7 7 A VDER (Choose File) 1Z227 U v 7 L, Y AaDHYBENLZITHL- 7258472 ISE @ Base 7 A
v AEZRLT, [OK1 227V vy 27 LET,

[HLWI A v AT 7 AVDA R — bk (Import New License File) ] i T, [f > A— (Import) ]%
707 LET,

[OK] %27 Vv o LET,

ISEOTT7A4~Y /) —=RIZTL7 77 L— i, 20/ —REINy27 770 FTISEIZ
Ty T T L— RETT, B Thb, ISEICe /A4 L TLZE (Thisnodeisnow being upgraded
to I SE in the background. Please wait several minutesand thenlogintoISE.) | £V A v E—UNRFERIN
7,

[OK]1%Z7 VU v 7 LET,

[ZA4 A (License) | 7—7 AN HEH I, Base 71 B ANRKRINET,
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Traditienal Lizanting

LI | Dty
NG SRR
[ 1]
FOME G PV

Bontkioa 74 VEENERINET, BEa /AL, BR2RISED Base 714 B ADA A h—/b
TREINDI TR TOA =2 —IZT 7 A LET,

T T TL—RULETT A4~V ISE-PIC / — RNELRISEA VA M—NDF T4 <) ) —RiZ/0,
RO o2 ) — KR 7TI7A4< ) THY, ISEPICOARZ KT A A M—LOW—D /) — KiZ
R0 FES, INT, BUFETREDISE-PIC / — R&[EpIcT v 77 L —RT&E5 X120 F LT

TOEETE D EHE ISE-PIC

A—ILR—=X 7YX 2> kA=)l

Cisco ISE-PIC TlZ. &HE I L CHED L X7 ABWEOWHER A LA - I13HES T 52—
R—=27 7% Z2ar hba—L (RBAC) R L —ZE#RTIHIENTEET, TNHDRBAC
AU —F, Hx OEHEOID, FLFEHENETHIEHE /N —7DID |[ZHESDVTESRE
INET,

SoICEF2 VT o &b L, BEHER-FZ VT 7 EATEZ 2B ZHHT 572012, REE
ITLET,
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B ciscoise-pic s

¢ JVE— NI TAT U MDIPT RLARIZESWCEHT 7 R E2RELET,
BT H Y RO NRAT — R R L — A EHRLET,

EHGUIEY Y arDEy T ary BA LTI NERELET,

Cisco ISE-PIC &I E

EHEIT, KOAWTEHERN -2V EMEHTEET,
BB — ROE=Z YV T NT TN a—T 4 T DEFH,
* Cisco ISE-PIC DY —EAFHET H 7 b, BLOT AT ARGE L BAEOEH,
FHFNRAT = RBL N2 —F RRAU— REERLET,

CLI'EH#E L, CiscolSET7 7V r—yarpid@hlfEik, Y7 o270y F T 77
L— RO#H, CiscolSET7 77 A7 A0V a— Koy hEU, BEXOT_RTHU A
Thuar s Lt7T ) r—vary v ORI EFITTEET, CLIEEFITITER 2R 15
ENTWAED, CLIFBHEZ LT v v /L2 L, CiscoISE BEIZHRER L OEHT S
Web X— 2 DEE VBT 5 Z LRI ET,
Ty N7y ERICERIE L2 — L4 E XA T — N3, CLI~OEHET 7B R CORFH S E
T, Zor—1it, CLIEH2—9 (CLITHE) tRREnEd, 774V FTiL, CLI®E
Hoa—Yoa—P4 L admin, SATV—Ri3ty N7y P TEZLEANRTY—RTT, F7 4
VEDNRAT—=RKiZH Y FHA, ZOCLIEH2—IIT 74/ FDadmin>2—FTHVY, =
Da—FTH Yy NIHIRTE A, LEL, ZOTHY Y hOSAT— REAML, 540
b, FTFEET AT v arvil, thoEFEEIZL - TRETETET,
BEAEPERT L), EREEFEO—YPEEEE T — W IHKTE E9, FHEIT. ST
LEBREMHEREZ NI HZ LT, Hifiory NU— o2—HF A7 —H A ZBKTDHZ LD
TEFET,
BPLEIL, Cisco ISE-PIC v AT AZRERB L UOEMET 20— R RO —3 T4,
FHEIL, 1 DU EOEHE I NL—TIZEY Y THNET,
BEENEYD

Cisco ISE-PIC EHEH 7 —7 (34 _—)

Cisco ISE-PIC EIEE S )L—T

P 7 V—7 %, Cisco ISE-PIC D —/L_—ZA 77+ A 2> ha—,L (RBAC) /' /L—7F
T9, AL N—TIZRT 5T X COEFHREIL, BEOID ZHA L, FUHREZRLET,
BEDEHE I N—T DAL NR—=L LTOFEEDOID (X, #FalRY v—DFKMfEE L THEHAT
TFET, HEHERX BROEFHEIN—TIRTHZENTEET,

EDT I RAVNVDERET AT FThH, BHENT 7 EATE LT _XTOY 4 FY
D, HREFHSOA TV r P AR ERITHIRTE £,

. & ISE-PIC



| &= ise-pic

cU BEE & Weh ~—20EEEOEENLE ]

W DFNIZ, Cisco ISE-PIC THEERINT-BHE I/ L—T, BLIORZINOLD T IL—TFD A
Ne=NETTEDH AT 2R LET, TNOLOFRERI N—T X, VAT LA TEHE2—Y

FERTDHDICORMEHTEET,

% 2:Cisco ISEEBETI—T, 7OHA LRI, R, BLUHHNEER

EEESI)I—TO—IL

TR LX)

HER

HREE

P T 1

9-~_T D CiscoISE-PIC
B, 7 74V b
DEHET T b
X, 2O N—TIE

9-~_T D CiscoISE-PIC
U Y — Ak 51k
i, BEAELY . BT,
HIBR, L OSET

LET, (CRUDX) HER,

#43E RESTful %H— & | GET. POST.

« ERS API E:RDE | v —/ui, N2 —
(ERS) HELE (

DELETE, PUT 72 &, B, meAED . E| Y IDZA—T B
4T ERS API 3k . BIOHIEE | =y RRA v b a2
~DTNVT 7 A AR— b9 % ERS 77 7]
DRHERRE L TNE
\j—«

CLI EIEE & Web XN— X DEEEDIERD L

CLI PR 1% Cisco ISE-PIC 77U r—a VOBh L EIL, Y7 b =T X F LT v 7T
L— RO@EMH. CiscolSE-PICT 7'IA T A0V a—Reév vy hETY, BT RTHY
AT a7 T I r—aralORRETO ZENTEET, CLIEBEEIZITFRIZ2HERR
D E SN TWAT®, CLIEHEE Y LT v v LA {R# L., CiscoSE-PIC DB AR ER &L
OEIET 5 Web N—ADEFEHHE ZERT 5 2 LR HER S LET,

FLWEEEDIER

CiscoISE-PIC HHE 1T, $FEDEHY X7 2 FITT B0, FFEOu— L3N8 B ToHr Tz
TAT Y NPT, FEEET I R eER LT, EHENETTHOLEND HEH X R
JIZESNWT 12U O — L ZE Y B THZERNTEET,

[EEE = —Y (Admin Users) |V 1 > R ZfH LT, Cisco ISE-PIC HFHE DBEIEDRR,
TERR. ZH, HIBR, AT —Z ADOEHE, I, FITRBEEZETTEET,

ATy 71 [EE (Administration) | >[EEE7 Y X (AdminAccess) |> [BHEEI—Y (AdminUsers) ]> [1Bi0

(Add) ]>[BHEEZEIL—HDIER (Createan Admin User) | Zi4R L £,

ATV T2 74—V RIZEEASHLET, [£4H7 Name) | 74—V R THR—=FENDLFIIKRDEBY T #$°

o /@_o

ATY T3 [#E (Submit) 1227V v LT, HLWEFLHE % Cisco ISE-PIC N7 — # _X— A /B L £ 7,

&2 ISE-PIC .



B ciscorsepic~oEET £

& ISE-PIC |

BErEYY
FAI Y BEEARY o—
WEBHEA I 0 R A PR DR
AR HEHEHEEDA =2 — T VR ADI AL~ A X
SR N —T H B EERE V-l vy e T

Cisco ISE-PIC ~DEET7 U1 X

CiscoISE-PICEHE T, HONBTAEHE /N —FICESWTEEEEREHSY X7 2 FT
TEET, INHOFEEX AV IZEETY, *v T —27 O Cisco ISE-PIC DEFLNFFAI &
NTCWB—PFIZDH, EET 7 v AWML 5 LET,

Cisco ISE-PIC TiZ, KOF 72 a Lo T Web A v F—T = A A~DET 7 & X Z Al
THZLENTEET,

GE)

Cisco ISE r— 3%y T — 7 TiBIMESNTSE. DO Web A U F—7 = A ANEENT S &
FATRREIC D Ko lc~v—7 &nE T, 272 L, RAF ¥ h—ERRED—EHDOT KNV A R
P—EANFHREIZ /2 D £ TR DG ENH 5720, T XTOY— B ARELITEH
VET A ETITEMR LD Z ERH D £,

EEBT7 IO RADAE

Cisco ISE H— 21X, WL OO HETESR T 52 LN TEET, FHER—F/LILPAN IC
FoTHEMRENET, v/ A VICITBEHE AT — RORMLETY, CLIZF{TTE5SSHET-
XY= BT D E, MMOISE~LV Y T —RZT7 7B ATEEd, 22Tl K8k
A T THRARER T B AL RRAT—ROF 7T g oW LT,

o [FEIFE NAT — K (Admin password) ] : A1 > A b —/VIREZAERK L7z Cisco ISE HHE . —
PFOZA LT T MI, 774/ 8 T45 HEITT, [BEE (Administration) 1> [ X T L
(System) 1> [EEERE (AdminSettings) | T/XATV— FOFIHME A4 72T 5 &
INEERETAZ ENTEET, [SAT— KR Y — (Password Policy) ]| # 7 %7 VU v
7 L, [XATU— FOARLHM (Password Lifetime) | T [BFH/ X2 U — ROA LR
(Administrative passwords expire) ] &4 72 L £7,

ZOBEETDRNE | NAY— RORYHIRI I E T, FEHE/SAY — RZCLI T
application reset-passwd =~ > REZFETL TV Yy hCT&EET, CLIIZT 7 &®BATHa
V=BT D, FE T = AT v a v A= lT VAT HISEAS A=V T 7
ANEFHEEHTLZEICEY, BHESRT—FE2 Uy FTEET,

[CLI’SA YU — }F (CLIpassword) ]: CLI?SA U — RidA A b —/LHRZIEET D LEN D
0ET, W SAT— RRERKTCLI~DO 1 7 A BN D H585A 1%, CLIZSA T —
KUty hCT&EFES, a2V —/LIZHH L, password CLI =~ RAEFEITL T, /)&
U—F& Uty FLET, FEFMICOVWTIEL, NISECLI Y 77 LR #ZRLTES
AN

. & ISE-PIC



| &= ise-pic
srz7s w208z |

EWET IV EADETE

CiscoISE-PIC Ti, EFX 2 VT 4 (kDT OICEBHET WU v MIV— LV EZERTEET, &
BA =T 2 A ANDT 7 ERAEHIRLIZY | 58I172/3A T — ROMFHR/SA T — KO EH
W72 A BB I ZR 35 2 E N TE E£ 9, Cisco ISE-PIC @ [FHET v > FORE
(Administrator Account Settings) | TEFRT D/ XAV — R RY —iF, T X TOEHET v
v MZEAENET,

Cisco ISE-PIC TlZ. &PRE S A U — NIC UTF-8 SURIIFEHTEEH A,

REEEtLyS a3 E05(4 Y NF—DBRAMDHRTE

FIFRFEEE GUI £ 721X CLI (SSH) & vy a Ok, BLUOEHE Web £721X CLI A > ¥ —
T2 A AT VR ATLEIEE TS, A RT0 740 N F—%2RECTEET, B
DOaTA URIRICE RTINSO T A VRN T—2RETEET, 774V FTE, Zhbonr s
A2 NF TN o TVET,

ATy 71 [EHE (Administration) |>[EEET7 Y X (AdminAccess) |>[7 9 £ AKE (AccessSettings) |>[t Y
3y (Session) | #i®IRLET,

ATvT2 GUUBLEOCLIA v F—T =2 A AN LI-RAEEHE v a0, FATHEREEZ AN LET, RS
HGULE Y v a ORI 1 ~20 T, FRRERHCLLY Y a o OFZHEMIT 1~ 10 TT,

AT w73 CiscolSE-PIC TEELE N R VA VT HHNCA v —V2ERRTH5E51F, [V a A 3 — (Pre-login
banner) | F = v /Ry 7 AEFNILT, TFA MRy IR IAvE—VEANLET,

AT v T8 CiscolSE-PIC TEHEN T FA L LToRICA v =Y 2 TR T D5581E, [RA a2 A2 35— (Post-login
banner) | F =Y VR 7 AZFNTLT, TR AN Ry TR IAvE—VEANLET,

ATv TS5 [{#fE (Save) 1227 U7 LET,

IP7 FLXDZERM 5D Cisco ISE-PIC ~DEET U £ XDEHFA]

Cisco ISE-PIC Ti%. & CiscoISE-PICEH A L X —T =2 A AT IV BATEBHIPT KL
ADYANERETDHIENTEET,

ATy 71 [EE (Adminigration) | > [EEBET7 Y X (Admin Access) | >[7 9 R E (Access Settings) ] >[IP
7Ot RX (IPAccess) | Zi&IRL £9°,

AT T2 [VARMNIHDIPT RLUAEIFIZER 27 (Allow only listed IP addresses to connect) ] Z3#R L £ 9,

GE) FHEHT 7 EBRIZIEAR— 161 (SNMP) Okt zEHA LET, =72 L, IPT 7 & AHIRIHE S
TWBEEIT, FATmD /) — RTEHET 7B ANEE STV & snmpwalk 28 KL £,

AT9 T3 [T7BAHBROIP Y A NDFEE (Configure IP List for Access Restriction) ]fEIK T, B (Add) 127V v
7 LET,

&2 ISE-PIC .



& ISE-PIC |
B c=z719 rosro—r Ry s—onE

ATY T4 [IPT7 KL A (IPAddress) 17 4 —/V RIZIPT KL A% 7 T AL A RAAL V)—F 42 (CIDR)
TANLET,

GE) ZDOIPT KL ADOFEFIZ IPv4 755 IPv6 T4, ISE / — FIZEHDIPv6 7 RL A ZRETE D L
IR FE LT,

AT w75 [CIDR EXDFK >~ b~ A2 (Netmask in CIDR format) | 7 4 —/L KIZH 7 Xy b ~AZ7 &2 AN LET,
ART9T6 [OK| %227V >y 7 LET, 2OTatREEEVIKLT, MO IP 7 FLAHFHHEZZOU X MIBMLET,
RTvTT [R1F (Save) 127V v/ LT, EENEZRITFLET,

RATY T8 [IPT7EA (IPAccess) | —TZHHTHIZIE, [VEY b (Reset) 127 Vw7 LET,

BEETNIY FORRT— R RY S—DHE

Cisco ISE-PIC CiZ. X =V F 4 M LODICEBRET H T MINAT— R KUY U —%{E
KTDH2EHTEET, T2 TCERLIE2NAT— R ARY > —Z, Cisco ISE-PIC DT T D&
BET T MCEASNET,

\}

GE) B R L — DB A A — LB AN root@host [Z3EF SN E T, B A—L T FL A
BRETEEHAL, ZLDOSMTIP V=B DOEFA—NVEHELELET,

RFR DA EE CSCuiss83 #iER T 9, T, BT A—/NV T FRLADOEFE %]
I D YLERIERE T,

« Cisco ISE-PIC TlZ., &HE AU — N UTF-8 XLFIIEHTEX FH A,

ATv 1 [EE (Administration) |>[BEE7 2 X (Admin Access) ]>[525F (Authentication) ] Z 3N L £,
ATw T2 [/RAT— K KU — (Password Policy) 1 ¥ 7 %27 U7 L, faZ A LET,
ATYT3 [(RTF (Save) 27 Y v 7 LT, BHENRAV—=FR) V=% RHFLET,

G¥) %%mxFT%@%LTD&%/ﬁ_ﬁﬁﬁ%mﬁﬁé Elif, FHET 0 7 A VA SN
HINAT— K AKRY > —|T &ﬁm#ﬁEéMTwé%éf%\ﬂéMDxb7ﬁW%kaﬁ
ﬂ%@ﬂ‘—‘ﬁ‘% CoNAT — ]\;EMJHE‘?—}:) & \—JE‘IJEIJ%LL/T< f:éb\o

EBETNAIOU DT AD Y FEMERY O—DFRE

CiscoISE-PIC T, HE Lk HEOBIZERE T v RIS N o -5 N7
BET I NN T A LR TEET,

ATv 1 [E#H (Administration) 1> [EHH T 7 A (Admin Access) ]>[#%7E (Authentication) 1>[7 4 v > kML)
{EAR Y 2~ (Account Disable Policy) ] ®NAIZIEER L 9,

. & ISE-PIC



| &= ise-pic
gREOEy 3L 44479 roEE [

ATV T2 ET VT 477> Tbn BRRIZT Uy N &E8I29 5 (Disable account after n days of inactivity) ]
Frxy IRy 7 A%F LT, ABEANTLET,
IOFTva TR BRET UL MNERT D REHIET 2T 4 TESGEICERET A s MR R
T DT ENTEET,

ATV T3 [R1FE (Save) 1227V v LT, BHEDO I 0 —r)L T MEGILARY o—Z2RELET,

EHEDE Y IV AL LTI FDERE
Cisco ISE-PIC Z{fifHlT 5 L. @ GUI Y a v BRI ET VT 4 7T ThoTHIERE L THE
RETH DM ZRETEET, DHMORKMZEET DI LN TS, ZORMIKRIET S &
Cisco ISE-PIC |[ZEHEZEZn /T U NLET, By ar0& A L7 U ME, EBFIL, Cisco
ISE-PIC BEHER—ZNIZT 7 AT HIZFHNa 74 T 530ERNHY £9,

ATy 1 [EE (Administration) |>[EEE7 X (AdminAccess) |>[t v 3 VDRE (Sesson Settings) >
[Eyiar B4 L7k (SessionTimeout) | Zi&R L E7,

AT9T2 TITAET A BNROGEEIEREZ 07T U b9 % % TIZ Cisco ISE-PIC 23 2 ] (57) &2 AT L
I T 7oA/ MEKL 60 53T, ARNREIHIL 6 ~ 100 53T,

ATY T3 [IR1F (Save) |27 U w27 LET,

TOT4THEEEY a3 DT
CiscoISE-PIC TlZ, T _XTOT VT 4 7 REHE v a U BREREN, TIhbEyi gk
HIRL, LVEXEUEEAITIWVWOTHR T TE£4, FEHE GUI & v Y a v ORREIT 20
T9, GUIE Y v a vORKEIGE LGS, A—\—FHE I V- IRTHEHE e )
AL LTy a2 TTEET,

ATy 71 [EE (Administration) |>[EEE7 7 X (AdminAccess) |>[tv 3 VDERE (Sesson Settings) >
[twva iE#R (SessionlInfo) | IR L £,

RT9T2 T35y arIDORKCHLTF =y 7Ry 7 2412, [k (nvalidate) 1227 UV v 27 L¥
-éAO

EEER—FILTERASINSKR—F

BPRE R — X VT HTTP A— b 80 B L ONHTTPS AR— N 443 2T A L H TR ESIN. 21
SOREIFEETXEH A, CiscolSE-PICIZE-, HHWARTy Ra—HF R—FANECR—
N L A2 LT, BHER—ZNAL~DY A7 EHOT LI/ >TWVET,

&2 ISE-PIC .



& ISE-PIC |
B axzvk— 32100 sMIPy—oRE

BERIZHHR— T 518D SMTP Y —/\DETE

T I —ARNCFATT T 7 a v EZEFE LD TESH L 51T 5ITiE, Simple Mail Transfer
Protocol (SMTP) H— RZFHELET,

BT A—NEXETHISE /— K
WDU A NI, EFA—NEEEFETDHOWISERED ) — RE2Rm L TWET,

BEFA—ILOBH BFA—IEFZEETDH/ —F
AN DOFHANR 774~V PAN
7T — A 77 5 4 772 MnT

FARNERR P —DOR—HZ L5 D AR |PSN
PR S O@EmH

INAY — ROAZNHIR 774~ Y PAN

ATy 1 [RE (Settings) 1> [SMTPH—/\ (SMTP Server) | # &R L E5,

AT w72 [SMTPH—/3 (SMTP Server) ] 7 4 —/L RIZT 7 k37 2 K SMTP —"DFE A &2 AT LET, 20O
SMTP 78 A k H— 3% Cisco ISE-PIC V— "N 5T 7 ZRARETHAIVLERH Y £9, ZDO7 1 —/L ROk
KENL 60 37T,

ATY T3 [fRTFE (Save) |27 U w27 LET,

7T — NBHIOZEEX, [ETA IV AT AT 7—L%ETe (Include system alarms in
emails) |47 > a VRNENCIR o TOWANEEEE 22—V T, 77 —LBHEEET HEE
HDEFA—/V T RLAML, ise@<hostname> & L C/v— K 22— RENTWET,

GUI 5 5 D4V EF RESTiul H— E X APl W EZH1E : ERS % F

1R BRI

Cisco ISE REST API AICBAR ENT=T 7V r— 3 35 CiscoISEIZT 7 BATE 5 L9512

9 5IZ1X, Cisco ISEREST API % A X — 7 WIZ T H BN H Y £9, Cisco REST API /X HTTPS
A—H9060 ZfFEHLET, ZOKR—NMIT 74/ FTIEHMAL LN TVWET, Cisco ISE REST

API23 CiscoISEEFRHY —_TA 2 —T N> TWARWEES., 294 T N T 7V r—3 3
E, =35 Guest REST APL ERIZKH T4 A AT U b =27 —%2%ELET,

TRTCDOH A T OINEEREST ul — B AERIZ T T A4~ VU ISE / — RIZRY BT, Bh
Y ) — REEARY 7 7 A (GET ER) 123 LET,

ATy T [RE (Settings) ]>[ERSERE (ERS Settings) | Z#iR L £9°,

. & ISE-PIC



| &= ise-pic
GUI £ 5> (4125 RESTHul 4 — £ 2 AP &L - ERs B2 [

ATY T2 [FAHEY/EEXZIAHRMIZERS ZA%t (Enable ERS for Read/Write) ] Z3&4R L. [f&7F (Save) 1227 VU v 7
L\‘i‘a—o

RDARY
API == — /L & ISE-PIC OFfflc->W\ T, [ISE API Reference Guide] Z&M L TL 72 &0,

&2 ISE-PIC .


http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/api_ref_guide/api_ref_book.html

& ISE-PIC |
B cui 5 > o588 RESTII 4 — £ X API OB L : ERS B2

. & ISE-PIC



	管理 ISE-PIC
	ISE-PIC ノードの管理
	Cisco ISE-PIC 展開のセットアップ
	プライマリからセカンダリ ISE-PIC ノードへのデータレプリケーション
	Cisco ISE-PIC でのノードの変更による影響
	展開で 2 つのノードを設定する場合のガイドライン
	展開内のノードの表示
	セカンダリ Cisco ISE-PIC ノードの登録
	プライマリおよびセカンダリの Cisco ISE-PIC ノードの同期
	セカンダリ PAN のプライマリへの手動昇格
	展開からのノードの削除
	Cisco ISE-PIC ノードのホスト名または IP アドレスの変更
	Cisco ISE-PIC アプライアンス ハードウェアの交換

	ISE-PIC のインストールの管理
	ソフトウェアパッチのインストール
	Cisco ISE-PIC ソフトウェアパッチ
	ソフトウェア パッチ インストールのガイドライン

	ソフトウェアパッチのロールバック
	ソフトウェア パッチ ロールバックのガイドライン

	バックアップと復元データ
	バックアップ/復元リポジトリ
	リポジトリの作成
	リポジトリの設定
	SFTP リポジトリでの RSA 公開キー認証の有効化
	オンデマンドおよびスケジュール バックアップ
	オンデマンド バックアップの実行
	バックアップのスケジュール
	CLI を使用したバックアップ
	バックアップ履歴
	バックアップの失敗

	Cisco ISE 復元操作
	データの復元に関するガイドライン
	CLI からの設定またはモニタリング（操作）バックアップの復元
	GUI からの設定バックアップの復元
	復元履歴

	プライマリ ノードとセカンダリ ノードの同期
	スタンドアロンおよび2 ノード展開での失われたノードの復元
	2 ノード展開での既存 IP アドレスとホスト名を使用しての失われたノードの復元
	2 ノード展開の新 IP アドレスとホスト名を使用しての失われたノードの復元
	スタンドアロン展開の既存 IP アドレスとホスト名によるノードの復元
	スタンドアロン展開の新 IP アドレスとホスト名によるノードの復元
	設定のロール バック
	2 ノード展開での障害発生時のプライマリ ノードの復元
	2 ノード展開での障害発生時のセカンダリ ノードの復元

	データベースの消去
	データベースの消去に関するガイドライン
	運用データの消去
	古い運用データの消去


	完全な ISE インストールへの ISE-PIC のアップグレード
	ライセンスの登録による ISE へのアップグレード

	での設定の管理 ISE-PIC
	ロールベース アクセス コントロール
	Cisco ISE-PIC 管理者
	Cisco ISE-PIC 管理者グループ
	CLI 管理者と Web ベースの管理者の権限の比較
	新しい管理者の作成

	Cisco ISE-PIC への管理アクセス
	管理者アクセスの設定
	同時管理セッションとログイン バナーの最大数の設定
	IP アドレスの選択からの Cisco ISE-PIC への管理アクセスの許可
	管理者アカウントのパスワード ポリシーの設定
	管理者アカウントのアカウント無効化ポリシーの設定
	管理者のセッション タイムアウトの設定
	アクティブな管理セッションの終了


	管理者ポータルで使用されるポート
	通知をサポートするための SMTP サーバの設定
	GUI からの外部 RESTful サービス API の有効化：ERS 設定



