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aF VEEEME, FAARY U —E2RET D EXITEFRRINET A,
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JEME (Custom Attributes) | fEHIKICR REINTWAH Z L 2R L ET,
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AL LBMEEEEAEH L TRATF v RY o—Z2ER L E T,

a)

b)

[V—7 &% — (Work Centers) ]1>[RAF v (Posture) ]>[HRAF v 7RV — (Posture Policy) ] %
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BERENLDOAFI LG, BIOEBEOT—FE L bICERRINET,

AT9F1 [RY) ¥— (Policy) 1> [R') L —ZEZK (Policy Elements) |> [#558 (Results) | > > [[RXF + (Posture) |
IR £,

ATv T2 [EET 7+ 2 (Remediation Actions) | %27 U v 7 LET,
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Windows Server Update Services {5 M i& /0 .

AT w73 [Windows Update {&18 (Windows Update Remediation) 1 %7 V v 7 L ¥7,
ATy 74 B (Add) 1227V 27 LET,
AT w75 [#Hi#l Windows Update 151 (New Windows Update Remediation) ] ~<— 3 T2 Z# L F9°,

ATv 76 [EE

(Submit) %27 U > 7 LET,

Windows Server Update Services &8 M &0

AT TATADEDIIa = VITEBRI TN DD, F 7213 Microsoft TEELINLTWN D
WSUS B =375 ot O WSUS 81 %5259 % £ 9 1C Windows 7 7 A 7 FEARETE £7,
Windows Server Update Services (WSUS) E81X, m— U /ZEB STV 5H WSUS H— 3 F
721% Microsoft TEHL XN TV 2D WSUS H— 35 i# D Windows —E & X 7 7Ky b
T4 v I A, BEXORYyFEALA A=V LET,

JIAT b =Yz hEr—HL® WSUS Agent A LT, =2 KA > bd WSUS
HHRERATNE D 0ETF = v 732 WSUSIEEZER TE £,

ATy F1 [R1)— (Policy) |>[R') —EZFK (Policy Elements) |>[#£3R (Results) | >[N AF v (Posture) ] %%

ATvT2
ATvT3
ATy T4
ATvT5

ATvT6

RAF v

(&7 7 22 > (Remediation Actions) | %7 U v 27 LET,
[Windows Server Update Service &8 (Windows Server Update Services Remediation) 1 %7 U v 27 L £,
CEM (Add) 1227V v 7 LET,

#7735 Windows Server Update Service f&18 (New Windows Server Update Services Remediation) ] X— 3 C{H%
EHELET,

[5fF (Submit) 1 %27V v 7 LET,

S

RAFYEML, a—VBLIOIR—T 4 VT RAT ALY ITEHEERET 7 a &
) —HOBEERMETT, Xy PV —=ZZHH L TWATRTDOIZ T4 T bME, Fv hT—7
THEEHRA MIRDT2OITIER AT v i P IS L EH B 2 e TR ERH D F7,

RAF ¥ RY—B T, RAF ¥ RIS —OWEA, 7V ar., FHITEEL A FICERE
TEXET, BEERNL T a T, 72947 "R INLOEMEZTZSRWEE, 7947 v
MZliZ= 2 RARA » FORAF ¥ IR TT 547 a vBZdH D £7,
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DS5ATFU M RAFv RYS—DHTE I
B x5 mmze

B4:RRF¥ RY—DEREZAT

Status  Rule Name Identity Groups Operating Systems Other Conditions Requirements

Altiris Registry Any Windows Al Altiris_Registry
v Iconnected Backup Application | ] Any ‘ [ Windo. ‘ ‘ (Optional) Dictionar... Connecte..
HotFixes_Dummy_Win Any Windows All my_\
HotFixes_Win7_64bit Any Windows 7 ( 64l
@ |Connected_Backip_Application =
HotFixes_Win_XP Any Windows XP Mandatory XP
(] McAfeeAV_Definition_win Any hs——————————————————— = moweeRv_wefiniti
n
Windows XP (All)
A
A
WIAEM

RY —OfHIiRFIZ, ==V = MIARATF ¥ R U —ITERIN TV D MHEE AN 2T 2
EMTERWI TA TV MUEEAT v a v RBELET, =0 Fa—PiE, BEXY M ~—&
TECHRE SN RENIC B 2T KO IBEET 20 ERH Y 7,

7= & 20X, Maxt S AN Ci\temp\textfile 3 D& F = v 7 T 57D, 2—VFEXROFKN%

GLMHEBMNERE LTE LET, 77 AR WEA, VEBERIIRR L, =—V i [FE%
#iL (Non-Compliant) ]IRFEIZ72 D 9,

AT avEH

RN —DFHIFIZ, 7 TF7A TV MRRAF ¥y R —IfBEINTAT v a VEEERT-T
ZEBRTERWERIL, ==V r MIFITT27200F 7T av e s o747 ML E
T, =y Fa—HF, BEINF-F SV a v BEEAX Yy S TAHZENTEXET,

72 21E. Calcexe R EDIT FGA T v~ TCEITTAHAT IV r—avkFov T8
OIZ, 2=V EZROFKMEEEGLAT v a v ERERELIZELET, 7747 2 MRS %
T2 ENTERWGS, A7y a VEERAR y &, = Ra—FR[HERL (Compliant) ]
REIZR D L9512, EBITHATT A0 F T arno—xr ML TRENET,

EEEH

RTINS HICEEESN., =—V 2 MIRY O —FiIEOSK E - ITR D AT — 2 R
R, Av—=URn Ra—Mhb DA EZRLETA,

eziE, R —WRT v FIANAT O T T ADOEFNN— 3 UBRHDNE D D EHER
TAHEDOIZ, BHEDORY —5bElb 7 e LET, R —5be UTEBICEME T 5]
WCHEER O = Ra—H % RO 25813, TO&EEZEEZ L LTHEETE £,

AR EG

KUY —FHEOMIZ, =V = "M EEO L T ITAL T VA T—H 2 5~105T &
IZLAR—FLET,
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kPR F—rTREvo L5470k V2574 I

EEWMRAT—FTREYI LIV ZAT7 8 DRAT A

TIAT v bV UMBBEBEEE TERWEA, RAF v AT —Z A% [FEUEL) 1o

FEh, ==V bbyia IREESNET, 29470 F v & TIEYEIL REEN

S5BITTAHICF. ==V MRV FA Ty h<y FCRAF Y ITMEFHORGET S L9512

RATF Y By ar2HEESHTHILERH D ET, WOLIIWIKRAT ¥ By v ar 2HEH

TEET,

cBIXBRETOAMBLIOU A YL AFFAZEF (CoA)

o [Br LWiFr[ 7’1 7 7 A4 /L (New Authorization Profiles) ] X— Y CH LW 7 n 7 7
ANENERRT D L X0, BEOHARY > —OFEHIAI A ~— 5B ETXET, M
[ZOWTIE, 20-11 =D [F 7 o— RafE ACL DFEFRDFRE] DHEAEZSM L T
TZEW,
e A —H1E, *y NU—7 ORI L CHB T D &, RERIREE S BT T
4, UA YL RBEETIL, 2—WL, S PLALAN =2 fe—F (WLC) 75
HIKrL, 2—FD7 A KA HA LT D MNERPIBE D2 ETHEL THH, Xy hU—
I ~OBRERETATTOLENDY £7,

« VPN B : VPN Mo R ZUW L, B LET,

D247 bORAF v EHDIER

[ZfF (Requirements) ] <—Y Tld, 2—VPERDOFME VAT EROFM, BLMEET 7
Voa yEMEEMA T TEAEERTE £, [E (Requirements) | ~— 3 TIERE L ORGF S
N2 —PERBOFMEBIMEET 7 v a N, TNENDO U A N X—=VIZFRRINET,

IR& HEIIC
« RAF ¥ OFAHBE (AUP) IZHOWTHEL TWALERH Y £,

ATy 1 [RY) >— (Policy) |>[R') L—ZEZK (Policy Elements) |> [§558 (Results) |>[[RXF+ (Posture) |>
[E#4 (Requirements) | 23R L 7,

AT w72 [Ef: (Requirements) | ~X—ZfEx AN LET,
RATY T3 HEARYHHE— FCRAFT ¥ EE2RGFT DI, 567 (Done) 127V 7 LET,
ATy T4 &7 (Save) 1227V w7 LET,

EErEY Y

PR T — N CTAX I L2 TFAT R VAT A (358—)
RATF ¥ d Al EEAE (33 R—)
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B cx7vonzxsner

RAF D

ZAEFFAIR

95470 b ERFr KY—0EE |

N AZ LIER

T3 A B LHERRIE, CiscolSE TEFKT HIEHERF I 7' 1 7 7 A )L TF, BRI 17 7 A LI,
TURRA L IDO—FT BT ITAT UV AARAT—RAZESNTT 7 AMEELHELET,
RAF ¥ B —EATIL, RAFVIIKRELSAHT e 77 A0, LT 07 7 AL, BILOIERE
Wre 7y ANV EEINET, RAF X R —BLORAF Y EHICL ST, =2 REKRA
VDAL TIIGAT A AT —HEARREY FT,

VLAN, DACL BL OO REMET DR dty N ol LB TEDH KR4V FOR
B, YEL, BIXOFERERLORRAT v 27 —F 2k LT3 ODRGRDH R 707 7 A VEVER
THLERHY ET, ZhbDo7a7rA0ME, 3 OORRIHFRY o —IZBHAT 5 Z &
NTEFET, INEDOFARY > —%XpBT 572912, Session:PostureStatus J& I 2t DS &
EbICEATEET,

FBEIO774I)L

TV RRA LV M ETEIRAF ¥ R —RNERINTORWEA, TOZ RKRA 2 bD
RAF X% AT ITAT UV ARAT—HRAZIAPICHRESINDZ NV ET, RHDORAF ¥
AVTITAT A AT —=H AL, —ETEIRAF v R —NERTHDHN, = RRA
MK L TARAF v il £ 270N TELT, o T/ IA4T7 v h=—Y 2 MZEoT=
VTTGAT A LIR— IR ERESR TRV RRA UMb A TE £,

EWMJoIJgr4AIL

T RFA Y MEBET D RAF ¥ R = RNERSNTVDHE, ZOTY FHRA 2 FOR
AF % AT ITATUARART = H AFERUCRESNET, RAF¥iHinfThbhs e, =
YRARA U BME, —ETERAT Y R - NICERIN TN DT X TOMEEN 2T L E
T, WILE AR AF ¥ SN TWDHZY RARA > ME, Xy NU—ZIZT 55 ER > FU—72
TR ARG TEET,

EETOTFAIL

TURRA LU RDRAF ¥ AL TITAT A RAT—F ANEREIICRESNLDH DL, FDOx
VRRA L MR LT—EHTEHIRATF ¥ R —RNEZRBINTWEN, RNAF v Il EfTH
T R COMHEB WIS ZENTERWEE T, FHEILLE LTRAF vy Shicor FR
AV NI, BET 7 a v EEDRAT vy B -HL, BOEBEETLIEOIEEREY V—2
IR E DRy hT—2 T 7B ZABPMTESNDBERS Y £,

) —DERE

[FFAIAR Y > — (Authorization Policy) ]3— Cld, BEYEFFAIR Y > — L FIANFFAIRY 2 —D
QRDFFAIRY o —ZERTEET, RAF v ICEAOEREF AR Y v —id, = FRA
NDaALTTAT VA AT =R AIESNT, R —REEITHI-OIEHINET,
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ATv T
ATy T2
ATy T3

ATy T4
ATy TH
ATvT6

ATy 717
ATvT8

RRFr bty bT—4 BSATIvELIDRZ L T50574Z |

[R1) &— (Policy) |> ][R >— v b (Policy Sets) | Zi®IR L F7,

[E=— (View) 130T, 5T D7 74NV MRV O—ICBET HOREIT A 2227 ) v 7 LET,
[77 =y (Actions) 15IT, WET A a2 %27 Vv 7 L, Ry X0 URRPLHLOGRIERY
U—EIERLET

[RY—%> b (Policy Sets) | 7 —7 /WZH LVITRERRINET,

EEV—EALEATILET,

[&:f (Conditions) 156, (+) iLBEE7 Vv 7 LET,

(&A% A (Conditions Studio) ] ~—Y TRELRFMFEIER L ET, [=F7 4% (Editor) ] B2 3~
T, [Z7 Vv 7 LCTEMAZIBMT S (Click To Add an Attribute) |7 F A N Ry 7 A&7 w7 L, MER
T4 va Tl EEEEBRRLET,

TATT7VERME 7Y v 7 LTEMEEZIBMT S (Click To Add An Attribute) ] 7% A K ARy 7 AT KT v
J Ty RN ey TEET,

[E/ (Use) 122U v 7 LT, BAHRY HHE— FTHI LUVEEETF IR Y o —&2Elk L £,
[PrfF (Save) 127 U v 7 LET,

RAFYERYRNT—D FSATIVEUYITDRX k
T759T4RX

Windows =¥ RiRA > hORAF ¥ THARA Y NEITHIZ, =2 RBRA 2 F 2—FRFT 27
Ny T ~DOT 7B ATDHEXITRIENAEL D Z ERBHY £9, i, Windows T —H /137
AT Ny T 7 EATEDLEIITTDHHNC, 77 AN =D RIATLFOVY B T %
B LED ETHZENHFRTRETLHIHEDHY T, RAF ¥ FATHORELELLT2DD
NRAKN 77T 4 RAERITRLET,

e T 7 AN Y =N RIALTUFE~ vy T THLEEITITADICT 7B AT HMERD D
7o, = RARA » MiX Active Directory h— 27 7 B A TELMERNH D £7°,
(AnyConnect ISE - RAF ¥ =—L = b2 L7) RAFY N M) H—3hd &, AD
~NDOT TRANT Oy 7 Eiu, TRBREERTr A URRBIELET, RAF¥YNETTD
AT, RAF v EME ACL ZfEH L TAD 4 —~D7 7 £ A& 4R L E 7,

RAFXTETETCORT A A7 VT NOBIELZFRE L, % D% Persistence JEME% NO (2
RETDMENHY 3, Windows 127 A HIZTXTORY NU—2 RITA4T~D
B2 RAIT L E 928, AnyConnect ISE RAF ¥ =—V = MREERALRX Y NT—2 T
IR AEBDLETIEH, ZORMELZRET TEEEA,

5547k K2Fr KU o—0HE



95470 b ERFr KY—0EE |
B avcomect x50z T -k 7—5 70—

AnyConnect A 7L E— kK J—4- 70—

AT VA F— R TOD AnyConnect DR E 7 1 221X, —HEOFIENRH Y £3°, CiscoISE T
DFNEEETT H0EL DY £,

AT w71 AnyConnect T— = h 77 7 A )V Z&ERK L E T, [AnyConnect =— = h 7’127 7 A JLOIERK
EZMLTLLEEN,
S

AT 72 AnyConnect /3 - — 0 AnyConnect 3% & % {Epk L £, [AnyConnect /< %7 — 3 ? AnyConnect 3% /& 7
TRk 22 LTS,

Z 7973 CiscolSE CAH—F > DNS 7R 77 A LET v Fa—RLEY, [CiscolSE ~DH—F > DNS 7127 7 A
NDT v Tr—FR] ZZRLTIEEN,

ARTVTE 77470 b Treya=v T R —%ELET, 7747 Treya=v7 R vr—ofF
i) SR LTS,

ATV TS RAF v FHEEERLET, [HRAF v EEOIER] 2L TIEI 0,

RTYT6 RAFYEEZERLET, [FRAFYEEOFER 22 L TIEE0N,

ARTYTT1 V74T L AE—RTHRAF XY EHEEZERLET, [ATILAE— R TORAF ¥ B HEOIER] 25
BLTLLEEN,

ATFYvT8 RAF¥ RV —%EHRLET, [HRAF v RNU—DER] 28R LTLEEN,

AnyConnect T—> x> b 7O 774 ILDERK

48 HHEIIZ

Mac 35 & T Windows OS F @ AnyConnect Cisco /X v 77— 3 &L Y AnyConnect #E#ILE 2 = — /L
77— RTH0ERHY T,

AT9 1 [RY) >— (Policy) 1>[R') L—EZFHK (Policy Elements) |> [§§8 (Results) |>[V 547> TROED 3
—>% (Client Provisioning) ]>[') Y/ —X (Resources) | ~<— U Z®N L E7,

ATv 72 EM (Add) | Fey 7 Xy UR b, [NACT—Y = hFE 7203 AnyConnect IR AF v 7' 7 7 A )b
(NAC Agent or AnyConnect Posture Profile) ] &R L £,

ATV T3 [RAF ¥ ==V h 7877 A VO%E (Posture Agent Profile Settings) ] K2 v 7 & 7 U A KD
[AnyConnect] Z i8R L 7,

RATv T4 4T (Name) | 7 4 —/L RiZ, HBIOARET (72 & 21X, AC_Agent Profile) # AJJLE T,

ATYTE [T—V = FOEME (Agent Behavior) |7 3 a3 > Tld, [AT /LA E— K (Stealth Mode) /37 A —#
T[Z 747~ b LA (Clientless) |[A%) (Enabled) ] Zi®#IRL £,

ATYT6 [f1F (Save) 1227V w27 LET,
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AnyConnect /v /7 — 2 ) AnyConnect &% 7€ D 1F X .

RDBRY
AnyConnect /N> 77— ® AnyConnect 5% /€ & ER T 2 L E R H VD 7,

AnyConnect 7\ 7 — <> AnyConnect 5% E D E Rk

AT9 1 [RY) >— (Policy) 1>[R') >—EZF (Policy Elements) | > [{53R (Results) |>[V 547>~ T7AEY 3
=% (Client Provisioning) ]>[') Y —X (Resources) | <—IZBE L E7,

ATv 72 B (Add) ] Fry 7 X7 U R )G, [AnyConnect i%E (AnyConnect Configuration) ] % 3R L £,

AT w73 [AnyConnect /X 77— DR (Select AnyConnectPackage) | K2~ 7 Z 7 U A R, #4372 AnyConnect
N r—U%ER L ET (AnyConnectDesktopWindows 4.4.117.0 72 &)

RTw T4 [ES (Configuration Name) | 7F A b Ry 7 A2, MERARTZATILET (AC Win 44117 72 &)

AT TS [T T4 T AEY2—/L (ComplianceModule) | K v 7% 7 UARNT, MERaLVTITAT A
FV 2 —/L%EEIN L E7 (AnyConnectComplianceModuleWindows 4.2.437.0 72 &)

AT w76 [AnyConnect E ¥ = —/ /LI (AnyConnect Module Selection) =2 2 > T, [ISEZ/RAF + (ISE Posture) ]
L[y NU—2 77 EA~%x— % (Network Access Manager) | DF = v 7 Ry 7 AZ~—7 ZfIT &
T

ATwT1 [Fu77AVER (Profile Selection) 122 2 a D [ISEZRAF + (ISEPosture) ] Ky 7 &7 1 2k
T, AnyConnect =— =k 7m 77 A VAR LET (AC Agent Profile 72 &)

ATYT8 [Fv NU—2 T/ A ~F—+ (Network Access Manager) | K2 > 7 X7 U R Kb, MER
AnyConnect T— = > f 7B 7 7 A VA EIR LET (AC Agent Profile 72 &)

RDBRY

IGAT Y NET v a SNHF—T Y DNS TR 7 7 A A& T v 7 a— KT H0ENRH Y &
j—O

CiscoISE~DA—TDNS 7R 774 IILDT7 vy F7A—F

=T DNS T a T ANINITTAT v M T v = EhE1,

ATy 1 [RY) ¥— (Policy) 1> [R') >—EZH (Policy Elements) | > [{E3R (Results) |>[V 547>~ 7AEY 3
—>% (Client Provisioning) ]>[') ¥ —X (Resources) | <—IZBE L E7,

ATY T2 B (Add) | Fey 7 X7 VR RNS, [BR—hIVT A A7 DT—Y x> kY —A (AgentResources
From Local Disk) ] Z3&R L £,

ATv T3 [HT7 TV (Category) | K v 7H o A NND [BEVERD /Xy 77— (Customer Created Packages) ]
ZERLET,

ATY T8 [#A47 (Type) | Ky 7 X7 U A RnD, [AnyConnect 7 12 7 7 1 /L (AnyConnect Profile) | % EE4R L
£,

AT 75 41 (Name) | 7F A F Ry 7 22, HHOARET (72& 21X, OpenDNS) # AJJLE T,
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B /57 rTnecazyRys—onm

=

(Browse) | %27 Vv 7 LT, a—H/)VT 4 A7 5 ISON 7 7 A V& BT £,
(Submit) 1 %27V v 27 LET,

AURRNE
~

NN
—_ —
—_—
palll

RDERY
IIAT N TreYa=mr SR —EERT ANEND Y £,

HSAFU R FAESIZUT RY S — DR

ATy F1 [RYT— (Policy) |>[254F7 >k 7OEY 3 =% (Client Provisioning) | ~<—ICBEI L £1°,
RATY T2 VERAL—VEERLET (72& 21X, Rule Name=WindowsAll, if Identity Groups=Any and Operating
Systems=Windows All and Other Conditions=Conditions, then Results=AC_Win_44117)

RDERY
RAF ¥ T2 ERTHLERNDHY £,

RRAF v EHEDIER

ATy F1 [R)T— (Policy) |>[R') —EZFK (Policy Elements) |>[54F (Conditions) |>[RXF+ (Posture) |>
[Z 74 ILEH (File Condition) | DIEICHEN L £,

RTw T2 v Z AT LET (filechk 72 &)

ATV T3 AV —F 47 AT A (Operating Systems) | K2 v 7 & 7> U Z Kb, [Windows 7 (37X7C)

(Windows 7 (All)) | ZER L £,

ATV T8 [77A4N%A7 (FileType) | Ku >y 7 Z > U A RD, [FileExistence] 28R L 9,

RT9TS [77 AN /%A (FilePath) ] Km vy 7 X U R )b, [ABSOLUTE PATH C:\test.txt] Zi#R L £ 9,

ATV T6 [77A/VEF T (File Operator) | K w7 Z 7 U A~k [DoesNotExist] & #8R L £ 97,

RDEZRY
RAF X EEERRT D HERH Y £,

RRAF v EEDIER
T ANVFHITLY | testtxt 7 7 AN RIRA V MIFETAINE I DR HERINET,

FLELRWEADEEIZ, USBAR—1r27 vy 7 L, USBT A RAEMHALEZT 7 A LDA
VA M—=NVERHIET S Z LT,
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I HSAT7 M RRF¥ RYS—DHTE
271z - ko F v Exors i

AT9 1 [R)— (Policy) |>[R1) >>—EZFH (Policy Elements) |>[§5R (Results) |>[{EE 75 3> (Remediation
Actions) ]>[USB 1% (USB Remediations) | ~*— I(ZBHEH L 7,

ATy T2 VERARTEZ AT LET (clientless mode block 72 &)
ATv T3 [%F (Submit) 1|27 VU7 LET,

RDBRY
RATF ¥ B2 BT 2 0ERH Y £,

ATILA E—RKRTORRAF Y EHDIER

[Zf}: (Requirements) | X—UMMBEBET 7 v a VEIERT DX, AT VA B— RZ#E LT
WOBETLTRERINET [T =T %K (Anti-Malware) |, [7'2 2 7 AfL#H) (Launch
Program) ], [/ T4 (Patch Management) ], [USB]. [Windows Server Update Services], I3
& O [Windows Update],

ATy F1 [RYT— (Policy) |>[R1) ~—EFH (Policy Elements) |> [#£82 (Results) |>[7 547>k 7OES 3
—>% (Client Provisioning) |>['J ¥ —X (Resources) | <—IZBE L F7,

ATV T2 RAF v OMHEENZER L T (72 & 21X, Name=win7Req for Operating Systems=Windows7(All) using
Compliance Module=4.x or later using Posture Type=AnyConnect Stealth met if Condition=filechk then Remediation
Actions=clientless_mode_block) ,

RDBERY
RAF v RY =BT DRERDHY £,

RRAF ¥ K1) —DIERL

1R BRI

RAF ¥ R —DEERBIORY) =BT 74T LA E—FTERENTWAZ L%
FER L TL7Z&ENY,

ATy 1 [RY— (Policy) |>[RRAF+ (Posture) | ZEIR L E7,

ATY T2 VERL—LEERLET, 72& 2I1E, Identity Groups=Any and Operating Systems=Windows 7(All) & L O}
Compliance Module=4x or late 33 J. U} Posture Type=AnyConnect Stealth D354 . Requirements=win7Req & 72 ¥
\i ﬁqo
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95470 b ERFr KY—0EE |

B Anvcomect 2702 T— FiERIOEMIE

GE)

URL VXA LI arDir I IF3A4T N Fuela=v Z7o8e8 v NI—2 7782 F
721X RADIUS (Z[EA DEMEZEH L THRHEZERE L TH RMFITHEERE T, CiscoISE — S TRE
2=Vt vy a UERBMEATRETIIRWI ENFNT, 7947 7reya=r 7R
V—DOBENRKTHZENHY FI, 7272 L. Cisco ISE TIHAE TEME L= ID ' —7 |2
LU CHEHERETEET,

AnyConnect X 7L X E— KEHMDEF®E

ATvT1

ATy T2

ATvT3
ATv74

Cisco ISE TiZ AnyConnect 27 /L A E— FEBIZX L, WL DD 8 LW EEOF AL @A % 12
HLFET, AT VR E— N TOREOREBMEANCT DL, A, 74 YL AEIZVPN
i CRIEZ RS ECE T, ATV AE— RTOEMEANIT HI2IE, KOLIITLET,

\)

GE)

AnyConnect 73— 3 > 4.5.0.3040 (X, AT /LA E— R CTO@MEYTR—FLET,

1R BRI
AT VA F— R T AnyConnect Z i E L £77,

[R1) &— (Policy) |>[R') —EZF (Policy Elements) | > [{£2R (Results) |>[7 547>~ JAEY 3
=>7% (Client Provisioning) |>[') YV —X (Resources) | Z &R L 7,

S0 (Add) ]>[NAC AgentF f=[ZAnyConnect ISEFRR F+ O 7 7 4 JL (NAC Agent or AnyConnect ISE
Posture Profile) | Z3K L $£9,

[17 2V DR (Selecta Category) | Ka v 7 X U A KH)D [AnyConnect] &38R L £77,

[T—Y = FOEIE (Agent Behavior) | £ 27 3 a T, [AT /L AE— RTHEMZANITS (Enable
notifications in stealth mode) 147> =3 2 [%) (Enabled) ] Z3&IRL F9°,

RRAF v 24T

CiscoISERATF ¥ R —2ERBIOEHTA7-OIMFEHTE L3 2ORAF ¥ XA 70
HoET,

« AnyConnect : AnyConnect T— = > hZ BB L, 7747 b DRV &0 HBE7R Cisco
ISEARATF v AU —ZEHRL, @HLET,

* AnyConnect Stealth : = —HOE{ER LT, y—ERAE L TRAF ¥ ZFETLET,

« Temporal Agent : 7 7 A 7 > ks ECHATT 5 K 51T Cisco ISE GUI TE&E T E 5 —REEITA]
BT 7 AN 27AT Y MBREEAY V=227 7EALLS &35 &, CiscolSE T,
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I HSAT7 M RRF¥ RYS—DHTE
#zxF7v 547 |

2PN TAT 2 N ETEITTIMLEOHDFATARET 7 AN ET v 2 LET,
Termporal Agent (X, I > 7T TA T VA AT —HZ AEXFHUOMAEL, £DAT—H A% Cisco
ISEICE LE7, CiscolSEITAERICHEANWTHMERT 7 a v BEITLES, a0 7T
ATV ANBNETTDHE, 7I9A4AT 2 b —Fx—yc MRHIBRESNET, —HF
TV ME, BAZMEEEZYR—FLTWEEAL, T74VFDEETIE, Ay
=V TXRNDOERFR—FSINET,

N

GE) o [RAF ¥ %A 7 (Posture Types) ] % [Temporal Agent], [=
YT TAT A EY 2—/ (Compliance Module) ] % [4.x LA
B (4xorlater) 1 & LT, RAF ¥ RY v—2RETEE
To TOXRIBRRY —OEE LB EFERT DBRIT. 2
TIAT ATV 2—/VE Bx LR £ EEO—
Var] IWEBELRWIIICEELTIEIN,

Termporal Agent D&%, [ (Requirements) | ~—T
[ > A b— 1 (Installation) | F =7 XA T raE&te v F
BHEEOHERRTEET,

Cisco ISE X, Mac OSX [fi]1} Temporal Agent % f# ] L 7= VLAN
FEARAF v EBEEZ P R—F L TOEFA, 2T, Fv b
U—2 T 7% A EFEAFD VLAN /53 LU VLAN (A H
%L X2, VLANOEERIC—HFDIP T R L X &R,

Z—PRH LW VLAN ICHERET 5 L ZICH LW IP 7 FLA

% DHCP X CERTHIMLENH H7-0TT, Ziilidi—
NEBRSMFET A3, Temporal Agent (T —H m& A& L
THEITLET,

CiscoISE 1L, =V RIRA U MIPT RLADEHFHZMEL L
720N ACL il D AR A F v Bz AR — h L TWET,

Temporal Agent (& & > TH AR — b SRR

P —EREMEMAC: VAT AT —Fy Fxv

s F—ERAEKEMAC: T—ErELFa - Y= s F v

*PM : H T = v

*PM: AL TF = v 7

*DE : B bF = v 7
[ TA47 > 7rbeya=r7 (Client Provisioning) ]-<— ([ Y 2 — (Policy) ]>[RV
> —#i3% (Policy Elements) ]>[f5% (Results) [>[27 7 A4 7 F 7rbEva =7 (Client
Provisioning) ]>[V ¥—A (Resources) |) & [ AF ¥ Ziff: (Posture Requirements) ]-~<—3

([RV — (Policy) 1>[RV I —83F (Policy Elements) ]>[f&% (Results) ]>[H AT ¥
(Posture) ]>[Zff: (Requirements) ]) 2. RAF ¥ XA THREENTEY, #HEINDH A
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. Cisco Temporal Agent D7 —% 70—

NTTI T4 RF, [V TA T N FrEYa =7 (ClientProvisioning) ]“X— Y TCHRAF ¥
TRTyANET A a =TT HIETY,

RAT ¥ BT AnyConnect A7 VA IRAT ¥ X A4 THBINT B L, —#OS5M, BE, i
RN BHERENIC 2D £7 (KEERR) , LE2E FEBEETIIZ 7247 2 MIDR®
D EVNRVEL 25T, AnyConnect A7 )V AEEZF/INCT 5 &, [FEMEE Z A 7 (Manual
Remediation Type) ] B EZhIZ7Z 0 £ (KEAFKR) ,

AnyConnect A7 /LA &— RDJEB T, RAF ¥ 7’17 7 A L% AnyConnect X EIZ~ v B
7' L. Anycomnect ®E% [7 T7A 7> b FutYa =7 (ClientProvisioning) ]-3—IZ~ v
U T A5G ROWLBERYR— FINET,

« AnyConnect [IZE DR AF ¥ 707 7 A VOFHARY & BT — RORIE

s MIEIR AT ¥ ERIZH T S AnyConnect (1 L 28R L 72— RIZEHT 5 1FH D Cisco ISE ~
DIEIE

* CiscoISEIZ LA E— FBIOZDOMOERE (IDZ7V—7, OS, 2T IFTAT LV AEY 2—
R E) ITHESSTELWRY —DBE,

N

(G¥)  AnyConnect N— 3 > 44 LIFETIE, AT /LA E— RTO Cisco ISE R AT ¥ Y HR— ki
TWET,

EErEYD
AnyConnect A7 /LA E— R U—7 71— (38 X—7)
Cisco Temporal Agent DV —727 71— (44 ~X—7)

Cisco Temporal Agent D7 —% J O —

Cisco temporal agent 3% E T 5 7' 1 X(21X, —HEOFIENRH Y £9, CiscoISE TRD FJAZ
FATTHMERH £7,

ATV TN RATF v FHEOIER

ATy T2 RAF v EEDOIERRL

RATY T3 RAF ¥ K v —DIERL

RTFYTE 7I7A4T7 N FrEVa=r7 R U—DORE
AT w F5 Cisco Temporal Agent DX 71— K L i)

B /570 RRFY RYL—OHE



I D5A4T7 M RAFv RYL—DHRTE
tz 7 v gpores [l

A F v EHDIERK

ATvF1 [R)T— (Policy) |>[R') —EZFK (Policy Elements) |>[54F (Conditions) |>[RXF+ (Posture) |>
[Z 74L& (File Condition) | DIEICHEN L £,

RATv T2 VERARTE A LET (filecondwin 72 &)

ATV T3 AV —F 47 AT A (Operating Systems) | K2 v 7 &> U R Kb, [Windows 7 (37X7T)

(Windows 7 (All)) | 23R L 9,

AT T8 [77A4N%A7 (FileType) | Ku >y Z > UA M5, [FileExistence] 28R L 9,

ATY TS [Z77 AN %A (FilePath) | Fue vy 7 X7 U2 k)6, [ABSOLUTE PATH C:\test.txt] Z 3R L £,

ATV T6 [77A/VEFT (File Operator) | K w7 Z 7 U A hnh, [DoesNotExist] & #8R L £,

RRATF ¥ EHDERK

AT9 1 [RY) >— (Policy) 1>[R') L—EZK (Policy Elements) |> [§558 (Results) |>[[RXF+ (Posture) ]>
[E# (Requirements) | % %N L F 7,

ATv T2 [ (Bdit) ] Fey 7 HF o U A MG, [H LOWEAOHRF A (Insert New Requirement) | 28R L £ 7,

AT 73 [4H7 Name) |, [AXL—F ¢ 7 A7 L (Operating Systems) . BL N[> T TAT VA EY a—
Jb (Compliance Module) | # AJJLEF (7= & %L, Name filereqwin, Operating Systems Windows All,
Compliance Module 4.x or later) ,

RT9 T8 [RAFx % A7 (Posture Type) ] K12 v 7% 7T, [Temporal Agent] % &R L FE 7,
RATY TS MEREM (72& 21E, filecondwin) 2RI L F7,

(GE)  Cisco Temporal Agent D& 1%, [E: (Requirements) ] X—3 T [ A h—/L (Installation) ]
Fxvl ZA T TNy FEHARMEOHLZFRRTEET,

ATYT6 [AvE—Y TFA MDA (Message Text Only) [1EET 7 v a &R LET,
G¥) —Ffx=— = ML, AnyConnect 4x LI CTH AR — hEnTWET,

RRAF ¥ K1) —DIERL

AT 1 [R)— (Policy) |>[RRXF+¥ (Posture) | &R L ET,

ATw T2 VERNA—LVEERLET (72 & 21E, Name=filepolicywin, Identity Groups=Any, Operating Systems=Windows
All, Compliance Module=4.x or later, Posture Type=Temporal Agent, 33 & (X Requirements=filereqwin) .
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B /57 rTnevazvy Ry s—omE

H54FYF TAESI= VY KUY S—ORE

ATy F1 [RY— (Policy) 1>[954F7>k TREYa=2% (Client Provisioning) | ZZ4R L £,

ATw T2 VBN —VEERLET (72L& 21X, Rule Name=Win, Identity Groups=Any, Operating Systems=Windows
All, Other Conditions=Conditions, Results=CiscoTemporalAgentWindows4.5) ,

Cisco Temporal Agent D5 7 > O — K & #EE)

ATy 1 SSID ZHEke L7,

ARTF9 T2 70V EREGTIE, 7 T4 T e Va =y R—2 )AL LT hEnET,

ATv T3 [Bith (Start) 1227V v 7 LET, ZHIZLDV. Cisco Temporal Agent 281 > A h—/L X, BfEL TV 5D
MEIPINT =y 7 SPET,

ATy T8 [ZZIZHHTHRE L (This Is My First Time Here) 1227 U v 7 LET,

AT T8 [Cisco Temporal Agent % % 7 > — K L CHEEENT 51212 2% 2 U » 27 (Click Here to Download and Launch
Cisco Temporal Agent) | Z3R L 97,

AT w76 Windows F 721 Mac OSX ™ Cisco Temporal Agent .exe £ 721X .dmg 7 7 A V&2 T NETNRITFELE T,
Windows D5 1L exe 7 7 AV EFIT L, Mac OSX DFAIE dmg 7 7 A NV E X T N7 U v 7 LT,
acisetempagent 7 7'V r—3 3 a2 FATLE T,

Cisco Temporal Agent (37 747 & AF¥ v L, fiR GFEMZ R HRW+F~—27 ) 2R R-LE
7
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