BEOA—HY A E3—T A AD)T7

LR

cJEBAE ) — RORE (15—)
cFEHER N T ORGE (16 X—)
e BX LT DORE (39 ~—)

CAUTFTUADHRE (43 =)

EHFET v ADBHE (47 2—)

* Settings (51 X—73)
«ID DEH (81 ~—)

e X hU—Z7 U V—2x (101 <*—)
« FTNA A R—H OB (138 X—)

BRREE/— FDEE

[J8BH 7 — R (Deployment Nodes) | ~<— %3 % &, CiscoISE (FHE, KV ¥ — H—b
A, BIOE=HV D) J—REREL, BREZRETHZENTEET,

BHE/—FJVA 2102 FD

WOFRIZ, BN CiscoISE / — K%

THRDIHEHTE S [BHO/—FJ A b

(DeploymentNodesList) |"X—Y D7 4 —)L RE/RLET, ZOX—=T~DFESF— g%
ZiX. B (Administration) |> [ X T L (System) | > [EB (Deployment) | T9°,

J4—ILF4&

FEREDAA RS2

KRR 4 (Hostname)

J—=FRDOERA MR LET,

/—FK 247 (Node Type)

)= R AT EFRKRLET, ROWNTINE
WETEET,
«CiscoISE (3, RY>—H—t 2, B
=K ) J—F
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~NJLYF (Personas)

(/ — K # A 7% Cisco ISE DEEITDHE
/<) CiscoISE / — FMHY L CT& e~y
NYAXAREINET, [EF (Administration) ],
[V —H—ER (Policy Service) ] 72 EN
bV ET,

0—JL (Role)

D) —RTEHLYFERITE=ZY
T oYL F RIS T DA, Zhb
DALY FREY LTV da—L (74~
V., ¥ ZV FligAxzr K7uy) »
RENET, B—E, ROI>BD1DF
ITEHICTEET,

*[PRI (A) ]1: 774~ U PANZEWKLE
.a—

«[SEC (A) 1: A ZVUPANZEKLE
.a—

*[PRI M) ]: 7I7A4~Y E=HVY T
J—REBEWRLET
[SEC M) 1:&EH &Y =)
J—REBEWRLET

Services

(RY —H—E 2L FRERREEIC
DIHFR) ZDCiscolSE / — R TEITENT
WHHF—EZANRY X NENET, —E XX
WONT N DERD T,

et w3 3 (Session)
e TuTy AV

« T (Al
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/J—F XT7—4 X (Node Status)

F—4 L) r— g CHOREBNOS ISE
)= FRDOAT—H A% R LET,

o [#% (#%¢) (Green (Connected) ) ]: 9
TICREFIC B SN TS ISE / — A3
7T A4<YPAN LRIHALCTWB Z L &R
LET,

« [J% (BI#r) (Red (Disconnected) ) ] :

ISE / — RIZE[ETE 720, ISE/ — K
ME T LTWDLD, T =217
Vor—a UPMThR TN L &R
LET,

(ALY (#f7H)  (Orange (In
Progress) ) 1:ISE / — KR 7 A4~V
PAN ICHHLIC B SR SN TV D0, FE)FE
HIEMEE FAT L=y, E£IXISE / — K
N7 T A4~ U PAN LRI L TWRWnWZ &
ZrLET,

FEAMZHOWTIE, [/ — K 27 —% & (Node
Status) | 7 L THKISE ) —FKDI A v 7
Ea—7Aar%7) vy 7 LET,

EELEY D

Cisco ISE 43 B

Cisco ISE EBH D F7E

Cisco ISE / — RDOHR T

t 4%V CiscoISE / — R DXk

J —FO—f%&TE

ROEXTIE, [/ — FO—fK
£9, IhHD7 4=V FEMEMLT, EHEZ

(General Node Settings) ] X— D7 4 —/L RIZOW Tl L
REL, &/ — NETETTLHH—ERXAERE

T&ET, ZOXTOFEF—v a3 XA %, [EE (Administration) |> [V AT LA
(System) |> [FBBH (Deployment) |>[ISE / — F (ISE Node) | > [#®E&E (Edit) |> [—fi&&KE

(General Settings) | T3,

x1:/—FO—MEHK

J4—ILF4A

FEREDAA RS>

"R 4 (Hostname)

CiscoISE / — FOFR A N EFERLET,
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FQDN CiscoISE / — RDELERM N A A V4 %R
L¥d, =& xiE, isel.cisco.com 72 & T,

IP7RKLR CiscoISE / — FDIPT7 KL A% F/RLET,

/— K 247 (Node Type)

=R AT TR LET,

~RJLYF (Personas)

&I (Administration)

Cisco ISE / — RIZEH LY F 2 HY 8%
BEZ., COF 2w IRy A F A LE
T, FEHALY I, FEY— A 2R
LEH9T74 8 ASNTNS /) — R TORE
iz cEET,

7 —/L (Role) : EEE~UL Y F AR CTHY
LTWbr—ERRLET, [R¥ KT H
> (Standalone) ], [ 4~V (Primary) ].
[E41 %Y (Secondary) ] DWT I DIEIC
70 ET,

77 A4~VIi29 5 (MakePrimary) : /— K%
77 A~V CiscoISE / — RIZT HHAICZ D
REZ2I7Vv 7 LET, BETIT1I 207
Z A<V CiscolSE / — RDOAHEHEHTE F
T ZON—VOZEOMOAT 3 iE, S —
N7 T4 VICLTERICORT 7T 4 71T
Y ET, BETIZ2 DOEH ) — Kohx
fEHTEET, /—RICAZ U RT7 ey B—
WRED B THNTWDEAE, [F7A4~VIC
3% (Make Primary) ] R 28/ — ROFEIZ
FRENFET, /=Rt Z Y g—ARn
FHOETHENTWDIGEE, [FT74~ VIZHM
(Promote to Primary) 7R % > 723/ — ROFEIZ
TrInEzdT, /—RZT 74 ~Y g—nAn
b, O/ —FEHLTREINATND
fthod /) — KRN EEIE, /— ROREIZ[ A%
v F7 w23 % (Make Standalone) 7484 >
NEREINET, ZORZ 2T ) v T5
L. TTA~Y )= RERZ R Y ) —
R ENTEET,
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CiscoISE / — RiZE=# Y 7~y F &4l
VIXE, gl a7y LU THEREIEIRS
X, ZOF v IRy 7 AL LET,
SEBRBNICE =2 U T J— Rl &
b1 OFETHIHLERHY T, T4~
PAN O ERIZ, =XV T LY F5AH
T HHERDHY 3, BENOED &
V=X T ) — RERFE LR, BEIC
JGUTCT I A4~ PANZMRELIZY, £=4
Vo7 sy FEBH LTz TEET,
VMware 77 v M7 #—ALT CiscoISE / — K
ol al s ZELTRETHITE. RO
A KT A N> THRAIRIRMLE R T ¢ 2 7 57
WARELET, IHHZOV Ry NU—ZND
T RARA L M1 DI29X 180KB., 1 HH 7~
D3y hU—ZN®D CiscolSE / — K 122D
X25MB &7 ET,

F=X VT =R n AOT —5 %5
T DTS U T, BRI KT 1 A 7 fHlk
PEELET, BEICE=FU 2 J— R
I DLDRWEGEEIL, AF v KTy a—)b
Y LUET, BEIC2o0E=F) T ) —
R d 28E 1%, CiscolSEIZ, 7T A4~ V-t
AHY) a—VERETHMOE=4Y 7
J— ROAFIRFRREINET, Zhbor—
NERET DT, ROWTNNERIRL E
7T

o« 774~V (Primary) :BIED/— K%
TIARVEF=L VT )= RILT 2%
Ao

&% U (Secondary) : HIED/—K
A H) FE=LZ YT )= RIZTD
Bito

«72L (None) :E=XVoJ/)—KI7/
TA~V/e A Z) m— LY IR

WA,

F=H VT )= RO 128254~ E7-
TEA XV ELTHRETDHE, I —FHOD
ET=H VT ) — RPAEMIZENENED
VY )= RERITTTIA~Y J—RIZY
F9, TI9A~VE=HFIV T ) —FBLOY
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CHUH ) ®=HY T )= RiE, EEa s
BIORY—H—r2uala2ZELET,
1 2ODEFE=F YT ) —ROr—L%E [/ L

(None) JWZEH L-HGEG, o=V
7 —Rou— L HFEERIZ 72 L (None) ]1iZ
20 ZRIC Ko TR AMRT BN Ey ok
NEnEd, E=FV T ) —FEL T/ —
REfRETD L, 20— Fd [BE

(Administration) |>[3 X T/ (System) |>
[AX > (Logging) | >[VE—FBFXUS
2 —4 kb (Remote Logging Targets) | 7/ ¢
YR Tsyslog #—%7 > h& LTEREINE
R
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WO —EAD 1 DFEITTXTERAITT
BHICE. TOF 2w IRy 7 AEF A LFE
—é‘o

sty varh—e20f%4k (Enable
Session Services) : Rv NT—7 Tk
AP =R FRAFxHh—ER S XL
P—R, BIXORIIFIA4 T K FaE
Vazmr 7 =B REAMTT HITIE
IDF v IRy I A A NI LET,
ORI —H—ER )= RFETDHS
N—T%, [/ — K&/ — R I N—FE
® 5 (Include Node in Node Group) | N
Ry 7HET A RPLRIRLET,

FORY—H—ER ) —RETN—T
WZED7RWEEIL, [<72 L> (<none>) |
EIRL 9,

R/ —F ZA—7NOTRTH /) —F
N, Xy NT—=2 T EBA TN, A
(NAD) CTRADIUSZ 74 7 h& LT
RIE I, CoA DFFAI 25 MERH Y
F9, ZhE, ENHTRTO/— KT,
=R IN—TNOEED ) — R&E L
THNLENT-® Y 3 2B 5 CoA E
RERITTEXHEDTT, n— R T
PEHEH L THRWES. /— K 70—
THO /) — KX, NAD CRREINTW5H
RADIUS —_BL O T4 Tk E[H
CThdHr, FREn60Y 7y b
THHLERDY ET, ZhbD/— R
IZRADIUS h— L L THRETEE
7

£4 D ISE / — K (RADIUS H— 34 &
V#7747 e LT) BFD
H—ONADZHETZETN, T3TD
J—FRREILC /) — K 77— gL T
HUETHY FH AL

=R I N—TDRA L N—L, FHE >
kb A —HF v e & OEHE LAN #5¢
U CTHEICES T 2 0ERH Y £7,
) — R I =D A 8 — % L2 B
RTHLIMNETH Y THAN, +o70
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g & Bl REE 2 FER 3 A I1TIX L2 ks
BEfRAN IR S HESE S U E 5, FEMEIZ DV T
. Mo IRy —H—bR =R
—TDVERL] DT g R —
Y=t R ) — R I A—FOEE B L
TLEE,

a7y A 7Y —E20H ML

(Enable Profiling Service) : 7'a 7 7 A
TP —EREAMTDITIE, ZOF =y
IRy I AEF A LET, a7y A
Vo7 =R HMT 2HmE I,
[Profiling Configuration (7' v~ 74 Y27
ME) 1#7 &7y L, BEIZSETT
P A AT AMENRHY £9, AU —
P—bERX )= RNTETINLIY—ER%E
A ETITESHIZ L2, 20/ — %
EHELIZY T 5581%. %OD‘U‘*—E‘Xﬁi
FITEINDT 7Y /7—“/3 A=
TRAZHEHLES, Zhb6DY—EX
DB SN D F TEIENFHEAELET,

= RTT 7V =gy =380
PHEE) Lo 2 B9 5121d, CLIT
show application status ise =~ > N % fi ff]
LET,

BT DRINACY — B 2 DAY (Enable
Threat Centric NAC Service) : &g H .05
Xy NU—27 77 RRA ar ha—)b
(TC-NAC) HEREZ AT DITIE. 2D
Frzyv IRy I Aed NI LET, ZD
FERETIE, BB ENastk DT X7 2 b
ZAG LT & MastE D B IHEIZ S\ T
FREAR Y o —ZAER T D Z E M TEE T,
B D ERE L)L b WEHPEREL O fE R
X, =V RARA U N ERF2—FDT 2
TR LAV EENIIZHE T A 72 DI
TEET,
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« SXP#—E XD %t (Enable SXP
Service) : /— R TSXP ¥ —ERZHL)
2T HI0E, Z2OF = IRy 7 A%t
SZLET, £, SXPH—ERIZEH
TAHEDA L HF—T 2 A ABFRET DHLEN
HoET,

NIC R>T 4 7 ETTTF—I v 7 hik
FELTWBEEIL, AT a7 &hi-
AE =T A AL H—T = A
AL EHIT Hﬁﬁﬁ’r VH—T AR (Use
Interface) | K v 77X w2 U A MNMIFR
SNET,

TN, ZEFY—EZADOHF L (Enable
Device Admin Service) : TACACS 7RV
=t b, R —FERREEVER L,
F v hU— 77A4x@ e % il S &
VDEETHIZE, ZO0F=v IRy T A
AT LET,

Xy 7DV —E Z2DOERNE (Enable
Passive Identity Service) :ID~ v &2 7
KEREA BN T DT, ZOF=v 7Ry
I A F AT LET, ORI
5 &, CiscolSE TiEZ2< RAAL v |
n—7 (DC) TiliEshba2—¥aE=
HTHT LN TEFET, CiscolISE nx—
FoORy NU—2 77“!27\75"777‘47‘\
WZIFREREL 72V Ry R U —27 Tk

v B REREEEH LT, Actlve
Directory (AD) RAA vz br—F )
O —PREEEREINET HZ LN TE
7
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pxGrid

pxGrid ~ /LY FEZHNZT HITIE, ZOF =
IRy I Ak A LET, CiscopxGrid i,
CiscoISEt v a v 54 L2 U Cisco
Adaptive Security Appliance (ASA) 72 & DD
RY—Fy NI = VAT A~ THA
MEFERZ G T A=A I E T,
pxGrid 7 L — AU =271, R —TF—4%
RET —Z % /) — N TS 5722 bl
MTEEd (L&AE ISEEH— R =T«
RUF—[TOE TR v —FT7 V=7 b
OHE) o EFlo, BEIEHRZ L. IE ISE B
HROZTHAIZ BHEHTEET,

EErEY Y

53 HK Cisco ISE HEBH D~/ >
EEL — R

Ry —H—2x /=K
F=HX YT J—FK

pxGrid / — R

TIA=IRBICEH U D Cisco ISE / — KD[RH

RY = H—ER ) —F T N—T DR
ISE pxGrid / — R &5
=R RV F = ZDER

A7 = — A —R_R—HDOE=F Y 7 ) — ROEE

JAJdyrAY5 /—FD

ROFTIZ, 707747 b= RAOT 0 —TFOREIMMHTEL [FTuTdr AUV IHRE
(Profiling Configuration) |"X— D7 4 —)L RIZOWTHHLET, ZOXR—=U~DF 47—
vay SR X, [EE (Administration) > [ X T4 (System) |> [ERi (Deployment) ] >
[ISE / — K (ISENode) |>[#&&E (Edit) |>[FR 774 1) VI RE (Profiling Configuration) |

<7
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Joorqusy /—roxz I

£2: 702274925 /—FOHRE

J4—ILF4&

FREODHA FS14 Y
NetFlow

JL— A B EE Iz NetFlow /37w b &%
FERBIOMT+T 5012, RY—H—E 2R
ALY FHHY U7 CiscoISE / — R Z LT
NetFlow Z BN T A561F, ZOF =y

Ry 7 Aed A LET, ROA T a %
BRI L E T,

o[> #—7=AA (Interface) ]:ISE / —
FEDA =T =4 ZERINLET,

o [A—F (Port) ]: NetFlow =2 A7HR— h
D—H 0253 5 L7z NetFlow U A ) —
A= ESEANLEST, 77411
A— FE 9996 T,

DHCP IP ~L =5 DHCP /X7y b &Y v A3
HI20IZ, RY =P —ERYL Y FE Y
L 72 CiscoISE / — K Z & |2 DHCP Z A %02 ¢
DHAENE. TOF v IRy 7 A ITL
FI, WOF a2 LET,

e [/R— K (Port) ]: DHCP #—,3¢ UDP
N—h EFEANLET, 7741
N—hE 67 TH,

o[ % —7=AA (Interface) ]:ISE / —
NEDA =T A4 ZAZFR L E T,

e [/R— K (Port) ]: DHCP #—/3¢ UDP
RN—h EZEANLET, 7741
A— MI 67 T,

DHCP SPAN DHCP /"7 v b & IEET D721z, AU —
P—E R~V Y FE Y L7 CiscoISE / — N
Z L IZ DHCP SPAN Z A3 55615, 2
DF = IRy T AEF AT LET,

o[> #—7=AA (Interface) ]:ISE / —
FEDA 2 =T = 22U ET,
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HTTP

HTTP /N7 v N &SGR X O+ 5729012,
A — P —ER LY FEHY L7~ Cisco
ISE / — R Z L IZHTTP 2 BT 5 580%.
COF v IRy I AEF AT LET,

o[ % —7=AA (Interface) ]:ISE / —
NEDA =T A4 ZZFR L E T,

[RADIUS/

10S & —xtT /34 A5 RADIUS &
vavEt, X512 CDPJEM & LLDP Bt %
INET L7012, R o—H—ER~YLY S
Y L7 ISE / — R Z L IZ RADIUS 2 4%)
T AEAIE. ZOF v IRy 7 RAEF
W LEJ,

v bT—%5 ¥y > (NMAP) (Network |[NMAP 711 —7 % A 3 —7 )L § 520, =
Scan (NMAP)) DRy 7 A A AT LET,
DNS FQDN ® DNS )V 7 7w 7% FITT 572

Wz, R or—H—ER LY F ey L

ISE / — K Z &2 DNS ZHINCT 58541,

COF v IRy I AEFATLET, BH
PTHA LT T MEERIZATILET,

(G¥)  DNS7'u—7 %/ HRBNORED
CiscoISE / — R CEMESHE 5121,
DHCP, DHCP SPAN, HTTP,
RADIUS, SNMP DU N 7 —
TEEDNCTHLERDH Y 77,
DNS/V w7 7 v 7 DEE. Eiddwn
TNNOT e —7% DNS T u—7
LEBICEBTOMNEND D 7,
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SNMP 7 ') (SNMP Query)

FBELZHBRTR Y NU—2 T3 A% R—
Vo743 57012, R r—HF—EX~1Y
FTHEEHYLIZISE/ — RZTEIZSNMP 7 = ) —
EEINCTHEEIE. ZOF =y I Ry 7 A
A AZLET, [HEIT (Retries) 1. [# A
L7 7 K~ (Timeout) ], [A Xk XA LT
I (Event Timeout) ]. {E&E @ [t
(Description) ] D457 1 —/L RiZflEE AL
*7,

(E)  SNMPZ =V — 7 m—7DOREIT
Z7C, [## (Administration) ]>
[(*y T —2 U Y —A (Network
Resources) |>[F* > hT—7 T34
A (Network Devices) ] DIFFTIZ &
24> SNMP & E HAT 9 MENR B V)
£, Xy hI—2 FRALAT
SNMP & EZAT O HEIE, v b
V=2 THRARATYAA TINA A
~7'v k2L (CDP) ¥ J MLink Layer
Discovery Protocol (LLDP) % 7 1 —
FIVIZEINZ LTS Z & hifEsd L
£7
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SNMP +5 v (SNMP Trap)

v hU—2 F314 235 linkUp,  linkDown,
MAC #8517 > P2 ZET 572D, &RV
V=P =R AU FEHY LIZISE / — K
TEIWZSNMP N T v T u—T EHNCT D
BARIE. COF 2w IRy 7 Ak F I LE
To WONWTHNNERIRLET,

[V 27 +7 v 727 =V — (Link Trap
Query) ]1:SNMP +7 v 7% L %[5
9% linkup 38 %0 & linkdown 38 %1% 5215 L
THRIRTDICE, ZOF v IRy 7R
EAACLET,

*[MACKZ v 727U — (MAC Trap
Query) ]:SNMP +7 v 7%/ L %5
95 MACE M 25215 L TR 2123,
IDF 2y IRy I AEAF AT LET,

o[ —7 A A (Interface) ]:ISE / —
RDOA B =T A AZEIRL £ T,

s [R—1 (Port) ]: M 2HAZXFDUDP
R—reANWLET, 77408 FA—F
1% 162 T,

Active Directory

TEFE I 72 Active Directory ¥— /3% A%
L C. Windows =—HIZBAT 2 EHRAHR L £
j—o

pxGrid

ISE T pxGrid /L Tz RARA > MNatks
INE (FerrA 0 7) TEHLITRY
£

EENEYD

CiscolSE7mn 77 A4 Y 7 H—ER

Ta 7y AV =R LsTHEHEND XY NU—F T a—7
CiscoISE / — RThOFu 774 Y 7 —EADHRE

SfBAEX F T DERTE

[REBAFEA R T (Certificate Store) ] X— T,

HIZEWTEET,
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BEERHASDHRTE

sagsanznzz [

WD TIL, [HOBLEHEDAR (Generate Self Signed Certificate) | ~<X— D7 4 —/L |
OWTHHALET, ZOX=UTiE, /— FHEE, EAP-TLSFSGE, CiscoISEWeb 7R — 4 /L,

R

BEIOpxGrid 2> ba—F L OBEH DL AT 2AFAELER TEET, ZORX—TDF v

=33 v XA,

[&FL (Administration) ]>[3 A7 A (System) ]>[REBHE (Certificates) ]

> [ AT LGEHE (System Certificates) 1> [H OB AREHED A (Generate Self Signed

Certificate) ] T3,

TJ4—ILF FEREODHA FZ4 Y
) — ROFER (WZE) AT NEREEZERT D 7 — K,
(Select Node)

—f%4 (Common

(SAN ZH5E LW BITA) 77 4/ F Tk, — kA ITE CEAGE

Name) (CN) BHEZ LT 25 ISE / — ROEEEH KA A 4 TT,
HE #fk—= =~ M4, Engineering 72 £,
HH ik HHk4, Cisco 72 &,
(Organization)
(0)
#m (City) (L) | (ABEATW) &4, SanlJose 72 &,
M (State) (ST) (BWEATT) M4, California 72 &

(Country)
(®)

E4, 2 XFD IS0 EE S 2 AT LLENHY 3, US L,

eV AN v

4 (Subject

Alternative Name)
(SAN)

SEBAEICEEfT I SN IP 7 R A, DNS 4. F 7713 Uniform Resource
Identifier (URID)

X— HAT

RSA F 7213 ECDSA OABF—DERICHERAT 273 XAZEE L
iﬁqo

EED1—F124—2z24Z20YI77L R ||}



B cczzamzozs

EENI—HF AV —T(RDOYT7LVZ |

J4—I)LFK FREDHA KS14 Y
F—DES Key |[ABF—0OE Y kA XZEELET,
Length) RSA IZ1E. KOF TS 2 v 2 Cx £,
«512
- 1024
2048
« 4096
ECDSA 121X, RO a v E2FEHTEET,
256
. 384
GE) RSA B L NECDSA ODARF—IX, RMUEF=UT 1 LT
BRAX—EAHSOZLRNH F4,
N7V w7 CABLIEEAELRET 556, $£7201% FIPS LR Y
P AT & LT Cisco ISE # BB 53415, 2048 218N L %
j—o
BLTAHAXA Dz |y o 7T Y XA SHA-1 F771% SHA-256 #34R LF 3,
A K (Digest to
Sign With)

AEAERY 2 —

SERHENGE D NZFFFHERY > —0DO0ID £721Z0IDDO Y X R &2 AN LE

(Certificate ¥, OID ZXENBITiE, W~ ERFTAR—REMALET,

Policies)

TTL A 201 R AEAEN RN T A ETCOREEREL £,
(Expiration TTL)

TLY R4 AEAEDO T L KU AT LET, ARTZ4EE LW 3B1E, <common
(Friendly Name) | name> # <issuer> # <nnnnn> O R CHEBWIZAFINER S NVET, 22

T, <nnnnn> (X[EA O 5 HOEME T,

AN RI— Nk
HEOFF A (Allow
Wildcard
Certificates)

HOBEA LTEUANL R—REAE (F7 Y7 NOEEO—RAE T
Y7o =7 MUB4 D DNS 4, F3Z DM GICT AZ Y 27 (%)
DEFENTWDIEE) 24T 28561%, Z0F=v IRy 7 A% 4
S LET, 728 2iE, SANICE Y 4T HTUW S DNS 40

* amer.cisco.com DA TI,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
s TE T |

J4—I)LFK FREDHA KS14 Y
i 515 CDOVAT LFEAEAFERTOSLEND D —E A AR L £,

< [BPE (Admin) ]: BHEER—FZ L EOWRER LI OEBNO ISE
/— FEOEIE ORFEIEH S D — S FEE

+ [EAP 787k (EAP Authentication) ]: SSL/TLS h > % U > 27 ® EAP 7
7 k3T S RERCEH S D Y — NG E

* [RADIUS DTLS] : RADIUS DTLS 58GE(Zf# T % Y— SGEH &

o [pxGrid] : pxGrid 7 7 A 7> b &V — OB OBEZIR#ET D7 T4
7 v b B XY — NGERE

* [SAML] : SAMLID 7' m/ 34 % (1dP) & D& F o 7ilEICHEHT S
P— NGEAE, SAML HOMHZ B & L7ciEE L, B ERERR
RLEAP R EDFDMDOY — A DEDITH TS 2 L IxTEE
A,

o [R—% /v (Portal) ]: FXTD CiscoISE Web R — % /L & DIE(E % &
ET DI D Y — NGEE

BErEY Y
TAT LFEWTE
VAT LFEHEORR
A OB R O Ak

AEAEERERDHTE

Cisco ISE TliZ, 1 »DERT, HFHER—ZANSEBENDOTTH /) — R CSR #4ERT
LHZENTEET, o, BENOE— — RELEFEHE SO ) — RO EL 50 CSR 24
KT DDOMNEINT D2 TEET, H—/— KD CSR 24T 554, ISEIFGEHEY 7
Y7 RO[CN=] 7 4 —/)L ROFFE ) — ROFERERM KA A 4 (FQDN) % HB)IIC (& X i
ZFT, AEHEO [T Y7 MUE4  (Subject Alternative Name (SAN)) ] 7 4 —/L Kizx v
MY ZEDD 2L AR LUIZSA. tho SAN EBMEICIZ TISE / — Kd FQDN % A4 % 4
ERHY ET, BHNOTXTO/ —FDOCSR AT 52 L E2RIRLEEBEEIE. [VALER
H— REEFAEOFFA] (Allow Wildcard Certificates) | F = v 7 R v 7 A% 412 LT, [SAN]
74—/ F (DNS#4) IZU AV RKH— K&K TFQDN # AJJ L £ (*.amer.example.com 73
) o EAPIRGEICAFAEZM T 585A1%, [CN=] 7 4 — /L FIZT AL R — FEZ A L7
NWTL &N,

TA N R — RAEEREZEHT 22 21280, 4 Cisco ISE / — RIZEA DFEHEL ERKT 5
MEINIR 720 £, £, GEEOEEZE TEHIZ, SAN 7 1 —/L RIZH#E LD FQDN i
EANNTHVELHY A, SAN 74— )LV RTT AX Y ZR7 () 2EH+T5L, BEANO
BEOW SO ) — R CTH—OIEAELZIETE L X 512720, GEAEL DA L 2% 5%
Bhlk4 2 Z EMNTEET, 72770, VAN RA— RiEEIL, 45 CiscoISE / — RIZEA DY —
SNEEHEZEID B THHLA LY b EEENMEWE RS E T,

EED1—F124—2z24Z20YI77L R ||}
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FERAEERERD

e

axX ;&

EEQOA—FAUE8—T1(ZRD)T7LUZ |

WROFIZ, BAEF (CA) 3 EA FREIRAEAEEA ZR (CSR) DAERICH M TE 5 [REAESE
£ 35K (Certificate Signing Request) | X—Y D7 4 — /L RZRLET, ZOX—=VDFEF—
va SR T [EE (Administration) | > [ X T4 (System) |> [EEBAZ (Certificates) | >
[FEBAEEE (Certificate Management) | > [FZEBAEZEE L EXK (Certificate Signing Request) | T
D
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| #BO1—F (28— Tz(ZRDYTFLUR
s TE T |

J4—I)LFK FRLEODHA KSA1 Y

AEBAE O i
(Certificate(s) will
be used for)
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B avzzszsozs

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

HEREDHA FZ1 Y

SFAEAE AT A — R AR £,

Cisco ISE ID EFFEZ
AR — 5»)_EmémiTO@ﬁﬁm@ﬁﬁéi\7ﬁ47yb
Y —NWFOXF—OH@EFEHLET, B4 CAOERHET V7
L— hNI, avPa—2FHiE~T G AE T 7L — b EETH
1, ZOT U L—MIE, ROTa T 4o 0n"B Y £9,

c X—OME  TUHNEL (FA)

o X —DYLEIEA®R ¢ TLS Web — 3383E (1.3.6.1.55.7.3.1) BI W
TLS Web 7 A 7 > haBaE (1.3.6.1.5.5.7.3.2)

BWHE Y EREH SN ET (FEER—Z L E0EER XL
OEFAND ISE / — R OBE 2 R#ET 5729) . B4 CA OFEH
EF T L— ME, Web b — GEHET 7L — F EMEENE T,
ZOT U L— NI, ROTa T 4o NHY £,

e X—DOHE  FUXNEL (BL)

o F—DYLEEME : TLS Web Y — 338EF (1.3.6.1.5.5.7.3.1)
« EAPFRGE : V— NGRS NE T, BLACADEHEZET 7L —

MX, avPa—2Fid~y it ET 7 L— R IR E T,
ZOTFTUTL— MR, kOTa T o NHY £,

X —Dfik  FTUENEL (B4)
o F—DOPLIEE : TLS Web H-—3283F (1.3.6.1.5.5.7.3.1)

GE)  EAP-TLSZ 74 7 v FEHEIIT VX NVEBL S —EHEL
FEAT 204N HY £,

DTLS RADIUS : RADIUS DTLS #-— _ORIFFH SN E T, =D
T L — RMIX, RoOTa T o n1BHY 9,

c XF—OME  TUINEL (FA)

o F—DOPLIEE « TLS Web H-—3283F (1.3.6.1.5.5.7.3.1)

A=) = NGRARICER S vE T (373 TD ISE Web AR — % /L
EDBEEZRET DT2D) . B4 CADFEHET 7 L—ME, =
VB a—ZFElE v GEAET L= N EMEENET, 2T
L= M, ROTa T o NHY £,

c XF—OME  TUINEL (FA)

o F—DOPLIEE : TLS Web H-— 3283 (1.3.6.1.5.5.7.3.1)
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| #BO1—F (28— Tz(ZRDYTFLUR
s TE T |

J4—I)LFK FRLEODHA KSA1 Y

*pxGrid : 7 74 7 MREGEE Y —SFREEO W I S E T (pxGrid

IIAT v e —RHOBEERETLZD) . BL CA OFEH

EFEFL— NI, ara—FERIE Y UEHET T L— |

CIEHEINET, 20T L— ML, ROTa T o350 F£9,
X —DHE  FTUENEL (B4)

o X —DYLIERE : TLS Web %— 338GE (1.3.6.1.5.5.7.3.1) LW
TLS Web 7 74 7 > F&iE (1.3.6.1.5.5.7.3.2)

* [SAML] : SAMLID ' u 31 % (IdP) L DE¥ =7 EEFEICHEHTS

F— NGEE, SAML HOMHZ By L U7 i, BEREG
RLEAP BREAER EDFDOMD Y —E AD =I5 Z LT T E
A,

s X—OME: TUXNVEL (BR)

o F—DOPLIEE « TLS Web ¥-—3283F (1.3.6.1.5.5.7.3.1)

GE)  IEF—OERRBMEIEEO BT Y = 7 MR O
7290 2.52937.0 DENEENTOWDHAEHEEZFEH LW &
ZREOLET, LR —OEARBEIEED BRI O A7
T FEAT O D 2.529.37.0 DENREFEN TV DIERE
ZREHT 256, GEHETEDE RS, ROTT— Ay
t—UnFRINET,

source=local ; type=fatal ; message="unsupported certificate"

Cisco ISE FRF[FHEIAE

EED1—F124—2z24Z20YI77L R ||}



B avzzszsozs

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

HEREDHA FZ1 Y

+ISE/L—  CA (N CA y—FE R ICOLEARHEE) : 54~
PAN ®/L—  CA 3 L OVPSN @ FA7. CA Z& 1o NE CA FIFFHETF =~ —
VEREBARTOIEOICHERENET,

« ISE ] CA (W& CA ¥ —E A, B L OISE 234056 PKI O HE CA
E L CHRET A AICOAHMEAREE) - 771 ~ U PAN OHIf#] CA
SFRHE R L ONPSN O FAZ CAZFRHEOARIZHEA S NET, B4 CA
DFEAZT 7 L— NI, TAGFSGER EMEENES, o7 71—
M2, tkkO7Ta T 40350 17,

o JORHIK - B, REE

o« X —D & FEAEDEL . TUXILEL

o X —DPLIEM® : OCSP 24 (1.3.6.1.5.5.7.3.9)
ISEOCSP S MIRERRED T H (NHERCA U — B R Z D A i /T 6E
BB EROISEOCSP LA MREAEOEFICHEH INE T GEAES

ALBERTIIH Y FEA) , EX=2U T 4 LoBEBENS, ISEOCSP /&
BMEERRELZ 6 y AZ LIZHEHTAH5Z L AHER L £97,

T A KA — REE
BEDFF A (Allow
Wildcard
Certificates)

FEFFED [SAN] 7 4 —/L KD CN/DNS 42U A )L R — R0 (%) %
T, ZOTF 2y 7Ry V7 RAEFAILET, ZOF v 7Ry
I AKF AT DL RENOTRTO/ — FRBBIICRIRE N ET,
FESiRD T SOV DNLEIZT AZ Y A7 (%) UANRI— RFEERT 5
VERBD ET, VAN NI — REAEZENT 5581, X207«
ZRA T D7D R AL A DEIT 5 2 L2 #E L k3, 2Lz
* example.com DfX#> ¥ |Z * amer.example.com % i ] L CHElk % 53%19° %
ZEMTEET, FAAS U EZEI LS, BX 2 U7 ¢ MENEAET
LAREMERH Y £7,

o/ — Ko
CSR DA%
(Generate CSRs for
these Nodes)

SEHELZ AR T D ) — ROBOF = v 7Ry 7 A F A2 LET, BB
WOBRE Nz /) — RO CSREARRT DI, [V AV I — REEBHED
#FA] (Allow Wildcard Certificates) |47 a v &4 712 LET,

—f%4 (Common

T 74 FTIE, — A 1E CSR #4795 ISE / — K@ FQDN T,

Name) (CN) $FQDNS /X ISE / — F®O FQDN #EM L 7, EENOEE  — KD
CSR Z/Ep4 % &, CSR @ [—#x4: (Common Name) ] 7 4 —/L R34
ISE /— F®D FQDN [ZE&#:z HIET,

R #Hfk— = M4, Engineering 72 &

HH A% #fk4, Cisco 72 &,

(Organization)

(0)
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| #BO1—F (28— Tz(ZRDYTFLUR
s TE T |

J4—ILF FRLEOHAA K1Y
#i (City) (L) (BBEA ) #Ti4. SanJose 72 &

M (State) (ST) (BMEAT]) M4, California 72 &,

(Country) 4, 2 XFD IS0 [HEFEZZ AT LMERH Y 3, USkL,
()

Y7 MUEE [ GEHEBICEEMNITONTWASIP 7 KL A, DNS 4. Uniform Resource

4 (Subject Identifier (URD) ., F721X7 4 L7 F VU4,
A(“Se[:“Na;‘V‘: Name) | . DNS 4 : DNS 4 &5 L7354, ISE / — KOOSR 1A 1 2

L AN LET, [TAN I — REHEOFF AT (Allow Wildcard
Certificates) ] 47> a VA4 T LTEHAIE. VAV RA— KER
(RAA HDRNZT AZ VA7 LA REAT]) #HRELET,

* amer.example.com 7 &,
«IP 7 FLA : GEEICBEA T 5D ISE / — RO IP T RL A,
» Uniform Resource Identifier : FiEHA & (2 BE T % URI,

«F L7 U4 : REC 2253 12t » CEFRS N D4 (DN) O
FHIEH, DNiZH >~ () TXEIY £4, [dnQualifier] RDN
OEEF, ho~EZAr—7L, KUYV LFELTAY I ATy
va v N\ BEHLET, &R
CN=AAA dnQualifier=O=Example\,DC=COM,C=IL 7 ¥ 7,

A RSA F 7213 ECDSA OAF—OIERIZHERT 27103V X AEZfREL
£,

EED1—F124—2z24Z20YI77L R ||}



B zescvsenLr-ans

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

HEREDHA FZ1 Y

F—ORE (Key
Length)

NF—DOE Y b A XEfRELET,
RSA (21X, kDA T v a v aERATEET,
512
« 1024
* 2048
* 4096

ECDSA IZ1X. ROA T a v EFEHTEXET,
. 256
. 384

G¥) RSA B L WVECDSA OARF—IE, L2740 LLT
WX —RE2E o RnHY £,

NT Y w7 CA DELAEFEHEZBUST 57>, FIPS YR U o — 8
VAT L LT Cisco ISE Z BT 535515 2048 LA EZ SR L £,

BHTDHHA U
A I (Digest to
Sign With)

Ny T Y X SHA-1 F721% SHA-256 #38IR L £ 4,

FERHERY v —
(Certificate
Policies)

SERHENGE S NEFFHHERY > —0DOID £7/21X0IDDO Y A F&2 AT LE
4, OID XU 5I121E. Hor~FERIIAR—2 AL £,

EENEY D

A EE A EOR

AEBAEE A4 R OB & FREER~? CSR Di%1E
CSR ~D CA BANT ZFEHFED /A R

RITE L VELIGERAE

WO T, [FITH LK LIGEHEOME (Overview of Issued and Revoked Certificates) ]
N=VDT 4=V FIZOWTHMLEY, EEANO PSN / — F3= > FARA > MIFEAEZ
FBITLET, ZOX—=UTiE, EFNOA PSN / — RRFEITT 5= RARA & MEFFEICH
THEHERERLET, ZOX=V~DF S — g AL, [EH (Administration) ]> [
AT 5 (System) |>[FEFHE (Certificates) 1> [BEZ (Overview) | T3,

J4—ILFK

FEREDASA RS2

J— R4

SERAEARIT LAY — Y —E R /—FK (PSN) DO4H,
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| #BO1—F (28— Tz(ZRDYTFLUR
MHENRT—42 (0cSPEf-FcRL) zHELES. [

J4—ILF FRLEDAHS KA

[FEITSAVREE  |[PSN / — R FIT L7c= o Rl A o FEEE O,
(Certificates

Issued) ]

[ HESNZGEAE | R L= RARA > FEBAE (PSN / — RBFAIT L7ZEE) 0%,
(Certificates

Revoked) ]

[REBE K PSN / — RSB U 7GR AR — XA OFRGEE R D%,
(Certificates

Requests) ]

[ U 7= GiEA & PSN / — R2SLERE 2 KRB U 7o BGEER DL,
(Certificates
Failed) ]

BMELEYY
AT ST REE
Z—FBLOTY REA > FOEHED H
AEAF AL L TR—=Y 0 TS Z%FFA[T 5 729 O Cisco ISE DFRGE
2 —WFIC L DREHEO T H 7RI 9 % Cisco ISE D% E
TV RARA > FREHED KL

REBAZEDRAT—HS X (0CSP £7=ILCRL) ZfEFELFT,

CiscoISE(Z, FEHERZY X b (CRL) ZEMMICTF =y 7 LET, ZOX—UZEHL T,
HEICHX 7 or— RSz CRLICK L CEfTH Oy v a 2 F = v 795K 51 Cisco
ISEZRETEEJ, OCSP £721Z CRL OF = v 7 Z 45 H AT 284 & . OCSP — " F7-
X CRL ZEF = v 7§ DRI Cisco ISE AT 2 FE IR 2 Refi B TR E CE £ 9,

ROFTIE, FEEFEEH T = v 7 OFRE (Certificate Periodic Check Settings) ] X— D7 4 —
NVRIZOWTHHLET, ZOXR—UEHFEMALT, GEHE (OCSP £721XCRL) DAT—H A
HF vy T ORHBRAEECEET, ZOX—U~OF s — g RS2 L [BEE
(Administration) |>[2 XL (System) |>[ZEBAE (Certificates) |>[FIBAZEHE (Certificate
Management) |> [FEBAZEHF = v U DERE (Certificate Periodic Check Settings) | T3,

J4—IJLF FRLEODHA KSA Y
SERAEF T v U DERE
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EENI—HF AV —T(RDOYT7LVZ |
B o x7samzoqor—rmE

J4—I)LFK FRLEODHA KS14 Y

HEIAIZEUS S 4L | CiscoISE S HBIRYIC X 7 > 1 — RS {72 CRLIZK T D THOE v > =
TCRLIZKT 5 | 2T =y 7 FTHX0ICTDIE, ZOF =y IRy 7 AeF Il LE
Tty gy |1,

DF =7 (Check
ongoing sessions
against automatically
retrieved CRL)

CRL/OCSP O ERMASIAEF T v ¥

BHIOF = 7 |CRLEIZOCSPDF = v 7 w4 ARG T 2% 2 HEE L £ 3, 00:00~
%) (Firstcheck at) |23:59 OF&HOMEAE AN L £,

F = v 7 EE CRL F£ 7213 OCSP % — & LT = v~ 7§ B Hi1IZ Cisco ISE 23R 5 IRf
(Check every) el b 2 RF R B TR E L 3

EErNEYD
OCSP #—E" &
OCSP /7 94T v k777 A)LDiBEMN

~ — E (o) E =
VATLEERAED A VR— FEEE
WKOETIX, Y— NFEHEEZ A VAR — b T 572DIEATE D [V AT LGEHEDO A VR — b
(Import System Certificate) ] ~X— D7 4 —/L KIZOWTHL £, ZOX—=I~DF b
=g v RA, [EH (Administration) ]>[3 A7 A (System) ]>[RERAE (Certificates) ]
> [V AT LFEHE (System Certificates) > [ >R — F (Import) ] T,

Z4—ILF EHEA
J — ROER (WzE) VAT AFEHESR A R — 35 CiscolSE / — REZEIR L F 7,
(Select Node)

FERAETZ 7 AL | (W) [ Browse) |27 Vw7 LT, 8=/ T AT L HAEAE
(Certificate file) | 7 7 A /VZ IR L £ 4,

MEX— 774 | (WA [ Browse) |27V v 7 LT, IMEXF—T7 7 A VERINLE
)V (Private key |77,
file)

[/SAT—FK (MH) MEX— 7 7 ANVEEBLT 27200 RAT— K2 AN LET,
(Password) ]

AN AN AEEDOTZ L RUAE AN LET, ARiEfE L2WEETE. <common

(Friendly name> # <issuer> # <nnnnn> DA T HENICAFINER S VE T, 22
Name) T, <nnnnn> [Z[EA O 5 KO T,

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR

[ME#ETZ 5IBAE X 7 (Trusted Certificate Store) 1 R— .

J4—ILF

A

TJANKI—R

AERE OFF AT
(Allow Wildcard

Certificates)

TJANKA—FRiEHE (37 V=7 NOEBRO—R&4E21IV 7V =2 b
ﬁ%%@m@%\ikm%mﬁﬁm72&927@)ﬁéihfwéﬂ
HE) 24 v R—bT2581F, Z0F=2v IRy 7 A&+ LET,
7= & 21X, SANIZ JUé“C%Z"L“CU\é DNS 4 73 *.amer.cisco.com DG H T
¥+, TOF = /7T o J A& NCT B &L CiscolSEITEBEN DM D4~
TD /) — R FEAEZ A AR — M LET,

SERAEOPEED
FRAE (Validate
Certificate

Extensions)

CiscoISEIZREMEDILRDMGE A FF Al 55 81E, ZOF =y 7Ry 7 A
EAAATLET, TOF 2y IRy I A%F T L WoA R — T 5
FEBIEIZ CA 7 7 7 true ICRRTE SV EAKIOILEN & N TV HE5E
I, F—FEHIEENFTET 5 Z & 35 K U keyEncipherment £ | &
keyAgreement £ N DWT I FE T I TR E S TN D Z L Z R

E AN

71k

TDOVAT LEFHEEAGEHTAILERH L —EREER L E T,
[FHE (Admin) ]: BHEHER—Z /L L OBEB L OEBENDISE / —
R OIE ORFEICHEH S b Y — \GE &

* [EAP FZAE (EAP Authentlcatlon) ]:SSL/TLS b U > 7 D EAP 7' 1
k2 E AT AFRGEICEH S b — S FEE

* [RADIUS DTLS] : RADIUS DTLS #EFE(CfEH 92 Y—  FEE

* [pxGrid] : pxGrid 7 7 A 7 F &Y — DM DEEZIRET D7 T4
7o B L U — IR

*[SAML] : SAMLID 7'm/3A & (IdP) & OEF 2 7iBEICHEHT S
H— NGEE, SAML O %2 BR & LR, EBREREAES
EAP BAL72 EDZ DO —E ADT=OIfl AT 5 Z L3 T& £
/UO

[R—% /v (Portal) ]: 3T Cisco ISE Web 78— % /L & DI@IE &%
HET LD SN —  GERE

EELEY D

VAT LG E
VAT LG EOFRR
VAT BGEAEOA AR — K

[{E3E T & HEIBAZE X 7 (Trusted Certificate Store) ] X—

ROFTIF, B — FIZBMENTFEAEL R R T H720IENTE 5 [FETE DREHE

A N7 (Trusted Certificates Store) ]~X— D7 4 —/L FIZOWTIHLES, 2=V ~D

FTEr—T a3y R X, [FE (Administration) ][> [T AT A (System) |> [FEBIE
(Certificates) 1> [{& *E’C% BHREBZE (Trusted Certificates) ] T9,

EED1—F124—2z24Z20YI77L R ||}


b_ise_admin_guide_27_chapter8.pdf#nameddest=unique_236
b_ise_admin_guide_27_chapter8.pdf#nameddest=unique_237
b_ise_admin_guide_27_chapter8.pdf#nameddest=unique_238

B avzzcoss

RIMEWETEDHAAER—D

EENI—HF AV —T(RDOYT7LVZ |

T4—ILF

FEREDAA RS2

7L KU 4 (Friendly Name)

AEEOARTZ TR L ET,

AT —X A (Status)

BHEITINICLET, 2 (Disabled) ]
D6 ISEIMEEZMENLT D T2 DIZFEHFE A
HEHLEEA,

{E2HE%1% (Trusted for)

AEAEEZM T2 — A 22RLE T,

F£4745  (Issued To)

EHEOY TV 27 ho—i%k4 (CN)

#1770 (Issued By)

REAEORITIEO M4 (CN)

Hh R OB4E  (Valid From)

Not Before] FERHE &M,

#IFR H (Expiration Date)

[Not After] FERAEJEME,

HWR A 7 — 4 A (Expiration Status)

AEEOH IR D AT — X AT D15
TY, 2O T AIERINDERA vE—
IES5 0T A ar AT IVRBD I,

o ok WIREINLE T 90 H AR D
« F 090 A LINIZHIRRGIAL
1 60 HLAWICHIRGIN

« ALY 30 HURICHIREIL
< R HIRGIHL

EErEY Y
BHETE DEHFEX T
B TE 5 A MTREAFEDOER

(BT HFMEA LT ORAFD AT — 5 ALH

FHTE HAREA b T ~OFHED

AEAZE SR E DRSS

ROFTIL, WiEF (CA) fEAEFERMELRET D7 DI TE 5 REAFER 7 OFEH EHiR

#£ (Certificate Store Edit Certificate) ]~ X— D7 4 —/L RIZOW T L ET, Z D=~

OF =g RAX, [EE (Administration) |> [ X T L (System) | > [ZEBAE
(Certificates) |>[{E38 T AEEBAZE (Trusted Certificates) |> [SEBAZE (Certificate) |> [fRE

(Edit) ] T,
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| #BO1—F (28— Tz(ZRDYTFLUR

&4 GEAER FTHRERE

anzzzosse ]

T4—ILF

FEREDAA RS2

SEBAEIETTIT (Certificate Issuer)

7 L KU 4 (Friendly Name)

AEHED T LY R 42 ASLET,

AT — & A (Status)

[5%h (Enabled) ] %713 [#£%) (Disabled) ]
ZEHR L E9, [#%) (Disabled) 1054, ISE
WEEZMESI T D= OICiEHE LR L £
/\Jo

Wi

EETHMAEZAD LET,

51k

ISE NOFBFEMIZE#E7 %  (Trust for
authentication within ISE)

ZOFFAET (o ISE / — K £7-1% LDAP
P 5) P FEHE A RGET DA,
CDF v IR I A F T LET,

7547 v MERER L O syslog FHICEHET 2

(Trust for client authentication and Syslog)

([ISE N OFBREMIZAE# % (Trust for
authentication within ISE) ] F = v 7R v 7 &
A AT LTS AR A ATRE)  Z OFE
FHEEHEHLTREZITOHAIE. Z20F =y 7
A A Nl D= S DS

*EAP 7'u b /L & L7 ISE (2853
DLy RiRA v hDRE

* syslog —/ D54

VAP —EAORFHAIAEET D (Trust for
authentication of Cisco Services)

T4 — RYP—ERREOIHNE A —E R
FEHT A DICZDiFHEE AT 54
X, ZDOF = IRy I A AN LET,

SERHER T — % 2 OfEE (Certificate Status
Validation)

ISElX. $FEDCANRITT D7 74T b &
7T — NEHEO RN A T —F A e TF =
735280 OFEETR—NLTWET,
1 -21%. Online Certificate Status Protocol
(OCSP) #flH L CREEAMAET 5 Z & T
9 (OCSP 1Z, CA T L > THREFEN S OCSP
P—bERCEREZITOET) . b IO 1D,
ISEIZCAMNS XA 7 v — R UT-aEHEERS) Y
A K (CRL) (Zxf L CREAEEZRGET D52 &
TY, W DIEEX, OCSP &I L,
AT — X AR CTX N E XIZ[RY CRL %
HHT 2HEEICHATE £,

EED1—F124—2z24Z20YI77L R ||}



BEODLI—HY A E—TI(ADYIT7LIR

J4—ILF

EREDHA RZA4 Y

OCSP #—bE A Zxt L CTHAET % (Validate
Against OCSP Service)

OCSP ¥ — b &% L CiEAE A WFET 5 12
X, 2OF = IRy I AL LET,
ORI AEF AT BHITIE. £ OCSP
P —EREERT D MENH Y £7,

OCSP AR AT — & A iR LIz B A 13 3R
ST 5 (Reject the request if OCSP returns
UNKNOWN status)

FREEAT —H AN OCSP IZ L » CHBI &N
Mo TG EICEREZHEG T 2I0E. Z0F =y
IRy I AEFACLET, ZTOF v IRy
I AEF AT LTS, OCSPH—EZIZL -
THARHDOAT—HZ ANk E 5 &, ISEEEL
FRHMI SN TWD 7 T4 T > MEiE—
AEAEAEG LET,

OCSPJL BN EIEARE R GBI L E R 2 S
% (Reject the request if OCSP Responder is
unreachable)

OCSP BN BIERBE/R A IZ ISE N R &
HETAIE, 2OF v IRy I A5 F
ZLET,

CRL ®# v > m— K (Download CRL)

CiscolSE CCRLEZ X 7> u— KT 5I12i%, Z
DF v IRy 7 AF 2 LET,

CRL #{Z URL (CRL Distribution URL)

CANH CRLEZH T 1 — R4 57-8d URL
AN LET, #EERIEAETHEES LT
D86, TO7 44—V NIZAEIIIZHAIAE
AEJ, URLIE Thitp) . Thttps] . 72l
lNdap) THELILERHY £,

CRL ®Ef5 (Retrieve CRL)

CRL X, HEMIEZITEHMIcF v o — R
TEET, Furo— FoRMEREHRE L
iﬁ—o

Zurn— KRR LIS af

download failed, wait)

CiscolSENCRLEZHEX v v — KT 5FT
R T 2 R 2 E L E T,

CRL % %5 L7258 CRLIRGEZ /31 /82§
% (Bypass CRL Verification if CRL is not
Received)

IDF v IRy I AEF AT LESE. 7
FA T v FERITCRL BZAE SN HRNCEZ T
neshEd, 2OFzv IRy I AeF7
LA, BIRLIZCAICL-TEL &N
TREEZ AT 5T _XTOI I7A4 T N
FKiX, CiscoISEIZ L > TCRL 7 7 A LN %AF
SINLHETHESLGINET,

B gE01—4AU8—T4ZADYITIFLUR




EETEHAREDAS R—

| #BO1—F (28— Tz(ZRDYTFLUR

ez sunEoq vi— e i

J4—ILF

EREDHA RZA4 Y

CRL WEEAN TR, 2 THIREIALD
HAa LG4 %  (Ignore that CRL is not yet valid
or expired)

Cisco ISE TPHtAH EHIBH Z#ME L, F727
I T 4 T TRWINETIIHIRYIALD CRL % 5|
e L. CRL ONEIZHESNT
EAP-TLS FRAE% #F 7] F 72 135S T 2551,
CDOF v IRy I AEF AT LET,

Cisco ISE C [A%hH (Effective Date) | 7 1 —
U ROBMEE & RO FH (Next Update) |
74—V ROWIRHAZCRLZ 7 A L TF =
TTDHEHEEE. ZOF 2w IRy T AT T
WCLET, CRLBELET 77 4 7 TRV,
FITHIRON OGS, £D CAILL->TE
4 SNTREHEZ BT 2 T X CTORFETE
HINET,

EErEYY
BHETE DEHFEX T
BT & DREHEF ORE

=JL =

ax ;&

WO TIL, FBFER (CA)

FERAE % Cisco ISE IZIBMT A=A TE 2 [ TE H3EH

FODA AR — b (Trusted Certificate Import) ]| X— D7 4 —/L RIZOWTaHHALET, 2D
R=T~DF =3 RA X [EE (Administration) | > [ X T L (System) | > [FEEAZE
(Certificates) |>[{E38TZ H5IBAZE (Trusted Certificates) |>[4 >7R— & (Import) | T3,

K5 EHETELIAHEDS vR— FRE

TJ4—ILF

Bl

SERAE T 7 A /L (Certificate file)

(&M (Browse) |7 U2 LT, 77UW
EFERITLTWA I a— X LifHEY >
ANVEBRIRLET,

7L KU 4 (Friendly Name)

AEHEOZ L R4 EATILET, ARz

FEE L7722 GA1E, CiscolSE (2 & ¥ <common
name>#<issuer>#<nnnnn> DT T H BRI L

FIAERENET, Z 2T, <nnnnn> [ EEAH

D 5 HOBETT,

ISE NOFRRERICETET 5 (Trust for
authentication within ISE)

ZDFFAEAS (fho ISE / — R E7-1% LDAP
Y= 5) Y= EFEBHEORIEICE TS
Bl COF v IRy 7 A% F I LE
‘a‘o

EED1—F124—2z24Z20YI77L R ||}
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EENI—HF AV —T(RDOYT7LVZ |
B ocsposqc7orTnorangE

Ta—IL K B

7 AT v MRGER KX O syslog HICE#ET 2 | (ISE NOFRFEHIZIEET 5 (Trust for

(Trust for client authentication and Syslog) authentication w1th1n ISE) | F =y 7Ry A
B A AT LTS AIZIR Y B ATRE) 2 ORER
ExfEH L“C/k’i’ﬁ5 B, ZoFz v
RNy 7 A% A AT LET,

*EAP 7'u k=)L &M L7z ISE 12856t 3
HxL ]\j—/r/]\@wuu

« syslog t— 3 DIEHH

VA aYP— RAOFEIEHIZEET S (Trustfor| 7 4 — R —E R EONEE A a2 P—E R
authentication of Cisco Services) PIEHET DO Z OFEFRAEAZERT 56
X, ZOF v IRy AL LET,

AEBAED LR OMRAE  (Validate Certificate ([Z7Z4 7~ FRGERIZAE#T S (Trust for
Extensions) client authentication) |4 73 @ > & [REREIL
SRORFEE H DT % (Enable Validation of
Certificate Extensions) |4 73 a > Ol 5% 74
N LTGEDH)  TkeyUsage) JLEIEMTFEAE
L. [lkeyCertSign] ¥ v FREREINTWVD
&b, CAT T T true lTREE S VT AR
FIVERDAFAET D Z & M LET,

Wi EETHMAEZAN LET,

BErEY Y
B TE DAEER b T
AEHETF = —2 DA R — b
EHETE DFEEA b7 ~D— FEAED A o H— h

OCSP US4 7>k 7B 74IEEE

WRDFETIE, OCSP 7 FA T N a7 7 A NEKEEITHITZDIHEHTESD[OCSP 7 747
» b 7ua 77 AL (OCSPClient Profile) ] X—Y D7 4 —/L RKIZOWTHALET, ZD2—
AT =g R L, [EE (Administration) | > [EEBAZE (Certificates) | > [FEBAZE
EI8 (Certificate Management) ]1>[OCSP Y 547> bt 7B 774J)L (OCSP Client Profile) |

T,

4=k - Ob S

[4 ] (Name) ] OCSP 7 I A4 T vk 7Fna7ywAVE,
Wi EETHHEZANLET,
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| #BO1—F (28— Tz(ZRDYTFLUR

ocsp 517>k Fazrnie |

J4—ILF

FREDHA KS1 Y

OCSPILZRIMDELTE (Configure OCSP Responder)

v FY =DMk
(Enable Secondary Server)

A TRASGEY T s DEHF Y OCSP — 52 HNT
DI, ZOF =y IRy AEF NI LET,

HWIZT T4~ F— KA
W7 782425 (Always
Access Primary Server First)

IOFTvaE, BHUFY =" OBENEFITT DI
T T7A~) =" F v I TIHHEAIEHLES, 77
A VUDBLURNITF = v 7 SH, IE LRI ERDro T
HEEEICE . CiscoISE 1Lt H v &) — NCBET DRI
TA~Y ="~ DEROFEZARITLET,

n IR RIZ T T4~ Y—
N7 4 =73y 7 (Fallback
to Primary Server After Interval
n Minutes)

DA T a %, CiscoISENRN D U F YU — N cBEN L T
Mo, HETIA <) =TT =Ny 7T DA
HALET, Z0OHA., TOMOERITTRITAF vy 7S,

THXANRYy IV ATHRELEREED Z U F— "R S
WET, TSN DREFEOHFIL 1 ~ 999 73T,

T34 —nNethoi

1) 4+—/\ (Primary and Secondary Servers)

URL

TIA<IVBIOELFY OCSP ¥ — "D URL # A/ L=
7,

T AYEEY R — S OF ML
(Enable Nonce Extension
Support)

F AN OCSP RO L L TEEEIND LIICHETE
T3, FURITIE, OCSPERDELFELE NG EN T T, A
TREINDIEMEITZERICEEINIHMHEEFACTHD Z LA
BEESHTWES, 2o+ Fva itk Vv, THy
I CTHOWIBEEZFHAHATE RN ER RSN E T,

B DEX ORRGE (Validate
Response Signature)

OCSP L AR ZlE, IROWTINIOFEHEZMEH L TREIT
BELLET,

AIEPAE
« CA GFFAE L 3B D REAE

Cisco ISE 2N SEDEL ZMGET D 720121, OCSP &
NS EZFEAE L L HICEETHILERDHY £, £
) TRWEA, INEORGETRE L., FEHEDO R T —X
AIFIHTE FH A, RFCIZHEVY, OCSPIEH 72 5 Ak
EHEALTUSEFICELTEET, 2D &1E, OCSP 2
Cisco ISE |Z X D MAEMICINEICEA LTz E 2 557
B G TIEEY £9, OCSP 28 Cisco ISE TREE I N T
WD HOEITRR DI EAEH L CONEICES L2
B B ORGET R L E7,

*CA

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B ocsposqc7orTnorangE

J4—ILFK FREDHA KS1 Y

Authority Information Access | Authority Information Access D JE3E CHEE S 41TV 5 OCSP URL
(ATA) ITHRESNTZOCSP | 2T 5101k, A7 var RF a7 Y v 7 LET,

URLZEH % (Use OCSP

URLs specified in Authority

Information Access (AIA))

[E&F v v a2 (Response Cache)

3’\”(’ % ‘/:L T2 Y OFFEREAT | F v v 2 2 b Y BHIREIFLIC 7 DR 2 Sy AL T A L
HEWFRE] n 43 (Cache Entry Time | £,

To Live n Minute OCSP /37 B DA RESIZ 1 nextUpdate 752 £ TUE
F. ML, AED 2T — 4 AP S TR NS E
SRAMETLET, OCSPRARF v vz SHB L X, 2
SO (1 SEREND, b5 1 SIHEEMND) NS,
=D 2 SORUMEDIER FIEERF ¢ v &a ShET
nextUpdate fE73 0 DG, ISEITE o7 Fr v a2 InEH
ro,

Cisco ISE ITf% € S 7= OCSP J5& A% v v =2 LT,
Ty o IEMINT, KB TH W28, Cisco ISE 28
HEdh+sE v v 237 V7T ENET,

WOBHIZE D, OCSPF v v 21X OCSP I 2R 57
OICEHASNET,

o BEFNDFEHEIZBIT 5 OCSP H— "Dy kT —7
NT7T 4w LARMERET 5720

cBEHDFEHED AT —H A Xy v aTHIEIZE-
T CiscoISE DR 7 p—~< A& H EIEH7-D

F7 4NV E T, Fv v V2 INECAOCSP 7 7 A4 T 7
277 A L2 FICEESNTHET, =2 RARA |k
DA DOFEREND 2 3 PNIC S 9 —ERGET 5 &, OCSP ©
Xy adMEHEN., OCSP L ARV A IZITfWEbEEN
FHA, T2 RARA 2 FOGERAENRF ¥ v > 2 WIRNIZ RS
L7254, LAETO OCSP D AT —H A [RAF (Good) ] 23k
SH, WRREEERI LET, Fr v a2z 0ICRETD L.

INEITxF Y v a & NEFA, ZOF T a T, BFa
UV ixm ELETR, AFOR T 4 —< U AHE T LET,

B gE01—4AU8—T4ZADYITIFLUR
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macaniz [

Z4—ILEF FERLEOHA FS1 Y

Xy v aDZ YT (Clear |OCSPY—E RATHEHmENTWDTRCOFITFR/OZ M &

Cache) VT TDITE [Fr v 22 UT (Clear Cache) | %7
Uy 7 LET,

EBINT, [F¥¥ v 227 UT (Clear Cache) 1T <TD
J—REMAEFERALT, REZFATLET, ZOAT=X A
TiX, BEANOTXTO /) — FBEHFINET,

MELEYY
OCSP #+—E'X
Cisco ISE CA #— E A ® Online Certificate Status Protocol L AR > 4
OCSP #HFBED 2T — % 2 DA
OCSP A T XA Z VT 4
OCSP D
OCSP ftattFamn v > &
OCSP 7 FA T~ 777 A/LDiEM

s
NER CA DERTE
WDFETIE, WESCA DRES—V D7 4 —L RIZOWTEB LE$, W CA DRELFR
L., 2OX=UNOREHCAY—ERZEHIZTEET, ZOX—TU~DFESF—T g /3R
X, [P (Administration) ]>[3 A7 A (System) ]>[RERA®E (Certificates) ]>[PN¥h CA DF%
7E (Internal CA Settings) ] T,

J4—ILE FREODHSA K514

PR O IENE | N CA VP —E R Z T DX, ZORZ U E2 27V v LET,
(Disable

Certificate

Authority)

ARA M4 (Host |CAP—EREFEITL TS CiscolISE / — RDKE A M,

Name)

~JL Y CAYV—ERZFEITLTWD /) — R THZ2 CiscolSE / — RO~ F,
(Personas) mEzE B, R — P —E R ETT,

17—/ (Role(s)) |CAY—EZA%EFEFTT 5 CiscolSE / — KB YT —/1, =& 21, A
B RTarFERTTIA~ ) EidE XY TT,

CA. EST, BLU| A% E I3 HES)
OCSP &2 D A
T—4HZ (CA,
EST & OCSP
Responder Status)

EED1—F124—2z24Z20YI77L R ||}
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B oavzroo—rosx

SfAETFTL—FD

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

HEREDHA K1Y

OCSP i ZHHl URL
(OCSP Responder
URL)

OCSP #— 27 7 & A3 %728 d Cisco ISE / — FD URL,

SCEP URL

SCEP #— 27 7 & A3 572D Cisco ISE / — Fd URL,

EELEY D

Cisco ISE CA #—t &
SERAEAMEH L C/N— Y F L T3, A& F [T 5 728D Cisco ISE D% E

Zuty

=JL ==

ax &

ROFIZ, 7747 FTreva=r7 RK) r—THEMNSN S SCEPRA 717 7 A L DJE
FIHHTE S [CAGEHET 7L — |k (CA Certificate Template) | ~~— D7 4 —/L K& /R
LET, ZOX=U~DF S —T a3 3L, EH (Administration) [>[2 A7 A (System) ]
> [REBIE (Certificates) |>[REBIET > 7L — bk (Certificate Templates) 1> [[EJl (Add) ] C

TO

GE)

FEET U — N 74— R ([~ =v I (Organizational Unit) ]. [### (Organization) ].

[0 (City) 1. [ (State) ]. BELO[E (Country)
ho UTF-8 LT %FEAET 7L — N CHEATS &

) @ UTF-8 XFI¥ AR —hLTWEH
AET oY g = SRR L E T,

J4—ILFK

FEREDAAFS12

[4 A7 (Name) ]

(WH) FEAET 7 L— FOARTE AT LE T, =& 2IiF,
Internal CA_Template & L &7,

A EE) sl E AT LET,
—%4 (Common| (RRDHK) — AT —FADBHBAT SNET,
Name) (CN)
HELfk Hfk— = M4, Engineering 72 &,
ek HHMEAL . Cisco 72 &,
(Organization)
(0)
#i (City) (BWEART]) #TH4, SanJose 72 &,
(L)
JN (State) (BWEAT]) M4, California 72 &
(ST)
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o

>

g0

nxvonxz

J4—ILF

FRLEODAA FSA4

(Country)
(®)

E4, 2 XFD IS0 EHEF S 2 ANTHLE NS £§, USRL,

Y7 s MY | (FROKR) = RRA L FOMACT FL A,

B4 (Subject

Alternative

Name) (SAN)

X— HA T RSA %7213 ECC

F— P g X (RSA &R L GAICOABEHAEE) 1024 LD X — A XEFHEEL
i ‘j‘o

HhfR 2 A 7 (ECC IR LI=H B IO AT EE) kO X A4 T2 ELET (7

(Curve Type) 7 4V X P-384 T9)

SCEP RA 7’11 ISE N#EB CA E£7-13ER L7=4M48 SCEPRA 7’1 7 7 A V&38R L £97,

7 71 (SCEP

RA Profile)

AR (Valid
Period)

AEAFEDOWIRPUIN D ETOHEEAN LET,

Jrak % — DR

UL

IIAT Y NR |7 T7A4T7 2 MRGRZ Z OFEAELZERT 2581L, Z0F=vy 7 Ry 7 R

i A AT LET,

H— NFREE P — NFRREIC Z OFEAEEZFHAT 2 HE81E. Z0F=v I Ry I Akt
(Server IZLE9,

Authentication)

BEErEYD

AERET 7 L — b

AERET 7 L — N OYEIRF

AEHEA R LT —Y L T3 Z%FFA[T 5 72 D Cisco ISE DFEE
pxGrid = > k7 —7 H® Cisco ISE CA FEFIE D 25

AR Y O —FMETOREAET 7 L — M OfEH

==
X ;B

R DOE_R—T T,
¥ 7=, Cisco ISE 7%
7,

TNy 7 n 7 OEREORE, e 7 2 =0y FOERRATRETT,
INBDANRe 7 Z =0y MIn 7 Ayt —VEFRETELHXIICTEE
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EENI—HF AV —T(RDOYT7LVZ |
B y=—roxovs—ryrons

JE—+bOX2T 3—47 Y FOERE

WD TIL, IMBDOLGHT (syslogth—/3) ZIER L TRX VT A vt — V2 RGFT HI2OITE
HTxs[VE—bFarX 27 Z—% v b (Remote Logging Targets) | X— D7 4 —/L R|ZD
WTHBHLET, 20oXR=—I~0F v —2 30 %2 %, [B# (Administration) |> [V X T
Ly (System) |1>[B¥ >4 (Logging) |>[JE— bt OFX>% 4—% v k (Remote Logging
Targets) | T

R6:VE—FOAXLT 25V FDOERE

J4—ILF FREDAARSAY

(47 (Name) ] BFrLnwg—47y hO4EiE AT LET,

2 —75 s A7 (Target Type) 2=y N AT ERRLET, 77401
TlX. [UDP Syslog] [ZE%E S E T,

B! By —7y ORI Z AT LET,

[I[P7 KL A (IP Address) ] 0 E AT Bt~ v DIPT RLAE T

IARA MEEATILET, ISElX, X7 H
(2 IPv4 & IPv6 B A Y R— L ET,

[H—F (Port) ] SES DR — FESEANLET,

77 U7 4 32— (Facility Code) nX IR T S syslog 77 v U T 4 32—
REZ@IRLET, A4 72 2 13, Local0
~ Local7 T9,

fx K (Maximum Length) VEeE—hurZ—ry M AyE—UORKE
EANNLET, A4 7 T a 13200~ 1024
A FTT,

P—NE T UBEDN T 7 A w— (Buffer| TCP syslog # —7% ~ h B L& F 27 syslog

Message When Server Down) H—ry FIMETE 72 & X2 Cisco ISE 12
syslog A v E—U %2Ry 77T HI2E, IO

Frv IRy At LET, ISElL, #
MRHASND EX—F Yy b~DA vy E—Y
DFEEEHFITLUET, #hr mh S hizik,

A =IO O BIRICEE Siv, Ny
TZ7HNDA Y E=VIFEITH LA =
DHICEFE ENFET, Ny 77 B> FNI
RHE, HEWA v E—UNEEINET,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
SESUEEEDRE YN

J4—ILFK FRLEDHTA KSA4 Y

Ny 77 A X (MB) (Buffer Size (MB)) |&%—7 v DOy 77 A XEFRELET,
77 4V FTiE, 100 MB IZF%ESVET,

Ny Ty YA RXREELTTHENN T 7RI Y
TEN, FEDOE =Ty NDONy T T
ENFBEEDTRTORA v E—IURkbhE

7,
FEEm A A LT 7 () (Reconnect Timeout | r— "N Z 7 0 L TWAEAIZ TCP BL U
(Sec)) ¥ 27 syslog ZBEHET HAMNCIRFFT 2 HIM %
MHEMNTHELET,
CA FFBHEMEIN (Select CA Certificate) 7547 v FIEEA SN L £97,

P — SGEEA 2 A L (Ignore Server ISE TH— GEHEFGED A éﬁ’bé 9l
Certificate validation) T, syslog V— NEFFAIT BHITI, _0)%: >
IRy I AeA AT LET, T 74/ TR
ZDFT v a VIR o TS L EITY
AT LDNFIPS £— R TRWVWRY . ZoF7
variIAZICRESNET,

BErEY Y
CiscoISE B X7 A =KX
CiscoISE v AT L a s/
UE— b syslog A v E—T DX
CiscoISE A v&— hxu s/
WEEZ 4 V5
A N2 NN A RN T g
U E— b syslog WL T DX E
LT 4 V5 DBGE

OX> 7 h73)DERE
WDORTIE, [vX¥> 7 BT Y (Logging Categories) [“X— D7 4 —)L RIZOWTEA L F
T TNOEDOT7 A=AV REEHLT, R 7OERELNLVEZREL, BRLIEAT AT O Y
DRESNLZuX 7 Z—0y hEBBINTEET, ZOX—U~DF s —a v RRE,
[&# (Administration) 1>[> A7 A (System) |>[2 ¥ 2 (Logging) |>[RX > 7T TV
(Logging Categories) ] T,

®K7:0FX05 HhTI)DERE

J4—ILFK FRLEDHTA KSA Y

[4f] (Name) ] oX 7 7T LTI EFR R LET,

EED1—F124—2z24Z20YI77L R ||}
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| BEEPZEEE DT

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

1 7 OEKE L~ (Log Severity Level)

ROAT > avipb, X7 73
DERE LV ZEIRTE ET,

«[EEX (FATAL) ]: BA&HRE, o4~
g 1%, Cisco ISE M TE 72\\h/=
O, BEHERVLETHLZ EEEWKL
ExR

=7 — (ERROR) ]: ZOF 7 a i
RARRIEE 7213 =7 — KB Z R L E T,

—

%{_\

s[4 (WARN) ]: ZOF 7> a ik, i
WORETIED 2 NERRREEZ R LE
o ZUBT T AN FDOEETT,

c[IEH (INFO) ]: 247> a 0%, 1§
WA=V LUET,

«[F/8v 7 (DEBUG) |: ZDOAF g
L. BWINT A=V %R RLET,

2—#)L vXx 7 (Local Logging)

o—h)L J—RFRThoOoZOhTITYDax
T AR NEGNZTDITE, Z0F =7
Ry 7 Azt A LET,

Z—7%"> & (Target)

FETA R TA 2R LT HTHE
(Available) ] & [ERF 7 (Selected) ] DR v
JAMTE =Ty FaBE#ITHZ LITk- T,
AT IVDOE =7y NeEETEET, [(EH
A[HE (Available) 17N> 7 220X, imBE (Al
EFRWEH) LMD (2—VER) WO ls
OYEfFOa X7 2 —Fy RREENRLTNE
T, BANTZED [FINFE A (Selected) |7 7
AN, FFED T 3 OG- Z — 5
FREERET,

EErEY Y
UE— | syslog A vE—T DA
CiscoISE A v E—Y a— R
U E— | syslog WS FT DR E
AyE—Y a— ROEKEL~LVORIE
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| #BO1—F (28— Tz(ZRDYTFLUR
2v7rozouz |

AUOTFFIUORDHKRTE

INEDOR=U TR, Ny 27 v i, BIOT—ZHERELEN LT —2 2EHT
TET,

RS M DERTE

WOERTIL, VATV NI EER L TNy 2T 7 T ANVERGFT HIOIMEHTE S [UR

Y hVU U AR (RepositoryList) ]»—2 D7 4 — /L RIZOWTHHLET, ZDOX—T~DF)
v —vay "R, BB (Administration) | > [ X T L (System) |>[AVTF R
(Maintenance) |>[J7/RY k1) (Repository) | T3,

x8:UKRT FDHEE

J4—ILFK FREDHA KM

UARY b YU (Repository) VRY M O&4FTIEAT LET, HK80LF
DI TFEREHTEET,

7o haj FERHTAEEHIEEZ2 7 2 b asLod 1 D& R
l/ji‘é"o

B — 34 (Server Name) (TFTP, HTTP. HTTPS. FTP. SFTP. B X

TNNFS T#ZH) VAT b Y ORI — D
RAMLEZZIIP T FLA (IPv4 721X
IPv6) # AL FET,

GE) IPV6T7 RLAZMEHALTYURY LY
BT 2561, IPv6 7 RL 2%
fEFILCISEeth0 A > X —7 = A A
MBEEINTWAZ AR LE
7

INA URY P ~DARZRZ A LES, DA
I VAR LY OIERRIFICAEZI TH D | F1E
LTWORERDHY 4,

ZOfEIX. =D — K F 4L MY ER
FT2ODRAT vva (/) $REFHE—~DRAT v
va () CHsTEEY, ZEL, FTP 7'
FLDBAE, B—0xT v () 13—
T4 L7 RYTidZe< FTP 2—H DOk — A
T4 V7 M) ERLET,

EED1—F124—2z24Z20YI77L R ||}



. FUTFRUR NV I Ty TOHRE

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

PKI FBFEE B LET,

(A7 2> SFTPURY kU IZORiEAH)
SFTP U R kU C RSA AR —38GE % A %h
T B0, Z2OF vy Ry g Azt 0z
LET,

2 —H4  (User Name)

(FTP, SFTP TwJH) fRE I 7=¥— Noxt
THEXALMEREFH > —FL4LEASLE
9, A TE 5 LFITEBET DAL TT,

[/XA T — K (Password) ]

(FTP., SFTP TWZH) HREI NV —3~D
T A AT AR T — REAH LET,
INAT— RIZFEHATEHCFIE, 0~9, a~
z. A~Z, -, . |\ @, #.8. %, N &,

* .+ BLW=T7,

EErEYY
Ny 2Ty THETRYRY Y
URT b U DOVERL

TUoTRUOR NV YTy TDHERE

RORXTIZ, NI T v TEAEBEOR R TIRET S 1-OIElTE S [T~y Ay s
7 v 7 (On-Demand Backup) | X—Y D7 4 — )L RIZOWTHHLET, ZORXR—=TU~DF v
=g v AL, [BE (Administration) |> [ X T L (System) |>[/N\v 97w TIHET

(Backup & Restore) | T9°,

RIGFUTIVRENYITvITDORE

TJ4—ILF

FEREDHA K1Y

Ny 77 w74 (Backup Name)

NPT w7 774 NVDLETIEANTILET,

UARY M U4 (Repository Name)

N T T T 7 ANERGFTHI R MY,
ZZWIURY NIAEANTTHZ LT TEE
Hh, Fay7F&Zy o U RoFHAEER
VARY N DOHRERINTEET, NI T v
TOFATENCY AT b U ZER L CnD 2 &
ERER LT EEW,

K551t — (Encryption Key)

ZOFX—F. NI T T T A NDREEAL
BXOWERIZHEH I NET,

EENEYD
NPT T T—=EDHAT

AT RBLORT D a= NV Ny T v

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR

Ny 7Ty TIEIE
Ny 7T T ORI
Cisco ISE 18 JtifE

25a—nnys7yInkz [

RERER £ ORFAT AR ) & — BB D = 7 A= |
SHERETOTIA~<Y) J—REvh &Y ) —FoE#

T T RNy T v T DOFELT

AT a—ILIN\vIT7vTDHETE

WORTIL, TN RN I T T ELFEDNNY I Ty TOETLIMHEHTE D (AT a—
N 77 w7 (Scheduled Backup) |"X— D7 4 —)L RIZOWTHHLET, ZOX—=T~D
FEesr—v g RAE, [BE (Administration) |> [V AT L (System) | >[Ny I T v T/E

7t (Backup and Restore) | T3,

RI0:RTS1—ILINyIT7vTDHE

TJ4—ILF

FEREDHA RKSM4 Y

[4 7] (Name) ]

Ny T v 7T TrANDLARTEANTTLET,
EE ORI 24012 AJ)TE 3, CiscolSE
W NI T T TFANBIEA LA
THERBEMLT, Z7ANE VR UK
LET, —HONRNY I T v T7TEZRELTH,
Ny T T T7ANAHIE—EIZRY T,
[A Y a—v Xy 7T 7 (Scheduled
Backup) 1Y A F X—TTlX, 7 74 /L) kron
occurrence ¥ 3 7 CTh D Z & ERT DT,
Ny 7T w7 774 NEIT Tbackup occur)
DM ET,

B!

Ny 7T v TORMAEATI LET,

UARY N U4 (Repository Name)

NPT Tr7ANERGETHIERT MY
PEINLEST, ZZIWCUARY MNILEATT
HZEIETEERA, FayFH Yy JURXR
MNORAREER VR N OALEERTE F
T Nw 7T v TOETANCY AT MY &21E
LTS Z EZERL T EEN,

K551t — (Encryption Key)

Ny 7T w7 77 ANeiEEbis L OE 1k
ToHODF—2 A LET,

Al a—1) 7 A7 a3 (Schedule
Options)

AT a—)b Xy T o T OBE BRI L,
WEMOA T a A LET,
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B« —orsxk—tr8EoRrSa—0

EELE YD
R DT T FT—=RDHAT

EENI—HF AV —T(RDOYT7LVZ |

Fr T RBRORA T V2=V Ny T v

Ry 7T TR
N 7T T DI
Cisco ISE 18 jr#:/F

FEEB XL OFFA[AR Y O —RED T T AR —

]\

SHERETOTIA~<Y) J—R&vh &) J—ROEM

CLIZHA LIy T v
Ry T T S TDATY a—)b

R)O—DITHORAR—FEBEEDART O a—)L

WOERTIL, [RYV P —Dx T AR — DAY 2—/L (Schedule Policy Export) | ~<— 0D
74—V RIZOWTHHLES, 20—V ~DOF =2 g0 2T, [BE

(Administration) |> [ X T, (System) |>[/\v 9 7 v T/ERT (Backup and Restore) | >
[R)>—DITH XKR— bk (Policy Export) | T3,

MR —DITYAR—FREDRT P a—IL

TJ4—ILF

FERLEDAA RS2

1551k (Encryption)

K 5{b% — (Encryption Key)

T AR— b T =X ERE LB X OME ST
Ll20DF—%ASJLET, ZDOT7 41—/ R
13, [FEX—%fMiH L7z=2 AR— bk (Export
with Encryption Key) |47 > 3 > 23R L7
BEZOBAMIRY £,

[##5¢5C (Destination) ]

O—AN AV Ea—ZICT A NEL T a—
R (Download file to local computer)

R —x2 7 AR—K T 7 A )VEa—hL
AFRIE T — RTxET,

[7 7 A% A—/LT.E (Email file to) ]

BEEHOEF AN T NLRA&E D r~<~TRE-»
TATILET,

UART FYU  (Repository)

T AR— b T—=EERFTDHI R N &
BINLET, ZZWURNILAEANTD
ZliFTEERA, FayrH T U R R
SFHFRER Y ARY N OAZFRTE LT,
RV —DT I AR—=FDART T 2 — )L &Ei&
ETHENS, UARY MU EERL T ES0,
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| #BO1—F (28— Tz(ZRDYTFLUR
srz7s w208z |

TJ4—ILK FEREDAARZAY

A7 AR — K (Export Now) BELLEVRY RIIZT—2%2F<Ic=7 A
A= T200%, ZoATvarwzr) vy
LET,

R a—)b

AR a—U 7 A7 a (Schedule T AR— DAY 22— )LVOBEE ZER L,

Options) ZHUTISE L TEDOMOFEMAE AT LET,

EEETIELADETE

INHOXR=VICEY FAEOT VB AREEZITO) LN TEET,

O N3 [o] ~ E I_|_I
EEENRT—FKRY O—DETE
WDFIZ, BHENAT— KRNIV EOHHEMEL TERT HOIHEHTE 5 [EEHEN
AT — KR Y — (Administrator Password Policy) |"X— D7 4 —/L FERLET, T D—

COFEr—ar N L, [EE (Administration) | > [ AT L (System) | > [BEET It
A (Admin Access) | > [Z2EF (Authentication) |>[/XXJ— K 7K1) & — (Password Policy) |

<3

R 12:EBENRRT— K RYS—DH

J4—ILF FREDAARSAY

/& (Minimum Length) NRAT— ROFMNE CUFH) Z#RELET,
T 7 AN ME 6 LFTT,

EED1—F124—2z24Z20YI77L R ||}



EEOA—YHF A E—T A RADYIT7LUR I
. EHENRXT— KR O—DHTE

J4—ILFK FRLEDHTA KSA4

INAT — RIZHHTE 72T (Passwordmay | [BERE 4 12132 0L FOWHEIFFEHCE £
not contain) /A (Admin name or its characters in reverse
order) |: 2DF = IRy 7 A% AL
T, BHF VA E X2 O FOHIET
DFER Z SR L £9,

[ lciscol FITZFDOXFOMNAIIFEHTE £
A ("cisco" or its characters in reverse

order) |: 2DF = 7Ry 7 AL NTL
T, H3FE [cisco] FIFFEDOXFOMINETD
EAHZHIRL E7,

[ZOHFEEIXZOXFOHNEIIEH TX E
A (This word or its characters in reverse
order) |: 2DF = IRy 7 AEANTL
T, BERLETARNTOHGEEZIZEDLFD
WNETORH AR L ES,

[4 [FILA_EBadfe 3 24 0 LSCFIEH T & &
A (Repeated characters four or more times
consecutively) |: TDF = v /Ry 7 A%A
ATLT, 4B e s D ) alk LS o ff
MZMIR L E9,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR

gEzEsz7—F Ry o—onE [

J4—ILF

EREDHA RZA4 Y

[FEEOHEE, ZOXFOWIA, F7IE3LF0
EEXM|ZIIMFEH TE EH A (Dictionary words,
their characters in reverse order or their letters
replaced with other characters] : FEE D HFE, H
FEOXFOWNATOMMH, HEEDOLFOE X
iz COMEHEHIRL ET,

ls) Z 18] . Ta] % T@) . To) % TOJ .
My z= My . Tip &= Ty Tel & 3] 42
BERZH LI TEERA, 2E2F
Pa$$wo0rd 72 £ CT9,

o [T 7 # /v b OFEE (Default Dictionary) ] :
Cisco ISE TF 7 # /L k@ Linux &4
AT 2121%, 247 a v &2BRLE
o T 7 A F OFEIZITHI 480,000 14D
KHENGENLTWET,

T 74V N TIE, ZOFT T a UINER
SHTWET,

[# A% LEEE (Custom Dictionary] : 77 A
A=A XL EZHEMT 2121, 2o
FTarEBERLET, [77 A L0
R (ChooseFile) 127 U v/ L, HAX
LHET 7ANERRLEST, ZOTF
AN 77 ANTIE, HENSATLF T
U TR, ILEFIE die, A X1T
20MBUFTHLILENDHY £7,

WD LT (Required Characters)

BHF NAT — RIZ, IROBIREED IR L
ToHATOXFRLR L 128 FEn T
HDVBENHDHZ L ERELET,

o INLFDHLTF (Lowercase alphabetic
characters)

o« RFEDFLF
« 5% (Numeric characters)

s THFLSO LT (Non-alphanumeric
characters)

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B eesxo—r®ys—onE

J4—ILF FEREDHA RS2
/NAT — RJEHE (Password History) FUANAT— R30Ik LR S D D%

DT, FLWART—REERSTNA
WERNHALLIFIONRA T — ROEEZI/TE L E
‘d‘o

F7-. LRIONRR T — RERBRLAVRERS S
XTHERELET,

Z—PFRNRAT— REFHfHCTE R VAL
ANTTLET,

INAT— R F A 744 L (PasswordLifetime) [IRODA 7> a »&ZFE LT, F5E€ LM%
[ZXAT — REETT 5 K5 a2 —WITHEH L
ij‘o

¢ NRAT— RPER IR Do IG5 I
HET Y N RIS HE TORMH
(B#0  (Time (in days) before the
administrator account is disabled if the

password is not changed.) (i Fl Al HE 72 &d
PHIZ 0 ~2,147,483,647 HCT) .

EMET U NP B ETODY
~A % (H#) . (Reminder (in days)
before the administrator account is disabled.)

Xy T —7 TS AT — X DFok

BELE/NA T — RAME (Require Admin HHRENAT = R EORy NT—2 F
Password) NA ZOWEET — X e Fond DI EHE
DR NRAT = REATH LD
T BB, ZOF = IRy 7 R T~w—
7w ET,

IRAT— RKDF v v 28] (Passwordcached | EFEE 2 — VI > CATTENZ/RAT— K
for) X, 2oy v snET, BEHE—
PIXZOM, Ry NT—27 T ZADOWET —
B EFRTBHIEDITNAT— ROB AN %K
OHENDHZ LI FR A, BRI

~ 60457 T,

EELE YD
Cisco ISE & #H
#r L\ Cisco ISE B HE DVERL
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| #BO1—F (28— Tz(ZRDYTFLUR

tyvay AL LTY rEEUEy v avisgnzE [

RN > > N XY N = = =]

Tty aV AL LTI NELVEY Y 3 UIEHRDERTE

WOKRTIE, By alr A LT NEERL, 77T 47 REHRE Yy a VBT D720
WA T&E B[y ay (Session) | —Y D7 4 — /L RIZOWTHBHLET, 2=~
DI = a2, [BE (Administration) | > [ X T L (System) | > [BEEET7 IVt
A (Admin Access) | > [ZTE (Settings) |> [t v 3> (Session) | T,

Settings

R1B:EvL a3V BALTIELVEY Y 3 VIERDRE

TJ4—ILF

FEREDHA KSM4 Y

vy arDH AT U (Session Timeout)

Ty arTA KNV ZA LT T (Session
Idle Timeout)

TITAET A BRWGRICEREEa 7T
7 b5 F TIZ Cisco ISE 259 2 B
(43) ZASILET, 7740 MEIX6043T
I, AR 6 ~ 100 5 T,

v g UEH (Session Info)

(. (Invalidate)

KTy arIDOBICHALT =7
RNy 7 AkA AL, [k (Invalidate) ]
7 Uv T LET,

EErEYY
BWERET Vv ADHRE
BHEDOY v gy AA LT T FORE
TIOT AT REREY Yy a VO T

INHDOR=UTIE, SEIERV—ERADORREELIT

RAF v DEMRETE

WOFTIL, BERHBEIORATF ¥ A7 —Z 20 EO—RKIIRRATF v RIEEIT D 72 DI
HATED [RATF ¥ DEMFHE (Posture General Settings) | <—3 D7 4 —/L RIZOW TR L

1, ZOX=VA~ADFEHF— g v N,

CEMTEET,

[EI2 (Administration) | > [ AT L

(System) ] > [ERTE (Settings) | > [[RAF+ (Posture) |>[L£f&E%E (General Settings) | T

B
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B &x7vosmss

& 14: RRAF v DEMRFTE

EENI—HF AV —T(RDOYT7LVZ |

T4—ILF

FEREDAA RS2

E1E % 4 ~— (Remediation Timer)

SYHLL CHERME A AT L E9, 57 4L Ml
12455 CY, ARZRFFIT 1~ 300 T9,

Fv NU— 7 EREIE (Network Transition
Delay)

FENL CHEMMEA A LES, 740 Mi
L3 BT, AR EORMEIT 2 ~ 30T
7,

FITHIVNDRAF ¥ AT —H A (Default
Posture Status)

HERLF 7o 12 FETEIL A @R L £ 9, Linux D X 9
RIFT—Ver h TRL AL Ry FT—7
L TV DM, ZOAT—X AEMEL
3w

—ERE (BP) Baltkic e 7 A R DhiE i %
HEIIZEA L% (Automatically Close Login
Success Screen After)

IDF v IRy I AL ATTHE, FBE
SN, v 7o D DY B B
W T F9,

Frv IRy T ADEOT 4 —IL NIz,
fHEHEANTADLET,

0~300 iz v 7o i s BRI U 5 &
INAA~Y—HRETEET, Kz ERrIC
BET D & NAC Agent 35 L T Web Agent |2
07 A CRRIEE A RR SR R0 £,

]

e =% Y 7 HkE (Continuous Monitoring
Interval)

AnyConnect N E=% U 77— X DiX(E %
Y2 CoRMBBERELET, 77V

r—varyE&MoBET 7V r—varik

U= RU =T RIEOEE, 77 4V MEI
5T

AT WA F— RTOFHBK (Acceptable Use
Policy in Stealth Mode)

SFEOR Y U — 7 RGBT STV
RONE, AT AR B RT [T R Y
(Block) 1 ZBIRL T, 7947 M2 IEHE
WARAF ¥ AT —H AT LET,

RAF ¥ DY —RA

=R Ry T =TT B T NT AR A
F v 7l 24T 9 (Perform posture assessment
every time a user connects to the network)

D—YRRy U= 1T D TN AR A
F ¥ F A BHGET IR, ZoF T a rE
IR L ET,

n ABEICARATF v iHli 217 5  (Perform posture
assessment every n days)

JIGAT Y MR TTILRAF v P TH S b
OO, FHESNT-REDRB LIS, RAF v
FE A BHAA T A AL, 24T v a ek
RLUET,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
#z 7 vEmosnse |

J4—ILFK FRLEDHTA KSA4 Y

RAF XMl OFERE ¥ v v o 2T HITIE,
CiscolSEDZDF = v IRy 7 AA 2L
F£9J, 774N BFTIE, ZO7 4 —)L NiTE
HTT,

BHEOBEHOBWIREAZ X v v 275D
(Cache Last Known Good State)

% OBEM O BV VIREE (Last Known Good [BEOHEMDOBVIREZ X v v 2T 5
State) (Cache Last Known Good State) 19 = v 7 7~ »
T AEF N LTV BEEDOHRFELE L ET,
CiscoISE 1%, Z D7 4 —/L FIZfa@E L7-H#ifH
(Db RAFviHliOM REF ¥ v
LET, AL, 1~30 H, 1~ 7205
. F£721% 1 ~ 43200 553 CT9,

MENEY Y
RAF ¥ h—E R
AT ¥ EEORE
RAF % DY —A
Cisco ISE CORAF ¥ £y a v h—EXADOHFL
RE LTREEINTIEBR T 272007 747 NOBEX A ~— D% E
I IAT Y NOEBDIZODR Yy T — 7 BRBIEIEY A ~— DX E
0 s A URIIT 4 KU BEICE U 53 E
=V N THAL ANDRAF ¥ AT —H ADHKTE

N F x BEFEDERERE

WORTIE, RAF ¥ FHFHIOREIMHTE S [RATF v Halliz% & (Posture Reassessment

Configurations) | X—Y D7 4 —/L RIZOWCTHHLET, ZOXR—I~OF s —T 3 X

A%, B (Administration) | > [ X T L (System) |>[ERE (Settings) | > [[RAF +
(Posture) |> [E&T{fi (Reassessments) | T,

® 15: RRF v BIHEOEREERE

J4—ILF FERAEDAHA FSA4 >
HE R4 PRA BREDAHTZ AT LET,
% E DB (Configuration Description) PRA BREDOHHEZ AT LET,

T A 2 A2 (Use Reassessment

Enforcement?)

22— ID SV —7DPRARTEZ WA T I
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EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y
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SlEfixfEftanE 4,
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HEn /A Lizt&narro4 7w
A AT —HZ AR TT,

(& (Remediate) |: 7 7 A 7 hH3FE
ERLOGE, =— Y= MNIMEEO -
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EINTNDEA. RADIUS By vra v
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THMENRD D 7,

RAF v EHN 472 a3 > (optional) ]
IZERE SV TV D56, NAC Agent Tl
PR =T = MDD [T
(continue) | A7 arar v/ TX
F9, 22—, KRR L TEAEOR v
D=2 EFEHLENTEET,
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oo w 7oA RRIEIZ 7 7 A4 T > FTPRA
ZBRMA T 2 M E AL CATI L E 9,
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2 —HID 7 b— 7 DEIR (Select User Identity | PRAFEEIZRT L C—ED I I—T £ 2137 —
Groups) TDO—EDOMHAEGOEEEIRLE7,

PRA O E (PRA configurations) BETFE D PRA % E & PRA R TEIZE#EST S
Fa—HFID INN—TEERLET,

BErEY Y
RAF ¥ DY —2A
TE W B REATG
WAF ¥ iHiiA 72 a
WAF Y EEA T a
RAF ¥ DAL LG
AR RAFE@]T 7> a v
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RRAF ¥ DF FAREDERRTE
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L ZIZTAUP BERINET,
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AUP message) A7 ay AR¥ v DT XTI TAT U NINT 7 BAT DA
B35 AUP A v E&—3~0 URL % AUP
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AUP URL 7 T4 7T v MIRIER X OR AT+ FE M A R
HLIEXIIT IV BATHMLENDH D AUP ~
D URL # AT LET,

AUP 7 7 A /v (AUP File) [AUP 7 7 /L (AUPFile) | T, 77 A V%
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2 —HID ZL—T7 DI (Select User Identity
Groups)

[ —HID 7 /L—7 D& (Select User Identity
Groups) ] Re v &7 J A KT, AUP %
EO—FEDL—HFID V' —TE T2 —H

ID 7 V=7 O—EOMAE O ZEIRL &

R

AUP B E ZAER T 25813, IROFIZIER L
TLIZENY,

e RNAF ¥ AUPIZ, 7 A b 7o —IZi3iEH
TXEHA,

 FERTFICIZ, —BEO—FID I IL—TF,
F7T2—HFID N —TFDO—F DML
2}9"@"75§JZ\E'C“TO

2 ODRENFEDOL—FID VNV —T %
FFoZ LIITEEHEA,

e 2—HID /' NV—7 [Any] TAUPRIE%
BT 25 a1%, o4 To AUP
REAHIBRL £,

2—HID Z—7 TAny] A LT
AUP REZER LIZSA. —BEDa—Y
ID /' —7, £33 02—V 1D 7
No— T ZH Lo AUP % 7E % VERL
LHZlircEEYA, Any SO a—
ID 7' )V—7 %A L T AUP 3% € & 1ERK
T 52, I =—FID 7 —7
lAny] ZfEH L72BEAF AUP 5% & % Hil
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R L-BED AUPREL — B D2 —W
ID 7 NV—7"E 73R D2 —F D ID 7
N—TEMHLTCERHLET,

FIRBLERE - % E Y A b (Acceptable use
policy configurations—Configurations list)

BETED AUP 3%7E & AUP X EICHE T 6
7oy RFa—HID I —T%—ER R LF
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BEREY Y
HAF % F—E 2
R AT RO FARLE D
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EAP-FAST %7
WD, EAP-FAST, EAP-TLS. BLXO'PEAP 7' 1 F a L AR ETH-OIHHATE 5[ 1
k= LERE (Protocol Settings) [ X—T D7 4 —/)L RE/RLET, ZOX—T~DFES—T 3
v RAVL, [ (Administration) |> [ AT L (System) ]|> [X5E (Settings) |>[70 +3
JU (Protocols) | > [EAP-FAST| > [EAP-FAST %% (EAP-FAST Settings) | T3,

% 17: EAP-FAST D%

TJ4—ILF FEREDHA FZA4 Y

FEESFR B E O (Authority Identity Info | 7 LT > v Y V&7 T4 T 2 MIEET D
Description) Cisco ISE / — RZFH L7202 ) 03 Vs
FNaANTILET, 77472 NI, 2O
a7, RS, BLOE (TLV) O
Protected Access Credentials (PAC) 1 Ttk
T&EE7, 7 74/L MAIL, Identity Services
Engine T,

< A K — X —ERk I (Master Key Generation | = A &% — 3 —/E i 2. B, 4. Wi, B,
Period) FoFEEATEELET, EHiX, 1~
2147040000 PO TEDFEH TH LM ERH Y £
I, T 7 /L ML 604800 F0 T, ZALiE 1M
L RI% T,

FTARTHOV AL — F—FB LU PAC DRZh FTRTOVAX—F— L PACERHNEHDIC
(Revoke all master keys and PACs) 13, K% (Revoke) 127 Vv 7 LET,

PAC 72 Lt v a »HBOA%NE (Enable |PAC 7 7 A /L72 L C EAP-FAST % i+ %
PAC-less Session Resume) Bl TOF 2w IRy I AEF AT LET,

PAC: Ly ardDHA LT 7 (PAC-less | PAC72 Lty a VOFERM XA LT U M
Session Timeout) HETORFMEZRWEMNTEELET, T 74
JL M 7200 BT,

BErEYY
RV —F%y s 7o halLoRE
7w h=zl LT EAP-FAST 2T 572000 A K74 >
EAP-FAST DOFI|
EAP-FAST D% iE

PAC DE%FE

WDFTIL, [PAC DAL (Generate PAC) | X—Y EDO 7 4 — /)L RIZOWTHBLET, I
5D 7 44—V R&fEH LT, EAP-FAST #83EH D Protected Access Credentials 5% € L £9, =
DR—=TDF =g AL, [BE (Administration) | > [V AT L (System) | > [FRTE
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rac oz i

(Settings) 1>[Z 0 k3aJL (Protocols) |>[EAP-FAST] > [PAC D4 (Generate PAC) | T

B

%= 18: EAP-FAST @ PAC DX DERTE

J4—ILF

FEREDAA RS

k> /L PAC (Tunnel PAC)

h 2RIV PAC AT DL, 20473
VARE BT v LET,

~ 3> PAC (Machine PAC)

<~V PAC BAEKTHIZIE, oAy a v
RE w7V w7 LET,

TrustSec PAC

TrustSec PAC 4T 5121E, 2047 3
VARE U EI U v LET,

ID (Identity)

(> )V PAC BX U~ > PAC D ID
74—/ FA) EAP-FAST 7t h =)L L »
T TNE2—H4 ) L L ORSND2—H4
Flld~v o aEBELET, ID XTHINE
Da—HH L —FLeWiGE, BaEdRigL
F9, I, ERREXR VT TS
7 A (ASA) TEHRINTWVHARARMT
9, ID CFHNE, ASAKR A FIC—ET D4
ENRHY T, —HLARWEE, ASA ITAEK
INZPAC 77 ANVEA LV R—FTEEHE
Ao TrustSec PAC #7584, [ID
(Identity) 17 4 —/V RIZ X Y TrustSec % v b
T —7 FTNA ADT A A D BIEE S,
EAP-FAST & ha/Lic LW A == —X ID
ElbIciRfisnET, ZZICASILEEIDX
THNNFDT N, AIDIZ—F LR WGA. &
AR R L 7,

PAC 15#¢ "] RERFfH  (PAC Time To Live)

(> %V PAC BL U~ > PAC ) PAC

DENREFEET DMEEZ R TATILE
T, T 74 /L ML 604800 7T, ZAUIE 1 R
LESETY, ZOfEIK. 1~ 157680000 b D IE
DKL THAIVNENRH Y F£9, TrustSec PAC
LT, B, W, B, E XA TR
ZASLET, T4 MEIZLETT, &
AMEIZ T B, BCKEIK 10 T,

K551t — (Encryption Key)

WX —2 AN LET, F—DRI1L8~256
LFRICTHRENRDY 5, F—IXT7 V77
Ny VORLFEEITNILTE, BT, 70T
BT OMARDEEELZ LN TEET,
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J4—ILFK FRLEDHTA KSA4

MR B (Expiration Date) (TrustSec PAC D7) A RWBIBRIZ. PAC 1
AIRERFIICEE DWW CEIR SN E T,

BEErEYY
ARV —%y s 7o FavoORE
7'v hajl LT EAP-FAST i3 572D A4 K74 >
EAP-FAST @ PAC D4Rk

EAP-TTLS &7

WDFTiX, [EAP-TTLSi%/E (EAP-TTLS Settings) |-X— D7  —/L RIZOW T LE T,
0)/\*“//\@% v =3 NA L, B (Administration) ]>[3 A7 A (System) > [F%
iE (Settings) ]>['m» F=/v (Protocols) 1> [EAP-TTLS] T,

%= 19: EAP-TTLS 5% &

J4—ILF FREDHA FSM4 >
EAP-TTLSt v > 3 v OBEMAEHHZT 5 TDOF 2w IRy I A% F AT H L, Cisco
(Enable EAP-TTLS Session Resume) ISE | i:l*—"j:iﬁ EAP- TTLS WEED T = — X2
TIEI% \—-mu Fl.[Eéﬂf; B& D EAP TTLS

DT 2 —X 1 Tf’ﬁﬁkéﬂf’ TLS v =
VEFX v a2 LET, 2P0 EEREL K
9 T HEA, LD EAP-TTLS © v ¥ a i
XA LT R LTWRIFILE, Cisco ISE 1%
Fyr ol aENETLS By v a v LE
T, ZD7=8, EAP-TTLS DX 7 3 —< A
WA EL, AAA P — OGBSI E
R

(GX)  EAP-TTLS By a UNEBIN5
L A FRIIAR v FERE T,

EAP-TTLSt v g v Z A4 L7 7 b (EAP-TTLS |EAP-TTLS By > a VBN XA AT 7 95 F
Session Timeout) TORE 22BN THEELET, T 750 5
1% 7200 B T1,

BENEY Y
RV — %y b 7u haLoRE
FRAE7 1 k@& LCD EAP-TTLS Of
EAP-TLS DR E
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JU ==

EAP-TLS 5 7E

EAP-TLS % .
WDFEIZ, EAP-TLS 71 b a ViR T %

S =

1To57=

Bl

ax &

OIZEHTZ % [EAP-TLS
Settings) | X—Y D7 4 —/L RERLET, ZOXR—U~DF S —Tar SR L, [EE
[EAP-TLS] T3,

7 E (EAP-TLS
(Administration) |>[2 X T L (System) ]|>[3%%E (Settings) |>[Z0 k3L (Protocols) |>
3 20: EAP-TLS

J4—ILF

EAP-TLS v a v OFBEENCT A

FEREDHA KA
(Enable EAP-TLS Session Resume)

AEZ VAR — N H5EEICA T
LEd., ZOBEREIZ L Y, Secure Sockets Layer
(SSL) ¥ Ry =A 7 ODIHTL—H O
WAE[AEL 720 | FEEOBEH N AREIZ/R D £
4, EAP-TLS v g %, #1417V L
TWZRWER Y ENEZ BB L £ 7,
(EAP-TLS

SEA R EAP-TLS 3R D) L 7- = —HF D fhilg
b EaN7-HR3

EAP-TLSt v a v XA LT K
Session Timeout)

EAP-TLS E v a U NEA LT U T LHET
DR Z B CTIHELET, 774V ME

13 7200 T
[AT— MV A Eya B (Stateless Session Resume) ]

~ AH— F— M (Master Key Generation
Period)

~ AL —F— LR E TORE AT LET,
ZOEICEY, v RAE—F =BT T 47T
bOFMPRE LET, ZOMEITH, 4. K

R, £ TANTE £
BV iE L (Revoke) ]

INETICEKRSNZTRTOYAY — F—
EFry b Xy AT AT, [BVEL
(Revoke) 127 Vw7 LET, ZOF T =
ViE, B UF Y ) — RTIRES T,
BENEY Y
RV—%y 7o haloEE
EAP-TLS DR E

WDFETIX, PEAP 1 h =)L
DT 4 —)L RlIzHoWNWT

RIEEITO T2 T& 5 [PEAP#E (PEAP Settings) ]3—

FHLET, 2OX—V~DF S — g RRT, [BE
(Administration) |>[2 X T L (System) ]|>[8X%E (Settings) |>[Z' 80 k)L (Protocols) |>
[PEAP] T,
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% 21: PEAP 5

J4—ILE FRALEDHA FS4A4 >

PEAPt v g OFBAZHANITS (Enable| ZDF = v 7Ry 7 A& F 12T 5 L, Cisco

PEAP Session Resume) ISE ! i:h—"f?ﬁ‘ PEAP HIALD T = — A2 TIEHF
k—uunfbéhj‘_ Bﬁ@ PEAPuupE®7I

xlff’ﬁﬁkéhtTLSﬁ//a vEXyvia
LET, =2—FRFERL L5 LT 554,
TDOPEAP Y a v BNEZA LT 7 LTV
273U, CiscoISE 1XF v v v = &7~ TLS
tyvarEEHALET, ZDDH, PEAPD
INT F—< U ANRNEL, AAAY— DA
DB S ET, PEAP Y v 3  FEBAHERE
FESE DL, PEAP Y a v XA LT
T MEEZRRETHLERH Y 7,

PEAPE v a3 #A LT 7+ (PEAPSession |PEAP Y v a0 H A LT 7 4B F TORf

Timeout) a2 CHRELET, 7 7 4/4 MHEIX7200
BT,

FR R = B39 % (Enable Fast IDF IRy I A AN THE, By

Reconnect) Vo U EBIBENASREAIC, 2 2L

FUL Y NVEHER LIRWTPEAP By g v
M CiscoISE THEIT 2 Z ENFRI N E T,

EErEYY
ARV —%y b 7m FaVORE
PEAP D% iE
PEAP OfEH OFIA
PEAP 7’1 h )L THR—Fr I TWLH 7V T b
PEAP 7’ f @7 —

WDFIZ, [RADIUS#%E (RADIUS Settings) | X—NZH DK 7 4 — /L ROFHAEZ R L E9,
ZDOR=U~DF =3y N, BB (Administration) | > [ X T L (System) | >
[RE (Settings) |>[FO k3L (Protocols) ] > [RADIUS] T,

[0 LKRT D27 747 > hOHH (Suppress Repeated Failed Clients) | 47> a > & H%h
T 5 &, RAEDYIRLERRT 227 747 MIEEr ZIcH ST, fBE S8
DlEoTINGDI T4 T 2 "D OERNPABMICHES SNET, o, SRR A
ETEET, RBEHED ZOREEBRZLE, ZNLD7TA4T }~7ﬁ>%0)g3k IHESGIE
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raoius 2= i

G¥)

H

AR DN DR E S T2 RAT = RO AN THIEE. 77472 MIHl &S EE A,

% 22: RADIUS 55

TJ4—ILF

FEREDAA RS2

[(MBYBLEKETEI 5472 bDHFH (Supp

ress Repeated Failed Clients) |

[0 R LIRS 227 F 47 > ko
(Suppress Repeated Failed Clients) ]

[F CPRH T 0 IR LRREIC RIS 227 947
/}\%?fﬂJtTé I ZOF v IRy IR
%ﬁymbiio:n%@&?47ybiw
o Zictihsn . EEMVIRLRKLE
27747 k)b RADIUS R AHELET 5
(Reject RADIUS Requests from Clients with

Repeated Failures) |4 7' a U BNE RN 25512
L FBESHEEHEICDIZ>TZhbD s T
AT D OERPIEG S NET,

[2ED K E T 2 #E  (Detect Two Failures
Within) ]

YA TR AEAN LES, 27407

}\753‘:0)%@[35‘1?;”:@ EE%EHVG2EWLMJ 9%55(
ToHL BAnZICHNSRT, £ R

LRI L7722 Z4 7 >~ b7 b @ RADIUS 2K
759 %5 (Reject RADIUS Requests from
Clients with Repeated Failures) ] 473 = 73
BRE IR, REShIEHMIChz - T
DI TAT Y MnHOERMEE SET,

(KR Z#H ST D RE (Report Failures Once
Every) ]

ﬁiﬁ%wmﬁ%%®ﬁﬁﬁh% THALTA
HLET, 2Lz, ZoEE 155 ET
BHE, IR LU zﬁ%ﬂ&ﬁ"67747/]\
215 1 M EEr 7ol s s o
D, MEOEENHIESNET,

MOIRLUK LI 24T 2 " bD
RADIUS ZR & AT 5 (Reject RADIUS
Requests from Clients with Repeated Failures) ]

PRREDRE D IR LRI T 227 747 Mipb D
RADIUS ZR % HEIIZHES T HI121E, 20
Frzv T Ry 7 A%&4 12 LET, CiscoISE
W2 K D ARBER B A5 X | Denial of Service
(DoS) WBMNGRHET HIZIE, 2047 =
CEAICLET,
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[ A BESRTOKALEI%L (Failures Prior to PRGERR IS A AT LE 3, FRGEREEIE A
Automatic Rejection) ] ZOEEHEALE, BOKRLUKRRT D7 74

T2 b DOERITHBINCHESR S ET,
RE STV L HIM ([(ERA2EA T 25 HH
(Continue Rejecting Requests for) | THE) IZ
DY, INDTTAT VI NLRETD
FRIT TN THBICIESG S ES, 2o
MR L% TlE, 2o r7 747k
D OFBGEESR B S v E T,

[ERZHEET D8I/ (Continue Rejecting MOIBRLEKWT D7 74TV FhbDERE
Requests for) ] EET 2 RFHMREZ DB TATI LET,

RO LBEET DT AT T 4 o T EHZ M| ZOWBNICEY IRLBET DT AT T«
192 (Ignore Repeated Accounting Updates | > 7 FHTI XML S v E 7,
Within) ]

[T LR— D] (Suppress Successful Reports) |

M0 IR S5 FERERLEI O] (Suppress ELTD 24 KT, ID, Ry hU—27 T34
Repeated Successful Authentications) A, BEOFHFAOa T F A MIELR 2N

SREFESR R 23 0 IR LI E SN2V E 91
TAHICNE, ZOF v IRy I A %F 2L
F9,

[EREEDEE# (Authentications Details) |

[(REV BEWAT v FZ25@d8#~ (Highlight | 2 U RN CRRIFEIBEZ AN LES, 12D 2R
Steps Longer Than) ] T YT DEITNIRED LEWEEBZD &
BRI AR— TCEFDODRAT TN a v 7 7
{arTv—s ShET,

[& L— FERADIUSER ##R 9 5 (Detect High Rate of RADIUS Requests) |

[E R HIZ @ L — R 2RADIUSEE R Z i3 % | [RADIUSZER O] (Duration of RADIUS
(Detect Steady High Rate of Radius Requests) ] |requests) ]33 & UN[RADIUSZEER DA FH (Total
number of RADIUS requests) | 7 « —/L K Cf5
E LI ERZEBZ D5, mL— R
RADIUS ERAM DT 7 —LuFAESE LY
Bl ZOF 2y IRy I A F A LET,

[RADIUSZER D #if] (Duration of RADIUS RADIUS ® L — F &GRS 272D T 5
Requests) ] Wi (WHALD) #ALET, T 74/ ME
6070 CT9, AR HEFEIL 20 ~ 86400 F) T,

B gE01—4AU8—T4ZADYITIFLUR
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raoius 2= i

J4—ILF

EREDHA RZA4 Y

[RADIUSZE R DG 514 (Total Number of
RADIUS Requests) ]

RADIUS O L— b & FHET LoD H S
DEROEREEZAIILET, T 74N FOHE
RFE 72000 T, EREO A 27 # L
24000 ~ 103680000 T d 3,

RADIUS UDP R— k

FEEAR— M (Authentication Port)

RADIUS UDP OFREE7 v — |2+ 58— k
ZHRELET, HRK4ODR— ES (B
~XGv) ZEETEET, 7744 M T,
AN— bk 1812 LaR— b 1645 MEA S E T,
EOFPAIL 1024 ~ 65535 T,

THhY T 47 m— b (Accounting Port)

RADIUSUDP D7 4w 7 4 7 7 a—|Zff
AT 2R—brE2HELET, kK4 ODKR—
N&ER (Wo~KEI0) #fEECEET, 7
7 4L hTlE, AR— b 1813 LAR— k 1646 M
EA S VET, EOHPHIE 1024 ~ 65535 T
R

Gx) INHOR— FBIMO—E AT L
DRI TWRWT L 2fER L E
‘g—o

RADIUS DTLS

WAEB LT Ay T 4 7 A— b
(Authentication and Accounting Port)

RADIUSDTLS DFBFEB L O T H v T 7
Ta—EATHIR—bERELET, T4
U RTiE, A— 20833 EHINET, ED
#iPHIE 1024 ~ 65535 T,

GE) ZOR— SO Y—E R X 0 fFE
FAENTWARWNWTZ & 2R L E1,

TA RV IALT T R

Ry M BFR Y KT =2 FAL ADDEDR
Mmol=bH, TLS v a V&K T I HHIIZ,
Cisco ISE Z#iH 9 DFM ZFPHEA. CASN L E
T, T 7 4 MEZ 120 BT, A7
1% 60 ~ 600 5T,

EED1—F124—2z24Z20YI77L R ||}



. —fi% TrustSec DXTE

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

RADIUS/DTLS 7 74 7 > b ID REEDH ML
(Enable RADIUS/DTLS Client Identity
Verification)

Cisco ISE 78 DTLS /N> Ry = A 7 H1|Z
RADIUS/DTLS 7 74 7> b @ ID %4 5
2T BEAT. TOF=2v IRy I A%
FAZLET, 7747 NIDRAER TN
PBA . CiscoISE 3Ny RyaA ZITRBLE
To T7ANDMDR Y NT—27 T84 ARG
EINTWEIEE, DT =y 7FAF Y 7
NET, IDF = 7 IIROIEFTEITESNE
7

1. 77472 biEABIZY T V=7 MU
4 (SAN) EMNREENTWDEHEE -

* SANIZDNSA N EENTWVDHHE,
AEFAEICHRE STV 5 DNS 48
CiscoISE DR v hU—72 F /314 R T
RESNTWAD DNS 4 &t S
7

SANIZIP 7 RLAREZEENTNT

(DNS 4 W& N TWVRWEER) |
FEETHESNZIP 7 FLANR
Cisco ISE THREINTWVDHTXTD
FNRAAPT RLREHBESNE
7

2. GEAFEIC SAN BEENTWARWES, ¥
727 FCN X CiscoISED Xy hU—
I TNA RIHEE SN TS DNS 4 &bt
BahEd, A —EOEHA. CiscoISE I
N Ry oA 7RI ET,

EENEYD
RV —%y b 7Fa ha/LoORE

Cisco ISE ® RADIUS 7' 1 b 2 /LD R — k

RADIUS D% iE

—#i% TrustSec DX TE

Cisco ISE 73 TrustSec V—/N& L THERE L 720 |

2 —/3N)L TrustSec (X EX EFKT HLENH Y £, LLTFORIZ, [TrustSec X iE

TrustSec 4 —E A &AL L=V T BHI12iX. 7
(TrustSec

Settings) |V 4> RUD7 4 — /L ROFHHEZRLET ( (V—2 ¥ — (Work Centers) ]>

L

[TrustSec] > [x i€

B gE01—4AU8—T4ZADYITIFLUR

(Settings) ] > [—#XTrustSec®D % & (General TrustSec Settings) ])
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—§% TrustSec D% E .

% 23: TrustSec X EDRTE

J4—ILFK FRLEDAA KSA Y

TrustSec BFDIREE (Verify TrustSec
Deployment)

EED1—F124—2z24Z20YI77L R ||}



. —fi% TrustSec D%

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

IOFATvarwz@RTL5E, $XTORY
N —2 F S ATHHTD TrustSec 7R U 2 —
DEFA SN TWNDENE I DEREETE £,
Cisco ISE TRESNTEARY —Lxy U —
7 TN ADWIHREN S D2 %E. [T 7 — 4

(Alarms) (¥ v ¥ o by MIT 7 —ANER
SNET ([V—7 k% — (Work Centers) ]
> [TrustSec] >[# v ¥ = 7"— K (Dashboard) ]
BXO[H—2 (Home) ]>[V~V—

(Summary) ]) . TrustSec % ¥ = " — RIZ,
UTDOT I7—banERENET,

s RET v AN E IR T T AW
W2, BT A2 BT T —L0K
RENFET,

T UWEBER O OICHEE 7 17 AR
Xy EINGE, BRT A2k
LHITT T—LREREINET,

REE7 B ADFERNT T~ o155
G (FexFERry NT—27 TAL RLED
SSH #it 4 BRIT 72\, Ky U —27 T
A APMERARTA[ 72 E) | F721F Cisco ISE
TRESNTZRV =L Ry hT—2 F
NA ZADMNHEN D DHE. BETA
A EBIIT I LRERINET,

[EBBADIREE (Verify Deployment) 47> =
I, KOY 4 FUTHEATE £,

*[7—% 22— (Work Centers) | >
[TrustSec] > [2 Y R—% > b
(Components) |>[tFxa T4 FIL—
7 (Security Groups) |
[7—Y 25— (Work Centers) | >
[TrustSec] > [T > R—H% > k
(Components) |>[tF¥2!) T4 5 IIL—
7 ACL (Security Group ACLs) |
«[7—% 2% — (Work Centers) |>
[TrustSec] > [TrustSec7R ') > — (TrustSec
Policy) | > [ AR >— (Egress
Policy) |>[¥ FU v R (Matrix) |
s [7—% 2% — (Work Centers) | >
[TrustSec] > [TrustSec7R 1) &— (TrustSec
Policy) | > [HAKR 1 > — (Egress

B gE01—4AU8—T4ZADYITIFLUR
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—fi% TrustSec DX TE .

J4—ILF

EREDHA RZA4 Y

Policy) |>[X{E7t'Y ') — (Source Tree) |

«[7—% 2% — (Work Centers) | >
[TrustSec] > [TrustSec 78 ') >— (TrustSec
Policy) |>[HAKRY > — (Egress
Policy) |>[% k1) v o X (Matrix) |>
[385% Y ') — (Destination Tree) |

T RTOREMRZIC BERGE (Automatic
Verification After Every Deploy) : ZiLZi1D
JEBH#IZ, Cisco ISE TTXTORy fU—72
T A LOEFHEHRET HI2E, Z0F =y
IRy I A F AT LET, BT 7E A0
SET LD, B ' A% O (Time
after Deploy Process) | 7 4 —/V RIZHEE L7
RFfH] 23k L 72 421C . MREE 7 o & XA 23BiAs S
NET,

JEBA 7 v 2 A 1% OIER] (Time after Deploy
Process) : BB ovANET L7-#%. KIE
7 & R & BAA9 A EIIZ Cisco ISE |2 FFkE X
LM ZFRE LET, ARh7eHPHIL 10 ~ 60
7T,

AR A & 72 IR EE O TH T LV B
FREZZE LG E, BIEORGEY 1 & A1
Xy ENET,

A4 HEE (Verify Now) @ BEEF 0t 2%
TG T DI, ZoFTvarE sy
7 LET,

k2 RJL PAC DEHEATHERSR] (Tunnel PAC
Time to Live)

PAC ODAHIREZfEE L E£3, k2 R/ PAC
12 EAP-FAST 7' h = )LH® kv &R
LEd, FFMEf, 4. B B F72130A
HCTHRECTEET, 774V MHEIX 0 AT
T, HRVREH IR O LB Y T,

1 ~ 157680000 7>
« 1 ~ 2628000 %y

1 ~ 43800 FREfH]

<1~ 1825 H

«1~260H

EED1—F124—2z24Z20YI77L R ||}



. —fi% TrustSec DXTE

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

TOT7Y T 1T PACEHIFHRTETT S
(Proactive PAC Update Will Occur After)

CiscoISE L, FRERIZARIN L=, RELIZ/—
v T =D N RNV PACTTL 3> TS
EEIC, HILWPACE Y 74T > MZTEHRY
(Rt U E£9, PAC OAZHIRAYIN D EIC
RAIDIEF RFRAEN T b &, — T b
VFIVPAC DEF BB LET, ZOAT=
RPN EY . BRI PAC T T4 T MR HE
FInEd, 7740 MEIX10% TY,

VAT LIFSGTES ZEIY HTET (System
will Assign SGT Numbers)

CiscoISE T X T D SGT &= 4 H BT AR
TAREEIL. ZOF T a UEBRIRLET,

COEEDHIEZFE < (Except Numbers in
Range)

TA RN FB)THRIET D12 OIZ & 2 HiHO
SGT H & THRTLHHG1E. ZoF 7T a v
1IN L £ 9, CiscoISE IE. SGT DA
Z OFPHOBAE 2 L £ A

A—HIISGTEESEZFHTANT HILENH
L) E9J (User Must Enter SGT Numbers
Manually)

SGTHEZZ FEITERTDITIE, 20T
UERER L ET,

APICEPGDEF 2T A TN—TRTDF Y
/1) 2% (Security Group Tag Numbering for
APIC EPGs)

IDOF vV Ry I AEF AT LT, APIC
55 X 7- BPG I HASWTERR <415 SGT
WA SN A HFBFOHMBEEIEELE T,

HAIL—IEREDEF L) T4 TIL—TD
BEEER (Auto Create Security Groups When
Creating Authorization Rules)

HFR[AR Y 2 — — )L DOVEREFRIC SGT & B Ef
WAERRT 212X, 2OF=v 7Ry 7 A%A
N LET,

IOFT v a rEERT DL, [FFAIRY v—
(Authorization Policy) | 7 « > KU @D _E#BIZ,
TABE X2 U T 4 Z—T O A > T
9 (Auto Security Group Creationis On) | &\
IAE—VUNRRRINET,

HENMERR S 4172 SGT 1E, — VEiEiz i n
Tsk SnEd,

G¥) HENER S 72 SGT L., FHUTKHin
TAHRRY — — YIRS 1
THHIBRENEE A,

F 74V b T, A A =L ERITT
FTL— ROBTIOLT T a BN
D9,

B gE01—4AU8—T4ZADYITIFLUR
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—fi% TrustSec DX TE .

J4—ILF

EREDHA RZA4 Y

HEMERDSGTESEE (SGT Number Range
For Auto-Creation)

IDF v IRy AEkA AT LT, HEME
RSN 5 SGT I AT &K 5O EZEE L
S

AEIERR S5 SGTIZEID Y TonE-&HED
HiPH 2 )5 & . Cisco ISE 1350 5% &
PHEL., ZOLEEE2a2—WF 2@l £,

BHE@&A4 72 3> (Automatic Naming
Options)

HENMER S35 SGT D4 A2 EFET HIC
X, 2oL arEFEHRALET,

(W) AENCKRAE ENET (Name Will

Include) : IRDOA T2 a3 DT EEIR
LET,
o JL—ILE

* SGTES (SGT number)

¢« JL—ILEH LUSGTES (Rule name and
SGT number)

F 7 /v b T, b—/v4 (Rule name) |4
Tva VINBEIRSLET,

F 7 a T, SGT LWL FOE#HREBINT
%ij—o

« RY—tv M (Policy SetName) (Z
DATa i[RIV —ky b (Policy
Sets) ] ARG E T O IE ] FIRET
¥

e L7 4w A (Prefix) (8 XFET)

e 7 w7 A (Suffix) (8 XFEFET)

Cisco ISE 1%, BIRANEIZIS LT [T 4
(ExampleName) |7 o —/b FIZH 7 /L SGT
HERTRLET,

A 4R SGT 2834 CTIC/EET DA, ISE
WX SGT 4z | x) Az E9, xiX 12
HEhE D (BUEOLARNIHH ST
KOO TT, FLWARIAR XTI EN
A CiscoISEIZ L - THRAID 32 TFI2EY
BTonEd,

EED1—F124—2z24Z20YI77L R ||}



. TrustSec ¥ ~ 1) v U XD

TrustSec ¥ 1) w O XD

B

axX ;&

EEQOA—FAUE8—T1(ZRD)T7LUZ |

J4—ILF

EREDHA RZA4 Y

AR MBDIPSGT 87 v EVY (IPSGT
Static Mapping of Hostnames)

FQDN & AR A MMl S 415556, CiscolSE
T~ B AR L CEBREZRET D
B2, PANFB L UPSN / — RNOD % d 5 TP
T RUAERBELET, DNS 7=V Ii2k-T
KENDHIPT RUARIER SN D~y BV
TOBERETH0IC, 20Ty ark
EHTEEd, kKOWThro+7Tva %
BIRTEET,

*DNSYTVICE2TRENDHZITATDIP
7 RLRIZHLTIYEL T EERT S
(Create mappings for all IP addresses

returned by a DNS query)

*DNSYU I IZLK > TIRENZTRHD IPv4
7 RLRABIURERYDIPV6 7 KL R IZxt

LTOHATYELT EERT 5 (Create
mappings only for the first IPv4 address and

the first IPv6 address returned by a DNS
query)

MELEYY
TrustSec 7—*F 7 7 F ¥
TrustSec D 2 R —F >k
TrustSec @ 7 1 —/S)VEETE

=1 ]

axX AE

WDFIZ, [TrustSec~ b VU v 7 ZADFKE (TrustSec Matrix Settings) | X—IZH DT 4 —/b
ROFHEZRLET, ZORXR—U~OF S~ g 8L, [T—7 & ¥ — (WorkCenters) ]

L

> [TrustSec] > [EXE
@—O

B gE01—4AU8—T4ZADYITIFLUR

(Settings) ]> [TrustSec~ ~ VU v 7 ZADFRIE

(TrustSec Matrix Settings) ] C
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= 24:TrustSec < ') w7 ADHRTE

TrustSec ¥ ~ 1) v U RADEKRE .

T4—ILF

FEREDHA FS14 Y

B DSGACLZFF 7] (Allow Multiple
SGACLs)

B ANTHEELD SGACL 2 #F /] 3~ 5121E, ZOF = v
IRy I AA N LET, ZOFT T a VNER
ENTWRWEA, CiscoISElT®/L 1 2H720 1
2@ SGACL OHEFFr[ LET,

FIxNVNTIE, FRICA A =T HE, =D
FFaF T =TT £,

7 w77 L— K%, CiscoISEIlZH It a 2%y
v L., #5D SGACL &I Y CTonizkvzbi
<EB1ORFELIZGE, BEA IO SGACL
BRSBTS 2 L ETFRLET, ThUS o8
HlE. B 125720 1 50D SGACL DA AR L
7%

GE) %D SGACL ##4&hiz 4 2 RMc., B0
S@WL%@@tw%lo@S@mL@A
EEDDHLIICRET AINLENDH Y F7,

E=F YT OFF (Allow Monitoring)

< h) 7 ZANOTRTCOENLDE=ZY T A

AX—=TNWITDHHEEIE. ZOF v IRy 7 RE4
VICLET, B=X Y IR T 4 =T LA,

[ELofmfE (BditCell) | XA 7R 7T, [TXT%
F=%4 (MonitorAll) 174 2/ L—FREN,

[®E=% (Monitor) |47 ¥ a NET 4 B—T /I
D ET,

T 7 XN NTIE, FilcllA A =T 5E, E=
BV TIET 4 =TT 9,

GE) ~hNUZRLRALTCE=XY T 5T 4
Y —7MZT BRI, BEE=XENT
WAHEBLDE=ZY) T T =T
T DMERHY F7,

SGTHFH5 D7~ (Show SGT Numbers)

~ MU A E/NDSGT A (10 HEHF LN 16 K
Dl F) ZFRREFIIERRICT DI, 2047
varEERALET,

7 74V hTIE, SGT X E/MICRRSNLET,

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
. TrustSec 7 k1) w9 ADFHE

J4—ILFK FREDHA KSA Y

T ET T AE (Appearance Settings) |IRDOA T a VEEHTE £,

o [ A X LFRE (Customsettings) ]: 7 7 #+/L b
DT —~ (RE—2ig LOM) BEMICHFERS
NET, MADOGL S —VEFRETEET,
o [T 7 4/ Fi%E (Defaultsettings) ]: /3% —
R LOBOERFHY A b (FRERF)
(77 EYEYT A RE (Accessibility
settings) |: N¥ —2H D DEDEFRFH Y A
~ (REAT)

f4/,3% — > (Color/Pattern) < b w7 RAEFEHFIY LT LT LD, BLD
NEIZHESNT, v N w7 2B ta L " F—
FMATEET,

FEAFRERFRE A T1E, RO LBV TH,

« IPZFFR/IPR 7 % FFA] (Permit IP/Permit IP
Log) ]: BAWICERESNET

s [IPEZHES/IPR 7 %575 (Deny IP/Deny IP
Log) ]: BAWNICEREINET

* [SGACL (SGACLs) ]: B/LWIZERE STV
% SGACL ff

s [IPZFFAI/IPR 7 Z3F A (ff7K)  (Permit
IP/Permit IP Log (Inherited)) ]: 7 7 4 /L k 7RV
bR ENET RES LTV ARVWEL
)

« IPEEG/IPR 7 Z S (fk7%)  (Deny IP/Deny
IP Log (Inherited)) ]: 7 74 /L Kk ARY v —nb
IfFESnEd ERESNTHRWELE)

* [SGACL (#k#) (SGACLs (Inherited)) ]: 7
THN R =L RGENET RESH
TV H)

BEErEYY
7178 Y v — (Egress Policy)
~h VA EBa—
TrustSec ¥ ~ U v 7 ADFETE

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR
SMS — ™ T {3 (SMS Gateway Settings) ]

SMS 7' — > =4 5%%E (SMS Gateway Settings)

FBFA =L P —BRHTHT AR AR —ITSMS A v E—V 2 EETHLIICHRETHIC
X, ROBREEFHLET,

KRB SMSEFA—IT—+IzADSMST— b+ T AEKE

J4—ILE FERAEDAHA FSA4 >
SMS 7 — bV =A TaNL L= RALY | T fF—= A& FANTHU VR
(SMS Gateway Provider Domain) DEEREFHDOTF S L NI LET, T uAf F—

D SMS/MMS 7 — U = A IZA v E—T %%k
BToL&, FIENETA—IL T RLADK
A RMEE LTHERA S, BE T —FE 0 &
LCERSNET,

FunRfF—TH o N T RLUAX (Provider | (X7 ay)

account address) TAY ST RURAEZATTLET, T,
BFA—NDORETLT FLA (B, 7V
YETRLR) ELTHEREN, [FRAMT
2t X (Guest Access) | > [EXTE (Settings) |
DT 74NV hDEFA—/LT KL A (Default
Email Address) 17 0 — Vi E4h EEXLE
R

SMTP API%E45E7 KL A (SMTP APl destination| (A7 =3 )

address) Clickatell SMTP API 72 ¥ >, K ED T H1 7

NZAEET KL A% ML L35 SMTPSMS API
T 5855 1L. SMTPAPISESET KL 2%
AHLET,

T, BFANOEERET RLALELT
RSN, AvyE—YARLOT T L— MZ
TANTHY s N OB O 5 I E X
ZBIET,

SMTP API A7 > 7L — K (SMTP APlbody | (A7 3 )

template) Clicketell SMTP API 72 &', SMS D i%(E 14 7E

DEBEBFA—NAKLT L — "2 NBELT 5
SMTP SMS API {3 251X, SMTP API
KT FL— 2 AN LET,

AR — b Z4 DB E B $Smobilenumber$,
(X $YYYYMMDDHHHMISSmimi$ ?)
$timestamp$, ¥3 L U $message$ T3, URL IZ
[ A FRB-03 B 722 SMS 77— b U = A 121
$timestamp$$mobilenumber$ % i | T& 97,

EED1—F124—2z24Z20YI77L R ||}



B swss— vz @E (SMSGateway Settings)

EENI—HF AV —T(RDOYT7LVZ |

IHHEDBRE~DFTEF—2 3 RAF, [FTA R 7YX (Guest Access) | > [FRTE
(Settings) | >[SMS 7 — k™o =4 (SMS Gateway) | T,

HTTP API (GET R F7-I1ZPOST HR) TH A ML AR P —IZSMS X vt —I %% ET S

EOITHRIET DI21E, ROREZHML £,

7% 26: SMS HTTP API A SMS /77— b7 = A 3% (SMS Gateway Settings for SMS HTTP API)

TJ4—ILF

FREDHA KA

URL

API ® URL &% A1 LF T,

ZDO7 4=V FiE, fFefbs 2 URL TiEd
DERAL, FANT AU FOEREEDOR
X, URLIZEEHx o ET, AR — &
N5 ENRYEHLIE $mobilenumber$ 35 & Y
$message$ T,

HTTP API T HTTPS Zf /] L72¥%5& . HTTPS
Z URL LFHINTE . Cisco ISE (7 13
X —DEHTE HitEEZT v 7r— KL ZE
9, |E¥E (Administration) |> [ AT LA

(System) |>[5EBAZE (Certificates) |> [{5%8
TZBEEBAZE (Trusted Certificates) | % E4R
LET,

F—% (URL = =2— KEB4y)  (Data (Url
encoded portion))

GET &R £ 721X POST ERDF—4% (URL —
va— KEgy) A LET,

D7 44—V RiE, RSN/ URLTY,
T 7/ O GET FRXEMHHA L TWBEE.
F—AZ N ETCHRE L URLICAIMENE T,

T — X H 532 HTTP POST & (Use
HTTP POST method for data portion)

POST H X 2561%. o4 av
A AT LET,

ETHRELZT—#I1%, POSTERONEL L
THERESNnET,

HTTPPOST 5 —%& =T Y Z A4 7 (HTTP
POST data content type)

POST X AT 55415,  [plainftext] =
lapplication/xml| 72 EDa LT X A Tk
RELET,

HTTPS = —#4; (HTTPS Username)
HTTPS /X2 U — F (HTTPS Password)
HTTPS 7~ A b4 (HTTPS Host name)
HTTPS A — k%% (HTTPS Port number)

ZolEHRE AN LET,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
pHep 5 U ONS H—E = ]

BErEY Y
SMS 7' u A F—B LU —E X
T A BT SMS A1 255 720D SMS 7'— kU = A OFIE

DHCP 8K U'DNS H—E X

INLDOREDT-ODFT S~ g RA1L, [E¥ (Administration) |> [ AT L
(System) ]>[E&%E (Settings) |>[DHCP J’DJ: U'DNS H¥—E X (DHCP & DNS Services) | T
hd‘o

FAEVLANURL Y # A L7 hDY I 2L —a VEREICT 72012, 2 b ORE &
LT\DMP\%i0ﬁ7/a/®mﬁ%§ﬁbi¢oéi@iﬁBE/—F CHEHT 570

EBEOA =T ERTE LT, 1 DDISE J — FIZEEO A a—7%@EM4 5854, [
Lz/bv JAVHE—T 2 A ATRETIHLENDH Y £7,

CGE) a7z 07D=0HIC, DHCP 7u—7 %2 REL+5223H VY £4, ISEDHCP 71—
ZVIF8FE VLANDHCP —E XA LRI C UDPAR— b 67 A LET, £D7=H, DHCP 7' 12—
TX, BB A =T 2 A ATHRESNDLENRH D0, £ DISE / — R THEMIZT
HZLENTEET, DHCP 72— 7 DFEANZOWTIE, DHCP 7 —7 22 L T 72 &V,

z27: B VIANURL) ALY rDL 22— 3 FD DHCP & DNS H—E R DERE

J4—ILFK FRLEDHTA KSA4 Y

R a—T 4 ZDOAI—7DOHMERSH B TE H4H]
AN LET,

AT —F A [£%) (Enabled) ] £7-13 [££%) (Disabled) ]

ZEIRLET, ARIDYAE. A2 —713ISE
— RNIZOBEHTEET,

ISE / — K (ISE Node) DHCP/DNS $— 3 b L CHERET 5 X H T ISE
J—FRZEEHALET, vy ¥y U b
NoH, ZOAa—TEHHTHISE /— K%
R UE4, #IEVLANIXISE / — F/% v b
J—J A B =Tz AT LITREESN, 2
DDA HE—T oA AFEIT 250 — N
[ U VLAN 2835 Z L I3 TEEHA,

EED1—F124—2z24Z20YI77L R ||}
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B oucr ssvons 4—E

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

X NU—2 4 ¥ —7 A A (Network
Interface)

R L7 ISE / — FCHIHAIREZ2 x>~ h U —
A —T oA AF, BNLZISE /— R
WCESWTEMICZO Ry 724 U X b
\ZFRENET, Ak VLAN (X ISE / — K/
Xy NT—7 A B —T 2 AT LICRIES
. 200 v H—T 2 A AFEIF2OD ) —
R23FE CVLANZ AT 5 Z LI TEERA,
DHCP/DNS $— "N 2= 745 A 2 H—
Tz A AZFRLET, NAD ® VLANIP ~
NWN—HBRETHZ LIk > T, #HEDVLAN
W1IOORy NIT—T7 A B —T AR F—
NIZBHGE SN D ATREMED B D £97, P~ L/ 3—
DOBREDFFMNZONTIEL, T4 AHDOT K
S=ARb—vary A ROBERESBLT
TEEW,

KX A >4 (Domain Name)

ZDAA—7TEHT S DHCP H— 30D N A
A BB NI LET,

DHCP 7 R L A i

Fyv NI — 7 EHRICHESNHNT, ZoRa—F
\ZAE I PTRE72 DHCP 7 R L A D#iH 48R L
i—g—o

Y7 Xy k< A2 (Subnet mask)

Py NU—JERICH ST, ZoRa—F
WERATARY NI — 27 <27 28R LUET,

F > RU—27 1D (Network ID)

AJ7L7= DHCP D Jg iz F-u T, Cisco ISE
WX BEIICIRESNLE T,

AT R L A&

Fy NI —ZERICESNT, TORa—F
IZfE 4 _& TZRWDHCP 7 KL A DO#iH %
IR L E7,

TIFNE =T A

FIFNNF = T 2ADIPT FLA&Z AT
LE9,

DHCP UV — < #if]

DHCP V — A HifiZE&X L E T,

B gE01—4AU8—T4ZADYITIFLUR
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pHep 5 U ONS H—E = ]

J4—ILF

EREDHA RZA4 Y

[DHCP 4~ = > (DHCP options) ]

FA T a7 4 —V KT,

DHCP 4~ = > (%, DHCP ¥—/37% DHCP
7534 T MIETZENTEHBIMDERTE
INT A—HKTF, DHCP A7 v a ickv,
Iy NT—2 T 78 AT 50, F-13hk
WGRRERNC T NA A T — N A N T v 7T 5
FEL LT, A7V a MfEIEEES R TWD
BWMEMLELETEITANA R (WAF, 7%
A RA Vb, BRE) DY AR—bhSnET,
DHCP H— 3%, DHCP ER X v&—T % 7
TAT VI BEETHE, (HH) DHCP
ACK X7y N7 947 MIEETHE
TIEELET, ZORAT, %— 3% DHCP
ACK /N7y N TRHRESINTWATXTOL
vVarEiEELET,

FEC OV T, ROEOHKIZHES DHCP
A ar] OEESZRLTIEEIN,

455 DNS H—

TRCDEESXY NT—=7 T 78R T 57
DOFRAEEZ T H RN, = —HFHFFE VLAN
DI RAAL NCT 7B ATED LT
L6, SN DNS 44 & iRk 4 % 72 12 DNS
P—RDOIPT RLAZADLET,

NEER A A

TRCOBERY NT—Z 12T 78 AT 572
WORAEEZ T HENS, =—FREEEDT A
MZT 7 EBATEDLELHICTDHH,E. ZLb
DT L=V RIZENGDY A FDRAAL 4
EANLET,

BLRAAEFBNZ, 22— RT 7 8AT S
MENHDHTXTDOF RAAL OL4FTEZ AT
LET,

DHCP A T2 3>

ISE CDHCP 4 —bE REZRET D L. Auth VLAN |2t 25 27 T4 7 > MIEED DHCP 4
TrarEEDYTHIENTEET, EXTIHIEMAIERODHCP AT v a v 2 BINTE

i'ﬂﬁo

FayFA T VA NTRBIRTEX A4 7 3 0%, RFEC2132 Db DTT, £7-. (RFC2132
MB) DAZA R LIA T a 2Bt 5120%, Ry XXy JRA IR [IAZ L
(Custom) | ZBIRL, A7 ar a—FEAHLET,

— T, B X< HEHEINAE DHCP 7> a v BN 20hdH 0 7,

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |

B oucr ssvons 4—E

— WA T arE LTI, RO 272 0RH D 7,

AT a2 (RA M) ) —FOEREMNAAL 4D [FRA N o5 ETT2D
WER SN ET, 72 & 2 1E mailise.com @ [mail] T,

e g 42 NTPH—) Xy U= THEAEN S NTP b — & EL E1,

e A7 a2 66 (TFTPH—) IPT7T RLAFHITHRA N EET-DIEHINET,
ZOFTavii, Fay 7 XU R MpLEIRTE £,
o473 a8 (DHCP Y L —x—T = k)  — MAIDHCP V L— P —FHRDOF D
MOV T ATy g v EETEOIER S ILET,
F T a U MEERERTHICIE., FayFEA T YR NS A T g o ERIRLET, FRIERE
OATavEERTIE, a— R4 THREHBMICERV AT ET,

[B1 A% 25 (Custom) |ZEIRLTCa—REANTDE, (#4147 (Type) 13 HERITERH S
F9, ATvaroEE AN LET,

R 1:DHCPA T a Y

DHCP
"Domain name Guest
"OHCF Address rangs 1 E": 1 EE:’1 :' fo 1 :"": 1 EE:’:E"‘I' 4
"Subnst mask 200.255.0.0
"Metweork (D o2 168.0.0 ]
Exclusion address rangs fo 2
Default gateway
"DHCP lease time 15 seconds(5-300) &
Crption Code Type Value
Actions
DHCP options | Custom || 12 Text T mail —
Class Identifier T|| &0 String v | prelinu s
mklc
WIZH 2R LET,

e IRA NG DRERTE : [A7 > 2> (Option) 1205 [H AKX L (Custom) [ZERLET, [2—
R (Code) 11215 E AN LET, [#A 7 (Type) | DNHBRNZ[TF A b (Text) ]ICHH
SNET, [ME (Value) 1IZHA 4 (mailise.com @ mail] 72 &) Z AN LET,

« TFTP % — "L DRIE : [F7 7 a > (Option) 125 [TFTPH—34 (TFTP Server Name) ]
ZIBIRLET, [2— R (Code) 1&[# A7 (Type) 1MMENENBHENCEH SNET,
[fiE (Value) ]IZ TFTP — DK A R E A LET,

. EEOAI—Y A VA —TAADYITF7LIR
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\}

mozz |

GE)

ID DEHE

TV RERAY

—H8®D DHCP A7+ 3 %, ISEICX L CTHEMICERINTWDHT-O, FEITASITEEH
loo 2221347 a2 15 (RAALUE) IZHABZLFT T a L TERTEERA, 2
iE, DHCP KA A 41k, ZOWETUWHET 4 —/L RELTEEINTEY, EEXTER
W2 T,

BHEDAT a2 ANITAHITIE [T727 v ar (Actions) |DTFDOT T REE%227 U v 7 LE
T
BMELEYY

Cisco ISE TOY— KX—=F 4 Ry NT—27 T/, ADHHR— b

Cisco ISE TOH— RNN—=F Ry T —7 TR, ADRIE

DHCP 71—

THHDN—UL, CiscolSEDID #REL., BEHTHZENTEET,

~

TRBDR—UTHE, Ry R T2 T AT FERA v N EREBLOEET A2 BT
xFT,

T kRS MERE

WDFIZ, T RiRA LV FEER L, =2 RARA V MIARY =28 B THDITHHTE
%[> RiRA > & (Endpoints) | —3 D7 4 —/L REZ/RLET, ZO_X—=V~DF S —
vayr NRE, [T—9 22— (Work Centers) |> [y FT—% 749+ X (Network
Access) | > [ID (Identities) | >[I > F7R4 > k (Endpoints) | T3,

R28: T FRA Y MRE

J4—ILFK FRLEODATA KSA4 Y

MAC 7 KL 2 (MAC Address) T RARA > N EBHRIERT 5121%. MAC
7 KL A% 16 EHFEXTAD LET,

MAC 7 R L A%, CiscolSEXIED Ry hU—
TIH ST DA 2 —T 2 A ADT N1 A 1D
T‘a—o

EED1—F124—2z24Z20YI77L R ||}
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| P

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

AZT 4> 7FY YT (Static Assignment)

[=Y RARA >k (Endpoints) ] X—I Tz
RARA > FEFHINERT 256 2 0F =
IRy 7 A F AT HE FHRYEIY HTD
AT —H AN static IR E SINET,
TURRA L IDAZT 4y 7 ED B TDA
T A AL FRN LB E T IXEII S
FRIIICEI D R 2 TE £ T,

AU —EYEC

(RZ2T 4y 7ED B THRBRS ATV
RO 7740 FTES) [RY—HDHT
(Policy Assignment) | Ke v 7% 7 J X |k
NH—ET DT RARA U F AR —% 38R
LET,

RONTNNEFETTEET,

s —ETHT U RARA L bR —%RR

L7RWT, T 74 DT RRA Vb
R —ThHRHEEHT 256, A
BT 4w 7B ETCRATF—F AT K
WA v Mox L CEIICERE S v, £
LD, = RARA v OB T e 7 7
AV TRAREICR Y £,

AHTIEFE L, =T FRA b
W) =% BRT D56, AFT 47
BFY Y CRAT—H A FZDT RRA v
Mo L TRIICRIES L, [AFT 4 v
7Y 24T (Static Assignment) | F = v
TRy 7 ANHBC A T ENET,

B gE01—4AU8—T4ZADYITIFLUR
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IV RKRAY FERE .

J4—ILF

EREDHA RZA4 Y

ABT 47 TN—TE Y EC (Static Group
Assignment)

([(AET 4 w7 TN—TE Y ST (Static
Group Assignment) ] 23R S AL TWVRUWRD |
¥7¢waﬁﬁ)zny4yk%H)7
L= ICEHIZEI D B THEE, Z0OF = v
7T/7R%ﬁ‘/ LFET,

TDOF =z IRy I AERF AT LTSRS
a7y AY T “ﬁ'_lf‘/'( = HIJ oz R
ARA Y MDA —TICEMICEI D Y CToH Tz
T RFA L FORO=TZ l~T4’/ rARY —
OFHiRFIZ, DO RARA > MIDZA—
EEBLERA,

L7=%a., =

IDF v IRy I AL 7T

VRARA U MIDZA—T1E, R /*-a&”m“&
ESWTISEZR 774 ZICK0EIDHTSH
NIEHZAFTI T TN—TTT, [AXT 4
7 ZN—7"EI0) 2T (Static Group
Assignment) A 7Y 3 U EBERLAAWGA,
TV RARA M, T RARA N RY v—
DWRBIFHGEF C—E 9" % ID 7 /L — 712 H B
WZHEY Y THNET,

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
I N

J4—ILFK FRLEDHTA KSA4
ID 7 /L —748]y 4T TV RKRAL U FEEDYBTEHZ RARA Vb

ID VNV —T %R LET,

T RARA 2 b EFICERT 256, -
=y RRA L FOZ RARA V F RY v—
DFHERFIZ [~ 2 ID 7 v — 7 DIERK
(Create Matching Identity Group) |4 ~7'* =
ZHEHALR2VWEEE, = FARA > h&2IDY
N—=TIZEY B THZENTEET,

Cisco ISE IT1F, DT AT LT L - THERR &
NIZRKDOTY RBRA 2 MIDINA—T RV &
K
« 77w 7 URAL
* GuestEndpoints
7T 7 AN
* Cisco IP-Phone

U= AT —=vav

* RegisteredDevices

. R

BErEY Y
WAl e RARA b

IVRRA2FD, LIDAPNSDA ViR— FDERTE

WDFKTIL, LDAP 4 — M50 RiRA » hDA L iR— M TE % [LDAP 6 DA
R — bk (Import from LDAP) ] =D 7 4 —/L RIZOWTHHLET, ZD_X—I~DF
v — g v NAL, [T—Y 2% — (WorkCenters) |>[%y FT—5 7o+t X (Network
Access) | > [ID (Identities) | >[I > K7R4 > k (Endpoints) | T3,

£29: TV RKRAV D, LDAPHSDA ViR— FDEE

J4—ILFK FRLEDHTA KA

B ORE

ARA R LDAP — DR A M EZIZIP T FL 2%
AN LET,

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR

IV RRA Y r0. AP h 04 vk— o [

J4—ILF

EREDHA RZA4 Y

[R—F (Port) ]

LDAP — DR — " EBFEZ AN LET, T
7 4k AR— b 389 2§ L T LDAP #—
WHAVR— KT DD, T 74/ K FR—F636
2 LT SSL 41 L CLDAP — 35 A
VIR— hTEET,

GE)  CiscoISE Tix, (LB DOERTEHFHHF—
FEBEVR—FLET, HEFH
DOfEI%, LDAP H— EEfeatic—
BT H50ERNHD £7,

X2 TR AEA TS (Enable Secure

Connection)

SSL %41 L T LDAP — 26 A R — b
HITIE, [BEX 2T H A ANCTT S (Enable
Secure Connection) | T = v /KRy 7 Axdt
WZLET,

JL— |k CA FFBHEA4

Key 720 KE 7Y v 7 LT, 18T
x5 CAFIFAEEZR R LET,

Jb— k CAGEREA L, LDAP H— N CH 7
DA LEL R HEHTE D CAIEHESL
8 L ¥, CiscoISE N CA FEBAZEIL, BN

(AR —1) | WE, HIER, BLO=I R
R— M ARE T,

fE4 734 > K (Anonymous Bind)

P4 S A RERNZT DITIE, [EA AT
K (AnonymousBind) ]F = v 7 Rv 7 A% 4
SIZLET,

[EE4 N4 > K (Anonymous Bind) | T = v 7
Wy 7 AaF AT D0, Eizidslapd.conf =
V74X 2lb—var 77 A/LD LDAP EFH
FIVT oy Ve AT HRERHY £7,

P DN (Admin DN)

slapdconf2> 7 4 F a2l — g 77 A /LT
LDAP B THRE STV 54 (DN)
Z ANSTLET,

EHH DN 7 4 —~ v MM : cn=Admin,
dc=cisco.com, dc=com

[/SA T — K (Password) |

LDAP FHF IR E SN2/ AT — R &
slapdconf2> 7 4 Fab—T g 77 A WVZ
ADLET,

EED1—F124—2z24Z20YI77L R ||}



I N

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

~—Z DN (Base DN)

Bl N ORBEELEANLET,

~N—2Z DN 7 #—~ v bl : de=cisco.com,
dc=com

7 = JEE (Query Settings)

MAC 7 R LA objectClass (MAC Address
objectClass)

MACT RLADA ViR— MR+ 2721
TANEEANTILET, 28 2R,
ieee802Device T,

MAC 7 R L 2 g4 (MAC Address Attribute
Name)

A VR— MR L TREND BHLAEATIL
¥4, /=& %21F. macAddress T1,

a7 7 A IVEMA (Profile Attribute Name)

LDAP MDA I Z# ATILE T, ZDOEMEIX.
LDAP 4 — NRTERINTNEIET L KR A
VR RNUDORY —L LT,

(a7 7 A VEtE4  (Profile Attribute Name) ]
74—V RERET DHEIT. ROREEE
LTL7EEN,

o [Fu T 7 ANEMA (Profile Attribute
Name) ] 7 «—/L K CZ ® LDAP g%
BEL2WEA, i oRtEsiio
THRE LSS, A AR — MERC T
YRRA NI IRB) L Ty—2 S
., TNy RARA V MI—ET 5
T RKRA N T Ty YT K
I N T T A ) TS ET,

[Fr T 7 ANVEMS (Profile Attribute

Name) | 7 1 —/V RC LDAP @Mt 5% E
L7et. TORMEIZ, =2 RaRA v
k7R Y 3 —73 Cisco ISE NDOBEFED R Y
Ul D L EHERT DO
FESIL, = RARA Y ERA UAR— h &
NET, =2 FRA v R RY S —nEEAF
DRV ==K LRWGEE, b0
T RRA v MIA vR—FEhEEA,

2A LT 7 N (B)  (Time Out [seconds])

Re 2B HAL (1 ~60F) TASILET,

EErEYY
FAlE N RARA b

LDAP 4 — 60 RiRA V hDA R — K

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR
J')L—7 (Groups) .

N O
2 )L— 7 (Groups)
INHEDOR—IJ TR, T RRA L NID IV —TFEBREB IO T A N TXET,
IVRRARIDTIL—TDEE
WDORIZ, T FRA 2 N TNA—TEERT HTDIFEHTES [ RARA > MID 70—
7" (Endpoint Identity Groups) ]“X—Y D7 4 — /)L RE/RLET, ZOX—T~DFESF— 3

Y RAE, [EEE (Administration) ]>[ID @4 EL (Identity Management) ]>[Z /L —=" (Groups) ]
>[x> KA > b ID Z/v—7 (Endpoint Identity Groups) ] T,

RV ITVRRA DT L—TDHRE

J4—ILK FEREDHAKSA Y

(4 /1 (Name) ] BT DT> RiRA > NIDZV—T D4R %
AN LET,

BiCs] E T 2= RKARA v NID 7 V—7 DR %
AN LET,

Bl v—=7" (Parent Group) FHLUAMER LT RARA  NIDTV—T %
AT AT RRA v FIDZA—T % [#
7' )V—=7" (Parent Group) | K>y 7 X > U
A RMDPHBEIRLET,

EELEY D
HAlENTm RRA v b, = RiRA > MID Z—7THD 7 N—71k
T RRA > M ID 7 —FOVER

SNERID YV —X
B DON—UTiL, Cisco ISE 2SGERB L UORR I AT 22— 5 — 2 NE N 5556 ID
V—AERERBIOERT LI ENTEET,

LDAPID ¥V —RXDEKRE

WDFTiL, [LDAPID Y — A (LDAP Identity Sources) | X— D7 4 —/L RIT DWW TCHBL
F9., INHDT7 4 — NV REMHHALTLDAPA v AX A &EK L, Zhic#kLET, 20
R—=T~DF =Tz XX, [EE (Administration) | > [ID DEE (Identity
Management) | > [#}&8 ID ¥ —X (External Identity Sources) | > [LDAP] T,

LDAP — &% %E

PITFOFETIE, [ (General) | X 7 D7 4 —/b RIZHOWTHBALET,

EED1—F124—2z24Z20YI77L R ||}
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EENI—HF AV —T(RDOYT7LVZ |
B weeny—zomE

5= 31:LDAP — %

J4—ILFK FRLEDATA KSA4 Y

(4 (Name) ] LDAP A V AX L ADA4RIZA LET, =
O, 7Y =7 DN B L OB
THEOICRBTHEAINET, ZOMHEIE
string B C, FREIL 64 LFTT,

B LDAP A v AX L ADHHAEANI LET, Z
DAENE string BT, F\ K KL 1024 LF T,

A% —=< (Schema) WKOMIIAILD AT —< XA T DONTINE
BIRT A0, HDAF L AX—< A ERCTExE
‘d‘o

* Active Directory
* Sun Directory Server
* Novell eDirectory

[A%—~ (Schema) JDOBEORFIZ 7 U v
IFBHE ARV OFMERTTEE
ﬁ—o

HEER SN AT — DB RET
% &, Cisco ISE A HENIIZH A X 2 A
F—~valFLET,

GE) WROTZ 44—V RiF, DAZ L AF—<ERINLEESICOLFETXET,

VTl N ATl N 7T A (Subject |7V K DNBIOVEMHEZEGT H720
Objectclass) IR CREHT 2MEE AT LET, ZOffEIE
string i C, K EREIX 256 LF T,

BTV NJEYE (Subject Name Attribute) | BESRINOD = — W4 2 G ie@Eo 4 mix AL
F9, ZOEXstring T, R KEFEIEL 256 3CF
"C:\‘g—o

I N—T74 &M (Group Name Attribute) [ Vv—T74 &ME (Group Name Attribute) ]
74—V RIZCN £721E DN 7213 A— b
ShaEEE A LET,

o CN : 58412 H ST LDAPID A 7
TNh—T%BELET,

« DN : #BIZ 2 ESWC LDAPID A + 7
Th—T%2BELET,

EHEOI—HF A VB —TIAADYIT7LVR
llﬁﬂll
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LDAPID Y —RXDEEE .

J4—ILF

EREDHA RZA4 Y

SEHHEE M (Certificate Attribute)

AFAECREZGDEEEZ AN LET, FEE
R—=2ADFRFEDYE, 7 74T MZEoT
R INIGGEREZRGET 272012, Zhb
DEFRNMEH SN E T,

TN—T FT7T =7 v 77 A (Group
Objectclass)

IN—TL LTSN AT7TY =2 Mt
ET DO, MBITHENT HMEE AT LE
T ZOfEIEstring T, HKEFEIL256 3LFT
j—o

ITN—7 < v 7@ (Group Map Attribute)

vy B TIEREGURBMEAEELE T, 2
DEMZ, BRLZSRGACESN T, 22—
PELF V=T RMEEEETE £,

VT2 N F TV M N—T DB
M3 E £41 5 (Subject Objects Contain Reference
To Groups)

BT 27 NV—7%BETHRMERY TV
JRNATTxl MIEENTWALEAIZ, &
DA TaryRE 270y 7 LET,

TN—T F Tzl NI T V=7 b~DH
MR E £ 5 (Group Objects Contain Reference
To Subjects)

VT NERETDREN I N—T AT
Vxl MIEENTWAEAIL, 2047 a
YAREUEZY I LET, ZOMIZT 7 4
v METT,

TN—TNOYV TV =l R A "—JgEic
1% (Subjects In Groups Are Stored In Member
Attribute As)

([(FN—TF Tzl NZH TV b~D
ZWMNEEN D (Group Objects Contain
Reference To Subjects) | AL a v RZ D
BREFICIR D A ATEE) 7 —7 A —&
PRIZ A =G SN D HFIEERRELET

(¥ 74V MEDN) .

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B weeny—zomE

J4—ILFK FRLEDHTA KSA4

a2 —WIEHEM (User Info Attributes) 77 b T, FRTRRE S B R D
MAABDAF—~< 2 TDa2—HFER (4.
fE BT A =)L, R, MR L) AIET
LI SN ET,

* Active Directory
* Sun Directory Server

* Novell eDirectory

HTER SN AR —~DEMERETS L.
Cisco ISE 7S HENAIIZ H A Z I A% —~ B ERR
L\ij—()

[AF%—=~ (Schema) | RKuyF# v &k
MO [HAH L (Custom) | A7 = &R
L. BECE SO T —FIERO B ZRE
THZELTEET,

LDAP O #&#maR E
PLFOF T, [BEii% € (Connection Settings) | % 7 D7 4 —)L FIZOW T L 97,

5 32: LDAP %R TE

J4—ILK FREODAA KSA4Y

v H o H ) Y= OF%t (Enable Secondary | 77 A ~ U LDAP ¥ — NIZFEENHE LT
Server) ANy Ty T LTHRAT B A
LDAP ="z {2 T 25, B1E. 2057
varEACLET, TOF v IRy
AR A AT DAL, B # U LDAP Y —
INORENRNT A =B ANNTHUENRD Y F
B

TIA <Y Y=Lt H &Y H—s3 (Primary and Secondary Servers)

R A K44 /TP (Hostname/IP) LDAP V7 U =T ZFEITLTWVWHZ D
IP7 RLVAEIIDNSL EZ AN LET, FA
FGIE 1 ~ 256 XF0y, FRIECTFHIE LT
BHENDIEHRIPT RLATY, RA D
B2 X7, B85 a~z. A~Z, 0~
9 . Ky b () . BXOANgs7 () 727
T‘a‘o

B gE01—4AU8—T4ZADYITIFLUR
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apiD v—zoxE |

J4—ILF

EREDHA RZA4 Y

[R—F (Port) ]

LDAP #— 33 & 2 L TU % TCP/IP 7R —
FNESEZANLET, AR72MEIZ 1 ~ 65,535
T, 774/ ME. LDAPAEERD R IZHE -
T389 TY, A— FMESNARALREEIT,
LDAP H— "OEBE )5 R — N & B & G
TEET,

% ISE / — ROV — "OFEE (Specify server
for each ISE node)

7?47U%;w%wVﬁUmeﬁ%ﬂ@
hostnames/IP 1 £ % PSN DR — F 23R E T
LHiZiFZ. ZoF=zv s ﬁy?X%ﬂ‘/l_Li
—a‘o

IOFTvarERMCTLE, BADTA
TO ) —RERRTDHT =TIV RINE
T, /J—RE®ERL, I~ VEBL0ED
v & J LDAP ¥ —/3 hostname/IP 33 J. ONEEIR
L7/ —FROR—FEHRETLHLENRHD F
75

7 7% (Access)

[E4 7 7 & A (Anonymous Access) ] : LDAP
T4 V7 N ORBRESTITOND LD IT
THGEWEI V7 LET, =TI 7
AT IRREBIENT, BAES N TWRN Y
FAT Y MR LTT 72 ARMRRIZERTE S 1L
TWLT —H~D, 77’]’7/ Nz e
IR ARFFASNET, REAEHFRE F— I
EET DL AT OREDRY =37
WA, 7747 v NIEAEREEAT D
VBN B F4,

[FRAFSN7=T 7 A (Authenticated

Access) | : LDAP 7 1 L' 7 VU OB HNEH

I LT UV LT ThbD L2127 5
BV vy 7 LET, 2054, [EFHE

DN (AdminDN) ] B LU [$AT—F
(Password) | 7 4 —/V ROIEHRAE AT L E

7

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B weeny—zomE

J4—ILFK FRLEDHTA KSA4

P # DN (Admin DN) EEHFEODN Z AN LET, FHHE DN L,
[2—H% T 4127 ) %7 U — (User
Directory Subtree) | FD T X TOME/p 2 —H
DR LT N —TF OB AT 9 MR Z
DLDAP 7 AV h T, FRELCEHEHEIC
% LT, RBTOIIN—TL4IBMDOITNT
AN TWRWES | 5% LDAP — ST
HEANTa—HFD T N—F < v B r ZITRK

LET,

[/XA T — K (Password) ] LDAP BEHIET 7 hD/RAT — K& AH)
L/ i ‘d‘o

Y% 2 7 723R5E (Secure Authentication) SSL #ffif L T Cisco ISE & 75 4 <~ U LDAP

P— W OWBE LR AT 25517 ) v
LEJ, [KA—F (Port) |7 ¢ —/V KIZLDAP
P—NTO SSLIZHEHAEN DR — FEEBA
HNENTWLZ L Z MR LET, 2O T3
CEAMCLISAIE, v— b CA RS
LDMENRDHY ET,

LDAP #— "D/l — k CA (LDAP ServerRoot | Rz v FX 7 J A MRy 7 AMGEETE
CA) H— FEGEEABEIR L €, fFHEICL DL
RIERREE AN L E T,

P—X H A LT T~ (Server timeout) 77 A~V LDAP % — NTOHH £ 7213385
D3 RB U 72 & B3 5 R Cisco ISE 377 A
~ U LDAP % — 06 DIRE 2 R o & A
NLET, AR7EIE1~99 T, 774/
~ME 10 TF,

I RKE B (Max. Admin Connections) ¥ €D LDAP R EIZxf L CHEITTE 5 LDAP
EWERHET H v N HERR T D[RR O Fe KK
XLV REWH) #ANLET, b0
Bix, 2=V T4 1L 7 R BTV —BIO
IN—T"FT 47 N BTV —DFIZH D
2—FBIRNIN—TDOF 4 L7 b OWKER
RSN ET, AO7EIX1~99 T, 7
7 &V MME 20 TT,

N#Z & IH45#E (Force reconnect every N IDF v Ry AEA AL, 22D
seconds) FEXAN Ry 7 AT, =" E SR
b T LDAP i & BHT 2 72 Dbl 2nfi 2
AN UET, AR7RHEMIT 1~ 6053 TH,
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LDAPID Y — R DEETE .

J4—ILFK FRLEDHTA KSA4 Y

P—R~DNRA v RET A B (TestBind To |LDAP H— SOFEMB LN LT v o v LR
Server) EFIZ A ‘/ RTExBHZ 2T A MBIUHE
BETDGEICZ Vw7 LET, T A MDERK
L7235 1 LDAP H— "OFEA & ftE L T

BT A % LE.
7 o — )L —I—
WIZT TA~ VU = NZRYNZT 7 & A3 5 | Cisco ISE DFGEL B DT=DIZHIZT T A~
(Always Access Primary Server First) U LDAP H—3| ;Hi?ﬂ T JZ Xﬁ‘é it
RETDHITE, oA TvarEs Yy L
£

BRI T 74~ = N2 7 =— /L Ny 7 |CiscolSE THEfE L L 9 & L7277 4 ~ U LDAP
(Failback to Primary Server After) P — P B[EAR A RE 2SS, Cisco ISE 1X& 7
> & U LDAP — "~ T L £,
CMmmE*ﬁwf§4vJIDAF&—N%ﬁ
AT oEoICRETAHIZIX, ZoF 7T ar
7 Vw7 L, TFAb T/ﬁX&lﬁﬁ%ﬁ)\j}
LET,

[LDAPl D [T« L' )R (Directory Organization) ] % 7

WORTIL, [T 4 V27 N UKERK (Directory Organization) |4 7 07 4 —/L RIZOWTHB L &
D

% 33:[LDAPID [T« LY + ) #R (Directory Organization) ]% 7

J4—ILFK FRLEODATA KSA4 Y

BTV MEFEN—A (SubjectSearchBase) | T X TOV 7V = bEEH 7Y —0DDN
AN LET, KITHIZRLET,

o=corporation.com

VTV beELeY ) —NX—ZDN Th
L% E1E, LDAP BREITIG U T
o=corporation.com

EtES

dc=corporation,dc=com

EANLET, FHEMICOVWTIE. LDAP 5 —
AR—ZICBT A R¥ 2 Ay 2R LTL
7ZEW,

EED1—F124—2z24Z20YI77L R ||}
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EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

7 — TR~ — A (Group Search Base)

TRTCOIN—=T G 7Y Y —D DN %
AL ES, RITHIZRLET,

ou= k== b, ou=ROMHE==> I,
0 = corporation.com

IN—T oGty U —N_X—ZDN Th o5
A%, LDAP REILIHE LT

o=corporation.com

EJ e

dc=corporation,dc=com

EASLET, FEMICOWTIL., LDAP 5 —
AR—ZZTH RFa A M EBKLTL
72 &0,

FEATO MAC 7 KL ADFi% (Search for
MAC Address in Format)

LDAP 7 — % ~N— A2 TOMZRIAE T %5, Cisco
ISEOMACT RLUAIEREZ A LET, HNE
ID Y —AMD MAC 7 FL A,
XX-XX-XX-XX-XX-XX DR TS S E7,
LDAP T — 4% X—ZADMACT KL A, Hip
LA TS TCEET, =72 L. CiscoISE T
RAN NV I T v TERPZEIND &,
MACT RULRIIHNEEXNSHZ DT 4 —/L R
THRE LERIcEBmsnE T,

ey 77X VA RNEFEHLT, BEDE
R TOMACT RLADKRBEEANTLET,
<format> [ZIR DTN TT,

* XXXX.XXXX.XXXX
* XXXXXXXXXXXX
* XX-XX-XX-XX-XX-XX
* XXIXXIXXIXXXX:XX
FIRT 5T, LDAP —NIcfifa ST

WAMACT FLADERE —EH L TV AL
NH ET,
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LDAPID Y —RXDEEE .

J4—ILF

EREDHA RZA4 Y

V7T NADEEHN D RBZICHBT X
B0 35 F CHIBR  (Strip start of subject name up
to the last occurrence of the separator)

Z— LN RAL VT 4w 7 A5
5O TFA AN LET,

A—PHOPT, ZOT 44—/ FITHEELT
X Y)Y T2 Cisco ISE TRt &S5 &, =D
=P DD HXE Y LFETOT T
DOIXFRHIFRENET, =—F4IZ,
<start_string> 7N v 7 ZTHE L7 SCEREE
GENTVBEAIL, CiscoISE (2 & » Ttk
DXL LFFE TOXFNHIBRSNET, =
EZE REUIDSLFN ANy 7 AT v (V)
T, —Y4 7 DOMAIN\userl T&H 54,
Cisco ISE |Z & > T userl 23 LDAP #— /3|21
fFanE7d,

GE)  <start_string> 7N > 7 AZIE, FEERSC
FThHLUY—T5m B . &M
@) sl () TAZY R
7 (*) | AliBy=a ) BEIW
Elldy=a (< ZAJTEEEA,
CiscoISE CTlE, =—H¥4IcZh b
XFEFEHTEETA,

RONCHBLT XG0 XFnbY 7o =7 b
4 DOAEJE F THIBR (Strip end of subject name
from the first occurrence of the separator)

=P RAAL W T 4y 7 ZAEHIRT
A0 T A AN LET,

A—PFHOF T, ZO7 4 —/L RITHE L
XEI Y LF05 CiscoISE Tt snud &, =0
XY LN 2—FLORBETOT T
DIXFRHIFRSNET, 2—FHIC, Z0
74—V RIZHRE LT E8EE £
5581, Cisco ISE I X » THRAIDOXEI Y 3L
FOLIFPHIRINET, & 2, KY)
0D XFR@T, —W4 D userl@domain T&H
AUE. Cisco ISE IX userl % LDAP H—/ 3|2
fFLET,

GE)  <end string> N> 7 AITIE, FEEESC
FThHLUY—T5m B . &M
@) sl () TAZY R
7 (*) | AliBy=a ) BEIW
EllZy=a (< ZAJTEEEA,
CiscoISE CTlE, =—H¥4IzZh b
XFEFEHTEETA,

EED1—F124—2z24Z20YI77L R ||}



B weeny—zomE

LDAP ' )L— TR E

% 34:LDAP J )L — TEEE

EENI—HF AV —T(RDOYT7LVZ |

TJ4—ILF

FEREDAA RS>

B (Add)

B (Add) 1> [Z—7 DM (Add
Group) | Zi®EIR L TH LW —TF &80
D B (Add) 1>[T 4LV 27 Mo
JL—"7" %% (Select Groups From Directory) ]
ZERIRNLUTLDAP 7 4 L7 N UMb T —
IR L F7,

T N—T OEME R LT-5E80E, Friing
N—TDHHIEANTILET, T4 L7 UM
LIBBIRT 561X, 74V FEEZ AL,
[ Vv—7DOHfS (Retrieve Groups) %7 U v
I LET, BRTDLIN—TDMICH LT = v
TRy I A&eA AL, [OK]Z27 U v LE
T BRI V—T 03 [Z —"" (Groups) ]
N=VICRRINET,

LDAP E1HERE

% 35: LDAP B1%ERE

J4—ILF

FREDHA KSA4 Y

BN (Add)

GEM (Add) 1>[EMEDEM (Add Attribute) ]
IR L CTH LWEMEZ BN 22>, LB
(Add) 1>[7T 4 L7 U EMEE SR
(Select Attributes From Directory) ] % 3% L C
LDAP #— b @2 IR L £,

BEZBINT 2551, T LWBEEDARTE
ANLET, T4 L7 U LEIRT 255
I, 22— E AL, BTG (Retrieve
Attributes) %7 U v 7 L Ca—FDEM%Z L
BLET, BIRTIBEMEDOBICHLTF = v
Ry 7 At L, [OK] 227 Vv o LE
R

LDAP iR E

LFDO# T, [FEMERE (Advanced Settings) 1 % 7 D7 4 —/L RIZOW T L £,

B gE01—4AU8—T4ZADYITIFLUR
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rapius ~—2 > b v—20EE [

% 36:LDAP SR TE

J4—ILFK FRLEDAA KSA Y

[NAU— ROEEZHNZT 2 (Enable FORA ZEFIZ PAP 1 h 3 L& L,
password change) ] F v U —2 7 7% 2|2 RADIUS EAP-GTC
7 haLEHHA L TOHEHAIC, NAT—
FOHIRREIAUZ 22 B0y, FT2IT/SA T — R
Vey hEahbp & xll, 2—FRRIRAT—R
EEETEXHEHICTHIE, Z0F=v”
RNy 7 A%A N LET, PAR—RFEnTwn
e bk, 2 —PEREEN KR L F
T, ZOATva TR, —FRREIOR
TA VRN AY — REELTEH L HICT
Lzl TEET,

EErEYY
LDAP 7 4 L7 hU $—E R
LDAP = — 583
LDAP =2—H% )L 7T v/
LDAPID Y — A ®DiEM

RADIUS k—4 > ID V—ADHETE
WDZFTIL, RADIUS AN ID ¥ — R AZFXE L, FAUTHHET D72 DI TX % [RADIUS
h—2 > 1D Y —A (RADIUS Token Identity Sources) ]X— D7 4 —/L RIZDOW T L E
T ZOR=U~DF S —var "R, [BEE (Administration) | > [ID DEME (Identity
Management) |>[4&FID ¥V —X (External Identity Sources) |>[RADIUS —% > (RADIUS
Token) | T9,

% 37:RADIUS ~—% v ID ) — A DERE

J4—ILFK FREDHA FSA Y

[4f] (Name) ] RADIUS h—7 v H— D412 ASILET,
PRI LTHIT 64 L7 TT,

i RADIUS h—7 > — O EZ A LET,
B RICFEE 1024 T,

SafeWord ¥—~3 (SafeWord Server) RADIUS ID Y — A M SafeWord —/ 3 TH 5
BRI OF = IRy 7 2R A4 LET,
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B reows F—25 20 v—z0wE

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

vl # ) = "DFZM (Enable Secondary
Server)

TIA < VICEENEE LG RIINNY I Ty
7& LT % CiscoISE D%
RADIUS k—7 v % —REHHT HI2IE,
IOF IRy I AL I LET, 2D
F v IRy I A F AT HEEE. BA
> A Y RADIUS b—7 v % —RERET D
ENRHY ET,

HIZTTA~Y = NITRUNCT 7B AT D
(Always Access Primary Server First)

CiscoISE N FNZ T T A <= U S — NIRRT
JEATAHAIZE, ZOF T ar RE BT
Uo7 LET,

MBI T TA <) =TT =Ny T
(Fallback to Primary Server after)

TTA4 = U Y= NZEETE WA I Cisco
ISE 234 %V RADIUS h—7 > H— %
R L CRRRET & D5 (S HAfD) ZHET
DX, oA Tvar Rm"EZ o EI Y v L
F9, ZORMEZBEX5 L, CiscolSE (X7 7
A~V Y= NTRT DA HARITLET,

754 <) $—/\ (Primary Server)

KA NL/T KL A (Host IP)

774 ~1Y RADIUS h—2 > =D IP T
FLAZANDLET, ZO7 4 —v RIZiE,
LFHNE L TRSNDANRIPT RLAZ A
NTEET, ZOT7 44— L RTHHATELXL
T, BFE Ry b () T

L F % HE (Shared Secret)

Z OO T T A< RADIUS h—7 o H—
NTHRESINTWLIEEMEEZ AN LET,

FMEEAR— b (Authentication Port)

75 A4~V RADIUS h—72 > H— "B ZfZ L
TOBHRE— b EFEANLET,

P— N H A LT U K (Server timeout)

TIA=Y =B LT LTS LHIErd
% HiZ CiscoISEA 77 A < U RADIUS h—7
¥ PN b OISE 2 FFORE (A &
HELET.

Peeaf T4 (Connection Attempts)

THHY =N (BRI TGS I
BEIT LR, 32U = RARNEH
SN TOWRWIGEITEREZ Ra > 7 HHIC,
CiscoISENR T T A ~ U P — "~ ki & 5
T 2mEEfRELET,

A > A1) H—s\ (Secondary Server)

B gE01—4AU8—T4ZADYITIFLUR



RSA SecurlDID vV —AX M

| #BO1—F (28— Tz(ZRDYTFLUR

RsA Securld D Y —z 0z ]

J4—ILF

EREDHA RZA4 Y

RAML/T KL A (Host IP)

4% RADIUS h—2 » H— D IP T
FLZZ AN LES, ZO7 4 —L NIZi,
LFHNE L TRENDEDRIP T R A% A
NT&EEST, ZTOT7 4 — VR THEHTEDX
T, HFE Ry b () T,

HH G (Shared Secret)

Z OO &) RADIUS h—7 o Hh—
NTHESINTWDLIEFEMEZ AN LET,

SMFEAR— b (Authentication Port)

Y4124 U RADIUS h—7 > H— "3 [5 L
TWAHR— NESEANLET, AR7RMEIZ
1 ~ 65,535 T3, 74/ 1812 T,

P— N H A L7 K (Server timeout)

TAHEY =R E T LT D &R
A CiscoISE 23 5 > % U RADIUS h—7
VA= D DISE H RO (FRVENL) &
FRELET,

L.

Pepiak T4 (Connection Attempts)

BsRAZ N v 74 B0 CiscoISE RNt h o &
U =N~ OFEGREZRITTOEEERE L
e

EENEYD
RADIUS b—72 > ID V— A
RADIUS b—7 > P— DB

SJLra

a3 JE

WDFTIE, RSASecurIDID Y — A ZERK L, FAUCEHRET D 7202l TZ 5 [RSA SecurIlD

ID Y — A (RSA SecurID Identity Sources) ]-<—

DT 4=V RIZOWTEHHALET, Z02—

DS =3 v XA L, B (Administration) |>[ID D& (Identity Management) |>
[44&8 ID ¥ — R (External Identity Sources) ]> [RSA SecurID] T,

RSA 7OV 7 hDERE
WDFTIL, [RSA 7’17 b (RSA Prompts)

R 3B:RSATOT LDERTE

12 7HNDT 4= RIZOWTHBALET,

TJ4—ILF

FEREDHA K1Y

NAZa— K a7 o AT (Enter Passcode
Prompt)

NRRA a— RERET 527 F A NXF5E AT
l/\i‘j"o

WD ~—27 > a— RO AN (Enter Next Token
Code)

WD b= & ERT DT FAFLFINE AN
NLET,
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B rsasecurinin v—z00

B

axX ;&

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

PIN % A 7@ (Choose PIN Type)

PIN ¥ A 7% ERT BT F A N LT % ANT]
L/jETO

T AT LPIN DT AL (Accept System PIN)

VAT LAERD PIN #2017 5T F A ML
FHNEATILET,

T PIN O A7) (Enter Alphanumeric PIN)

WHF PIN #ERT BT F A S XF5%E AT
Lij‘o

¥E PIN O A/ (Enter Numeric PIN)

BUE PIN ZZRT 57 % R MCFHE AT L
jzba—o

PIN O AJ7 (Re-enter PIN)

Z—FIZPIN ODFANZERTETHRA ML
FH AN LET,

RSA A v t—TEE (RSA Message Settings)

WD TIL, [RSA A vE&— (RSA Messages) | ¥ 7D 7 4 — /L RIZHOW T LET,

7% 39:RSA A v —TKE (RSA Messages Settings)

TJ4—ILF

FEREDHA KMV

VAT L PIN A vt —YD#ER (Display
System PIN Message)

VAT APIN A v EB—UDT LT AT F
A NXFEHNE AN LET,

A7 L PIN #AHIOFE < (Display System PIN
Reminder)

2—PFIZHLWPIN 2R 25 X5 IC@Emd 5
TXA LTI EATILET,

BT a2 AT DHHNENS DT T — (MustEnter

Numeric Error)

PIN I3 FOH%E AT D X9 ica—HZ
R s A=A LET,

YT NS DMEDNHDHT T — (Must
Enter Alpha Error)

PIN (23T DA E AT DH L) Ic2—
WHERTHAA v E—CE AN LET,

PIN %} AL A v &— (PIN Accepted
Message)

I—HFDPIN VBV AT AL > TZITAND
NizEEIZEREINDIAvE—TVEANLE
TO

PIN fE75 A »»—" (PIN Rejected Message)

I—HPDOPIN N AT AL > THEE SN
EEILERTREINDA v E—UEBANLET,

2 —HF D PIN 3572 5T — (User Pins Differ
Error)

I—YNARERPINZ AN Lz & EIZHERS
NHEAvE—=U% AN LET,

B gE01—4AU8—T4ZADYITIFLUR
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w2y rr—suv—2 |

J4—ILF FEREDHA S

AT APINZIFANLA vE— (SystemPIN | =—H D PIN 23 A7 AL L > TxIFANLD

Accepted Message) N EXIZRRENDAA v E—VEANLE
—é‘o

ARIE/RA T — KEx Z— (BadPassword Length | = —% 23§ E L 72 PIN 73, PINEAR Y > —T
Error) FBE STV BHEIFIZINE 5 e WIGEICE R
ENBAYE—CEANLET,

MENEY Y
RSAID YV —*
Cisco ISE & RSA SecurlD H— DA
RSA ID ¥V —ZDiEMN

Yy b= 1)Y—X

2y RT—0 TINNAR

INOEDOR=VERERNTLE Xy FU—7 TS REBML, TN TEET,

F2YRT—D TINAAEEDHRTE
WDFIL, CiscoISE DXy hU—27 T IV A TNRA ARRETDHEOIHEHATE S [F Y b
T —2 T34 A (Network Devices) ] X—T D7 4 —/L FIZOWTBA L TWET, ZD—
TA~DF =g RAL, [BEE (Administration) |> [y FTJ—% 1JY—X (Network
Resources) | >[# v kT —% T/34 X (Network Devices) | T,

Y RIT—9 TINA ZADETE
WD, [y hU—2 T34 A (Network Device) | Z 27 v a D7 4 —/V RERrLET,

z40: 2y N T—D TINA RDEBTE

TJ4—ILFK Bl
Z A1 (Name) T NI =27 FRAL ZADL4FHTE AT LET,

Fw RT—27 FRSL R, TR ADKRA B
4 EITRRD DNV RT VAR ZIHETE
To TN AT BT,

GE)  —ERELET A ADOLBNIRE
TEEHA,
SRER TN ZADOFHMAE AT LET,

EED1—F124—2z24Z20YI77L R ||}
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B <7y 7 zesons

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

B

IP 7 KL R/IP & (IP Address/IP Ranges)

ROWT N ZEEITLET,

o[IP7 KL A (IPAddress) ]: H—DIP T
KL A (IPv4 721X 1Pv6 7 KL RA) &
Txy N wATEANLET,

« [IP %P (IP Ranges) ]: #%72 IPv4 7 R
VAHEIFHEZ AT LET, B (Exclude) ]
TEXANRYZ AP T L AE2IT
IP7 RUAHFHAZ A LT, FREERFIC TP
T RVREERANATHELTEXET,

IP7 FLAREY TRy h~AZ EIZXIPT R
L ARHEEFRT DL I LERLNH DN
A RITA U BRITRLET,

EREDIPT RLAZEET L), 7
Fy b2 A7 EMHALCHRBZERCTE
I+, TRAALAADIPT L AFHENE
INTVWDIEHEE, T AAILERS
NWTWDEPFADMEB DT RV A ZRIOT
NAABICHETE £,

TRCOL 77T v FOIPT L A#HiH%E
EFRTEET, IPT RLRAOFPHEFETE
FTHEXIC, M7y () FRIET AL
V27 (*) 294NV KAI—FELTHEH
TEFET, Im& 2, xxxx
1-10.1-10.1-10.1-10 E£7-1% 10-11.*.5.10-15
R ETY,

Y7ty FRTTITENENTW SRS
Wi, RESINITCHBENSZDIPT R
AHOY Ty NERINTEET, -
& Z1E. 10.197.65.%/10.197.65.1 £7-1%

10.197.65.* exclude 10.197.65.1 72 & T9,

FUIPT RLAZEES2EBEDT A A%
ERTDHZLITTEEEA,

[ U IP#PHAZFFS 2 BDT /A R & E
TAHZ LI TEETA, IP&EFIL, —HF
FRFENNEET L LITTEERA,
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v ro—y #riq 2egngz |

J4—ILF

B

TINA R34 7 (Device Type)

ey 72 VA 27 )y 7 LT, Ry
KT —2 FARALZADR A —HRIR LU E T,

Koy 7H A NDRIZHDY —LDE
VREMEALT, BIRLEU A —DF Y b
T—0 TRAARYR—=FLTNDHT7a—F8
XY —vRE TS RATHEHENLTWD
RADIUSCoAR— KL URLY ¥ A L7 kDX
AT HFRTEET, ZNHORMEIL, T
AABALTDFRY NT—0 FNRA AT T 7y
ANVTEZREINET,

ETI)L%E (Model Name)

Fay7Hx s JARNE7 )y 7 LT, T2
ARAETNREEEIRLET,

EFNLIT. —N_—ZADRY —D 5k
Ty T HEEIT, NTA=LD]1LDE
LCERATEES, oML, T4 A5 4
JratlizehET,

Y I kD7 /8N—2 3> (Software Version)

ey X VARNEZY 7 LT, Xy
N —2 TR, ATETTEHY 7T =T D
N—T g VEERLET,

V7RI T N—=T g E, = R—AD
RV —OFWETF v 7 T5 X0, RT
A=D1 L THEHTEET, Z0@Mk
X, TRAAT 47 aFlicdhy ET,

Ty RI—=9 TINAL R T IL—T (Network
Device Group)

[@4—3 2 (Location) | BLU[T /31 A
547 (Device Type) | ey 7 X U R
a2 Uy 7L, Xy NT—7 T34 ZITH
WAL Z M TEDRT—var T g
A ZATBRLET,

TN—THBETDHEEIT, PREIZT A A
I N—FZEY Y Thntk, ZOT /A R
W7 74NV FDOTNA R T —T (Jb— b

NDG) IZ&ENFET, ZTkv, vrr—ra
SNITRTour—vay, TNNAAXAS
WXT_XTODTRARA XA T LR, T T
FDF A AT —TF (Jb— FNDG) VEY
YTonEd, i TR Torsr—va
YEFTRTOT AL A TN—=T72ETY,

EED1—F124—2z24Z20YI77L R ||}



B <7y 7 zesons

RADIUS EEREERE

W DFTlE, [RADIUS #BiEa% E
WIZHOWTEB L E T,

%= 41: RADIUS FRREERTE

EENI—HF AV —T(RDOYT7LVZ |

(RADIUS Authentication Settings) | &7 > a > D7 41—/ K

TJ4—ILF

FEREDHA K1Y

RADIUS UDP DE%5E

Protocol

BER U727 m b= & LT RADIUS Z#R L
£

HE#ZEHE (Shared Secret)

Xy MU= TAAL ZDOFWEREE AT L
£,

HEEGRIL, pact TV a VERELE
radius-host =~ > RZfH L Txy NV —7
T ATHE LT2F—TT

G¥)  WHREHOERIIL. [T A0k
=2 U7 1i%E (Device Security
Settings) ]3—® [RADIUS 5 Fi
FEgEO kMR (Minimum RADIUS
Shared Secret Length) |7 4 —/L KT
RIE STl & RFU ETH 20
BHDET ((FH (Administration) ]
>y hU—2 U Y—2RZ (Network
Resources) |>[Ry U —27 F/3A
A (Network Devices) 1> [T /34 A
X = U7 4i&E (Device Security
Settings) 1) -

RADIUS #—/NXTDOXRRA s 7Z 7
T A AL, 2FNTTH T LT,
FA A NN ET T T L— R
L7cBHOSE. 77 40 F Tl
DIEIZ4 XFTHDHZ EIZERELT
TV, ZOEIX[T A AEFa
U7 4% (Device Security

Settings) | X— Y CAETxET,
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| #BO1—F (28— Tz(ZRDYTFLUR

vy k=5 Friqz2zgonE [

J4—ILFK FRLEDHTA KSA4 Y
2HBBDOEEWEDER F v hU—27 F34 A& CiscoISE EHEN

52 o0FwE ) ZEELET,

GE¥)  TrustSec 7 /NA AL, 7 = 7 L4k
A () OFERH Y 30,
Cisco ISE {2 & ¥ 3515 & 415 TrustSec
CoA 737 v NMIEITIRAY) D IAH T

() ZFEHLET, 2FHOHLE
B DR 2 G T DI,
TrustSec 7 /N4 AZEE S DHLHE
D 5 TrustSec CoA /47 v b DEE
JLDISE /) — R%&, [T—0 k25—

(Work Centers) | > [T/3f REH

(Device Administration) |>[%*Y k
77— 1) —X (Network
Resources) |> [y kD —49 T34
A (Network Devices) |> [3&#0

(Add) | > [TrustSecD FFHIs%FE

(Advanced TrustSec Settings) | <—
O [1%{§7C (Send From) | K v
THET U AR LIERRT D MEN
&HY FEF, PAN £721XPSN / — K
EIRTEES, BIRLZPSN/ —
RARZ T Licha, PANZREH L
T TrustSec 7 /A AT TrustSec CoA
Ny NBREFESRET,

EED1—F124—2z24Z20YI77L R ||}
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EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

CoA 7R— + (CoA Port)

RADIUSCoA 24 AR — hafgE L £,

FNAADT 7 # )V D CoAR— MIxy k
T— FRALRA TFa T A NLVTERINE
‘é‘o

(G¥)  [RADIUS #ik#%E (RADIUS
Authentication Settings) ] ® [+ > b
T —27 734 A (Network Devices) ]
~N— ([&# (Administration) ]>
[*ry NU—27 U Y —2A (Network
Resources) |>[R > hU—27 T34
A (Network Devices) ]) THEL7-
CoOAR— hEZET HHET. [F v

ND—2 FRARATBT 7 AV
(Network Device Profile) ] ~X—3
([%&# (Administration) ]>[% > b

U—27 U Y—A (Network

Resources) |>[® > hT—7 T34

A 7u 7y A/ (Network Device

Profiles) ]) TxfsT 5707 7 AV

IZ[A U CoA R— R &HE L £ T,

RADIUS DTLS D:%5E

WEX DTLS

DX TV arEAMCTSHE, CiscoISE T
1L Z DT A A5 D DTLS BsR721F S ALPR
ENET, ZOF TV a v EEGICTS L,
CiscoISE TlX Z DT /A A5 D UDP R &
DTLS Z ROl MBS E T,

RADIUS DTLS 1% SSL k> RVORELE L O
RADIUS OEFEHICHE b ENT =X =2V T 4
P L E,

HEMWZFHE (Shared Secret)

RADIUS DTLS IZf# FH & 4 2 S B HEN For
SNET, TOFEFEESINTEY, MD5 %
EMF =7 BHETHEOIER SN ET,

CoA 78— k (CoA Port)

RADIUS DTLS CoA (Zf#EFT 5K — h 26T
l/jzj“o

CoA O ISE SFEAZ D HF 17Tt CA

Ko w7 U & k)i RADIUSDTLS CoA
WAET AERGER AR L £,
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| #BO1—F (28— Tz(ZRDYTFLUR
vy k=5 Friqz2zgonE [

J4—ILFK FRLEDHTA KSA4 Y

DNS 4 *v hU—27 FRAL ADDNS 4% AT L%
3, [RADIUS/DTLS 7 7 A 7 > k ID MGED A
%1t (Enable RADIUS/DTLS Client Identity
Verification) ]4 73 = 73 RADIUS % & TH
72> T D354, CiscolSE 1% Z D DNS 4
L7 TAT v MEEBETHEE STV % DNS
LEH LT, *y hT—2 T34 2D 1D
R LET,

EfRERTE

KeyWrap O #h{t. (Enable KeyWrap) Xy NU—7 TNRARATHR— I 5E
DI, ZDOF = IRy I At Nl LE
T, ZAUT LY., AES KeyWrap 7 /LT U X A
2L > T RADIUS Ok ¥ = U5 ¢ gffb S
£,

(G¥)  FIPS *£— KT Cisco ISE #3473 %
LA, 2y NI —7 FRAL A LT
KeyWrap Z 30T 2 0B R H Y £
7

F—FES*— (Key Encryption Key) (KeyWrap ZH N L TWDGAETEITRRE
NWEJT) By ia sl (BE) RS
NoOEX—%2 A LET,

A= F—toTa4H5—2 23— F F— | (KeyWrap ZANI L TV DLGAETEITRRES
(Message Authenticator Code Key) NE9) RADIUS A v &— D% —f} & Hashed

Message Authentication Code (HMAC) DFtH

WERHEAXF—2 AN LET,
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J4—ILFK FRLEDHTA KSA4

F—AHERX (Key Input Format) WO DOWT 1 DERIN L F7,

« [ASCII] : F—Hf5F—DE X% 16 XF
(NA B, AvEeE—U A —ErT g
r—H4 a— R £—0FE X320 07 (N

A4 F) THLHLERDHD £T,

o [16 #%t (Hexadecimal) ]: F—HF % —
DEIER AL R THY, AvE—Y
F—tr T4 r—Fa—-RF—DR3X
40 XA FTHDLMLERDHY £,

Cisco ISEFIPS K75 % — D ASNTHEHT 5 F—
AN ZEREELET, Ziud, WLCORIE
EHTAMERDY £ (FRET HEIXF—
DIELW (&KD) RESIZTHIMERHY |
NI HEVEIFFFAT SR ERA) |

TACACS+ 2% TE

WDOFETIZ, v hT—27 F84 20D TACACS+ BilF AR ET H-OIHEHTES [ v b
7 —2 5,34 A (Network Devices) | =D 4 —/L RIZOWTHHLET, FeFr— 3
VRRAFIRD EBY TT,

s (Fy NT—T THRAZADYER) [T—U 23— (Work Centers) | > [T/314 REE
(Device Administration) |>[Y T —% 1)) —X (Network Resources) |>[#Y kT —
9 T13\14 X (Network Devices) | > [;BH (Add) |>[TACACSEREEE%XE (TACACS
Authentication Settings) |,

« (TTAN DT NAADYEE) [T—9 22— (Work Centers) | > [T/\1 AEHE
(Device Administration) |> [ kT7—%1)Y—X (Network Resources) |> [T 7 # /L
FDT /314 X (Default Devices) | > [TACACSEREEEXE (TACACS Authentication

Settings) |, FEMIZOWVWTIL, [T 74V FDORy NT—27 T4 REHK| #ZHLTL

722N,
J4—ILFK FREDHA FSA4 Y
HAEWEZI (Shared Secret) TACACS+ 711 h I )LvA X —T LD L X |T

Xy NT—7 TARALRZEHYETHNET*
A RNOXTFH, 2—HFFx, x>y hT—27 TN
A AL T2 —PLABIOVIRA T — MR
AESNVDRNZT ¥ A N2 AT HHENRD D

F9, 2—RIHREHRAIETTHE T,

PRI ESINET, ZHESET — R
TiEH Y FHA,

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR
vy k=5 Friqz2zgonE [

Z4—ILEF FRLEODHA ES1Y
BIEShE-HEWMENT I T2 TTT (Retired| V Z AT AL "IN T 77 4 77245125
Shared Secret is Active) mENFET,

EIE (Retire) MG OLBEMEZKE T T 5DV ICBEIELE

T, [BELL (Retire) 1227 Vw7 320L, Ay
=Y Ry 7 ARFRINET, 1TV
(Yes) 1E721E Wz (No) 1227V v 7T
TET,

%Y DELEAM (Remaining Retired Period) | (DA vy &—Y Ry 7 ZTHLW (Yes) ]
IR LTG A IO BRI ATRE) IROF 57—
vayv RATHEESINET 7 4V MERFR
SNET, [7—7 24— (Work

Centers) |>[T/51 X EE (Device
Administration) ]| > [ERXTE (Settings) |> [{&#%
£%%E (Connection Settings) |>[T 74/ kD
HEMEZ AT+ AR (Default Shared
Secret Retirement Period) ]|, 7 7 4 /v MiElZ
EEFDHIENTEET,

ik, HLWEEREAE A TE, &
WEEFERBRIIIRE SN A IChiZ->TT 2
T4 TIREFITRY ET,

#7T (End) (EoxAyt®—Y Ry 7 2T TV (Yes) ]
ZIRINLUTZHAICOBRFIATEE) VAT A
VMRS T L, WA RENK T LE
_a—o

DU NERE—FEAMICT S (Enable | Xy T —7 T3 XL DFTHTACACS+
Single Connect Mode) HEICH—O TCP #ft 2 M T 25 E A4
WZLET, ROWTNNEFEITLET,

s [V — AT N4 A (Legacy Cisco
Devices) ]

o £7203%, [TACACS+ KT 7 harv 774
TR T NVAEGE DY R — |
(TACACS+ Draft Compliance Single
Connect Support) ], ¥ > 7 /VEERE— K
BT A =T MITH L ISEIZTRTO
TACACS+ ZER|Z % L CTHT L\ TCP #2e
EEHLET,

EED1—F124—2z24Z20YI77L R ||}
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SNMP % 7E

EENI—HF AV —T(RDOYT7LVZ |

WDFETIL, [SNMP % E (SNMP Settings) |7 a D7 4 — /L RIZHOWTHHLET,

%= 42: SNMP 3578

J4—ILF

FREDHA FSA4 Y

SNMP /N\—< 3 > (SNMP Version)

[/N—23 > (Version) | Ky 77Xy J A
FABESRIZEMN S5 SNMP D/8—2 5
IR ET,

WDONR—=2 a3 vy £,

e 1 : SNMPvl % informs Z %A — Kk LT\
FH A,

e 2c

3 : SNMPV3 (&, [Priv] £ = U5 1 L
VBRI U281 MRF A2 Af
BETHHIE-D, FbEXa T RETFTILT
KR

GE) HXv bhU—7 TRARIC

SNMPV3 /37 A —X 3% E L7
BhE, E=X VT —ER
([#:1E (Operations) ]>[L AR —
;' (Reports) [>[H & wu
(Catalog) 1>[Ry NU—2 7
/XA A (Network Device) ]>
[ty ay AT —4 ZAE
(Session Status Summary) ])
FoTHRitEn Xy NT—7
FTNRAA By ay AT —H
AME LR — b AR TEEE
oo Fw NT—2 T A
SNMPv1 F 7213 SNMPv2¢c /37
A—FEFEHALTEREINTY
AT, ZOLR— NEIER
WZAERTE ET,

SNMPRO O 2a2=7F+4 (SNMPRO
Community)

(SNMP X — g > 1 BIL OV 2c TiERIRENT-
WA D) Cisco ISE (2T /3 A A~DEEZ A
TOT 7 AERMET LHHAMVEH I 2
=F 4 ARNY T EASLET,

GE) Fxlw bl (772 MY
N HERTLZ LT TEE A,
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v ro—y #riq 2egngz |

J4—ILF

EREDHA RZA4 Y

SNMP 1—4'4% (SNMP Username)

(SNMP /X—3 5 > 3 DFEDH) SNMP —
PhEEANLET,

Ha )T 4 LAJL (Security Level)

(SNMP X— 3 > 3 DIEDH) b E
X2 UT 40 L&k ?Rbi?“

* [Auth] : Message Digest 5 7213 F =7
Ny T XA (SHA) X7 v b
RAEE A F—T M LET

. [NO Auth] []ALAIJIEf£L 77/1)/\ /*‘fcﬁl_/
DEF=2UT 4 L,

o [Priv] : 7 —Z W5 HME (DES) /X7 v b
DT b A X —7 M LET

ZEEZ 0O F3aJL (Auth Protocol)

(SNMP RX—2 a3 TEFx=2UT 4 LUL
Auth B IO Priv Z#BIR L7265 DH) R v b
T —2 TNA ATHEMAT LT 1 b
BINLET,

FAREZ B b =LUZIE, Auth 38 KT8 Priv D&
Fa2 VT 4 LAULTH L TROWVTIDDE
ENET

* MD5
* SHA

EBEE/NXTJ— K (Auth Password)

(SNMP X"—Y g3 Tkx=lT 40 LUL
Auth 33 X OV Priv Z 18R L7285 D A) WGk
F—FAJILET, ZOF—1L8 XFELED
RICTLOUENRHY 7,

TR AT TICRE SN TV ARG SA T —
REFFTHIZE, [ (Show) 127 U v
7 LET,

()  Frlybics (hiT7r 7y MY
TN ENRRAUV—-RTHERTLZE
FTEEEA,

EED1—F124—2z24Z20YI77L R ||}
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B <7y 7 zesons

J4—ILFK FRLEDHTA KSA4

TS54/8>— 70 kajL (Privacy Protocol) | (SNMP N—2 523 TeFa T 4 LU
Priv 28R L2850 H) v hU—7 5T
ARATHAT DT FA N — T r haLigk
WLET,

TIA N =T B FIUTROVTINTT,
- DES
- AES128
- AES192
» AES256
- 3DES

T5A4/8—/XRAJ—FK (PrivacyPassword) | (SNMP "—2 33 CkFxalUT7 4 L~UL
Priv # I LIZEDH) 7T AN — F—
Z ANSTLET,

TA AT TICHE SN TND T T A /N —

INAT — REFRARTHIZIE, [Fr (Show) ]

7 Vw7 LET,

GE) Xy Ly NdE (W7o M
N ENRRU—RCHHATLZE
T TEEEA,

R—1) > REk® (Polling Interval) RN—=V v TR EREN AN LET, T 7%
JL M 3600 5T,

)y 5w F ST — (LinkTrap Query) |SNMP 7 v 7% L C3%53 % linkup 1@
& linkdown BE1Z 525 L CHERT 5 12i%, 2
DF v IRy 7 AEF T LET,

MAC +5 v 7 2 I1) (MAC Trap Query) |SNMP k7 v 7 %4 L CT%[E3 % MAC @A %
ZELTHRT HIIE, 20Fzv IRy
At AT LET,

EETRY O—H—E X/ —FK (Originating | SNMP 5 — 4% OR— 1V > 7 &5 ISE
Policy Service Node) P—NERLET, T 74 N TIHEEHTT
D, BIOEZERY YT CHRELY FEXTEE
R
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vy k=5 Friqz2zgonE [

EE 7L TrustSec 3 5F

WDOFRIL, [HEE 72 TrustSeci% & (Advanced TrustSec Settings) | £ 27 2 a > D7 —/L RIZHOW
THBALTWET,

% 43: 5 E 7S TrustSec 5% 7€

J4—ILFK FREDAA KSA4Y

HTTP REST API D& E

HTTP REST API O A #1t HTTPRESTAPI 2 L C, *v hU—7F
INA AN 2§ T D TrustSec 15k & He ik
THIZE, ZOF v IRy 7 A%FITL
9, Znickv, BEFO RADIUS 71 | =
JL LR LT, IR TCRBUR R E A X T
vua— RTAEEESINRM ELET, Fi,
UDP %4 L= TCP 2 fEHT 5 Z & ¢, [FHE M
AmE kL ET,

Username TrustSec 7 /3 AF = v 7 Ry 7 A& GBikd
% 72912 TrustSec 7 734 A CLI TR i€ L7z =2 —
PFHEANNLET, 2—PFHICAN—R 1%
Ao [N =<2 2 EOD I LITTEEEA

[/XRAT— F (Password) | TrustSec 7 /3 A A & GRGET 5 72 91T TrustSec
T A CLL TRIE LTS AT — RE AT L
*7,

TrustSec 7/\f ADBEME L UVEHFDHRTE

TrustSecID [ZT /34 R ID £ (UseDevice |[7 /31 AID (Device ID) | 7 4 —/L RIZT
ID for TrustSec Identification) A AIDELTT A AL %V A NS BT,
IDF IRy I A%F T LET,

T34 RID (Device ID) [TrustSec IDIZT 73 AID%f# | (Use Device
ID for TrustSec Identification) ]9 = v 7 R v 7
AME U TIRWGEIZOR, ZOT7 4 —I)L K
T NAAID ZANTEET,

[/SRAT—F (Password) | TrustSec 7 /31 A ZF8FET 5 72 912 TrustSec
T3 A CLL TRIE LTe/ AT — F&E AL
iﬁdo

TrustSec 7 /3 A DA SN 5 /AT —
REFRTHIZE, [Fr (Show) 127V v
7 LET,
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EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

RET—204% 70— ik <.>

(Download Environment Data Every <...>)

TS, AWM CiscoISEmMBERET — X 2 X v v
0— KT H0ENH LR A fHRE L £,
Wil &%, 43, We, H, EFETHE T
F9, T 74N MEX T AT,

E7FHRIR) —DF Y v 0— MR <.>
(Download Peer Authorization Policy Every
<.>)

T SA AW CiscoISEM S BT FF AR Y v —%
Ly va— N3 5NN & L IRFHIEE 2 F5
L9, W&, 9, B, A 723l T
fRECT&Ed, 7 74/L MEIX 1 BHTT,

HERALMAFE <...> (Reauthentication Every
<..>)

BADOFFEE . T 23 A A3 CiscoISE 2% LT
B % Hadil T 2R EfEE L E3, K
MaER, 4y, B, B, 3B CTHRETEZE
T T2EZIF1000E AT DL, T84 R
1% 1000 7 Z & 12 Cisco ISE (25 L CH & 7%

FELET, 7740 MEX 1 BT,

SGACL Y R bD ¥y > 0— FEkE <.>
(Download SGACL Lists Every <...>)

T /34 A Cisco ISE 75 SGACL & % 7
10— R 50BN B B R 2 e E L £,
Ref 2 F, 40, BRE, B, ELITHETRETE
9., T HMEXL BT,

FDM®D TrustSec T/ANA ATZDTINA R %
{E889 5 (SFETE S TrustSec) (Other

TrustSec Devices to Trust This Device (TrustSec
Trusted))

TRTOET T34 A2 TZ D TrustSec 7 /31
AT DHEAE, ZO0F =y IRy T A
AN LET, COF v IRy T AT

W LTGG. BT T A DOT A A
PEFEET., ZOT L ANLEF LT
TO/NT -y MREBEAMNT EIEE TS
nET,

HREEEDT /N A~NDEIE (Send
Configuration Changes to Device)

Cisco ISE C CoA ¥£721Z CLI (SSH) #f#ifH L
T TrustSec i EZ ¥ % TrustSec 7 /NA ATk
BT2HA81%. ZOF=v IRy I AEF
i LET,

CoA DR (Using CoA)

Cisco ISE T CoA 2 L CRRTELHE %
TrustSec 7 31 AZEETHESIT. 204
FrarEBERLET,

%#{E5T (Send From)

X TEZH % TrustSec 7 /34 AZ1E D MEIN B
LIEEILISE /—F&, ZO Ry ¥y
UARPHEIRLET, PAN E72ILPSN / —
RZBRTEEd, BRLZPSN / — R34
v LTeHiA . PSN ZfE 4 L T TrustSec 7 /¥
A Al uE&ﬁ’EEﬁ\%h ShET,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR

vy k=5 Friqz2zgonE [
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Test Connection

TrustSec 7 /34 A L#®IRL7/ZISE / — K (PAN
F7-1ZPSN / — R) OfloEsiaT A T 5
WZiE, ZoF S a v TcEET,

CLI (SSH) MfEA (Using CLI (SSH))

Cisco ISE C CLI #fff] (SSH##ki & H) L
TREDET % TrustSec T /31 AZEET S
Wik, 2oL 7y a rEERLET,
DONTIE, FECOA VR — b T /A A~DRE
EROT v aBRLTIIEIN,

SSH #— (SSH Key)

Z OMREA A4 5121%, CiscoISE 72H % v
KT —2 F 4 Z~D SSHV2 b v F /L% B
X, T/ AD CLI Z{#H LT SSH F— %l
BLET, BROEDIZ, ZOF—%2ab—
L C[SSH¥— (SSHKey) |7 4 —/v FIZHLY
(T 2R H Y £, FEMICOVTIE, [
@ [SSH ¥ —0D#aE] O 2 3 > SSH &F—
DORFEE S L T 72 &0,

TINA RERTE D RBARE

XAV TATN—TRITIVEVTOEM
BICZDT/NA AEE8 5 (Include this device
when deploying Security Group Tag Mapping
Updates)

Z D TrustSec T /34 AT, T/NNA A A B —
TxA AT VLT ¥y L EHEHLTIP & SGT
OO~y B T H G T5I20E, Z0F =y
IRy I A% F AT LET,

EXEC E— K 1—¥%% (EXEC Mode
Username)

TrustSec 7 /3A A~D0 7 A NAEHT D2 —
FLEANNLET,

EXEC E— F /X7 — F (EXEC Mode
Password)

FNRAANRAT—READLET,

E#ME—F /X7 —F (Enable Mode
Password)

(AW FIHE) FFMEE— R C TrustSec 7 /31 A
DR Z T D 7o DI 2 G078 /3
U—R& AT LET,

T kA7 /32 K TrustSec PAC 74 X 7L 4 (Out Of Band TrustSec PAC Display)

#4TH (Issue Date)

Z @ TrustSec 7 734 A HIZ Cisco ISE {2 k- T
Rk STt O TrustSec PAC OFATH & %
RLET,

H#AR B (Expiration Date)

Z O TrustSec 7 734 A HIZ CiscoISEIZ L - T
R E T 5% O TrustSec PAC DA &R %
FRLET,
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EENI—HF AV —T(RDOYT7LVZ |
B o1 rorro—5 Frqzegons

J4—ILFK FRLEDHTA KSA4

#1717t (Issued By) Z DT A AT CiscoISEIZ & » TR &
7= 5 1% ® TrustSec PAC D374 (TrustSec &
HE) OLARIEFRTILET,

PAC DAL (Generate PAC) TrustSec 7 /XA ADT v b 47 /32 K TrustSec
PACEAEKT HI2IE, 24Ty arvzr )y
7 LET,

EENEYD

Cisco ISE DF v hU—2 T/3A AEHK

Cisco ISE TOH— K/X—F ¢ Fv hU—7 T34 ZAD PR — h
Xy hT—27 T4 R 7 )—7 (Network Device Groups)

Cisco ISE TDR v U —7 F /31 ZEFRLDIERL

Cisco ISE TOHY— K8 —F 4 R o T —7 T4 ZDOHRTE

TI2ANEDRY FT—0 TINA RAERDKRTE

R DFIZ, CiscolSE 73 RADIUS £ 721X TACACSHBFEICHEHTE 5, T 74/ DRy FU—
I TNARAERETCEDLLICTH[T 74NV DRy U —2 5734 X (Default Network
device) |~—Y D7 4 —/L FZRLET, ROWVTNPDTES =g NRAZRRLET,

« [E3# (Administration) |>[#v kT —% 1) —X (Network Resources) |> [ kT —
7 7134 X (Network Devices) |> [T 7 # /L bDT /34 X (Default Devices) |

«[7—% 2% — (Work Centers) |>[T/31 XAE¥E (Device Administration) |> [ b
7—4% 1))—X (Network Resources) |>[T 7 # /L bDT/34 X (Default Devices) |

RU:TIHINEDRY bT— TINA AEBEDRE

J4—ILF FREDAARSAY

TI7HN DXy NI =2 THNRAADAT— | T 7N DRy NT—7 TNA ZAEHREH

% A (Default Network Device Status) T DI, [T 74V DRy NU—F T

INA AD AT —H A (Default Network Device

Status) ] Fe v 7 & URX R [Hk
(Enable) ] Z@IRL 7,

GE) TNV TARAARENIR-T
W54, RADIUS % 721X TACACS+
TRGEREZ AT DHENRH Y
£7,

TNRARATaT 7 A ) TIHNV DT NAARHE—L LTV AT
ERRLET,

RADIUS F8GERR €

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR

Fornroxy b7—2 Friq xeH0EE [

J4—ILF

EREDHA RZA4 Y

RADIUS DA%t

T34 A ~0 RADIUS 583k % AT D854
I, 2O0OF vy Ry A4 LET,

RADIUS UDP D& E

LGS (Shared Secret)

HEHEWMELZ AN LET, EHMEBFBROE S
X, BOK 127 CETT,

HEMERIL, pact T a v EHRELE
radius-host =~ > RZfEHL Txy hU—7
T ATRIE LI X — T,

(X)) LARE#RORIIL, [T A0k
¥V 7 i%iE (Device Security
Settings) ]-<X—® [RADIUS 4 Fit
FEgEO /Mg (Minimum RADIUS
Shared Secret Length) |7 4 —/L KT
RESNIEEREFEL ETH D MNE
N0 FET ([EFL (Administration) ]
>[*y hU—2 U Y—2RZ (Network
Resources) |>[1y FU—2 T34
A (Network Devices) ]>[7 /3A A
X2 U7 4i%E (Device Security
Settings) 1) o« 7 74/V FTiX, Z
DIEITHRA VA b= T v 77
L— Fanh @B MiT 4 X7 T1,
RADIUS #—/ 3 TOXR N 777
TAAE, 2T HIETT,

RADIUS DTLS O T

Vo%i72 DTLS

ATV arEAMTT S L. CiscoISE T
1L Z DT A A5 O DTLS ER 7215 A3 ALER
ENFET, 20TV arEEGICTS L
CiscoISE TIX Z DT /31 A5 D UDP ZxRk &
DTLS ZROM G QRS v E T,

RADIUS DTLS 1% SSL k > R/IVOWESTE L O
RADIUS o@fE Hiz{b s ni-tx=U 7 4
PR L E,

HH G (Shared Secret)

RADIUS DTLS (Zf# H & 315 H FRE A Fom
SNET, TOEBFEESINTEY, MD5 ¥
BT = 7 BEETAOIERAINET,

EED1—F124—2z24Z20YI77L R ||}



B o1 rorro—5 Frqzegons

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

CoA O ISE FfEFAED T CA

Ka w74 1) A k)& RADIUSDTLS CoA
AT ARRRE R BRI L £,

KeyWrap @A %h{l. (Enable KeyWrap)

Xy NT—27 FARL ATHR— FENLES
DI, ZDF v IRy I AeF Nl LF
T, ZHIZXK Y, AES KeyWrap 7 /L3 U X A
IZX > TRADIUS Dt F = U5 ¢ g Eh
EaN

FIPS ®&=— K T Cisco ISE & FEIT3 2412,
X NU—27 T34 A T KeyWrap & BT
TAHALENRDHY 7,

*—I 5% — (Key Encryption Key)

KeyWrap # AN LTV H X2, By va
v OREEL (B IR SN A E¥—%
A LET,

Avk—V I —tr740—4% a—F F—
(Message Authenticator Code Key)

KeyWrap # HZhlZ LT\ % & =2, RADIUS
A — Uk 5 % —Ff = Hashed Message
Authentication Code (HMAC) OFH&EIZfEH &
nNox—x AN LET,

F— AN (Key Input Format)

ROFEADNT N1 SDERIRL ET,

* [ASCII] : F—IF5F—DK &(F 16 L+
(XA B) . AvE—VF—trT g
r—% a— R X—0FE X320 X7 (N
A48 THHIHVERDY £7,

* [16 #%% (Hexadecimal) ] : & —Kf 5% —
DEIERAAA MNTHY, AvE—V
=T 4 —F a—RF—DE I
40 A FTHLLENRDHY £,

Cisco ISE FIPS 5 5- % — D AT 5 F—
ANEREFEELET, Ziud., WLCORE
EHTAMENDH Y FTRET HEITI—
DIELW (&FD) RESIZTHIMERHY F
T FNED BEWVEITFATESNETA,

TACACS FRFFR T

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR

Fornroxy b7—2 Friq xeH0EE [

J4—ILF

EREDHA RZA4 Y

A (Shared Secret)

TACACS+ 712 F I LnAf X —T LD & & |Z
Fw RT—27 FoL B S THN-T
A RNOILTFH, 2—HFF, xv hT—27 TN
A AL 5> T2—PFABLOIRT — R
AESNDRNCT ¥ A NE AT HMERH Y
F9, 2—RIHREHRA IR THE T,
Pl iER S E T,

BEIE S NIRRT 7 7 4 7T (Retired
Shared Secret is Active)

UZAT A NIRRT 77 4 7758103
IRENET,

Bk (Retire)

MAFOLEAMELZET TR ITHEIL L E
7, [BElL (Retire) 227 Vw27 35L, Ay
=Y Ry I ARERINET, [T
(Yes) 1 E£7-1X Wz (No) 1227V v 7T
xFET,

Y OBEIEHF  (Remaining Retired Period)

(EoA v =Y Ry 7 ZTHIW (Yes) ]
BRI LG OHFHTHE) ROF 57—
Ta v NRATHRESNIZT 7 4 /v MENER
SNET, [7—Y £ 5% — (Work
Centers) |>[T/3f AEE (Device
Administration) |>[EXTE (Settings) |> [{&#E
£%7E (Connection Settings) |>[T 74 /L kD
HEWEZYRAT A2 LB (Default Shared
Secret Retirement Period) |, 7 7 4 /L MEIZ
EEFLHENTEET,

TR, FBLWIERREEZ AN TE, &
WIEF VR IT R E Sz BRIz TT 7
T4 TIREEITRY T,

7T (End)

(EDA =Y Ry 7 2T LW (Yes) ]
ZEINLIZGEICOARFIHAARE) VX AT A
NIRRT L, i IEERESK T L E
R

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |

B 7 xexaureme

J4—ILFK FRLEDHTA KSA4

VT NAERGEE— REANIZT 5 (Enable Xy NT—2 FTRA AL DT THTACACS+
Single Connect Mode) HEICH—0 TCP #ft 2+ 258104
WZLET, ROWTRNERITLET,

s [LH Y — AT 314 A (Legacy Cisco
Devices) |

- 7713, [TACACS+ K57 F 2754
T VAT T NGO R — R
(TACACS+ Draft Compliance Single
ConnectSupport) |, ZDA T a7 4
=TT H L, FTTD TACACS+
R L OB Ly TCP #265¢7° ISE T
MEInET,

FRAR %2 T BE

\)

RADIUS £ HREOR/NEEZBELET, FiA A =N T v 77 L — RLEZEROY
By T 7 AN FTIRIOMIZALFIC/72 Y £9, RADIUSH—/RTOXRR L7777 ¢ A,
2 XFNTDHZLETT,

GE)

[*> hU—2 F /34 X (Network Devices) | X—VIZ AT LIZFREDOR SIX, [7/354 A
X2 U T 4% E (Device Security Settings) ]<—? [RADIUS 4% D fc/Mz (Minimum
RADIUS Shared Secret Length) | 7 4 —/L RCRE LIZELL ETRITNIT R0 £H A,

BMELEYY
X MU= FRALRAEFZOHKE (101 =—)

Ry R T—4 FIRLRDA UR— FEE

WOFETIE, Ky NT—2 T30 ZADFEM% CiscoISEIZA VAR — M T 27T [
NT—2 T34 X A R — T (Network Device Import) ] X— D7 4 —/L RIZOWTHH] L
FT, ZOR=U~DF S —v gy "X, [BEE (Administration) > [R*Y FT—5 1)
*J—X (Network Resources) |> [V kT—% T84 X (Network Devices) | T7,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
ty k=5 #1204 vti— rEE

R 2y RT—9 TINLRADA VR— FEEF

J4—ILFK FRLEDAA KSA Y

77 L— h®4RK (Generate a Template) =YV (esv) 77—k 77
ANVEERT DI, DV o727 w7
LET,

ROy NU—7 T ZAERTT
TU—brEEHL, ThbODOXy U= T
NA A% CiscoISE BRI A VR — b 5720
e — LV TRIFLET,

7 7 A L (File) TERC U727, FE 7213 Cisco ISE FEBH 2~ & LARTIZ
T AR— b LIz~ X7 7 A1
DLEETEZRT 51213, [ (Browse) | %
707 LET,

A UAR—bEMBEALT, HLy, EHEnk
Ty NU—7 TARAL AR EEL SRy R —
7 T NA A% RBIO CiscoISE EBRIZA >R — k

TEET,
LT =2 CRRFOT — 4 % LEX CiscoISE CEEED X v NU—27 T84 2% A
(Overwrite existing data with new data) VIR— N T ANVNDOT N RTEEHRZ D
GalE, ZOF 2y IRy 7 A%F T LE
R

IDOF 2w IRy I A F AT LR VEA.

A VR—=KF T7ANVNOBE LRy hT—7
FTNRARAEENE Y U= TNRA R VRY
MUCEMENET, B b IFER S
nNE9,

DT —TA »AR— b &EIE (StopImport | 1 > — FHIZ= T —3 384 L7z & Z|Z Cisco
on First Error) ISEICA v AR— FaehibswEr5E8, 20
Fxv IRy I AEA AT LET M, CiscolSE
=7 —DFORRETRY NT—27 T/3A
AA R —hLET,

IDF IRy I ANRET T, =TT =N
ELTSEIR. =7 —0#E &4, Cisco ISE
WET A A %R & & A VA= LET,

BErEYY
CiscoISE D% v b T —7 T34 ZEF
Cisco ISE TOH— K/X—F ¢ X NT—2 T8, ZADHHR— b
CiscOISE ~D %y NU—27 FNA ZADA ViR— K
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EENI—HF AV —T(RDOYT7LVZ |
. *y bT—9 FiINA4 R J)L—TF (Network Device Groups)

>y bT—%5 T84 R 5 JL—TF (Network Device Groups)

INHLOXR=VEMHTLE, Xy NT—7 TAAL R TN—THHFEL, EHTLHZLNT
TET,

XY RT— FTNNARATIL—TDEFE

ROETIE, Xy NT—=0 THRA R ITN—=T%FRT 21D TEL [y NUV—2 7

NA AT —"7" (Network Device Groups) |"X— D7 4 —/L RIZOW T LE T, ZD~—
DTS =T a3 XA X, [EE (Administration) |> [y FT7—% 1) Y —X (Network

Resources) |> [y FT—% T/8L R 5 JL—T (Network Device Groups) |>[F)L—T
(Groups) | T,

[7—% 22— (Work Centers) |> [T /31 REHE (Device Administration) | >[Fv k77—
9 FI1NL R4 JL—TF (Network Device Groups) |>[Z')L—7 (Groups) | X—Y TF v hU—
I TNARITN—TEERTHZ L HTEET,

RA6: 7Y b T—=9 TIRARTL—T DK

TJ4—ILF FEREDHA KA

(47 (Name) ] — K Xy NT—2 TN R T —F
(NDG) D4 HiZ AN LET, /L— k NDG
DTFOHBIEDTXTDOFRy NT—27 FH
ATN—=TIZx LT, FriLnry hT—27 F
AR T N—TD&HT AT LET,
N—hK ) —REEHR RKT6OD /) —R%
NDG BEJgic &5 Z N TE£3, %4 NDG
TR 32 LF T,

FILAA N—RNETETFDOFR Y NT—T FNRA R T
N—TDFHEANTILET,

Bl v—=7" (Parent Group) BMoN—7L LTBFED 7 NV—T % EIRT 5
D, N— R N—FL LT, ZOFH LN L—
TEBIMTEET,

EErEYY
Xy NU—2 TN R 7 )L—7" (Network Device Groups)
R Y 2 —5HHi T Cisco ISE MEM T 2% v b U —2 T34 2D gtk
Cisco ISE TOR » U —7 T /31 ZEFZDIERL

2YRT—=D TNNARTIN—TDA iR— FERFE

RDOFTIE, CiscoISEIZH Y NI —2 THRA AT N—T%A VR— T HOIEHTED
[*y hT—2 TNRA AT N—T 43— (Network Device Group Import) | ~<X—2 D7 4 —
NRIZOWTHALES, ZOX—U~OF S —v 3 "2, [EE (Administration) |>

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR
v k=9 FRq R I—Tnq vk—rEE |

[y kT—2% 1) )—R (Network Resources) |>[+Y kT—% T/NAL R 5 )L—7T (Network
Device Groups) |>[Z')L—7 (Groups) | T,

RAY: XY NT—0 FINARTIL—TDA vik— FRE

J4—ILFK FREDHA KSA4 Y

77— F DR (Generate a Template) 1= XE0 R (esv) T L—bh 77
ANEFRT 2IE, 2OV T2 v
Lij‘o

FUERDR Y U —27 TN, R T —TE
WTT L —FE2EH L, TNHDOFR Y b
T — 27 FS8f A F)L—TF% Cisco ISE JERHIZ
A UR— T B0 —IVTIRELET,

75 A (File) YERE L7273, FE 7213 Cisco ISE B & LARTIC
T AR— LI ~EHOER T 7 AL
DO 2R3 5121%, (B (Browse) | %
7V w7 LET,

AUR=FZEHALT, L, BEFIhic
X NU—27 FNRL X T N—TEREE T
X MU= FNA A T )—TERH|D Cisco
ISE BEAIZA A R— b T&ET,

FLWT—X CHfFEOT —4 % FEx Cisco ISE THEfFDO R Y hT—27 TNRA R J
(Overwrite existing data with new data) N—THf VIR —F T 7 A IVNDTINA R

N—TICEXHZ DLEEIT. ZOF =y IRy
g A kA AT LET,

TDF v IRy T AT T LIRS
A AR—F T77ANHNOF LWVRy hT—7
FTNRAATN—=TNFy NI =T FTNRA AT
N—7 VARV NVIZBNENnEd, EFET
MU SN E T,

BAIDTZ—TA R— b &{EIE (StopImport | A > AR— FHIZT T —»3 4425 & CiscolSE
on First Error) WA Vv AR—beHIEIEDEGE, 20Ty
TRy I A% A 2 LFETH, Cisco ISE 1=
F—DEDRHETRY NT—T FTNA AT
N—T %A R —=bFLET,

TDF v IRy I ANET T, =T —HN3
A LEEAEIZ. =7 —284& S, Cisco ISE
ET AR ITN—T%F|&fE A U AR—FL
9,

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |

B <vro—s 7 427077 08E

*y bT—=7

BErEY Y
Fv T —27 T4 A 7 )—7 (Network Device Groups)
RV 2 —FHii T Cisco ISE MEH T 510y FT—2 T34 2D @ik
CiscoISE ~D X v N U —2 FNRA A T =T DA L F— |k

FINAR TOT7AILETFE

WDFEIT, [Fy hU—27 T34 A 7177 A (Network Device Profiles) | ~<— D7 4 —
L RIZOWTOFHITT, ZOX—=C&EFHLT, 7Yu bz, U A L7 FURLE LU CoA
REIZKT DT NA ADYR— L FFEDRX X —06DFy NT—27 TN, ADXA T
T T 7 4V FEREEMRTH N TEET, TO%, o7 7 A NVEMHEHL CREFED
Xy hT—7 TARAL AEEHRLET,

ZDOR=U~DOF =3y XA, [EE (Administration) | >[#Ry FDO—9 1JY—X
(Network Resources) |>[#Y kT—% T/84 X O 774 JL (Network Device Profiles) |

T‘j‘o

2 RT—=0 FINAR TAT 7L ILDHRE

WDEIT, [y FT—2 T34 A 717 74/ (NetworkDeviceProfile) | &7 > a > D7 41—
b RIZOWTOHBATY,

K48: 2y NT—H TNRARX TOT7AILDETE

Z4—ILE B

41 (Name) ] Fv NT—7 FRA AT 0T 7 A VDL &
AN LET,

A Xy NT—7 TNAL AT a7 7 A VO
AN LET,

7 A =2 (Icon) Py NT—T FTNRART 0T 7 A MIERAT

DT7AaVEFRLET, ZOT7A 20203,
BIRL IR F—DT A AT 75/ T
BEINET,

BIRTAHT A 20216 X 16 D PNG 7 7 A )L
THIVENDHY F9,

~ 2 — (Vendor) Fw RT—7 FNRAL A TaT 7 A INDRY
H—h R LET,

B ATRB/R N #—|%, v A=, Aruba, HP,
Motorola, Brocade. Alcatel 72 & T,

YPR—bShd7m ban

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR

F2YRT— FTNRNARTOT7AILERE .

J4—IJLF SRER

RADIUS DXy NT—7 FRAL AT T 7 AN
RADIUS # ¥ R— F LTWBEEIZ. 20D
F = /7?/7%%2‘/_1,&?‘0

TACACS+ DXy NT—7 TNRA R T T 7 A/L0
TACACS+ Z VAR —hr L TWAEHEAIZ. D
Frv IRy 7 AEF AT LET,

TrustSec

IDFy NT—7 TRARATaT 7 AN
TrustSec #V AR — F L TWAEHIZ. 2D
Fxv IRy I A N LET,

RADIUS 7 « 7 a7+ VU (RADIUS
Dictionaries)

ZoTa 7 A NTYHR—-rSND 120 E
DORADIUS T 4 7> a VU aEERLEYS, 7
077 A NVEERT DHENS, XX —[EH D
RADIUST 1 7 > a )V aA viR— R LET,

Fir nIE/ntF__rT/jol/ I‘@E&E

WDOFRIL, [FBAE/FFF (Authentication/Authorization) &7 > a > D7 4 —)L KIZOW T O

<3

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
| TR E N ST

i 49:3 ut. nIEf‘F_Io)_n'FH

J4—ILE ZiBA

7u—# A 7D%M (Flow Type Conditions) |Cisco ISE TiZ, 802.1X, MAC FFE/ A /SR
(MAB) . BLIOTZ ?#AMXODWeb R
nrA UM ARy N —7 LR R
U— 7 Ol &I LTc FEARR 72 o —PRRGER
JOT7r7eAxATHR—FENET,

ZDEATDFy MU —2 T ARPR—
FNORAER T A o DF =y IRy 7 A A
ZLET, kO 1O EOIHA ZHRETE
£7.

® ﬁf"fv? MAC [T pIE/\/]) INA (MAB) (ered
MAC authentication bypass (MAB))

o K MAB  (Wireless MAB)

« % 802.1x (Wired 802.1X)

o MR 802.1x  (Wireless 802.1X)

o 55 Web 523E  (Wired Web Authentication)

o SR Web 323E  (Wireless Web
Authentication)

Fy NI —T FRA R T T 7 AL THFE—
}\éﬂémunﬂimy/], /7221“/@ bf:?ﬁ\ D7
A OFEMERELET,

BT A U T 7 (Attribute Aliasing) RY— = DT7 L RULLELTT A
ADY—E Aty Mghl+ (SSID) M7
HEAVE, [SSID] F = v 7Ry 7 A A il
LET, 2Nk, AY— —TiEH
TL-EHLIARTEERTE . ZOARNIHE
BOT A RTHHENET,

KA NNV 7T v7 (MAB)

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
P R - |

T4—ILK s

RA Ry 7T O (Process Host Py hT—I FTNRAL AT 77 A )LTHEHE

Lookup) NDHRARN V7T v 7THOT e Fa)LiziE
HTHITE, ZOF v IRy 7 AEF I
Lij‘o

SEIERRH—=NHDOR Y NT—7 TN
A A1X, MABRRAEZ 72 5 FIETHFEITLE
To T AZALTIUELT, FEHLTWD
7a hano [RAY— REfER (Check
Password) | T =7 Ry 7 A,
[Calling-Station-IdZ2SMACT KL A &&E LU s
% Weid (Checking Calling-Station-1d equals MAC
Address) | T =y 7Ry 7 A, EEEOM
FHaA AT LET,

PAP/ASCII #%H  (Via PAP/ASCII) RARN Ny 7T vy THERELTRY NU—7
FNL AT T 7 A I D PAP Bk A
9% & 912 Cisco ISE # 7% ET D%, 2D
Frv IRy I AT AT LET,

CHAP it (Via CHAP) WA Ny I T v TEREL TRy FT—7
FIRAANMSDZ DX A T OHEKREBRHET D
K IIZCiscoISEXHET HITIH, ZDF = v
TRy I A d N LET,

ZOF T a ko T, CHAP BiEANA LD
(2720 £7°, CHAP X, /XA U — RO 51k
EEBITTF X LUV AR AR B L
¥ 9, CHAP IZ. Microsoft Active Directory T
TR TE £ A,

EAP-MDS5 #%H (EAP-MD5) P MU= FNRA R T a7 7 AT EAP
N—2D MD5 v ¥ 2 iBFEE BT DI
X, ZOF v IRy AELF I LET,

ERTVTL— FORE

ZOFy NT—7 FTNARATaT7 7 A WIHEHIILD VLAN 38 L OVACL OHEREZ EFR T
F9, 0T s ANVERFETDH L. Cisco ISE LR E SN SHERICH LFRT 707 7 A4 Vi
HEIWICAER L £, ROFL, [HER (Permissions) |27 ¥ a D7 4 —/L RIZHOWTOH
BT,

EED1—F124—2z24Z20YI77L R ||}



B <vro—s 7 427077 08E

= 50 HERDRE

EENI—HF AV —T(RDOYT7LVZ |

T4—ILF

Bl

VLAN O E (Set VLAN)

ZORy NT—2 TNAAL R Ty AT
VLANHME[RZFXET DIZIE, ZOF =y IRy
I A% A AZLET, ROWTNDLDOA T2 =
VEEBIRLET,

« IETF 802.1X &% (IETF 802.1X
Attributes) : Internet Engineering Task Force
TEFKINTZT 7 4/ kD RADIUS &1
Dl FTY,

« —EOEM (Unique Attributes) : #4k D
RADIUS BYAED T Z45E TE £7,

ACL O E (Set ACL)

RADIUS &Ry hU—2 T4 A 1
77 AND ACLIZRET DHEIL. 2D
Frv IR 7 AEF AT LET,

a[ZE®E (CoA) T TL—FDERE

ZOTTL— NI, COANZDEAT DRy T —2 TRA ZAZED L I IZEFEEINDH M

ZEFLET, ROKIL, [FFAIZHE (CoA)
74— RIZOWT O T,

& 51:3FAIEE (CoA) DERE

(Change of Authorization (CoA)) &2 a2 @

J4—ILFK

EZ (Definition)

WIZ L D CoA (CoA by)

RADIUS 2LV, F/IESNMPIZLD ., *v
KD —27 FXA 27T T 7 AW CoA ST
FNERETHN, HOWITE-7=L Ly
R LET,

RADIUS {Z & % CoA (CoA by RADIUS)

57 %)V h® CoA R— I (Default CoA Port)

RADIUS CoA # 65T HAHR—hF, v Aa 5N
A ADT T )bk AmR— ML 1700 T, o~
B —DF A ZTIL 3799 T,

[X> hU—2F /34 A (Network Device) ]
N=UTIN%E LFHEEXTEET,

Z A LT MEE (Timeout Interval)

CoA DFE(EHIT Cisco ISE DS & 154 A 7
.

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
P R - |

J4—JLFK F2% (Definition)

TR (Retry Count) D H A LT ¥ b#%IZ Cisco ISE 73 CoA D
EEERITT D%,

il ZIH DT NS R ZEGIRRESR 2 RET D
JFEEBIR L £,

«RFC 5176 (RFC5176) : 1Z¥ED+¥ > =
VRTORRIIZIDF 2y IRy 7 A%
Z A2 L., RECS5176 12> CEFSNT
WaHEolz, A—rzH Lty g
AL TBEET,

o« R— K X7 A (Port Bounce) : &

varEKETLT, A— MEHELEdT5
Wik, 2O0F = IRy I AL L
e e

e —hD¥ ¥ v hX 7 (Port
Shutdown) : v a3 ZKTLT, A—
ey Yy D523, 2OF =y
IRy I AL A AT LET,

8L (Re-authenticate) Ry KT — 7 FSA AR R A 2 E
DHEEFRLUET, ZIULBUE, v A2 T
WA ZDHTYR— SN TWETS,

< JK (Basic) : iRMEDT v g HRERE
LET,

s FF3E1T (Rerun) : §RRESH U L - THeAl)
MBFETTHEEIE. ZOF v IRy
I 2A%F AT LET,

o 5 t% (Last) @ RIS LT-#GE X%
Ty va AERHLET,

CoA 7' ¥ = (CoA Push) F v MU =7 T34 A A 2O TrustSec CoA
MEEZ Y R—F LARWEAIT, o473
v HER LT, Cisco ISE DR EDEF &5
AR T yaTEDLEITLET,

SNMP (Z L % CoA (CoA by SNMP)

HA L7 7 MERE (Timeout Interval) CoA DE[EF4IZ Cisco ISE BB itk 218
ﬁo

EED1—F124—2z24Z20YI77L R ||}



B <vro—s 7 427077 08E

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

E2 (Definition)

TR (Retry Count)

Cisco ISE 7% CoA DE(E A RITT 5 R4,

NAD ~R— kO

BEH 9~ % RADIUS B, HEFS TOME—D
F7 g TY,

B384~ % RADIUS &M

NAD R— M &7 5 HFiEa 3R L £,
¢ Nas-Port

* Nas-Port-ID

Gwr

B DT AL A PRI R 2 E T
HiEEERLET,

cHRBFELET, By arE ERTLT,
R— FEFHEBHT 5L, ZOF =y
Ry 7 AeA N LET,

e IR— K N7 % (Port Bounce) : & v

varEETLT, A— hEFE#HT L
Wik, ZOF = IRy I AELH AL
7,

e AR—hrDV ¥y E¥ 7 (Port
Shutdown) : By a &K TLT, A—
Mty y MU THI0E, Z0F =y
TRy I AEF N LET,

ALY FFoTL— FDERE

Iy NI =7 FRA AL, TR T 77 AV TRESNTWDEES. 7947 FOHTTPE
REVEZA LI N TCEFET, ZOT0TL—hME, ZOFRY NU—7 FARL R Ta T 7 AL
NURLYV ZA VLY baYR—=bTEINEIDERELET, T35 X XA FIZ[EHA D URL /S

A=A LET,

WDFEIT, [VEA L2 b (Redirect) | BZ > a D7 4 —/b RIZHOWT O TY,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR

®52:UHEA LY FDEE

P R - |

T4—ILF

F2 (Definition)

% A 7 (Type)

T NI =0 FRA AT a7 7 A VN E
7B URL Y XA L7 b EYR— 50
FEIRLET,

TNRAANEL L HY AR — F LTV ARWEE,
[KH A — b (NotSupported) ] ZEIR L. [F%
TE (Settings) |>[DHCP# & UDNSH—E R
(DHCP & DNS Services) |75 VLAN % % &
LET,

YA A L2 KN URL /ST A —&4

JI7A T MIPT FLA

Ry NT =T FRAABTFGA T NDIPT
KU RFERT D RT A= 4 5 NS LET,

747> MMACT KL A (Client MAC
Address)

Py NT—27 FRAZANT 54T FDOMAC
T RUVAIHERAT 87 A—=2 2% AN/ L%
ﬁ—o

JLM URL (Originating URL)

X NT—2 FRA ANTEOURLICHEHRT 5
INTA=BHZ NI LET,

Ty 31D

Xy NT—27 FAL 2ty g v DI
AT 237 A=228% ANTLET,

SSID

T NI =7 TR AR —E R v Mk
+ (SSID) IZfiHT BT A =2 %% AL
7,

HAF w7 URL /NT A—X

INT A =4

FURL Y XA L7 N &RIRT LG8, 2
NoEORy NIT—7 TRAANRY XA VLT b
URL #1ERT 5 HikERET D HLERDH Y £
4, F/72. VXA L7 FURLBE Y 3 ID
F72137 74T FOMACT R A&
LHMERECTEET,

% E (Advanced Settings)

I FNT—=T TNRAATa 77 ANVEFHLT, Xy NU—0 T4, 2R — )L—L' T
ENRT T2, ZHOR) O —BREERTEET, ZNH5D0ERITIT., BAESMH.
HA T a7y AL, BIOHFITERTWS T r halRngEnTnET,

EED1—F124—2z24Z20YI77L R ||}



B 5= raows 5—i0

EENI—HF AV —T(RDOYT7LVZ |

s

X E

IO DEFEERT D11, [R Y > —HEREDOIER (Generate Policy Elements) ] A% % 7
Vw27 LET,
EErEY Y

Xy NT—2 FTNRARTaT77A)L

Cisco ISE TOY— K/8—F 4 X NI —27 T34 ADPHR— k

Ry NI —=7 FNA AT T 7 A VO

5} &8 RADIUS H— /DX E

WDFTiL, [#MEF RADIUS H—,3 (External RADIUS Server) | X—3 D7 ¢ —/L RO\ T
%%Liﬁo:n%@74~wP%ﬁ%Lf RADIUS #—/ %% E T& £7, Cisco ISE 773
RADIUS — 3L U CHERET D72 0I01%, ZDOR—Y TRETHLENHY T, ZDOR_—Y
DFer—Tar SR, BB (Admlnlstratlon) 1>y k7—% 1) —X (Network
Resources) | > [9}58 RADIUS +—\ (External RADIUS Servers) | T9,

5= 53: 58 RADIUS H— /I \DRE

TJ4—ILEF FREDAA RSAY

(471 (Name) ] S48 RADIUS H— D4 RiiZ AN L £,
G 445 RADIUS H— "Dz A S L £,
WA NA/T R A (Host IP) S RADIUS $— "D IP 7 KL A& AT L&

9, IPvd 7 RV A%B AT HEE1L. #H L
YT Ry b AT EBFERATEET, IPv6 T
WX, BT R— PSR TWEE A,

HA M (Shared Secret) A8 RADIUS H— SOZBIFICfFH S 5.
Cisco ISE & 414 RADIUS H— D[ o 447 Fih
BEANNLET, LEREFRILZ. THIH
LT FARNLFHNICTT, 2—WiF, Xy hT—
I TNRA R L > TCa—FHBIUOVIRAT —
RORRFES D L OIS b OfFHZ TR
LHUENRDH Y F3, 22— RILEMEERE
R 5 ET, ERIEGR SN E T, LA
EIEHROR I, &K 128 LFTT,

KeyWrap O %h{t. (Enable KeyWrap) COFxTvarvkEA T D E, CiscoISE T
FIPS 140-2 #EJLAHZHIZ 72 D . AES KeyWrap
TTY ZLIZEY RADIUS 71 k2L
X2 U7 BfbInET,

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR

sha RADIUS H— sz [}

J4—ILF

EREDHA RZA4 Y

X —W5 5% — (Key Encryption Key)

([keyWrap Z A 2029 % (Enable keyWrap) ]
Frxv IRy I A X A LEREDR) &y
Ta VIR () IR SRS X —
EANNLET,

Avb—=V A=k T4 =4 a—F F—
(Message Authenticator Code Key)

([keyWrap #2029 % (Enable keyWrap) ]
Frv IRy I A A A LTZHEEDRH)
RADIUS # v &— D% —f}& HMAC #15
RSN —2 AN LET,

F— AJEA (Key Input Format)

Cisco ISE B 5% —D AN T 2 %4
FELET, ZiE, WLAN 2> he—F ED
REE BT H2XLERHY T, FBETD
EOEXIE, WIZERINTWVDF—0DHK
B LEEMIZ—EH L TCWAMLENRDY £9, =
ALV EVMEITFFRT S NERA)

« [ASCII] : F—Hf5F—DE X% 16 LT
(AR AvE—V A —kvrT g
r—4 a— R F—0E 1320 7 (8
4R TOHLHULENRHD £T,

* [16 #%; (Hexadecimal) ]: F—MF 5% —
DESER AL FTHY, Avb—v
A=t T4 r—H a—KFF—DEIZ
40 XA RN THHRERH Y £,

FWAEAR— I (Authentication Port)

RADIUS #FEDKR— FEEE AN LET,
DOFPFAIE 1 ~ 65535 T, 5 7 /L b 1812
‘Gﬁ—o

Ty T 47 A— b (Accounting Port)

RADIUS 7AW U T 4 T OKR— NEEFEA
HLFES, EOHFHMHIL1~65535TY, T 7 4
JL ME 1813 T,

P—X H A LT T~ (Server timeout)

Cisco ISE 23448 RADIUS H— 3028 DJs& %
ST A EATILEST, T 74V MIES
T4, ARREIXS ~ 120 T,

PefgialATIE1 4 (Connection Attempts)

Cisco ISE 23458 RADIUS H— /S~ #sk0 % 3k
T3 amEEEATILET, T 74/ ME3[E
WCRESNTWET, A7 EIX1~9TT,

EED1—F124—2z24Z20YI77L R ||}



B reows v— e

EENI—HF AV —T(RDOYT7LVZ |

J4—ILFK FRLEDHTA KSA4

RADIUS 7B ¥ 7 = — /LA — N—OHRH | S IR LT D, o — 2O
53 A D ETORBEEMZAD LET, A%
EOHPHIL 1 ~ 600 T,

PR HA BT N EAF YT L, Tz
F—N—CESEBEIT B I, D 08T A—
B EBRELET,

BErNEYD
RADIUS 7' 1 &3 H— L LU CHERET 5 Clsco ISE
SR RADIUS 3 — DR E

RADIUS H—/\|[BF

W DZFTIL, RADIUS H— AR ZERk T 2 7212 H 3% [RADIUS —NJEF (RADIUS
Server Sequences) | X—Y D7 4 — L NIZOWTHBHLET, ZOXR—V~DFEF— 3
NAL, B (Administration) |>[®y kTJ—%2 1) Y —X (Network Resources) |>[RADIUS

H—/\[EF (RADIUS Server Sequences) | > [3B40 (Add) | T,

%= 54: RADIUS H— I\ |EFF

Z4—ILF

FEREDAARZAY

[4 ] (Name) ]

RADIUS %r—NNJEFFD 4 i 2 AT LET,

Wi

EETHMAEZAD LET,

ARA N44/T7 R A (Host IP)

HNEERADIUS ' —_"DIP T RLAZ ASLE
ﬁ‘o

=PRI L 72— R XA 7 (User
Selected Service Type)

[f# I ATRE (Available) ] U X b R v 7 AT,
RY v— P— & LT %4058 RADIUS
P NE IR L, ®IN L7245 RADIUS H—
N [BIRFE S (Selected) 1V AR Ry 7 A
WZEBEILET,

VEe—h 7HUT 47 (Remote
Accounting)

VE— KUY =P —NTTHI LT 47
EHNCT DI, ZoFey IRy s 2%
F A LET,

a—hNTHhorT 47 (Local
Accounting)

CiscoISE TCOT H I T 4 v T HHNTH
WZiZ, 2OF v IRy I At Al LET,

7o B ERR E  (Advanced Attributes Settings)

B gE01—4AU8—T4ZADYITIFLUR
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raoius +—3IER I

J4—ILF

EREDHA RZA4 Y

V7T NADEEHN D RBZICHBT X
Y)Y L5 F CHIBR (Strip Start of Subject Name
up to the First Occurrence of the Separator)

FULT 4 7 AN —WFLERY RIS,
DTz IRy I AL NILET, &
2, 7= M4IN acme\userA, [XHI D
SR\ ORE . — Y44 L userA 1IZ72 0 F
7

RONCHBLT 2 XE) Y X e 7= |k
£ DOAKJE E THIBR (Strip End of Subject Name
from the Last Occurrence of the Separator)

P74y I AL =4 ZE B AT,
ZOF v IRy I AEA T LET, 2L
X, 7= 7 M40 userA@abe.com, X
10 SR @ DG — 41T userA 1272
DET,

* NetBIOS & 72 i User Principle Name
(UPN) 74—~ v hDa2—H4
(user@domain.com & 723 /domain/user)
A=Y T 5I2IE. Zhbo
AN T ATV a rERENCT DN
W&V E$, RADIUS —N"Ta—H¥%
FORES D70l 22— 47T 3 RADIUS
Y= NICES DD T,

\BXO@ombFoA N v I HieE T
277 4 74k L. Cisco AnyConnect % fif i
LTWa 4, Cisco ISE IZHEANT HELT
D\ESCFHN DB IEMEICEY R Z &R T
TEFA, 2L, BA MY v TR,
Cisco AnyConnect & & L Taxal 4T
WS, RN 2 5 ITEEL
£7

EED1—F124—2z24Z20YI77L R ||}



B vccx—cronz

NAC ¥ R—

EENI—HF AV —T(RDOYT7LVZ |

J4—ILF

EREDHA RZA4 Y

S48 RADIUS Y— S ~DEERICE E N5 R | F
ZZEH 95 (Modify Attributes in the Request to
the External RADIUS Server)

[ uJ‘_E{%%K@ RADIUS "j_"—/\ E O)Fﬂ( '521%‘?‘
2 @M DEE A Cisco ISEIZFFA] T A 10i1%, =
DF xRy 7 AT LET,

RO BEIEBRIEDR ATEETT,

« BH (Add) ]: RADIUS ZER/GA4RIC
BiEEBEnL 9,

« [®#7 (Update) ]: BMEAE (& £ 7235
0) #EFELET, EI3BMEENOB
MEE (1)) TEIHBFET,

* [HIBR (Remove) ]: BIEE-ITEMELE
DT ZHIFR L £,

o [T XTHIBR (RemoveAny) ] :
NTORMEZHIBRL £,

e 5

SBEEAR U > —|2i#ETe  (Continue to Authorization

Policy)

IDA LT 7 N—78LXOBREOREGIZE SN
T, Fuxy 7a—%Fr R —0OFETIZ
FHEL T, LM RIREEIT I
COF v IR I AEF NI LET, ZD
I T a EAINCT D L SMHBRADIUS H—
NWINEDINEIZEEND BN, FRERY v—
DOBPUIZEHEINET, ZOa3THFA D
DB, AAA Y —DOZ T ANIEE B
PO R ECHEFINET,

Access-Accept OE(ERNZBMEZZE S5
(Modify Attributes before send an
Access-Accept)

mﬁ%7A4XLL%75LW ==t
FTHINE, ZDOF v IRy 7 A%EF AL
S

\\‘

HErEYD

RADIUS 7'z % 3 H— & L CHERET 5 Clsco ISE

RADIUS H—NJEF D EF%

WEADE

WDFETIE, NACX—TV ¥ 2 BINT57-0

(T & 5 [ NAC Manager (New NAC

Manager) |"X—3 D7 4 —/L RIZOWTHHLET, ZOXR—=V~DF 7 — 3 2 RA,
[E# (Administration) |>[#Y bT—% 1)V —X (Network Resources) ]|>[NAC Managers]

T
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= 55: NAC T 1~ — < v DERTE

nac v x—vr ot |

T4—ILF

FEREDAA RS2

[4 ] (Name) ]

Cisco Access Manager (CAM) D4 HiZ AL
E RN

R — & A (Status)

CAM ~Df5i & F8FET 5 CiscoISE 712 7 7
A 75O REST APL @5 # HhZ T 2546
L, [AT7T—# A (Status) | F =Ry A
EF T LET,

B!

CAM Ot E= AT LET,

[IP7 KL A (IP Address) ]

CAMDIP T KL A& AJILF 3, CiscoISE
TCAM Z1E L TIRIE L T2, CAMDIP T
RUAZRETDHZ LITTEEEA,

0.0.0.0 & 255.255.255.255 (%, CiscoISE T CAM
DIP 7 RLAZERGET D & T ITBA S,
CAM @ [IP 7 KL% (IP Address) | 7 4 —/V
RTHEHTE28072IP 7 KL ATIE7R2\W=
W, FHTEEEA,

GE) A TRATEVT KT CAM
OXT PHEAT DA — R IPT
KL zxzFEHTEET, 2T, »
A4 T_AZEYT KT CAM @
Tz— )V F—NR_—% P R—FTEE
7

[=—H4 (Username) |

CAMDa—W A B —T A 2 2a S F T
x5 CAMEHED2—TFLEZ AT LET,

[/SA T — K (Password) ]

CAMDOa—W A L H—T = A2 74T
X5 CAMBEHEDONRAT— RE AT LET,

EErEYY

CiscoNAC 774 7 AL @ Cisco ISE #:8

Cisco Clean Access Manager MBI

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B = zxx—sr0em

TINARAR—FILOEE

TINA X R—FIILDERTE

FINA XA R—Z)ILDH O—/\N)LEERTE

[7—% 222 — (Work Centers) |>[BYOD] >[5 (Settings) | > [(REEMNEFKRT 5T/ 1
A (Employee Registered Devices) | 7213 [E¥ (Administration) |>[7T/31 X R—2ILDE
I2 (Device Portal Management) | > [EXE (Settings) | Z iR L £,

BYOD R—H VB LT A A R—=FLDORDO—FREELHETEET,

s [EEBE NSRS DT /31 A (Employee Registered Devices) | : [fE3£E & H[R (Restrict
employees to) 12, WEEBDBERTEX LT A AORKEEAN LET, 774/ KT
X, SOMEIES T AL RATHRES N TOET,

« [T URL (Retry URL) ]: 7 /3A A% CiscoISEIZV XA L7 N T 57-DIEHTE S
URL % [A R — RO DFAIT URL (Retry URL for onboarding) ] IC A/ L X,

IHHO R REMBERE LD, ZNODOREFESMICTHRE L7ZTXTBYOD R—#
WBIOT AL A R—=FVICHEAISNET,
EELE YD

PEEBDBGRT H /83— F L T34 ZEOH|IR
BYOD ArEkIZ k35 URL DI
FHERBED T R—F DT /A A R—H )L

FINA X R—2I)ILDER—%)LID EBFE

IHBDORE~NDFESF =2 9 %A%, B (Administration) |>[T/3 A R—42 JLEE

(Device Portal Management) |>[7 5 v 7 IJ R k 7AR—4A )L (Blacklist Portal) /[ 547 > k
JOEYa=>% R—4% )L (Client Provisioning Portals) ]/[BYOD 7R—% JL (BYOD
Portals) |/[MDM 7;R—% )L (MDM Portals) |/[T/\14 X ;"—% JL (My Device Portals) | > [{E
. #REFT-(TEHE (Create, Editor Duplicate) |>[R—ZIILDFRELS L UVHRX 2T A4 X (Portals
Settings and Customization) | T,

e N—XZ V4 (PortalName) : ZDR—HFNVIIT VB AT HIZDD—FEDR—H VL% NT]
LET, ZTOR—FNAE, ZOMDAR A — FA N FHFFETA MR-V (7
T w7 VAN BAFHET A AFEHiAZ (BYOD) . 7 9A4 7 h7neya=r 7,
ENA N TNA ZEH (MDM) | F72ET A ADKER—Z ) ITEALRNTLEE
U,

ZDLENX, TR Ty A INVDR—ZIVOERTY XA L7 a rO@ERBE L TERR
EN, R=HF DU AR THOR—=F VORI SERICERIT 272D s £,

+ [E%BA (Description) | : {EETHHE TY,
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TINA R R—2JLDKR—4% )L ID FRE .

« R—% /L7 Z F URL (Portal test URL) : [fR7F (Save) 1Z 27 U v L7ctkicY 27 &L

EPE

THRREINDVAT LT E VARSI HIZURL, R—Z NV ET A N 57O L ET,

Vo2& )y rthe, ZOR—ZLDOURLZFEHTTIHH LW T TH X 7R %
T, ZNEAEMCT DR, R — P —bR&2E&R ) — P —t X /—F (PSN)
A AT DHMENSY T3, R — P —E AR IR > TWORWESA, PSNIXE
BEHR—ZLOLEFRTLET,

N

GE) T AR R—=FNVIZRADIUS By v a & aiR—F LTV
B, TRTCOR—=Z T HR—F )L 7o —DeKiTERER
FH¥ A, BYODBLIOXZ 747 F 7Fabya =7 1ZRADIUS
Y vLa VIEET DR—Z 0BT, 72 xIE, SN URL
~NDUEAL VLT g TESEL A,

=87 74 /v (Language File) : &R —X )V XA 71X, T 74/ NTI5HEOSEL Y
R—=FLET, INHOFFEIF, HexOT T4 7740 E L THERTEEYT, b
D7 7 AME, JEMSNTZH—DSFET 7 A VNI ED TRV FArERTHET, K—
ANVTHEHATHIEMERE 7 7 ANV ET I AR— b ERIFA A= LET, EfEiET 7
AWML, R—F VDT XA NeRRTHIZDITEHRERBEMNDOSEIET 7 A LB T_T
HEENTOET,

S 7 AMIE, TOFHEOR—FZNVEEOT X TOXFIREICMZ, FFEDT T
Foar—LVRE Bl 77 0 AFEOEE fr, fi-fr, frca) ~D< v U ITREENT
WET, 1 ODZFET7 7 A MWE, FIIRBL O =BV B—2 a3 VO BWIICESIZERT
EH LI, PR—PFEINDEITRTOFERZTENTNET,

1l OOFEHOT 7 0% v r—VRELEE LIZGEG, BEARIMOTXTOZ R
22— Web R—F MZEHINET, 2L xiE, Ay FAKRY N FA N R—=F LD
French.properties 7' 7 7 ¥ v 77— /L% frfr-frfr-ca D frfr-fr (CEHT 5L, ZOEHENE
MT S A R—=Z M bHEASET,

[R—HFN_X—T DI A% ~A X (Portal Page Customizations) | % 7 CW\T DR —F )L
NR=Y THXANEANAGIA AT H L, BETAavPFrInEd, EHEA k-
X, R—FNVDAALZ <A AN DD EFETIT S I EEE T X TOV R — bIROSFE
TunT 4 T ANVTERTLEIICEEZRLES, FryF¥o X M0F 7T v e
VEMHLT, FEITELET A arRERINBNVEIICLET, £, BET M2
X, BHSNTZEMSFET 7 A VDA R — MRICBEBIIZE RSN £,

FEwYY
FFAAR Y — L— L DAERK
FFAI 7 e 7 7 A IV OERL

IN—= I FIV TN R R—H )L
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b_ise_admin_guide_27_chapter17.pdf#nameddest=unique_786
b_ise_admin_guide_27_chapter17.pdf#nameddest=unique_785
b_ise_admin_guide_27_chapter17.pdf#nameddest=unique_757

EENI—HF AV —T(RDOYT7LVZ |
B 5 ruark—sror—srze

T390 )R+ R=2ILDOKR—FILERE
ZOREDFTEF— g AL, [BEFE (Administration) [>[T/31 XA R—4A JLEE (Device
Portal Management) |>[7 5w % 1) X b ;"—% )L (Blacklist Portal) |>[#R&E (Edit) |>[R—
BIILDEES LUV T7O0—NDRE (Portal Behavior and Flow Settings) |>[/R— 4% JLEXE (Portal
Settings) | T

INLOREXFHL T, =2—% (RIS CTHF A b, AR —, £IT0EER) I2FR
ENDEEOR—2Z N _R—ITERL . R—FARICGHA SN AEEBE LV EEL E%
L= LET,

« [HTTPS 7K— & (HTTPS port) ] : 8000 ~ 8999 DO#iFHDO KR — MEEZ A LET, T 7 41
MEIZTRXTDOT 74V F IR—F)LT8443 T, 7272 L. 77 v/ VAN KR—Z/Z
8444 C¥, ZOHPFASN DR — MEEZFEHLTT v 77 L — RLIZHEIE, ZORX—TUTE
FEMZDETHERFFSNET, ZOR—VE2EFT 5T, ZOHIRIZHED L 9 1I2R—
MNREZEHFLET,
TFANBR—=ZNWZIET AN R—=2) (A THRARRE) ICLoTHEHINDIR— %
FOHETHE, ZT7— AvE—URRRINET,

RAF vl L EEICHONWTDR, 774 T F7Fabeya =27 R—% L3R — | 8905
BLO89 HEH L ET, TNLANOEEIT, 7 A N R—ZL~DEY YK TLFELR—
NEERLET,

[ U HTTPS AR— MZE W 4 ToHNTAR—ZX T, RILFHEY A —P Ry b A F—
T2 AAERIFRNOA L F—T 2 A AZFEHTEET, TNOOFR—FANRFLR—F &
A B —T 2 A ZADOMBEDLEEFEH L TWEHRE, RCAFHAES V—F % 7245
VBN BV F4, WITHIZRLET,

« ARV — R—=Z L Zp & UTHER LA AEbEERIORLET,

c ARUVY—IR—H)L : IR— 8443, A L H—T = A A0, FFHEX A, BIO
FRAZAR—=F)V : R—F 8443, A L FZ—T = A 20, FiFHEIS L—TF A

« ARY—R—F)L: R— 8443, A L HZ—T = A A0, FiFHESL—TA, B
JOT N AR—=H : R—F 8445, f X —T = A A0, fEAEI/L—T7B
c AR —R—F)L R — 8444, A L HE—T A4 A1, AHEITL—TA, B
FOT I VA RNR—=Z)L : R— 18444, A L Z—T = A A0, FFHAES L —
7B

o A ORI N EENE T,

e AR VA —R—H )L R— 18443, A X —T = A A0, FEAEIN—TA, B
FOTFNA R R—=H)L 8443, A > 5 —T =4 20, AEHEI/L—T B

cARUY—R—F) R — 18444, A E—T A A0, IFAEZ A, BIW
T UVANK=H)L:HR—F8444, A L H—T = A A0, FFPAEISNL—T
A
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| #BO1—F (28— Tz(ZRDYTFLUR
I59suz bk k—sror—sriE |

s [fEHATHEA % —7 = A A (Allowed interfaces) ] : PAN NAR—Z /L OFITIZHEHTE S

PSN A V' Z—T7 = A4 AZ@RINLET, A—H/L%&BH < ERKN PAN TITbivd &, PAN T
PSN T AlREZe R — FZ2E L ET, B2 7 Xy hEDOIPT RUAZMEHLTA —
YRy b AV HZ—T oA ALRETDHLERHY 9,

TNHEDA L E—T A RE, R — P —ERARF N5 TWVATXTOPSN (VM
R—R%E&te) THEAMBETHIMLERNH Y T3, Ziud, ToDTTODPSN NS
ARy a VOBEIHCY #4 Lo MIER SN TR & 5 120, MABETT,

o =YXy b AV H—T AR F, BBV T2y hEDOIPT RLRAEERAT L4
ERHY F9,

c ZITAHANMNIT DAL E—T 2 A AL, R =P —E ARG IR TNDHLEED
VMARX—Z2D L DEET, TXTOPSNTHEHATE 2O TRITFIUIRY FHA, 2
W, THEDOFTRXTOPSNBFT AN By v a OBFMBIRFICY X4 L7 MIERE
D ARENEN B D T DM T,

e IR—ZNVDFHFREDOY T2 "L YTV FORBELIFA I —T = A A 1P
R T DR H Y F7,

« ISE CLI T ip host x.x.x.x yyy.domain.com Z&XEL T, ¥ XU f L F—T A A
IPZFQDN (Zv vy B 7 LET, Zhid, fEAFEOV 7V =7 LTV =7 |k
OIS & —HSEL DI E T,

s R T 4 T EIIENIC DHPEIRENTWAEA - PSNBAR—F L EREL LD
EFTHEL BUNCAR T 4 v T A A —T oA AERELEY E LET, 2D
LaWEE, BZEHL X, TOPSNTRUT 4 VI BRERESNTWARWZDIZ, PSN
T 7 —MNREk SN TR T LET, PSNIIWELA > ¥ —T = A4 A TOR—Z VORI
R ER A,

NICF—S VT EEFIR T 0 70, @l (MEEN) Oz 2 >Of50
NICZHRETE D, OSHEAF T a T, EHLELMDONICIZEENREET D L,
R T 4 T ENT O ThDHE 9 —HDONICIE, #EafitTLET, 12D
NIC NAR—=H NV EICIEDSER—Z TR L GRIRENE T,

« MEENIC E /ST 2R T 4 7 ENT-NIC O FRERE SN TWDH5E : PSN
MWAR—FNERELEL) ETDE, ISR T 47 A H—T = A A~EE
LEDELET, ZUDBHEILRNWGEE, ZOPSNIZARS KBy M7 v 7Rk
Mol=Z ENFKRTH D AREMENH D DT, PSNIIWHE A % —T7 = A THR—
ANVERRBLE Y ELET,

o [RERE 7 V—7 & 27 (Certificate group tag) | : AN—X/L®D HTTPS b7 7 4 » 7 IR T
LHREAELIEET DREAE I NV —T Z 7RI £,
« KT
[T UV r—EEHATSH (Usebrowserlocale) 1: 7 747 77 uHFon
= VR E IR E SN SHBE R — 2 NVOERSHEL L HEALET, 790 ¥
r—VOFEMNISE THR— FENTORWEEIE, 74—y 7 SENEER—
ZNE LTHERESET,

£
a

i
b=1011
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EENI—HF AV —T(RDOYT7LVZ |
B svoo & MoM K—5LDR— s LEE

o [7 4 =Ny 7 57 (Fallbacklanguage) ]: 77 U ¥ u/r— Vinh S BUSTE 22
WA, FET7 70 e — L SEEMNISE THAR— F SR TW WA IZHEHT 2
Sima R L ET,

o [ (Alwaysuse) | : AR —F VI THRASHELBEBN L E T, ZOFRTEIL,
a—HFOTSvFoulr—L S arE EEXLET,

[A R —IZfEH FIHEZ SSID (SSIDs available to sponsors) | : 7 A M DFARIIZHTZ0, A
R —=NELWERERy NU—27 L LTH A MIEAITE D, *y NV —7 DAHTE
721X SSID (kv vay —E AR ZAHLET,

BMELEYY
77 w7 AN K= NLDIRE
7T YA N KR=H)
7T YVANRKR=FNVDEFETZ 7 A /LD HTML HAR— K

BYOD & MDM /R—4A JLDKR—4% JLERTE

ZOBREDFT T = a A%, [BE (Administration) |>[T/54 A R—42 JLEE (Device
Portal Management) |>[BYOD 7/R—4 )L Ef=[& MDM R—% )L (BYOD Portals or MDM
Portals) | > [{ERL. #REF-(X4EE (Create, Edit or Duplicate) |> [R—Z JLOEES LU 2
O—®M3i%E (Portal Behavior and Flow Settings) |> [fR—#% JLERE (Portal Settings) | T,

IHRBEBRELT, F—F AL R—oEMERERELET,

« [HTTPS &"— k (HTTPS port) ]: 8000 ~ 8999 O#if DR — MEZ AN LET, T 74 /v
MEIZTXTDOT 74V F IR—HF )L T8443 TY, 1272 L. 77 v 7 UA KN KR—F/Z
8444 T, ZOFPHINDKR— MEZFEH L TT v 77 L —FLEHAER, ZON—UTE
WAEMZDECTHRFSNET, ZOX—VEEFTIHHAE, ZOFIBRICHED X HITH—
FREZHEHLET,

AN BR—=ZNWZIET AN R—=2 ) (A THRARRE) ICLoTHEHINLIR— %
HOYTHE, =T — AvE—UNERINET,

RAF v il LEEICHONWTDR, 7 IF7A4T v F7Faeya =T R—4% /L3R — k8905
BLO809 bt H L ET, TNLUSNDEEIT, FA N R—Z L ~DEY Y CLFELR—
NEfEHALET,

[ UHTTPS AR— MZE W 4 ToHNTAR—Z T, RILXFHEY A=V Ry b A F—
T2 AAERIFRNOA L F—T 2 A ZAZFEHTEET, TNODOFR—FANRFELFR— K&
A B =T A ZAOMBEDLEEFEH L TWEHRE, RCIFHES V—F % 7245
VLR BV F4, WITHIZRLET,

« ARV — R—=ZLZp e UTHER LA HAEbEERIORLET,

c ARUVY— IR =K IR— 8443, A L H—T 2 A A0, FFHEX A, BIO
FRAZAR—=F)V : R— 8443, A LV FZ—T = A 20, FFHEIS L —TF A

« AR —R—F)L : R— 8443, A L HZ—T = A A0, FiFHEISL—TA, B
FOTNAAR—=HI : R—F 8445, f X —T = A A0, fEHAEI/L—T7B

B gE01—4AU8—T4ZADYITIFLUR


b_ise_admin_guide_27_chapter17.pdf#nameddest=unique_760
b_ise_admin_guide_27_chapter17.pdf#nameddest=unique_759
b_ise_admin_guide_27_chapter31.pdf#nameddest=unique_1375

| #BO1—F (28— Tz(ZRDYTFLUR
BYoD & MoM K—5 Lok—sLgE [

e ARV —R—Z)L : R— 18444, A L Z—T = A A1, GAFAEISNL—TA, B
FOT I VA RNR—=Z)L R— 18444, A L HZ—T = A A0, FFHES L —
7B

o BN A S HREIITIRNEENE T,

« AR =R K= 8443, A H—T = A A0, AFAES LT A, B
FOTRNAAR—F) 8443, A HZ—T = A A0, it EI L —T B

e ARV —R—H)L : R— 8444, A L H—T = A A0, FIFHEZ A, BIO
T UVANK—=H)L:R—F8444, A L H—T = A A0, FFPAEISNL—T
A

s [EFAFIEEA > ¥ —7 = A A (Allowed interfaces) ] : PAN 3R —H /L OFITIMHEATE 5
PSN A > H—T7 = A4 AZ@INLET, A—F/L%&BH< ERKN PAN TITbivd &, PAN T
PSN CfEHFREZ AR — &L 3, B2V 7Ry FEOIPT FURAEMBHLTA —
YRy b AV F—T oA AERETHLERH Y 7,

INHEDA U H =T 2 RF, RY V= H—EARF LI >TNHTXTDPSN (VM
N—RZET) THEAMETHLILENSH Y £5, ZHE, ZhbDOTXTOPSN RS
ALty a rOBIRRHCY # A L7 MR SN D WTREMD & D720, MBI T,

e A=V XY P AU X =Tz AL, BBV TRy P EDIP T RLVAZEHT D
EWRH Y F9,

ZITAMNIT DA E =T 2 A AE, R =P —EARF NI TNDHEED
VMAR—=Z2D L D% ETe, T XTOPSNTHHATE DO TRITNIERY FHA, Z
L, ZHBEDTXTOPSNBZF AL vy a OBBIFICY ¥4 L7 MRS
NDAREMED B D T2 O T,

e R—ANDIHAEDOY Tz ML YTV FORBLIFA L E—T = A A TP
R T DR H Y £,

« ISE CLI T ip host x.x.x.x yyy.domain.com Z X EL T, ¥ XU f L F—T A A
IPZFQDN IZv vy B 7 LET, Zhid, fEAFEOV 7Y =7 LTV =7 B
OREA L —HEEH DI ENET,

s IR T 4 T ETZNIC OANPEIRENTWVDEA : PSNNR—F L EZREL LD
ETAHE BUNIARY T A v T A A —T oA AEHRELLYE LET, 2N
LWEAE, BZHLIE, ZOPSNTRUT 4 VI NRESH TV RW=Z8HIZ, PSN
TZ T =N I TR T LET, PSNIZWE A ¥ —T = A A TOR—ZVDOERIR
ERAEE A,

NICF—I VT FIRT 0 70, @M (MkEEE) o7z 2 >OfE5o
NIC R ETE D, OSHEA T a T, EHLLMMDONICICEENREETD &

RUoT 4T ENTERO—HTHDHH O —HFDONICIX, HizhiTLET, 120
NIC AR —H LREICEDSER—Z VT L GRIRENE T,

s MEINIC EXIT DR T 4 7 ENIC DM FRERE SN TV DS  PSN
MPR—=FNVEBRELLIETDE, BRINR T 4T A H— 7:4’/@\%’%

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B svoo x5 0BvoD BE

LEDELET, ZNBHILARWEE., TOPSNIZARY Kty b7 w7 H7%
Mo Z ENFKETHAAREERH S DT, PSNIZWHA L X —T = A ATHR—
ZNEFBLE S & LET,

s [REBHE S V—7 % 7 (Certificate group tag) | : R—% /L®D HTTPS +7 7 4 » 7T T
LREAEZIEET DEAEI N —T X T EEIR L E7,

e =Y RARA 2 NID Z/V—7 (Endpointidentity group) : 7 A R DT /34 A% BT 5729
DTy RARA L FID ZNV—T% @R L ET, CiscolSEIXT 74/ ME LTHETT S
GuestEndpoints D> RiRA > D ZV—7%#H L £, T 740 hEHH LAV
A BMOTY RRA L FID ZA—T%ERT 52 &b TEET,

WEEBDT NA ZAZ BT HI-ODT RRA L FID ZV—7%3R LET, Cisco ISE
X7 7 4V k& L9 5 RegisteredDevices DT> RRA > b ID 7 /—7 Z4ft L %
T TN REFERLARWES, B0 KRS FID VAV —752ERT52 8%
‘(“% ‘ﬁ—o

‘ﬁ/\ £

[T UYOulr—LEHHT S (Usebrowserlocale) 1: 7947 8 77 u¥on
= VR E CHRE SN SEL R —ZNVDOFE RSHEE L HEALET, 790 % o
F—IVDOEFEMNISE THAR— FENTWRWEEIX, 74— ARy 7 SBENSiEA—
b L THERINET,

%t

il
o

o [7 4=y 7 53k (Fallbacklanguage) 1: 77 U¥ ol — A6 SiEE ST
WA, E2E7 7 U r s — L ERERISETHAR— FENTWARWEEIHEMN T2
SR L ET,

s [T (Alwaysuse) |: AR—Z VIEHTHRAREZHEELBRLET, 20
a—Yo7TIuour—N A7 arE EEXLET,

EIE.

e

[ AR W —I2fF AT HE7ZR SSID  (SSIDs available to sponsors) ] : 7° A hDFfcH- 0, A
AU —NELWERLER Yy hT—2 L LTH A MZBIMTE 5, *v hU—7 O4RITE
721Z SSID (v iz v —eRi#HlT) 2ANLET,

BEREY Y
TENFTA T A ZADFFHIABAR—H v
BYOD 7~ — % )V DIERL
TN TS ZEER— S
MDM 78— & )L DAERL
BENFTAE T A ZADEHIABR—ZIVDEET 74 /L0 HIML R —
ENAN T AL ZAERR—FZVDFFET 7 A O HTML H 8 — b

BYOD 7/R—% JL(M BYOD % 3E

ZOFBEDFES — a3 %, [BEE (Administration) |>[T/31 X R—2 JLEE (Device
Portal Management) |>[BYOD ;R—% )L (BYOD Portals) |>[{ERK. REF-IZEE (Create,
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| #BO1—F (28— Tz(ZRDYTFLUR

Edit or Duplicate) | > [7R—

L e |

FILDEMES KUV T7O—MDEKTE (Portal Behavior and Flow

Settings) | > [BYOD E%7E (BYOD Settings) | T3,

DEREZM LT,

IN= VTN TR 2T DUEBDBENITA T A ZAOFFHIAT

@wm)% EXEINCL, ¥Ry NT—2 1T 7 BATELLIICLET,
J4—ILFK FREDOHAA KSA4Y
AUP 2 R—VIZEHDH/AUP 2V 7 L LT | &2tDxy NI —I OS2, Biffa—

%% (Include an AUP (on page/as link))

PFICERINDEIX—=V EOTFHFA L LT,
FIRIZAUPT A R EENIH LW T F
72Xy RuEfC Uy 27 LTERRLE
ﬁ—o

[AE 232 (Require acceptance)

2—YDT T NPERTEIN L DRI
J—ﬁumwmﬁﬁﬁézgﬂ%@iﬁo[
7’4 v (Login) A% X, =—% RN AUP %
ST ANBRWIGEITAENRY F¥ A, 22—
PFRAUPIZRIE LW E, *y hU—Z T
T RBATEERA,

AUP D £ TO A7 m—/L3 8 (Require
scrolling to end of AUP)

ZOF T a it [AUP & X—VIICEH D
(Include an AUP on page) | AN ToH H55
DHFRINET,

2— PN AUP Z it E TRt ATE 2 & MR L
F£7, [[AE (Accept) | AHZ L, =—Hn
AUP DI ETARIu—NTBET 7T 47
2720 £97,

BREKFFIZT ANA ZID 7 4 — v FERRT D
(Display Device ID field during registration)

ek v Az, TN AID &2 — &
RLET, 2T, TS RAIDNHRIHRES
NTEY, BYOD R—Z L&A LTS &
AR TERWGEAELEAET,

EED1—F124—2z24Z20YI77L R ||}
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B issoncoa- sy f—srot—sargs

J4—ILK FEREDAARSAY
JL® URL (Originating URL) X MU= ~OFFEZRIT D & AIREZR

Bl —Yo7r 7 o¥E a—¥RT 7k
AL LD ELTWEITED Web VA MZ Y & A
L7 hLET, VHA LT R TERWEEIL,
PRERR IR — U RERSNET, VAL LT
FURLZANADDT7 7R o ha—)L J A
h&ZDNAD O ISE TREINT-HFA 7 u
T ALY PSN DR — bk 8443 TEIES
HT EriER LET,

Windows, MAC. X ¥ Android /314 A D
BE, #Hl7oeYa = R ETT 5t
n7r7aeva=r Il 4= K77 r—
vasEINET, TORED, ZHDT
PNA ZFTEDO URLIZY A L7 FEREH
Juo 7272 L. i0S (dot1X) L O AR— Fkt
GHDTNA A (R NT—T T 7B AR
AENTWD) TlE, ZOURLIZUZXA L7

FENET,

%Hh~<—2" (Success page) TN ADBEENRN LT 2 L R d =
ERALET,

URL Xy NI =7 ~OBGEZEHTH L, 2—H

DT T IYEIEE SN URL (&40 Web ¥
A R ) WUV HEAL LY FLET,

GE)  FRAFBICHMBURL I A R 2 Y XA L7 T HA, URLT RLAZfFRELT, Bya
MYEA LT FENDETITEBERECLAZ ERH 7,

BErEY Y
AT T NA ZADOEHIAL AR — X L
BYOD 7~ — % )L DAERK
ENFTA T A ZADOFFHIABRKR—H VD FFET 7 A VO HTML ¥ 78— k

SfREOES 3= R—E2ILDKR—2 IILERTE

INDDOBRE~DFT S — a3 "%, B8 (Administration) |>[7/31 X R—2 L EE
(Device Portal Management) | > [(IBAZ 7O E Y 3=>% /R—4AJL (Certificate Provisioning

Portal) | > [{ERk. REF=IZEE (Create, Edit or Duplicate) | > [[R—2ILDEMES LU T

O—®M3E%%E (Portal Behavior and Flow Settings) | > [fR—#% JLEXZE (Portal Settings) | T,
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| #BO1—F (28— Tz(ZRDYTFLUR
MRETOEva=vy k—srok—srke |

« [HTTPS 7A— K (HTTPS port) ] : 8000 ~ 8999 O#iPHOKR— MEEZ AN L E T, T 7 4L
MEIZTRXTOFT 74V 8 R—H/LT8443 TT, 7272L, 77 v 7 VAN K=
8444 T¥, ZOFPHADR— MEEZEHLTT v 77 L— RLIZHAIE, ZOX—VTE
Waz5bETHFFSNET, ZOXR—VEETT L85, ZOFIBRIZHED K HI2A—
FMREZXHEHLET,
TFANR—=ZNWZIET AN R—=2)V (A THRARRE) Lo THEHSNLIR— %
HOBTHE, =T — AvE—UNRRRINET,

RAF XM L EEICHONTDI, 7 I5AT 2 N FrbePa =7 R —2 TR — k8905
BLU809 AL ET, ZNLUADEEIE. YA N R—=ZL~DED YT LELR—
FEfEHLET,

[ U HTTPS AR— MZE W 4 ToHNTHR—X T, RILXFHEY A=V Ry b A HF—
T2 AAERIFRNOA L F—T 2 A ZAZFEHTEET, TNOOR—FANRFELR—F &
A B =T 2 A ADMBEDEEMFEHL CWDEHE, R CGEHES V-7 2 7 2T 5
VBN BV F4, WITHIZRLET,

« ARV — R—=ZLZp e UTHER LA HAEbEERIORLET,

« ARUVY—IR—H)L : IR— 8443, A L H—T = A A0, FFHEX A, BIO
FRAZAR—=F)L : R— 8443, A LV FZ—T = A 20, FiFHEIS L—TF A

c ARVY—R—EF) R — 18443, A EF—T A A0, AAEISNL—TA. B
JOTNAAR=HI i R—F 8445, A X —T = A A0, fEAEI/ L —T7B

e ARY—R—H)L : IR— 8444, A L H—T = A A1, FFAEIS L —T A, B
FOT I VA RNR—=Z)L  R— 18444, A L HZ—T = A A0, FFHES L —
7B

o RN A E DRI DT ENE T,

c ARV —HR—L)L : K= 18443, A V4 —T = A A0, FEHIEIN—T A B
KOTF AL A R=H)L 8443, A V5 —T = A 20, GEHIES L —T B

CARUVY—R—F) R — 18444, A E—T A A0, IFAEZ TA. BIW
TT7 9T YVARNKR=H)L I R—F 8444, A H—T A A0, FFAEINV—T
A

s [EHATHEA % —7 = A A (Allowed interfaces) ] : PAN NAR—Z /L OFEITIZHEHTE S

PSN A VX —T7 = A4 AZ@RINLET, A—H/L%&BH < ERKN PAN TITbivd &, PAN T
PSN CfE i AlREZe R — F 2R LET, B2 7 Xy hEDOIPT RUVAZMEHLTA —
YRy b AV E—T oA ALRETDHLERHY 9,

INHEDA L E—T A RE, R — P —ERARF N5 TWVATXTOPSN (VM
NR—R%Ete) THEAMETHIMLERNH Y 9, Zid., ToDTTODPSN NS
ARy a VOEIHCY #4 L o MIER SN TR & 5 120, MABETT,

o =YXy b AV H—T AR F, BBV Ty hEDOIPT RLRAEERAT LM
ERHY F9,
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EENI—HF AV —T(RDOYT7LVZ |

B issoncoa- sy f—srot—sargs

ZITHMICT DA =T =2 A AT, RY =P —ERARFT TR TND EED
VMAN—=2D b0 %G, TNTOPSNTHATE 20O TRIFNERY FA, 2
L, ThEDFTXTOPSNBT AN £y a Y OREHZY A4 L7 MIER S
WD AREMED & B T O MIHATT,

e R—ZNVDHRAEBOY T2 "MLV T2 FOREBLIZA o F—T =1 A TP
R DR H Y £,

« ISE CLI T ip host x.x.x.x yyy.domain.com Zg%x &L T, Bl XV f L Z—T A R
IP%FQDN ICv vy B 7 LET, Zhid, GEAEOY 7= a7V =7 b
DOREEA & —B LTI SET,

e ARUT 4 T ENTENIC DAPFIRENTNDEGE : PSNBR—HXLEREL LD
ETDHE. EE%)J IR T AT A =T 2 AEFRELLIELET, DD
L72WEE, BELLIE, ZTOPSNTRUT 4 VT NEEIN TN ZHIZ, PSN
T=J— 75>uaﬁémfn’é<7 LET, PSNIZWHLA o ¥ —T = A ATOR—XI)VDBRLE
A ER A,

NICF—S VT FEREFRT 4 70F, @ (MFEEME) o722 >OfE5o
NIC R ETE 5, OSTHEA T a T, EHLOLMNDONIC ICEENEETS &
Ry T 4 TSN O ThHH 9 —FHONICIE, HEishiitLET, 12D
NIC NAR—F IR EICFESER—F kL GREIRENE T,

« MBEINIC & RST DR T 4 7 ENTENICOE T NRE SN TV DHEE - PSN
MAR—FNERELEL) ETDE, BANCHR T 4T A X —T = A A~BE
LESELET, ZODBHIILRNGE, ZOPSNIZARS Ry M7 v 7Rk
Mol Z ERRRTH D A[FENH 2 DT, PSNIZWHEA v X —T = A A THR—
FEBB LIS ELET,

o [RERFE 7 Vv—7 2 27 (Certificate group tag) ] : AN—X /LD HTTPS t 7 7 4 » 7 IZfEHT

LEEAEZIRET DFEAE SNV —T F 72U 7,

7 7 (Authentication Method) ID Y — A JIAF (Identity source sequence) : —-— Bkl
M9 2 ID ¥ — R JEF (1SS) iﬁ_iHX7m/»f&——(mm ZEIRL £9, ISSIE, = —
VI LT vy VBT O DIERICHESND ID A T DY A FTY, KLk
X, NI A~ 22—, V\Hfﬁi%ﬁ‘\ Active Directory, LDAPT 4 L' 7 NU 22 ERH D F
R

CiscoISE |21, AR — 7"—4 L Sponsor_Portal Sequence DT 7 + /L kD AR —
ID Y —=REFREENLTHET,

IdP # X ET 5121%. [EE¥ (Administration) |>[IDDEIE (Identity Management) |> ][5}
HIDY—X (External Identity Sources) |>[SAMLID 70/« #— (SAML Id Providers) |
DNEIZRIR L £797,

ID Y —RXNEFZFTET HI2iE, [EE (Administration) [>[IDOEEE (Identity Management) ]
>[ID Y — AJIEf¥ (Identity Source Sequences) | DNAIZIER L E
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| #BO1—F (28— Tz(ZRDYTFLUR
MRETOEva=vy k—srok—srke |

o [AGRBE IR T N—T D% E (Configure Authorized Groups) ] : sEFAE Z 4K L CTE L% [EER
# 7 (Chosen) 1> 7 ZACBENT D720 DMHEREZ (T 52— ID 7V —7 %2R £
j—o

o [FE2Eff K A A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) | : AR —F 7=
XTI A R—=Z )UKk T 5 1 DDEAD FQDN £7213A A M2 AN LET, 72 &
%1%, sponsorportal.yourcompany.com,sponsor & AJJ 952 LT, 2—HE7
FUFIZINEDONTNEANTHE, ARV —R—FVRFRENET, ho~vE
BHLTARIEZXEY £T08, = hURBICASN—=XEHA LN T E I,

7 7 4/V F® FQDN 2 H T 58518, REFEITLET,

«DNS ZH#H LT, # LV URL ® FQDN NAEWRR Y > — $—E A J— K (PSN)
DIPT7 FLRIZEIRT A LI LET, PSNOT— &2+ 20— K XZ7 00D
AR 7 FUAEZRRET HZ L TEET,

« BETOR I L DAFHEDESL X v — V2 [ARET 5729512, CiscolSEPSN D 17—
N = GEHEOY TV =7 MUEL (SAN) BYEIZ, B AZ~ A XAEii- URL
D FQDN 721XV ANV R A—REaEnEd,

[TA KNV ZALTTU L (dletimeout) ]: R—FNVTT 7T 4 BT 4 BWEWEEIZZ—Y
Zn 77 7 b4 5 E TIT Cisco ISE 25T 205 (43) 2 AHLET, A& 1
~ 3049,

A4 R—UDERE (Login Page Settings)

« BHERIRE TOmAR R 7 A 34703 (Maximum failed login attempts before rate
limiting) ]: CiscoISENT7 BV hOAry hEIGTAETOR—DOT I UH &
varnbor 7 A URITRBIEREAEELET, Kk, T ory 2T

MIEEETAL, Ary MVERE BHEGIRRFO 7 7 A 3 ATHKR (Time between login
attempts when rate limiting) ] CiX/E SIVET,

« [AUPE & 5 (Include an AUP) ]: 7 —IZRIHBFI_—T 2B LET, AUP &~<—
DIGBINLIZY . OR—=U D) T EBRETHIENTEET, InEBNT5 &,
HlDO 7 v —DmEgnRE»LY £9,

o [FIE D ME (require acceptance) | : 7 B — % T3 DHINIC, =—F7 AUP IZFEET
L X IZm LET,

FARE (AUP) R—IERTE (Acceptable Use Policy (AUP) Page Settings)

« [AUP X—T %% ® 7% (Include an AUP page) | : &fhD x> MU — 7 EHGESMEA . BIO
NR—=UTa—FIZRRLET,

« [PEEBITHID AUP 2 3% (Use different AUP for employees) | : fit3£ B H AR D
AUPBLO %y NU— RS EF R LET, COF 7y a v EBIRTH L, [1EE
BMH® AUP % 2% v 7 (Skip AUP for employees) ] IZEIR TX FH A,

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B /57 rTgnevazvyk—sroR—argE

« [IEEE D AUP % A% v 7 (Skip AUP foremployees) | : #E¥81X, *v U —21ZT7 7
AT HENCAUP ICAIET D2 LEEH Y WA, ZOFTva v ERINTH L [EER
(2B AUP Z{i 9% (Use different AUP for employees) | (#IRN T XA,

o [[AE2 M (Require acceptance) | : L—H DT v MNERICHEDI /R DA, —

FILAUP IZRIETHHMENHY £7, [ A (Login) | AR¥ L, ==—3 2 AUP %
T ARG EITAEDICRY EEA, 2—FNAUP IZRELRWESE, Xy hU—7
W7 7 BATEEHA,

* [AUP Otk ETOA T a— /L33 (Require scrolling to end of AUP) ] : [AUP & _X—
\Z5 % (Include an AUP onpage) | Z AN LIZHBICDH, ZOF T2 a VinKRS
WET,

Z—WRAUP Z itk £ Tt A E2MER LET, [[AE (Accept) | AR H ik, =—¥MN
AUP DI (ETAI B — LT H5LT 7T 4712780 £3, AUP BNa—HFlcFRrEiiz
BIZRE LT,
s [®EIO B 7 A > DF (Onfirstloginonly) ]: Z—HFRFID TRy NU—7 /IR —
Fpicu s A Ll ZICAUP R R LET,

c[mZ7 A& (Oneverylogin) |: 2 —¥Nxy NT—7 iR —2icm 74 v
THITELIZ, AUP KRR LET,

[ BHZE WElorZ A hb)  (Every  days (starting atfirstlogin) ]: %> U —
IRR—=Z N a—FRDTr 7 A Lthid, AUP ZEMIICER L ET,

EErEYY
EHETRE Y a =7 K=V
IIA TN TREYa =T R—ZVOER
AHES DY a =0 R—FLVDEFET 7 A /LD HIML HR— b
D347 TREDIZ VT R—2ILDKR—FILERFE
INBDORE~DOT = a3 8A%, [EE (Administration) |>[T/34 X R—5 )L EHE
(Device Portal Management) |>[7 54 7> b 7OEY 3 =% /R—4% )L (Client Provisioning
Portals) | > [{ERL. #RE&E. EH E=(XHIBR (Create, Edit, Duplicate, or Delete) | > [[R—%Z LD
BES LU T70—DERTE (Portal Behavior and Flow Settings) | T7-,

R—ARILERTE
« HTTPS 7"— b (HTTPS Port) : 8000 ~ 8999 OHiHDOKR— MEEZ AN L E T, T 741 b
EIXTRTCOT 74V F R—F L T843TT, 7272L, 7T v 7 U A NR—H/NL8444
T, ZORENOR— MEEZFHLCT v 77 L — R LEHEIE, ZOX—VTEES
Mz BETHRINET, ZOXR—VEETTLHHE, ZORIBRIZHED X ICHh— FEE
EERTLMLERDY 7,

fFHHMHEA 2 —7 =14 A (Allowed interfaces) : R—H L HEZEITTEXSHPSN A L H—
T oA AR UET, PSN THEHRIEERA & — 7 = A A% Afifi 2. 72 PSN DB DR —H
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| #BO1—F (28— Tz(ZRDYTFLUR
9547k FReEvaz=yy k- rok—srgz |

NEER CE £, MHEBIOR T A o 7 ENTA 2 —T 2 A4 ADIEE DA R
ERETEET, ZIUEIPSNEEOBRETT, TRXTOR—F I INEDL o H—T =
A ATOLENEL, DA F—T oA AREITTNTOPSNICEHAINET,

BB T Xy FEDIPT FLAEFEHLTA =Y Ry b A X —T =2 A ABEE
THULENH Y £3,

IITENNCT DA H—T A R E, R =P —EARFTNIRoTNDLEED
VMAR—=Z2D L D% ETe, T XTOPSNTHHATE A LD TRITNIERY FHA, Z
NiE, TNEOFTXTOPSNBNT AN By a rOBBRFIZY XA L7 NMIEHAS
NDAREMED & D T2 O MZE T,

e R—HNVDIAEDOY TV 7 "N TV FORBELIT, A F—T A AP
RSN A LENRH D F9°,

« ISE CLI @ ip host x.x.x.x yyy.domain.com &5 %V A % —7 = A AP & FQDN
By BT HEICRELET, ZNTREAFEOY 7V =7 NM/Y TV =7 D
REA T —BSELTDIEHINET,

e IRUT 4 T ENTZNIC DHNBEIREN TS PSN R —Z VAR EL LD
ETDE MUNCAR T4 T A H— 7:4’%75: /“:El,ctjé:b?ifh, b g Wi 5 E))
L72WGE, ZTOPSNIZARY Kty bR eno7zZ ERFINTH D AREEN H 5 D
T, PSNIZ= 7 —%58k L TR T LET, MBS L —T oA ATHR—F VARG L
L LTI LERA,

NICF—I VT EEFIRT 0 70, @l (WEEN) Oz 2 >OfEEo
NICZBRETE D, OSHEA TV arTT, ELLLONICIZHREENRET D L,
Ry T 4 TSN O ThHE 9 —FHONICIE, skt LEST, 12D
NIC AR —HF NVEREICIEDE R = st L TRIRSVE T,

« MEENIC &R T 2R T 4 7 EHTNIC DO T ARE SN TV DA - PSN
NR—=HNVERELILIETDE, NSRS T AT A H— 7I4RAEM
LESELET, TRAREIILARWGE, ZOPSNIZARY Rty M7 v 7R
Mol Z ENFKTH D ARetED 8 5 DT, PSNIIWBA v #Z—T = A A THR—
FZuERB LIS ELET,

AEPRE SV L—7 % 7 (Certificate group tag) : R—HZ /LD HTTPS 7 7 1 v 7 (ZEHT 5
ﬁ%%ﬁwwf®7wwf&ﬁ%@mbif

[#BAE 2 (Authentication Method) 1] : PREGECEH T2 ID v —RJIEFF (ISS) it
ID 7'm /A & — (1dP) %@?ﬂbi# ISSIE, ==V 7 LT Uy VEMERT 5720
NEZE @ﬁéhémzb7®)xbfﬁottzi\Wﬂ&zbnw#\mﬂnw#\
Active Directory, LDAP 72 3% 0 £97,

CiscoISEIZiE. 7 I9A T v h o yla=r I R—2VHOT 73V sD7 74T b
ZubvYa =7 1D Y —RJAFF Certificate Portal Sequence /35 FAL TV E T,

« SE(EM KA A >4 (FQDN)  (Fully Qualified Domain Name (FQDN)) : 7 7 A 7> k 7
nEYa=r S R— &w% (2 EH 1 OO —EDFQDN, KA My, £7213Z O )5
EAJILET, 72L& xiX.  [provisionportal.yourcompany.com] & AJ) L7256, =—%ix

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |

B /57 rTgnevazvyk—sroR—argE

N

INHOWTNNET T UFICAN L GERE v E Y a =7 R—H VIZBETE E
ﬁqo

+DNS Z 8 H LT, #H LW URL ® FQDN BNAZNRARY v— $—E R /— K (PSN)
DIPT FLAZHERICREIT L L H9ICLET, PSNOTF— L2+ 50— RF 5
VY OEAIP T RVAZBETDHZ EHTEET,

« BHTOR—EIC L DA EOES X & — V2 [ERET 572512, CiscolSEPSN 7 —
TN = SGEREOY 7V = 7 MUES (SAN) BIEIC, WA X~ A XS/ URL
D FQDN £7/21ZV AV RI— Fa&Eb»£T,

N

GE) URLUYFA VLY NelDIIA4T > h7Taeya=r7 04,
[FERfER KA A 4 (FQDN)  (Fully Qualified Domain Name
(FQDN)) 17 4 —/v RIZATT 5 R —% L4 1%, DNSFHE Ci% €
SNTWOLMERHY EF, URLV XA L7 N LDy FA4T v
N ya=r T EENIT HD, 2O URL 22— 2l
HTHMERH Y ET,

e 7A RNV ZA LT N (Idletimeout) : R—FIVTT 7T 4 T 4 BRI —F%
0277 Y 9% E TIT Cisco ISE T D05 (47) 2 AN LET, AL 1 ~
30 73T,

GE)

IIAT R TREYa =7 R—F LV TEAR—- MR LIEPAHELERTEET, ik
D, RAMIZIFIAT o TR Ya = 7 ERAF Y ICRACiERELZ YV n—F$52 L
PP LET, R—FZAGEAENEXLRRERICEIVBEL SN TWDLIGE, X2 )T ¢ 8E
EFERRENEFA, HEBAERAEOSS, AR—% /L & Cisco AnyConnect Posture =2 >/ 78— %
YIEOWMLTER 2 )T 4 EEEZITRY £7,

A4 > R—IUDEE (Login Page Settings)

c[m A4 DFXME (Enable Login) 1: 7 7A T b 7rbya=vr R=21ronrsA
VEIEEZENCT HITIE, ZOF oy T Ry 7 AEERLET

c BHERIRE TORRr 7 A 3847 R0 (Maximum failed login attempts before rate
limiting) |: —DO7 7 U¥F vy varnoou A B ITRMEREEELET, 20
Mz d 25 &, CiscolSEldr 74 ViliTA2 FET TE 2HEZBERMIZIR TS E T, B
mowv 74 BT EEET, v 7 A VRIS Z OBEFEICE LI O v 7 A 3T ORI
X, [BEHEHIREF D 7 74 31T (Time between login attempts when rate limiting) ] T
EINET,

s BEEHIBREREO 7 7 A 3 ATRIBE (Time between login attempts when rate limiting) | : [/
[RECoRRke 74 R ITHEEL (Maximum failed login attempts before rate limiting) ] TiE
RINBEOr 7 A L ORMBIC, 2—FRFEER 7 A > E2FITT 25 £ TIFHET D4
Y3 & DR 2 oy AL TRRE L £

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
9547k FReEvaz=yy k- rok—srgz |

* [AUP ZX—VIZHEOHH/AUP # Y 7 L L THE® D (Include an AUP (on page/as link)) ] :
SFORy VU= HEHO#ERM A, BIE2—FICRRINDIX—V EOTHFAMEL
T, FRFAUPTHX AR MREENDIH LI TEIZTT 4 Ry EH Y 7 L LTH
/j—_\‘[/i—a_o

[[FENLE (Require acceptance) | : IN—H )WZT 7 A F HENZL—F 0 AUP #5211 A
NoZEmERLET, [mF7 A2 (Login) AR %, —H2 AUP &% 17 AL/
BIFAEIMCRY A, AUPZZIT ANRN—HT, R—F T 7 EATEERA,

[AUP O FTO A7 u— V33 (Require scrolling to end of AUP) ]: [AUP & -X—
\Z5 % (Include an AUP onpage) | Z AN LIZHBICDH, ZOF T2 a ViInKRS

NEF, 2—FNRAUPEZHREE CTATLZ 2R LET, [FE (Accept) JARZ L,

2—HRAUP OREETAZ u—ATELT 7T 4 TR £7,

FARE (AUP) R—IERTE (Acceptable Use Policy (AUP) Page Settings)

* [AUPZ 5 5 (Includean AUP) |: 2thDOFx v MU —7EHFESRMEEZ, BlOR—Y Ta—
FIZFRLET,

* [AUP Dt £ TOA Y v —/LA3E (Require scrolling to end of AUP) ] : ==—H 7% AUP
EEBICHATEZ LR L ET, [AE (Accept) AR K L, 22—V N AUP DIthkE T
A= NTHET 7T 4 7ITR0 ET,

s [#EDOa 7 A D (Onfirstloginonly) | : —HNRRy NT—2 TR —FLITHD
Tar7A Yy LIt &0, AUP 2HRRFLET,

(@7 AT (Oneverylogin) |: 2—¥NRRy hT—T E7IR—2ica s A 95
ZliT, AUP ZFRRLET,

[ HZE (WiElova A v6)  (Every days (starting at firstlogin)) ]: ®* v bV —
IRR—=F N Za—FRPDTr 7 A Lictkid, AUP 2 EHIICR R LET,

KRR +ASA 2 N F— R—UFKTE  (Post-Login Banner Page Settings)

[RA BT A2 NF— =T %G5 (Include a Post-Login Banner page) ] : = — ¥ NIEHF I
nJA Ltk Xy NU—0 TR EINDRNGENEHRZ RS LET,

JINRAT)— FZEERE (Change Password Settings)
[N —HFICHH DA T — ROEEZFFA[T 5 (Allow internal users to change their own
passwords) ]: fEEEN I TA T o va=mr I R—=Ficu s A4 LT, BHD/RA
U—REEETELHEIICLET, ZHIE, 7H Y b Cisco ISE 7 — # _X— ZRIF S 41T
WAHREZE BT &4, Active Directory =° LDAP 72 & DAV T — Z R— A BRFE SN TV D5
AIIFEH S EE A,
EErEY Y

JIAT N TrEeYa =T K=

754 Tk ey a=r s =2 OVER

EED1—F124—2z24Z20YI77L R ||}
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EENI—HF AV —T(RDOYT7LVZ |
B voms—sioegane (L 70 2 EmEE

DIGAT LN IR EY g = S AR—EIVDEIET 7 A /LO HIML R — K

MDM R—Z JLDREEXEEDE/NA )L T/INA REEERTE

INBDORE~DFT B — 3 X2 %, [BE (Administration) |>[T /31 R R—42 L EE
(Device Portal Management) |>[MDM ;R—% /L (MDM Portals) | > [{ERL. #REF-(FEHR
(Create, Edit or Duplicate) |>[R—Z JLDEMES K U7 O—DEE (Portal Behavior and Flow
Settings) | > [EEBDE/NA L T/A4 REEELTE (Employee Mobile Device Management
Settings) | T~

B OBIEEHM LT, MDMA— 4 /L & BT 5 HEERDE A L 73, ZFH (MDM)
HREA AT L. AUP =7 2R = 25 Ex% LET,

J4—ILK FEREDHA RS2
AUP #R_X—UICEDLH/AUP &2 ) 7 & LT | 2toxy MU — 7 RO E, SHEL—
8 7% (Include an AUP (on page/as link)) FIZERENDEZR—=V EDTHFA ML LT,

FRITAUPTF A MREENIH LWWF T F
723U RUZB< Y 7 L LTHERLE
7,

A& 23 02 (Require acceptance) 2—FDT A7 MRERITENI R DENT,
Z—HPIXAUPICRIBET HDLERH Y 3, 2
74> (Login) 1 AHR¥ X, =— 13 AUP %
ZFANBRWGEITAEDNRY T A, 22—
PRAUPICRIE LR WEE, Ry FT—21Z

T REATEEEA,
AUP DL ETOAT o — /LB (Require | Z DA 72 3 id, [AUP ZX—JIZED 5
scrolling to end of AUP) (Include an AUP on page) | AN TH H56
DHFRINET,

Z—YNAUP Z ik £ CTHtAle 2 L AR L
F9, [[AE (Accept) | R¥ ix, =—Hn
AUP Ol ETCAIO—NTHEETIT 47
W20 £,

EErEYY
ENRA ) TN RFEER—H )L
MDM A — & /L DR
Mobile Device Manager & Cisco ISE & O AH A1 H 1

FINA R R—BIILDR—BILETE

INHORE~DFT S =3 "%, [BE (Administration) |> [T /31 X R—42 L EE
(Device Portal Management) | > [T /34 X F"—#% )L (My Devices Portals) | > [{EfL. #R&EE
f=1X# 5 (Create, Edit or Duplicate) |>[/R—Z JLDFEE LUV 70 —DERE (Portal Behavior

and Flow Settings) | > [[R—#% JLEXTE (Portal Settings) | T,

B gE01—4AU8—T4ZADYITIFLUR
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| #BO1—F (28— Tz(ZRDYTFLUR
714 2 f—anor—srsz |

« [HTTPS 7A— K (HTTPS port) ] : 8000 ~ 8999 O#iPHOKR— MEEZ AN L E T, T 7 4L
MEIZTRXTOFT 74V 8 R—H/LT8443 TT, 7272L, 77 v 7 VAN K=
8444 T¥, ZOFPHADR— MEEZEHLTT v 77 L— RLIZHAIE, ZOX—VTE
Waz5bETHFFSNET, ZOXR—VEETT L85, ZOFIBRIZHED K HI2A—
FMREZXHEHLET,
TFANR—=ZNWZIET AN R—=2)V (A THRARRE) Lo THEHSNLIR— %
HOBTHE, =T — AvE—UNRRRINET,

RAF XM L EEICHONTDI, 7 I5AT 2 N FrbePa =7 R —2 TR — k8905
BLU809 AL ET, ZNLUADEEIE. YA N R—=ZL~DED YT LELR—
FEfEHLET,

[ U HTTPS AR— MZE W 4 ToHNTHR—X T, RILXFHEY A=V Ry b A HF—
T2 AAERIFRNOA L F—T 2 A ZAZFEHTEET, TNOOR—FANRFELR—F &
A B =T 2 A ADMBEDEEMFEHL CWDEHE, R CGEHES V-7 2 7 2T 5
VBN BV F4, WITHIZRLET,

« ARV — R—=ZLZp e UTHER LA HAEbEERIORLET,

« ARUVY—IR—H)L : IR— 8443, A L H—T = A A0, FFHEX A, BIO
FRAZAR—=F)L : R— 8443, A LV FZ—T = A 20, FiFHEIS L—TF A

c ARVY—R—EF) R — 18443, A EF—T A A0, AAEISNL—TA. B
JOTNAAR=HI i R—F 8445, A X —T = A A0, fEAEI/ L —T7B

e ARY—R—H)L : IR— 8444, A L H—T = A A1, FFAEIS L —T A, B
FOT I VA RNR—=Z)L  R— 18444, A L HZ—T = A A0, FFHES L —
7B

o RN A E DRI DT ENE T,

c ARV —HR—L)L : K= 18443, A V4 —T = A A0, FEHIEIN—T A B
KOTF AL A R=H)L 8443, A V5 —T = A 20, GEHIES L —T B

CARUVY—R—F) R — 18444, A E—T A A0, IFAEZ TA. BIW
TT7 9T YVARNKR=H)L I R—F 8444, A H—T A A0, FFAEINV—T
A

s [EHATHEA % —7 = A A (Allowed interfaces) ] : PAN NAR—Z /L OFEITIZHEHTE S

PSN A VX —T7 = A4 AZ@RINLET, A—H/L%&BH < ERKN PAN TITbivd &, PAN T
PSN CfE i AlREZe R — F 2R LET, B2 7 Xy hEDOIPT RUVAZMEHLTA —
YRy b AV E—T oA ALRETDHLERHY 9,

INHEDA L E—T A RE, R — P —ERARF N5 TWVATXTOPSN (VM
NR—R%Ete) THEAMETHIMLERNH Y 9, Zid., ToDTTODPSN NS
ARy a VOEIHCY #4 L o MIER SN TR & 5 120, MABETT,

o =YXy b AV H—T AR F, BBV Ty hEDOIPT RLRAEERAT LM
ERHY F9,

EED1—F124—2z24Z20YI77L R ||}



EENI—HF AV —T(RDOYT7LVZ |
B =z r—srok—sre

s ZITHMNIT DA =T 2 A AT, R =P —ERARF TR TNDHEED
VMARX—=Z2D LD EET, T XTOPSNTHEATE L0 TRIFIUIRD FHA, 2
L, ZNHEDOTXTOPSN BT ANy arOBEIFICY X4 L7 MIER X
D ARENEN B D 1= D ME T,

e R—ZNVDHRAEBOY T2 "MLV T2 FOREBLIZA o F—T =1 A TP
RS DR H Y £,

« ISE CLI T ip host x.x.x.x yyy.domain.com Zg%x &L T, Bl XV f L Z—T A R
IP%FQDN ICv vy B 7 LET, Zhid, GEAEOY 7= a7V =7 b
DOREEA & —B LTI SET,

e ARUT 4 T ENTENIC DAPFIRENTNDEGE : PSNBR—HXLEREL LD
ETDE, BANCAR T4 T A —T oA AR ELLY ELET, 2B
LARWEES, BEHLIE, TOPSNTRUT 4 IRRESNTHRNTZHIZ, PSN
TZT =D IN TR T LET, PSNIZWHEA > ¥ —T = A ATOR—ZLOBIG
PR AEE A,

NICF—I VT EEFR T 0 70, mal At (WEEN) Oz 2 >offERo
NICZRETE D, OSHEA TV arTT, EHLLMLONICIZEENRET D L,
Ry T 4 TSN O ThHH 9 —FHONICIE, HEishiitLET, 12D
NIC NAR—F IR EBICHE S ER—F Kk L GEBRENE T,

« MFENIC & XIS T 2R T 4 7 EHTNIC DO T ARE SN TWDHEHE - PSN
MAR—FNVERELLI) ETDE, BANCR T AT A U H—T = A A~$EfE
LESELET, ZODBHIILRNGE, ZOPSNIZARS Ry M7 v 7Rk
Mol Z ENRERTHDLAREMENH D DT, PSNIZWHEA X —T = A ATHR—
FEBB LIS ELET,

s [fEAEZ V—7 % 7 (Certificate group tag) |: AR—F /L@ HTTPS N7 7 ¢ » 7 IZEHT
HIFAELZIRTET HEAEI N —T7 X a8 IR LT,

. [sE2fEfi KA A 4 (FQDN)  (Fully Qualified Domain Name (FQDN)) | : AR ¥ —F =
IXT A A R—=F KRGS D 1 DOEA D FQDN £7213HR A A& AN LET, =&
ZI¥. sponsorportal.yourcompany.com,sponsor & A9 252 LT, =2—HiL7
TFZUFIZINEDOWTINNEATITHE, AR —R—FLPRERENET, ho~%E
EHLCTARIEZXEIY £T208, =2 P RBICASNR—=ZXZHA LN TLEI N,

T 74/ O FQDN 2 ZH 3 5551%, WEFITLET,

+DNS Z8H LT, #H LW URL ® FQDN BNAZNRARY v— % —E A /— K (PSN)
DIPT RLVAIZHRRTHE I LET, PSNOT— L EEHT L0 — K T 50D
RABIP T FLRAZIEETHZ LB TEET,

 LETOR—FIZ L HIEAEDELE X o — D% Bl 572 DI2, CiscoISEPSN O 12—
v =GR EOY T Y = 7 MUE4 (SAN) B, A X~ A XS ivlz URL
D FQDN £/ 1xV AV R I — Fa&bE1,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR

71z f—anor—srsze |

FBAE 5 (Authentication Method) ID Y — RJIEFF (Identity source sequence) : -— Y FEGEL
i35 ID ¥ —RJEFF (ISS) itiID7 mAA Z— (IdP) ZERL £J, ISSIF, ~—
P I VLT U VEMERT DTDIEFICHRRSINDID A TDOY A RTY, 7o&
X, WERZ A b —H NEl=—, ActiveDirectory, LDAPT (L7 hU 22 E0NH 0 F
7

CiscoISE |Z1%, AR > — 4" —# )L Sponsor_Portal Sequence DT 7 4 /L kD AR 4 —
ID Y —AMEFREEINLTOET,

IdP 5% ET 5 121%, [EHE (Administration) |>[IDDEE (Identity Management) |>[4}
ZIDY—R (External Identity Sources) |>[SAMLID 70/\4 4 — (SAML Id Providers) ]
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T 5121k, [EE (Administration) |>[7T/31 X
R—A JLEE (Device Portal Management) | > [5%
iE (Settings) |> [KEBEBZHKEFAT/INA R
(Employee Registered Devices) | Zi®R L £,

Cisco ISE 7 —# R—=ZA M5 T /31 A% SERITHIBR
TBI2iE. [7—Y 22— (Work Centers) |>
[y kD —%5 749+ AX (Network Access) | > [ID
(Identities) |>[T > K7R4 > k (Endpoints) | %
N L E 9,

U #E (Stolen)

FTRTOF A A,

THAAPEENTZ L EWEEBPRTZENT
XHEICLFET, ZoOT T vaviE TAAAR
R=B VDTN AD AT —HF A Ze [k

(Stolen) 1ICHH L, 77 v 27 U A bDTY R
A2 bDID T IN—TIZEDT A AZ&BIM L, FiF
HELHIRLET,

TNA A vy

MDM B §kT /A A D I,

T ADRETNTWEEN A LTS E, (¥
ENT TN R R—=F 05 Y E— N TTA
A ARy 7 TELLIICLET, ZDOT 7=
VNZE ST, TS AOREFEMMBBHIEEVET,
72120, T3 A R—H )V TIEPIN 2% ECTE 72
Wz, TEEBNFRNCENA L T, RTHRE
LTEBILERHY £,

B gE01—4AU8—T4ZADYITIFLUR



| #BO1—F (28— Tz(ZRDYTFLUR
FIRAR K—BLDTA X HRET4 ZDEm, &k sLvr [

Z4—ILEF FRALEDHA FSA4 >
43R (Unenroll) MDM #8773 A A D Fx,

W45 T NA A EHT 20BN oo Te G h
W2, REEBN O T v a v EBIRTE DL HIC
LETd, 20773 arTlE, 28RS A b—
NLTWBT TV r—a vy EREOHNHIRE
. WEBDOENLINTF AL ZEOMOT Y r—
arvBIOT—ZIIMHERE S NET,

EiHZE (Full wipe) MDM %k 7 /3 A A D Ir,

TNA AZRLIZD . BT LS DI LTZY
LG Els, WMEBNZOF T a U aBIRTE
59 CLET, 2T 7 a TR, /EED
FNRA )L TR R TR O T 7 3L FERE
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