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B—HNT 4 A7 DYRY M) EERLET, =& 21X, Tupgrade] LWV D VAT MU A/ERTX E9,
Example:

ise/admin¥ conf t
Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.

ise/admin (config-Repository)# exit
ise/admin (config)# exit

CiscoISE-PIC 2~ > R7 A A4 % —7 A A (CLI) »25, applicationupgradeprepare<upgradebundle
name> <repository name> 2~ K& A L £,

ZDavwr R, Ty T T L= RN RAERIOFIATER L7cn—A v U ARY U Tupgrade] (23—
L. MD5 & SHA256 F= v /% L%k —BRRLET,

Note 7 w77 L— Rk, SSHEH Tr 71 > L. show application statusise =~ > K&+ 2 =
T, Ty 77— FOETRUZFRTEET, ROA v E—UNFRSNET, [%NOTICE:

Identity Services Engine upgrade is in progress... |
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What to do next
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T T T L= RRBREFICET LN E )0 EHRTHI2E. ROWTNILOF T v a v EFETLET,

adelog 7 7 A NVTT v 77 L— 7t 2 %2R LE T, adelog 7 7 A /LA KR T HITIE, Cisco
ISE-PIC CLI 2>k D 2~ > K& AJ) L %9 : show logging system ade/ADE.log.?

STEP @ grep T7 v 7' 7' L— ROETRINEZ TR TE ET,

info:[application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks
info:[application:operation:preinstall.sh] STEP 1: Stopping ISE application...
info:[application:operation:preinstall.sh] STEP 2: Verifying files in bundle...
info:[application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before upgrade...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node from current
deployment.

info: [application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the configuration
data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node to primary
of new deployment...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 7: Downloading configuration data
from primary of new deployment...

info:[application:operation:isedbupgrade—-newmodel.sh] STEP 8: Importing configuration data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration data
upgrade for node specific data...

info:[application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T database upgrade...

info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

info: [application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded
data to 64 bit database...

TONFHEBRBELT, Ty XL — KRR L2 2R LFET,

Upgrade of Identity Services Engine completed
successfully.

showversion =2~ > RZFITL, BN RAA—=Va U ERIELET,
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« show application statusise =~ > FZ AN LT, T _XTOYF—EARFATINTND Z L2 LE
R

Ty TI9L—FOEEMSDEITE
COETIX, Ty T T L— ROREENS ORIERHI LB REEICOWTHA L £,

FNIZ, A A=TEFERL, FiHA VAN NVEFEITLT, T—XEETT DI ENNIET
ROHGENDHY ET, 7Ty L — REBGT HHIIZ, Cisco ISE-PIC DFXET — X D/ 7
Ty TINEETHZENEETT, KT — ¥ X— A ORRERAERZIXHEBICERENED
O— LRy INRELONETH, 2T 4 Fal—arT—H a7y 7L T
NEIETT,

O » > i ==
TvIT9L—FDESE
IDvIarTiE, MO T —D— @ EFT DT —nbDREFIEEZHHA L £,

\}

GE) CLIZST v 77 L—FRouas, avy—LAhoT vl 7L —FROAT—FZ ARHRTH L
MWTEET, Ty 77— ROBITRIARRT 2I121E, CLIICR 74 357, CiscolSE-PIC
J—RKoary—EHRLET, CiscolSE-PIC CLI T show logging application =~ > K & fifi
HLT, ROvTZERRTLHIENTEET (P77 7 AN ZFRIMNNICRLET) |

*DBT—%7 w7/ L—FKnu/ (dbupgrade-data-global-20160308-154724.109)

+DB 2% —~ 12 (dbupgrade-schema-20160308-151626.10g)

c0OS 7 v/ L—FKthdnr 2 (upgrade-postosupgrade-20160308-170605.109)

BRET—A2DT7YTIL—FIS—

T o7 L— R, T — A RNR— AR~ LT —HT v 7T L — FOBEETHBIIC 7 —
ARy 7 ENFET, VAT AT, BBOBEMOEFREBIZEY £, ZOBE, ROA
U Nary—ro Itz RENET,

% Warning: The node has been reverted back to its pre-upgrade state.

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

BEEIS—

Ty 77— ROEEZEEL, /— FE2ROREBIZRTBERHLHEIFT, 22 Y =Lk
DAY=V NERENET, FFMICONTIEr 7 Z2HEE LT EEN,
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% Warning: Do the following steps to revert node to its pre-upgrade state."

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

REETS—

RBRET 7 —%, EBCT v 77 L— FRRM LD TIEH Y A, BiE~ 7 =03 8ET D
Bamb0ET, HEE BV CFX U PANET v 7 L— R HANCPSNET v 77 L —
FLED L LEHER, ROTT—RERENDZERHY T, VAT AE, KEOBEMD
EFRIREICREY 9, 2O T —REELEEEIE, 2O RFa A hTHEhTn5
T T T L— REFETLET,

STEP 1: Stopping ISE application...

% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running.
If standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.
Starting application after rollback...

)

% Warning: The node has been reverted back to its pre-upgrade state.
error: %post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

)

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

FFIVr—varvnA4+) 7T L—FI5—

ADE-OS {7137 7V r—va v "4 F U T w77 L— RRRILIZGGIE. BEE#%I2CLI
726 show application statusise 2~ > RZF(TT 5L, ROA vE—UNRRINET, &
ELERAONY 7T v T oEHA A= L, BT H50ERHY 9,

% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
to reimage and restore to previous version.

ZOMDEA TDIT5—

FOMDEA T DT RTOREE (Fv T L —FROFy B, aryy—ntyiarol)
Wr, BREERLE) OBAE. TO / — FTHDIIL TV~ Y HRET, N2 T v 7,

BAA—DE

A A= b L) FEEIL. CiscoISE-PIC DH IR A > A h—A & Rm L TWET, HA A=k
T LR, KREOIFINZ MR T 5 72912, backup-logs CLI 2~ R&EITT5Z Lick» T
PAR— R N aAdRL, VE— IR NIRRT R—= MRV KVERELET, /—F
ALY FNZHA A =T DHERH D 5,
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LET,
e I VEE ) — RN PANICT v 77 L— REEENIEA LT-EA81T. @5, VAT A
BHEOBMOIEFIREBICEY £, AT ANRAER—Tg e —A "y 7 LRWEE
1T, FiN—V g ZHA A=V LT, HLWEBEEFREEOLY F 2T DN
T&EFET,
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Ty 77— R LIS, 7y 77 L= FERRITT 00N, ROBIEZETL TR
él/\o

B T ESHLET, =27 =DVt ER— Y FAERELET,

o Rk L7233 — /3 KL% Cisco Technical Assistance Center (TAC) (Zi%{E L C. M&E%
ek L O LE9,

)

7vITTL—

(G¥)  SSH#HTwr /A > L, show application statusise =~ > K% fifi
MT252&T, 7y 77— FOEITRINARRTEET, RO
A vE—UNREREINET, [%NOTICE: Identity Services Engine
upgrade is in progress... |
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% Application install/upgrade failed with system removing the corrupted install

fRRE v— Ny 7 E7XEIEZT 9 AN, backup-logs =2~ REMFEH L THAR— UK
WEAERKRL, VE— MUK FUITHR— F/*“/ FLVZRELE L ET,

n—/L Ry 7 F5120E, LARTOISOA A —T%#H L CCiscolSE-PICT 7T A4 T L ADA A —
CEEER L, NI T v T T AN T2 EET LET, Ty 7L — REHRITTS
2k, BREEFLWT v 7 L — R RAADBRKETT,

7o LET, =T =NV R— b FLaEE LT,

o LRk L 7= ¥R — k3 KL% Cisco Technical Assistance Center (TAC) (ZiX{E L C. &%
FrER L OWEE L ET,

LHID/N—2aruA0B—)L/Ny D

FHUT, BARTON—=2 3 VDISOA A—VEER L, Nv o T v 777 A NinDT —H 21850
FT5HZ LT, CiscolSE-PICT FTA T 2 ADA A— /%ﬁﬁmﬁébgﬂéé%A#%@i
T T—HEBEITLIEZIL, VBB TITo L5 I Y FEAEIC ZLWTEET,
LENoT, Ty 77 L—R7at A%&BAtEd 2012, CiscolSE-PICH E% BHanNw T T
TTHZ e EB#MOLET,

RET—Z_XR—=ZAOEICLVRAE LT v 77 L — FoEIX, BEHICe—1L Xy 7 SN
W ENHY FEF, \_ﬂﬁ%ﬁETé& T — 57/\**}<7§>I:/»*/I//\/7 SN & BRI
MaE, Ty 7T —RORKAvE—U IR 3, 205720+ A T, T

[l CiscolSE-PICO7 v T5L—F



| CiscolSE-PICD7 v TFHL—F
7v7sL—r#nszs ||
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