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Authenticate

Sfauth/generatetoken
@ m Jauth/refreshtoken

!
(3) Create Policy
/policy/accesspolicies
@ Edit Policy
m Jpolicy/accesspolicies/ {objectId}
(5) Lock Policy

fpolicy/operational/

policylocks
(6) Inherit Policy

fpolicy/accesspolicies/

{containerUUID} /inheritancesettings/{objectId}

—l—-—u—r| fpolicy/accesspolicies/
{containerUUID}/inheritancesettings/{objectId}

@ Dpelete Policy

m /policy/faccesspalicies/ {ebjectId}

!

Assign Target Devices

Jassignment/policyassignments

fdevices/devicerecords
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Management Center REST APl D EE 7 FHEE

e DomainUUID : 7' 2 —/ )L KA A L UUID, Z®DIDIE, N—Y a3 2R, T-3TO
Management Center T (Z[7] U272 Y $£9°, Management Center THT LU KA A A fERLL |
FLUSAER L2 KA VOREDZ—Y —%ET D &, H LW KAA 2 UUID A3
Management Center ® API = > Y — )UIZFK /RS LE T,

« ContainerUUID : A7 ¥ =7 M & AF—~RIKIZHR T 2847 =7 hOUUID, 72& %
X, BEA X — T = A AERST HIZ1E, RO URL TFT /31 A ID % =27 UUID &
LTHEHLETS,

GET
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

«ObjectlD : #—7 v hA TV =7 hDID, To& 21X, WA 2 —T = A ZADFE & TS
TAHITIE, WO URLTA v E—T A AIDEA T 7 FIDELTHEHALET,

GET /api/fmc_config/vl/domain/{domain_UUID}/devices/devicerecords/
{container UUID}/fpphysicalinterfaces/{objectld}
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POST api/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

1 :

Request body

{
"type": "AccessPolicy",
"name": "Policyl",
"defaultAction": {

"action": "BLOCK"

}

}

Response body

{

"metadata": {
"inherit": false,
"lockingStatus": {
"status": "UNLOCKED"
br
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-6d9ed49b625£f",
"type": "Domain"
}
br
"type": "AccessPolicy",
"links": {

"self": "https://..."
o

"rules": {
"refType": "list",
"type": "AccessRule",
"links": {

"self": "https://...."
}
br
"name": "Policyl",
"id": "00505691-AED0-0ed3-0000-004294990861"
}
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GET /api/fmc_config/vl/domain/{domainUUID} /policy/accesspolicies

B -

Request URL
https://<management center IP or name>/api/fmc config/vl/domain/<domainUUID>/policy/accesspolicies

Response Body
{
"links": {
"self": "https://...."
b

"items": [
{
"type": "AccessPolicy",
"links": {
"self": "https://..."
bo
"name": "Policyl",

"id": "00505691-AED0-0ed3-0000-004294990861"

"type": "AccessPolicy",
"links": {
"self": "https://..."

}I
"name": "Policy2",
"id": "00505691-64F9-0ed3-0000-004294969027"

}

ATFwT2 WOURLEZFEHLTCTFZ7ERXA arybe— R Y —%fELET,

PUT /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}

ZOHFITIE, Policy | D/XT A —H ZiRET H72DIC, BRALDOA 7Y =7 NIDE LTKRY
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GE) B AT DI, BRLCHEZRRH L T 7Zav,

RDBARY
WELFZRALET, MEROER (14 2—2) | ZZRLTIES W,

THOERXRarvka—)LARYyS—nAYH

FTI7FNEITIE, T7VARY) U—idny 7 SN THWERTA, D2 —F =2 — 1 F 7= 135%
EEERTERVWEICTAILAE, Thvbray 7 TEXET,

7oA a2 ka—)L R —FHO Cisco Secure Firewall Management Center REST API .



FH+HZav kA—LKY S—DRESTAPI |
B 77exavro—L®Kys—onys

1R BHHEIIZ

Ry 7 FTHT 7 RARY I=PMERSN TS ZEEMGEELET, RN —2 BT %55
DNTIE, THEAMZRT 722 av br—L K r—DfE 3~<—) | #3RLTLE
éb\o

FIE

AFYvT1 7782ARY —2a v 7 T5120F,. RY—D D BXMLETT, ID ZEET DI, RO
URL #fEH L £,

GET /api/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

ATYT2 7I78AR) V—%2n v 7 T5HI120F, RO URL #EHLE T,

POST
/api/fmc_config/vl/domain/{domainUUID}/policy/operational/policylocks

FRASTTRY >—ID #EELET,
1 -

Request body
{

"policies": [
{
"lock": "true",
"policy": {
"id": "00505691-AED0-0ed3-0000-004294990861",
"type": "AccessPolicy"

}
}
1
}

Response body
{

"policies": [
{

"type": "PolicyLock",

"policy": |
"name": "Policyl",
"id": "00505691-AED0-0ed3-0000-004294990861",
"type": "AccessPolicy",
"links": {

"self": "https://..."
}
}l

"status": "LOCKED",
"metadata": {
"lockedByUser": {
"name": "apiuser"

R —Dv v 7 2R 51203, POST A Y v R L, ZRAILT "lock": "false" 2 57
L/ij‘o
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FIE
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RV 2 — DR FOMAREZFK T HITIL, RO URL i H L £,
GET api/fmc _config/vl/domain/{domainUUID}/policy/accesspolicies/ {containerUUID}
/inheritancesettings/{objectId}

ZRK URL O containerUUID 7 4 —/V RE AT V=2 MID 7 4 —/L RIZHR Y —ID A L
ij‘o

1 -

Request URL

https://<management center IP or name>/api/fmc_config/vl/domain/<domainUUID>
/policy/accesspolicies/00505691-AED0-0ed3-0000-004294990861/ inheritancesettings/00505691-AED0-0ed3-0000-004294990861

Response body
{
"links": {
"self": ...
}l
"basePolicy": {
"name": "CorePolicy",
"id": "00505691-AED0-0ed3-0000-004294980190",
"type": "AccessPolicy",
"links": {
"self": "https://...."

}

b
"id": "00505691-AED0-0ed3-0000-004294990861",

"type": "AccessPolicyInheritanceSetting"

}
basePolicy—CorePolicy i& Policyl 727 Z AR Y =L > THEASIND Z LITHERELTLEE
AN

WK AT 5121, WO URL ZfEH L £9, 2R URL @ containerUUID & 472 =7 k ID
2, BETARARI O —ORI S —IDEEALET,

PUT api/fmc_config/v1l/domain/{domainUUID}/policy/accesspolicies/{containerUUID}
/inheritancesettings/{objectId}

FRALTHLWEARY —& LTHHAT AR > —ID 2 E L E T,
B -

Request body
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ATvT3

"type": "AccessPolicyInheritanceSetting",
"id": "00505691-AED0-0ed3-0000-004294990861",
"basePolicy": {

"type": "AccessPolicy",

"id": "00505691-AED0-0ed3-0000-004294999105"

}

Response body

"links": {
"self": "https://..."
}’

"basePolicy": {

"id": "00505691-AED0-0ed3-0000-004294999105",
"type": "AccessPolicy",
"links": {

"self": "https://..."
}

}7
"id": "00505691-AED0-0ed3-0000-004294990861",

"type": "AccessPolicyInheritanceSetting"

}
B LWEEAR Y > —28 Policyl (i &£,
Policy 1 D LWKAGRE AT A M9 5121, RO URL ZfiH L £,

GET /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/{objectId}

FRURL DA TV =2 FID 74—/ RIZAKRV — 1D ZfEHLET,
1 -

Request URL

https://<management center IP or name>/api/fmc config/vl/domain/<domainUUID>/policy
/accesspolicies/00505691-AED0-0ed3-0000-004294990861

Response body
{

"metadata": {

"inherit": true,

"parentPolicy": {
"name": "NewCorePolicy",
"id": "00505691-AED0-0ed3-0000-004294999105",
"type": "AccessPolicy"

by

"lockingStatus": {
"status": "UNLOCKED"

by

}
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c THRA AZENV Y THT 7B ARY U—MERENTNWDLZ L 2R LET, AU v—%
VERRT B HFEIC W TR, THEAMART 72 2y he—L R o—DFEK (3 ~<—
V) 1 EERLTITESN,

« =2y BT ARRESI, AN TNDHZ L 2R LET,

RNY —%T A RZEY B THITE, T34 AID ERY > — 1D BRHLETT,
WOURLZHFEHALT, R —2E) B TEHENERSHDLT A ADID ZB&ELET,

GET api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords

Evk T RTOTNA AOFEMZBGT 2 121%, "%expanded=true" Z B L F 7,

&1

Request URL

https://<management center IP or name>/api/frc config/vl/domain/<domainUUID>/devices/devicerecords?expanded=true
Response body
{
"links": {
"self": ...
}7
"items": [
{
"id": "£862al198-e4b9-1led-8eld-cd2£f06e0848a",
"type": "Device",
"links": {
"self": "https://.."
}l
"name": "10.10.0.67"

"id": "fcfl8d38-e4b8-1led-9380-cb4dda45fal8",
"type": "Device",
"links": {

"self": "https://..."

b
"name": "10.10.0.66"

7oA a2 ka—)L R —FHO Cisco Secure Firewall Management Center REST API .



FH+HZav kA—LKY S—DRESTAPI |
FOER A bO—LKRYS—DE—5y b TN ADHRE
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DID ZITE LT _XTORY > —1ID ZK L F T,

GET api/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

1 -

Request URL
https://<management center IP or name>/api/fmc config/vl/domain/<domainUUID>/policy/accesspolicies

Response body
{
"links": {
"self": "https://...."
}I

"items": [
{
"type": "AccessPolicy",
"links": {

"self": "https://..."
}I
"name": "Policyl",
"id": "00505691-AED0-0ed3-0000-004294990861"
}

ATV T2 KOURL ZEHLTRY > —HID B TEIERL ET,
POST api/fmc_config/vl/domain/{domainUUID}/assignment/policyassignments

1 -

Request body
{

"type": "PolicyAssignment",
"policy": |
"type": "AccessPolicy",
"name": "Policyl",
"id": "00505691-AED0-0ed3-0000-004294990861"

}7
"targets": [

{

"id": " £862al198-e4b9-1led-8eld-cd2f06e0848a",
"type": "Device",
"name": "10.10.0.67"

}7

{
"id": " fcfl8d38-e4b8-11ed-9380-cb4dda45fal8",
"type": "Device",
"name": "10.10.0.68"

}
Response body
{
"links": {
"self": "https://..."
}l
"type": "PolicyAssignment",
"policy": {
"type": "AccessPolicy",
"name": "Policyl",
"defaultAction": {
"type": "AccessPolicyDefaultAction"
}l

. 7HOER ar ka—)L R —F Cisco Secure Firewall Management Center REST API
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"id": "00505691-AED0-0ed3-0000-004294990861"
}I

"targets": [
{
"id": "fcfl8d38-e4b8-11ed-9380-cb4ddad5fal8",
"name": "10.10.0.66",
"keepLocalEvents": false
}I
{
"id": "£862al198-e4b9-1led-8eld-cd2f06e0848a",
"name": "10.10.0.67",
"keepLocalEvents": false
}
]I
"name": "Policyl",

"id": "00505691-AED0-0ed3-0000-004294990861"

RDEZRY
REAEZEFALET, MIRORERE (14 ~—) | 22RL TS0,

kO—JL R O—DHIE

1R BHHIIZ
HIBR T 27 7B AR =N =0y T AL ZANLE) Y THRINTWS Z L 2R L
T, RV —OHIREHITT S &, IREARLICRO T —NERRINET,

T 7 — 400 . "Policy In Use Policy Policy 1 or its children is assigned to a device in

current domain or sub-domain. Please remove the assignments before attempting to delete."

TRA AZE Y B THNRTWDARY —ZIEFEICHIBRT 212i%, BT 7 BAKRY v—%6H
LCT A REFED Y TTHMERH D £, T)/—@& Ty NT N ABRET DI
BN, (T2 2ary b= bR —DX =7y T4 ZAORTE 93—)
EHLTLLZEN,

T EARY —2HIETHI2IE. RY P —DIDBHLETT, IDATET 521X, kD URL
A LET,

GET /api/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies

&1

Request URL
https://<management center IP or name>/api/fmc_config/vl/domain/<domainUUID>/policy/accesspolicies

Response body
{

7oA a2 ka—)L R —FHO Cisco Secure Firewall Management Center REST API .
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"links": {
"self": "https://...."
}I
"items": [
{
"type": "AccessPolicy",
"links": {
"self": "https://..."
}I

"name": "Policyl",
"id": "00505691-AED0-0ed3-0000-004294990861"

"type": "AccessPolicy",
"links": {

"self": "https://..."
}I

"name": "Policy2",
"id": "00505691-64F9-0ed3-0000-004294969027"
}
AT T2 WOURLAEZMHEHALTC, 77 ARY —=NTF AL R ZEIV Y THNTWNENE I DE R L
ij—o

GET api/fmc_config/vl/domain/{domainUUID}/assignment/policyassignments/{objectId}
[Z3RURL (Request URL) | CAHRY—IDZEELET,
11

Request URL
https://<management center IP or name>/api/frc config/vl/damain/<damainUUID>/assignment/policyassignments/ {dbjectId}

Response body
{

"links": {
"self": "https://...."
}l
"type": "PolicyAssignment",
"policy": {
"type": "AccessPolicy",
"id": "00505691-64F9-0ed3-0000-004294969027",
"name": "Policy2"

}l
"targets": [
{
"id": "931837d8-8cef-11lee-9dd7-82aa44a9edo0o",

"type": "Device",
"name": "10.10.0.6",
"keepLocalEvents": false

}
ZIZT, HIBETARY =T N ARED B TENTNDZ L EHERTEET, R —Z
< VU BT ENTWVWATFANAL AN WESIT. AT v 741 ERLET,
ATY T3 WOURL #HH LT, BIOKRY v— (7=& ziE, Policy 1) & X —47 v T /31 AZHEEHID Y
T Li—g—o

PUT api/fmc_config/vl/domain/{domainUUID}/assignment/policyassignments/{objectId}

REBERY —DID Z#ERURL DA TV =7 FID & LTHEALET,
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1 :

Request URL
https://<management center IP or name>/api/fmc config/vl/domain/<domainUUID>/assignment/
policyassignments/00505691-AEDO-0ed3-0000-004294990861

Response body
{
"type": "PolicyAssignment",
"id": "policyassignmentUUID",
"policy": {
"type": "AccessPolicy",
"name": "Policyl",
"id": "00505691-AED0-0ed3-0000-004294990861"
by
"targets": [
{
"id": "931837d8-8cef-1lee-9dd7-82aa44a9%ed90",
"type": "Device",
"name": "10.10.0.6"

}

ATY T4 ROURL AL THRY >—ZHIBRLET,

DELETE api/fmc_config/v1l/domain/{domainUUID}/policy/accesspolicies/{objectId}
ZORURL DA 7Y =27 FID & LT, HIBRTH2ARY > —D ID M L £,
{1

Request URL
https://<management center IP or name>/api/fmc config/vl/domain/<domainUUID>/policy/

accesspolicies/00505691-64F9-0ed3-0000-004294969027

Response body
{
"metadata": {
"inherit": false,
"lockingStatus": {
"status": "UNLOCKED"

}l
"timestamp": 1702489999184,
"lastUser": ({

"name": "user"
}l
"domain": {
"name": "Global",
"id": "e276abec-e0£f2-11e3-8169-6d9ed49b625f",
"type": "Domain"
}
}l
"type": "AccessPolicy",
"links": {

"self": "https://...."
}l
"rules": {
"refType": "list",
"links": {
"self": "https://..."
}l
"type": "AccessRule"

7oA a2 ka—)L R —FHO Cisco Secure Firewall Management Center REST API .
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}I
"securityIntelligence": {
"id": "00505689-14EC-0ed3-0000-004294970406",
"type": "SecurityIntelligencePolicy",
"links": {
"self": "https://...."
}
}I
"prefilterPolicySetting": {
"id": "4897c8f4-e211-4661-b0ad4-25b0826cded9",
"type": "PrefilterPolicy",
"name": "Default Prefilter Policy"
}I
"defaultAction": {
"enableSyslog": false,
"sendEventsToFMC": false,
"logBegin": false,
"logEnd": false,
"type": "AccessPolicyDefaultAction",
"action": "BLOCK",
"id": "00505689-14EC-0ed3-0000-000268434433"
}I
"name": "Policy2",
"id": "00505691-64F9-0ed3-0000-004294969027"

EABA): S

FRFELIIEEEINERELERET A2, T34 AID EX—V g URNKETT,

ATY 1 RO URL ZH LT, BEAEERT NA ADNA—Y 3 U ERELET,

GET api/fmc_config/vl/domain/{domainUUID}/deployment/deployabledevices

51

Request URL
https://<management center IP or name>/api/fmc config/vl/domain/<domainUUID>/deployment/deployabledevices

Response body
{
"links": {
"self": "https://..."
}I

"items": [

{
"version": "1688031258587",
"name": "192.168.0.155",
"type": "DeployableDevice"

}I

{
"version": "1688031258587",
"name": "192.168.0.124",
"type": "DeployableDevice"

. 7HOER ar ka—)L R —F Cisco Secure Firewall Management Center REST API
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ATYvT2 RELEELREMLET,
POST /api/fmc_config/vl/domain/{domainUUID}/deployment/deploymentrequests
N—=Va D &ETA AID ZEH LT, ZERASUIREZ R L £,
i

Request body
{
"type": "DeploymentRequest",
"version": "1688031258587",
"forceDeploy": false,
"ignoreWarning": true,
"deviceList": [
"9670dd78-13e5-11ee-a01c-995c31db76ce",
"9aaf35ec-13e5-1lee-b58e-b9c3aad3807a"
] 4
"deploymentNote": "deploying access policies"
}
Response body
{

"version": "1688031258587",
"metadata": {
"task": {
"id": "4295001488",
"links": {

"self": "https://..."

}

}I

"deviceList": [
"9670dd78-13e5-11ee-a01c-995c31db76ce",
"9aaf35ec-13e5-1lee-b58e-b9c3aad3807a"

]I

"forceDeploy": false,

"ignoreWarning": true,
"deploymentNote": "deploying access policies",
"type": "DeploymentRequest"
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2024 Cisco Systems, Inc. All rights reserved.
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