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| @Ry —

sk 2 koo odEsEmozEs ]

NERRR b AN D DIBE TS DR EH

Fv hU—27101.0016 DT 47 T3 ANET =47 L, @, Xy NT—740
ARAMIFY NU—THNDOHRA S~OFRi BT 5 Z i3V T U AE2ZE L E7, KT
TRy MU= AN SEEENBBEND ZE b H Y £, 245U 4 DLl Lo
SN HEITITEENSLEE L5 & LET,

WORNRT —LTliE, #60310.1.0.0/16 £ v T —I AN Xy FT—FTWNITFEALT- L
T, BECHEET D N T X TR AT D LI ELE T, Tk, 2 0LNICE
BT D40 (RBEMOHEGZ &) PRHE SN THHEEA X ME2ERLET,

Rule Information

Rule Name | Archive Connections - Outside ‘

Rule Description | Trigger on 4 ouside connections tc ‘

Rule Group | Ungrouped v‘

Select the type of event for this rule

If ‘ a connection event occurs v H at either the beginning or the en + | and it meets the following conditions:
[ Add condition I [ Add complex condition l
w ‘ Initiator IP v| | is not in v| ‘ 10.1.0.0/16 ‘

OR vl _ j :
] ‘ Responder IP v| | is in v| ‘ 10.1.0.0/16 ‘

Connection Tracker

... start tracking connections that meet the following conditions:

[ Add condition I [ Add complex condition l

T ‘ Initiator IP v| [ isnotin | ‘ 10.1.0.0/16 ‘
AND v | : ;

] ‘ Responder IP v| | is in v| ‘ 10.1.0.0/16 ‘

... and generate an event if;

I Add condition ] I Add complex condition I

‘i total| Number of Connections v ‘ ‘ are greater than or equal to « | ‘ 4

UTFoRIZ, xRy V=2 FI7 74 v 7B ERROMELV—VE ) H—E LT TE 27514
ZRLET,

mpEryo— |}



mERy o— |
. BitTorrent & F|7: 7 — 7 53 O 5% E

Metwork
10.1.0.0/16

0 sec Conn. 1 l Host A 4—-.-[ Host 1 ‘ initiating connection

Conn, 2 ! HostB J—-bi Host EJ
Conn. 3 l Host C }—.pl Host 1 ‘

- ditions met
a0 ; [ Host A i—'-ﬁ-[ Host 3 | o ¥
il Conn. 4 event generated,

conn. tracker terminated

371875

ZOBITIE, L= VORAFHIC BT DR E AT AR LE L, 2FED, Ry
T —2710.1.0.0/16 DIFIZH D HEA M B Ry MU= NE DR A N~OFERi & v AT LD
MILE L, ZHUCED, #i b7 v —0EkSNE LT,
Wi T v —i3, ROAT—IJ TR L £,
« FY FT—=IHDKEANAMNDFRY NT—=TNDKRA M ~OEEIBHEINS L,
T X TR ARG LET,
WG N T I — DB T D20 EoEEE (RARB~KA M2, RABMC~KZA
F1) R LET,
2 Iy DOBFEHIRNTHE A M ABBA R38R T D E, 4 DOREINTWHE 2 B
LET, V=V EHENEELET,

« RIS, MBS P EERL, MT v R EEIELET,

BitTorrent OB E| % T — 2 B D% E HI

RANZEERI RO R > T —27 OFRA MOERitk, BEI72 BitTorrent 7 — % ORRE AR H S 4
7B A X N EERT DT VA EEELET,

WOKIL., BEHGER Ry NU—2 B2 BitTorrent 7 7Y 74— 3> 7ua bz LGS
IR T—E LT ENAMEBEL—LERLET, 20—, BEHdSRRy hU—2
DARA N (ZOFITIE 10.1.0.0/16) 25, TPIDORY T —ERED 545 TMB #8255 —
% (7340032 /51 k) % BitTorrent Z /L TE & O THET HBEFITDHINL— LN K H— &
LTHEAESNALIITHT AR N T o =060 £,
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BitTorrent & F| 7% 7 — 2 853k D 5% E .

Select the type of event for this rule

If a discovery event occurs v there Is new information about 2 ~ | and it meets the following conditions:

Add condition

W | 1P Address v sin v || 10.4.0.0/16
AND «
] Application Protocol v is v BitTorrent
Connection Tracker Remove Connection Tracke

... start tracking connections that meet the following conditions:

i Responder IP v is v Event IP Address
AND ; Application Protocol v is v BitTorrent v
W | Transport Protocol is v Tcep

... and generate an event if:

; total Responder Bytes v are greater than v 7340032

inthe next| 5 minutes -

UTFoRIiZ, xRy V=2 F77 4 v 7B ERROMBELV—VE ) H—E LTHERTE 27514
ZRLET,

M etwark
10.1.0.0M6
Osec [Triggering event: BT orrert Hoet 1 Cornection Tracker created
application protocd deteded Application Signature: Host 1 1P, BitTarrent, TCR
Pratocol: BitTorrent
1 ==c  Connedion 1to Heo=t 1 Connedion Tracker total 1MB
Hoat 1 Host & Hgel  Spplication
MB Pratocol: BitTarrert
Szec  Connedtion 2 to Heost 1 Connection Tracker tatal: kB
Host 1 Host B H-fe Lpplication
2MB Protocal: BitTorrent
7o |Triggering event: BitT orent Host 2 Hozt 2 addedto Connedion Tracker
application protoco detected Application Signature: Host 2 1P, BitTorrent, TCP
Praotocol: BitTorrent
10 z=c  Connedion 1 to Hast 2 Connedtion Tracker tatal: 4kB
Hos 2 Host & e Application
1B Protocal: BitTorrent
152 Connedion 3 to Host 1 Connedtion Tracker total: BMB
Host 1 Host C e Application
B Praotocol: BitTorrent
20 z=c  Connedion 2to Host 2 Connection Tracker total TMB
Hos 2 Host B Application
1B Protocol: BitTorrent
30sec  Connection 410 Hest 1 Connection Tracker tatal: 9B
Hoat 1 Host D Application Connecliion Tracker fires, tenminges
2mMB Protocal: BitTorrent
300 ==c dimeout) C_Dnnedion Trgd{er WJ_uId havg
—————————————————————————————— exqired andterminated without fiing i
ifit had not already fired st 30 s=c. §§
&
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mERy o— |
. BitTorrent DB E|%: 7 — 4 ERiX D% E I

ZoFTIX, 20D FRA N (RA M1, ARAK2) IZBIitTorrent TCP 7 7Y ¥ —> 5 7 |k
N ENFE L, 202 DODFRA ME, BitTorrent #47 L T4 DDMDK A (KA b
A, "AKNB, mAFC, FAFD) T —ZZEELE LT,

Pl b7 o W—13, ROTIERTRELE L,

« £9°, A1 TBitTorrent 7 7V 7 —3 3> 7u hauiitiansd &, 0p~—0—
THERD b T X R LET, RO 545 DMIZ 7TMB @ BitTorrent TCP 5 — # Oin
ERBHENRNES GOOR~—F—I12k V) | BT v h—ITEOC ARSI T
BLIEEN,

SHT, AR LIE, BAIC—BTHIMBT — ¥ ik LET,

el B~ —D—TliE, FAMIDOHERAMA~NIMB (L7856 N7 v —I1T%k L
T# %z 7-4 BitTorrent b5 7 ( >~ 7 1 MB)

oS —N—THEA LI PHEAM~B2MB (&7 3 MB)

TR TIX, A 2 TBitTorrent 7 7V 4 — 3> o haLziEt L, AA2 2125 L
T4 BitTorrent #:%tD b7 v % ZHBMA L £9,

20T, RADMLERAF2OWMGNOEESNDLEZAIZ BT 2BMOT = 2kt
]\/i—é—o

0~ —H—THEAL2MHEAMA~1IMB (F7 4 MB)

IS5~ —D—THRANMINBEAFC~2MB (A7 6MB)

D0~ — N —THRAR2MBEAFB~IMB (& 7MB)

BRA R EARA B 223A% LT BitTorrent 7 — Z 3G E CIMBIC/2 D F L7, #EE S
ToAF A MRS TMB 2B L TV D Z E NG E 7> TV A 729 (Responder Bytesare
greater than 7340032) . /L—/UiZ R H—L L THEASNEFA, ZORERT, N7 v
T—DFA LT 7 MHBN O Y O 280 O, BN BitTorrent HAE 23 H S 7e Vi
B, N7 o T2 | KB A N MRS EE A

7272 L. 30 DS T, BD BitTorrent #5523 H S, IRDL— /L DSAED 72 S v E
9,

30— —TiE, FA I HHAARD~2MB (&3 9MB)

BB, FHBAA N RDVERSNE T, Fio, SHMNENC RO CTHEf h 7 v —
AVAELRZONWTIE N7 v X 7 EAEIE LES, Z ORFA T BitTorrent TCP 7 7
UVor—var7a harzHnTli LWt ESns &, FrLnesk 7 > —723 4
ENET, RAR1IA2MBT_XTEARA b DICHRRE LBICHEA X Rk sh
HEICTEEL SN, ZhiE, By a v R TI 5 T — 2 23T 52 Lk
RN TT,
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| @Ry —
22—2gMs L vET o7« 78m ]

AX—ZAHME L VET I T 1 JHIR]

BN — NV TAX =AW EZHRETH LN TEET, AX—XWIMEZRET D L. HEL—
AR RY =& LTSN/ & &, F5E LRI L — VER DB FHORAL TS, &
AT MIEOHMTII A=A D MY H—2fFIE LET, AX—XBRARET 5 & v—uid
ORI A—rRIZRDET LW AX—=XHIRIPMRED £9)

T 2 WL T 7 4 v 7 2B ERLRWEITORA MR Ry FU—2 RiZhhH & LE
To TORRIPEET L8N AT LA THRHSND I MY H—E& LTHER SIS B
BN — NV DEE, ZORA P TEZESNLGAY NT—7 b T T4 v 712X - TiE, K
ICZEDOMEA R B ERSND ARIERH Y £3, R > —ERKEZ R THEEA N FD
BafRT 57202, AX—AGMAZBNTE £, Zucky, FEELHRANI) A
T ATHRIEENTEZDARA MIBEET D OEHUK LTOHR, AT LIHEA <> bz
R ET,

Flo, HELV—VTHT 7T 4 THIMEZRET H 2 b TEET, 7277 0 7HIRMHIL, M
BL—MI M) = LT ESNET A, 7277 0 7HIMZEH ., B, £33 mH#Y
BT EHICHETEET, XX, FAN ANV —T 4 7 VAT AEEERETT-DICH
ARy N —27 THEIZ Nmap A¥ ¥ V2 FETTHE LET, ZOHE, HEL— L8RS T
MU= LUTHERHESNRWE S, HHDOAFX ¥ VRERIRIC, 343 2BV — LTI ET 2
T4 TR ERET L ENTEET,

MBI —ILDER A H =X L

B —E, V=R P U H—SND R EEE L TER L E T, FMETHENTE
Zy 7 AE AR LE D L LTWOERICIVERY TN, AN=ALTTXTELTT,

EEAEDRMT, AT AV HEL D3 SOESNERD £,

cFHRENL— RUH— RA RN B 77 ANGRE, b7 v h—, 2—VRBEDOEN%E
fER L CTWD OIS T, BIRTE D 7Y nERY £9, HEL—L U H—T
L, EBIEN—NVDERAR NI TICEDERTE DT IV NRELRY £, M1
KoTiE, ENEIVME OEE T LEEZFROEROI T T NEENDLZ ERH D 77,

o R FTREZR A FIIA T AV IC K > TRZRY 97,

c MEOEZFRET DIOIHHATEL Y U H v 7 AX, BT TV LHEHEAISUTERRY
9, WAL -oTIE, TF AN 74—V RIEEZATTTHEXLERD Y £, TGO
A, Ry 7 XU R RNBHE (19525 0I3EEOM) 2R TE £,

72L& 21, HLWEARA MDRHESNA TN A Xy M E2AERT DICiE, b2 —UEE 7
W AR L — LB ERR T X 9,
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B =u—rormrn=xsu

Select the type of event for this rule

If a discovery event occurs v a new |P host is detected v | and it meets the following conditions:

Add condition ] [ Add complex condition

u v

N— N ESHIZEFI LT, HLWEZ R 104xx Ky T —7 THRHSNFEBREICDO A N
U RNEERTAHIZIE, 1 0O EBINTE £,

Select the type of event for this rule

If a discovery event occurs v || anew IP host is detected v | and it meets the following conditions:
Add condition l [ Add complex condition
W | IP Address v isin v 10.4.0.0/16

EIEITEBORMN 2 E D 561X, O O5M% AND £721% OR HE 1- To721F 5 L E )N
HYET, UL HIEBOEMET., AbECGGHisnx1,

« AND HE T71Z, HIERRO LI H DT X TCORGEM T HLERNH D LR LE

7,
s ORHE 71X, HHHRDO L~ H B2 & h 1 DOLEREEZ ST b7z
WZ A RLET,

104xx %y hUT—278BLN192.168xx %Y hU—27 FOFFERER— N TCSSHT 7/ T 4 BT ¢
ERET AU TOL—IZE, 4 OOFBNREEINTEY, TO203EESREEZBK LT

WET,
Select the type of event for this rule
If | adiscovery event occurs v there is new information about & v | and it meets the following conditions:
Add condition ‘ [ Add complex condition J
v Application Protocol v is v SSH v
E Application Port v is not v 22
Add condition I I Add complex condition
AND ~
¥ | IP Address v||is v| | 10.4.00/6
OR ~ ' Sy,
W | IP Address v is v 192.168.0.0/16

SR, — TR D X O IZEM S E T,

(A and B and (C or D))
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mEL—L~oztoemey v oE [

£ 15: )L—I)LDFHE

& EHTHET HINE
A TV r—vary ua haBNSSH THDH
B TV =3 v = R 22 TR
c IP 7 KL Z7%%10.0.0.0/8 NIZH %
D IP 7 KL AM 196.168.0.0/16 NIZH 5
A\
AR BHBIRAETIARV ML TR A —SNOBMRBEL— VAT 52 212k, &

AT DRI =< AMETTLWREMR D 7, 2L T, uX o 75T X TOHERIC
LT, BEOFMNL RN —NVE T AT LRFHE LR TR R B2 0WEE, U Y — 208
AT D TREMEDRN H Y £,

HEIL—IL~NDEHEDEME ) VU ERTE

FIE

ATy 1 fHELV—1x=F o % ([R')— (Polices) ] >[48B8 (Correation) ]>[JL—ILEIHE (Rule
Management) 1) T. BfliZfhE/I3EAEEREELBIML T,

« B [SE0BIN (Add condition) 1227V v LET,
A [BEAESMDIBM (Add complex condition) |27 U v 7 LET,

ART9 T2 FMOECHD KuyFZ 7 YA MG [AND] 721X [OR] A 72 B4R L TR EEA L
i‘ﬂ—o

BB L EEEGEDR LT
WORIE, BfiZtE 2 % [OR] HEF THRA LIZMHBEL— L A2 R LT b D TY,

Select the type of event for this rule

If a discovery event occurs a new IP host is detected and it meets the following conditions:
Add condition Add complex condition
L
OR
u

| mERy o — I}
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B ss - z2ecorgoEnmEm

WROBE, HMiSE 1S &, HESRM 1 5% [OR] HAEF THie LBV — 2R L
b DT, MAERML 2 SDOHMEN & [AND] A TG L THEK L £,

Select the type of event for this rule

If a discovery event occurs a new [P host is detected and it meets the following conditions:
Add condition ‘ { Add complex condition
v
Add condition Add complex condition |
OR —
u
AND
u

HEIIL—ILEHETOEHDIEDFER

FRBESAF AR 25 & X2, RMOWL TR y 72T U R R DEZRIRTE 554,
WILU A M OEBOMEEZEIRTE 7,

5

FIE

ATy 71 fiALV— =T 40 X T, HEFLE L TCHFET S (Gsin) ] 720X (FELRV (isnotin) ] %
BIRLT1 DOEMZER L ET,

ARTYT2 TFARN 74—V RNOIEBEOGT £ [fWE Edi) (V2727007 LET,

ATy T3 [HEHAEE (Available) | D FICHHEHDOEZBIR L £4, /2, 7V v 7 LTRIv 745
LT, BET OB ABRIRTE £,

ATv T4 FRE (>) 27V v 27 LT, @R LUEA % [Selected] (BB L £,

ATy 75 [OK] &7 U7 LET,

HEIL—ILDEE

YT RAL VRBTIE, BHED FAA CTERSNHBEL— L & TV — T RRRENE
T, THOIIMRETRETT, £/, H FA AL VB ORBIRLIZHEL—LV E T L— 7 FoR
ENETH, INOITRETETERA, FAD AL U TERESNTHEL—LVE TLV—T %
FRBIOWRET DITIE, TORAAL NV BEZET,

\}

GE)  BREICEBMRZR RAA Y (KAl BESRT AN 72 L) ICETAHERMNABR STV
L VAT AL R AL UL OB EEF LR LET A,
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wEnssL—Jonz [

TIT 4 TRABERY — D — L ~DOEF L. BRI S E T,

1RO BRI
=N EHIRT 55813 TN — Va2 T XTOMBERY —h6HlR L £, FEMco

WTIE, FHBERY —FH 5 —) 2B LTLEEN,

ATvF1 [R1)— (Policies) 1>[48B8 (Corréation) ] Z&R L, [/L—/LEH (Rule Management) ] %

70 w7 LET,

ATFwT2 L— L EEHLET,

« JERR @ =V DIERL (CreateRule) 127V v 7 LEd, MHEL—1LDOFRE (53—)

AZRLTES N,

o TIV—TDIERL : [ V—T DAERL (Create Group) %27 U v 7 L, ZNV—T7DO4HiI% A

JILTC, [PR1F (Save) 127 U w27 LET, =TI —VEEBNT 52, V—1%
RELET,

R [MRE (Edi) ] (4) 27V vs LET, HBEL—LOBRE (53—) 231

LTLZEn, RDVIT[FER (View) | (@) BNERINDIGE, REITHME AL
WCELTREY, REZLETLHERPH Y A,

c L= LE I — LT —T DY [HI (Delete) ] (W) %27 U v s LEd, L—

TN—TEBIET DL, V=D NV—EMFERESNET, ar b — AR REaFRRE
NTWIEE, REITFEARAL VICBLTEY ., REZLEFTI2HEREIH Y T A,

MBEEEE T IL—TDEE

&

77— hBIMEEOMBINE I NV—T5E L, IN—T%T 7T 4 7L, 77T 47
RFARAAR Y S —NOMHBIL—IZEID B TEHZ N TEXET, VATFTAE, XYy RU—Y +5
T4 I BB ET S L TR TN ENTINE EBB L ET,

T T 4 TR T N—FERIINTNDD TN —F SN ISEI T AEEL, 77T 477
FER Y > —TITH5E. 22 biaohicen £,

FIE

[R1) &— (Policies) 1> [#8F (Correlation) | Z&IR L, [Z/+—7 (Group) | %27 U7 L
ji—aao

RT9 T2 [ V—TDERK (Create Group) %7 U > 7 LET,
ATV T3 LRk NI LET,
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ATy T4

ATy TH

ATvT6

mERy >— |

VERBFIC I N—T % T 7T 4 7T DA, [T 7147 (Active) | T =v 7Ry I A4
i LET,

T VT 4 TR ENTE TN — T I E A BE L EE A,
T N—FNZ [ ATREZ2 G2 (Available Responses) ] Z#3IR L, HKF1 (>) #27V v 7 LT,

TN E [ N—THNDIE (ResponsesinGroup) [WBEI L £3, I8EZ MO FETEHT S
Wik, ERED (<) 2L ET,

[fR7F (Save) |27 U w7 LET,

RDBERY
ANERIFC I N—T % T I T 4 TN Lo Tedfh, T/ T 4 71T 2Id ATA X %7
Uy Z LET,
EErEYD
Secure Firewall Management Center 7 7 — K52
1E1E OWEZE

HELETIL—TDEE

ATy T

ATy T2

AT N—T1E, FHERY —THA SN TOARWEAITHIBRTE £, ISE 7 LV—F 2R
THZLET, TOWEDITN—TEMELET, £/, WA L—7Z2HIBREIC, —K
WCHET 7T 4TI THIELTEET, ZUTED, ITA—TH AT ATEY ET0, R
V—IZEBKT D EEIIIINN—T R EN L Y T,

< IVF RAAL VIR TIE, BUED KA A U TIEREN =7V —T mNFoRrsnE 4, T TimE
TEET, B RAAL TR ENTZ V=T FRENETH, ZHIIRETEEEA, T
DD RAAL TR ENT- N —T 2 E B IORETHITIE, TORAAL NI B F
j—o

TITF 4 TIMERTOSE TN —T ~DOEF L, AEICKBESET,

FIE

[R') >— (Policies) ]>[#HEd (Correlation) ] Z#IR LT, [Z/L—F (Grouwp) 1527 U v 7
L\i—é—(}
ISR N—T L ET,
T I T A TETET 7T 4 T ATA B Y v LET, 3y ba— 3R ek
RENTWDLIGE, RETHHERNAAL IBLTEY, REXZEETHERPH Y £
hoe
« YRk : [Zv— 7 DFERK (CreateGroup) %7 VU w27 LET, HBEINEZ L—T7OKE (43
N—=V) 2ZRL TSN,
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cHREE  [RE (Edit) ] (F) 22U v s LET, HBINE S L—TORE (43 %—)
EBRLTLEEN, fROVIC[FET (View) | (@) BREREINDHES. REIXLEMAR
ALATBLTEY, REXZLFTIHRRH Y 8 A,

- B : [HIBR (Delete) 1 (W) %27V v 7 LET, av br—AgaRFES TV
B REFTHEFAAS ATBLTEY, RELZELTHHRPH Y A,
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