Secure Firewall Management Center () O <
oS4 )27 LUR

DY 77 L ATIX, Secure Firewall ManagementCenter D2~ RT7 A A U Z—T = A A
(CLD (IZ2oWC R L £,

\}

GE) Secure Firewall Threat Defense (2D Tld, Cisco Secure Firewall Threat Defense =~ > KU 7 7
Lo RAESZHLTLTEEN,

» Secure Firewall Management Center CLI {[Z-DWC (1 ~=X—3)

» Secure Firewall Management Center CLI FH#la <> K (2 ~4—)

» Secure Firewall Management Center CLI ® show 2~ K (4 ~X—)

« Secure Firewall Management Center CLI X/ 2~ > K (4 ~<X—2)

» Secure Firewall Management Center CLI > A7 & 2= R (5§ ~3—)
« Secure Firewall Management Center CLI DJE/EE (8 ~X—1)

Secure Firewall Management Center CLI [ZDUNT

SSH #Z {1 L T Management Center (22 71 5 & CLINWCT 7 BALET, expert I~¥
RFZfH L TLinux ¥ =/VIlT 7 BARATHZEHTEETH, Zoavr FeafifLieni L
R HERE L £,

A

FE  Cisco TAC F 7214 Firepower = — ' — ~ = = 7 )L ORI FIAIC L 2R3 720 R Y | Linux
Y UIT A LRWI L AR B0 LET,

¢l
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. Secure Firewall Management Center CLI €—

A

AR Linux 2 b~DT I B AMERD D —F — I — MERZEEGETE 2720, EX2UT5 4 F
DY R PECBAEEMERH Y T, VAT AEX2UT 4 FOBEND ., RO SE R BE)
HLET,

5’* BERAEZMEN, LA 0T, Linux =)V T 7 B AR EENLa2—Y—D Y X b &)
WZHIBR L TL 72 &0y,

e BETERR SNT- admin =2 —HF—{THM % T, Linux ¥ = /b 2—HF—Z L LN T FE
VY,

ZOfERCIBl & T\ b 2= K& L T Secure Firewall Management Center % 77~x L C K
TINY a—T 4 T xLTH L EBHIT, RESINTREBRIELFITTEET,

Secure Firewall Management Center CLI E—

CLIIZIZ4 2DE— RRFENTWET, 774/~ EF— FTh D CLIEEIZIX, CLI HED
W ZBEN T 572D a~y RREENTWET, Y OF— RIZIL, Secure Firewall Management
Center DHERED 3 DO B HREIKICKHLT 2 a~2 RREENTHWET, ZhHHDE— RHOD
o<y Rit, B— FADsystens ., show. F721% configure TIEE Y £97,

FT—REANTDHE, CLIE, BIEDET—REMNMTLIOIEFEZROLNET, 72L& %
. VAT A aLyE—R }\0)/\*—“/3 UIEREERT AL, BEECLI Va7 MIsES
pa<wr REANTLET,

> show version

INE T show B— RIZASTZZ &3 H D5 B1E, show T— RO CLI 71 > 7 b T show ¥ —
— REfHEFIca~ry FEALTEET,

show> version

Secure Firewall Management Center CLI X< > F

exit

CLIBHa~ FEMALT, CLIERN E VTR ENTEET, Znboawy RigTA
A AN L FH A,

CLI2VTFA M2, RIZEBWCLI 2V TF AN L-bA~BEILET, T 740 5 T— )
LZDawr RERITTLHE, 22—V —13BITOCLI vy aryhoue s 77 hLET,

X

exit
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expert

? (REREF)

expert .

il

system> exit
>

Linux > = /V&EE L F T,

X

expert

1

> expert

CLI ==y K& CLI ST A — X OWRPEGF~N T 5 FRLET, UTO XIS ) =
< REFEHALET,

CHIEDCLIa T HFA M THHATES a2~ RONVTEERTDHITE, =< KT
o7 NCERIFF (o) ZATILET,

cRFENLTFE Y FBIBELEMAER I~ FOY X M E2RRT DI, BE/F (2) I
e CEM SN ca~ry RE A LET,

e v ROERBRFIBDO~NNT2ERTHIZIE, a~r K7 a 7 hoj|Eofib VIl
R () # A LET,

BERIEF (2) 13, Y= a— RNy IRV EIEEL T EEN,

(378

?

abbreviated command ?
command [arguments] ?

1
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. Secure Firewall Management Center CLI @) show 2 < > K

Secure Firewall Management Center CLI @ show O < > ~

Show 2~ R, 77747V AOREICETHEREZIBMELET, ZhbDavy NET
TIALT VAOMEE—RELEHR LFEFRA, £/-. 206D~ REFETLTH, VAT A
DOENEITRT B BB T iR/ NRIZ R Y £,

version
ImDNR—=2 3 U BELOENLRE, UUID R EDFE#REFRRLET,
XX

show version

1

> show version
——————————————————— [ fmc-austin ]J----------------——-

Model : Cisco Secure Firewall Management Center for VMware (66)
Version 7.6.0 (Build 1385)

UUID : a904b8b2-ca%a-1lee-ab583-5e804cleb2fd

Rules update version : 2024-05-13-001-vrt

LSP version : 1lsp-rel-20240513-1955

VDB version : 380

- L 5

Secure Firewall Management Center CLI ZX a3~ >
aryZ4Falb—varavry FeALT, AT LEREBIOEFRT LN TEE
T, INBDOavY RIIVAT LAOBEICEELY 52 £7,

password
BUED CLI 2 — Y — [T AH D NART — R ZEH T £,

A

AR VAT LAEX2V T4 LOHABICEY, W RABT T IAT U ATYH, FHHIER I 7-admin
2% T, Linux ¥ =/b 22— —ZfT L2V 2B LET,
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Secure Firewall Management Center CLI & X 74 O< Y K .

\)

(GE)  password I~ KiI, =7 AKR— FE— RTEYR—FEZNTWEHA, Secure Firewall 2 A
TLATEHA—PF =D AT = &2 Uty M HI2E, F8fllE 2B EEN, =F A= |
E— KT password A~ K% H LT%@%/\QX U—F&Dt&vy ]\Téi}%/ﬁ\ﬁi\ configure
user admin password ¥ REFHLTSAT— RE2HRETHI L i{i’%@&b LET, /XX
J—RERBRELLDL, TFAN—FE— RV EX, FHEFEL—F—D/ AT — Ry
3 2 3 Jopt/cisco/config/db/sam.config 7 7 A /L3 L U /ete/shadow 7 7 A L CRIL THDH Z & &
R LET,

o< R&EFITTHE, CLITHRED (5\W) RRU—REZANTE L) 2—F—|ZEWRL,
FOHBTH LWRRAT—REZ2E8ANT LI ITRLET,

X

configure password

1

> configure password

Changing password for admin.

(current) UNIX password:

New UNIX password:

Retype new UNIX password:

passwd: password updated successfully

Secure Firewall Management Center CLI > X 7L a7 2 F

system 2 v RZHEH LT, VAT LAEBEOT7 7 ANVBIONT 7R ay he—LVOREX
BT ENTEET,

generate-troubleshoot
VAN T A VT TN a—T 4 T T2 EARLET,

X

system generate-troubleshoot optionl optionN

AT a VINRO 1 DFETITEBOHRAIE, A=A TREY 9,
eALL : IRDTRTOA T v ar&BFITLET,
* SNT : Snort D/NT F—< L A LFRTE

ePER: NN— R 2T DR T p—< L Aa s
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. lockdown

esys: VAT LARE, R — BLUrS

epES : BRHRRE, KV v—, BLURrS

eNET: AV H—T 2 Ry NT—JHET—X
evoe : M, WA, VDBT—X%, BLUr s
cURG: T—HX & DT v T T L—FK

*DBO ! TARTDT —HRX—R F—H

c10G: TRTORT FT—H

eNMp ¢ Xy NU—7 < v EHR

il

> system generate-troubleshoot VDB NMP

starting /usr/local/sf/bin/sf troubleshoot.pl..

Please, be patient. This may take several minutes.

The troubleshoot options codes specified are VDB, NMP.

Getting filenames from [usr/local/sf/etc/db updates/index]
Getting filenames from [usr/local/sf/etc/db updates/base-6.2.3]
Troubleshooting information successfully created at
/var/common/results-06-14-2018-222027.tar.gz

lockdown
expert A% RZHIB L, 52354 2 O Linux =/ ~T7 78 ALET,

A

FE O Zoavwl I, PR— LD E Y N7 4 v 7 AR WEEAITIRV T Z LI TE EE AL
HERIIZERESLE T,

X

system lockdown

1

> system lockdown

reboot

T FSAT L ADY T — |k,
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restart [JJ]

X

system reboot

1

> system reboot

restart
TTIAT AT TV r—varzmE#LET,
B
system restart
il
> system restart
shutdown

TIFIAT A%y b XU LET,
XX

system shutdown

1

> system shutdown

r—t— :\ ’

TEHE
IN=RRIATTF—HEmRTHEHELET,
Zoawy REEMATLEIC, U TR — &M L T Management Center (ZH5E 7% 422
DHVET, ZOa~vr REFATTLHE, TAAANRHEB L, T XTOT—F NERITHIBR
ENET, TuBARNETTEETICEEE-INDEZE0HD ET, RIA4ATOFEENRRKEN

EE BRI £, BRREET v AT Ok EZ Tl ERAZMERLTIZES
W HENRTETLEL, ILWY 7 U =2T A A=V A A M=V TEET,
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. Secure Firewall Management Center CLI 0D & F

A

EE = FRIATOWERBTIL, 77 I7A TV ADTXTOT—X (ISOA A—TEETe) M
Kb,

YR—bENBT/HNAR
* Firepower Management Center 1600, 2600, 4600

* Firewall Management Center 1700, 2700, 4700

X

secure-erase

1

> secure-erase
R R R R I I b I b b b b b b b b b I b b ki b i caution R R R IR R Ik I b b I I b b b b b b b b b E b b b 3k 3

If you run this command:
- The management center hard drive data, including configurations
and bootable images, will be permanently erased.
- The device will reboot and reinitialize.
Note: Do not power off your device during this procedure.

R R R R I I b b b E E b b h dh b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b kb 3

Do you want to proceed? (Yes/No)

Secure Firewall Management Center CLI O & &

HaE =/ /)N Threat | 5 #f
Management | Defense
Center
Management Center % %f | 6.5 T SSH % fifi H L 'C Management Center {272 7 1 9% & CLI I H B
Gl LZA#CLIT ~ (Any) W7 72 ALET, CLlexpert 2~ R&EMHH L T Linux > = /UiZT
% JHATHZELTEETN, Zoa~vr REFEALRNT & 2<
HELE L 9,

((¥) ManagementCenter ® CLI 7 7 & A & BN E T2 13325 N —
TVare3DHRIIEILINET, oAV a VB ESR
7oAE R, {4E Management Center (£, [ X T4 (System) |>
[E%%E (Configuration) ]>[a > Y —ILDHKRE (Console
Configuration) | X—Y %R L7V ELZ, ZOXN—Y
L. #¥ Management Center TIE5| X Hix BRI NET,
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Secure Firewall Management Center CLI 0D F& & .

HERE &=/ #/|) Threat | Z£#0
Management | Defense
Center
Management Center @ | 6.3 (=¥ FLVWER S
;?igjﬁg;;??;;ﬂE (Any) Management Center @ Web A > % — 7 = A A CTEBRE DME H T RE 72 8T
7 e LWF=vZ Ry 2”72 VRAFL () >[#m (Configuration) ] @
[CLI 77 & AD4%0t (Enable CLI Access) ]>[= > Y — ViR
(Console Configuration) ] ~<—1/,
o 42 : SSH % i [l L C Management Center {Z & 71 >335 & CLI
77 EALET,
« 47 : SSH % fif F§ L C Management Center {27 7 > % & Linux
Y WIT 7 EALET, ZHUE. A=Y a v 63 OFHA A
F— & PO Y U—=ANnb A= 363127 v 77 L—F
LTeGa DT 7 4 /v FOIREETT,
PFR—FENTWEFT v b7 4+ —2L : Management Center
Management Center CLI | 6.3 =Y B A I HSEE,
Amy) Lo e, ko a~y FRSH— F SRTOET
*exit
® expert

®* show version

®* configure password
® system generate-troubleshoot
® system lockdown
® system reboot
¢ system restart

® system shutdown

PR—FENTNWDHTT v b7 4—2L : Management Center
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. Secure Firewall Management Center CLI 0D & F
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



