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F1E BEL—IL R TSHF4X 1
WENL—I XA TITI7T 4 1
TLT 4B ETa—FTa— RICLDBEDNA R 2
[#55 L7e\v (Do Not Decrypt) | D_XA NFTF 77 4 A 3
[1875-F&4 (Decrypt - Resign) ] & [ 5-BEEI0O % — (Decrypt - Known Key) ] DA 7

77T A4A A4

BRONCEET D H51— 4
MZICEET D E5Lr— 8

®2E HRER)O—EL—ILDRE 7
HEBER Y o — L L— L ORE 1
BWERY > — OFE 8
TR aryba—L R —DORE 10

®3= ‘'EL—IL B 13

B L— 13

FLIANETHET T 47 13

BANDEEN—IV  BED ST T 4w 7 ZE T LI 14

WRDOEFZN—IV FFEDTANNT 74 v 7 B85 T5H 15

BV A2 OATAY, LEaT—vary, T FVr—va 2 5 LRY 16

BT 3V O [EE-FFE4 (Decrypt - Resign) | /b— /L DIERL 17

BHOEEL—L  EAEL e hal "=V vk T ey 7 FRITERT S 19
B : GEAERAT =X AEERE I T ey 775 EEL— 2
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2022 Cisco Systems, Inc. All rights reserved.
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5 2

BEEIL—ILARINTSHT4R

cMEEN—NV XA TT T 4R (1 X—=)

TV TN HLTR—FTa— RICLDBEDNA R (2 —)

s [155 L72\ (Do NotDecrypt) ] DA NFZ 77 A (3X—7)

s (12 75-f5E4 (Decrypt - Resign) ] & [fE75-BEk D F— (Decrypt - Known Key) ] D<A b
FIIT A (4R

s ANCBLE T D 51— (4 "—2)

« KIZICBRLET D 51— (4"—2)

4 = o> O _—
BEEBIL—ILARZXNTSH9T4RX
TOETIE., EEAL—NL EEOSSSLARY —0flE R L, YAIDONRARNTT T 4 A LHE
TEEFIZOWTHHALEST, 9. SSLARV =772 arba—L R —DOREIC
OWTHAAL, RIZTRTONL—L, BILOKEDHETL—AEIEFAATT 5 2 L 2 HLET
AEHIZOWTHA L E7,

LRI, ZOFETHHAT S SSLARY o —T7,
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
T Add Category T Add Rule Q Search Rules
Seurce Dest Source Dest VLAN Source o . ; o
M Name Zones Zones Natworke Neatworke Tags Users Applicati... Ports Dest Ports Categories SSL Action

Administrator Rules
Standard Rules
1 DND internal source network Intranet Do not decrypt 4 i

i + Decrypt - i
2 Decrypt test site Astrology (Any Resign s
3 Do not decrypt low risk Risks: Very Lov Do not decrypt # W

Facebook o
4 Do not decrypt applications Facebook Mes Do not decrypt 4 | ]
Facebook Pho!
5 Decrypt all but trusted categ Any (Except Ui * Dacrpt - s -i
Resign

6 Block bad cert status 1 Cert Status s¢ @ Block o
7 Block SSLv3. TLS 1.0, 1.1 ! 3 Protocol Versi @ Block k4 i
Root Rules
Default Action Do not decrypt + | B

TLI74I)LA2ET7O0—F 70— KIZEBEED/NM/VR

FLTANEET 7B A ORD 7 =— T, YATLNLED KREWY Y — 2 HE O
EIEITTDHRNATONE T, TV 74 Z VT TN O@EmET, PINCFEITEINE
T, LT 4BV TR, BRESNIANT~y X — %I LTI 7 ¢ v 7 |24
FLET, N~y X —Z2EHA L, KVBERA AT Vg UHEREER 2 -1kt Ol & =
DTVT 4 NE) T ERELET,

WOBW T LT 4 NE ) TEFRELET,

e NRNTF—<w L ADMA L A VAR aEMEE LW T T 4 v 7 ORRIMNT, BiFh
ITEREWZE @Y T, BEDEXATDOS L —r TXFA N2 T 7 A MR FER T T2 vy
L., 78k a8 e MmaE T 5 2 L <IMUD A el y X —IZF SN T h o
FNENRAAN—LET, BHLEO A Y v R HDHZEOMOEFIZHOWNTH, 77 A b
INART 0y VT HIENTEET,
cHTRIME T T 4 TR T A —T A AT g O A U R U &l
HLUTHTENACBER &2 % CUEECTE D K5I, FFEDH A T D M RV EFRTE E
T, T RAEENTIT LT 4 L EBICHRRID~y X —Z AT 5720, BROIINET
7,

Firepower 4100/9300 23 F FIRE7R 5501, KB 7 m—F 7w — R&fHCE %7, 7r—
F7u—RE, BEHTED NI 74 v IR ET L VU B NNA NASE TN T —~ VA %W
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| #EL—LRZKTS5H9F42
[85 L% Ly (Do NotDecrypt) IORRX TS U T4 R .

ESEDLFIETT, exE, T2 =T —N"—DRy 7T v T HERET H72DITfE
MATEET,

[#€5 L7 Ly (Do NotDecrypt) |DRRX TS50 T4 R

FST7avonOX2y

fild, v 7 ek U722V [ 5 L 72y (Do Not Decrypt) ] /L—/bid, EERIRT A A TOULHE
WD D720, B LN Z E 2R LET, WINDLOEZLV— AV XA TE2HET S
Bald. e X 2 /GCLT, BT H NI T4 v ERHETEDLLOICLET,

BETELWVWLSI 7499 DHA KR4

Web 34 FEERDNESTX2W, F721T Web 4 FTSSL B EOHMNMEH SN TWSLIRA.
BEDNT 7 4 v VBB ETERVWEHNITEXET, SSLEVEDTIE, 77 uHFIiceI—M»n
ERENAHZ LR, BEINTEYA F~D—F—T 7 AN EACPHIE S VE T,

ZDEORYA POV X MIRDO XS ITEHINTHET,
« Cisco-Undecryptable-Sites & v 5 4 i DFkRI14 (DN) 71—
cEVBOEINFEERECT S r—va T

N7 4y EBEFLTHEY, a—VF—NEEINA M7 78X L XTI UHIC

TT—INERINBRNE DT 56T, EREL—/L O TEIC[#E5 L7y (DoNotDecrypt) ]
N—VERETDH LR LET,

EVBOENERRAEDT 7Y r—2 a v T A N FOREFZRITRLET,

‘ Add Rule )

Insert

Name
| DND rule for pinned sites ‘ Enabled into Category v Standard Rules

Action

Do not decrypt

Zones  Networks ~ VLANTags  Users  Applications  Ports  Category  Certificate DN CertStatus  Cipher Suite  Version Logging
Application Filters ¢ Clear All Filters ) Available Applications (40) ¢ Selected Applications and Filters (0)
Q pin X| | search by name any
w Risks (Any Selected) All apps matching the filter Add to Rule

+ Business Relevance (Any Selected) Airbrb

v Types (Any cted) Apple Mail
v Categories (Any Selected) Chase
v Tags (1 Selected) Dropbox
ﬁ pinned certificate 40 Gmail
Google

Google Accounts Authentication
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. [E5-FE4 (Decrypt-Resign) ] & [ES-BEAD X — (Decrypt-KnownKey) IORX FFS5 0 F 4 R

[1E5-EE4 (Decrypt-Resign) ] & [E5-BEEND+—
(Decrypt - KnownKey) |ORX TS50 F74 X

ZOME Y7 TlE, [HE5-HE4 (Decrypt - Resign) ] & [1H5-BEEDF— (Decrypt - Known
Key) | D_ANF T 75 4 ZZHOWCaBALET, EEL1—L
[E5-BE% (Decrypt-Resign) ]1: SIBAZDEVHEOICKDIRNRA TSIV T 4R

—OT TV = a Tk, TV =y a VARICEO S — =i EHEO T 4 v H—TY
v NEHDIAT, o T EITGEREY = S I AR S E T, TLISL &
D=, [H5-FE4 (Decrypt-Resign) |77 v a» CHEHBEAL—NV EZRELZGEAIE. 77
U/r—a UINEBESRT N, AN D EEL SNEEAEEZET D & 1‘9%.&7%9%%(& Hefoe
Bl EJ,

TLS/SSL DY U D IXT BB R AT A7 DI S 5728, BhikF 2 iXEEd 5 FiE
B FEHA, WORBIRERHY £5,

cZDT IV r—a VAT, [E5-FEE4  (Decrypt-Resign) ]/b—/L X0 BIEFARTO,
[+ L72\ (Do Not Decrypt) | /b—/LZ&2{ERR L E£9,

cWeb 7T UWEGEH LT 7Y r— a7 78X AL a2—WIciERLET,

FERAED B U D OFEMIZ OV TIL, Cisco Secure Firewall Management Center 7 /3 A A& A
A R® [SSLpinning] &7 > a V2SS LTIZE0,
[EE-BE5NDx— (Decrypt-KnownKey) 1ORR K TS5 F 4R

[18 5-BEA D *— (Decrypt - Known Key) | /L—/7 7 2 a 0%, NEH—A—2f729 k5
T4 ZWERT 2T 7 a sl T, v—v ([Fy hT—2 (Networks) ]/L—/L5:0F) 12
IT5EE Yy NU— 2 ZFIZBMNTA2MERH Y £7, ZORE, —"—2EEINTND
Xy NI—=2IZ T 74 vy 7 NEERESN, XYy NIV—27 LD NT 7 4 v 7 BEA LET,

=AIZEEET S EFIL—IL

Ty N DORPIDOENC T DN — N ERINCEE LE T, flé LT, IPT FLXE2SRT
L= ([Fv FU—2 (Networks) ]/L—/L54&AME) NdH 0 £,

REZICERET S ESIL—IL

WDON— NS T o — IR BICRE T D HERNH Y 9, TDO LI R —LDOEE, &
ATACTHT 7 47 e RGMBRET O LERH D7D TT,

T r—va
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A4 (DN)

s FEAER T — X R
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=% =R

HIRAR)O—EIL—ILDRTE

cHEBERY S— L L— LDRIE (T —)
EERY — OFRE (8 3—)
TR v bu—RY—DFE (10 =)

HREAR) O—EIL—IILDERE
HRORY V—REITRO LBV TT,
CHEEY —
«FTHNNT I [ LA (Do Not Deerypt) ] T,
e XU T A X —T M LET,

* [SSLv2t v = 2 (SSLv2Session) | & [ SiL7zt v 2 a > (Compressed Session) ]
DM T, [EBFARAIOT 7 2 a2 (Undecryptable Actions) ] % [7' & » 27 (Block) ]
WICRELET,

« RV U — DRI ECTLS 13 EEE2HMLET,
« @5V —/L  [1E 5 L7\ (Do Not Decrypt) ] /V—/LT 7 3 a ViMEH S D v—L % Bk

<, TRTONL—NLOaX U TEAMNZLET, (ZIUFMEETT, EEINTWRN B
T4y 7T HERERRTIHAIL. TOL—LouaX A LET, )

T EAa  a—)LRY —

BRI —ET I ER a2y ha—L RY —ICEEMTET (BEMNTE LN
LU EERY L — U THERE L ERA)

T T HNIDORY =T 7 vark [RAME : AT AORNTE X2 VT g LR

- L

f¢ (Intrusion Prevention: Balanced Security and Connectivity) ] (ZF%E L £,

XA X—T W LET,
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HEARY) O—EIL—ILDRTE I

B e=xvo—on=

MENEY Y
BER)— OFE @—)
Brn—n OE (26 ~—)
TIEAarybo— LR —DFE (10 —)

"SR — OBE

ATy I
ATy T2

ATvT3
RTv74

ATvTH
ATv 76
ATvT1
ATvT8
ATv79
RATv 710

TEERY O — ITHEIRESNDRDORANT T I T 4 AREDRTE ST,
T 74N ET 7 a i [fEE L7\ (Do Not Decrypt) ] T,
e mX T HEAR—T I LET,

« [SSLv2t w3 = (SSLv2 Session) | & [[Efff S 4172 >~ 2 a3 > (Compressed Session) ]
DWW 5T, [ESFARA[DT 7 a > (Undecryptable Actions) | % [7 7 > 27 (Block) ]IZ8%
ELET,

RN L —DFEMIHRETTILS 13152 ANC LET,

F 72 Secure Firewall Management Center (272 271 > L CWaWEAIE, v/ A4 LET,

[R1) &— (Policies) |>[7~ X2 tA—)L (AccessControl) ]1>[{ES (Decryption) 1 %27 VU v
L%,

HWERY v— OMICh S [k (Edi) 1 (4£) 22V v 7 LET,

R—=YDFENHD [T 74N DT 7 a s (Default Action) 1 U A D, [5 L7222 (Do Not
Decrypt) 1 %7 U > 7 LET,

WROBIIH 2R L TWETS,

Default Action | Do not decrypt

ITORET, [m¥ 7 (Logging) 1 () #27 VU7 LET,
[ DF& THEZr X2 /3% (Log at End of Connection) | F = v 7Ry 7 A& AN LET,
[OK] %7V v 2 LET,
[(R1F (Save) 1Z227 Vv 7 LET,
(5 AR" DT 27+ 3> (Undecryptable Actions) | Z 7 %27 Vw7 LET,
[SSLv2t w2 3 > (SSLv2 Session) | & [JEffEE >~ > a > (Compressed Session) DT 7 v a d [T v
7 (Block) JIZRETDHI L EAHRELET,
F v bU—27 TSSIV2 ZFF Al L7V TLIZE W, JEfi SAZ TLS/SSL b7 7 4 v 713 YR — h & T
RN Tmy 7T HNERDY ET,
EAT T a v OFREDFMIZ OV TIL, Cisco Secure Firewall Management Center 7 /3 AT A KD
[ Default Handling Options for Undecryptable Traffic] Ot 27 >3 VB L T 7E &0,

ROKFF|Z2 7" L TVET,
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ATFvIN
ATy 12

SSL Policy Example

Enter Description

SSLv2 Session | Block v

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
Decryption Errors | Block v |
Handshake Errors | Inherit Default Action v |
Session not cached | Inherit Default Action - |
Unsupported Cipher Suite | Inherit Default Action v |
Unknown Cipher Suite | Inherit Default Action v |

Compressed Session I Block v

Revert to Defaults |

[FEfMEX & (Advanced Settings) | ¥ 7 _X—TY %7 U w7 LET,

%
H
-

BERY >— 0

[TLS 1.318 5 DA %)t (Enable TLS 1.3 Decryption) | F = vV Ry 7 A& AN LET, 2L T
SV, oA T v a OFERIIZ OV TIX, Cisco Secure Firewall Management Center 7 7NA AR T A KD
[ Default Handling Options for Undecryptable Traffic| =72 3= > @ [Advanced Decryption| 47> = > D&

7 varEZRLTIIEZEN,

Applies to 7.1.0 and later
(W Block flows requesting ESNI
(W Disable HTTP/3 advertisement

.::- Propagate untrusted server certificates to clients

Applies to 7.2.0 and later
@ Enable TLS 1.3 Decryption

Applies to 7.3.0 and later
@ ) Enable adaptive TLS server identity probe

Advanced options are available only with Snort 3

ATV T3 X—=VDLEHICHD [R1F (Save) 1227V v 7 LET,

RDEZRY

BEL— OFE Q262—) OBV, EEL—1 %

—;‘O

REL, FNL— L ERELFE

BEIL—ILOERELERMRHI 73 .
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HERYS—LL—L0EE |
B oexavro—nKys—ozE

T7OEXarv kA=)l RY—DHETE

TI7EA Ly ba— L R RIS NWDIRONRA NT T 7T 4 AREDKETE
HERY) =T 7R v hu— R o (ZBEM T ET (BEAT A LR &
EERY —E—LIHEELERA) .

T THNIDRY =T 7 ark [RABE : AT ARt X 2 U T ¢ &
(Intrusion Prevention: Balanced Security and Connectivity) ]IZi%E L £,

XU EA F—T M LET,

AT w71 F72 Secure Firewall Management Center (212 27 A > L CWRWEEX, v/ A4 LET,
ATw 72 [R1)— (Policies) 1> [7 Y R (AccessControl) 1227V v/ LE7,
AFYT3 7R arbu—L R —DORIZH D [ (Edit) 1 (£) 227Uy 27 LET
ATy T8 (HER) U —RNEEHEINTORWEEIE, B TRETEET) |
a) ROIZRTEIIT, ~—=TD EEIZH D 5 (Decryption) 1V 27 %27 Uo7 LET,
' AC policy #

-+ @& Prefilter Rules — Decryption —+ @& Security Intelligence —+ & Ildentity — {

T 2 J Decryption Policy [7]
Name Decryption Paolicy
|« Mandatory (1- 1) | [None v

~  Default

‘ Create Mew Decryption Policy

by VAMNL, AENCT 2B R > —D4ARE 7Y v 7 LET
¢) [Applyl 7 U w7 LET,
d) =YD LHICH D [IR1F (Save) 1227V v 7 LET,
ATV TS X=TOFEIZH % [DefaultAction (T 74NV T 7 ar) 1UARNT, RAB#H : NT7 v 20Hni-t

= U7 ¢ L8t (Intrusion Prevention: Balanced Security and Connectivity) | %2 U v 27 L&,
ROBIHN 2R L TWET,

Default Action Intrusion Prevention: Balanced Security and Connectivit v | = B

AFyT6 [BXL Y (Logging) ] (B) 2V or Lgd,

ATy T [HEFOKTHIZr X 742 (LogatEndof Connection) ] F = v 7Ry 7 A&A 2L T, [OK]Z7 U v
7 LET,

ATy 78 [fR1F (Save) 127V v 7 LET,
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| #2RY S —EL—LOH
72z avra—L Ky v—osz |

RDERY
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i

BE5IL—IL

« WHL— I (13 =)

TV T UNETHERNT T 47 (133—)

WD EEN—IV RFED NT T 4y T EES LW (14 X—)

RO EHEN—)V  FFEDT AN NT 7 4 w7 BEETD (153—=)

RV R OB T IV, VEaT—var, FREFTIIV v a v EES LY (1673—
V)

« 7 AV O [ME5F-FFESL (Decrypt - Resign) ] /L—/LDIER (17 <—2)

CRBEO BB FHREL e ha A=V g a7 a7 EEERT S (19 2—
V)

cHENL—IL ORE (26 X—)

BESIL—IL 5l

TOETIEH, BEEL—L OEERL, YAIDORANSFI T 4 RTONWTHBALET,

TJLI24IWNETBERTITavYD

FLIZANRY o TIT 7 ZEHOBI D7 = — T, L0 U YV —Z2EHEDO KX VI %2 FE
ITT2ENATONE T, TV 74XV 7E, Wi~y X —& R Lz, L 0ERER A X
R g R AR AT B OFN & BT B &L T A omEE T, I EIT SN E
KR

TV 4 NZY U TNE, EF2 VT 4 D=—RE "N T T 47T a7 7 A ICESW TR
AEMBENRH BT, UTEXNRETHIRI O —L A VAT a U BBEANTAMNERB D £
ﬂqo

« Microsoft Outlook 365 72 & DO —BIENT 7V r— a9 >

e —R— Ry I 7w IOl 77y N7 a—
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wEL—na |

B svossi— #E0ors70vsmELAEL

OO ESIL—IL BEDLS T4 v I ZEESLEL
B OB D EH/L— Tlid, N Ay U —7 (intranet &£ LCEFR) IZANH) bT 7 4 w7

TS SN EF A, 5 L2 (Do Not Decrypt) ] /b—/L7 7 = i, ClientHello {2 —
B4 5720, EFICEHICUEINET,

\}

SSL Policy Example
Enter Description
Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
Add Category Q, Search Rules X
““““““““““““““““““““““““““““““““““““““““““
twork De t decryy s
2 Decrptiest e Astology (any Sl
3 Do not decrypt low risk Risks: Very Loy Do notdecrypt # W
Facebook
4 Donot decrypt applications Facebook Mes Donotdecrypt 4 W
Facebook Phot
5 Decryptall but rusted categ Ay (Except n ol f§
6 Block bad cert status. 1 Cert Status s @Block S
7 Block SSLv3. TLS 1.0, 1.1 3P | Versi @Block su
Root Rules
Default Action Do not decrypt v| @

GE)

PN DNS B —/3 =75 NES DNS U YL ) (Cisco Umbrella (AR T 75 A 7 2 A7 E) (2D
INT T4 I RELGEIE. ENOD T T 4 v I 5 L7V (DoNotDecrypt) ]/1—
NEBMTE LT, WEDNS b — A—THBEO R VRSN L5EG. Thbax L7 1L
2V R —IZEMT 528 TEET,

7eiZL, A F—Fy hb— hH—s— (72 & 21X, Active Directory [ZFHAIA F #1172 Microsoft
WESDNS U Y LX) ol A Z—3 >y NMZRENIDNS N7 7 1 v Z7I12iE, [ L7 (Do
Not Decrypt) | /V— AR LT 4 NEZ D o TERMFH LN EABSHRELET, 0L o7
BRI, NI T4 v P EREEIIRET LI, TRyl T 5 EERMTALENRDHY 9,

B &5\ — L oEEERSI713 |



| ®EL—u b
RO EEL—N  BEDTRA 579058575 |

Editing Rule - DND internal source network Q

Name Move
DND internal source network Enabled below rule v 1
Action

Do not decrypt -

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Available Networks + Source Networks (1) Destination Networks {0}

@, Search by name or value Intranet w any

Networks Geolocation

any
IPv4-Private-All-RFC1918
any-ipvd

any-ipvé

defaultgateway
insidesubnet

Intranet Enter an IP address ‘ Add ‘ Enter an IP address

IPv4-Benchmark-Tests

~ e e | — — e

ROESIL—IL BEODTAMZ T4 v O %2ESTH
ZOBITIEH, WOL—NVIEFA T a T, ZOL—ME, BonNZATDNT T 497 %
BEBIOEHRL TS, Xy FU—27 ECTHAT 0BT 2851 H L4,

SSL Policy Example E=3

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category + Add Rule @ Search Rules »
sowc | Dost Source Dost wan . N
o tame o | Dt | | Bt | WA | veen | Avplam. | oo Destporis | Gtogories | 551 Action
Administrator Rules
Standard Rules
1 OND intemal source network Inzanet Donatdecryot # &
— 0 oecopene Asuciogy (Any g |
3 Do not decrypt low risk Risks: Very Lov Donotdecrypt # W
Facebook -
4 Donot decrypt applcations Facebook hes Dorotdecryot # W
Facebook Pt
ecrypt all but rusted cate ny (Except U (Decpt- 4§
5 Decrypt all but trusted categ Any (Except Uy Resion v
6 Block bad cert status 1 Cert Status se @ Block ‘v
7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @Block £
Root Rules
Default Action Do not decrypt -8

JL— VDR
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B zuxoon75y. LEaF—vay, FEE7TUS—va v ERRSLAL

Editing Rule - Decrypt test site

Name
Decrypt test site Enabled Move
Action
| £ Decrypt - Resign ¥ | with | IntCA v Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN

Categories

Q. Search by name or value

Any (Except Uncategorized)
Uncategorized

Adult

Advertisements

Alcohol

Animals and Pets

Arts

Astrology

1€ < Viewing 1-100 of 125 > >|

BUROD

F—arvEESLEN

Xy NI—=2 ED T 7 4y 7 Z7HMEL T, ARV A7 D72 LEaT—var, i
TV =2 a Al—8TH 8770y 7 &ML, [fE5 L7 (DoNotDecrypt) 177 > =
YEEMALT, FNoD0L—LEBIMLES, M7 74y 7 OB LY 2 < ORI D
T2, T 6 O—/LEMo L BARR 7R [1575 U722V (Do Not Decrypt) ] /b—/L D% IZ Bl

LET,
WRITH 2R L ET,

SSL Policy Example

Enter Description

Rules

Trusted CA Certificates  Undecryptable Actions

y; | Mams Zones Zones

Administrator Rules

Standard Rules

1 DNDinter

2 Decrypt test site

Do not decrypt low risk

Do not decrypt applications.

5 Decrypt all but trusted categ

6 Block bad cert status.
7 Block SSLV3, TLS 1.0, 1.1
Root Rules

Default Action

JL—IVDEEH

B &5\ — L oEEERSI713

Advanced Settings

VLAN

Tags Users. Applicati.

Cert Status

+ Add Category

Risks: Very Lo

aaaaaaaa

Facebook Mes.
Facebook Phot

Cipher Suite

Version

wEL—na |

Logging

Selected Categories (1)

Astrology (Any reputation)

+ Add Rule

DestPorts  Catagories

Astrology (Any

Any (Except Ur

-

h73dY)., LEaT—>3a>, £=E77Y

Q Search Rules X

ssL Action

Do not decrypt # W

» Decrypt - Pr
Resign .

Do not decrypt #

Do not decrypt # W

» Decrypt - s

Rosign L

1 Cert Status se @ Block s u
3 Protocol Versi @ Black ’u
Do not decrypt v |8



| ®EL—u b

AT3YD[ES-BEESL (Decrypt-Resign) ] /L—ILDIERL .

Editing Rule - Do not decrypt low risk Q
Name
Do not decrypt low risk Enabled Move
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) Selected Applications and Filters (1)
Q, Search by name Q, Search by name Filters
+ Risks (Any Selected) 050plus Riska:Very|Low, Low L]
Very Low 538 181 Internet
Low 454 1-800-Flowers
Medium 282 1000mercis
High 139 12306.cn
Very High 70 123Movies
v Business Relevance {Any Selected) 126.com
Very Low 580 17173.com
1< < Viewing 1-100 of 1483 > |
Add Rule Q
Name Insert
Do not decrypt applications Enabled into Category v Standard Rules -
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters 3 Available Applications (0) ¢ Selected Applications and Filters (4}
Q_pinn X Q faceb x Filters
v Risks (Any Selected) All apps matching the filter Tags:pinned certificate Filter:"faceb .
w Business Relevance (Any Selected) Applications
» Types (Any Selected) Facebaok L
v Categories (Any Selected) Facebook Message L
v Tags (1 Selected) Facebook Photos u

pinned certificate 0

Cancel | m

HhTIDMES-BFESZ (Decrypt-Resign) 1 /L—ILDE
DRy TEH, RPEOYA FERS TXTOYA MIxt LT, [E5-H5%E4 (Decrypt -
Resign) 177 v a &AL TEZLV—NV ZERT 202 RLET, ZOAL—LTiE, [F—

DI % g (Replace Key Only) 147 v a v #FEHLET, [E77-FFES (Decrypt - Resign) ]
VT I a TR IO T a v EERT L2 L AR LET,

| #eEL—LoEmEeERE 13 ]



wEL—na |

. W73 UD[ES-BEESL (Decrypt-Resign) ] /L—)LDIERL

ATy I
ATvT2

ATvT3

ATy T4
ATvT5
ATv 76
ATvT1
ATvT8
ATv79

ATv 710
ATvIN

ATvT12
ATy 713

[ — DI % E (Replace KeyOnly) 147 v a & HHTSH &, Qﬂg%iﬁﬁi%{ﬁfﬁﬁ“é
YA FEBRBLUIEZEES, Web 77 UV ICEx 2 ) T o BENFREND D, 2—P—
EE) T%“Cﬁ%nxéﬂfb\foéb”j‘/f FEBEEL TS Z EIZRMEET,

ZON—)VER FTEIWCRETDHZ T, MFOEFEIEHTE, L —1%R ) U —DORHIIEE
LG EERILE IR T 4=~ R BE G252 <, NI 74 v 7 %BEL, HE
WIS L THRAETEET,

F 72 Secure Firewall Management Center |22 71 > L CWRWEAIE, v7 A4 LET,

WHERFRAE/R (CA) % Secure Firewall Management Center ([AZ 72 x4 k (Objects) |>[# Tz y FEE
(Object Management) ]. WIZ[PKI]>[NERCA (Internal CAs) |) &7 v 7 u—RLET (£FE7 v 7
72— FLTWRWES) |

[R1) — (Policies) |>[7¥tRXa> kO—JL (AccessControl) ]>[#ES (Decryption) 1 %27V v 7

LET,

SSL R Y o —DMEICH 5 [t (Bdit) |1 (£) 22V v 7 LET,

=DM (AddRule) 127V v 7 LET,

(48 (Name) |7 4 —/b RIZ— V&8T5 4812 AT LET,

[7 272 (Action) 1 U A b, [H5-f5E4 (Decrypt-Resign) 1 %7 U v 7 LET,
[with] U 2 k226, PNESCA O&4RTE 27 U v 7 LET,

[F—DH% & (Replace Key Only) 1R v 7 A% A4 12 LET,

WD H %2~ L TWET,

Name

Insert

DR rule sample Enabled below rule - 8

Action

.9 Decrypt - Resign v | with | IntCA v | c Replace Key Only

[#7 Y (Category) | X7 X—T %7 U7 LET,

[#77 2V (Categories) | U A D EHT, EE (Ko %ZFR<) (Any (Except Uncategorized)) | % 7
Uy Z7 LET,

[LE 27— =3 (Reputations) | U A T, [LE (Any) 1227V v 27 LET,

[L—ZEM (AddtoRule) 127V v 7 LET,

ROKIFZ2 7R L THET,

B &5\ — L oEEERSI713



| ®EL—u b

HEDESIL—IL

RED ESIL—IL

Editing Rule - Decrypt all except trusted cat

Name

Decrypt all except trusted cat Enabled Move
Action

(7 Decrypt - Resign v |with [ IntCA - Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN
Categories Reputations

Q_ Search by name or value Any

5 - Trusted

Any (Except Uncategorized)

4 - Favorable

Uncategorized

Adult 3 - Meutral
Advertisements 2 - Questionable
Alcohol 1 - Untrusted

Animals and Pets
Arts

Astrology Apply to unknown reputation

1< < Viewing 1-100 of 125 > |

Oy FEIFIERT S

BBEDOEBL—E, &b BRI TR OB LERL— LD, RIERFEHE L Z2 TR
WwWra han =g CEBERELII T ey 75— T,

SSL Policy Example
Enter Description

Rules  Trusted CA Certificates Advanced Settings

Undecryptable Actions

Source Dest
Networks

Dest

Source
Name e

" Zones Networks

Administrator Rules

Standard Rules
1 DNDinternal source network Intranet
2 Decypt test site

3 Do not decrypt low risk

4 Donot decrypt applications

5 Decryptall but usted categ

e ¢ © ook badcert sats

e 7 ©biocksSLa TS 10,11
Root Rules

Default Action

J— L DR

Cert Status

SEBAE L O ban—2

VLAN

Tags ]

MAEL IO baLA—CavETny s EaERTS |

Cipher Suite Version Logging

Selected Categories (1)

Any (Except Uncategorized) (Reputations 1... §

At

o

t Add Category  + Add Rule @, Search Rules X
Source
Ponts

Applicati DestPorts  Categories  SSL Action

Do notdecrynt # W

» Decrypt -
Resign

u

Astrology (Any

Risks: Very Loy Do notdecrynt # W

Facebook
Facebook Mes
Facebaok Phot

Do not decrypt #

» Decrypt - P
Any (Except Ut Resign s u
1 Gert Status se @ Block /u
3 Protocol Versi @ Block s
Do not decrypt -8

BEIL—ILOERELERMRHI 73




wEL—na |
B v avExs—sxzenmzgIinysssmeEL—0

Editing Rule - Block bad cert status Q
Name
Block bad cert status Enabled Move
Action
@ Block v
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Revoked: Yes No Self Signed: Yes No Revert to Defaults
Valid: Yes No Any Invalid Signature: Yes No
Invalid Issuer: Yes No Expired: Yes No
Not VetValid: | Yes | No Invalid Certificate: | Yes | No
Invalid CRL: | Yes | No Server Mismatch: | Yes | No [
Editing Rule - Block SSLv3. TLS 1.0 Q
| Name Move
Block S5Lv3. TLS 1.0 Enabled into Category b4 Standard Rules
Action
| @ Block v
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS v1.0
TLS v1.1
TLSw1.2

Revert to Defaults

5l . SEAZER T—ARZFER/RFELITITOVITHEFIL—IL

BBEOERL—T, b BRI TR OUENLER L — LD, RIERFFAE L L2 TR
WZa fhanR—=V g UEBEREREE T ey VT HL—ATT, Zo® s v a o, FEH
EDORT =LA LTI T 74 v 7 #ER]ERITT ey 755K EERLTVWET,

)

G¥)  [Wf5AA— b (CipherSuite) ] & [/3— 3 > (Version) |D/L—/L&EE, [ 7 v (Block) |
FE[VEy hLTZr >y (Block withreset) | D/V—/L T 7 L a UIMEH I TV HL—
NTORMEALET, ZNOHOFRMEEL—ALTHONL—LT I ar bt bIfElTHE, v
A7 5O ClientHello LB T L, PHITERWAT 4 —~v U ARAE L L AREMERH D £,

B &5\ — L oEEERSI713 |



| ®EL—u b

ATv T
ATy T2

ATv7T3
ATvT4
ATvTH
ATv7T6

ATy F1
ATvTS8

ATvT9

ATy 710
ATy

Bl ERERT—4 R EEREEETIOv s mEL—L [

% 72 Secure Firewall Management Center {22 27 A > L CWaWHEEIX, v/ A4 v LET,

[81) — (Policies) 1> [7Y A3 tA—/L (AccessControl) 1> [85 (Decryption) 1 %27V v 7
LET,

SSLARY > —DRICH D [t (Bdit) 1 (#F) 22V v LET,
wEL—L OMICH D [ (Edit) 1 () 22V v2r LET,
L—/L DB (AddRule) %7V v LET,

L—®DiEAN (AddRule) | ¥ A 7 a2y 7 A0 [44HT (Name) | 7 4 —/L RIZ, L— /L DA HIZ AT
LET,

[REFAEZE R T —Z X (CertStatus) 1227 Vw27 LET,
FZFEAEA T — X AIIROA T a U nd ) £7,
MY T LR ERAT — X ANGFET D L ZITRET LA, 1TV (Yes) 127V v 7 LET,
U T DIAEHER T —H ANIEE LW & ZIZHRET25E81F. Wz (No) 127V v LET,

AR —HT DL XM EARAX Y T T IHEAE. TR (Any) 1227 Vv 27 LET, 2FED,
[HEE (Any) | 2RSS L, FAERT X 2OFEICEDLL T L—LT KL ET,

[7 273 a2y (Action) 1Y A RMT, [ (Monitor) 1227 Uy 7 LTA—MC—ETHINT T4 27D
HEEMR L CTa 75T 52, [P ey 7 (Block) |£721X[VtEy hLTZ v 2 (BlockwithReset) ]
7 Vw7 LTChNI 74wl &7 ay s L, LESCTERE Yy bLET,

= ~DERZRAFT DITIE, X—=YDTEHICH D [IR(F (Save) 127 U v 7 LET,

BY S —~DOEFEEZFAET DI, 2—T0 EEIcdH D [RFFE (Save) 1227V v 7 LET,

1

#HA% 1L Verified Authority & V9 FRAE/R A58 L TV E T, #AA%IL Spammer Authority &
WORGERAZEHEL TWEXYA, VAT LEHEIL, Verified Authority DFERE3 X
N, Verified Authority D¥1T L 72 CAGERFEA T » 7' v — R L £, Verified Authority
DBLABNZEAT LICREED 1 22 K S8 72720, v AT LAEHE T Verified Authority
MO INIZCRLEZT v/ r—RNLET,

WOKIE, B ELZ T = v 7 T 5AZEARAT — X A0V — V&M 2R L T0E
T, ZAUT LY, Verified Authority 7> B 3T S 7228 CRLICITBEFR SN TE H T, Bl
RCHMDHIF OB E LT AOHEANICH L0 E I PR T =y 7 ERET, ZOH
ETH, INLOMHETH S LENTZ T 74 v 7 ET 78R 2 Fr—l kY
BB LOMmESNEEA,

#eEL—LoEmEeERE 13 ]



wEL—na |

B 5 awExs—sxegmsr-aIny s mEL—L

Revoked: ‘ Self Signed: |
Valid: ‘ Invalid Signature: |

Invalid Issuer: ‘ Expired: |
Not Yet Vaiid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: ‘ Server Mismatch: |

WO, AT —FANFELRZNWI L & F = v 7T HEPERT —Z 2D /)L—/15%
fER L TWET, ZORETHE, HRUINIZZR > TW e WiEBEZ A L =1t
SN T T4 v ERAEL, TN T T4 v BE=H—LET,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: |M‘
Not Yot valid: | Yes | No [N invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

WOFITIL, R RITEOIEHE, B OEB4 Sh-irtHE, RN OEAE, B
J OB RFEHENERE N T 7 4 v 7 THASNTWAESEE, b7 74 v 713200 —

IVEARIC—F L ET,

Revoked: | Yes m Any
Valid: ‘ Yes “ Any | Invalid Signature: ‘
Invalid Issuer: | Expired: ‘
Not Yot valid: | Yes | No [N invalid Certificate: | Yes | No |||
Invalid CRL: | Server Mismatch: ‘

WORNE, BEROSNIB Y — "= Z—FKT 5, ERITCRLBBARN TRWGHIZ—
T AAHER T —F 2D )— V5 E R LTV E T,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: ‘
Not Yet valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

. BEIL—ILOEREERGI13



| ®EL—u b
Bl 7o rans—vaveERErEIny s mEL—L [

Bl : O raN=Da 0 FERFELEITIOVYTHESIL—IL

ZOFTIX, TLS1.0. TLS 1.1, SSLv3 XDt Xa T R Ini oty NU—7 |
DTLSEBIUSSL Y v barzray /7§25 FEE2 R LET, 206K, v hair—Ts
VL=V INED L D ITHEET DI HOWNTH D LA 5 72DIcE FNTWVET,

X7 o b/ T _RCs AT 0 A AR, Xy U= ISRV DB
NHYET, ZOFITEH, kO I 0 F9,

¢ SSL b—/b @D [/X— 3 > (Version) | N—VZEFEHLT, —fHo7e harzryav s
THIENTEET,

e SSLV2IFHE AR L A& b7, SSLARY v —D[E5 A/ DT 7 a2 (Undecryptable
Actions) | ZfEALTC7 vy s TEFET,

o FIREIC, JEME TLS/SSL TV AR— R ENTWARWE=D, 7avy 7T 3 08N 1,

(G¥)  [K§5AA— b (CipherSuite) ]& [/3— 3> (Version) |O/L—L4&AHE, [7 1~ 2 (Block) |
FX[VEYy L TZr >y (Block withreset) | D/V—/L T 7 L a UIMERHINTWHL—
NTORMEFALET, ZNHOHRMEELV—AVTHONL—LT 7 a b BRI E, &
AT LD ClientHello LI FH L, PHITERWART 4+ —~v U ARNAE T LR H Y 37,

ATy F 72 Secure Firewall Management Center (272 71 > L CWARWEAIE, v/ A4 LET,

ATy T2 [RYP— (Policies) |>[7HP+RXa> ka—JL (AccessControl) ]>[1E5 (Decryption) |27V v 7
LET,

RFv T3 SSLARV U—OfIcH D [fk (Edit) 1 (£) 227V vr LET,

ATvT4 E\HEL—L OBICHD [ME (BdiY 1 (£) 2270 v 7 LET,

ATy FE  [L—/LDEM (AddRule) 1227V v 7 LE7,

ATYvT6  [L—LDEM (AddRule) | ¥ A TR 7Ry 7 AD 4l (Name) | 7 4 —/L RiZ, L—LOL4HTE AT
LET,

ATy F1 [T7¥ar (Action) 1UA RS [ZayZ (Block) 1E£721X[VEy hLT7r v 7 (Blockwithreset) ]
z7 Vw7 LET,

ATy T8 [N—Var (Version) |"—TY%7 Vv LET,

ATvF9 SSLv30, TLS10, TLS11742 L, X a7 TR Rolcya haldF =y VR 7 Akt I LE
T BlEREEXFaTERREINTWD TR harDF =y IRy 7 A4 T7IZLET,

WORKIH 2R L TUVWET,

#eEL—LoEmEeERE 13 ]



B 77 00 asngonnassmsEziny s 45 m8SL—L

Editing Rule - Block SSLv3. TLS 1.0

Name

| Block SSLv3. TLS 1.0| | Enabled

Action

@ Block v

Zones Networks VLAN Tags Users Applications

S5Lv3.0
TLS v1.0
TLS vi1.1

TLS v1.2

| Revert 1o Defaults

ATY 10 VIS U T — L5828 L £,
ATy TN [R1E (Save) 227 VU v 7 LET,

wEL—na |

Cipher Suite Version Logging

AT arnfl EFBREDOBNLZERELEZTIOVITEHESIL—

JU

ZON—E, = N—FEHEOBBAICESNT N T TV v I EERE I Ty IR0
HEIZOWTOTATTE2EMEL, D LEEMCHRHAT A 7-0ICEFNTVET

kA4, Ea— R dlgs . . B X OYHBEAL TR T E 908, @I eL 0BT
R EInFET, =& 203, https://www.cisco.com DOFFHEDO B L 1T cisco.comTY, (7272
L., ZHIELFTLHHEMTIIS Y ¥ A, —RIBRARTE RO 2 I7EIZSW T, Cisco
Secure Firewall Management Center 7 /31 A4 4 K@ [Distinguished Name Rule Conditions |

v varERRLTLEZEN)

7747 2 MEROURLDRA ML, = "=2fEE (SND) T, 7747 M,
TLS /N> R = A 7 OSNHEEZFERA LT, #5758 A My (7o & 21E, auth.amp.cisco.com)
ERELET, I, —_"—F, H—DIPT7 RLATTRXTOIMHEEZRA RN LN,
Pt A N2 DT DB R, RIS T DREF— LEHETF = — 2R L £ 7,

AT w71 F£72 Secure Firewall Management Center (212 7 A > L CWa WAL, v/ A LET,
ATv T2 [RYP— (Policies) |>[7Y X3~ kA—JL (AccessControl) ]>[fE5 (Decryption) |27V v 7

L\ij—o

ATFY T3 SSLAEV—ORICHS [fRE (Bdit) 1 (#F) 22V v 7 LET,
ATy T4 EHEL—LORICHD [RE (Edit) 1 () 227V vr LET,

B &5\ — L oEEERSI713


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://en.wikipedia.org/wiki/Server_Name_Indication

| ®EL—u b

ATy TH
ATvT6

ATy 71

ATvT8
ATy

ATv 710

ATy I N

ATvT12

ATy 713

ATv 714
ATy 715

FTv a0l EREOBMNEEERELETOv T EEL—L [

L—/L BN (AddRule) %27V v LET,

L—®DiEN (AddRule) | ¥ A 727Ky 7 A0 [4HT (Name) | 7 4 —/V RIZ, L—/L D4 HITZ AT
LET,

[7 273y (Action) U A RNB[7ry 27 (Block) |E72iL[VEy hLTZ > 7 (Blockwithreset) ]
Vw7 LET,
[DN1 %27 U w27 LET,
[f# JHATRE72 DN (Available DNs) ] T, B4 24 2R L £,
CZITHINAAT Y2 FEERLTY R MOBEMT 5121 (B TRIEICBEmTE£3) o (A
#272DN (Available DNs) ] U 2 k@ Fizdh s Add () 227V v 27 LET,
BT AFNA ATV =7 FEBRO V=T 2K T D121, [EHFTREZ2DN  (Available DNs) ] Y
A RO EIZH D [AATETITMETHEE (Searchbynameorvalue) | 72> 7 ha227 Vv s L, A7V =

7 FOAMELZIAT V=2 FOEEANLES, ANTDHLE, VARBEHSNT T 547
VxJ FRERINET,

FT VT NEBRT DL, FOLF TV e ) v LET, TRTOFT V27 FEBRIRT S
WZiE, A7V v 7 LT [TXTRIR (Select All) 1 23R E9,

(7Y =7 MZEI (Addto Subject) | £721% [FEATICIZIEM (AddtolIssuer) 1% 7 VU v 7 LET,
Ev b BRLEAT V27 VERT T TR Ry T52 80 TEET,

FETHET 2V 7 I @ 3L R H 2 5HE1F. ThbaBMLET, [V 7Y=2 K DN

(Subject DNs) ] F£721% [%475C DN (Issuer DNs) ] U A FD TiZ&H % [DN £721% CN ® A7) (Enter DN
orCN) | 7'mr 7 a7V vy 7 L, @A FEITERNAEZ AN LTHEM (Add) 1227V vy 27 LET,

EHLHDUAMIHCONERIEIDN ZEBMTEETN, [V7 Y= FDN (Subject DNs) ] U & MMIZiBHN
THONR— KA TT,

=V BN 57, MR Z Rl £ 7,

BTLED, V= ~DOEEERFEL, X—=VOTEHIZH D [R1F (Save) 127 U v 7 LET,

R —~DOERERFT B, =T EHICHD [R7F (Save) 127V v 7 LET,

15l

RORIL, goodbakery.example.com (Zxf L THAT S A7 FEHEFS X U goodca.example.com
IZ K> TRITSNTREEZ R T 2A NV — VR 2R L TWET, 2 b DFE
HETKH LS N7 7 0 v ZI3FFA &, 778X v br— s X vl En
e

#eEL—LoEmEeERE 13 ]



wEL—na |
B ==r—ronx

Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com ™
Enter DN or CN \ Add \ Enter DN or CN

7 — =] _ =JL ==
BEIL—I DEFE
WENL—VIHRIND XA NS T 7T ¢ ZARTEDREH 1,
i v—/v : [#5 L7y (Do Not Decrypt) (| /V—/A7 7 v a UIMERA SND L —LZ2FRL

TRTOAL—LORXF TEaNLET, (TIUHMEETT, #BEInTWiRnET 7 1y
JICEHT AR A F TR T AT, FOoL—LoaXr ZEENIZLET, )

AT F1 %72 Secure Firewall Management Center {212 74 > L CWARWEAIE, v/ A4 LET,

ATy T2 [R1)>— (Policies) 1>[7Y X3 FA—JL (AccessControl) ] >[5 (Decryption) ]% 2V v L
£

RTYT3 SSLARY »—0RiICH S [fie (Bdit) 1 (4) 227V v s LET,

ATy T4 \—L ORIZH S [ (Edit | (£) 2270 v7 LET,

ATy TS5 [BX 7 (Logging) 1 ¥ 7 %7V vr LET,

ATY 6 [HEHROKTRIZE X 795 (Logat End of Connection) %7 U v 27 LET,

ATy FT [R1F (Save) 1227 U w27 LET,

RAT9 T8 N—Uhk EEICH D [BR1F (Save) 1 &7V v 7 LET,

B &5\ — L oEEERSI713



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



