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A% true
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FTXxFE4, HTTPR 1Z. UEIONR—a O HTTP ERICA vE— 0 V2R L ET,
HTTP/3 EAH D/V—/L1X service:httpd TR E SN ET,

HTTP A > A7 ZiX, 350/ N— 3 @ HTTP 2T _XCHE U HETHR—FLET,

http inspect A AT XL, HITP A vk—vorm harsyr—4=a2=v k (PDU) ZHKH
LTHorLET, http_ inspect X, TCP A R U —A05B TCP XA rv— RKE2Z{EL., b7 &/
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http inspect A VART ZIL, TTOHTTP ~v H— 4 —J)L K& HTTPURI ® =t LV iR— %
VM EBRHLTESR/ELET, http inspect AV ARYT ZIXTCP A— b EIEHL L A,

http inspect A ' AT XL, 4FEHFHO URI I CTE £,
e T ALY A7 (x)  ERUEINTWERA
« #ER} (Authority) : HTTP CONNECT A Y v KTl X412 URI
« 3155C (Origin) : A7 v 2 TIHE D URL (AF—LOMEROF(ER L)
o 45kt (Absolute) : AF¥—L, KA N, BLOHER/ A% FE T URL

HTTP URL IZiX, RO BDEEDHDH ZENTEET,

« A% —2L (Scheme) (ftp, http, F72i% https)

e RA L (Host) (H—/3—DKXA %)

« TCP &"— K (TCP port)

e /XA (Path) (T4 LZ RUET7A))

« 7> (Query) (ER/NTA—%)

« 7574 (Fragment) (77 A /LD—H)
HTTP A v & —Y Dk 72 a o TT 77— haRESHE DX 51T ntep inspect AV ANRYT X & 5%
ETEET, WICHlEZRLET,
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TA4AR

Gx) http inspect £ ¥ AT ZX A RNY—LALTCP ~A 1 — REHOHICHRETE £,

RETAD=ODODRIXNTSYH

http_inspect 1 > AT ZEMET H L EIT, WORANT T 77 4 AEBELTIESW,

*HTTP N7 7 4 v JIZRERET A7 7 A ABEEN TV DLHAL,
A—K L response_depth INT A —H %gm%bij—o

axX e
s HTTP URI BN T A —H DF 7 4 )V MiREEZFH L £,

"utf8":

request depth T

"true"

"plus_to_space": "true"
"percent u": "true"
"utf8 bare byte": "true"
"iis unicode": "true"

"iis double decode": "true"

HTTP I REA VAR ZDINT A —4

HTTP H—E X DB E

pinder A V' AT Z X, HTTP VY —E XA DOREZEFZ L F7,
VARG HOME] SR L TN,

FIZOWTIE, [ A

=11113
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{
"when": {
"service": "http",
"role": any
by
"use": {
"type": "http_ inspect"

}
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request_depth
HTTP A vt — Y DERAI N B D NA MRAHRE L ET,

BT 254 MIUTHIRAZZRE L2WEAEIE, 12 BELET, 9T 2 HTTP AT —% O
%%%UBET%)%/EHi\ request depth INT A—K L response_depth INT A—H %?Eﬁiﬂ'é—é Z &

REIDLET,
HTTP ~ v X —DH %A T HITIL, request depth & 0 [ZEKE L E T,
B HEH

BMNEERE : -1~ 9,007,199,254,740,992 (max53)

FIHILKME: -1

response_depth
HTTP * v & — Y DISERIN B HAIR DA P EEFREL £,

BRAET 254 MUTHIRAZRE LRWESIE, 1 2BELET, 9T 2HTTP AL T —# D
i%ﬁﬁﬂﬁﬁﬁ“é%ﬁ&i\ request depth /\03 A ‘_‘5 & response_depth /\03 A ‘_‘& %?E‘Eﬁ‘é Z &

EBEID LET,
HTTP ~v X — DO Zf4 51203, response_depth ZOoICRELET,
iUy

EMAEE - -1 ~ 9,007,199,254,740,992 (max53)

FTIAILKME: -1

unzip

gzip 7 7 A NVDIEMEEMERE L. A vE—VURLERETIHNCT 7 L— b T 50 E I 0ERTE
L9, JEMifRER 2 M35 & . HTTP A > A7 XX HTTP A vt — AL OFTTOE
ﬁj\ffﬂfifg ff: < fcﬁ D i'é—o http inspect 4’ VAR & ﬂi HTTP ~ > &"‘%ﬂﬁ%f% \i—é—o

B J— LA
ﬁg‘:jjﬁﬁﬁ . true, false

TI7HIL ME : true

maximum_host_length

sost HTITP ~ v X —7 4 — /L RTHFA ENDH 1A FORKRBEHEELET,
Ny A —EOR SITHIREZRE L2WGEIE, -1 2fELET,

B ORH

BEh7 g - -1 ~ 9,007,199,254,740,992 (max53)

FIHILKME: -1
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maximum_chunk_length

HTTP A v & =Y DAL TF v > 7 THA SN DR AA MzfiE LEd,
HTTP F ¢ > 7 O3 MRICHIRZBE L2 WHEE, -1 2EL £,
BB

BINIREE : -1~ 9,007,199,254,740,992 (max53)

FIAILME: -1

normalize_utf

HTTPJSEAR L TR &N/ UTF > 2—F ¢ >~ (UTF-8, UTF-7, UTF-16LE, UTF-16BE,
UTF-32LE, 3 XT'UTF-32BE) % IEHULT 20 E 2 0% E L E T, http inspect A ¥ A
#1%. HTTP content-Type ~> Z —71 5D UTF XFT L a— RERELET,

. T7— LA
ﬁ;‘j]t;ﬁﬁ . true, false
7—\'\77]'}b I‘ﬁﬁ . true

decompress_pdf

HTTP )AL T E7- application/pdf (PDF) 7 7 A /LDF 7 L — N D [EHEE 4 D
E%%ﬁiﬁé—ﬁ‘é NEDH ﬁ‘%?‘aﬂfﬁbiﬁo http_inspect/l) VAN ZIL, /Flatebecode A KU —
LT A NEHEHLUTPDF 7 7 A VOEMEZER LET,

] T—
ﬁ;‘jﬁ;ﬁg . true, false

7_577]'}[/ l‘ﬁﬁ . false

decompress_swf

HTTP )t B AR L CTHiH & 4177 application/vnd.adobe. flash-movie (SWEF) 7 7 A JL 0D JE i % fiF
BRI EINERELET,

\)

()  HTTP GET J0A TRt SN2 7 7 A VD JEREER Gy O 2 % JEREfRER TE £,

B T— A
ﬁ;‘j]t:;ﬁg . true, false

FTIAI ME : false

decompress_vha

HTTP )& A TR S 3172 Microsoft Office Visual Basic for Applications D~ 27 1 7 7 A L DJE
Ma &I 2ME I DERELET,
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B T — )l
ﬁ;‘j]ﬁﬁﬁ . true, false

T4 ME : faise

decompress_zip

HTTP A THilE S 7 application/zip (ZIP) 7 7 A VDJEMGE &S 208 9 ks
E]\/\iﬁ—o

B S — L
ﬁ&‘jjtﬁﬁﬁ . true, false

T4 ME : faise

script_detection

27 U7 NORRBEFR (Qscript>) A L7c#. JavaScript DNEEZRET 5708 5 0 afaE
Lij‘o http inspect ﬂi\ T U 70 ]\ @j{%%*ﬁﬂjj‘é L N Q%*ﬁﬂj@f:&)éig‘ﬁﬁﬁ’ﬂﬁﬁﬁ@
BT A v E—VUARLAETITEELET, A7 U7 MRHIZ LY | Snort | TR D & 5 JavaScript
EEDARRMEDOH DINEA v =V ETIERL T ry 7 TEET,

B T— A
ﬁ?i]t;ﬂﬁ . true, false

FTIAI ME : false

normalize_javascript

HTTP )G AL C JavaScript 2 1IEMALT D720 L — A D= AL EEHT 208 5 s
ﬁiﬂbiﬁ—o :@ﬂ_7o‘\/9 ‘/(i\ 1/777““/‘_‘ JavaScript / ‘_‘75/]) “H‘%ﬂ%ﬁk Li’?‘—o http inspect
A AR ZIE unescape Bg@/(%g decodeURI Fﬁiﬁ(\ String.fromCharCode Ay ]‘\\fcﬁ k@%ﬁ%ﬁ:ﬂﬁ
JavaScript 7 — & Z ERI{L L E 3, HTTP A > A7 Z X, unescape BA%X, decodeURI BH%,
£ Ot decodeURIComponent BN D= 72— R (%XX, %uXXXX, XX, LV uXXXXi) %
ERELET,

http inspect /( AN §7li@ﬁ¢6/§i§|i$%i‘ﬁﬂj L\ 1 O@X“\G%XW—IE/{:E“Z L/\ij—o
normalize javascript 75‘755.3357— 73?0 T %)%/Er\\ max javascript whitespaces %%&ﬁ LT\ %ﬁ

#efb S A7z JavaScript DEfE T 52 AT OB A HIR TE £,
B T—H
ﬁ;‘j]t;ﬁé . true, false

TI74IL ME : faise

js_norm_hytes_depth

IEHET % AJ) JavaScript D31 MEEEELE T, ZOA 7> 3 %, JE5E JavaScript / —
~ 7 A FIZEATT,

P HTTPREA VR4



| HTTPRRE A 2RV 5

HTTP A w2~y 54035 2—4 [

\)

6=

3DF 7 v MRENMEH S ET, JavaScript [EA OFERKIL. Xy b T =27 SR Y L—

(NAP) =W —A L H—T 2 Af ANbT vy 7 ENET, T 74V MREE EEEX LT/ —

~IAYPREE I AZ~A RTHIT

X, /ftd/app data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua

TrANVEERELET,

J5E JavaScript / —~ 7 A Y& H 3 554, Lightweight Security Package (LSP) 33 J UF Snort

http inspect A AT TR T HEEALTERE L, 1 DOAR—=XZIEHILET, 4
VAR BIX, NT T 4 v 7 RN IER LT 5 7291C, BAk# <script> is in one PDU and the
end </script> 23BID PDUIZHH S EIERPDUDAZ VT NEBHLET, HiLWw Sy 77
js data lX, V¥ A MA U Z AL (JIT) 77 wu—F &#H L T JavaScript = — RZ& I L
EHYES D Snort3IPS /3y 7 7 IZIBINE L, ZOAT Y a i — L THEASh TWDHEIC
DI —<FAFRIERHINET,

http inspect A AT Z E JavaScript a— RiZ Eg@ﬁl’“‘ 2y (0 EGEJQIZI\ %ﬁ%\ BLOZ
UL EIEFIELET, SHIT, A AT XX, application/javascript & 72 | ZFE{ELD MIME #
AT HEFEHLT, SMTAZ U7 FOFRA TR S LD JavaScript 2— FZIES{ELET, /—
<7 A VL, JavaScript #EFENS 7 T4 T2 ML DD AT HERINRWEEBIEI 2
UHRAERETLET,

http inspect A ANRTH ﬂj:\ unescape E@%K\ decodeURI EEJ%(\ %J:U\ decodeURIComponent EEJ
;5(2‘: v String.fromCharCode A ]“%J:U‘ String.fromCodePoint Ay }“\73? k@%gﬁﬂﬁ
JavaScript 7 —# Z ER{L L E T, HTTP A > A2 Z X, unescape BA%X, decodeURI B,
& Ot decodeURIComponent BN D=2 =1 — K (%XX, %uXXXX, \uXX. Wu{XXXX}\xXX,
10 EE = — RaARA > by 16 = — FAA > b)) ZERELET,

F 72, nttp inspect £ AT Z X Javascript D7 T A (+) HETEERILL, TOEET%
FEFH Lo et LEd,

JavaScript D31 FMUZHIRZHE LARWGEIE, -1 #FELE T,
BB
Eih7a&aE : -1 ~ 9,007,199,254, 740,992 (max53)

FTIAILMME: -1

js_norm_identifier_depth

IEHUET 2 —E D JavaScript ikhl - Dl KEAFRE LT, T DA T a %, #L9% JavaScript
)=~ T4 FIZEATT,
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GE) 918K JavaScript / —~ 7 A ¥ &9 2854 . Lightweight Security Package (LSP) 35 X U Snort
30T 7 4V R EIMEM SALVE T, JavaScript [HA ORERLIL, Ky hU =T SR Y v—
(NAP) 2—H—A L ¥ =T = ZAnbT 0y SNET, 774V MREER LHEE LT/ —
Y ITAVEREE DAL A XTHIT
X, /ftd/app data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua
TrANEERLET,

CIA Sy
BINEHE : 0 ~ 65536

T4 I ME : 65536

js_norm_max_bracket_depth

E#MET % JavaScript 77 7y FOX A NORKIRELZIRELET, ZOF 7T a %, Kk
JavaScript / —~ 7 A FIZ[E A TT,

\}

GE)  Ji9E JavaScript / —~ 7 A V&I 584, Lightweight Security Package (LSP) 33 J U Snort
3DOFT 7 v FERENMEH & vE 9, JavaScript [EA ORERRIT, Fy hT—7 SR Y —
(NAP) 2—H—A L F =T = ANbT Y7 SNET, 774/ MREX EEEX LT/ —
Y ITAYREE DAL~ A AT HIT
L. /ftd/app_data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua
TrANEERELET,

N
BEMLEE : 1 ~ 65535

T4 ME : 256

js_norm_max_scope_depth

IE#UET 5 JavaScript A A—T7 DR A NDORRNIEEZIBRELET, ZOF 7T a L, YLk
JavaScript / —~ 7 A FIZ[EHA TT,

)

GE) 9k JavaScript / —~ 7 A W& H T 584, Lightweight Security Package (LSP) 33 J UF Snort
3DF 7 4V MRENMER S E T, JavaScript [EA OMERKIZ. Xy b T =7 SR Y v—
(NAP) a—HY—A L F =T =Af 26T ay 7 INET, 774NV IIRELLEFEE LT/ —
~YTAVREE DAL~ A AT HIT
£, /ftd/app_data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua
TrANEERLET,

B EH
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TI7HIL ME : 256

js_norm_max_tmpl_nest

EHAET % JavaScript 7 > S L— R U T I VDR A NORKEEZHFELET, 04T 3
VX, $E5E JavaScript /S —~ 7 A FIZEA TT,

\}

G¥)

JiE JavaScript / —~ 7 A H & T 284, Lightweight Security Package (LSP) 33 J U Snort
3DF 7 40 MRENMER S Ed, JavaScript A OFERKIX. Xy b T =27 SR Y v—
(NAP) =W —A L F =T =Af 26T ay 7 INET, 774NV IMRELLHEEL T/ —
Y ITAVREE DAL~ A AT HIT
X, /ftd/app data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua
TrANEERELET,
LR i

BENGEH : 0 ~ 255
TIHILKME: 32

max_javascript_whitespaces

JavaScript HEFE LT — # W THFAT SN2 8EHET 2 22 A L FORKBEfFREL £,
iR 2

BANGEE - 1 ~ 65535

T 74 I ME : 200

percent_u

SUNNNN T2 I—F 4 7 & sununn T2 a—F 4 VT EEFILT 20 EI 0 ERELET, 4
SO N XFE, Microsoft £ VX —X vy M A T A—ar P —E R (IS) @ Unicode = —
RARA» MIBEET 2 16T a— NI lERLET, EHOZ T4 T bR suT
Ya—F 4T EERTLZEIRFEAERNED, sumra—T 4TIk Ty a—F
SNTWDHLHTITP M7 7 4 v 7 &\l 5t T 52 L e/ LET,

B . T — )l
;ﬁﬁdd]ﬁﬁﬁ . true, false

TI74IL ME : false

utf8

URI OFZ#E UTF-8 Unicode ¥ — 7 > A% ERILT A0 E I N EEE L £9, http inspect 1
ALY A%, 234 FEZIE3 SN, FD UTE-8 3074 1 3 MCEEH L TX £,

B LA
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ﬁg‘:j]t;ﬁﬁ . true, false

TI7HIL ME : true

utf8_bare_byte

URL F77013%—t o b a— RENTWRWSA M &2ETe UTF-8 XFEAEHILTE0nE S
NERELET, utf8 bare byte NIA=BEGNT D EHBEIOLET,

B T— L H
ﬁ;‘j]t;ﬁé . true, false

T4 ME : faise

iis_unicode

HTTP A v & —NO 5% Unicode = — R A > h TIEFULT D08 9 nafaE L £,
Y

(/i) iis unicode /\03 A ‘_‘& %ﬁ@ﬂlj—é Z k %}5@&) L/i‘ﬂ—o Unicode Li\ I&%%ﬁfﬁ‘%@ﬁ%ﬁ?ﬁ*ﬂ:
I<RONET,

B S — Ll
ﬁ;:jjﬁﬁé . true, false

T4 ME : faise

iis_unicode_code_page

IS Unicode ¥ v 7' 7 7 A VD a— RR—=VEFHT 508 9 EHELET,
B R

BT ER - 1 ~ 65535

T4 MME: 1252

iis_double_decode

URL Gy a— RENEXFTE EHT a— NLTCXFE2ERLT 20l 20aBELEd, B
KURIZALC2E@@ELTCHOS “HExya— K774 v 7 2@k LET,

iis _double decode /\oﬁ)l ‘_‘& %ﬁ;ﬁ@:j—é Z & %%@J&) Liﬁ‘o @ﬁ\ :ii\‘/:l—ﬁﬁ/( N
TWIHEF VA TOARRLNET,

B T—
ﬁ;‘j]f;ﬁﬁ . true, false

T4 ME : true
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oversize_dir_length

URL 7 4 L7 MU TIHFAIESNDI|ARANA MRERELE T,
. EH

BEEE : 1 ~ 65535

T4 I ME : 300

backslash_to_slash

URI TNy 72T vva () AT vva (/) ([TEEBZL0EIDERELET,
R T—

HMNEIE : true. false

TI74IL ME : true

plus_to_space

URL ® 77 A5 (+) & <sp> [CEESHWZ D20 E I DERELET,
B S — Ll

BINGHE : true. false

TI74IL ME : true

simplify_path

URIT 4 L7 b U RARZRLEMAERICE S T E I naBELE T, £07% I 3—P 1
EEDURIT A LI MY XA, .. ... /INEENDHEENDY £7,

B T— A
ﬁ&*ﬂtﬁﬂﬁ . true, false
7—:77]'}b I‘ﬁﬁ . true

xff_headers

B x-Forwarded-For HITP ~v X —D X A T HHE L £, xff headers INT A—H T,
X-Forwarded-For "™ &_%fﬁ%llﬁ{i@%b\ %) D> E“I,E\@: DI Liﬁ—o

73 AKX I X-Forwarded-For & A 700)’\/57_%7]§%T%ij—0 JTDTTAT NPT FLR%
BETDHTTP~y X —I2iE, NS —EHEO~y X —=H a2 LR TEET, ZovT
U A TIX, xff headers /N7 XA —H X, AR D~ B —% HTTP A  AXRY X IZEANT B )
LERME L £,

xff headers DT 7 Fv b 1@‘61\ 2 /)O)#ﬁrxhﬁ/ﬂ:%ﬂ LTV DEH~y &’“'(3?) % x-forwarded-for
true-client-ip C9 o A MU —LHNIZHHT DT 7 /b b~ X —FIET DA, true-—client-ip
£V b x-forwarded-for 75‘{%5% S ET, x-Forwarded-For HTTP ~ 5“‘%@?&?@%#6%6\
I Ny F =B A= AT £7,
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B s
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*iﬁbtiﬁﬁ . x-forwarded-for, true-client-ip

T4 ME :

x-forwarded-for true-client-ip

HTTP HR&EA VAR ZDIL—)L

http_inspect f Y ANRY ZI— VBN L, ANV FEAERL, A T4 VERETIE, EX
Nry b Rry T LET,

R 1:HTTPEREA VAR ADIIL—IL

GID:SID

IL—IL A yte—2

119:1

URIZFHRI SN T RWLFON—t > b a—F 0 7 R3H5 (URI
has percent-encoding of an unreserved character)

119:2

URLFN—k v bxra—F 4 7E3nTey, fREIHEe A A—t
Ty a—7 47 &% (URIis percent encoded and the result is percent
encoded again)

119:3

URLIZAEHELISR D %u A % A /LD Unicode =2 a1 —7 ¢ 73 % (URI
has non-standard %u-style Unicode encoding)

119:4

URIIZ, RXR—tr bz a—F 0 7N TWRWAA k%5 T Unicode
T a—7 47 W%HB (URI has Unicode encodings containing bytes that
were not percent-encoded)

119:6

URIIZ 2 A RMERE3 NS RO UTF8 = a—F 1 7 Hd % (URI
has two-byte or three-byte UTF-8 encoding)

119:7

URI (Z Unicode ¥ v 7 =R RA > b =oa—7 47 3&H% (URI
has unicode map code point encoding)

119:8

URI SR L T2 AT v ¥ 2 CFREE TS (URI path contains
consecutive slash characters)

119:9

URI D/RAERGINI Ny 7 AT w3 2 CFIPER RS 4% (backslash character
appears in the path portion of a URI)

119:10

URI SANCBEDT 4 L7 R U 20 IS [/ S = BEENTND
(URI path contains /./ pattern repeating the current directory)

119:11

URINAIZT 4 b7 R & RICBET 5 [/ 2= BEEhTnD (URI

path contains /../ pattern moving up a directory)

119:12

HTTP BRAAITNIZ & 730538 5 (Tab character in HTTP start line)
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TP gz f v 2 <o 20— |

GID:SID =L A yt—2

119:13 HTTP BAARTT £ 7213~y #—1TA CR 72 LIC LF THK T3 % (HTTP start
line or header line terminated by LF without a CR)

119:14 IEBI{E & 4072 URI IZ bad_characters U A b DLFREEINLTND

(Normalized URI includes character from bad characters list)

119:15 URI /N AT oversize_dir_length /X7 A —X LD R\kE 7 A 3G ER
TV % (URI path contains a segment that is longer than the oversize_dir length
parametery)

119:16 F v 7 M, BEE ZH72 maximum_chunk length Z# 2 TV % (chunk
length exceeds configured maximum_chunk length)

119:18 URI NARZNV— R T 4 L7 N EBZXS 1/ 03EENTWD (URI path
includes /../ that goes above the root directory)

119:19 HTTP ~ v #—1775% 4096 /NA ~Z#8 2 T\ % (HTTP header line exceeds
4096 bytes)

119:20 HTTP A v &—12200 Z# 2 o~y 4 —7 4 —/L )&% (HTTP
message has more than 200 header fields)

119:21 HTTP # & —IZ#E%8 P Content-Length ~ > 4 —{H3% 5 (HTTP message
has more than one Content-Length header value)

119:24 A b~y Z—=7 4 =)V FPEREFIR SN D0, BROMENE T
V% (Host header field appears more than once or has multiple values)

119:25 HTTP AR A b~y X —7 ¢ —)L MEOE 2% maximum_host _length 4~ 7°
varuE#BZT5 (length of HTTP Host header field value exceeds
maximum_host_length option)

119:28 content-length ¥ 72135 ¥ > 7 ™72\ HTTP POST %3k & 72 1% PUT %k

(HTTP POST or PUT request without content-length or chunks)

119:31 Snort 28 HTTP H3k A v K& L TV 720y (HTTP request method is not
known to Snort)

119:32 HTTP 2RI HTTP/0.9 LIS 7Y X7 4« 7 HTTP 7+ —~ v h&ff
H3 % (HTTP request uses primitive HTTP format known as HTTP/0.9)

119:33 HTTP Z3R URL (23—t > hmra—F 4 U 7 ST NRATTEN

G ENTUVWSD (HTTP request URI has space character that is not
percent-encoded)
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119:34

HTTP &I IGE ST TWZR 100 2B 2 5 [ S A 7T A VBERD &
% (HTTP connection has more than 100 simultaneous pipelined requests that
have not been answered)

119:102

HTTP B DI g A7 — 4 X a2— K (invalid status code in HTTP response)

119:104

HTTP JGEICIEREIZRIG L7 UTF X7k RREER TV S (HTTP
response has UTF character set that failed to normalize)

119:105

HTTP &2 UTF-7 X7 v A E £ T 5 (HTTPresponse has UTF-7
character set)

119:109

JavaScript DEEFH L L~V DIEA % 5 (more than one level of JavaScript
obfuscation)

119:110

e L 7= JavaScript D 2% AN i KPR & 2 T 5 (consecutive JavaScript
whitespaces exceed maximum allowed)

119:111

JavaScript #5i b7 — 2 NIC= v a—F 1 7 35S 5 (multiple
encodings within JavaScript obfuscated data)

119:112

SWF 7 7 A /L@ zlib OJEREAERRIZREL L 72 (SWF file zlib decompression
failure)

119:113

SWF 7 7 A /L LZMA ORI i L7z (SWF file LZMA decompression
failure)

119:114

PDF 7 7 A VDT 7 L— MIK L7z (PDF file deflate decompression
failure)

119:115

PDF 7 7 A /LD W R — MBI DA # A4 =~ (PDF file unsupported
compression type)

119:116

B DERENS PDF 7 7 A JVICH#E ] STV % (PDF file with more than one
compression applied)

119:117

PDF 7 7 A /L DOfiEHTIZ KA L 7= (PDF file parse failure)

119:201

HTTP + 7 7 4 v 7 Tk, £721EEHEAREZ HTTP 7’1 h =L >
Z — (not HTTP traffic or unrecoverable HTTP protocol error)

119:202

Fx 7 OEIOHITERNELTES (chunk length has excessive leading
zeros)

119:203

HTTP A v & — Y ORI E 71X D223 3CF  (white space before or between
HTTP messages)

119:204

URI D72 WER A = —3 (request message without URI)
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119:205 HTTP &2 OBH AN Ol 35 (control character in HTTP response reason
phrase)

119:206 BRAAIT DA IE TAAy 7228 A 30T (illegal extra whitespace in start line)

119:207 HTTP /N—2 =3 » Of#R  (corrupted HTTP version)

119:209 HTTP ~v % —TD 7 4 —~» b= 7 — (format error in HTTP header)

119:210 FxX oI~y X —=DF T a UDFET D (chunk header options present)

119:211 URI ORI IE L < 724 (URI badly formatted)

119:212 URIO/N—k v b a—F 4 T DX A TGRS 720 (unrecognized
type of percent encoding in URI)

119:213 HTITP F % 7 D7 —~ v FHPIEL < 72 (HTTP chunk misformatted)

119:214 F v 7 RICH#ET 42 AT 8 5 (white space adjacent to chunk length)

119:215 A~y = NIZZEATFENH D (white space within header name)

119:216 W 73 gzip JEAE (excessive gzip compression)

119:217 gzip [EAEMEERIZ M L7z (gzip decompression failed)

119:218 HTTP0.9 ER X 41, ZDRZRITHIDOE RPN TS (HTTP 0.9 requested
followed by another request)

119:219 HBHE OBROZIZHTTP0.9 ZR A3V TV % (HTTP 0.9 request following
a normal request)

119:220 A & —|Z Content-Length & Transfer-Encoding D /773% % (message
has both Content-Length and Transfer-Encoding)

119:221 Transfer-Encoding % 72138 & LIZ} @ Content-Length & {74540 S #172 ARSC
D7 L ERT AT —H A3 — K (status code implying no body combined
with Transfer-Encoding or nonzero Content-Length)

119:222 Transfer-Encoding DRENTF ¥ 7 A T2V (Transfer-Encoding not
ending with chunked)

119:223 F ¥ I RIOT Y aT—F 4 > 7\ X % Transfer-Encoding  (Transfer-Encoding
with encodings before chunked)

119:224 HTTP 7 7 ¢ v 7 OFAME ST D  (misformatted HTTP traffic)

119:225 PR — R %544 Content-Encoding 23 H 41TV % (unsupported

Content-Encoding used)
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119:226

A B7¢ Content-Encoding 73 &4 TV %  (unknown Content-Encoding
used)

119:227

%5 Content-Encodings 731 f 41TV %  (multiple Content-Encodings
applied)

119:228

7547 v NERATOY—R—)G&  (server response before client request)

119:229

Y —/3— % O PDF/SWF/ZIP [EHEf#ERPS K& 4 X % (PDF/SWF/ZIP
decompression of server response too big)

119:230

HTITP A vt —U vy X —4DOIEFR/RILT (nonprinting character in HTTP
message header name)

119:231

HTTP ~ » #—® Content-Length fEA31E L < 72\ (bad Content-Length value
in HTTP header)

119:232

HTTP ~ v Z—4TOHr VK L (HTTP header line wrapped)

119:233

HTTP ~ > Z—4T7/ALF ®72\ CR TH T L7z (HTTP header line terminated
by CR without a LF)

119:234

F v 7 DIFEERER XL —Z THT L7z (chunk terminated by nonstandard
separator)

119:235

Fx¥ 7 DEINCR7Z2LOLF TH T L7z (chunk length terminated by
LF without CR)

119:236

BEDISEIZ100F R D AT —H A2 — R385 (chunk length terminated
by LF without CR)

119:237

100 FH D AT —H A 2— RN Expect ~» # —{ZxHH LT 720 (100
status code not in response to Expect header)

119:238

100 £721% 101 LA D 1XX A7 —4% A =z— R (1XX status code other than
100 or 101)

119:239

A=V DRI L TEESND~y #—% Tl (Expect header sent
without a message body)

119:240

HTTP 1.0 A &= — 3 |Z Transfer-Encoding ~ > # — & £ T\ % (HTTP
1.0 message with Transfer-Encoding header)

119:241

Content-Transfer-Encoding 73 HTTP ~v % —& L TEH I TS
(Content-Transfer-Encoding used as HTTP header)

119:242

FX 7 INTEA =V L —FICARERT 4 — /L &S (illegal
field in chunked message trailers)
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119:243 Ny A =T 4 —)L RRREYNC2[RIFER I DD, 2ODfE%ZFFD (header
field inappropriately appears twice or has two values)

119:244 Content-Encoding ™~ % —TCF ¥ > 7 S {7 570l

119:245 Range ™~ v & — D72 WERIZ 206 JEA D3 1E1E S 4072 (206 response sent to
a request without a Range header)

119:246 N—=T3 74—/ ROHTTP A § X TRILFTIXZ2 (HTTPinversion
field not all upper case)

119:247 BERAy X —EIZZZALTFRMDIAEIL TV (white space embedded
in critical header value)

119:248 gzip JEAET — % DB T L7220 IE gzip 77— # 3% < (gzip compressed
data followed by unexpected non-gzip data)

119:249 WF7e HTTP /X7 A — 2 F =705 DR S % (excessive HTTP parameter
key repeats)

119:253 A=Y OAILT HTTP CONNECT ER A& £ T\ 5 (HTTP
CONNECT request with a message body)

119:254 CONNECT 2K 1%, CONNECTJSERIOHTTP 7 7 A 7 2 bbb —s3—
~® +Z 7 4 v (HTTP client-to-server traffic after CONNECT request but
before CONNECT response)

119:255 HTTP CONNECT 2XX J&%& 2 Content-Length ~ v ' — RN &E TV 5

(HTTP CONNECT 2XX response with Content-Length header)
119:256 HTTP CONNECT 2XX /-2 Z Transfer-Encoding ~~ > # — N & £ TV 5
(HTTP CONNECT 2XX response with Transfer-Encoding header)

119:257 HTTP CONNECT JEEIZ IXX AT —HX ZAa— FRgEnT»% (HTTP
CONNECT response with 1XX status code)

119:258 T3k 2 w2 — P M5E T A0 HTTP CONNECT /&% (HTTP CONNECT
response before request message completed)

119:259 HTTP Content-Disposition 7 7 A /L4437 A — X2 OFEXNREE - T\ D

(malformed HTTP Content-Disposition filename parameter)

119:260 HTTP Content-Length A v & —Y OAXAYI D T 5N (HTTP
Content-Length message body was truncated)

119:261 HTTPF ¥ > 7 A v E—YOARIBYID #THA7z (HTTP chunked message

body was truncated)
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119:262

HTTP URI A ¥ — AR 10 CF4 2 TW% (HTTP URI scheme longer
than 10 characters)

119:263

HTTP/1 7 A4 7> DSHTTPR ~D7T w77 L— K&ZR L7~ (HTTP/1
client requested HTTP/2 upgrade)

119:264

HTTP/1 % — R—RHTTPR2 ~D 7T v 77 L — R%&FFA] L7z (HTTP/1 server
granted HTTP/2 upgrade)

119:265

JavaScript IZ RN IE7Z h—2 3% % (bad token in JavaScript)

119:266

JavaScript [ZTHI L72WRA 27 U 7 WBRLGH 7738 % (unexpected script
opening tag in JavaScript)

119:267

JavaScript (Z FPHI L72WA 7 U 7 MET Z 7738 % (unexpected script closing
tag in JavaScript)

119:268

SR 7 U 7 N2 7O FIZ JavaScript 2 — K234 % (JavaScript code under
the external script tags)

119:269

HWNEXD A7 U7 MBAtE% 7 (script opening tag in a short form)

119:270

— D JavaScript ik il D F K4 (max number of unique JavaScript identifiers
reached)

119:271

JavaScript 7 7 7 v FORA MIRF X N T 4 A Z TV (JavaScript
bracket nesting is over capacity)

119:272

HTTP Accept-Encoding -~~~ # —|Zi#fE L7z 2> ~23% %5 (Consecutive
commas in HTTP Accept-Encoding header)

119:273

JavaScript D EHLHIZ PDU 28K L 7= (missed PDUs during JavaScript
normalization)

119:274

JavaScript A 23— DR A R F ¥ /30T 4 BB TW3D  (JavaScript scope
nesting is over capacity)

119:275

HTTP/1 /N—2 3 M 1.0 £721% 1.1e L4+ (HTTP/1 version other than 1.0
orl.le)

119:276

BRIAITO HTTP X— 32 23 012725 CWv5 (HTTP version in start line is
0)

119:277

BHEAITO HTTP /X— g o3 1 LW K& W (HTTP version in start line is
higher than 1)
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http_client_body

Mt — Y V& HTTP U 7 = A bOARIZHE L 7, HTTP A v E—Y THITP ~v ¥ —%
fBE Lo 72354, Snort 1L URT IEHE A H LT http client body ZIEHME L EJ, URI
IEHYEITIET . nttp header [ ZHH I E T,

SRV R http client body;

51 http_client body;

http_cookie

fhH 4072 HTTP cookie ™~y & —7 4 — )L RIZHI A — Y V&R E LE T, http cookie /L—
VAT a iR, RTA—ED http cookie.request, http cookie.with header,
http cookie.with body. BLW http cookie.with trailer ﬁlé\i NET,

LAy X http_cookie: <parameter>, <parameter>

15'] : http cookie: request;

http_cookie.request

HTTP 23R A v & — Y CHiH & 4172 HTTP Cookie & FRA L £ 9, HTTPIGE & il 3 254 1%.
HTTP 23K Cookie Z#{#H L £, http cookie.request WRIRA—=RIA T arTT,

DAY R http cookie: request;

15'] . http cookie: request;

http_cookie.with_header

=L THER TEHDITHTTP A v =YD~y X —DHTHH I L EHRELET,
http cookie.with header /N7 A —HX (XA 7T 3 L TT,

DU R http cookie: with header;

&1 http cookie: with header;

http_cookie.with_body

JL— L DBy THERR T D DX http cookie —/F T a TldZe<, HTTP A v —¥
DAL THDZ EZHELET, nttp cookie.with body /N7 A —HX 34T 3 TT,

DAY R http cookie: with body;

15'] : http cookie: with body;
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http_cookie.with_trailer

=)V DRIy THEZR T 5D DX http cookie —/bA T g Tid/p<, HTTP A v k&—¥
DL —FThHIEERELET, http cookie.with trailer NG A—=RIFT T a T
ﬁ—o

:/pl)_l VWS http cookie: with trailer;

15'] . http cookie: with trailer;

http_header

B — YV EIERIEENTZ HTTP ~y X — (TR ELE T, lHx D~y X —LZEFRET DI
1T, field TS a vy EHHELEST,

http_header =V T a L, RNTA—HD http header.field, http_ header.request,
http header.with header, http header.with body. ?5c]:U‘\http_header.with_trailer 75%%?&2@

£
DURYI R http header: field <field name>,<parameter>, <parameter>

15'] . http header: field Content-Type, with trailer;

http_header.field

BELIA~Ay X =2 FERILSNTEHTTP ~y X — AL E T, ~y ¥ —4 TIERLF &0
TFERERSNETA, ~v X —AERE Lholcify, HTTP A v A7 2%, HTTP
Cookie D~ 5 — ( Cookie & set- Cookle) 72[3% < '@—’\T D~ 5 ffﬁﬁmu biﬁ_o

B S
L UBR WY R http header: field <field name>;
BRGE - HTTP ~ v ¥ —44,

15'] : http header: field Content-Type;

http_header.request

HTTPE R TR S~y ¥ —%2 A LET, HTITPISE 22T 534 1%, HTTP E Rk~ v
H— ki Liﬁ_o http_ header.request INT A= IAT g /TTO

:/DQ IR http header: request;

15'] . http header: request;

http_header.with_header

N— VTR TEDDIFHTTP A v B =YD~y X —DHTHD L EHELET,
http header.with header /X7 A —XZ|IF 7T a3 TT,

DU R http header: with header;

&1 http header: with header;
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http_header.with_body

=)L DRIOHERSy THEZR T D DX http header b—/b A7 3 Tid/R<, HTTP A v &—¥
DAL THDZ L E2FELET, http header.with body /X7 A —X X473 T,

DAY R http header: with body;

£l http header: with body;

http_header.with_trailer

= DHIDER ST THERBT % DI http_header b—/LA T g TiE/e<, HITP A v b—¥
DL —FThLHZLERBELET, http header.with trailer T A=BFA T a T
D

DU R http header: with trailer;

15'] . http header: with trailer;

http_method
B — % HTTP ERD A Y » FIZRELET, &7 HTTP Bk £ Y v ROfEIX

GET. POST. OPTIONS, HEAD., DELETE., PUT. TRACE. 3 (N connect T,

http method /b—/ LA 73 3 IZIX, /NT A—H @ http method.with header,
http method.with body. BLW http method.with trailer Z)‘/é;\i NET,

:/‘/9 “Jg R http method: <parameter>, <parameter>;

£l - http _method; content:"GET";

http_method.with_header

=L THERTE ZDIEHTTP A v b=V DO~y X —DHThDH I L aiRELET,
http method.with header /X7 A —Z|IF 7' a3 TT,

DU R http _method: with_ header;

15'] . http method: with header;

http_method.with_body

JL—ILDBIOESY THERRT 5 DL nttp header L—/L AT 3 TR, HTTP A vt —¥
@ZXXT&) E‘) Z k %‘fﬁgﬁiﬂ Lijﬁo http method.with body /\03 )l _‘& Lij‘7o“/ =l T/’C“TO

DUV R http method: with body;

5 : nttp method: with body;

http_method.with_trailer

=)L DRIy THEZR T D DX http header b—/b A7 g Tid/R<, HTTP A v &—¥
DIL—FTHDHILEEELET, nttp method.with trailer /N7 A—H|IA 7T g T
ﬁ—o
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:/:/9 ‘771 : http method: with trailer;

1 http method: with trailer;

http_param

B — NV EFRE L HTITP NI A —F X —|ZRELET, HITP XT A —Z F—|F, /=
VEFITEROARLICERINDIEERH D £,

httpiparam/l/‘—ll/j‘7o‘?/ =2 21, http_param.param/NT7 A —H & http method.nocase NEF

nE7,
:/Vl)-l ‘y’JZ . http param: <parameter key>, nocase;

15'] . http param: offset, nocase;

http_param.param

ELIENT A= 2RAELET,

B s

VB9 R :http param: <http parameter>;

BGE : BRI 2V RTG RA—F FIFIEROARLT 4 — VR,

15'] . http param: offset;

http_param.nocase

BELENRTA—FERE L3205, jt)i?/l\)i?&i%l%’ éhi“@_/vo http param.nocase A
TFA—LIEIA T3 TY,

DUBY 7 A http_param: nocase;

W'] . http param: nocase;

http_raw_body
B — Y W E ERAL S TR WER E7IIRE A vt —VORTUTHE LET,
DUBYY R http raw body;

i - http raw_body;

http_raw_cookie

R 71— W IEBUE S FUTUWVRUWHTTP cookie ™~ v & —IZEE L £ 7, http raw cookie /L —
WA T a NZE, RNTA=ED http_raw_cookie.request, http raw_cookie.with_header,
http raw cookie.with body. BIW http_raw_cookie.with trailer ﬁ)ﬁi WET,

:/Vl)-l ‘y’JZ . http raw cookie: <parameter>, <parameter>;

51 http raw cookie: request;
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http_raw_cookie.request

HTTP 25R TRaH S 7z Cookie 2 MG L E T, INE A v — T 2R T 2561, HTTP 25k
@ Cookie #fEH L E 3, nttp raw cookie.request /X7 A —F|IA 7T 3 TY,

DU R http raw cookie: request;

15'] : http_raw cookie: request;

http_raw_cookie.with_header

=V THEBTEDDITHITP A v B =V DNy X —DHThDH I LERELET,
http raw cookie.with header /N7 A —H (¥4 7T 3 L TT,

DU R http raw cookie: with header;

1 - http raw_cookie: with header;

http_raw_cookie.with_body

L=V DRIDOE S CHERT 5 DIE http raw cookie =)Ao a TR HTTP A v & —
V@ZKXT&DZD ¢t i{i’#ﬁﬁ Lijﬁo http_raw cookie.with body INT A—H XA 73 ‘/'C‘\To

DUBRYY R http raw cookie: with body;

&1 http raw cookie: with body;

http_raw_cookie.with_trailer

=V DRIDERSy THEFRT D DiE http_raw cookie b— /LA T T a3 > CTid/e, HTITP A v & —
CORML—FTHDHI EEHELET, nttp_raw cookie.with trailer /N7 A —H|[IA T 3
:/Tvg—o

DURYI R http raw cookie: with trailer;

15'] . http raw cookie: with trailer;

http_raw_header

*ﬁ%p’ﬂﬁ—VJV%IE%,EJKé;}’L“Cb\me\*‘/ﬁ—lléﬁﬁfbiﬁ‘o http raw_header ﬂ:fj:\ fl:@)l P4
TV OEEINTVRNT RTONy X —Z LEREENET,

http raw header /L —/VA 73 3 ZIE, /XT A —H D nhttp raw header.field,
http raw_header.request, http raw header.with header, http raw header.with body. BIO
http raw _header.with trailer 753;/_3\ i j/LSE To

:/Vg ‘77;( : http_raw _header: field <field name>, <parameter>, <parameter>;

1 http raw header: field Content-Type, with trailer;

http_raw_header.field

BELE~Ny A=A E2ERILENTWARVWHTIP A~y X —ERALET, ~v X —4TITKRXL
FENLFEREINESNEFA, ~v X —LEEBE LR T8E, HTTP A VAT X%,
HTTP Cookie ™~ % — ( Cookie & Set-Cookie) ZR< T _XTHO~Ny X —ZMRLET,
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B 3vs
DU R http raw _header: field <field name>
AEN7GE : HTTP ~ v & —4,

15'] . http raw header: field Content-Type;

http_raw_header.request

HITPER A v —V TSN e~y =2 RELET, IWEA vt — V2R T 25613,
HTTP Ek~v ¥ — %Ml L' ¥ 79, http raw header.request /X7 A —X|IA T a »TT,

DUBRYY R http_raw_header: request;

i - http_ raw_header: request;

http_raw_header.with_header

N— LV THRBTEDDIIHTTP A v =YD~y ¥ —DHTHD I LERELET,
http raw header.with header /N7 A —HX (XA 7T 3 L TT,

DAY R http raw header: with header;

11 - http raw_header: with header;

http_raw_header.with_body

L=V DRI DERG THEFR T 5 DI http raw header V=)V F 7 g TiE7 <, HTTP A vt —
VORLTHHZ EEHEELET, nttp_raw header.with body /N7 A — X |34 7T 2 > TT,

DU R http raw header: with body;

&1 http raw header: with body;

http_raw_header.with_trailer

=V DBIDERGY THEFR T D Did http raw header b—/b AT 3 Tlid7e< . HTTP A v&—
ChL—IThDHT L é‘»j:‘é‘jj:: LET, http raw header.with trailer INTA=RFA T av
/C“ﬁqo

’/‘/’5‘ VWS http raw header: with trailer;

15'] : http_raw _header: with trailer;

http_raw_request

B — Y M EERUL SN TOROVERITICRE LET, BAID~y ¥ —1TOREDHY % T
NDHITIE, N E T a D http method, http raw uri, F770% http version DUNT U
ML ET,

http raw request /b— /LA 7T a UIZiX, /3T A—H D nttp raw request.with header,
http_raw_request.with_ body. BLO http raw_request.with trailer ﬁlé\i NET,

¢/>I)-¢ “JOZ : http raw request: <parameter>, <parameter>;
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15'] : http_raw _request: with header;

http_raw_request.with_header

=V TCHEBTEDDITHITP A v B =V DNy X —DHhThH L I L ZHELET,
http raw request.with header /N7 A —Z|IF 7T 3 TT,

DU R http raw request: with header;

{1 - http raw_request: with_header;

http_raw_request.with_body

=V DRIDE S THEFRT 5 DIE http_raw request L —/L AT a3 U TlE7e <, HTTP A v
E—VORILTHLZ EEIEE L/SET;*O http raw_request.with body INTGA=RFIF T g
<

DUV R http raw request: with body;

i - http_raw_request: with body;

http_raw_request.with_trailer

=V DHIOFE Sy THERR T D DX http_raw request /L—/L A7 T a3 > T/, HTTP A v
=DM —FTHDHILEERELE T, nttp raw request.with trailer /N7 A —HX |34
A= IV G I

DURAYI R http raw request: with trailer;

11 http raw_request: with trailer;

http_raw_status

B =Y V2 IEEBUE SN TWRWAT =X 2ITICRE L £ T, AT =4 ZTOREDEI =
FRDITIL, V—I/V AT T 2 D nttp version, http stat code, F72IL http stat msg DV

ThroOEERALET,

http raw status =)L T g iR, NTA—=HD http raw status.with body L
http raw status.with trailer ﬁ)@iﬂi*ﬂ

DUBRYD R http_raw_status: <parameter>, <parameter>;

1 - http raw_status: with body;

http_raw_status.with_body

JL— )LD BIDOTRSy CTHER T 5 DX http raw_status =)V q o ClE < HTTP X v & —
VORI THDHZ L ERE LET, http raw status.with body INTGA—=ZFZA T a v TT,

DAY R http raw status: with body;

15'] . http raw status: with body;
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http_raw_status.with_trailer

=L DRI DERSS THERT 5D DT nttp raw status /b—/LA 7 3 TiE2R< . HTTP A v & —
ORL—TFTHDLHI EERELET, http raw status.with trailer /X7 A —Z|IA 7T 3
:/‘t:“é—o

DRV R http raw status: with trailer;

5 . http raw status: with trailer;

http_raw_trailer

M — Y VB EFEENTWARWHTTP b L—J IR ELET, hL—FEA v =YD
NEICET ABRAEENTWET, 7 T4 7 2 FERTHTTP ~y ¥ —ZEk+ 554, F
L—FIMERATE £ A,

http_raw_trailer I, T~ F—IlZEHENnDZ & ZERNT, http_raw_header LRI T,
HTTP D~y Z—& b L—F ZRAET 21213, RO — V2 ERT D2 0ERH Y £,

http raw_trailer /b —/LA 7T g X, /3T A—H D http_raw trailer.field,

http raw_trailer.request, http raw trailer.with header, http raw trailer.with body 75‘@

ENET
DURAYI R http raw trailer: field <field name>, <parameter>, <parameter>;

i - http raw_trailer: field <field name>, request;

http_raw_trailer.field

BELEZ ML —F4 2 FEILENTWRWHTTP FL—F EBELET, FL—F4 TR
FENTERERIE N ER A,

& RS
DRI R http raw trailer: field <field name>;
BMGME : HTTP FL— T4,

15'] ! http raw _trailer: field trailer-timestamp;

http_raw_trailer.request

HTTPER A v — U TR SNTZ L= 2 A LET, I8EA v =V 2T 25613,
HTTP E;k ]\ 1/‘—3 781%}% Li'@} http raw trailer.request /\05 A ‘—& 517\]‘70‘\/ El :/Tﬁ‘o

DR R http raw trailer: request;

1 - http raw_trailer: request;

http_raw_trailer.with_header

N VTR T E D DX HTTP IEE A~ M —DHThH H Z L ZiEE L £ T,
http raw trailer.with header INTA—=RFIA T3 o TT,

DU R http raw trailer: with header;

P HTTPREA VR4
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15'] > http_raw trailer: with header;

http_raw_trailer.with_body

HTTP 8 A V2 RY 8 DBAL—LOA T3> |

JL— L DRI DERS THEERT 5 DX http raw _trailer V=)V T g o TiER< . HTTP A v
?—V@Ki%@ﬁﬁﬁé L EREE L%, http_raw_trailer.w:i_th_body/\oﬁ A—=ZIF T =

VT,

DRV R http raw trailer: with body;

1 - http raw _trailer: with body;

http_raw_uri

Bt — Y v EEF LS T W URLHICERE L7,
http raw uri JL— VA7 g IR D @ﬁ‘@jﬁﬂjﬁ R

®* http_raw_uri.
®* http_raw uri.
®* http raw uri.
* http raw uri.
®* http_raw_uri.
®* http_raw uri.
®* http raw uri.
* http raw uri.

®* http_raw_uri.

with header
with body
with trailer
scheme

host

port

path

query

fragment

:/‘/@ ‘y77\ : http_raw uri: <parameter>, <parameter>;

15'] D http raw uri: with header, path, query;

http_raw_uri.with_header

N— )V TCHERTEXADIZHTTP A v =D~y F—DHThHhAHI EEEELET,
http raw uri.with header /N7 A —Z 34 7T a3 L TT,

DUV R http raw uri: with header;

1 : http raw uri:

with header;

http_raw_uri.with_body

L= v DRIDER S THhite

BT BHDIE http raw uri =Vt T g TiEel, HTITP A vt&—v

DAL THDHZ EZFFELET, http raw uri.with body /N7 A —H|IA 7T a »TT,

DRV R http raw uri: with body;

51 http raw uri:

with body;
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http_raw_uri.with_trailer

/V**/V@B'JOD%MJ\“C%@%}%‘?“%) DI http raw uri /1/**/1/7\‘—70‘:/ =l \//Clj:féf < . HTTP A /'{Z’*f/
DML—FTHDHILEBELET, nttp raw uri.with trailer /N7 A —H |34 S 3 T
@—O

’/“/’5‘ “JOX . http raw uri: with trailer;

15' . http raw uri: with trailer;

http_raw_uri.scheme
URIDAF—LIZK L TCOHRBE LET, http raw uri.scheme IRTGRA—=RIA T 3 TT,
DU R http raw uri: scheme;

1 - http_raw_uri: scheme;

http_raw_uri.host

URI DA~ (FAA4) (T LTORBELE T, http_raw uri.host /37 A—F T4
VNG

DUBRYY R http raw uri: host;

&1 http raw uri: host;

http_raw_uri.port

URI ®R— bk (TCPA—F) (L TOHBELET, nttp raw uri.port /3T A —X T4
var T,

DAY R http raw uri: port;

15'] . http raw uri: port;
P_ _ P

http_raw_uri.path

URI@/\DX'Eﬁ‘\/E Ve (5“/( ]/7 ]\ U &77/(/1/) 5:;(ATL/’C@%LE!E%L/§¢O http_raw uri.path
NI A—=HFAT v a TT,

SRR http raw uri: path;

15'] http raw uri: path;

http_raw_uri.query

URID 7 =Y RXTA—Z Ik L TORBELET, http raw uri.query INTGA—=RIA T3
LT

:/Vg vY R http raw uri: query;

W'] D http_raw uri: query;
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| HTTPRRE A 2RV 5

HTTP 8 A V2 RY 8 DBAL—LOA T3> |

http_raw_uri.fragment

URIDTZ7 7 A b7 v a Az LTCORBELET, 777 A MI, BERLET77A40
DO—HTHY, WEIXT T VVNTORARHESIN, *y PV BATHEHEEINEEA,
http raw uri.fragment /N7 A —X XA 7T a3 TT,

< D@ vy X http raw uri: fragment;

15' . http raw uri: fragment;

http_stat_code

W — Y V& HTTP 27— A= — NIZRE LE T, HTTP A7 —# 22— NiE, 100~ 599
DFEPHD 3 Hi DB T

http stat code /b —/V A 7T 3 IZIE, /3T A—HF @D http stat code.with body &

http stat code.with trailer ﬁ)é\iﬂij—o

¢/>I)-¢ “JOZ : http_stat code: <parameter>, <parameter>;

&1 http_stat code: with trailer;

http_stat_code.with_body

L=V DRIDERSY THERR T D DL nttp stat code L—/V A S g o CTlidZe<, HTTP A vt —
V@ﬁi%*ﬁﬁj—é N %ﬂgﬁ LET, http stat code.with body INFGA—=BIA T 3T
ﬁ—o

DURAYI R http stat code: with body;

15'] : http stat code: with body;

http_stat_code.with_trailer

JL— )L DRI DERS THERRT 5 DX http stat_code =LA T g o TiE/R < HTTP X v k& —
VORI —TThHAHZLERELET, nttp stat code.with trailer/N7 A —X|IA T a v
<.

DU R http stat code: with trailer;

51 http stat code: with trailer;

http_stat_msg

B — Y NVEHTTP AT — X A A vt — IR ELET, HTTP AT —H A A vtE—F,
HTTP A5 — X ZAa— K%L —2FX% X TR LET (] : or) o

http stat_msg /b—/VA 7T a U NZIE, /8T A —HF @ http _stat msg.with body &
http stat msg.with trailer ﬁ‘é\iﬂij—o

:/99 “JO R http stat msg: <parameter>, <parameter>;

15'] : http_stat msg: with body;
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http_stat_msg.with_body

=L DRIDERSY THEFRT D DI ntep stat msg /L—/b A7 a »Tid7e<, HITP X v & —
VORLTHDHZ L HEIBELET, nttp stat msg.with body /X7 A —X|[IA4A 7T 3 TT,

DAY R http stat msg: with body;

15'] : http_stat msg: with body;

http_stat_msg.with_trailer

JL— )L DRI DERSY THER T 2 DL http stat_msg =V A T g TiEe<, HTTP A v &—
VORM—FTHDHI LEEHELET, http stat msg.with trailer /X7 A —X|IF T3
<.

DRV R http stat msg: with trailer;

51 http stat msg: with trailer;

http_trailer

B — Y VR TER SN FL—FICHELET, FL—FI0EA vE—CORRICET S
BHMASENTVET, 7 I9A4T7 2 NERTHTTP~y ¥ —%{EfT 554, ML —F 13
T&EHA,

httpitrailer =S %RT“\ b4 5 \—J@)ﬂ InsZ ek %Eﬁf‘%l/‘f http header & A Lfﬁ—o HTTP
D~y F =& F—=F ZRAET DITE. FRON =V 2B T 2 0ERHY £,

http trailer b—/LA 73 3 ZIE, /X7 A—H Dhttp trailer.field, http trailer.request,
http trailer.with header, http trailer.with body 7531%\? ET,

:/DQ ‘77X . http trailer: field <field name>, <parameter>, <parameter>;

15'] . http trailer: field trailer-timestamp, with body;

http_trailer.field

BELE ML —S4 2 FHILENZHTTP hL—F LA LET, ML —F4 TIIRIFELE /N
WFENRRAIENEE A,

B
DU R http trailer: field <field name>;
BHHME : HTTP bL—T 4,

1 - http trailer: field trailer-timestamp;

http_trailer.request

HTTPESR A v E— Y THH SN F L= ZRELET, ISEA v =V 2R T 2561
HTTP %33!? FL—Z %{&%ﬁﬁ Lij—o http trailer.request INT A —H XA 7 = /VC@—O

R “JOZ : http_trailer: request;

15'] : http trailer: request;
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http_trailer.with_header

=L DFIDER S THERRT 5 DI ihttp trailer V—I/V A7 g U CIEARL< HTTP XA v —
DNy X —THDHI L HBEELET, nttp trailer.with header /N7 A —H|IA 7T g T
ﬁ—o

:/pl)_l VWS http trailer: with header;

15'] . http trailer: with header;

http_trailer.with_body

=V DRIDERS) THEFRT D Dld http_trailer b—/LA 7T a o Tid/a<, HTITP A v&—
@Kif&)é N & ;é—f* & Li'ﬁ—o http trailer.with body INTG A= IAT g /VC‘@_O

DR WY R http trailer: with body;

1 - http trailer: with body;

http_true_ip

B — I VB2 7 TA T NIP T RLAICHRELE T, 7747 v MR ERE %G
THE, TaX YNNI TA T NPT RV AR RGFELE T, 27470k
IP 7 F L AlX. x-Forwarded-For, True-Client-IP. E7-1XF DD H A H A x-Forwarded-For
BAT DNy H—IZY A RSP TWDERED IP T KLATE, HEO~y F—NEET DY
Ay Snort [T xff headers TERI N~y X —ZZELET,

http_true_ip L —/LA T a SZIE, /8T A—HF D nhttp_true ip.with_header,
http true ip.with body. BIT http_true_ip.with trailer 75‘@ ENET,

SRR http true ip: <parameter>, <parameter>;

1 - http true ip: with header;

http_true_ip.with_header

N L THERTEDDITHTITP A v B =V DNy ¥ —DHThDH L ERELET,
http true ip.with header /N7 A —&|IA 7T a T,

SRR http true ip: with header;

15'] . http true ip: with header;

http_true_ip.with_body

JL—IL DBIDIESY THERRT 5 DT nttp true ip/b—/A A7 a o TiEp< . HTTP A vy —
DAL THHZ LERELET, http true ip.with body /N7 A —%& T4 7y a T,

DU R http true ip: with body;

i - http true ip: with body;
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http_true_ip.with_trailer

HTTP & w2 R4 4 |

=L DRIDOERSY THERR T D Did http_true ip/b—/V A7 T a »TiE/a<, HTTP A v&—
DL —FThHDIEEHELET, http true ip.with trailer /X7 A—F[IA T 3T

B

DAY R http true ip: with trailer;

1 http true ip: with trailer;

http_uri

A — Y VA2 EFALESNT- URI Ny 7 7 ICRE L E7,

®* http_uri.
®* http uri.
®* http_uri.
®* http_uri.
®* http_uri.
®* http uri.
* http uri.
®* http_uri.

®* http_uri.

with header
with body
with trailer
scheme

host

port

path

query

fragment

:/Vl)-l ‘y’JZ . http uri: <parameter>, <parameter>;

451 . http uri:

with trailer, path, query;

http_uri.with_header

N— N THEFRTEDDIIHITP A vt =V D~y ¥ —DHThHDH L EHELET,
http uri.with header /N7 A —X (XA 7 9 L TT,

DUBRYY R http uri: with header;

Bl : ntep uri

: with header;

http_uri.with_body

=V DRIy THERR T D DT nttp uri b—v A7 v 9 o TidR<, HTTP A v E—V DR
XTHHZ L %?Eﬁiﬂ LET, http uri.with body INTGA—=BIF T arTT,

DAY R http uri: with body;

ﬁm D http_uri

P HTTPREA VR4
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http_uri.with_trailer

JL— L DB THER T D Didnttp uri L—L A7 3 o Tid/pe<, HTTP XA v & —Y D b
L—I ThbdZ L %:ﬂaﬁﬁ? LET, http uri.with trailer INTGA—=ZIA T a3 TT,

:/‘JQ IR http uri: with trailer;

15'] D http uri: with trailer;

http_uri.scheme
URI DA X — ATk L TORBELET, http uri.scheme IRTRA—=RIAT > a T,
DUBYI R http uri: scheme;

15'] . http uri: scheme;

http_uri.host

URI DA~ (RAAL4) I LTORBELET, http_uri.host INTGA=BIF T3
T

DU R http uri: host;

15'] : http uri: host;

http_uri.port

URI R —F (TCPA— k) I LTOARBALET, nttp uri.port /3T A—H|IA T =
:/ T‘a—c

DRV R http uri: port;

15'] : http uri: port;
p_ P

http_uri.path

URID/NA (T4 b7 R ET7A0) IZH L TOHRBELET, nttp uri.path /3T A —H
A7 a T,

DRV R http uri: path;

1;'] . http uri: path;

http_uri.query

URIDZ T Y RT A—=FIZX L TOHRBE LET, http_uri.query/\oif‘_‘&aij_7o“/3 VS
D

DUBR WY R http uri: uri;

W'] © http uri: query;
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http_uri.fragment

URIDZ7 Z 7 A b7 a AL TORBELET, 777 A M, ERLEZ7 741
DO—HTHY, BEIIT T UTFNTOLRE I, 2y N7 REATIEIEEINETA,
http uri.fragment /N7 A —X XA 7> 3 9,

SRR http uri: fragment;

15' . http uri: fragment;

http_version

WM — Y VEHTTP X—2 3 %y 7 7 OEBEICERE L E T, http version X, &F REPA
HTTP N—Y a3 & F ANE T, b —IICR 6N D /13— 3 idarre/1.0 & BTTR/1.1
<9, http version J—ILF g AR, RNTA—=HD http version.request,
http_version.with_header, http version.with_body, BLO http_version.with_trailer 75){%\

EFNET,
:/\/9 ‘77;( : http version: <parameter>, <parameter>;

&1 http version; content:"HTTP/1.1";

http_version.request

HTTPESR TR S 7en—2a VE2RE LE T, IWEA v — V&R 55613, ER A —
TarEEHLET, http version.request /N7 A — NI4T g T,

:/‘JQ ‘ybx . http version: request;

15'] . http_version: request;

http_version.with_header

=V TCHEBTEDDITHITP A v B =V DNy X —DHhThH D I L ZEELET,
http version.with header /N7 A —& XA 7T a T,

DU R http version: with header;

15'] . http version: with header;

http_version.with_body

V=V DFIDE 5y THERR T D DI http version V= F T g o TiER, HTTP A v k& —
O)ch*c&; HZ & {/?E‘Hﬂiﬂ L/SE';AO http version.with body /\03 A ’*57 Vi?]‘7o‘:/ 3 ‘/T'@FO

DURYY R http version: with body;

1 - http version: with body;

http_version.with_trailer

=V DRIDERSY THERR T D DL http version b—/V A7 T a o TiE/p<, HTTP A v&—
DhL—FTHDHILEETELET, nttp version.with trailer /NT A —H |34 S 3 T
ﬁ—o
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:/:/9 ‘JOZ : http version: with trailer;

1 http version: with trailer;

http_version_match

WD HITP A= 3 > L AT H HTTP A=Y a v DU X bEFEELET, @O -V
A CETIKE D £, HTTP SR E 713 AT — ¥ AfTICiE, A2 v RE TN D 5E
DD ET, TONR—= a3 UHPFET LA, Snort (L2 D/3—2 3 V% http version match
THRESNTY AN L LET,

FDONR—=T g VORD [0-97.10-9] WRWIEAIL, RIERERE RSN ET, 1.0 F7/20%
1.1 TRV [0-9].[0-9] DFERXDONX—T g %, FOME RS ET,

B s
DUV R http version match: <version list>
BMEME - 1,00 1.1, 2.0, 0.9, other, malformed

1 - http version match: "1.0 1.1";

js_data

Rt — V& IERME S 37z JavaScript 7 — Z ICRE L £9, ZDOA 7Y 3 %, HE9E JavaScript
)=~ I A FIZEATT,

DU R js_data;

&1 js_data;

vba_data

FrHi 41— > L % Microsoft Office Visual Basic for Applications ~ 7 12 /3y 7 7 ([T E L £ 7,
DU R vba data;

i vba_data;
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