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|Z Threat Defense Virtual Auto Scaling 7 /L— 7 1ZHR1% L £ 77,

Auto Scaling 7 /L —7IZ L > THREINTZ N T 7 4 v 73 GWLB IZIRE TN D
GWLB = FRA » MRS ET,

GWLB== Y RRA LV I, TF U r—a TRy NRAOY V— 2 —F 1
TENDHLT Y r—2 a2 VPCIZ N T 7 4 v 7 2L LET,
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=T 4 T ENET,
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TFORNODURRS D49 BRE

GWLBe 23, EF¥F=2UT 4 VPCOZ RARA v b —vRICHEmENET, GWLB
MEAELIE NI 74y 7 &7 vAEL, RAEDTZHIT Auto Scaling 7 /L— 724
ELET,

Auto Scaling 7 /L —7IC K> THREINTZ T 7 4 v 7B GWLBIZIRESNL T D
GWLBe [ZIEENE T,

72— RMTHE-> T IGW ITHEEE SN E T,

n EEILVPCIZBIEFE LI N T 7 4 v 203, WV TRy M— T —T7 L TEHRSN
B IGWR T 7 4 v %A EZ—Fy MIEELET,

IVRY—TITY FDOFIE

WD 7 1 —F % — kL, Amazon Web Services (AWS) (Z GWLB % {#i /] L T Threat Defense
Virtual Auto Scale YV = —v a3 VBT AYV—I 7o —% R L TWVWET,

1 4 5 Configure 6 Upload Files
Download Update Infrastructure Create i
Local Host : s —* Configuraton ——® Components ——» Target —b
the required files 5 Fal AWS 53
JSON file using older Bucket
AWS CLI
2 ) customize 8
Amazon and Deploy the
CloudFarmation Deplay Auto Scale
Console Infrastructure solution
Template
3 l
Management Configure |
Center Network —
Infrastructure
(9)
Amazon Edit
EC2 Auto Scale
Group
Create the 11 Configure
Amazan GWLE —_— Routing
VPC Console Endpoint for
VPC
o
T—9 AR—R FIE
— RS,
(1) o—H LR Ak HiEES s
L
2 Amazon CloudFormation = | Amazon CloudFormation =2 > —/L : f 7 T A T 7
=L Frv 7T = DOHAZ A X LR
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D—9 AR—=R FIE

( "'3'\-:, Management Center Management Center : Threat Defense Virtual @ Management
’ Center TRy NT—0 A LT T AT I TF ¥ DFRKIE

(2) o—H kA~ 2= VAR A b GRE JSON 7 7 A /L O FHT

= OBk R H—H LR A b m—H LA A R TO AWS CLI &4
LAV TITARNTIF v a2 R—FK2 NORE

() o—H kR R 2— A VR A B target 7 A4 L H OERL

7 o—H kA R 2 —J LR A K Amazon S3 /37 v b ~?D AWS GWLB

N AutoScale V'V 2 —>a VEMTZ 7y A NLDT vy T H— R
8 Amazon CloudFormation = | Amazon CloudFormation = >~ —/L : GWLB &l L 7=

=)L Threat Defense Virtual @ Auto Scale Y U = —3 3 » DJE
B

(9) Amazon EC2 =Y —/V |Amazon EC2 =2 —/L : Auto Scale 7 /L — 7 DA > A
. B AR DR

10 Amazon VPC = > Y —/L |GWLB > RaRA > b OIERL

Amazon VPC =1V —)L | B AXZ~—VPC D)V—TF 4 VT DHRE

L Ex
AR S
* GitHub 7> & lambda-python-files 7 + V% % X% 7 o a— RKLET, ZOT7 X2, &K
D77 ANPEENRTNET,
* Lambda L 1 ¥ DIERICERH &40 % Python (py) 7 7 A /L,
e MG LT, AZT 4w I N— R EBIML, XY NV—INRNFGRA—HE AR~ A
XY BT DITfEHA &5 configuration.json 7 7 A /b,
* GitHub 7>5 ¥ D CloudFormation 7 > 7 L — h & X v o— KL ET,

« Infrastructure_gwlb.yaml : AWS BREED =1 U AR—F% > R & A Z ~ A X4 5 120ff
MEnEd,

« deploy_ngfw_autoscale with_gwlb.yaml : GWLB Y U = —3 3 > %l L T AWS Auto
Scale # BT 7-OICEA I ET,

o (EE) FARERBEARIT. T L — R TGA—FOEEINE L ET, INETDH L. AWS
B —VTT 7 L— b2 RIAT D &I, HE TS HEICANTEET,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/templates
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Amazon CloudFormation 3 > —JL - €1 VISR SO F ¥ TV

Amazon CloudFormation 3>V —J)L : 1 VISR MSHFv TUTL—brDHRETA X ERHE .

L—FDHREZTAXERERH

AVTTANTIIF v T oL — 2 AZ~A AL TEBT DI, ZOHEIEHEEATH

FIE

&

ATvT2

ATvT3
ATvT4
ATvTh

D FIMEZFATLET,

AWS EFHla Y — )L T, [H—EX (Services) |>[BE L H/3F X (Management and

O

J

Governance) ] > [CloudFormation] DJIEIZEIR L, [R2 V9 DIER (Createstack) ]>[#F L LY

)y —X&EFERA (%) (With new resources (standard)) [DIEICZ V v 27 LET,

[T 7L =774 VD7T v 7m— R (Upload a template file) ] ZiBIRN L, [7 7 A /DR
(Choose file) 1#27 Vw7 LT, Z7ANEXDUB—RLIETANVTIND

infrastructure_gwlb.yaml %3&R L £,

[k~ (Next) 127U 2 LET,

[A% > 7 OFFMOFEE (Specify stack details) | X— T, A¥ v 7 OA4RIEZATI LET,

Infrastructure_gwlb.yaml > 7 L — kDA T A —Z OfEEfREL £,

NG A—4H E

Ry FOERE

Ry R4 infrastructure
RNy R 1

S3 Ny N4 demo-us-bkt
VPC CIDR 20.0.0.0/16
"M — > DK 2

ListOfAzs (FJfMEY' —> DU A |)

us-west-1a,us-west-1b

BHEY T R N OLHI

MgmtSubnet-1,MgmtSubnet-2

MgmtSubnetCidrs

20.1.250.0/24,20.1.251.0/24

WEY 7 % > b O]

InsideSubnet-1,InsideSubnet-2

InsideSubnetCidrs

20.1.100.0/24,20.1.101.0/24

SEBY 7% v b OAHT

OutsideSubnet-1,0utsideSubnet-2

OutsideSubnetCidrs

20.1.200.0/24,20.1.201.0/24

Lambda 7" % v s D4 i

LambdaSubnet-1,LambdaSubnet-2
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. Management Center : Threat Defense Virtual ) Management Center TD v bk T—9 A VIS RA LSV F Y DHRE

ATvT6
ATy T17

ATvT8
ATvT9

ATy 710

INSA—4H &

Lambda 7 % v  CIDR 20.1.50.0/24,20.1.51.0/24

[Next] 27 U > 27 LET,

[AX v 747 a2 DOi%E (Configure Stack Options) ]V 4 > K7 Tk~ (Next) ][22V v
7 LET,

[fE32 (Review) | N— Y CTREZ MR L CHELET,

[A% v 7 OFER% (Create Stack) ] %2 U w27 L T infrastructure gwlb.yaml 7> 7 L— h % &
BIL., A¥ v 7 Z2ERRLET,

JEBNTE T L72 B [H7) (Outputs) JIZBEIL, S3/N 7y REEZEZEOET,

Management Center : Threat Defense Virtual @ Management Center T

DAy kJ—

DAVISRAMIFYDETE

Bk A Threat Defense Virtual © Management Center T, 47 Y =7 b, T3 AT )L—7,
SNAF 2w IAR— N, BEOT 7 BARY) O —2ERBLIOERELET,

RAMFTOY FOERK

FIE

ATy
ATvT2
ATv73
ATv74

ATy TH
ATvT6

ATy 17

ATy T8

Management Center [Z 2 71 > L £,
[A#72x4 k (Objects) 1>[ATP ¥y FEE (Object Management) ] Zi8R L £ 7,
FT2 T N EATDOY A RDD [Fy hTU—27 (Network) | 23R L 7,

[*> U —27%BM (AddNetwork) | KR v 7 A7 A=a—"TC, [A7 V=7 FOEMN (Add
Object) | Z&EIRL £7°,

[4 87 (Name) ]: aws-metadata-server & AJj L %7,
TR E A LET,

[x> h7—2 (Network) ] 74—/ RT[AA T (Host) |47 arZ2@RL, IPvd 7T KL
A 1 169.254.169.254 = A S L £,

[fRTF (Save) 1227 U w7 LET,
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HK—r470zs rotes ]

R—rAT2xH FDERK

FIE

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

Management Center ([ZH 71 > L £ 7,
[#72x9 k (Objects) |>[#T ¥ FEE (Object Management) | ZiEIR L £7,
FTV 2 N HATDY A RDE [R— K (Port) | Z&EIRLET,

[FA— DM (AddPort) | KRy T XU A=a—T, [A7 V=7 F®EN (Add Object) ]
Ve D= S I

[47 (Name) ] : test-port-object & AL F 7,

[7'm k=L (Protocol) |ZEIRLET, [AAK (Host) | A7V =7 MEATIZATI LT |1
FaVEBBIRTAZLENHY 9, BRLEZ7 0 ha/WdsCT, [R—F (Port) ] THIFRL
£7

8080 L AJJLFET, ZZTANTLHHR= FEZIE, BFUSCTH AL A ATEET,

GH) [TC (Al) (078 hat —HSE5 DL 28R LA, [0/ (Other) ]
oo 72w VR REHRLT, B hTAT V2 FEHIRT 208150 £
—a—O

[PRAF (Save) 1227V v 7 LET,

tHXAYTFAIV—VBLUVAVE—TIARITIN—T T TH FOERK

FIE

ATy T
ATy T2
ATvT3

ATy T4
ATy Th
ATy T6
ATy T17

ATvT8
ATvT9

[#72xY k (Objects) 1>[ATP ¥ FEE (Object Management) ] ZiER L £ 7,
T2 NEATDIANNE, [ ¥ —7 A A (Interface) | ZTR L ET,

B (Add) 1>[EF 2T« J—> (SeaurityZone) [DNEIZZ V v 735, BN (Add) 1>
(4128 —T 4R IIL—T (Interface Group) |DIEIZZ U v 7 LET,

[47 (Name) ]: Inside-sz/Outside-sz & AL E T,

[f > Z—T AR %A (Interface Type) | ZBIN L 7,

[T/84 R (Device) | >[4 2 —T 4R (Interfaces) |> Ku vy 7 XU &2 Mk, B

THALUH =T oA A FLT A AEBRINLET,

X2V T = EREIIRET D L. [T/NM R (Device) >[4 B —T (4R
(Interfaces) 1> Kry 7 X X MZ, @ATHMET NA ZAD T T AR BNRERRSNET,

BN oA 2 =T A ARG T AZZRIRLET,

1 DL EDA v B —T7 o4 AERINLET,

GEAN (Add) 1227 Vw7 LT, BIRLIEA X —T A A (T3] AN T NV—T{biFEH)
ZiBmL £,
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ATy 710

Froiz |

[fR1F (Save) 1272 Vw7 LET,

FINA AT )L—TMEM

FIE

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6
ATy 717

Management Center Z 3% &, T34 2% 7 —TL LT, BEDOT A A~DRY v —
DBEBSTHOA v A M=V EHEIZFETTEET, TA—TIBTHT A ZAD VU A NI,
JEBR F 713 N R R T E E T,

[T/34 R (Devices) 1>[T/31 AEIE (Device Management) | DJEIZEIR L E 5,
GEM (Add) [ Ruey Xy A=ma—hn, [ZA—7DiBN (AddGroup) |ZHEIR L ET,

BEED 7 N—TF e 51213, WET 270 —7OfRkE (Bdit) | GRET A 2L) 227U v
7 LET,

[4 07 (Name) ] : aws-ngfw-autoscale-dg & A L £,

[fEHATHEZ2 7 734 A (Available Devices) | 726, 7734 A J)L—TIBINT 57 /34 2% 1
DU EBRLUET, EROT A 22T 25813, Cul 723 Shift 2 L2 b7 U v o
LET,

GEA (Add) 12727V w7 LT, BRLIET AL AET ANA A T —ZBMLET,
[OK] %7 U w27 LT, A AT N—T%BMLET,

ANILAF Ty T7O0—TDOKR—+ 443 (HTTP) OE%NE

FIE

ATy

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy 17

VAT =y 7 T u—T\ZR— 443 (HTTP) ZfEM L TW25E1E, IROFIREZETL T,
NVAF w7 TR =T DR— NEFHIILET,

[T/3 X (Devices) |>[FT v b T+ —LEEE (Platform Settings) ]>[HTTP7 Y £ X (HTTP
Access) |DIEIZER L £,

[HTTPY—/S—D A%t (Enable HTTP Server) | F = v 7R v 7 A4 I LET,

[A—h (Port) 17 4 —/VRiZ, 443 L AHLET,

[+Add] #7 U v LET,

Koy 7HZo ) 2 R SEET 5 [IPT KA (IP Address) ] #1384 L £,

[ TR — /A v % —7 = A A (Available Zones/Interfaces) ]V 4 > K7 C, GWLB 7=
TN 7 %y MCESR STV DM v 8 — 7 = A A5 BIR L E T,

GEA (Add) 1227 Vw7 LT, RLIEAVH—T oA AE[BRLEZY -2/ F—T =
A A (Selected Zones/Interfaces) ] 7 1~ RUIZEML £7,
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ATvT8
ATvT9

ghmn7 o2 a3y ra—n Ky s—okmn ]

[OK1 &7V vZ7 LET,
[PR1F (Save) 1227V v 7 LET,

ERXMLGE7oERX arra—ILRYS—DER

FIE

ATv T
ATvT2
ATvT3
ATvT4

ATvT5
ATvT6
ATy 71
ATvT8

ATvT9

LT r78x arytae— R —2EkT2L, ZOR) =T T4V DT 73
VERENEGEENET, RV —EAENT DL, BHHICAEDE TR U—%2FRETX5 L9,
TCIEE vy a BT LE T,

[R1 >— (Policies) 1>[7 2 X #ll{Hl (AccessControl) ] 2R L £7,
[BrLWAR Y 2 — (NewPolicy) 1227V w27 LET,
—E ORI (aws-access-policy) EatBla AT L £,

B®AD [T 7 A/ 8T 73 (Default Action) |: [TXCTHORNTF 7 4 v 27 %717 (Block
all traffic) ] Z#HELET,

[fR7F (Save) |27 U w7 LET,
ER L7728 LW Y > —o [fafE (Bdit) | 7 A 2> %2270y 7 LET,
V= DEM (AddRule) 127V v 7 LET,
WDRTA—H BT ELET,
« £ Ril : inside-to-outside
« i\ : into Mandatory
e 77 al: Allow

EXfEILY =k — B LET,

A (Apply) 127 Vv 27 LET,

O—AJILHRRA bk BRFEJISON 7714 IILOEF

configuration.json 7 7 A /L&, GitHub 725 % 7 > v — R L7z lambda_python_files 7 4+ /L #'(C
&Y ¥, Management Center T E L72/37 A —# Z{fiH] LT, configuration.json 7 7 1 /L
DINTA—=BEFHFLET,

configuration.json 7 7 A /VIND A7 U 7 MIROD L FBY TT,

"licenseCaps": ["BASE", "MALWARE", "THREAT"], // Management center virtual licenses
"fmcIpforDeviceReg": "DONTRESOLVE", // Management center virtual IP address
"RegistrationId": "cisco"™, // Registration ID used while configuring the manager in

the Threat defense virtual
"NatId": "cisco", // NAT ID used while configuring the manager in the Threat defense
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B

B oAzt o—HLhR FTOAWSCU EERALEA VTSR M5 Fr aUR—% FORE

virtual
"fmcAccessPolicyName": "aws-access-policy", // Access policy name configured in the
Management center virtual
"fmcInsideNicName": "inside", //Threat defense virtual inside interface name
"fmcOutsideNicName": "outside", //Threat defense virtual outside interface name
"fmcInsideNic": "GigabitEthernet0/0", // Threat defense virtual inside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance
types)
"fmcOutsideNic": "GigabitEthernet0/1", // Threat defense virtual outside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance
types
"fmcOutsideZone": "Outside-sz", //Outside Interface security zone name that is set in
the Management center virtual
"fmcInsideZone": "Inside-sz", //Inside Interface security zone name that is set in the
Management center virtual
"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Inside-sz"
}I
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"
}I
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Outside-sz"
}I
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"

}

1, // Interface-related configuration

"trafficRoutes": [
{
"interface": "inside",
"network": "any-ipv4",
"gateway": "M,
"metric": "1"

}

] // This traffic route is used for the Threat defense virtual instance's health check

O—AIERRA b A—HIKRA FTHOAWSCL ZFERAL-A 2D
ALV FY AVKR—R FOERTE
7 7 L — K ClX, Threat Defense Virtual 33 &2 UF Management Center @ Lambda L ¥ & 55k
SENIARAT = FiIfER SN EE AL, ROFIRZFEML T, FarR—x baRELET,

AWS CLI DO TIL, TAWS a~ 2 RoAf v A B —T A A ] 2R LTLIEX
Uy,
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https://aws.amazon.com/cli/

| ELoic
O—ALKR b O—HLKR FTOAWS CU EER LA 75 542 F v avti—x toge [

FIE

AT w71 Lambda VA ¥ zip 7 7 A LV EVER L £9°,
Linux A8 A ~Z Python 7 #+ /L& Z{ER L. Lambda LA ¥ Z{ER L £7,

a) Linux 78 2 Z Python 7 /L4 (Ubuntu 22.04 72 &) ZA{ERK L £7°,
b) Linux A" &2 MZ Python3.9 %A > A h—/L L ¥ 3, LAFIZ, Python3.9 %A1 A h—)L 35
2D TNAT )T MR LET,

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

U 0 0 0 0 O O 0

¢) Linux 3835 C Lambda L ¥ zip 7 7 - /L (autoscale layer.zip) Z1EKLET, ZD7 7 A
JUiE, Lambda PIEUZAFI K72 Python 74 77 U Z4fit L £,

DAY 7 F%&3F4T LT, autoscale layer.zip 7 7 1 /L Z1ERL L £ 97,

#!/bin/bash

mkdir -p layer

mkdir -p python

virtualenv -p /usr/bin/python3.9 ./layer/
source ./layer/bin/activate

pip3 install attrs==23.1.0

pip3 install becrypt==3.2.2

pip3 install certifi==2022.12.7

pip3 install cffi==1.15.1

pip3 install chardet==3.0.4

pip3 install cryptography==2.9.1

pip3 install idna==2.10

pip3 install jsonschema==3.2.0

pip3 install paramiko==2.7.1

pip3 install pycparser==2.21

pip3 install pycryptodome==3.15.0

pip3 install PyNaCl==1.5.0

pip3 install pyrsistent==0.19.3

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install six==1.16.0

pip3 install urllib3==1.25.11

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

d) autoscale layer.zip 7 7 A WV &E{ERK L 725 | GitHub 2H 4 7 e— K L7
lambda-python-files 7 # /L #'|Z autoscale layer.zip 7 7 f V& 2 & — L £7°,

ATwv T2 ({£E) Threat Defense Virtual 35 & U Management Center D 5L/ XA U — K& {ER L £7,

Infrastructure_gwlb.yaml 7 > 7 L — K 7 7 A JLIZ KMS ARN fE23 A7) 23TV 554 1%, Threat
Defense Virtual 33 X U Management Center TaxiE 9 5 /3N AV — RZWE 5L 50BN H D £77,
AWSKMS =Y — /L& L TH— ARN Z4¢E 7 51Z1%, Finding the key ID and key ARN [
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https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

ELoI= |
. O—AJLRR b : target 7 4 L F DIERL

I EZBLTKEEY, B—HNWRART, ROAWSCLI 2~ REFEITL TR — R
b LE9,

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZQMEAS4wEQQOM45ATkTqj SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCoPNUExXxMNJI4 zdx8=""

}

$

CiphertextBlob O)ﬂELiH%%ﬂﬁéﬂf:/\"X U— }\TTO Z DINA — ]\(i\
infrastructure gwlb.yaml 7 7 A /L0 NGFWvV /SXJ— K (Threat Defense Virtual /¥ A
U — R) F721% Auto Scale HE){k.D FMC /XA U — R (Management Center /XA 7 — ) /X5
A—=HOEE LTHERLET, Z0/27— K&, CloudWatch IZXA ~) w9 & RTS8
D FMC/IRRT—FOEL LTHHEATE £T,

O—AJLRXR b : target 7 4 JLE DYERK

WDa<y REfH LT, AmazonS3 /37y MIT w7 a— RTAH3VLERH L7 7 AV EEGTe
target 7 A VX ZERL L £ 9,

python3 make.py build

2—H /LR A MZ Ttarget] EWOAFTO T /W ZHMERR S VE T, target 7 4+ /LA 121, Auto
Scale YV =2—3 a3 VORBRICHKE R zip 7 7 A /L& yaml 7 7 A VD FENLTWET,

A—AJ)L7RAX + : AmazonS3 /34y kA~ @ AWS GWLB Auto Scale ¥/
J)a—arvERIZ7Z7AIILOT7yTO—FK

ROa~x R LT, target 7 4 L7 M VIZHDHTXTDT 7 A /L% Amazon S3 /37 |k
W27y 7 r—FRLET,
$cd Jtarget

$aws s3 cp . s3://demo-us-bkt --recursive
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Amazon CloudFormation 31 %/ —)L : GWLB % {#Ff L 7= Threat Defense Virtual 0 Auto Scale V') 1 —< 3 D ER .

Amazon CloudFormation 3 > —)L : GWLB Z{& 8 L 7= Threat Defense
Virtual @ Auto Scale V') 21— 3 D ER

FIE

ATy T AWSEH =V —)LC, [H—ER (Services) | > [BEEE H/VF 2 X (Management and
Governance) ]>[CloudFormation] >[X % v % (Stacks) JDONEIZER L, 77— Ik
THERSNTASZ v 727 ) v 7 LET,

AT T2 [RE2 VDR (Createstack) [>[FT LWLV Y—X &R (BB#) (With new resources
(standard)) JDNEIZZ VU » 27 LET,

ARTYT3 [T T L—F 7 7ANVDT v 7 ur—FK (Upload atemplate file) ] ZER L. [7 7 A L DOEIR
(Choose File) 1% 7 U w7 LT, target 7 4 /L% )5 deploy_ngfw_autoscale with_gwlb.yaml %
BERL £,

ATV T4 Next] 7V v LET,

AT TS [AX v 7 OFMOETE (Specify stack details) ] X— T, A¥ v 7 O4RIZ A LET,

AT 76 deploy ngfw_autoscale with_gwlbyaml > 7 L — F DA SR T A =X DIEEIEE L £7,
A H > 7 4 . Threat-Defense-Virtual

INTG A=A f

[mt

Ry FORE

Auto Scale 7 V—TZ T VT 4 w7 A NGFWv-AutoScale
Ry RE& 1
Auto Scale & A — /LB HI username(@cisco.com

AVITSRAMSOF Y DEHHM

VPC ID vpc-05277f76370396df4
S3 Ny (N4 demo-us-bkt
Lambda BV 7%~ subnet-0f6bbd4de47d50c6b,subnet-0672f4c24156ac443

Lambda B0t =27 4 7 —7 sg-023dfadble7d4b87e

A — v DK 2

"M — us-west-1a, us-west-1b

NGFWv & FlA X —7 = A ZADH 7 F » | subnet-0e0bc4961de87b170
bU b
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. Amazon CloudFormation 1 > %/ —)L : GWLB % {# f L 7= Threat Defense Virtual @ Auto Scale ¥V ') 21— 3 VD ER

Froiz |

INTGA—4H

=]

NGFWvNEA v Z—T = A ADH TRy
U

subnet-0f6acf3b548d9e95b

NGFWvANHA o H—T = A ADY T R v
U

subnet-Occ7ac70df7144b7e

GWLB O&RE

NGEWv A VARV ZAD~VAF = v 7 |22
DER— &= AT

CiscoNGFWV £ Y R B U ADERTE

NGFWv A v AZ LV AZ AT C4.xlarge
NGFWv A v 2 X A Sk % &4~ |BYOL
AWS IP 7"— /L5 D NGFWv D 37 ) |true

7 1P OEIN 4T

NGFWv A VY AB L ADEeX 2 YT 7
="

sg-088ae4bc1093f5833

NEFD NGFWv A > A X ADEF 2 U
T4 ITN—T

sg-0eOce5dedcd9cd4f3

HNE D NGFWy A » AX L ADE X2 U
T4 T N—T

sg-07dc50ff47d0c8126

NGFWv AMI-ID

ami-00faf58c7ee8d1lel

KMS < A Z—%— ARN (5§44 %)

NGFWv /NZA U — R W lnch3sterBrOs
FMC B#ILDERE

FMC A A NP7 RL-A 3.38.137.49
Auto Scale HE{k,?O FMC == —H#—%, autoscaleuser
Auto Scale B#El{L.®> FMC /XA U — K W Inch3sterBrOs

FMC 534 2 T )V—"TF4,

aws-ngfw-autoscale-dg

FMCv I A L ADIRT —~ 2 AERED
&

FTDv20
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Amazon EC2 1> —/L : Auto Scale 7' )L—F DA VR4 U ZAHDIRE .

INTA—4H &

FMC TINA RTIL—T A ) v DNEE
DERTE

EMC oD H ZAZ LA Y v 7 DA | TRUE

CloudWatch |2 A RV v 7 Z /8B4 5 7= |metricuser
® FMC —H%—4,

CloudWatch |2 A F VU v 7 Z /8R4 5 7= | Winch3sterBrOs
@D FMC /XA T — K

Rir—1) VT DEE

TIRE L OV LR CPU L & UM 10,70

TREBIOCEREAEY LEVVE 40, 70

AT Tl [AZ v 74T aD%E (Configure Stack Options) 17 4 > K7 TR~ (Next) %7 U v

7 LET,

AT v T8 [ (Review) | N— Y T EEMR L CTHEL T,
RTY T [A¥ v 7 OFERK (Create Stack) 1% 27 U v 2 L T deploy_ngfw_autoscale with_gwib.yaml 7 >~

L—hZRAL, 2%y 7 ZERl L £,

Z T, GWLB % L T Threat Defense Virtual FH® Auto Scale V' J =2 —3> 3 VAR ET H7=
DIZRE WG OT 71— FORBENET LE LT,

AmazonEC2 3>V —)L : Auto Scale ' )L— T DA VA2 VXD

e 5=

FIE

ATv T

ATy T2

57 /L FTlZ. Auto Scale 7 /L — 7 ® Threat Defense Virtual 1 > A ¥ > A D /N & e KE
ITENENO0 & 2ICHESNTVET, BHIOLUTHELZERE L ET,

AWS BHLa > Y — )L T, [W—ERXR (Services) [>[avEa—TF 1 2% (Compute) |>[EC2]
DIEIZER L, [Auto ScalingZ /L —=" (Auto Scaling Groups) ] &7 U v 7 LET,

{ERL L 72 Auto Scaling 7 /v— 7 Z3@R L, [#RE (Edit) 127 U v 7 LT, ZFISE T L
72458 (Desired capacity) ], [Fx/NAE (Minimum capacity) ], [RAZE (Maximum capacity) ]
T 4=V ROEEEF LT, &I, AutoScaling HEFED 72 D2 B9~ % Threat Defense Virtual
AAZ U ADEIIKIGLET, [MEAREE (Desired capacity) | %, R/INEEME & ERNEE
EDHFFHN O E L ET,
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Fesis |

B AmazonvPe 5 v o ak— KO y—iL GWIB T KA ¥ FOERBELUNREI—VPCDIL—TF 1 2 F DRE

ATy 73 [E#H (Update) |27V v 7 LET,

)

(GE)  Threat Defense Virtual f > A X L A% 1 DT HEIL, FOA L AX U ANBE LBV ICEE

LTCWAEDHERT DI EEHRLET, Tk, BEHIS U TEBNDOA VAKX U A E BT
iﬁ—o

AmazonVPC 5% v a/R—KFKa>yY—J)L:GWIBIZ > FRA > FD
EBRELUVHRET—VPCDIL—T 4 VT DHEFE

i 5 @ CloudFormation 7 > 7 L — h & &%, GWLB = RARA > F&EEMRL, I AZ~<—
VPC D)V—T 4 » T HFHET HRENH Y 7,

GWLB T > KR4 > FDYERL

FIE

&

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATv 1

ATvT8
ATvT9

ATv710

ATvIN

ATvT12

. AWS T GWLB #{# A L T North-South 5 7 1 v o &9 5 Threat Defense Virtual ® Auto Scale ¥V ') 2 —3 3 VD ERH

AWS EFHla Y — )L T, [H—EX (Sarvices) |>[Ry bIT—F 0BV TUVEE
(Networking & Content Delivery) ]>[VPC]>[T > KR4 > ¥ —E X (Endpoint Services) ]

DNEIZEIR L FE T,

[T FARA > b —E ADIER (Create Endpoint Service) | %27 U v 7 LET,

[B— RRZ %% A7 (Load balancer type) | T[7— F 7 = A (Gateway) | ZEIR L ET,

[ ATEE72 v — K XZ >4 (Available load Balancers) ] C. Auto Scale ®JEB D —# & L CIE

e —hro oA m— RKANZ 28R L ET,

[k (Create) 1227 VU v 27 LET,

BTAHER L7z KRSV M —E20Y—b 24 &2 a—LET,

[H—EX (Services) 1> [y bT—F I BLUVaUTUYEIE (Networking & Content

Delivery) 1>[VPC]>[T > F7RA > b (Endpoints) [DNEIZERIN L £,

[ RARA > FDOVERL (Create endpoint) %227 U v 7 LE T,

[—EAHBT 2V (Service category) | T[T DD T KK A > hH—E X (Other endpoint

services) | Z®INL £,

[h—E A4 (Service name) | ICH—EADLARTZ AT L, [V —EADFEGR ( Verify service) ]
IR E7,

[VPC] 7 4 —/V R T, = RiRA ¥ F&A{ERT 2D VPC, [T 7Y 7 —3 3 VPC (App VPC) ]
IR E 7,

[7 %>k (Subnets) | T, =¥ RARA » FEfElT 2V 7%y b, [Ty b (Egress
subnet) | ZEER L £,



| ELoic

ATy 713

2Fv 14
ATy 715

12582 —eoL—7 42 50EE [

[IP7 KL A% A7 (IPaddresstype) | C[IPv4] 47> a U ZBRINL T, = RARA > b xv b
T—0 A B —T 2 A AZIPVAT RLAZEID Y TES,

[ RAA > FOERL (Create endpoint) 1227 U v 27 LET,

[—EX (Services) |>[®y FI7—F 25L& arT U VEIRE (Networking & Content

Délivery) 1>[VPC]>[Z > KR4 > b —E X (Endpoint services) |DNEIZEIR L, [T F

RA > hEHE (Endpoint Connections) % 7% 7 U w7 L, HFHRNZIERK L7z [ RA&A > MDD
(EndpointID) ] ##ER LT, [T 7 ¥ 3> (Actions) |>[T> RiRA v MEHREROZ T AN
(Accept endpoint connection request) ] DNEIZZ U~ 7 LET,

HARAEI—VPCDIL—T 14 VT DERE

FIE

ATy T

ATy T2

ATvT3

ATvT4

AWS EHla v V— LT, [H—ER (Services) |>[Ry bI—FoFB&a0ToY
(Networking & Content) | >[{R¥ETS5 4 X—+4- S5 K (Virtual Private Cloud) ]>[JL— b
T—7J)L (Routetables) |DJEIZER L E,

ANIN— R T —=TNWEAER L, WOFIAEZFEITLET,
1. [72 23> (Actions) |>[IL— FD#RE (Editroutes) |DIRIZZ Y v 7 LET,

2. IPv4 DAL, y— FOiEM (Addroute) 1% 7 U 27 LET, [4E5E (Destination) 12,
TV =g = R_R—DOH T %y RO IPVACIDR 71 v 7 (10.0.1.024) AL F
T, [#—7 v b (Target) | C, VPC =2 RAKRA v M EBERINL FT,

3. [EEDOLRIF (Save Changes) | %7 U v/ LET,

4. [=v POBET (Edge Associations) ] # 7 T [T v Y OB#EATT OfftE (Edit edge
associations) | %7 Vw7 L, [A ¥ —% >y b — U =1 (Internet gateway) ] ZEIR L
ij‘o

5. [Z£WOAF (Save Changes) 1 %27 U v 27 L%,

TV —=arh—=R"=R3HL5V T Xy hONL— T =T N ERIRL, IROFIAEZETLE
RS

1. [7Y <32 (Actions) | >[)IL— FD#EE (Editroutes) |DIHEIZZ U > 7 LET,

2. IPVADGAEIE, b— FOE (Addroute) 1427 U v 7 LET, [58%% (Destination) 112,
00000 AN LET, [#—4 > b (Target) | T, VPC = KR A > hEER L £,

3. [EEDOLRIF (Save Changes) | %7 U v/ LET,

F—=r Tz A0 —RKRZ YO RRA LV BBV TRy hOL— T —T N EERL .,
WROFNEEEITLET,

1. [72 232 (Actions) |>[JL— LD#RE (Editroutes) |DIRIZZ Y v 7 LE T,
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IZL &I I
. Amazon CloudWatch : EBIDRE

2. IPvADGAEIE, b— FOEN (Addroute) 157 Y v 7 LET, [564 (Destination) ]iZ,
00000&E AN LET, [#—F v | (Target) | T, A F =Ry M= U= A ZHERL
\iﬁqo

3. [EEDOLRETF (Save Changes) [ #7 V7 LET,

Amazon CloudWatch : ERIDIREE

T — MOREBNEII L6, Amazon CloudWatch =2 > Y —/LICBEI LT, o 7ML X
W, RBERT T—ANEREINTWAZ EE2ERLET,

a4
a7 7 7 A NVEREG L T, Management Center DRI AMEZ N T TNy a—TFT 4 7
LET,
FIE
ATvT1 AWSEE=2 YV —/L T, [H—EZRXR (Services) | > [BE &L H/3F 2K (Management and
Governance) ] >[CloudWatch] DJIEIZIZER L £,
ATv T2 (v n—7 (Loggroups) |27V w7 L, FmRrapnuTndaninnroa s 7—7271 v
sLCarEFRLET,
75—L

W72 T — A7) Amazon CloudWatch =21 Y — /L CHER ENTWA Z & ZHER L £ 1,

FIE

ATy 1 AWSEE L YV — /LT, [H—ERX (Services) |>[BE L H/V\F 2 X (Management and
Governance) ] >[CloudWatch] DJIEIZER L £ 9,

RT9T2 [FT5—L (Alams) [>[FTRTOT 5—L (AllAlarms) [DIEIZZ Vv 7 LT, AF—LT v
FREEOBAT— A UHeE P =T DR EBIIT 77— DY A M EFIRLET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



