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Services

VPC > YourVPCs » Create VPC

Create VPC .

A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such
VPC settings

Resources to create Info

Create only the VPC resource or the VPC and other networking resources

VPC only © VPCand more

Name tag auto-generation Info
Enter a value for the Name tag. This value will be used to auto-generate Name

tags for all resources in the VPC

Auto-generate

project-doc-demo

IPv4 CIDR block Info
Determine the starting IP and the size of your VPC using CIDR notation

IPv6 CIDR block Info
© No IPv6 CIDR block
Amazon-provided IPv6 CIDR block

Tenancy Info

Default v

Number of Availability Zones (AZs) Info
Choose the number of AZs in which to provision subnets. We recommend at least
two AZs for high availability.

1 2 3

» Customize AZs




Number of public subnets Info
The number of public subnets to add to your VPC. Use public subnets for web
applications that need to be publicly accessible over the internet

0 2
Number of private subnets Info

The number of private subnets to add to your VPC. Use private subnets to secure
backend resources that don't need public access.

0 2 4

» Customize subnets CIDR blocks

NAT gateways ($) Info
Choose the number of Availability Zones (AZs) in which to create NAT gateways
Note that there is a charge for each NAT gateway

None In1AZ 1 per AZ

VPC endpoints Info

Endpoints can help reduce NAT gateway charges and improve security by
accessing S3 directly from the VPC. By default, full access policy is used. You can
customize this policy at anypiime

None S3 Gateway

DNS options Infe

Enable DNS hostnames
Enable DNS resolution

P Additional tags

Cancel Create VPC

d)

e)

2

h)

[VPC & Z D (VPCandmore) | A7 a v hRZ 2270 v 7 LET,
(4714 27 (Nametag) ] 7 4 —/V FiZ, VPC ZikBl4+ 24012 A LET,
[IPv4 CIDR” 7 7 (IPv4 CIDR block) 1 7 4 —/LV KiZ, IP 7 RLA&Z AN LET,

CIDR 7 1w 7 %A X% /16 ~ 28 THHLENH Y £7,
[7F > (Tenancy) | ey 7 X7 R NN, [T 74/ (Default) ] IR LET,

ZDOF T a T, VPCIZH L TEET LAV AX U RE, MOAWST I T b EFINTY
HN— RO =T THEITTDHN, EREFASHEHON— R =27 CHEITTINEERELET,

DI L2000 AN — YT Ry hET R E Y a = 7T 52k, [ -2 (AZ) ©
¥ (Number of Availability Zones (AZs)) ] & LT [2] Z&IN L £7,
[X7 Y v 7% 7%y hO% (Number of public subnets) ] & [77 A ~X— b4 7 % D% (Number
of private subnets) | DfEZIEIRL T, 7Ry MERELET,
[h 7 %> FCIDR7 1 27 D) A K~ A X (Customize subnets CIDR blocks) ] # & L T, 7% v
ROTIP T KU AHPHZ BN L E9, AWSITEIRSES5 2 & TEET,

(A7 a) [NATZ— b7 = A (NAT gateways) | Tik, 77 A4 X— 7 x>y FNDY V—2X
WIPVARRITAT Y v 7 A v Z =2y MIT 7B AT HRLEND D560, NAT 7 — F U =1 %4E
YD AZ DEAEEIRL £,



i) [VPC = RKARA >k (VPCendpoints) ] Tik, [72L (None) ]E72IL[S37— h 7 =1 (S3Gateway) ]
IR L FT,

) (A7 3 ) [Domain Name System (DNS) 7473 = > (Domain Name System (DNS) options) ] C
X, WHOFT v a VBT 740 R THEHICR o THWET,
k)  [VPCOYER (Create VPC) %7 VU w27 L£7,

AWS TOH Ty f&EIL— b T—TILOBEES T
VPC D&Y7 3y b & VPC O)b— b T — T VBT 2 LN H Y £,

IR& B
AWS T VPC #1ER L £,

FIE

ATy EfoO~_A 2 Tb— 7 —7/L (Routetables) | %27 U 27 LET,
ATwT2 VPCIZEIV Y THNIN— T —T L ERIRL £,

ATw 73 [T x> hOBESFT (Subnet Associations) | ¥ 7% 27 U v 7 LET,
ATy T4 [V 7%y bOREEATOME (Edit subnet associations) ] %7 U v 7 L9,

VPC > Routetables > rtb-00fea9813ead17cca > Edit subnet associations
Edit subnet associations
Change which subnets are associated with this route table.

Available subnets (2/2)

Q Filter subnet associations 1 (o)
Name v | SubnetID v | IPvacIDR v | IPv6 CIDR v | Route table ID v
project-doc-demo-subnet-privatel-ap-north...  subnet-0a0cd0016e7e9ea01 172.16.128.0/20 - rtb-0f377f24e6d991c00 / project-doc-dem...
project-doc-demo-subnet-public1-ap-northe...  subnet-03ce797817d94b9ch 172.16.0.0/20 - rtb-0490f132533af9004 / project-doc-dem...
Selected subnets

subnet-0a0cd0016e7e9ea01 / project-doc-demo-subnet-private1-ap-northeast-1a X bnet-03ce797817d94b9cb / project-doc-d bnet-public1-ap-northeast-1a X

Cancel Save associations

ATFYTE TITAR=FII TRy b RXTY v IV TRy bOF =2y IRy 7 2 %F AT LET,
AT w76 [BEfT T O (Save associations) ] & 27 U w7 LT,

AWS TOHRZIX—7— b4 DIERK

HAZ == T =A ZER LT, 731 AT 28 E AWS (2l L £7,

FIE




AT TN ERDORA T, RS T A4 _X— x> hU—2 (VPN) (Virtual Private network (VPN)) ] % B&BH L &
j—o

ART9 T2 [WAX~—/—F x4 (Customer Gateway) | %7V v 7 LET,

AT T3 [BWAX~—— T =A DIERKL (Create Customer Gateway) | %27 U v 27 LET,

ARTY T8 [ AX~v—2— bz A DIERK (Create Customer Gateway) | %A 7 277Ky 7 AT, IRO/INT A—HF hik
ELET,

555 services | Q Search [Option+S]

VPC Customer gateways Create customer gateway

Create customer gateway

A customer gateway is a resource that you create in AWS that represents the customer gateway device in your on-premises
network.

Details

Name tag - optional
Creates a tag with a key of "Name' and a value that you specify.

FTD-doc-demo
Value must be 256 characters or less in length
BGP ASN Info
The ASN of your customer gateway device
65000
Value must be in 1 - 2147483647 range.

IP address Info
Specify the IP address for your customer gateway device's external interface

Certificate ARN
The ARN of a private certificate provisioned in AWS Certificate Manager (ACM).

Device - optional
Enter a name for the customer gateway device

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

Q_ Name X Q. FTD-doc-demo X

You can add 49 more tags.

Cancel Create customer gateway

a) [4Hi% 7 (Nametag) |7 A —/V RIZ, WAZ~—0— U oA Zi0lT 24002 A LET,
b) [BGP ASN] 7 £ —/L RIZ. Threat Defense 7 /31 A0 BGP Hftv A7 L% S (ASN) Z AL ET,

FNIFPHIE 1 ~ 2,147,483,647 T, ZOHITIL, ASN L 65000 T3, Z ¢ ASN (X, Management
Center TBGP V—T 4 V' T HRET D & TITNETT,

¢) [IP7 KL A (IPaddress) ]~ « —/V KiZ, ThreatDefense 7 /XA ADIHA L H—T = ADIPT KL
A NTILET,
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IP7 FLRAIEIHITHDADULERGD ET, DAF~— =T xA T3 AR NAT 7314 ZADEH
WCHHEEIT. NATTF AL ZADOIP T RLAZRHEHLET,

d) A7 ar) [REBHEARN (Certificate ARN) ]~ ¢ —/b RiZ, ThreatDefense 7734 A D AWS Certificate
Manager (ACM) 77 A ~X— FFEED Amazon U Y — A4, (ARN) Z AN LT, FEAES—ZXORGE
EAMMZLET,

e) (T ar) [T/31 A (Device) | 7 4 —/V KiZ. Threat Defense 7 /31 ADLEiH AT LET,

f) [HAX~—4—bTxA DIERK (Create Customer Gateway) | %727 U v 27 L7,

AWS TORETSA R— 77—+ 4 DIEK

FIE

AT TN ERDORA T, RS T A4 _X—Fx> hU—2 (VPN) (Virtual private network (VPN)) ] Z J=ZB L %
D

RAT9 T2 KIBT T A _X— 7 — 1D xA OFERL (Create virtual private gateway) 1% 27 V > 7 LET,

AT T3 BT T A _X— 7 — k7 =A DIERK (Create virtual private gateway) | A 7 2 7R v 7 AT, IRO/T
A =R aFELET,

i3 Services | Q Search

aws

VPC Virtual private gateways Create virtual private gateway

Create virtual private gateway

A virtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connection.
Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

project-doc-demo-vpg|

Value must be 256 characters or less in length. k

Autonomous System Number (ASN)
O Amazon default ASN
Custom ASN

Tags
Atag is a label that you assign to an AWS resource, Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

Q. Name X Q project-doc-demo-vpg X

You can add 49 more tags.

Cancel Create virtual private gateway

a) [4A1% 7 (Nametag) | 7 4 —/V RiZ, (KRBT T A X—F F—F U= ODL4RIEATILET,
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b) [Amazon7 7 #/L FASN (Amazon default ASN) 147> a R & [ AKX LASN (Custom ASN) ]
ATarRErONTRPpEs Y v LET,

Amazon ASN 1Z 64512 TH D Z LITHERE LT 7Z &0,

c) [#7 (Tags) 1IZOWTIL, T 74/ b TITARINZ 7 L R SnEzT,
d) [IET T A4 ~X— 7 —FT A DL (Create virtual private gateway) | %27 U > 27 LE7,

RETSAR— =DM DRETSAR—FEI 59 RADES
BT T A RXR—= "= oA Z1ERLTZD, Fi1% VPCIZER T D MLERNH Y 97,

FIE

AT T ER LI T T A R—= = oA 3R L ET,
ATFw T2 [727ar (Actions) | Ry F&Z ) 2 Kb [VPC~D#KE (Attach to VPC) ] Z218IR L £7°,

AT 9 T3 [VPC~DOHEHE (Attachto VPC) (¥4 A 77 ARy 7 AT, [fEMFEE/2VPC (Available VPCs) | Kz > 74
72U A RS VPC IR L £,

AT T4 [VPC~DH#E (Attachto VPC) 1227 U v 7 LET,
ATV TS BT T A R—= P~ 7 =A O [IRHE (State) ] 2% [#E#i5 A (Attached) | THDH Z & 2R L E9,

Virtual private gateways (1/1) info C Actions ¥ Create virtual private gateway

Q 1 &
Virtual private gateway ID: vgw-0f98b2d5a92a830bb X Clear filters
Name v Virtual private gateway ID v State v Type v VPC v Amazon ASN v
o project-doc-demo-... vgw-0f98b2d5a92a830bb @© Attached ipsec.1 vpc-013b271d8fbad9c8b | proje... 64512
B ==
vgw-0f98b2d5a92a830bb / project-doc-demo-vpg
Detail Tag
Details
Virtual private gateway ID State Type VPC
vgw-0f98b2d5a92a830bb @© Attached ipsec.1 vpc-013b271d8fbaa9csb | project-doc-demo-vpc

Amazon ASN
64512

12



AWS T® VPN #zift D 1E Rk

488 HREIIC

VPC, WAZ~—0—h U xA, BIWMBT FARX=F T = 0 =ADHD T & afigid LET,

FIE

&

ATy T2
ATvT3
ATvT4

ERORA T, BT T =%y hU—2 (VPN)

B

(Virtual private network (VPN)) ] ZEB L &

[V FRIVPNEEGE (Site-to-Site VPN connections) ] =7 U v 7 LET,
[VPN#£#2 D1ERL (Create VPN Connection) | %727 U v 7 L£7,
[VPN#£#¢ D 1ERL (Create VPN Connection) | XA 727K v 7 AT, IRO VPN /NT A —X ERELET,

Services Q s

VPC VPN connections Create VPN connection

Create VPN connection i«

Select the resources and additional configuration options that you want to use for the site-to-site VPN connection.

Details

Name tag - optional

Creates a tag with a key of ‘Name' and a value that you specify
project-doc-demo-vpn

Value must be 256 characters or less in length

Target gateway type Info
© Virtual private gateway
Transit gateway

Not associated

Virtual private gateway

vgw-0f98b2d5a92aB30bb / project-doc-demo-vpg

Customer gateway Info
© Existing

New

Customer gateway ID

cgw-0c016b07c5¢chbd7cfa / FTD-doc-demo

Routing options Info
© Dynamic (requires BGP)
Static

Local IPv4 network CIDR - optional

The IPv4 CIDR range on the customer gateway (an-premises) side that is allowed to communicate over the VPN tunnels, The default |

0.0.0.0/0

Q

Remote IPv4 network CIDR - optional

The IPv4 CIDR range on the AWS side that is allowed to communicate over the VPN tunnels. The default is 0.0.0.0/0

Q

13



14

2

h)

[4H7% 27 (Name) ] 7 4 —/L FIZ VPN 85kt D4 RTA2 AT LET,
[#—% > NF— b DA XA (Target gateway type) | C. (RS 74 X— K 7 — K~ = A (Virtual
private gateway) |47 v a v RF U E T Y v T,
AR~ Z A4 X— K~ — b7 =4 (Virtual private gateway) | K2 v 7% 7 U A "ot | ARERT T A ~X—
Fr—hU A ZRRLET,
[ AZ~—4"— KD A (Customer gateway) | C, [BEfF (Existing) | A7 > a v RF &7 vo
L, [#AZ~—4—hK 7 =AID (CustomergatewayID) ] K2 7 X7 A RNNLIAX~—4— |
VA IR ET,
(V=T 4> 7 F 7 a (Routingoptions) | T, [ 4TI v (BGP 23%) (Dynamic (requires
BGP) (A7 varvARyr w0 v LET,
(A7 ay) [m—AIPvdx >~ b 7 —27 CIDR (Local IPv4 Network CIDR) ] C. Threat Defense 7 /3
A ADRHEARA Yy NU—=7DIPT LA AT D0 77 4/L ME 0.0.0.000 26 L £,
(A7 ar) [VE— bIPv4+ v U —27CIDR (Remote IPv4 Network CIDR) ] T, AWSHIF v b U —
JDIPT RLVAEANT D0 77 4/L ME 0.0.0.00 Z6H L £,
[F R4 a2 (Tunnel 1 options) | ZJ&BH LT, VPN R RART A —=F 2 E LET,

v Tunnel 1 options - optional Info
Inside IPv4 CIDR for tunnel 1

A size /30 IPv4 CIDR block from the 169.254.0.0/16 range.

Pre-shared key for tunnel 1
The pre-shared key (PSK) to establish initial authentication between the virtual private gateway and customer gateway.

The pre-shared key must have 8-64 characters. Valid characters: A-Z, a-z, 0-9, _and . The key cannot begin with a zero.

Advanced options for tunnel 1
© Use default options
Edit tunnel 1 options

VPN logging Info

Tunnel activity log

Tunnel activity log captures log messages for IPsec activity and DPD protocol messages.

Enable

Tunnel maintenance

Tunnel endpoint lifecycle control Info
Tunnel endpoint lifecycle control provides control over the schedule of endpoint replacements.

Turn on

» Tunnel 2 options - optional nfo

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

Key Value - optional

Q Name X Q. project-doc-demo-vpn b 4 Remove
Add new tag

You can add 49 more tags

Cancel Create VPN connection




ATy TH

1. [h2 V1O EIPV4 CIDR (Inside IPv4 CIDR for tunnel 1) ]1Z%F LT, AWS L IPv4 7 KL A %4
Jﬁﬂz]\/\ijﬂo

2. [Frx1OFEFHAAF— (Pre-shared key for tunnel 1) | 7 4 —/V R, (AT T A X— K7 — |k
VaxAf EHAL = — T = A BOBREAOFRIIHAX— (PSK) #AJJLFET, PSKEFEEL
RS AWS 1L PSK A 4ERE L £,

Z @ PSK %, Management Center C VPN Z R ET 5 72 DIZMETT,
3. [FRNVIDFEMA T T a > (Advanced options for tunnel 1) 1 C, [T 74/ AT T a v &
(Use default options) | A7 > arvih& a7y 7 LET,
iy FFvar) [brrxa24 7 g (Tunnel 2 options) | 2R LT, Ny 77 7 VPN b x/L
INTA—=HERELET,
GH) miJ7D ko FMZECPSK 2 LTS Z L 2B LET,

[VPN#E DERK (Create VPN Connection) [ %7 U v 7 LE7,

VPN BEREAMER S LD L [IRTE (State) |28 [fREAT" (Pending) 176 [ FTHE (Available) [12Zb Y &
D

a) PERk L7z VPN #i4 @I L C, FEa R R L ET,

b) [FYRAOFEH (Tunnel details) | # 7% 27V v 7 LET,

VPN connections (1/1) info [ ¢ ‘ ’ Actions ¥ ’ ‘ Download confi
Q
VPN ID: vpn-0aad3cad3d0f1bg72 X | | Clear filters

Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v Customer ¢
o project-doc-demo-... vpn-0aad3c4d3d0of1b872 @ Available vgw-0f98b2d5a92a830bb - cgw-0c016

vpn-0aad3c4d3d0f1b872 / project-doc-demo-vpn

Details Tunnel details Tags

Tunnel state

Tunnel number v Outside IP address v Inside IPv4 CIDR 4 Inside IPv6 CIDR v Status ¥ Last status change
Tunnel 1 209.165.201.28 198.51.100.8/30 = ® Down June 1, 2023, 10:52:06 (UTC+05:30)
Tunnel 2 203.0.113.238 192.0.2.128/30 2 ® Down June 1, 2023, 10:52:55 (UTC+05:30)

IPS

IPS

EREOFITIE, ROFEMTER LTS ZE W,
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Tunnel HE (THRRS%Y |AWSVTIIP7Z KLR |Threat Defense /354 &
K) IP7 KLR VTIIP7 KL X

Tunnel 1 209.165.201.28 198.51.100.9/30 198.51.100.10/30

Tunnel 2 203.0.113.238 192.0.2.129/30 192.0.2.130/30

Management Center T/L— hX—Z VPN R ET 25 G1E. L OFEMIEHRA LTI,

Management Center TODJL— k X—X VPN D% E

4R8O HHIIZ

AWS O VPN h > R LOWNEIP 7 KL ALAEHIP 7 RLAE AT L TBXET,

FIE

AT T1
ATv72
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8

ATvT9

16

[7 /34 A (Devices) |> [ K (Site To Site) ] Zi&IR L 7,

[+5 A FEVPN (+ Site To Site VPN) %227 U v 7 LE7,

[ R4 (Topology Name) ] 7 4 —/L KIZ, VPN hRu P42 AN L ET,
[/b— hX—2A (VTD) (Route Based (VTI)) | A S arvh& %7V v LET,
[RA > Y —KRA >k (PointtoPoint) | #7 %27V v7 LET,

IKEV2] F = 7Ry 7 A&F AT LET,

[ FARA > b (Endpoints) | ¥ 7 %27V v LET,

[/—FA (Node A) 1IZDWT, IRDNTA—=ZZFBELET,

a)
b)

[T /34 A2 (Device) | Ka w7 Z 72U A k)5 Threat Defense 7 /XA A Z38#IK L F 97,

MR b o kv A o H—7 = A A (Virtual Tunnel Interface) ] K& v 7% 7 U X k)25 Threat Defense
TNAADALT 4 v I N FA U H—T = A A (SVTD) ZERT D, [H]227 Vv 7 LT
SVTI ZAFpk L £7

SVTI DAERKDFERIZ OV TiX,  Management Center C@ Threat Defense A % 7 4 v 77 VTI DAERL
(19 ~—2) | ZBRLTLIEI,

(AFvay) v T7 v 7VTIOEBM (+ AddBackup VTI) %27 U v 27 LTy 277 v/ VTI
BREL, MERNT A =2 R ELET,

[ F > R VEETE (Tunnel Source) 1. W HFDVTI h > F/LTRILTY, ZOHITIE, Nv s 7 v

VTIIP 7 KL A% 192.0.2.130/30 T¥, [AWS T® VPN ##O1ERK (13 2—) | OIP T RL &
T—=TNESRLTIIEIN,

[/—FB (NodeB) 11Z2WT, RDONRNTA—=HEZFRELET,

a)

[7 /3 A (Devices) | Ka >y 7 X URNNG, [27 A N7 Xy & (Extranet) | 3R L £ 7,



ATv 710

b) [7/3 A4 (DeviceName) | 7 4 —/V RIT, =7 A TRy NT AL 2L &2 AT LET,

¢) [T RAA > FPT KL A (Endpoint IP Address) ] 7 « —/L KiZ, AWSVPN ®IP 7 KL A% A7)

LET,

ZORFITIE, IP T R L A1%209.165.201.28 35 L 1) 203.0.113.238 T,

Create New VPN Topology

Topology Name:*

[ AWS-VTI-VPN

Policy Based (Crypto Map) @ Route Based (VTI)

Network Topology:

IKE Version:* [ ] IKEv1 IKEv2

Endpoints IKE IPsec  Advanced

Node A

Device:*

[ branch1-ftd.xyz.com v ‘

Virtual Tunnel Interface:*

[ outside-isp1_static_vti_2 (IP: ‘ +

Tunnel Source: outside-isp1 (IP:209.165.202.130 )Edit VTI
() Tunnel Source IP is Private

() Send Local Identity to Peers

Virtual Tunnel Interface:*

outside-isp1_static_vti_3 (IP: +

Tunnel Source: outside-isp1 (IP: 209.165.202.130)Edit VTI

Node B

Device:*

| Extranet

Device Name*:

i AWS-Doc-Demo

Endpoint IP Address*:

| 209.165.201.28, 203.0.113.238

KE] %227 Vw27 LT, RONFA—=ZEFELET,

17



ATFvI1N
ATy 12
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Create New VPN Topology (7]

Topology Name:*
| Aws-vTI-vPN

Policy Based (Crypto Map) (® Route Based (VTI)

Network Topology:
Hub and Spoke Full Mesh
IKE Version:* IKEv1 IKEv2

Endpoints | IKE |IPsec Advanced

Pre-shared Key Length:* Characters (Range 1-127)

IKEv2 Settings

Policies:*| AES-SHA-SHA-LATEST 4

Authentication Type: Pre-shared Manual Key v

Key:® | seeeeees

Confirm Key:* I ......... LY

Enforce hex-based pre-shared key only

Cancel | ISEE

a) [IKEv2#% & (IKEv2Settings) ] C. [RN U 2 — (Policies) [\ ZHET HmET A 2227 Vv L, N
0y 7R A R [AES-SHA-SHA-LATEST] #3 R L £§, ZdO 71 ha/LiX, AWS VPN O
F 74NV MO IKE 7a k2L T,

b) [FBFEZ A 7 (AuthenticationType) ] K12 v 7% 7 U A ks [Fai#AH FEIF — (Pre-shared Manual
Key) ] Z#IRLET,

c) [F— (Key) | 74—V & [F—DfEE (ConfirmKey) | 7 4 —/V FIZF—&E AN LET,

ZDOFHITIE, AWS VPN T /E L7= PSK Zfif L 7,

[IPsec] & [F£#l (Advanced) | DFXEICIX, T 74/ MEZFEH L £,
[fRTF (Save) &7 U w7 LET,
[V FEVPNEEZ (Site-to-Site VPN Summary) ] 2— ([T/3A A (Devices) ]>[% A F#EVPN (Site

ToSite VPN) ) T, MR TYEERTEET, TRXTOT A RAIHELEMTLIE, ZOX—=UTT
RTCDO R RNVDAT —H AR TEET,



Management Center T () Threat Defense X 2 T 1 v 7 VTl DERL

1R8O BRI

[Management Center TD/L— hX—2Z VPN OFRE (16 X—) | OFHIZE- T, L— FX—ZX VPN DRA > |
YV RA b hARBYDEANRT A= EFHEL, [T RAKRA > b (Endpoints) | X7 %227V v 7 LT, [T/3 A
(Device) ] K v 7 X7 URA NS [/ — KA (Node A) ] & LT Threat Defense 7 /34 A& 8K L 97,

FIE

AR b A X —T = A ADiBH1 (Add Virtual Tunnel Interface) | %A 7R 7Ry 7 AT, IRO/RTZ
A—BERELET,

Add Virtual Tunnel Interface (2]

General Path Monitoring

Tunnel Type

® Static Dynamic

Name:*

outside-isp1_static_wvti_2

| Enabled

Description:

Security Zone:

| Priority:
0

Virtual Tunnel Interface Details

Tunnel 1D:*

2
Tunnel Source:*

GigabitEthernet0/1 (outside-isply | | 209.165.202.130 v

IPsec Tunnel Details

IPsec Tunnel Mode:*
® |Pv4 IPv6

IP Address:*
® Configure IP [ 198.51.100.10/30

Borrow IP (IP unnumbered)  Select Interface v

‘ Cancel ‘m

a) [l (Name) 17 ¢ —/b RIZ SVTI 04 Ni& AN L £,
b) [£%) (Enabled) 1F = v /Ry s A&A I LET,

19



) (FFvay) [Bx=VUT 4 —> (SecurityZone) | Ku vy 77X 7 U R ink, AXT 4 v VTI
DXV T 4= BERLET,

d) [HESENENLL (Priority) 1 74—/ RIZ, BEOVTIFI TR T 7 4 v 7 & a— RT3y 0 74 HHEIE
PEATILET,
FREC& HHPHIL 0 ~ 65535 T7, b/ IWEEN RS EWERIANIZ/2 Y £,

e) [F>%&/AID (TunnelID) ] 7 4 —/L RIZ, —EO 2D ZANLET,
#iPHIZ 0~ 10413 T,

f) [P FVE[EIE (TunnelSource) | Ky 7 X 7 U A MnD, FURNVEETLA VX —T = A Ak ik
RLET,

g) [IPSec b > K /LE— K (IPSec Tunnel Mode) | T, [IPv4] AT a > AR¥ %27 U v LT, IPSec b
FNEIBIWT DT T 4 v I DEA T HRRELET,

h) [IPOFE (Configure IP) 17 4 —/L FIZ, SVIIDIP 7 KL A% AN LET,
ZOFEITIE, SVTIIPT KL A% 198.51.100.10/30 T3, [AWS TO VPN ##5 DIERK (13 2—) |
DIPT FLAT—TNLEBRLTLLTEE N,

i) [OK]ZZVUvZLET,

Management Center TDJ)L—T 4 VIR O—DHRTE

Management Center TD7 >3 —L A IL—T 4 25 R O—DHKRE

AWS L DD N T 7 4 v 7 2FINTT DR, To X —VbAN—T 4 TR —%RETILENRDY £, A
TAYIN—bFERFEATFTIvIN—TFT 47 Fa halaeRETEET, ZOHITIE. AXT 4 v I V— &l
ALET,

FIE

ATY T [T/314 A (Devices) |>[7 /31 AEH (Device Management) | Z 3R L £,
RTYT2 HEST oA =T 2 A ZAORUCHLMWMET A 222 ) v 7 LET,
AT9 T3 =7 17 (Routing) | X7 %7V v7 LET,
AT T4 LERDSA T, [AET 47— (StaticRoute) (%27 Vw7 LTCALT 4 w7 )V— R ELET,
ATw TS5 [+b— FZiE (+AddRoute) 1 %7V v L£7,
ARTYT6 [AET 47— Fi%EDIEN (Add Static Route Configuration) %A 7 12 7R v 7 AT, IROI/NT A—H
ERELET,
a) [IPv4] A7 arvR&Zo %270 w7 LET,
b) [ #—7=AZ (Interface) ] N7 ¥ 7 U A L6, Threat Defense 7 /3 A A DI A o & —
T A AEERLET,
c) [fEAAHEEZ2 >~ h U —72 (Available Network) | C[+] %227 VU v 7 LT, AWS *> hTI—Z7 D% v b
T—0 AT NafERLET,

20



d) [Fi#lxry hU—2 477 (NewNetwork Object) ] XA 7 B TRy 7 AT, IROD/INT A —H &d%
Eb\ijﬂo

New Network Object @

Name
AWS

Description

Network
® Host Range Network FQDN

[ 209.165.201.28

Allow Overrides

Cancel m

1. [4A7 (Name) ] 7 4 —/V RICAWS * v FU—27 D4RTZ AT LET,

2. [FAF (Host) | AFvarvdiy a7V 7L, AWSEXy hU—JDIPT RLAZ AN LE
TO

ZOFITIX., AWS %y U —Z D IP 7 R L A% 209.165.201.28 T,
3. [f&R1F (Save) |27 U w27 LET,

e) AT v 7 6c~6dEMVIKLT, Rv 7T v FAWS Ky NU—7 DRy hU—0 4TV =7 &k
L ET,

ZOBITIE, Ny 7T T AWS Xy RU—Z D IP 7 KL A% 203.0.113.238 T,

f) [EHAPEEZR K>~ F U —72 (Available Network) ] U A /5 AWS Ry hU—27 L2 7T v 7 AWS
Fy N =7 ZERL, DEM (Add) 1227 Vv 7 LTCERIRLI=F Y hU—7 (Selected Network) ]
URAMZB#SEET,
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Add Static Route Configuration ]

Type: ®) |Pv4 IPv6
Interface*
outside-isp1 v

(Interface starting with this icon % signifies it is available for route leak)

Available Network C' + Selected Network
Q X AWS ]
AWS -Backup w

Ensure that egress virtualrouter has route to that destination

Gateway

209.165.202.1 v |+
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

g [F— b =4 (Gateway) ] 7 4 —/b RiZ, Threat Defense 7 /31 ADF —h 7 =A DIP T KL A% A
HLET,

h) [OK] %7 Vv 7 LET,

Management Center TDA —/N\—L A JL—T 4 25 K O—DHKTE

VPN b T 7 4 v I DF ==V A N—TFT 4 VTR V—%FETHLERH Y £F, ZOHITIL, BGPIL—F 1 7
R —&RELET,

FIE

AT T
ATvT2
ATv73
ATvT4
ATvTH
ATvT6

22

[T 734 A (Devices) |>[7 /31 A& BL (Device Management) | # 3R L £,

WET DA =T A ADBICHDWET A2 %7 ) v 7 LET,

V—7 427 (Routing) | #7 %7V vr LET,

EAN DA O [ E (General Settings) | CT[BGP] %7 V v 7 LET,

[BGPO AN (Enable BGP) | F = v 7Ry 7 A& AU LET,

[ASTE S (AS Number) | 7 4 —/L KT, AWS B A ¥ ~—/— k7 = A FIZFE L 7= Threat Defense 7 /3
AADAS FE 52 ANTTLET,

ZOFITIE, FHIL 65000 TI,



ATvT1
ATvT8
ATvT9
ATv710
ATvIN

ATv 712

ATv 713

[f~1F (Save) 1227 Vw7 LET,

EM DA T, [BGP] > [IPv4] 2R L £,

[IPv4DFH %t (Enable IPv4) | F = v 7Ry 7 A%eA i LET,

[%A 73— (Neighbor) | # 7 %27 Vw7 L, [+BM (+Add) %7V v 7 LET,

[FA X—DiEM (Add Neighbor) | # A T 7Ry 7 AT, WDONNTA—=ZERELET,

Add Neighbor

IP Address* Enabled address
198.51.100.9 Shutdown administratively
Remote AS* Configure graceful restart
64512 Graceful restart(failover/spanned mode)
(1-4294967295 or 1.0-65535.65535)
BFD Fallover Description
none v

a) [IP7 RL A (IP Address) ] 7 1 —/L RiZ, AWS VPN & ED AWS VTIIP 7 K L2 (Tunnell) % A
JILET,

ZOBITIE, AWSIPT R L A% 198.51.100.9 T,

b) [V E— FAS (Remote AS) ] 7 4 —/L FIZ, AWS VPN iRED AWS AS H 5 & AJLET,
ZOBITIX, AWS AS F 51T 64512 T,

) [OK]%27YUvyZ7 LET,

27y 7 1Na~1lec Z#VIELT, Ny 77 v 7 AWSIP 7 FL A (Tunnel2) XA /N—& L CEIIL
£7

ZORFITIE, IPT R A% 192.0.2.129 T, AWS AS #F 513 64512 T,

Device Routing Interfaces Inline Sets DHCP VTEP

Enable IPva,

Manage Virtual Routers

Global v

AS Number 65000

General  Neighbor  Add Aggregate Address  Filtering  Networks  Redistribution  Route Injection
Virtual Router Properties _—
ECMP + Add
BFD
OSPF Address Remote AS Number Address Family Remote Private AS Number Description
OSPFv3 198.51.100.9 64512 Enabled S
EIGRP e
192.0.2.129 64512 Enabled 79

RIP

Policy Based Routing

[fR7F (Save) |27 Vw7 LET,
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VTl PO RILDRT—R R EHRTFDIER

Threat Defense 7 /N A AR E X BER L7=% . 7 /31 A, Management Center, 335 TN AWS T VTI k> RILDOFEE & A

TS AR TE LT,

AWS TD kU RILAT—R ADFER

AWS T VPN F U RV EMERT 212X, ROFNEEZFEITLET,

1. [EE7I7A4~X—hrxy FU—2 (VPN)
connections) | Zi®IN L £7,

2. VPNICHEE+AA Ty arREZ 220 v 7 LET,

(Virtual private network (VPN)) 1> [¥ 1 MEVPN#E#E (Site-to-Site VPN

3. [Foxv@FfH (Tunnel details) | %7 %27 V27 LET, FRLD[AT—F A (Status) |23 [7 v~ (Up) ]

W72 o TV DMENRDH Y F 9,

VPN connections (1/7) info [ C I ’ Actions ¥ | | Download configuration Create VPN cor
Q 1
VPN ID: vpn-Oaad3c4d3dof1b872 X Clear filters

Name v VPN ID v State v Virtual private gateway ¥ Transit gateway v Customer gateway v Custom
L+ ] project-doc-demo-... vpn-0aad3c4d3d0f1b872 ® Available vgw-0f98b2d5a92a830bb - cgw-0c016b07c5cbd7cfa 123.63.
=

vpn-0aad3c4d3d0f1b872 / project-doc-demo-vpn

pe o

Tunnel state

Tunnel number v Outside IP address v Inside IPv4 CIDR v Inside IPv6 CIDR v Status Last status change v Details ~ Certificate

Tunnel 1 209.165.201.28 198.51.100.8/30 - ®@up June 1, 2023, 11:18:30 (UTC+05:30) 0 BGP ROUTES -

Tunnel 2 203.0.113.238 192.0.2.128/30 - ®@up June 1, 2023, 11:31:09 (UTC+05:30) 0 BGP ROUTES -

Threat Defense T/3f A TD FURILEIL—F 4 VT DEFEDFER

* Threat Defense 7 /XA A TDA ¥ —7 = A AFKE & MR35 121X, show running-config interface ==~ > K % {#

LET,
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interface Tunnel2

nameif outside-ispl static_vti_2

ip address 198.51.100.10 255.255.255.252

tunnel source interface outside-ispl

tunnel destination 209.165.201.28

tunnel mode ipsec ipvé

tunnel protection ipsec profile FMC_IPSEC_PROFILE_1
1

interface Tunnel3

nameif outside-ispl static vti_3

ip address 192.0.2.130 255.255.255.252

tunnel source interface putside-ispl

tunnel destination 203.0.113.238

tunnel mode ipsec ipvé

tunnel prozection ipsec profile FMC_IPSEC_PROFILE_1

* Threat Defense 7 /3 A O BGP % & & #ead 3 121X, showbgp =~ RZEH L 7,

[+ FREVPNEEE (Site-to-Site VPN Summary) | R—TOD bV R R T—F ADHER

VPN k> RIVDAT —H A ZHEg8 T DI, [T /34 A (Device) ]>[VPN]>[%A K (Site To Site) ] DIAIZEIR L
iﬁ—o

Firewall Manag{em‘vent Center Overview Analysis Policies Devices Objects Integration Deploy Q 06 {:} O Domain2 \ admir
evices / VPN € Y

Last Updated: 11:27 AM m + Site to Site VPN '

Y Select
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1
v AWS-VTI-VPN Route Based (VTI) Point to Point ey
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
EXTRANET Extranet 209.165.201.28 FTD branch1-ftd.xyz.com outside-isp1 (209.165.202.130) outside-isp1_static_..
EXTRANET Extranet 203.0.113.238 FTD branch1-ftd.xyz.com outside-isp1 (209.165.202.130) outside-isp1_static...
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[¥4 FFEIVPN (Site-to-site VPN) ] % v a2 R— FTO F U RILRAT—F ADFER
VPN b VOt 2 Rond H12iE, 2 (Overview) >[4 v ¥ =27”"— K (Dashboards) |>[% 1 KE]VPN (Site-to-site

VPN) ] DIEIZER L E T,

Firewall Management Center Overview
Overview / Dashboards / Site to Site VPN
—_—
‘ Y Select..
Tunnel Summary
100% Active
3 connections
Topology
Name (-] (V]
fws-vTi-vPN 0 0 2 |
vpnMumbaiUmbrella-Demo1 0 0 1

Deploy Q &e ¥t @ Domain2\adminv

Analysis Policies Devices Objects Integration
X [ Refresh ‘ Refresh every |5 minutes
Node A Node B Topology Status Last Updated
Asia-Mumbai (VPN IP: branch1-ftd.xyz.com (VPN IP: 209.165.202.130) vpnMumbaiUmbrella-De... & Active 2023-05-30 0
Extranet (VPN IP:(209.165.201.28) branch1-ftd.xyz.com (VPN IP: 209.165.202.130) AWS-VTI-VPN @ Active 2023-06-01 0
Extranet (VPN IP:(203.0.113.238) branch1-ftd.xyz.com (VPN IP: 209.165.202.130) AWS-VTI-VPN @ Active 2023-06-01 0
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