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L £ 9 CiscoUmbrella 7—# o ¥ —|ZiX, V—Yar L IPT RUABRHBIWIZADSNET,

[EM (Add) 1227V v 27 LT, SASE hARu D> RARA > k& LT Threat Defense / — F& B L %
@—O

a) [7 /34 A (Device) | kw7 H U A L) Threat Defense 7734 A (NGFWBR1) % &R L &
T

b) [VPNA »#—7xA A (VPNInterface) | KRy FH T LR RNOLRAZT v 7 VNTIA 4 —T =
A AZEIRLFET,

HLWAZT v 7 NTIA ¥ —T7 =4 A (=& z2IE, Outside static vti_1) Z{EkT 2I12i%, [+] &
7V w7 LET, RN RNVA X —T A ADBN (Add Virtual Tunnel Interface) 1 ¥ A4 7 12 2
Ry 7 AMFREIN, WOFRIATISINZT 74V MREPDRINET,

s[FrH A7 (Tunnel Type) 11X, 7 74/ N TIX[AXT 1 v 7 (Static) | ITEEESNET,

 [4 81 (Name) ] 1% <tunnel_sourceinterface logical name>+ static_vti +<tunnel ID> T3, 7= & 23,
Outside static vti 1 &720 £,

o NUxME, T 74V M T [F%) (Enabled) 12720 £,
e X2 VT 4 —0F, T 74N T [AME (Outside) 1 & L TRHESNET,
[ VID (Tunnel ID) JIZiE, —ED ID NHEAN SN ET,

s[Fo N V) —A A X —T A A (Tunnel Source Interface) ]!Zi%. [loutside] L7 4 v 7 &
BROA L E—T oA ARHEIC AT SNET,

GE) k> RV DEEIEH GigabitEthernetO/0 IZFRE SN TWDH Z & 2R L £

CiscoUmbrella BE) b VRV EFERALEzEF2T7HRA VA=Y RT T4 9D .



Cisco Umbrella B18) b R LEFEA L X2 THA V8 —2y b rS5T749% |
B ciscoumbrella o> SASE FoxLoEE

GE) [ N FNVEETLA ¥ —7 = A A (Tunnel Source Interface) | ZHIDA > X —7 = A A
WCRRETHZ LB TEET,

* IPsec b2 R/E— R, T 74/ FTIHXIPv4 T,

©169.254.xx/30 7T A _X— K IP 7 L AD&HENS, RIEHADOIP 7 FLANBRENET, =
F I, 169.254.2.1/30 NEIR SN TWET,

GE) BOY Ty AT A5, EHTEHIPT RLAL2 272 TY, RO IP T
KL 21X HE ]\/Zx/l/VTIIP T&ﬂ) L 2FHDIP 7 R L A Cisco Umbrella DC ~®
ABT 4 I N—NERETDHEEIWIAX I A MRy T IPELTHERERET, 20
TIX, 169.2542.1 28 VTIIP T, 16925422 N AKX T 4 w7 )b— NMIEHENET, A
2T 497 b—bhDORE (12—) 2BRLTIEEN,

C[OK] &2 Vv s LET,

[VPNA > % —7 =4 A (VPN Interface) ] K12 v 7% 72U A hi D [outside_static_vti 1] 28R L F

j—o
c) [m—H/ k> xMID (Local Tunnel ID) | 7 4 —/L RIZ, B—H/L b RNVIDDT VT 4 w7 A% A
JILET,

TVUT 4y 7 AX 8 T LT, 100 X7 & EBRE L E 9, Management Center C Cisco Umbrella (2 &
VRV & U724, Cisco Umbrella |2 L > CT5E472 k> /L ID

(<prefix>@<umbrella-generated-1D>-umbrella.com) 24K SVET, wiZ, FEE V¥ —37%Ee27e b
FVID S L CHH L, Threat Defense 7 /3 AIZEH L E 9, & b pxilid, —Eor—7L
oL ID B3V E7,

d) [fRT7F (Save) 1&#27 V27 LT, =Y RRA Y TS A% bARr VITBIMLET,
ATYTT [k~ (Next) ] %7 U 2 L, CiscoUmbrella SASE k> F/VERTEDHEZ MR L F 7,

s [=> RARA > & (Endpoints) ]34 > @ 7 417z Threat Defense =2 R4 > N OB EN R RSN E
ﬁqo

o [R5 BLF%E (Encryption Settings) ]-XA  : SASE h VRV DR SALRENERINE T,
AT 78 [Threat Defense / — RIZHk % B9 5 (Deploy configuration on threat defense nodes) | F = v 7 Ry 7 A%
I3 % & ThreatDefense ~D %> " —27 NIV OREBAN N H—ESnEd, ZOEMIZ. Frx
JLHY Cisco Umbrella (2B S 7212 2D AITHOVE T, Threat Defense D EFHICIZ, 7 —H /L h > /L ID
DELTY,
ATY T [{R1FE (Save) |27 U w27 LET,
ZOT7vaviE, WOLIITEELET,

1. SASE k7R B % Management Center [ZfR7F L 97,

2. CiscoUmbrella ~®%- ThreatDefense = RARA L FDOXy NT—2 R LOREBEE N H—LE9,

. CiscoUmbrella BE) F U RV EFRA LIz X2 T7HA VI —RY ST v
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Cisco Umbrella F> SASE >+ L0z [

3. AT a UBNEIA 5 TWBHEA . Threat Defense 7 /3 A~D Xy NT—27 MRV OREEZ Y
H—=LET, ZOT 7 arTlE, 7 ATOEREDREMUBEIZER SN T X TOMKRERY > —
FEVPN AR >—%ET) NaIy hERTEBENET,

4. [Cisco Umbrellag% & (Cisco Umbrella Configuration) ]V 4 > K & B &, Cisco Umbrella TD k> 3L
BHDAT =2 AR RLET,

Cisco Umbrella Configuration L]
Topology Name VPN-MumbaiUmbrella

Primary Data Center: Asia-Mumbai

DC IP Address 146.112.117.8

Start Time: Apr 27, 2023 7:02 PM

Completion Time: Apr 27, 2023 7:02 PM

100%
@ 1 Completed @ 0 Failure
Tunnel Configuration Status Umbrella Dashboard
Device Status Transcript
@ NGFWBR1 SUCCESS B

Cl lose

JBBHOFEMZ R RT HI2IE, [N T2 A2 U b (Transcript) |AR% %27 Y v 27 LT, API, U Z =T 2A
h XA m— K Cisco Umbrella " HZfF LIV AR ReED, T A7 V7 FOjEMARRALE
—g—O

Transcript Details b 4

POST https:/ api.umbrella.com/v1 izations/4 }tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication™:{"type":"PSK","parameters":
{“idPrefix":*FTDvChandigarh®,"secret";* ******* }."name":"VPN-MumbaiUmbre- NGFWBR1-
4294999380"}

Response JSON: {"organizationld":"4 1", "transport™:
{"protocol™:"IPSec"},"serviceType":"SIG", "client"{"device Type":"other","authentication":
{"type™:"PSK"." s":{"id":"FTDvC! i 04-
umbrella.com”,"secret™:"******"}}} "createdAt":"2023-04-
27T19:02:44.358642189Z","modifiedAt™"2023-04-

27T19:02:44.358642189Z","uri":" /v1/organization- "4 Jtunnels®,"id":605493704,"nam
e":"VPN-MumbaiUmbre- NGFWBR1-4294999380"}

[Cisco Umbrella®” v 3 = 78— K (Umbrella Dashboard) |V > 2 %2 U » 2 L. CiscoUmbrella ® [ % v
N7 —27 b2 (Network Tunnels) | X—Y %2 FKRLET,

CiscoUmbrella BE) b VRV EFERALzEF2T7HRAUEA—FRY M RT T4 9D .
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Active Tunnels

Cisco Umbrella B18h k ~ rLEFERA LIz X 27 HA V2 —%y b b5 T095 |

Inactive Tunnels

Unestablished

Unknown Tunnel

Data Center

1 Tunnels Status Locations
1
Q_  Search tunnels by name
VPN-CLPODS8-U... Default Site Los Angeles, 1 Inactive Jun 07, 2023 -
Secure Internet California - US 6:31 PM
Access
VPN-MumbaiUmb... Default Site Mumbai, T Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India
RDZRY

SASE h XN EBRIBTDHLHIICERIENTZ T 7 4 v 71250 T, BFEO—B LA
LTPBRAY V—Z2FTEL., VIIZNLTr I 74 v 7 2EELET,

AR T4 IL—FDETE

H#E) ko R /Ld 5 Cisco Umbrella DC ~D A X T 4 v 7 )b— FZRET HLENHY 97,

ATYT1 [T/N/4 R (Devices) | >[T/\f AEHE (DeviceManagement) | ~X— /5, Threat Defense 7 /3 A
(NGFWBR1) #fmfEL £,

AT9 T2 =7 127 (Routing) | X7 %7 Vw7 LET,
AT w73 [StaticRoute] %7 U v 7 LE7,
ATy 74 v—hZBI (AddRoute) %7 U »Z7 LT, HLWL—h&EBIMLET,

ATYTS [f v F—TxAA (Interface) | KR v 77X T U ARNDL, A Z—7 x4 AL LT [outside static vti_1]
IEIRL £ 7,

ATv 6 [EMAFEE/RF > 7 —72 (Available Networks) |7 > 7 AnB560% » b7 —2 & LT [any-ipv4] % 3R
L. B (Add) 1227 V27 LET,

ATFYTl X bIT—=0 D=+ T2 B ASLET, ZOFITIE, 16925422 L A S LET,

. CiscoUmbrella BE) F U RV EFRA LIz X2 T7HA VI —RY ST v
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DNS 5 £ UWeb +5 7« v o otigacL oz [

ATYT8 AN wIEEANLET, | ~254 DFfEAEFEETEET, ZOBITIE, EELT22ANLET,
ATY T BEERGET DX, [Save] 227 U v 7 LET,

WRORNIRT LI, AZT 4 w7 — PERR S NVE T,

NGFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers

Global v Network Interface Leaked from Gateway Tunneled Metric
Virtual Router

Virtual Router Properties v |Pv4 Routes
ECMP
BFD

| any-ipv4 outside_static_vti_1 Global Host_169.254.2.2 false 2

DNS &K~ U Web +5 7« v DHiik ACL DEXE

R —=_R=2N—FT 4 T HFIHLT, DNSBLORWeb bT 7 4 v 7B IIA v F—T =
AAMBA 2 —Fy M CHFEEINDI LI, 778 AY A MNREREINET,

AT T [A#TPxY bk (Objects) |>[# TP FEE (Object Management) | 23R L, 2T YT —T )L
MmH [T A) X+ (AccessLists) | > [#:3k (Extended) | Z3IR L 97,

RTFVT2 V=V x VAT 4T T T 4wV AOPEET 72 A A N EAERT DT, HEET 7B A Y A FOIBN
(Add Extended Access List) [ #27 U v 27 LE7,

ATw T3 [HERACLA 7Y =2 b (Extended ACL Object) | # A TRy 7 AT, 7=/ MO
(LAN_to Internet) Z AJJL &7,

ATy 74 BN (Add) 1227V v 7 LT, HLVEET 7R 2 MEfERLET,
ATV TS ROT 7B AFIO T a7 4 ZRELET,
1. 774w R (—F) 55912773 (Action) | IR L £,

2. [R—1F (Port) | ¥ 7 %27V vz L, [FIFAGERKR—T (AvailablePorts) ]V A K THTTP, HTTPS,
DNS over UDP, DNS over TCP # &% L £,

3. A—FZEE®IRL, [5EEICENM (Addto Destination) | %7 U v 27 LET,

4. [y FU—2 (Network) | #7 %27 Vv 2 L, [FIHFEEZSR Y h T —2 (Available Networks) ] U A
NCT7 7> F LAN R LE7,

G¥) ZOHITIH, * v Y —72 1 Branch-LAN T,

5. [Branch-LAN] Zi&R L, [1X(EICIZEM (Add to Source) 1 %27 VU v 27 LET,
6. [EM (Add) 1227 Vv 27 LT, = ) &AFT7V=s MTEMLET,

CiscoUmbrella BE) b VRV EFERALEzEF2T7HRA VA=Y RT T4 9D




Cisco Umbrella B18) b R LEFEA L X2 THA V8 —2y b rS5T749% |

B onss5UWes 570 v oD PBRAY L —DR

7. [#*fF (Save) 127 U7 LET,

WORNZRT L IIC, ACLA T V=7 MIMERSET,
Edit Extended Access List Object

Name

LAN_to_Internet

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users SGT

DNS_over_TCP
A =UA HTTP
1 Allow Branch-LAN HTTPS
DNS_over_UDP

DNSE XU Web k5749 DPBRARY O—DERTE

ATy T
ATy T2
ATy T3

ATy T4

ATy TH
ATv 76

ATy 17

[V —_—2)L—F 17 (Policy Based Routing) ]“X—"C, DNSE LU Web k7 7 1 v
JEN—T 4T TDHIEDDANA L E—T A A, —HHEE (JRT7 7R3 hr—1Y
AR BEOHNIA L E =T 2 A REFETHZEICLY, PBRAY V—2RETEET,

[T/34 R (Devices) > [T/ A4 RAEHE (DeviceManagement) ] %R L, Threat Defense 7 /31 A
(NGFWBR1) ##mf L £7,

NGFWBR1 DA v H—T 2 A a—T[)L—7 1> 7 (Routing) | ¥ 7 %7V v7 LET,

[RU > —_—=2)L—F 12 (Policy Based Routing) 147 U v 7 LET,

[V —_"—2)L— FDiEM (Add Policy Based Route) | ¥ A 7R 7 KRy 7 AT, Kay XU AR

M [ANA v —7 A A (Ingress Interface) ] 23R L F 7,

WY —T—8HEELEET 7 v a UARET IR, BN (Add) 1227V »7 LET,

[Hzk 7 7 v a > @iB01 (Add Forwarding Actions) | %A 7 a2 27 Ry 7 AT, ROBIEEZFEITLET,

a) [ACLOMA (MatchACL) ] Ka w7’ # 7 )35, [LAN to Internet] 2 384K L £97,

b) REINTA X —T oA AZRIRT HITIE, [EFEEL SendTo) Ry 7 H 7 U R S [HIA
v —7 x4 A (Egress Interfaces) | Zi8R L 7,

c) [FEMFREZRA % —7 = A A (Available Interfaces) ] 7%, Outside static vti_ 114 " #—7 = A AD
i (o%4) Add(+) TAarveE7 )y 7 LT, BRLEHIIA v Z—7 A X (Selected Egress
Interfaces) [ IZBENL £,

d) [fR1F (Save) 1227V v 27 LT, —EAEEOLTFLEZIALET,

e) XEEMERL. [FR{F (Save) 1227V v 7 LT, R —R—=A)—F 4 VT DT X COHRELE % E
TIABET,

[fR1F (Save) 127 Vw7 LET,

WO TRT EHIC, PBRARY —nER S ET,

. CiscoUmbrella BE) F U RV EFRA LIz X2 T7HA VI —RY ST v



| CiscoUmbrella B8 k>R EFERLI-EF1THAVE—F Y RS Ta Y
zzorn [

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action

inside "- i

LAN_to_Internet #0 | outside_static_vti_1

5% TE D B

TRTOFRENTET LIZH, BHEHMBET A ACHECERLET,

AT 71 Management Center A == —/3—"T, [ (Deploy) 127V v/ LET, BIEMEFNT T LTWVDLT /A
ADY A SPRERRINET,

RTv T2 FHEDOEFEREHT S NGFWBRI & NGFWI OHEICH DT = v /Ry 7 A% A2 LET,

ATv 73 [JEB (Deploy) 127V 7 LET, [JEB (Deploy) | %A 7 v/ Ry 7 ATRMN[ZET (Completed) ]
E~v—7 INDETHLET,

ATy 74 BT HIEFICET LT —BEN AT M X - TGRS N=85A1, [BFE=Z — (Validation Errors) ]
F T BEEDOEE (Validation Warnings) |7« & RVICZDORNENERINET, ERRFFMAERRIT S
Zi%, [MRFET™Z — (Validation Errors) | F 721 [fRFED %4 (Validation Warnings) (V> 27 %27 U v 7 LE
7
WORPRERH O £5,

. [%F}ﬁ@fﬁfﬁ (Proceed with Deploy) | : S IRAEA MRS TICEB 2T LET, VAT AR T —%
LIS EIIRI T CEE T A,

<[FAU D (Close) ]1: EBHHETICK T LET, =7 —BXOEEREZHL L., REOFEMEZRITL
i‘j—o

SASE Cisco Umbrella k> R JLOD B DIER

Management Center C, [i#%1 (Notifications) ]>[% A7~ (Tasks) ]|(Zf®) L. Threat Defense 7
/NA A (NGFWBRI1) T® Cisco Umbrella > F/VDJEEERY > —DREAD AT — X X% 5K
RLET,

CiscoUmbrella BE) b VRV EFERALEzEF2T7HRA VA=Y RT T4 9D .
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B saseciscoumbrella ~ > R L0 EMORER

Deployments Upgrades © Health Tasks

20+ total 0 waiting 0 running 0 retrying 20+ success 0 failures

© Policy Deployment

Policy Deployment to NGFWBR1. Applied successfully

@ Policy Pre-Deployment

Pre-deploy Device Configuration for NGFWBR1
success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

° Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN VPN-MumbaiUmbrella has succeeded

Management Center CSASE HE) h & KV D AT —H A& fERT HI21E, [T734 A (Devices) |
>[VPN] >[4 K] (Site To Site) | ZEIR L 7,

Firewall Management Center

) ) - ) ) ! 0] T
Devices / VPN / Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ * 0 admin wisco. SECURE

Last Updated: 04:10 PM + Site to Site VPN + SASE Topology

[¥ select. X \ Refresh
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEV1  IKEv2
>  VPN-CLPOD8-Umbrella Route Based (VTI) SASE — v &SN
| v VPN-MumbaiUmbrella Route Based (VTI) SASE e v &8s I
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
UMBRELLA Asia-Mumbai 146.112.1... (146.112.117.8) |:| F0 NGFWBR1 Outside (172.16.2.10) Outside_stati... (169.254.2.1)

Management Center C 587 S 4172 SASE hAR 1 U &MERT 5121, [T /34 A (Devices) ]>[VPN]
> [ R (Site To Site) 1> [SASE FaRr P D% (Edit SASE Topology) ] # R L 9,
n—% /L k3L ID (&, Cisco Umbrella ~DEFHZICERH S E T,

% Firewall Management Center

Overvi Analysi Polici Devi Object: Integrati Depl U dmin v el
Devices / VPN / Site To Site verview nalysis olicies evices jects ntegration eploy Q @ i+ @  admin du SECURE

Edit SASE Topology

o Endpoints 2 | Summary

Topology Name*

| VPN-MumbaiUmbrella |

Pre-shared Key*

Umbrella Data Center*

[ Asia - Mumbai(146.112.117.8) \

Threat Defense Nodes

Device VPN Interface Local Tunnel ID

NGFWBR1

Outside_static_vti_1 FTDvChandigarh@4 - 704-umbrella.com K]

. CiscoUmbrella BE) F U RV EFRA LIz X2 T7HA VI —RY ST v
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SASE Cisco Umbrella > LoERIORER ]

Management Center C [/ FJVPN (Site to Site VPN) | ¥ v v R — REFrT 5120, [
% (Overview) ]>[# v =R — K (Dashboard) ]>[%1 F#HVPN (Site to Site VPN) ] DJIEIZ

BEIRL £,
‘ !:Irewa” LM?‘nagr;{eme‘n} Centﬁl; Overview Analysis Policies Devices Objects Integration Deploy Q 00 @ admin v Ml g
{** ] Overview / Dashboards / Site to S
Y Select... X I Refresh ‘ Refresh every | 5 minutes In
Tunnel Summary Node A Node B Topology Status Last Updated ~
Asia-Mumbai (VPN IP: 146.112.11... NGFWBR1 (VPN IP: 172.16.2.10) VPN-MumbaiUmbr... Active 2023-04-27 '\5:1...|
North_America-Los_Angeles (VPN... NGFWBR1 (VPN IP: 172.16.2.10) VPN-CLPOD8-Um... Active 2023-05-11 11:1...
100% Active
2 connections
Topology
VPN-CLPOD8-Umbrella 0 0 1
| VPN-MumbaiUmbrella ) 0 1 |

Threat Defense T@ SASE Cisco Umbrella > XL HERT AI1T1T. IROCLI a2~ REfEH L
i ‘j‘o

* SASE b > RIVOFM AR T BT, Roa~» REFHLET,

> show running-config interface tunnel 1

1

interface Tunnell

nameif Outside static vti 1

ip address 169.254.2.1 255.255.255.252

tunnel source interface Outside

tunnel destination 146.112.117.8

tunnel mode ipsec ipvi4

tunnel protection ipsec profile FMC IPSEC PROFILE 1

IPSec 7 Rm 7 7 A VB L OBET AIRE L KR T DT, ROa~<wr REFEHLET,

> show running-config crypto ipsec
crypto ipsec ikev2 ipsec-proposal CSM IP 1

protocol esp encryption aes-gcm-256

protocol esp integrity sha-256
crypto ipsec profile FMC IPSEC PROFILE 1

set ikev2 ipsec-proposal CSM IP_1

set ikev2 local-identity email-id FTDvChandigarh@4lxxxxx-xxxxxxxxx-umbrella.com
set reverse-route
crypto ipsec security-association pmtu-aging infinite

IKeV2 RV —% v FEWHERTHIZIE, kOavr FEEHALET,

> show running-config crypto ikev2
crypto ikev2 policy 15

encryption aes-gcm-256

integrity null

group 20 19

prf sha256

lifetime seconds 86400
crypto ikev2 enable Outside

cTxBIUORxT—H &G b RNV MR T DI, WOa<y REFEALET,

CiscoUmbrella BE) b VRV EFERALEzEF2T7HRA VA=Y RT T4 9D .
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B saseciscoumbrella - L0 RBOHR

> show vpn-sessiondb 121

Session Type: LAN-to-LAN

Connection 146.112.117.8

Index 19 IP Addr 146.112.117.8
Protocol IKEv2 IPsecOverNatT

Encryption IKEv2: (1)AES-GCM-256 IPsecOverNatT: (1)AES-GCM-256
Hashing IKEv2: (l)none 1IPsecOverNatT: (1)none

Bytes Tx 234 Bytes Rx 446

Login Time 19:14:51 UTC Thu Apr 27 2023

Duration Oh:55m:16s

Tunnel Zone 0

FORNDAT —Z 2 M@ T DI10E, ROa~ R LET,

> show interface ip brief

Interface IP-Address OK? Method Status
Internal-Control0/0 127.0.1.1 YES unset up
Internal-Control0/1 unassigned YES unset up
Internal-Data0/0 unassigned YES unset down
Internal-Data0/0 unassigned YES unset up
Internal-Data0/1 169.254.1.1 YES unset up
Internal-Data0/2 unassigned YES unset up
Management0/0 203.0.113.130 YES unset up
TenGigabitEthernet0/0 172.16.2.10 YES manual up
TenGigabitEthernet0/1 172.16.3.10 YES manual up
TenGigabitEthernet0/2 unassigned YES unset administratively down
Tunnell 169.254.2.1 YES manual up

Protocol
up
up
up
up
up
up
up
up
up
up
up

VTI b o VBRI T 50T 5 IPSec SA 2RI HI2i1%. Rkpa~ REEHA L E

S

> show crypto ipsec sa
interface: outside static vti 1

Crypto map tag: _ vti-crypto-map-Tunnell-0-1,
198.18.128.81

seq num: 65280,

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current peer: 146.112.117.8

#pkts encaps: 705, #pkts encrypt: 705, #pkts digest: 705

#pkts decaps: 743, #pkts decrypt: 743, #pkts verify: 743

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 705, #pkts comp failed: 0, #pkts decomp failed:
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local addr:

0

0

local crypto endpt.: 198.18.128.81/4500, remote crypto endpt.: 146.112.117.8/4500

path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: C76F91B4

current inbound spi 64907273

inbound esp sas:
spi: Ox2BF92601 (737748481)
SA State: active

. CiscoUmbrella BE) F U RV EFRA LIz X2 T7HA VI —RY ST v
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SASE Cisco Umbrella > LoERIORER ]

transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4331520/27987)
IV size: 8 Dbytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xCA2DC006 (3391995910)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4101072/27987)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Cisco Umbrella C SASE k> /L& FKRT HITIL, CiscoUmbrella lZv 7 A > L, [JERH

(Deployments) 1>[227 7 A7 7 47 4 (Coreldentities) ]>[* > bV —7 k> /L (Network
Tunnels) JICBENL £9°, KD R™T X 512, Threat Defense 7> 5 Cisco Umbrella ~D % v
T —27 F RN FEREINET,

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
] 1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

VPN-CLPODS8-U... Default Site Los Angeles, 1 @ Inactive Jun 07, 2023 -

Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, 1] @ Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India
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B ciscoumbrella @ r kLD ST A—F LY

FTDvChandigarh@4 = other 146.112.117.8
umbrella.com

Total Network Traffic

Jul 20, 2023 - 8:52 PM 2.63K 85.73 KB 0 sec

69.37 K 185.26 KB 0 sec

IPsec

Installed 727 sec - AES_GCM_16 256
c76f91b4 64907273

IKE

Established 3856 sec PRF_HMAC_SHA2_256 AES_GCM_16 ECP_384
53285f5df73e0c22 204e90910acad243

CiscoUmbrella BEEI o RILD LS TN a—TF 429

R, D CLI Zf# ] L . Cisco Secure Firewall Threat Defense T Cisco Umbrella H &)
h o R CEEES AREEZT Ny 7 LET,

\}

G¥E) FREMBER BE D Threat Defense 7 /XA A T debug 2~ > REZFITT DAL, HRE L THDTL
PEWN, TRAATEFEEERT AT LUV ERETE D720, Z3#EMaH 0T 5 Alfe
PERBHY 5,

2 CLIavw >R

BED T DA %78y 7 %4752+ % | debug crypto condition peer <peer-IP>

AR R A v 2 —T = A AER AT ) | debug vti 255
7T 5
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BE CLIavw> R

IKEV2 71 a2 VEED 5 %7 v g % |debugcryptoikev2 protocol 255
TRy T D

IKEV2 75 v N 7 4+ —ABED T 47 3 3 | debug crypto ikev2 platform 255
VETNyTT D

{72 IKE B R 5 4 7 o 5 v 453 | debug crypto ike-common 255
RS

IPSec B D N T > 7 3 3 > &5 /3 v 74 % | debug crypto ipsec 255

BEE!) Y —X

1)) —2X (Resource) URL

Cisco Secure Firewall Threat Defense U U — % | https://www.cisco.com/go/firewall-release-notes
J—h

TR T OHHERE & I S 7-#ERe http://www.cisco.com/go/whatsnew-fmc
Cisco.com @ Cisco Secure Firewall http://www.cisco.com/go/firewall

Cisco.com D~ == 7 )V http://www.cisco.com/go/firewall-docs
YouTube _E® Cisco Secure Firewall https://www.youtube.com/cisco-netsec

Cisco Secure Firewall Essentials https://secure.cisco.com/secure-firewall
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