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Cisco Secure Firewall Threat Defense (IHFr 6.3 LA 7.3

Firepower Threat Defense/FTD)

Cisco Secure Firewall Management Center (IHFR | 6.7 LAKE 7.3
Firepower Management Center/FMC)

Cisco Secure Client (IHFR AnyConnect) 4.0 LARE 5.0
Cisco ISE 2.0 LI 3.1

Prerequisites

Ensure that you have:

* Access to a Cisco ISE server with admin privileges.

» Downloaded the Secure Client package and the Secure Client profile editor from Cisco Software
Download Center to your local host.

* Installed the Secure Client profile editor to your local host.

* Downloaded the ISE Compliance Module from Cisco Software Download Center to your local host.

» Configured ISE server details in the managed threat defense. See Management Center C® ISE @

U

AX AE.

* Configured a remote access VPN in the management center.

Licenses

* ISE Premier license.

* One of the following Secure Client licenses:

Secure Client Premier, Secure Client Advantage, or Secure Client VPN Only.
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Management Center T ISE M3

* Management center Essentials (formerly Base) license must allow export-controlled functionality.

Choose System > Licenses> Smart Licensesto verify this functionality in the management center.

Management Center T ISE D% E
Management Center C ISE #—/N—Z RO L I ITRETDMERH D £,
« UE— R 7 27 & A VPN O Threat Defense 75 D AAA BRZFFA] L E T,
cISEMDARAF Y EMRY —%ZFELET,
o FHIAE R A ISEICEE L E T,

RADIUS r—X—F 7V =7 F&AER L., ISEV— S—DFEFREZEH L CRTET D LEN
&) @ i ‘é—o
Fig

ATYT1 [ATPxH + (Objets) |>[ATP ¥ FEE (Object Management) ]1>[AAAH—/I— (AAA
Server) ]>[RADIUSH—/\—4% JL—F (RADIUS Server Group) ] DIEIZEIR L £,

ATwv 72 [RADIUSH— —Z7)L—7DiEN (Add RADIUS Server Group) | %7 U v 27 LE7,
ATv 73 AnikERITHREE AT LET,
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. Management Center T ISE D& E

Name:*
B

Description:

Group Accounting Mode:

|“ Single v

Retry Interval:* (1-10) Seconds

| 10

Realms:

| v

Enable authorize only
Enable interim account update

Interval:* (1-120) hours

| 24

Enable dynamic authorization

Port:*
| 1700

RADIUS Servers (Maximum 16 servers) -+

IP Address/Hostname

o)

ATy T4 F—F&21700 L LTRELET,

ATFY TS [H %27 Uy 27 LTISEV—_—%ZBIMLET,

ATv 76 ISEV—"_"—0DIPT KLAZANLET,

ATFvF1  [REEAR— b (Authentication Port) 11X 1812 DE F£IZ L £,

ATvT8 F—HFELET,
BB T NA A (2 T7AT 8 LISEV—R_—[TT —¥ &h5{bT 57200 EME %
ADLET,

ATYv 79 [F—0OR (ConfimKey) | 74—V KTHI) —EX—2ANLET,
Z @ ¥ —{%. ISE T Threat Defense ZBIId 2 & ITHE T,

ATYTI0 HBYDONRTA—ZZIZT 7+ MEERER L ET,
ATy TN [R1FE (Save) 1227V v 27 LET,
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1
Configure ISE
ISE Posture posture
Profile Editor profile
2 3)  Upload ISE 4 5
Configure posture profile, Configure Create clies
I1SE Threat Defense —* Secure Client package, ——* Secure Client —  provisionin
and ISE configuration policy
compliance maodule
l |
6 :
i Configure
L — Configure aumnﬁizaﬂon Configure
posture downloadable > sersenrn aullhgrlzallor
palicies ACLs for posture policies for
statuses posture staluses posture stat
v
10 Configure 11
Deploy t
Management BAVEN groug: c:a:f?gita'
Center policy with 1, the thr
ISE posture
defens:
maodule
ATv7 TV r—ay SiEA
,./{'\ ISE-RAF ¥ 71 7 7 A ;L = | Configure the Posture Profile using the ISE
N F B Posture Profile Editor (6 ~~—73")
> ISE ISE "CDThreat Defense D% E (8 ~X—
V)
3 ISE Upload ISE Posture Profile, Secure Client
Package, and ISE Compliance Module to ISE
(8 =)
4 ISE ISE T® Secure Client Configuration &% &
(10 ~<—7)
5 ISE Create a Client Provisioning Policy in ISE (11
)
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. Configure the Posture Profile using the ISE Posture Profile Editor

ATvT TV r—ay BTL:)

6 ISE Configure Posture Policy in ISE (12 ~X—)

- ISE ISETORATF ¥ AT —H AHl{THH T
va— RAfRE72 ACL OFRE (14X—7)

8 ISE ISE COFERAF v 2T — 4 AT % BT
a7y A IVOFEE (16 2—)

9 ISE ISE TORAF ¥ AT — & Z\ZBT 5 ik
RY =g (17 =)

10) Management Center Management Center T ISE 78 A F v &

Va—)VEMH LY E— T 7 EAVPN

TN—TRY o —DFE (18 <X—)

{':I- ‘-I.\‘} Management Center Management Center A = = —/3—"TC, [FEH
(Deploy) 1%27 U > 27 LThrb, [REH
(Deployment) | Zi#IR L E 9,

Configure the Posture Profile using the ISE Posture Profile Editor

The standalone Secure Client profile editor package contains the ISE posture profile editor. Use this editor
to create the ISE posture profile and then upload it to ISE and the management center.

Configure the following parameters:

1. Check the Enable posture non-redirection flow check box.
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Configure the Posture Profile using the ISE Posture Profile Editor .

File Help

| ISE Posture
* {5} Preferences

H

[ Cisco Secure Client Profile Editor - ISE Posture

-
Preferences
Profile: Untitled

Agent Behaviour

Enable Signature Chedk

Enable Agent Log Trace

Operate On Non-802. 1X Wireless Networks

O0gd

Enable Posture Non-Redirection Flow

K

Enable Stealth Mode

Enable Stealth With Notification
Disable EDR Internet Check

Enable Rescan Button

Disable UAC PopUp

BackOff Timer Limit

Log file size

Remediation timer

Automated DART Count

Periodic Probe Interval

Posture State Synchronisation Interval
Posture State Synchronisation Probe List
Maximum time for CWA/BYOD probing

Interval of CWA/BYOD probing

O0OoOoano

Min

30 | x 10 min

0 Sec

90 | Sec

2. Enter the Server namerulesas *.

3. Configure Call Homes List with the FQDN or the IP address of the ISE.

- Posture Protocol

Discovery host

Server name TUIES

Call Home List

PRA retransmission time

Retransmission delay

Retransmission limit

Ay

120 Sec

60| Sec

4

Cisco Secure Client ISE 7R X F & £ ¥ 1 —)L & Cisco Secure Firewall Management Center ZfEf L= KR4 kavTFS54 7>

b SOE i}




Cisco Secure Client ISE K2 F + £ £ 1 —)L & Cisco Secure Firewall Management Center £fEfA L1=T> Kk >k 3> F54 7V R0O5HE |
B st coThreat Defense D3

ISE T Threat Defense D& FE
Fig

ATy T1 ISElica A4 LET,

ATv 72 [EE (Adminigration) ] >[#v bT—%1)Y—X (Network Resources) 1> [y kT—4 T
/N1 R (Network Devices) | DJIRIZIEIR L £ 7,

AT9 73 B (Add) 1227V v 7 LET,

AT 74 Threat Defense D44 ll, ], BELOIPT RL A& AT LET,

ATV TS [TA4 A7 a7 7 A/ (Device Profile) | Ku w7 Z7 U A KM [Cisco] ZiBIR L FT,
AT w76 [RADIUSFEFEE (RADIUS Authentication Settings) | % B L £,

AT 1 [EHEME (Shared Secret) ] & [CoA A"— K (CoAPort) | ZRELET,

Threat Defense C ISE 5% ET 2% a1E. T OME &L AR— FRMETY, FEMIZOWTIL,
[Management Center T ISE D% E | S L T E I,

ATv T8 [fR1F (Save) 1227 U w7 LET,

Upload ISE Posture Profile, Secure Client Package, and ISE Compliance Module to ISE

FIE

AT 71 Choose Work Centers> Posture > Client Provisioning > Resour ces.
AT w72 Click Add and choose Agent resources from local disk.

Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy

Client Provisioning Policy

Resources
Client Provisioning Portal
~+ Add ~
D Agent resources from Cisco site
O Agent resources from local disk onnectDesktopWind...
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Upload ISE Posture Profile, Secure Client Package, and ISE Compliance Module to ISE .

AT w73 Choose Cisco Provided Packages from the Category drop-down list.
AT w74 Click Choose File and select one of the following from the local host:

1. ISE Posture Profile (ISEPostureCFG.xml)
2. Secure Client package
3. ISE Compliance Module

AT w75 Click Submit.
AT w76 Click Confirm to validate the checksum.

Warning

Please confirm this package's hash matches :

SHA-1:bc91eb141b96fc78f3e8969bb6f9cea3bbidaas0
SHA-256:e010e327ea2f8df2b13925d680024e97d9e94d45fe700142fabd7a7bd3597 768
SHA-

512:af925524d6653be63033b1c56c0bec168ec9f0b5903d61 7alad36ed?fb7dEc2cab80al3c
5fbfe0699abcee3db4003472326242abde0831¢c2e052d

AT w71 Repeatsteps 2 to 6 to upload the remaining two files.
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ISE T Secure Client Configuration 0 % &

= Cisco ISE

Overview Network Devices

Client Provisioning Policy
Resources

Client Provisioning Portal

Work Centers - Posture

Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot
Ad

O Name Type Version Last Update

O AnyConnectComplianceModuleWi.. AnyConnectComplianceM... 4.3.3534.81.. |2023/06/24 08:26:48
(] CiscoTemporalAgentOSX 4.10.02..  CiscoTemporalAgentOSX  4.10.2051.0  2021/08/09 19:12:31
\:l Cisco-ISE-Chrome-NSP Native Supplicant Profile Not Applicable 2016/10/06 20:01:12
O CiscoAgentlessOSX 4.10.02051 CiscoAgentlessOSX 4.10.2051.0  2021/08/09 19:12:36
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 19:12:27
(] Ci £10.02.. Ci 410.2051.0  2021/08/09 19:12:33
O AnyConnect Configuration AnyConnectConfig Not Applicable 2023/06/24 16:05:27

(] Cisco-ISE-NSP

Native Supplicant Profile

Not Applicable

2016/10/06 20:01:12

2021/08/09 19:12:27

2021/08/09 19:12:28

(] WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3
O CiscoTemporalAgentWindows 4.1 CiscoTemporalAgentWind... 4.10.2051.0
O AnyConnectDesktopWindows 5.0.... AnyConnectDesktopWind... 5.0.3072.0

0O AC-Posture-Profile

AnyConnectProfile

Not Applicable

2023/06/26 18:45:44

2023/06/26 17:57:02

Reports Settings

Description

Cisco Secure Client Windows.
With CM: 4.3.1858.4353
Pre-configured Native Suppli
With CM: 4.3.1858.4353
Supplicant Provisioning Wizar

With CM: 4.3.2227.6145

Pre-configured Native Suppli
Supplicant Provisioning Wizar
With CM: 4.3.2227.6145

Cisco Secure Client for Wind.

ISE T® Secure Client Configuration D% E

Secure Client Configuration (ISE ™ AnyConnect Configuration) (%, Secure Client Y 7 h 7 =7 &
ZORFEER T 7 A VL THY, 7T A7 s Secure Client /31 F U /3y 77— ISE @1
TIA TV AEY2— )L ISEEFVa2—NTa7r7AV, BAZA X, BIO AnyConnect

DEENNY T =V ENGERET,

FIE

AT v T

[P—2t>%— (Work Centers) |>[RRXF+ (Posture) >[4 Z4 7> TOEDa=2y

ATvT2
ATvT3

ATv74

(Client Provisioning) ]>[") Y —X (Resources) | DJEIZEIN L E,
EAN (Add) 1%72 U w7 LT, [AnyConnect Configuration] % {Exk L £ 97,
[AnyConnect’ X 77— DER (Select AnyConnect Package) ] K2 v 7 & 7 U A hH i Secure
Client /3w 7r— V& RINL £7,
[2 7 TF7AT v AEY 22—/ (ComplianceModule) ] K v 77X 7 A RNLISEa L7
AT VAT 2a—VEBRLET,
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Create a Client Provisioning Policy in ISE .

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets
Client Provisioning Policy AnyConnect Configuration » New AnyConnect Configuration
Resources

Client Provisioning Partal

* Select AnyConnect Package: CiscoSecureClientDesktopWindows 5.0 v
* Configuration Name: AnyConnect Configuration
Description:

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW ~

Cisco Secure Client Module Selection

ISE Posture

AT w75 [Cisco Secure ClientE ¥ = — /L DEI (Cisco Secure Client Module Selection) ] Tli&, 7 7 4 /L k
TISERAT ¥ AT/ > TOET,

ATvT6 [Fu7 7 A NDER (Profile Selection) | T, [ISEZARAF % (ISEPosture) | Ku v 7 XY
ARMMBISEARATF ¥ 7 7 A L aBINLET,

ATw 71 [ZFEE (Submit) 1227V v 27 LET,

Create a Client Provisioning Policy in ISE

A user receives specific versions of resources such as agents, agent compliance modules, or agent
customization profiles from ISE based on the client provisioning policy.

FIE

AT w71 Choose Policy > Client Provisioning.
AT w72 Click Edit, and choose Insert new policy above.
AT 73 Enter the policy name, and choose an operating system.

AT w74 Click + under Results, and choose the AnyConnect Configuration from the Agent drop-down list.
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. Configure Posture Policy in ISE

Overview

Clent Provisioning Policy

Newwork Devicas Client Provisioning Palicy Elements Pasture Palicy Policy Sets Troublashoot Reports Settings

Client Provisioning Policy

Rube Name Other Conditions Results

Identity Groups

2T w75 Click Save.

Configure Posture Policy in ISE

The posture policies, posture requirements, and the posture conditions determine the compliance status
of the endpoint.

FIE

AT w71 Configure posture conditions.

1.

Choose Policy > Palicy Elements> Conditions> Posture.
You can choose one or more posture conditions.
Click Anti-Malwareto choose an anti-malware condition.

You can choose a predefined anti-malware condition or create a new one. For Windows, you can
select the ‘ANY _am_win_inst’ anti-malware posture condition.

Cisco Secure Client ISE 7R X F + & ¥ 1. —)L & Cisco Secure Firewall Management Center 2 LT KR4V b a3V FS54 7
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Configure Posture Policy in ISE .

Dictionaries

Library Conditions
Smart Conditions
Time and Date

Profiling

Posture
Anti-Malware
Anti-Spyware
Anti-Virus
Application

Compound

Cisco ISE

Conditions

Dictionary Compound

Dictionary Simple

Disk Encryption

External DataSource

File

Results

Anti-Malware Conditions

O0|0/0 00

~+ Add

Name

ANY_am_win_inst

ANY_am_win_def

ANY_am_mac_inst

ANY_am_mac_def

ANY_am_lin_inst

ANY_am_lin_def

Description

Policy - Policy Elements

Any AM installation check on ...

Any AM definition check on ...

Any AM installation check on ...

Any AM definition check on M...

Any AM installation check on ...

Any AM definition check on Li...

AT w 72 Configure posture requirements.

Choose Palicy > Policy Elements> Results> Posture > Requirements.

A posture requirement is a set of posture conditions associated with a remediation action. You can choose
one of the multiple default or predefined posture requirements, or create a new one.

For Windows, you can select the ‘Any AM Installation Win’ anti-malware posture requirement.

Authorization

Profiling

Posture

Dictionaries

= Cisco ISE

Conditions

Results

Authenticstion

Requirements

Remediation Actions

Requirements

Client Provisianing

Name

Any_AS_installation_Mac

Any_AS_Definition_Mac

for

for

Any_AM_installation_Win | for

Any_AM_Definition_Win

Any_AM_installation_Mac

Any_AM_Definition_Mac

Note:
Romediation Action s filered based on tha operating systern and stoath moda selocton

Remediation Actions. ara not appiicable for Application Conditions (canfigured using the Provision By Gategory or Provision By Everything options|

for

for

for

Policy - Policy Elements

Operating System

Mac OSX

Mac OSX

Windows Al

Windows Al

Mac 08X

Mac 08X

Posture type.

using

using

using

using

using

using

Compliance Module
3.x or earlier

3.x or earlier

4x o later

dx o later

4x o later

.x o later

using

using

using

using

using

using

Posture Type
AnyGonnect
AnyConnect
AnyConnect
AnyConnect
AnyConnect

AnyConnect

met if

met if

met if

met if

met if

met if

&

Actions

ANY_as_mac_inst

ANY_as_mac_def

ANY_am_win_inst

ANY_am_win_def

ANY_am_mac_inst

ANY_am_mac_def

), Hardware Conditions, and Extemal Data source conditions

Message Text Only

AnyASDefRemediationMac

Message Text Only

AnyAMDefRemediationWin

Message Text Only

AnyAMDefRemediationMac
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AT w73 Configure posture policy.
1. Choose Policy > Posture.

You must define a posture policy by configuring a rule based on an operating system and one or more
posture requirements.

For Windows, you can select the ‘Default AntiMalware Policy Win’ anti-malware posture policy.

Posture Paolicy

Defina the Pasture Policy by canfiguring rules based on operating systam and/or other conditians.

Module Posture Type Other

Status Policy Options Identity Groups Operating Systems Compliance

0O Pelicy Optians Cefault_AntMalware._Paiicy_Ma Mac 05 £oxcr later AnyCannect Ami_AM_instatiation_Ma

aiiey_Ma Any Nac 05X

Palicy Optians efaull_AntiMabware_Palicy Wi Any Windows A

Windows A

2. Check the Status check box to enable the posture policy.
3. Click Save.

ISE TORRF v RTF—4 RIZET 54> 0— Rakets ACL DERE

R, FEHEL. BLOUEINLRAF v 257 —X A0 X 70— Rafge’r ACL (dACL) %2 #%Ed
HYERHY £4, T 7 44 bOFFA dACL HFEH T £,

FIE

—

ATy T

ATvT2
ATvT3
ATvT4
ATvTH

[R1)— (Policy) |>[RY ~—%H (Policy Elements) > [#3R (Results) 1> [558]
(Authorization) ]1>[# > O— FA[AE ACL (Downloadable ACLS) ] &R L £,

GBI (Add) %27 Uy 7 LET,
LRI E AT LET,

MR P N—=Var DA TvariRFra2r ) v 7 LET,
dACL OfEiz A1 L £7,
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ISETORRF ¥ RT—42 RIET 54D 0— Fa[ge%: ACL D&k

Downloadable ACL List » Posture_Unknown

Downloadable ACL

* Name Posture_Unknown

Description

IP version IPv4 IPv6 Agnostic (.

“ DACL Content 4234567  permit udp any any eq domain
8910111  permit ip any host xxxx
2131415
1617181
9202122
2324252
6272829
3031323
3343536
3738394
0414243

ATFv7T6 [#EE (Submit) 227V v LET,
ATYT1 AT 97 2~6%#VKLT, BYOVDKRAF ¥ AT —H% 2D dACL Z1Ek L £,
RHY . FEUEHL, B X OMERLR A F v 257 —HF 2D dACL O] :

dACLD R A T EBA DACL
RAF ¥ A dACL Domain Name System (DNS) | permit udp any any eq domain

BIORY =P -2 permit ip any host x.x.x.x
(PSN) ~D~F 7 4 v %
AT LETS

RN AT v FELEHL dJACL F5 A _R— NPT % b~ | deny ip any x.x.x.x 255.255.255.0
T RAEES L, A U F | permit ip any any
Iy N NTT 4T DIEFF

" LET,
AT v HEHL dACL T_CH T 7 w7 ZFFa] | permit ip any any
Liﬁ—o

RDEZRY

INHDOAACL 2R L GRIET e 7 7 A NV ERELE T, sz >V TiE, [ISE TORA
F ¥ AT =X AT LT 7 7 A NVDRTE] 2R L T TEI0,

Cisco Secure Client ISE 7K X F £ & 21— )L & Cisco Secure Firewall Management Center Z{#fH Lf=T > KR/ > b a>TS4 7>
R DFHE I



Cisco Secure Client ISE 7K X F + £ & 21— )L & Cisco Secure Firewall Management Center Z{Ff L= > K7RkA4 > b a2 TS 4 7 U RO I

B sEcotzxFexF—4RIETZRIETOT 7 LOBE

ISE CORAF XY AT—RRICETBHREIETOT7MIILDKRTE

FIE

&
ATy T2
ATvT3
ATv74
ATy TH

ATvT6

ATy 717

Cisco Secure Client ISE 7R X F + & ¥ 1. —)L & Cisco Secure Firewall Management Center 2 LT KR4V b a3V FS54 7
I ]

AL FEHEML, B R OERDORATF ¥ 27— ZTHIET 23 DORBFET 7 7 7 A VAT
DWEN DY £,

[R1) — (Policy) 1>[R!) L—E3Z*K (Policy Elements) > [#§8 (Results) |>[EF7A]
(Authorization) 1> [FBEE 7R 7 7 4 JL (Authorization Profiles) ] Zi&{R L £,

%\TZ%“\’ZT 5’20)ntqu7D77/f/1/%1/FﬁﬂZLi‘§*
GEM (Add) 127V v 7 LET,
AHiE AT LET,

[778AZ AT (AccessType) | Rr v 7 XU R Rh b, [ACCESS_ACCEPT] %8R L &
D

[ry hT—TF A 27177 A/ (Network Device Profile) ] K2 v 7 X7 U A Rini,
[Cisco] IR L E T,

[F:iB & X7 (Common Tasks) ] T, [dACLZ (dACLName) | T =v 7Ry 7 A%&A L
Ry 72T ) A RPLRAF v IREED dACL 2RI L £ 77,

BRESINTEMIE, JBIEDOFEM (Attributes Details) ] CHERR CTE £97,
WROBNE, RNART —=Z ZADFFET 1 7 7 A VR L THET,
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ISETORRAF ¥ AT—2 RICEATBBARY) O —DHRE

» FTD_VPN_Unknown

Authorization Profile

i ETD_VPN_Unknown

Description

* Access Type
ACCESS_ACCEPT ~

Network Device Profile &% Cisco i

Service Template (]
Track Movement OG
Agentless Posture )«

Passive Identity Tracking [

~ Common Tasks

DACL Name Posture_Unknown hd

[ 1pv6 DACL Name

O acL

* Attributes Details

Acoess Type = ACCESS_AOCEPT

DIACL = Posture_Unknown

ATy 78 [ZEfE (Submit) 1227V v 7 LET,
RATFYTY ZAF v F3~8EBMYVIELT, BYDEAF ¥ ATF—X AORIA T 7 7 A VEERLET,

RDBERY

NGO T 7 s A NEFEH L CHEIERY > —2RELET, MOV TIX, [TISET
DRAF ¥ AT —HF AT HBARY > —DRE] 2B LT EEW,

ISE TORRAF ¥ AT —2 XICET HFBELAR ) O —DERTE
HAF ¥ AT — 5 AZ LSRR Y > — & BT 2 LERH D T,

FIE

ATv 1 [R) >— (Policy) 1>[R—+v k (Policy Sets) | ##INL £,

Cisco Secure Client ISE 7R X F & £ ¥ 1 —)L & Cisco Secure Firewall Management Center ZfEf L= KR4 kavTFS54 7>
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Management Center T ISE RRF ¥ ELa—LEERALEZYE— 7Y EA VPN TIL—TKY S—DHRE

ATv T2 [Ea— (View) | ¥ T, 74/ bR —IZETLIRAIT A 2227 v 7 LET,

Policy Sets Reset Palicyset Hitcount

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits Actions View

) Default Default policy set Default Network Access 365 {c}

AT w73 [FRAEAR Y v — (Authorization Policy) ] Z BB L £,
RAFY T8 [AT—H A (Status) 1INCHET D [H &2 U v/ LET,

ATy TE [RAF v 27 —4 2 (Posture Status) | & [T AT 7T 47 « 7 /L—= (Identity Group) | %7~
Vo —O&BE LTHEALET,

RT9T6 RAFXYAT—HZADO Ky TH T U A MDLEERRIAET 07 7 A VEER L ET,
ATy TT [#fE (Save) 127V w7 LET,
ATV T8 FHVOHIERY —ICEALT, AT v 7 4~T7Z#VIKLET,

WOWHGIL, RAF ¥ AT —F ADRGERY —& R L TWET,

= Cisco ISE Palicy - Policy Sets

Authentication Policy (4)

Authorization Policy - Local Exceptions

Authorization Policy - Global Exceptions

Authorization Palicy (15)

Results
Status  Rule Name Conditions. Profiles Security Groups. Hits  Actions
(-] AND FTD-VPN-Compliant Select from list 2 {f:}
N
NPN-POSTURE b 2
(] & "_“ f ‘” = AND FTD-VPN-NONCOMPLI Select from list ot
e nte FT (CONNEC 8
FTD-VPN-POS
[} AND FTD_VPN_Unknown Select from list 5 ﬁ‘-
ik £ (CONNEC

Management Center T ISE RXF ¥ ED 21— )LEFERALIZVE—F7I X VPN S
W—TRY) O—DERE

1R BRI
Management Center TV E— F7 7 A VPN R v —ZFKEL LT,
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Management Center TD ISERRF ¥ ED 21— )LEFERALIZUE—FT7 O EAVPN T L—TKY) L—DFHE .

FIE

AT7v 71 Management Center ® Web A > ¥ —7 = A AlZa /4 LET,

ATFvFT2 [FT/NAR (Devices) |>[JE—FT7 YR (RemoteAccess) |&# IR L F7,

ATFw T3 VE—FTZ7EBAVPNRU O —%FRL, [fWE (Edit) 1227V v 27 LET,

ATy Ta EHiTa Ty AVERRL, g (Bdit 12270 v 27 LET,

ATvTS [N —TRY —OfFsE (Edit Group Policy) 147 U v 27 LET,

ATw 76 [SecureClient] ¥ 7% 27V v 7 LET,

AFw Tl [/T7A4T 2 hEYa—/L (ClientModule) 1227 Vw27 L, [+]227Vv7 LET,

ATv T8 [/T7A4T > hEYa—/L (ClientModule) | K2y 7 H U2 RNSISERAF ¥ EY 22—

NERIRLUET,

ATFvFT9 [Furu—F3+57a7 7 A/ (Profiletodownload) | K v 7 # U A ki ISE 7' 1
T ANEFRLET,

ATYTN0 [TV a2—NFyra— RO (Enable Module Download) | 9= v 7R v 7 A% 4L
£7

ATy 71 BN (Add) 1227V 7 LET,
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Management Center TD ISE RRF ¥ EDa—)LEFEALIZVE— 7Y ERAVPN JIL—TR) O—DH%TE

Edit Group Policy (7]

Name:*

DfitGrpPolicy

Description:
General Secure Client Advanced
Profile . . : >
Download optional client modules to the endpoint. Secure Client requests

Management Profile download from the Firewall Threat Defense of only the modules that are
configured here.

Client Modules 3

SSL Settings Client Module Profile Download

Connection Settings
ISE Posture ISEPostureCFG.xml| (]

Custom Attributes

ATFYvF12 [R17FE (Save) 1227V v 7 LET,

RDBRY

1. F%JE % Threat Defense |Z/&BH L £ 3", Management Center A = = —/3—"T_ [J&B] (Deploy) ]
Vw7 LThb, B (Deployment) | 3R L FE T,

2. Secure Client Z{# /] L . Threat Defense ~0 VPN $5#5t & Fe~. L £ 7,

3. ISERATF ¥+ EL 2—LOBEEHRLET,

Cisco Secure Client ISE 7R X F + & ¥ 1. —)L & Cisco Secure Firewall Management Center 2 LT KR4V b a3V FS54 7
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ICNm&meMMﬂﬁX?V%ﬁl—w&ﬁwﬁwmﬁhmﬂMummmwwméﬁmbtlyPﬁ{yb:>7547>X®ﬂm
ISERRFvES—LogEokR [

ISE RRF Y ED 21— ILDEBTENFER

Threat Defense T
Threat Defense CLI TR D~ REHFEHA LT, ISERAF ¥ £V 2 — ViR ELX MR L £,
show run webvpn : Secure Client 3% E DFEfl &2 For L £,

enable Outside
http-headers

max—-age 31536000
include-sub-domains

no preload
s—-client

x-content-type-options

X protbction

tunnel-group-list enable
cache

disable

error-recovery disable

show run group-policy <ravpn_group_policy_name> : Secure Client @ RA VPN 7 /L — 77K 2 —
DM AR R LET,
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ISERAF v ED 21— ILDHRTEDHESR

> show run group-policy AC-Posture
group-policy AC-Posture internal
group-policy AC-Posture attributes

banner none
wins-server

none

dns-server none
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1

vpn-session-
vpn-session-

timeout none
timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6e-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

ssl dtls enable

mtu 1406

firewall-rule client-interface public none
firewall-rule client-interface private none
ssl keepalive 20

ssl rekey time none

ssl rekey method none

dpd-interval client 30

dpd-interval gateway 30

ssl compression none

dtls compression none

modules value iseposture

profiles value ISEPostureCFG.xml type iseposture
ask none default anyconnect

ssl df-bit-ignore disable

show run aaa-server : ISE — X— DM A2 E R L E7,

Cisco Secure Client ISE 7R X F + & ¥ 1. —)L & Cisco Secure Firewall Management Center 2 LT KR4V b a3V FS54 7
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> show run aaa-server

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 24
dynamic-authorization

aaa-server ISE (Inside) host I
key **x**

authentication-port 1812
accounting-port 1813

IVKERA KT

Secure Client % {# f L C Threat Defense ~ VPN i 2 fr L, ISE-RAF ¥ T 2—/L DA
VANV EERLET,

® Cisco Secure Client - X

Connected to vpn.rémoteftd 2.com,

vpn.remoteftd2.com

ISE Posture:
Compliant.
Network access allowed.

t» JO) ol
BEEER

» [Cisco Identity Services Engine Administrator Guide] [35]

* Cisco Secure Firewall Management Center 7 KX =X hL—3 3 HA RBIXORT A A5
EHTA R [HEGE
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