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General Name *
ZTAA-Palicy
Description
Domain Name The domain name must resolve to the interfaces that are part of the security zones from which private applications are
accessed.

Domain Name*

ztaa.local

the application is accessed.
The domain name is used to generate the ACS URL for all private applications in an Application Group.

Ensure that the domain name is added to the DNS. The domain name resolves to the threat defense gateway interface from where

* [IdPFERAE (IdP Certificate) | : [T A4 7 > 7 « 7 1 it E (Identity Certificate) | K1 v 7
A7) A NNOEFOFEAZELZRINLET, 20T, (BRESNTETAT T 47+
ZEAAE ZTAA-ID-Certificate 72N L £ 4,

s [BX=2UT 4 —2 (Security Zone) 1: KRy 77X UL URRInbLEXF2 VT 4 —2
EBRIRLET, ZOFITIE, BF=2 U7 Y —2 OutZone Z1ER L & L7z,

o [A— hgaPH (PortRange) ]: 2D T —Anb—EDOKR— "NRETTAX—K 77V r—
aAZEDYTHENET, ZOR— ML, BEFEO NAT #uPH & 5ia L4
HVENRH Y £, ZOHITIE, T 7 /L MED 20000-22000 Z#H L £ 9,

Identity Certificate

Security Zones

Global Port Pool

A common certificate that represents all the private applications at the pre-authentication stage.
Certificate *

ZTAA-ID-Certificate X v |+

This certificate must be a wildcard or Subject Alternative Name (SAN) certificate that matches the FQDN of the private applications.

The access to private applications is regulated through security zones. Choose outside or/and inside zones through
which the private applications are regulated.

Security Zones*

OutZone x X v |+

This is the default setting for all private applications. It can be overridden at an Application or Application Group level.

Uniaue port from this pool is assigned to each private application.
Port Range *

| 20000-22000 1 Range: (1024-65535)

) Ensure a sufficient range is provided to accommodate all private applications. Do not share these ports in NAT or other
configurations.

AT T8 [BX=U 7 ¢ (SecurityControls) &7 v a T, BAFE~LT=2T 77 ALK

T—&BMLET,

ZOREIZEY, ZeroTrust 7 7V r—a v N7 7 4 v 7IkT51=A

BRLUO~AVT =7 ORENEIESNET,
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s IRARY v — (IntrusionPolicy) ]: Fu vy 7 X7 URXRNLT 74V ORI o —% ik
R %70, GEM (Add) ] () 7420220 97 LTH LW A2 MEAKY v—%
TERR L FE3, FEICOWTIL, i/ 3— 3 > O Cisco Secure Firewall Management CenterSnort
3ary 74X ab—ray A K [%GEE] @ [Creating a Custom Snort 3 Intrusion Policy]
My 7 ZZRLTLZEN, ZOfITIE, RARY 2 —Balanced Instrusion Z 1E% L &
L7z,

(%%~ b (Variable Set) ]: Ru vy 7 X7 A NNLT 740 OEEY v b A&ER
FTH, GEM (Add) ] (F) TA &2 U v s LTH LOERE v hEERLET,
FEHIZ DU TIE, Cisco Secure Firewall Management Center 7 /34 A 227 4 X2 L—1 3
v A R, XY [#5E] @ TObject Management] D |Z#& 5 [Creating Variable Sets] (DIH
EHBLTLLEEN, ZoFITlX, 574/ MED Default-Set 1 H L £ L7z,

YLz TETFAILKRY) O—

oy T2 2 M BEEDRY S — 28R 57, [EM (Add) ] () 712>
B0 ol LTH LA ALY AL 2 7R S— ik LE T

Fay 7HZT XA RPBEEFORY —2 @R L E7, FEMIZ OV TIX, Cisco Secure

Firewall Management Center 7 /XA A 227 4 X a2 bL—3a > HA R, XY [FFE] D
['Network Malware Protection and File Policies] D F(Z# % [Managing File Policies|] DIR%

ZHLTLZE, ZofITiE, Block Malware W)~ = TR U —%ElkLE L

7
Security Controls Private applications can be subject to inspection using a selected Intrusion or Malware and File policy.
(Optional,
Aol ) Intrusion Policy
Balanced Intrusion X v |+
Variable Set
Default-Set X v |+

Malware and File Policy

Block Malware X v |+

These are default settings for all private applications. It can be overridden at an Application or Application Group level.

ATY TS5 [{R1FE (Save) |27 U w27 LET,

TIU5r—o a3 9 )IL—T0ERK
FIig

AT w71  Management Center T, [V 2 — (Policies) ]>[7 7 & A#ilf#l (Access Control) ]>[Zero Trust
77V r—3 = > (Zero Trust Application) | DJEIZER L E 7,
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[R U > —ofRtE (EditPolicy) 1227V v 2 LE7,
(77U r— a7 —7080 (Add Application Group) | %2 V v 7 LET,

[TV —3 a7 v—7 (Application Group) &7+ a > T, [4H] (Name) ] 7 4 —/V K
WZARTEAT L, [IR~ (Next) 1227 Vw27 LET, ZOfITIE, 77V r—varrn—>7
£1% ZTAA-Group T,

Add Application Group d

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

o Application Group
Name *

ZTAA-Group

[SAMLY—E A7 m /3o 4 — (SP) A %7 —4 (SAML Service Provider (SP) Metadata) | &2
va T, BIDOFNATHRHE LICRERN T —F BEICAR S E T,

s TV r—a v N—7 : ZTAA-Group
o NAA 4 ztaalocal
[=>7 47 41D (Entity ID) ] 7 1 —/L K & [Assertion Consumer Service (ACS) URL] 7  —/L

ROEE a2 —3 570, [SPAXT—XZDX 7 a—K (Download SP Metadata) |47 U v 7
LT, ZOF—%%XMLEXTHF Yy o— KL TIPITEML £,

ZOFITIE, T—HIE XML TH 7 v — RS, Azure Active Directory IdP (27 > 7' —
RENET,

o SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the
SP metadata file as required for use in your IdP.

Entity ID

https://ztaa.local/ZTAA-Group/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL

https://ztaa.local/ZTAA-Group/+CSCOE+/saml/sp/acs?tgname=Defaultz Copy

I Download SP Metadata ] Next

[k~ (Next) 127V v 7 LET,

[SAML ID” 72 /3A #— (IdP) A %7 —#4 (SAML Identity Provider (IdP) Metadata) 1 &7 + =
VT, AXT—HEBMLET,

ZOBITIER, AXT—ZEFETANLET,
[F@EhE%E (Manual Configuration) | ZiER LT, AX T —X & ATJLET,

s [=7 47 4ID (EntityID) ]: h—ERTF @A X —%—FIZi#AT 5 7212 SAML IdP
TEZESINTWDH URL Z AN LET, ZOFITIL, https//stswindows.net/
b26f4c82-cf 2b-40a2-9db0-33¢93d3bb072/ #FH L £ 77,
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o[> 7 WA A URL (Single Sign-On URL) ]: SAML ID 7' &2 /3o X —H— 3— |2+
AA T D7D URLZ A LET, ZOFITIE,
https://login.micr osoftonline.com/b26f4c82-cf2b-40a2-9db0-33c93d3bb072/saml2 % i ] L &

R
o [IdPFEM]#E (IdP Certificate) ] : Threat Defense (2% $k STV 2 IdP OFEI]EZ RN L £
R

Z OFITIE, ERL L7 1dP 3FE#E: AzureAD-SAM L -Certificate 25388 L £ 7,

€© sAML identity Provider (IdP) Metadata

Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

Import IdP Metadata

@ Manual Configuration

Configure Later

Entity ID*
| https://sts.windows.net/b26f4c82-cf2b-40a2-9db0-33¢c93d3bb072/

Single Sign-On URL*
| https://login.microsoftonline.com/b26f4c82-cf2b-40a2-9db0-33¢c93d3k

IdP Certificate *
Azure-AD-SAML-Certificate X v | +

ZOFITIE, [FEIEXE (Manual Configuration) ] 23R X CTW\ET,
[k~ (Next) 1&27 Vv 7 LET,

ATw 1 [FHRAEHENE (Re-authenticationInterval) &7 > a2 > C, [# A4 A7 7 Mg (TimeoutInterval) ]
T 4=V RIZEEZATIL, IR~ (Next) 127 Vv 7 LET, [FHiiEHFE (Re-authentication
Interval) ] TiX, =— W —DNHBGETLIVLERHLX A IV T ERDDHEE AT TEET, 2
OHITIX, T 7 4 MED 1440 Z6EH L £,

ATvT8 [BEX=2VTF 4y —rbEXx=aUT ¢ EH (Security Zones and Security Controls) ] Ci, ¥ =
VT4 = EBBOREPRNP ORI IET, ZOFITIX. 774V MEBPRFF SV E
T, [k~ (Next) 1227 V> 7 LET,

ATy T REOH~V %R LET, [T (Finish) 1227V v27 LET,
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B 7vr—aonm

ATy 710

Add Application Group (7}
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.
(M) Application Group Edit
‘ Name ZTAA-Group
(2)) SAML Service Provider (SP) Metadata Edit
Entity ID https://ztaa.local/ZTAA-Group/saml/sp/metadata
‘ Assertion Consumer Service (ACS) URL https://ztaa.local/ZTAA-Group/+CSCOE+/saml/sp/acs 7tgname=DefaultZer...
(5] SAML Identity Provider (IdP) Metadata Edit
Enfity ID https://sts.windows.net/b26f4c82-cf2b-40a2-9db0-33c93d3bb072/
Single Sign-On URL https://login.microsoftonline.com/b26f4c82-cf2b-40a2-9db0-33¢c93d3bb...
IdP Certificate Azure-AD-SAML-Certificate
(4 ) Re-Authentication Interval Edit
‘ Timeout Interval 1440 minutes
( 5 | Security Zones and Security Controls Edit

Security Zones
Intrusion Policy

Variable Set

Inherited: (OutZone)
Inherited: (Balanced Intrusion)
Inherited: (Default-Set)
Inherited: (Block Malware)

Malware and File Policy

[PRAF (Save) 1227 VU v 7 LET,

TV = a T N—TDMERK S dL, [ZeroTrust” 7'V r—3 = > (Zero Trust Application) ]
N=VICRRINET,

FI)r— 3 D DER

FIE

&M

ATvT2
ATvT3

ATy T4

[R VU — (Policies) [>[7 7 & Al (AccessControl) ]>[Zero Trust” 7'V 7r—3 2 > (Zero

Trust Application) ] DJEIZEEIN L E T,

RV o—Z@RIRLET, ZOFITIX, ZTAA-Policy Z 38R L £,
[7 7V r—3 a2 >OiEM (Add Application) 1 %27 U » 7 LET,

ZTAA-Policy # Targeted: 0 devices
Groups: 1 Applications: 0
Applications Settings
Bulk Actions v | Q Filter by Name, IdP SAML missing, Enabled/Disabled Add Application Group Add Application
Name External URL Application URL SAML Entity ID Security Zones Intrusion Policy Malware and File Policy  Enabled
N7 ZTAA-Group (No Appl https://sts.windo... OutZone (Inherited) None (Inherited) Block Malware (In... ]

[7 7V r—3 a3 U i%E (Application Settings) ] T, D7 4 —/V REFRELET,

[T 7V r— a4 (ApplicationName) 1: 77U —va v AE AN LET, ZOHIT
X, 77U A —3 g 401X ZTAA-ISE-GUI -Access T,

. Cisco Secure Firewall T ZeroTrust 7 7 E R #FERALTC7 TV — a V¢ RET 5 A%
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7Iur—vavors [

 [MHURL (External URL) |: 2—W—n7 7V Fr— 9 2T 7B AT A0
5 URL # A LET, ZOfITIE, https:/lise-external.local ZfEH L £,

«[7 7V r—3 2 »URL (Application URL) |: 7 7 4/ b Tix, #MHB URL 237 7 U /r—
vaYURLE L THEMASNET, BIOURLEZFRET HIZ1X, PMBURLET 7'U r—v 3
VURLE LT (Use External URL as Application URL) | F = v 7Ry 7 A4 7121
£, ZOFITIL, https/liselocal ZfEH L 9,

Threat Defense TN DNS Z AT 256, 77V r—y a U~ HEIZT H720D
W, 77U —3 3 URLIZFDODNS HDOT Y MY & —F L TWARENRDL D 7,

o [TV r— a3 UREBE (Application Certificate) |: 77 A X— K 77U 7r— 3 > OFE
HEFEZEIRL £,

Z ORI, TR S - NEREERAE ZTAA-I SE-GUI -Certificate 23K L =9,

o [IPv45{5 2D (IPv4 Source Translation) |: Ry NV —27 AT V=7 NERIZAT V=
7 N ITN=T1E, BRERDATY v Xy b=V EEILIP T FLAZREDF Y b
U—=JNDON—T 4 AR IP T FLRICEBET Dol S ES, iz 0
TiX. Cisco Secure Firewall Management Center 7 /3 A 227 4 X2 bL—y 3 ¥ A R,
X.Y [J€7E] @ [Object Management] DF(Z#H 5 [Create Network Objects] DIHZ S L T
<TIEEWY,

GE) [FAA N (Host) | E72iX [ (Range) ¥ A VDA T V=l NERIIAT V=
I NI N—=T DHBYR— N INET,

[TV r— a7 —7" (ApplicationGroup) 1: KRy 7 X7 URANNLT 7Y r—
YavIN—TEERLET, [TT7Vr—va I —TOFR #BRLTIEE
AN

GE) DT 4=V R, IA—FbENTWARWT Y r— g A SN E
B A,

ZOHITIX, ZTAA-Group 7 7'V r—a U I —T 2R L ET,
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FORSR MRy FT—9 7O ERAOBE |

B zeomust 75 22K L —ORRT A 20K

ATy T5
ATy 76

ZeroTrust 7 7 AR O—DRERTINA ADEXTE

% Zero Trust 7 7 B AR Y L —I%, BEOT AL AR TEETR, £F7 4 AT
BEENDZRY >—iL 1 DTY,

Add Application

Application Settings
Application Name *

ZTAA-ISE-GUI-Access

External URL* §

https://ise-external.local
Application URL (FQDN or Network IP)*
https://ise.local

Use External URL as Application URL
By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.g., https://10.72.34.57:8443

Application Certificate *
ZTAA-ISE-GUI-Certificate X v |+

IPv4 Source Translation *

any X v |+

Application Group
ZTAA-Group X v

9

Enabled @ )

[k~ (Next) 127U v 7 LET,

=

ixX AE

DY~V =&AL, [#7T (Finish) 1227V vyZ7 L%7,

[PRfF (Save) 1227 U w7 LET,

77V — 3 X, [Zero Trust” 7V /- —3 3 > (Zero Trust Application) | ~X— |2 —H&FR
REN, T 7 ANV B THDI > THET,

GE)

Management Center (£, &7 7V 7r—3 g o OZEY — V&ML L, Zero Trust i% &
THRATDLARMEOSH HSMEEA RN T2 TR I TN a—T 4V TERSGITL
F9, FEMIZ DUV TIX, Cisco Secure Firewall Management Center 7 /3 A A 2127 ¢
Xalb—Tar A R, XY [IFE] D [Zero Trust Access] DFEIZH 5 Monitor

Zero Trust Sessions] DIEZSH L TL 72 &0,
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| EBFSRAFFY T FHOELROBE
FrqzicgrzEn

FIE

AT9F1 [RY T — (Policies) ]>[7 7 & Afl##l (AccessControl) ]>[Zero Trust” 7' U 77— 3 > (Zero
Trust Application) | DNEIZEER L E T,

ATFY T2 R —Z@RLET, ZOHITIX. ZTAA-Policy Z3#R L £,
ATY T3 [K5T /3A A (Targeted Devices) | %7 U v 7 L7,
ATy T8 BT LT A AEERIRLET,

ZOFITIE, NGFW1 23848 L F 4,

Policy Assignments 0 X

Select devices to apply Zero Trust Application Policy

Devices that are matching following condition’s are shown
= Minimum device version must be 7.4.0

Available Devices Selected Devices
NGFW2 NGFW1
NGFW3
NGFWTG

by
<

ATy 75 A (Apply) 127V v 7 LTCRY —DE Y BCTEREFELET,
ATvT6 [R1F (Save) 127V v LET,

RDEZRY

TNARIZEEZXTEA

TRTOBRENTET LIc b, FEMRT A ATHEZ R L £,
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B sssnt770r5—vavic7oex

FIE

ATy

ATy T2

ATvT3

RTv74

Management Center A = = —/N—"T, [EB] (Deploy) 127 Vv 7 LE T, EREMIET LT

WADTNAADY A MBERINET,

RELRZRET LT AL ZAOMICH LT =y IV Ry 7 A F N LET, ZOFITIE, 723

A A1E NGFW1 T,

&R (Deploy) 127 Uv 7 LET, BB (Deploy) | ¥ A 70/ Ry 7 ATRERREN[ZT
(Completed) | &~—27 SNDHETHRHHLET,

BT AEATICEHT AT —RBEN AT AT Lo GBI EN=5E61%. [Rifs 7 —
(Validation Errors) | £ 7213 [MFEDEE (Validation Warnings) |7 « > K72 ONENFER
SNFET, FERFMERRTHITIL, [RFE=7 — (Validation Errors) | F 7213 [fRALDELE
(Validation Warnings) 1V > 27 %27 U v 7 LE7,

ROBIRIED o D £,

« [EBH DT (Proceedwith Deploy) ] : ZERAEZ AT FIZEAZFITLE T, AT A
N T —ZER LG AIIIT X EHA,

*[FHAC% (Close) 1: BBAETICK T LEY, =7 —BLOEERELMR L, BEDOHRE
PZITLET,

REINE=7ITIVSr—2avIc7oER

FIE

ATy T

REDEMPEFRICETTHE, 77— a O URL 2 EHLTT A r—a v
W7 7B ATEET,

TIALT v b~ TTI7UVERE, M URLZERA L CRESNEZT T r—ra iz
TIEALET, ZOHITIE, EH I 454 URL 13 https://ise-external.local T,
a—Y—pmua A X=X A LT FEN, vl A U NEROANERD LT a7 v
SAMLIdP o ERENFET, ZOFITIE, FEH I 5 SAML IdP 1 Microsoft Azure Active
Directory T,
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ZeoTust 7 7 r—vav k574 v ozt 7oREOTZ [

B Microsoft
Sign in

Lser—i @ciscocloud.onmicrosoft.com

Can't access your account?

Q\ sign-in options

ATv T2 n /A AEREEEE, IdP BN —V—ZF8GEE L UUKER L. Threat Defense 7 /3A A ~Dis
BETSAML 77—y a2k 5L, 22— —n7 7V r—va V&AL FERE
7

ATY T3 BIRCRITEE, 2= =3I T7 7V r—2a T 7B ATEET, ZOFITIX, CiscolSE
R L= UNERENET,

ATy T8 a—H—Fa A AFREMHEH LT CiscolSEln 7 A > LET,

ZeroTrust 7 7)) —2 3> bS5 749 DI281FBTILD T 7DHR
EDTR K

— P —NMEHEINTT S r— g i~V T 2T T AN E T v Fa—RLEH 9%
L XY NT—T OS2 T T ANDT v T — KRR ZTARY > —iZ kT 7 av s
EhExd,

FI§
ATYF1 CiscolSET7 7V r—vaiiuz7 A4 LET,

RATw T2 CiscolSEDO GUI T, [A==— (Menu) |71 2> (=) 227V v L. [T FA MDA
i (Context Visibility) ]>[=> KA > & (Endpoints) | DNEIZIER L F 9,
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B eomst77ur—230 1570901280830z 7OREDTR b

X Cisco ISE Q. What page are you looking for?

Dashboard Context Visibility

Endpoints

Users

Network Devices

Application

ATV T3 ZON—VETFIZAZa— VLT KRSV DY A RNZRSH, [4 A — b (Import) ]
>[7 7 AN BA AR — K (Import From File) ] DNAIZEIR L £,

= Cisco ISE Context Visibility - Endpoints O Q ® 8 &
Rows/Page 10 1 12> 3 [ 6o 12 Total Rows

n mpor It
[0 MAC Address Status IP Address Username  Hostn Endpoint Profile A ication Failure Re... ication... A
X MAG Address Status IP Address Username Hostne . Endpoint Profile Authentication Failure Reason Authentication Polic £

00:50:56:B8:1B:0F L T Default A

00:50:56:88:29:37 rita Location Windows7-Worksta... - Default A

ATy T8 [77ANVDEIR (ChooseFile) 127V v 7 L, Ty 7ua—RT57 7 A VERRLET, 77
ANERIRT 57200 —2a VFIHIE, AN —TFT 4 VT VAT MK TR DA
BHY FET,

ZOFITI. BENCER SN A~ T 2T 77 A VEEIRL TONET,
AFY TS [ R —=bF (mport) 1227V v LET,

T o7 ua—R7 7 a0t 0% cEx CGEITLEYA, ZHIEI~L =27 77 A4LTHY .,
ZTARY =2k 77407 v Fa—RRT oy 7 SNTHWET,

Importing

AT w76 Management Center (212 7 > L, [Z0#T (Analysis) 1> [#& 1 X2 b (Unified Events) ] MDJIA
WL £,
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ZeoTust 7 7 r—vav k574 v ozt 7oREOTZ [

AT9 T RPBN—T, ZA4NED[AX sHZ A7 (EventType) | % [fRA (Intrusion) ]IZF%E L. [
A (Apply) 1227V v LET,

Firewall Management Center )

e Overview Anal

Zaml

] X EventType Intrusion x D

) Showing 10,000 events (6 9932 93¢ 7 ) 51 10) of tens of thousd

Time Event Type Action

» | 2023-12-06 01:59:02 & Connection © Aliow

» | 2023-12-06 01:58:59 4 Connectio © Aliow

» 2023-12-06 01:58:59 4 Connectio A

ZOFITIE, AT RTHEEMMET 74V FO SR IZHREL TWET, [AT A NEFHIELFH
(Sliding Time Range) 1 %7 U v 7 LE7,

Fixed Time Range Shiding Time Range

Show the last

"

hour

Select ias:SO minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month

AN IR=VZE, BEOHL 7 7 ANVBRESN, 7Ry 7 SR ERERENET,
» 2023-12-06 01:56:30 @ Intrusio @ Biock 443

AR EZTNT ) w7 F DL [A FOFEM (Event Details) ] ~<— IZFHMIEHANE
RENET,

X Event Details

Filter columns ¥

Event Type: @ Intrusion | Rule Group: Rule Categories » Domain: Glooa

-

Generator: Standard Text Rule

Priority: low Ingress Interface: ocuisde
Source User: a =
Impact: @ Potentia ectmesdcioud.onmicros Egress Interface: n
s bzeliolcs oGt Ingress Virtual Router: Glooa
Action: E ication P! : HTTF .
e bl Egress Virtual Router: Giooa
Source IP: 33.23 Application Protocol netwo

Intrusion Policy: Balanced

Destination IP: 1921910130 ChrechE AT

Application Protocol  alows remote connect

Tag: files q

opens port Network Analysis Security Ove

Destination Port / R Policy: Connectivt
ICMP Code: 443 (nitps) | ¢ Client Application: Chome

Source Port / ICMP
Type: 50663/ tcp

Access Control Policy: NGFW1

. - HTTP Hostname: is=-
Client Application

SSL Status: Decrypt (Known Ke: external.dcioud.local:20
Category: web browse
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. ZeroTrust 2y 3> DE=ARY VY

ZeroTrust £y 3> DE=S) VT

ZeroTrust ¥ v & a7 R— K

ZeroTrust ¥ v ¥ 2R — R TlX, TXAALEDOT 75 47 ZeroTrust By a Vb D) 7L
B A BT —H B TE £, Zero Trust ¥ v 3 =" — FIZi%, Management Center |2 L - CTH&
HEINTWD Frd ZeroTrust 7 7V 77— 3 > & Zero Trust 21— — DO EN L R ENF T,

M2 (Overview) ]>[# > ¥ =7”"— K (Dashboards) ]>[Zero Trust] DJEIZEINL T, ¥ v =
A=K7 7E8ALET,

ZOFITIE, [EALDZero Trust” 7Y 47— = (Top Zero Trust Applications) ] 7 4 ¥ = v k
12, Zero Trust 7 7'V 77— a2 ZTAA_ISE_GUI Access &, 77U r—v a7 7k AL
T a—Y—Da—F—RFRINET,

Firewall Managemen; C_emer Overview Analysis Policies Devices Objects Integration
Summary Dashboard isuen casoosra)
Provides a summary of activity on the appliance
Network Threats Intrusion Events Status Geolocation QoS Zero Trust x
» Top Zero Trust Applications - X » Top Zero Trust Users - X
Application v Total Bytes (KB) Username v Total Bytes (KB)
6,107.29 1serd @ciscocloud.onmicr... 6,103.97

b3 RO

Zero Trust & > 3 3 V& MESLL, Zero Trust ¥ v ¥ a IZBHEM T 6TV DA X2 h&BFIR

L, 2= —DT7 7T 4T 4 HET=HF—T&ET,

1. Management Center T, [Z34T (Analysis) ]>[#t& A X & (Unified Events) | DJIEIZEER
LET,

2. REER/X—"T, [ZeroTrust7” 7'V /r—3 2 > (Zero Trust Application) ], [Zero Trust7 7'V /r—
v a7 )v—7" (Zero Trust Application Group) ]. F721% [Zero Trust” 7'V 7r—< 3 VR I

2 — (Zero Trust Application Policy) ] Z 58 L. £ OIEFFIZEEE Lokt ind 240012 A
JILET,

Z OFEITHE, [Zero Trust” 7°V 77— 3 > 7 )v—7" (Zero Trust Application Group) ]
(ZTAA-Group) %ML CTA XY bR LET,

[ Cisco Secure Firewall TZeroTrust 7 7 EREFERALT7 FUr— a v ERET 4%
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ZeroTrust £y a3V OE=R YT .

.F‘rewa‘l M?n?ge_mem Center Overview Analysis Policies Devices Objects Integration

Q_ X Zero Trust Application Group | ZTAA-Group x_
@ Showing all 37 events (§ 37) +

Time Event ]\H]O Action Reason Source IP Destination IP
» | 2023-12-07 10:14:10 & Connection oA Zero Trust F
» | 2023-12-07 10:10:40 4 Connectic () Zero T F 2
> 2023-12-07 10:08:40 & Connection (- 3= B Zero Ti F
» | 2023-12-07 10:07:10 oA ZeroT F 2 8

ATA X EHIIATa—T 35L&, [RIEY —A (Authentication Source) ]. [Zero Trust7 7
V4 —3 a3 (ZeroTrust Application) ], 3 LW [Zero Trust?” 7'V 7r—3 3 AR 2— (Zero
Trust Application Policy) | NFE/R S ET,
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