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Fxv 7 LET, INTOFEHIMDAS3LNOEE. A L7 0 MIRLE, FLOERFRIWT
WINE~Ny X — L TREINET, APLZ =) TZOHLWEFIWT 2413250, #HL
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ﬂigg POST /wsa/api/v2.0/login
CBIHERREICIE, ROWLAEHEA L E T,
POST /wsa/api/v2.0/login/two_ factor
AXNT |Base6d T a— K 7 LT v VEERLET,
A—4 {
"data":
{
"userName" :"YWRtaw4=",
"passphrase":"aXJvbnBvcnQ="
}
}
BERAY Host, Accept, Authorization
Gf__
GEANY Content-Type, Content-Length, Connection
5f__

OB T, Basebd = a— RN Z LFriyrcal LU, IWT 24+ 3 7 %R0
ij‘o

HoTIL YO IR R

POST /wsa/api/v2.0/login
HTTP/1.1
Content-Type: application/json
cache-control: no-cache
User-Agent: curl/7.54.0
Accept: */*
Host: wsa.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 95
Connection: keep-alive
{
"data":
{
"userName" : "YWRtawW4=",
"passphrase":"aXJvbnBvcnQ="

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 26 Nov 2018 07:22:47 GMT
Content-type: application/Jjson
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Content-Length: 618
Connection: close

z7 i

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"data": {
"userName": "admin",
"is2FactorRedirectRequired": "false",
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"email": [1],
"jwtToken": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJlc2VyTmFtZSI6ImFkbWluliwiaXM
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PWHBrUnpGbllteEtNVOplVW5CavVYxVjJUbmswITUV4cVFUMEtPMVJIVU1hkT1JsazNUV1JKZFUXRESIZEL

WRWw1VFdwek1FMXFcbl1NUV1NhazVDVDBWRk1 rOUVaM2xTUlVreVRYcGtSazFwIVVST1ZFMHpUbFZXUJAL

AsyncOSAPI (F 2 — /L RX—ZA DT AT LT, AP1Z =V OFPHII2—F D —)L Z LIZERE
NTWET, ROa— L& FEHATLHCiscoa TV vXxa VT 4B T 7747 AD2—
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GE)  API D5EAR7R U A MZOWTIE, [AsyncOSAPI - Addendum to the Getting Sarted Guide for Cisco
Content Security Management Appliances] % L CT< 72 &0,
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APLIZXET B ERIZIZIROFFEN H Y 77,
« B3RIT HTTP F 721 HTTPS BRI TR E &N FE T
« FERICIT, KOERTHRR URIDNEENTWAEXLERH D £9°,

http://{appliance}:{port}/sma/api/v2.0/{resource}/{resource attributes}
https://{appliance}:{port}/sma/api/v2.0/{resource}/{resource attributes}
51¥ DA
® {appliance}:{port}
FQDN £720x7 7 I9A TV ADIP T KL RE TTI7AT 2 ANRET 5 TCP AR—
NEETT
® {resource}
VAR— b, FT7oxo 7 Rl ®RE, oo 2l 778ALESET5Y
G

® {resource_attributes}

WL, VY—ATHR—-bFENTWBEHTT,

o FERIIX, =2—HF 7 LT U vy VERITAN LRGN X — 2 GO 0NERH Y 3,
« FEORIZIT, KBRERETDLERH Y £,

application/json

« HTTPS (M H OFEMAFEAMH) #H TEE SN EZRITIE, CAFEHEFELEZO L MLERH
DET, 72& i, cURL OHA . APIER T CAGEIZEZ RO L IZHETHZ LN T
xET,

curl --cacert <ca_cert.crt> -u"username:password"

https://<fgdn>:<port>/sma/api/v2.0/{resource}/{resource attributes}

N

GE)  APIEERTIE, RLFE/NLFRER S, ZOF=2T7 VTORTEICANTLILERDH Y
£7,
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1. URIL, API ~DZHRTHE L7 URL
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:"/api/v2.0/config/"
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reporting/mail security summary
3. 7Y NI A—=X
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startDate=2017-01-30T00:00:00.000Z&endDate=2018-01
30T14:00:00.0002

4 75— (T —AXRVIDOHR) , ZDx
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BLOEHADO3I >Oa L R—xr MExR

LET,
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"error": {"message": "Unexpected
attribute

- starts with.","code": "404",
"explanation":

"404 = Nothing matches the given URI."}

Ay —UARIIZZEDOH va ({}) BE
FNTWDLEA, AP N7 =V IC—%%F
Hla—RERDTFONRN-TZZ %
FLET,

HTTP it& 31—k

WIZ, AsyncOS AP IZ L > TilR&ED HTTP B2 — KDY A RERLET,

200
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* 300
* 301
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* 400
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* 401
* 403

* 404
* 406
* 413
* 414
* 500
* 501
* 503

* 505
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* RFC1945
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Addendum to the Getting
Started Guide for Cisco
Security Management

Appliances,

https://www.cisco.com/c/en/us/support/security/
content-security-management-appliance/
products-programming-reference-guides-list.html
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WY LT, Web 77 ¥ GEEE APL 22— /L%
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