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*URL 74 V2V 7 LAR—MI, EZEA Y-V L THEATE £,
cURLZANHK VT 2PNl koT (TUFANRNNT T RNT VAT T 4NVH AFy
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[ [EAZURLA 7 =Y (Top URL Categories) | €Y = —/LIZiXk, a7 Y 74X Fi2iE
AyB—=T T g NI TDENE I DI LT, AXy I A vV TR
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577 ANMIETH7 70 FNOFERZLERNFERIND LT HIZE, TXCOT S T4
TUARBUT FIAT VA T NA—FITREETHUERH Y 7,
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I FREFHOBFA—NLF2 )T« LE—F1v50ER [}



b_SMA_Admin_Guide_13_0_appendix3.pdf#nameddest=unique_28

hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B A7 320774084 274087 hY0 b ETI T4 TET B

ATFYTS ZDOTTIAT Vv ALT— R EFTHREA— N X2 U T A T TIAT VAT, MU NA—TEHE
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Threat Grid Appliance T JHFIEZR L AN — FERMliAZ Rm T 572012, Ciscoa 7Y X 2l
TAEHET TIATVADT 7 AN T AT N T 77 4 7T 50N HY 3, @
WL ZAUT 1 BEOABMLTETT,

1R BHHEIIZ
BRULNIWTUVAT AT IT—FEZELTWALIEE2MRELET,

AT 71 Threat Grid Appliance 726 7 7 A VT L AR — FEERICRANCT 7 BA L X 9 & 95 & =2, Fnfio T
b, VoGt 77— eZELET,
DT T — R NEZE Lo GaIE, BT 7747 A (Management Appliance) |>[3 A7 LE B
(System Administration) |>[7 7 — & (Alerts) 1B E L, [LAL7 T — M &FR (View Top Alerts) | % 27
Uy Z7 LET,

ATFYT2 79— AvEe—HRAOY 2570w LET,
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content-security-management-appliance/products-release-notes-list.html
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T 7 ANLIIHBICERETE D720, T I7A T RATEXaT Ny o 73] XA
(SHA-256) ZEH LT 77 ANDID ZEKLET, TS I7A4T VABARDORILHFE T
TP ANEUIRTAEE. TRTOA A% ANE L SHA-256 & LTSN E T, B
DT TITAT U ANE LT 7 A NGRS D55, 77 A VDT XTDA A AIZIEFRLT
SHA-256 1D 3%V £79°,
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Tr7AN L aT—v gy =R Lo THEIN
T AN RX—=2ADEBERLET,

HENELEINTZT 7 A4 /WZHOWTIE, [AMPHIEDT v 7
77—k (AMP Verdict Updates) ] LR — F 2SR L T 7ZE
WV, ZIUDOHIE, [EER~L T =T (Advanced
Malware Protection) ] L'7R— NI LEH A,

JEMGZ 7 ANETNLT —HA THERT 7 A VP LEEDOH
L7 7 AN SIS E . BT 7 A VETIET —H
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(Advanced Malware Protection) | LR — MIEEFINFE T,
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b SNE Lz, 7Ty 77 L— RRIZERE
N5 LAR— ML, 7Ty 77 b— REio LaR— b
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7V w7 LFET,
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varh—N_NTEZELETay 7 ) A MIEGEINT
W57 7 A L SHA OEIE,

o [ A X L (Custom Detection) ]2 &5 AMP
for Endpoints = >V —/V T E L7 mry 7 U X MZ
RSN TND T 7 AV SHA DEIE,

AMP for Endpoints =2 > Y — /LB RGN d 70 v 7
SN/ 74V SHA DEREAIZ. LR— hD [EE~
N =T B 7 7 A /v (Incoming Malware Threat Files) |
7 a T[T AL A (Simple Custom

Detection) | & L CEREINET,

o [ A X L EUME (Custom Threshold) JIZHFE IS
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LAR— b D [FEH (MoreDetails) |7 v a TV 7 %7
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LiR—k s EA
[UAZ{K (LowRisk) JHIEDEMZ L AR— KD [AMPIZ X
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Y7y a NTEIRTEET,
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HE) 2FRELET, SMAT T4 T AX30455 2 41T
WSA Tt iReT oy 7 LET,
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7271 I A D Cisco AMP Threat Grid Appliance T D& A D
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TP Y A MZOWTIEL, AMP ThreatGrid © R = A M &
A TA VT EBIRLUTSIEEN,

RUNE T TBHE KT 7 A NVOBBORNEEE TR
IRNTRER B F RSN E T,
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AT L= — NICBET 5 B2 R~T52 8T
xF7,

77 A VRS LT IS B R A R BT I,
77 AT LR L ORMOBNE (42 2—2) ZBH
LTLEE,

JEMEZ 7 A NVETNXT =N A TEBT 7 A A DHRI LT
T ANDBGIRICEE IS &, a7 74 1D
SHA [EDFD3 [7 7 A /L4387 (File Analysis) ] LA — hIZ
BENET,

GE)  Async0S9.6.5LAKE, 7 7 A Lok LA — b3, 5B
M7 4 —n K, 7778 E%FrT 5 & 51251k
SNELE, Ty 77 L— RBICERSND L
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2T EENEE A, Async0S9.657 v 7/ L— R
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#r (Advanced Malware Protection | #4 CA 7=, BT —Z TR VMR ERNREIND
Verdict Updates) ] &L BBOHIENED L FREMENRS Y 7,

[AMPH|ZEDT v 77—k (AMP Verdict Updates) ] LR —
MZIZ, ZOT7FI7A T ATRIEN, A vE—I%(F
BIHENE DT 7 7 ANVPRRENET, ZOWRND
FERIZOWTIX, BEWOEA— LV EX2 VT 4 TS T4
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A NVDOFEMIRAEREFRTEET,
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YADY A N ERRTEET,
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EA—NEXa2UT 4 777 ([EX%=2VT 4 —E R (Security Services) [>[7 71 /L L
AT A =7 —3 3 &5H7 (File Reputation and Analysis) | ~—37
D[ 7 7 A NVGHTOFEMIEEE  (Advanced Settings for File
Analysis) |7 > a v

WebtX=2UT 4 77747 |[BEF% =2V T 1 —E X (Security Services) > [~/L 7 = 7 xf
N K& L7 — 3 (Anti-Malware and Reputation) ]~3—37
D[ 7 7 A IVGHTOFEMIERE (Advanced Settings for File
Analysis) | &7 > a v

Ciscom 7Y txa T4 |[EHT 7747 X (Management Appliance) |> [/ Bl
BT TTAT VA #—E R (Centralized Services) 1>[&F¥=2VT 477747
> A (Security Appliances) ]-~— DT

HEEE

o (VT RTFANGH) MR T 7 A NVGHTRERNFREIND LHICEBRT I 4T
AERETD (43 2—)

A—ILIRy U RO EENEE

\}

[A =R 7 ABEHEE (Mailbox Auto Remediation) ] L AR— h RXR—=TUBHEH L TA—/LR v
I ADBEEREOFMEFE R CTEET, ZOLR—F2HEHL TROFEMEE R LET,

e ZEEDA =Ry 7 AMEE DR F TR E RS —E
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DTV ATEHINET,
« ZAEHE DA RN Office 365 —H TlI7e\, FHIEZEENT 7 I7A4 T ATHEKR ST
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« SMTP AUTH Z il L T\ 2 82k D%k
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« SMTP ZEEN LM LT=—FH T, 74 —ANRy 7 2 EFEITHER L TWAEREDOK

[x1 SSMTPREAE (Inbound SMTP Authentication) ] ~X—I21%, 35 L728kD 7 7 7, SMTP
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DI, 7 TAT v FEBEZ M U CRREEN KR L ORS) L 7= 88t o4, SMTP AUTH =2+
VR B U CRRRENS RIE L O L 0 FoRr S E 7,

[%ELK%@%(MwMﬂmmmm@]ﬁﬁ7r@ SMTPFEGEEEH LT, A vb—U %%
{54 % 72 ¥IZ Email Security Appliances ~DH&t ZFRGEL K 5 & LTc A= 7 T4 T » M &t
HITDZEHEOBNERINET, 207 T 7 TiE, ERPEIESNT-ZEE O, B O
RNRAES NS T ZEHFOM L RINET,
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. 17/{/1/14.332‘7’“74’/1/& =N L > TREES N A vEe—Y 08 RIS N L—1,
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ETANAPSNDWST) O EMEETT, ZHTH LT, =B ARER, BEVWDOT 7T A
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=—4 (Top Users by Graymail) ]
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VoL EENE T,
EHIBDOE AN X2 VT 4 TTTAT UV ATT LA A= UERERAE N/ > T
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Y V—2HE— FDA o F v N EBHT S Z LT,

2 IIEF| A vE—VELRENTO @] OANL 7 2811752 EREET
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(ANRLBHEETITR Y > —, UANA, BIOT U N7 LA 7 REEECTESS LI REFIERL)
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FTY =V Xy NT—F 7 L LTHEIND
AvE—,

s[> T 7 4% (ContentFilters) ]: 272
TANZIZE VSN A vE—Y,

[T XToOAT TV (All Categories) ] : graymail =22/
BLRarT oY 74 R IZE-> THEENETTO
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DAN—T" Nl d D EDRMNEREAELH Y 7,

GE)

DI 7L, BHEETHHAEY X—Y 2TV v SO LEWVEL RENET, 2D
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TNWET FITAT VAP BEIZRCM IZR2 > TVWA ZENTRENTWVAEAIT, VAT LANEA
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AT LZEBE (System Capacity) 1: [T T (Al ]

[T_T (Al) [R—U T, THETOTRTOLRT A F 580 F ¢ LF— hEH—~t—
VICHEAE L, SEIERVA— NALOBEBRERRTLZENTEET, & E, WFEIZ A
FY RAT S EUIORELFRBICA vbE—Y Fa—NEWZ L AR TEET, Tk,
Xy XU T 4 OMBEOKBETH A REMERH Y £F, ZDX—T% PDF 7 7 A /L& L TRTF
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VADAT T v ay NeRFETHZ ENHERINET,

(System Capacity) 175 7D L ELMES O —4

—H D7 T 7T, BE. TR E eS8 5 IXRIEZ R LTV A ATREMED
HDETIFNVMETT, 2O aTIA L= BT AT, EA— LX) T ¢
TITITAT LV ADY AT AOKRRET T 7 ODERO LEWVMEOREEZZR L T E3,

Er<I)LY x 7iH1 (Advanced Malware Protection) ] R—

EER~ LT 2 T, RICED BT A REFA—IVDIEMN T 7 A NVHNDT 7 A JL_— 2R
DOREETLDE D HARE L £,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |

. [EEL~ILY = 75 (Advanced Malware Protection) 1 X—

\)

LT —var P—ERATEERBRENTWARWEED T 7 A VOBIEE 538 2,

T LWIERAFIRA BRI D DITHEVEBRT A2 A2 L. Bt HESNTWE 7 7
ANBRy NT—TIRAT B & a—F (@Mt 5,

COMREITERA vE—VEREA v E—VITEATE X,

Tr7AN V2T —ay TR T T ASH OOV, 2—Y A K
FRBEA—N X2V T 4 TTITAT L ADAsyncOS DA T A v~V T BB LT
éb\o

ViR— F R=U % FRT B, [VAR—bF Reports) | KRy T XTI O[T 4 MEBLO~
N =7 O LAR— K (Filter and Malware Reports) | Z727 2 a b [EER~</V T = 7 B
(Advanced Malware Protection) | Z3&R L £,

[FEZ~</v o = 75l (Advanced Malware Protection) | LR — F ~_X—Zi%, IRO LR — |k
Ea—MNERINET,

o (B~ = 7B (Advanced Malware Protection) | : [#£2 (Summary) ] (79 ~X—
V)

s [FEZ~ VY = 7Bl (Advanced Malware Protection) ]-[AMP L' B =7 —3 2 > (AMP
Reputation) ] (79 ~<X—7)

s [BEZ~ v = 7Bt (Advanced Malware Protection) |—[~ 7 A /L7341 (File Analysis) ]
(81 =)

s [EE 72~ = 7B (Advanced Malware Protection) |—[7 7 A /b L b a2 A7 v g
(File Retrospection) ] (81 ~—73)

o [FER~ LT = 7 BH (Advanced Malware Protection) |- [A—/L7R v 7 A D HENEIR
(Mailbox Auto Remediation) ] (82 ~<—<3")

X2 VT 4 BT S IAT AT [EER~NLY =Tl (Advanced Malware Protection) ]
VAR— F R=U %R H121E, [ (Product) | Ky 77X 07 b [T A—/L (Email) |
Z@EIRL, [LA—bF (Reports) | Ky Xk [E=4Y 7 (Monitoring) |>[&E7R
<~/ = 7Bl (Advanced Malware Protection) | 23R L £, iEMlc WX, A% T 7
TAT LR—F RX=VOfEHESZRLTIEI N,

[FEE7p~ v = 75 (Advanced Malware Protection) ] L'7RK— k ~X—3|Z(%, Cisco Threat Grid
TTIAT AR SN X COEIAROT T ITAT o ADY) TG A LT — 5 Zifh
THANY 7 N—RFERINET,

GE)

¢« ARY I N—TTF—HEFETHIZIL, CLI C trailblazerconfig > enable 2% K%
FERATOIVLENRH Y 3, FEMIZOWTIL, trailblazerconfig 2~ > REZ L T 72X
AN

* Cisco Threat Grid 7 77 A4 7V ADT — X 2FK/ATE B0k, BB #E], BLOARBO
HTF
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[EEA<IILY = 7IH# (Advanced Malware Protection) 1: [#Z (Summary) ] .

BEEIE R
¢ SHA-256 "N > 2 \Z KD 7 7 A /LR (44 _—3)
« T A NS LAR— FOFEMOE: (42 2—)

c FDMDLAR—FTD T 7 A LE 2T — gy T 4K FT—2DFR (48 ~—)

[EE4 <L = 7H5E (Advanced Malware Protection) ] : [#f2 (Summary) ]

[BER~/LT =T il (Advanced Malware Protection) ] : [#3 (Summary) ]-X—I2i, 77
AN VLEaT—2a BT 7 A NG —EXATHB SN DZEBLOREEFE7 7 A L _—
ADEBOMBEDO RN R RINET,

FEHCOWTIE, [[EEAR~/L Y = 7Bl (Advanced Malware Protection) ]-[AMP L &° =7 —

> a2 (AMPReputation) | (79X—) | BLO I[EELR~ /LY =T (Advanced Malware
Protection) |—[7 7 1 /34T (File Analysis) ] (81 X—3°) | &R LT EE0,

[EELZ<ILY 7 (Advanced Malware Protection) ]-[AMP L Ea1 57— 3> (AMP

Reputation) ]

B~/ = 75l (Advanced Malware Protection) ]-[AMP L' =7 —3 3> (AMP
Reputation) ] X—IIZiE, 77 A4/ LEaT—Tar h—EBRIZIL->TlBlani-, ZEB
FOEREENTZT 7 ANV R=ADEFENRFINET,

HENEBINTE T 7 A MIZOWTIHEK, [AMPHIEDT v 77— K (AMP Verdict Updates) | L
R—FE2ZR LTI, Z6DHEX., [EER~L Y =T (Advanced Malware
Protection) ] L' 7ARA— MIKBEENEH A,

JEREZ 7 A NVETNXT — A TERT 7 ANDOEEOH D7 7 A VB S 6 . B
T ANEINET —hA THERT 74D SHA DO BN [FE 2~ = 7l (Advanced
Malware Protection) | L'AN— MIEEINE T,

[AMP|Z & W AR X 725215 7 7 A /v (Incoming files handled by AMP) &7 > = 121X, %13
Lle~no =T 77 ANVHEEEDOH L (Malicious) ], [1EH (Clean) ], [F~H (Unknown) N
[AF% ¥ > AA[HE (Unscanable) ], [f&VU A2 (LowRisk) |72 XD F &E72 kT I U HICER
INET,

BEOHLZET 7 A NVIE, ROXHITHEHINET,

e [w 7 =7 (Malware) |IZHEENDHAMP L E 27— a v —RTEZELEZT v
U A MIBEEIITWAS 7 7 A /L SHA OFEIE,

« [B A H L (Custom Detection) ] (24348 &A% AMP for Endpoints = > Y — /L CZAZ L
7 a7 A NMIBEINTWD 7 7 AL SHA OE|E, AMP for Endpoints =2 > Y — /L
DO IS 7 vy s ST 7 A VSHA DBBAIL, LAR— R DO [ERE~LVY =T
B~ 7 4/ (Incoming Malware ThreatFiles) &7 3 a » T[ v F VI A X Ak (Simple
Custom Detection) ] & L CERENFE T,

o [ AZ L EVME (Custom Threshold) ]2 EIND LEVMEREICHESL Ty s
A MIBFRSILTWND 7 7 A /L SHA DFEIE,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [EEZ<ILY = 75 (Advanced Malware Protection) ]1-[AMP L E 27— 3 > (AMP Reputation) ]

LiR— RO [REH (More Details) | 227 v a> T 27 %27 Y 27 35&. AMP for Endpoints
ALY —=ATOT Ry 7 YA NMBERINTWDSE T 7A/VSHA DT 7 AV hF7 V=7 MUGE
MarzRRTEET,

[VAZ1& (LowRisk) JHIEDFEMZ L AR— FD[AMPIZ XL W ESNZ{ET 71 /v (Incoming
Files Handed by AMP) &7 ¥ a VIZR R TEET,

[EE7Z2~ D = 7 BA# : %18 (Advanced Malware Protection: Incoming) | L'ZAR— k ~<X— D
[AMP L =5 —3 3 (AMPReputation) B =—% M4 % &, kOEREFRTE ET,

CEERTAT T DT AN L E 2T =gy =Rk o THBIE R
TZG7 7 ANOME (77 71X) |

o IR U 72 FRERI PR IS 25 SN2 T R CO~YA T = T HE 7 7 A VBT D R L R 75
7

s L OZ G~ N T = TEBB T 74 b,
s FNiOZE~N T =T EE T 7 AN (T AN ZATHI)

s MIOZE~NVT 2T EBR 7 7 ANV e —ERRT D [ZE LT~V T = TR 7 AV
(Incoming Malware Threat Files) |1 % 777 4 7 7 —7 /L,

RUNEOTDHE BT 7 A NOBBORNEL SRR TR R PR R ENET,

T REAMERTZIOLR— MIGHINDA v E—VIZT 2 AvE—Y T ovF T

TR EmFKRT IR, ROFWEFDOIV 727 v 27 LET,
[EE7Z2~ D = 7 BA# : 25/8 (Advanced Malware Protection: Outgoing) ] L'7R— k ~<X— D
[AMP L ¥°27—3 3 > (AMPReputation) | a=—% M4 2L, kOB REERTEET,

CEERTAT =TT DT AN L aT = a s BRI L o T E R
ICER7 7 ANVOME (77 7% .

o BN L 72 IFHEPHICEE SN TR TOYA T =T EB 7 7 ANMZET S Lo K 75
7

s ENIDREE~N T =TT 7 A by
s FLOREGE~ VT =T EE 7 7 A0 (T 7 AN XA TH])

s FIOREE~NT =T EE T 7 AN —ERRTDH [(EE LI~V T =T EHER T 7 AV
(Outgoing Malware Threat Files) | A > ¥ 77 47 T—7 /L,

RUNFTTDEL, BT 7 A NVOBBRORMEE ELHMROITRERPRRINET,

T BAMEBRTZIOLR— MIEEHINDIA v =V T E2A =Y FTvFx T
T =R ERRTHIZIL, ROFWE DY 2% 7 ) w7 LET,
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[EE4 <)Ly = 75 (Advanced Malware Protection) ]-[2 7 1 JL% 4T (File Analysis) ] .

[EE4 <L = 7Hh{E (AdvancedMalwareProtection) 1-[7 7 4 L5471 (FileAnalysis) ]

[%TE e = 75 (Advanced Malware Protection) ]—[7 7 - /04T (File Analysis) ]3—
N IHTDTIZOITIEE ENTHT 7 A WMIZDONT, REZ EHE (T RHE) 8RR
énia“ SMA 7747 A3 30 53 Z LI WSA THNTREREF = v 7 LET,

1000 ZHB 25 7 7 A VO R A2 TR T HIE, T—F % csv 77 AV E LT AR— |k
L/\i‘a_o

47" X A® Cisco AMP Threat Grid Appliance T D A D4 : AMP Threat Grid Appliance C
AU A MIEENTWDE T 7 A ME, 7V —r) ELTERRESNET, FFAIU R MMZoOn
TIE. AMP Threat Grid ® R¥ =2 A v FEITA U TA o~ VT EZRLTIZS0,

FUNFToF DL K77 A NDOEBOREEZ S LFEMRIRERPRRINET,

SHAIZEET A F DMMOIERAEMBT 20, £33 7 7 A ADOWEEMR—2 O FTEHO Y v 7 %7
Vo7 LT, Z7ANMEGH LTz — BT 2 BMOEMERRTHZ L TEET, FHH
IZOWTIE, SHA-256 N > 2l LD 7 7 A VOi#A] (44 X—2) 2L TILEIN,

T REAMRTZDOUR— MIREHINDIA v =V T oA =Y T vF T TF—
HaFon T HIIE, RO [FEM (Details) 1V 27 %270 v 7 LET,

T 7 ANEGHT LIz — BT A5 2 BoRn T B3, 7 7 A Ao LA — b OFERI o B
42 _X—) ZHHL TN,

EHEZ 7 ANETNIT — A TERT 7 ANV L7 7 A AROHAICEE SIS &
M ENn7=7 7 A4 LD SHAE DB [ 7 7 A V58 (File Analysis) | LAR— MZEENET,

[EE </ 7 = 7Bl (Advanced Malware Protection) | L' — K ~X— D[ 7 7 A V34T (File
Analysis) | Ea—ZHT 5L, ROFEHRELRRTETET,

s BERTNLNT T DT A NS — R LT T 7 A NADHT DD
Ty 7Ta—REINTEZET 7 ANVBIOEET 7 14 LDH,

e T ANSIHERNDET L TWVAZET7ANVBLOEE T 7 ALDY A b,

o T A NG EROUEFEL L 72> TWEZET7 7 ANVBILOEEZ7 7 A LD Y X K,

[T%T_E'?)lﬂb T 751 (Advanced Malware Protection) ]1-[Z7 74 JL L FARRST <3
> (File Retrospection) ]

[EER~/L 7 = 7B (Advanced Malware Protection) | [7 7 A /L L b A7 L 3 (File
Retrospection) ] X— X, TDOT T T7A T LV AT S, A v —UZERITHENE

Dol 7 7 ANNRRINET, ZTOTT UV FOFEMIIONTIE, BEWVWOE A —/L X

UF 4 TTIAT L ADY=a T VEBR LT IEE N,

RER Y = TR AR S Te B n T A BBIER 2 Y TH2), BT —2 TEVEE
7RG MM BN D &0 BBOHIENED 2 ATREMENR H Y £7,

1000 B2 DHET v 7T — " aeFRTHIZE, T—F%& csv 77 AL LTy AR— |
L/iﬁ‘o
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [EE4<IL Y = 751 (Advanced Malware Protection) ]-[*—/L7Rv 9 AN BEE1EE (Mailbox Auto Remediation) ]

1 2® SHA-256 1Z%f L CHIENEEREIE D> 256813, HEBRE CIER KT OHEDHINZ
DLUR— MIFERINET,

i A FTRE 70 e REFREIEPHPN (LR — MOEIR S 7= BR 72 <) I2HEE D SHA-256
DEBEZTHTNTDA v E—UBRRTDHITIE, SHA256 Vo 27 % 27 Vw7 LET,

[EEE e~ = 7B (Advanced Malware Protection) | L' iR— h X—TD[7 7 A /L L f1a &
~Z 3= v (File Retrospection) | B = —%FEHTxET,

L M AR T 4 TRHEEERODIERE T 7 ANBIOREZ 7 A LvD Y X |,

[EEL<ILY T 751 (Advanced Malware Protection) ]-[A —JLRv o XD BEEEE
(Mailbox Auto Remediation) ]

[EEE7r~ v = 7B (Advanced Malware Protection) 1-[ A=Ay 7 20 HEMEE (Mailbox
AutoRemediation) ] L AR— F X—TIZiE, ZET 7 A NMCKT DA —NR v 7 AMEEOFER D
PSR TRESNET,
[FEEZ2~ /LT = 7B (Advanced Malware Protection) ]-[ A —/L7R > 7 ZD HENMEE (Mailbox
AutoRemediation) |~—TZMEHTHE WEDL MR AXT T 4T X2 T 4 fFRER
RTHIENTEET,

* SHA-256 /~ v ¥ 2 \ZBETIT 5 TWD 7 7 A L4,

o A yb—UHt LT Th B E L

« A=V y 7 AMEI IS T IT R L Te 258 0 —H

MEE MBI L7253 (Recipients for whom remediation was unsuccessful) ] 7 4 —/V Ki&, &
DY F VA THEHFINET,
T TITAT VANREFERDEEDOT 7 a v 2FITLEI L LELEICT I IA4T VA
& Office 365 ¥ — B A MO HEN H - 72,

Ayvt—Y b ovF U TIZHEEA o=V BFIRTAHITIE, SHA256 Ny 2% 7 Vw7 L
F9,

T7ALAHLER— FOFERDEN

« (T URTAANDH) BT FSI5AT LV ANT 7 AN — NCEETEXHZ L%
BYD (43 =)

« (ZTURTrANGH) FEMRT 7 ANVGHRERPERIND KOIEBT S I747T
AEFHETH (43 X—)

s (AUTVIRDTFANGH) T ANGHT IO NeT 7T 47T 5 (44 X—
V)

BMOEM (44 X—)
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(U559 K T7ALBH) BEFISATURRT7ALSHF—RIcsEces- 28255

(D59 K I7A4ILDH) BETFISATUARIZAILDHI—NIZRETEDLILZHERT S
T ANGHLAR— NOFEMEZRET AL, 77 I7A T VANKR— MNBBETT 7415
M — NIZEEE CX AMERH Y £3, MO NWTIE, 7747 U+ —UEREZSHR L TL
fiél/\o

(DT K I7A4IL0H) BEHEI7AILSHBERENRREINBESICEEBT7T IS4 T URERET S

MEEOT_XTOarT oY vXa 074 TTI7A4T AT, MENO CiscoE A—/L % =
V54 T4 T AFE1L CiscoWeb EX 2 VT ¢t TFF5A4T U AN HISEESN
577 ANMIETH7 70 FNOFERZLERNFERIND LT HIZE, TXCOT S T4
TYAERUT I I5AT VA T NAN—FIESTHUENRS Y F7,

ATYT1 WebA X —T A AD[7 7 A/5H (File Analysis) | &7 > a 27 7 ALET,

s LT —WebA U H—T A AT, [BHT 7747 A (Management Appliance) |> [fEIH—E X
(Centralized Services) ]>[t X = U7 4 777 A 7 A (Security Appliances) | %27 U v 27 L, [7 7
A VoHT (File Analysis) |27 v a v ETHRICAZa— L LET,

CHLWWeb A H—TxA AT, [V—ERARFT—HF X (Service Status) |27 Vv 7 L, [77A /N5
Mr (File Analysis) |7 v arEFTAZu—AZyLET,
RTFY T2 EEHRNBT TI5AT U ANYND T 7 A NS Y T R —NEELTWAEAIT. EREOEMOFRT L
B — NN L ET,
MEHROFEMIZ, FOMDO I ST R B—RICL o TR IR 7 7 ALV TIIMFEHTEEE A,
ATV T3 B —FIDEANLET,

s RIEZ2 7 NV—7"ID Z AT L7270, 72035 50 OBHA TNV —71D 2 EETHNENRDH 556
X, Cisco TAC IZfIWE DI MLERH D F9,

s TOEFITTSIIHBENET, aIy NTAHAMETHY EHA,
« ZOfEIZ CCOID ZEHTHZ L #HESREL £,
o ZOEITIRLFE /N LFENESINET,

« ZOfEIZ. SMTRICT v T e — KLz 7 ANVDT—H 2T ET_XTOTFIA T ATRERLET
HDHVENH Y F9,

T TIGAT VAT ODITN—TFEIFICBT A LN TXET,
WO THLIN—TIC= U EBNMTEETN, BNTE D —EDHTT,

ATy T4 [59< 7 —714 (GroupNow) 127V v 7 LET,

RATFYTS ZOT T IAT VAT — A E2EFTAKEA— N X2 )T 4 T T IAT VAT, AL NV—T%2HKE
L/i—a—o
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B A7 320774084 274087 hY0 b ETI T4 TET B

RDZRY
ESPEREYS
7T KT 7 7 A VTS RNBFRIND 774 (48 =)

(AVTULERDI7ANDH) F7ANSMTADNET I T4 S

T T VIR (T TFA4X—F 7T K) @ Cisco AMP Threat Grid Appliance % & A L7236,
Threat Grid Appliance T ] AIRE72 L AR — FEEfi A RR T 272012, Ciscoa 7Y X 2l
TAERT TITAT L ADT 7 ANGHT AT v 2T 2T 4 7T H0ERHY 7, i@
WL ZAUL 1 BOABLEETT,

1R BHHIIZ
BRUNIVTUVAT AT I—FEZELTWDL IR LET,

ATy F1 Threat Grid Appliance 725 7 7 A V3HT LA — REEMICHRANCT 78 A L X 9 L35 L X2, BofioTh
b, V2 a807 7—bMeZELET,

ZOT T — NEZE LR TGEIX, [EHY 7747 A (Management Appliance) ]> [ A7 AE B
(System Administration) 1>[7 77— bk (Alerts) JWZBEIL, [ A7 7 — F & &R (View Top Alerts) | % 7
Vw7 LET,

ATFTYT2 7I7—bMAvE—YHRNOV 7% 7Y w7 LET,

RTVT3 EET TIAT LV ADT AV beT 774 7L ET,

EBMOEH

BMOELEZONTIE, BENOEF2 VT4 BHTTIA4T A VY —=2ADY U —R /—
b (ROLGETTATFAIRE) &S H L T < 72 S0 hitp:/www.cisco.com/c/en/us/support/security/
content-security-management-appliance/products-release-notes-list.html

SHA-256 /\vY > 22 & B T 74 ILDEF

T ANBITHBICER CTE DD, TTIA T ATEXF 2T Ny va T3 Y XA
(SHA-256) LT 77 ANDID ZEKMLET, T I7AT V ABARDORLHE T
TP ANEUIT LA TXTOA A2 ZANE L SHA-256 & LTSN E T, Bk
DT TTAT LV ABR L7 7 A VEWMRT D56, 77 A VDT XTOA U AX U AZIERT
SHA-256ID 3%V £9°,

FEAEDOLR—FNTIX., 77 A VDBFDO SHA-256 & (FEHEEZ) BlICFE RSN E T,

FOMDOLAR—FTODITI7A4IL LEAT—S3 0 T4 T—2DERFE

LT HHEAIE. T AN L EaT =Y a VBXOT A ASHOT =2 O LR~ ThH
FHTEET, VAR ML TR, [BER~LVY =7 B TR (Detected by Advanced
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
95 FTREn T 7 A LamsRsERsns 770 [l

Malware Protection) ] #2137 7 4 /L h TIHERIZ/R > TV HE b FET, BIFNERRT
HI2iE, 7= FEO 5] (Columns) (V27 %27 Y v L\ij—o

737 RTHMB I 7MILAFREENRTEINDG T 7ML

NIV T ITITTRDT 7 ANGHEEANLTZSEIE. 77 ANGHOEDIIT 774 T VA
T o—"F _EMéﬂt\Ewwﬁﬁﬁ%77747/2#%7/7n%Féﬂk?NT@77
A NOFMFERE R RTEET,

IN—TERT TI7AT o A BMULTGE1E, BT 7747 A (Management
Appliance) > [EFE B —E X (Centralized Services) 1> [ F¥ =2V T 4 77 T4 T A

(Security Appliances) | ~—ICdHLRZ %27 Vv 7 LT, JNV—TDEHENRT 7747
YADYANEFIRTEET,

D ITN—=T DT T I3 T L AIT 7 ANGH T T4 7 > bID THMENET, FEDOT
FGAT U AOZDOID #HBIT 5120, ROGFTESBEL T ZE0,

TISAT VR T7ALDHI 547 2~ ID DIEFT

EA—N X274 T777|[EF=2DT 4 $—E R (Security Services) 1>[7 71 /L L
AT A v'= 77— a3 > &3 (File Reputation and Analysis) ] ~<—37

D[ 7 7 A VG OFEMIERE (Advanced Settings for File
Analysis) |7 v a v

WebtFX=UT 4 77747 |[BF=2VT 4 $—E A (Security Services) |>[~/L 7 =7 xf
A KL L 27— =3 (Anti-Malware and Reputation) ]-~X—37
D[ 7 7AWV H OFEMERE (Advanced Settings for File
Analysis) |7 v a v

Ciscoar 7> eXxa T4 |[[FBHT 7747 A (Management Appliance) ]> [5EAKE B
EWHT T TAT A #—E A (Centralized Services) 1> [ X2 UT 47 IF7A47
A (Security Appliances) ] ~~— D N

ESPERENS

. (7 TUR T ANGHT) TR T 7 A NDHHRERDRREIND X OWCERT ST 7T
EHRETDH (43 —)

[DA4 IR T4 )LB ) > (VirusFiltering) ] R—2

[VANA T 4 )vHZ Y 7 (Virus Filtering) | LAR— k =T Tld, v MU —7 TEZFS
NI ANAOBENRSINET, [VANVA X AT (VirusTypes) ]X—VIZiX, EXA—/L &
X2 VT 4 TTIATUVATEHMETAIUANA AXF ¥y 2oLt loTHRES, B¥%a
VT 4 BT T IAT LV ACERENDTANANTRENET, ZOLVR—=F2HHALT,
FEED DA NATK L TIUEZITVWET, 72& 21X, PDF 7 7 A M AAE N D Z & AVHIA
LTNWDUANAZREIZZELTWAES, PDF BNIRMFINTHD A v =V % [RHET 5
TANE T varweflT 52 e INE T,

I FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [DA4ILR T 4)LBR 12 (Virus Filtering) 1 R—2

X2 VT 4 EBT S IAT U AT[UANAT 4 HE U 7 (VirusFiltering) ] L AR— k ~X—
TEFAT B, [ (Product) | Ky F XU G [EA—/L (Email) ] &8I L,
[LAR—F (Reports) ] Ky 7 X Trmnb[E=41Y) 24 (Monitoring) [>[DA4 IR T 4)LA
1) >4 (VirusFiltering) ] Z8R L E 7, FEMICOWTIEL, A% T 77 47 LAR— bk ~X—
VOMHEZRLTIIEEN,

BEDOTANA AX v TV BFRITLTCOWDEA, [VANVAT V2 ) 7 (Virus
Filtering) ] VAR — bk X—=ZiE, £ F—T MR oTNBETRTOTA VA AF v Y
VORERDEENE T, N—VICEKRIND VANV ADAFNL, VANVA ATy m P
WL THESINTZARITT, BEOAX Yy = VU N1OO A NVAERB LTSS, R
CUANAZK L THEE D= N BHEET DRSNS D £77,

WDV ARNTIE, [VANVAT 4 VH Y 2 (VirusFiltering) | LAR— F X—UDEFIE
7 a T OWTALET,

RM:[IAILART 4 I)LR ) %4 (Virus Filtering) ] R— DEEH

woTay EEA

[ #EFH (Time Range) |
(Fmy7Zy AL

FoR T ARG A IR T A 720004 T a U EE) Ru vy
oA N, FEHICOWTIE, LA — ~ ORFEFIFHOER &
ZHLTLEEN,

(RDOT —H % B (View
DataFor) | (Fm vy X
JZF)

T—HERRTDEA—N X2 VT 4 TTITAT L AkiR
W20, [BREA—NT 7 Z A7 A (All Email Appliances) ]
IR L ET,

TFIAT VAL VR—T 4 VT TN—T DR~k F—
ZDORRHESBHLTIIZENY,

R LIeZE U ANV A2 A
7D EAL (Top Incoming Virus
Types Detected) ]

ORI varyTE, Ry NT—ZICEEEINTEA VN
THRHENTEZTANADTF ¥ —h Ea—RNERINET,

MR LIcE E A VAT A
7@ AL (Top Outgoing Virus
Types Detected) ]

ORI arTIE. Xy MU= ML REESNTEA vE—Y
NTHRHENEZTVANVADF ¥ — b Ea—RNEREINET,

[VA AR A TR (Virus
Types Detail) ]

ETANA B TOFMNERINDA L HTITT 4T T—
7,

PR OWTIE, [YA VAR ZA TEM (Virus Types Detail) ]
T=7N RT =) EZRLTIZEN,
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[DA4 LR B4 T (Virus Types Detail) ] 57— )L .

\}

GE  UALRTEELEA vE—VEF Y FU—ZITRE LA A hE2RRT DI, [ZIEA—
/L (Incoming Mail) ] X—JICBEI L, R CMESHMEZHEEL T, YA LRBEER v &—U))
IZY—hLET, FRRIZ, 2y NU—=NTOUA N ZAGBEDOEFA— NV EFELIZIPT N
AxFRRT DI, [EEA v EB—VEEH (OutgoingSenders) | ~—ITHEA, 7 A VARG
AvtE—URNC Y — M LET,

[VANAT 4 )vH Y7 (Virus Filtering) | LAR— K RX—=U M5 raw 7 —H % CSV 7 7 A
JNZZ I AR—FTEET, 77 ANEHIBE LT 7 AR — M5 FEOFEMIZ OV T,
VIR—TFT 4 v T—2BLON T vFX TV T—FDOT ) AR — SR LTIEIN,

[TANAT 4% )7 (VirusFiltering) [ LAR— h R—=Y DR ¥ 2 — ViR E ST LR —
FEARTEET, A= ULR—FDATV2—LRE (1344—) 2BBLTLEEW,

[DA4ILR 24 T (Virus Types Detail) 1 7— )L

[VA VA XA TFEM (Virus Types Detail) | 7 — 7 /id, VA NVAIZERLIZA vE—VDE
L, BEBIOREA v E—VHONRERTA L ETIT 4T T—TNTE, T—F%
V—=hTHE VA LEZ U v 7 LET,

WDFRIX, [VANA XA TEEH (Virus Types Detail) | 77— 7 /v D7 — 7 )LE| O % 7R LT
WET,

R 15:[914ILR 5 A TEM (Virus Types Detail) ] 57— T ILDT— T IILFIDEEA

1 At A

TANAR BAT A VA B AT DLHEI,

EHIEA v E—Y (Incoming |VA/NVALE L THRHINZERA yE—VOH,
Messages)

FHEA v E— (Outgoing | VA NAL LTHRIESNTZEEA v E—VDE,
Messages)

R LTIZA =V OERE |\ BR LA vE—Y (REBLIOHE) OAFH

[~ 0%+t (Macro Detection) | R—

[« 72 afft (Macro Detection) ] LAR— h R—U % LT, OHEHAERTEET,

c T ANEATRO~ 7 0 BEIN IR TZIFI 7 7 A VD B (77 7B IO
FIEA)

T U NHEMIBRZIEIRST T 7 ANDRE (77 AV A TR £

s T ANKATHNO~ 7 aINFNI IR o T2BERM 7 7 A NVEO B (7T 7B LT
FH) .
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hREDBOBFA—IL £F2UT4 LR—T4 v I0OFEA |
B (omaRcizsE (DMARC Verification) | x—

« T B NAEMIREERT T 7 ANDRE (77 AV A4 TR FEA)

X2 VT 4 HEHT T4 T AT~ 7 i (MacroDetection) ] LAR— b R_R— T & KR
5121x, 5 (Product) | Ry 77X o [EA—/L (Email) ] &R L, [LA— b
(Reports) | K v 7 X uinG [£E=41) 245 (Monitoring) ]>[¥ %9 B#&HE (Macro
Detection) |ZEIR L £ 7, FEMICONWTIL, A X T 27T 47 LiR— b _X=VOMHEZSR
LTL7EENY,

[~ 27 vt (Macro Detection) | LAR— k ~—Uink ., raw T — 4 % CSV 7 7 A JLICZ T A
Kb T B2 EBRCEET, 77 ANEARIEIET 7 AR~ b3 5 HEOFMIC SN T,
VAT A2 ) Fe B BERRT v% ) Fe i DE ) AK— N EBBLTE S,

~ I UNFINIR ST T 7 ANDEE T ) vy 7T HE [AyE—Y FTvF T (Message
Tracking) JICBEA v —V 2L RTEET,

GE) LaR— MERPICROABRRFEA L E T,

e T—NAT T ANNIZ I DL LD~ anEns &, 7—hIAT T AN EAT
NI FET, T—IAT 77 A NN~ T aPNENIR ST T7 7 A NVDOEIT T v~
M EFA,

cHOIABRT 7 ANVNIZ I DU LD~ el SN D e, Bl 7 AV XA TN 12 F
T, DAL T 7 A NVNDO~ T O NFINZ RS T2 7 7 ANVOEIT AT v FERER
/\/0

[DMARC#::F (DMARC Verification) ] R—

[DMARC #&&E (DMARC Verification) ] L'7~h— k ~X—|Z1%, Domain-based Message Authentication,
Reporting and Conformance (DMARC) fRREIZHKI L7z EALEEED RAL | BIUK R AL
VINBDZAEA v E—VIZH LTCHFATINTT 7 v a VOERMPRERINET, ZOLAHR— b
ZfEH LT DMARC BREZ b L, kDX 5 RIFREBGTE 7,

¢« DMARC MREEICHKII LA v —Vh RS EE LT RAL Y

« & RAA T, DMARC BREFIZRILT- A v —JIckt L CEITESNET 723 v
[DMARCHEAE (DMARC Verification) | LAR— h X—=T &2 FHT 5 L ROEHREZFR R TE E
7,

o Bz KA A > (DMARC #EED K], 77 7R .

s RAAL > DOEF (DMARCHRGEDFEHIR, RIEX) , FEMIZ OV TIEL, [DMARCHGEDFE
HBID K A A > (Domains by DMARC Verification Details) ] 7 —7 /L (89 ~—) Z &
LTLEENY,

X2 VT BT 7T A7 AT [DMARCHEGE (DMARC Verification) ] LAR— bk _X—T%
ForTHIiE, [EL (Product) | Ru v 7Z 7o nb [EFA—/ (Email) | 28R L, [L

RREFAEDEFA—IL X2 T4 Lik—F 4 T DEA
ss
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[DMARCHREEDEEHAID K A 4 > (Domains by DMARC Verification Details) 15— JJL .

A— b (Reports) | Ky 77X inb[E=41) 2% (Monitoring) ]>[DMARCHREE (DMARC
Verification) | Z@&IR L ET, FEHICOWTIX, A1 ¥ T7 77 47 LiR— b X—=VOEH%ES
L TLEEN,

TV RAMEBRTZOLAR— MIFHINDE A v E—VIZkT oA vE—Y FTvFx T F—
B2 aRART DI, ROFWEZDOY) 2 %27 v LET,

[DMARC f&&E (DMARC Verification) | L'AR— h _X—/ 5 raw 7 —# % CSV 7 7 A /LT

JAR—=FTEET, 77 ANEHREZIZT 7 AR — M5 HFEOFHEMIOWNTIE, LR—
TAT T=EBIO NI vX 7 T2 DT AR— 2B L TIES N,

DMARC WEFDZEMIZOWNW TR, BEWVWOEA— L X2 VT 4 T I5A T ADF T4
v~V TEF T2 —Y H A T [Email Authentication] DEZHM L TL 7P &0,

[DMARCHREEDE¥HAAID K A 1 > (Domains by DMARC Verification Details) 1 77— JJL

[DMARCHEEDFERMMBI D K A A > (Domains by DMARC Verification Details) ] 7 — 7 /L i,
Domain-based Message Authentication, Reporting and Conformance (DMARC) D (547, K@
ft, £33 7 arnl) W7, BRORINH ST EGE RAAL COEM e 2R T 54
YBTIT AT T—TNTT,

T=TNDWEREN AL <A XL TY— T 2I2IE, LR— b X=PDT =T NDH AL~ A
X EBRLTIES N,

ZOLR—RMIGEEHEINDIA v E—VICKTHA =Y P T o TOFHMERTT DI
. B2OFWEEDOV 7270 v 7 LET,

[72bTLAY T4)L%1) 2% (Outbreak Filtering) ] X—

[7Y N7 LA 27 4% (Outbreak Filters) | X—IZiX, FLDT U KT LA IZRT U T
LA T4 NZICEo TRBES I A v — VI D EERBRE RSN E T, 20—V %f
ALT, MBEKoTmUA VA, Bk, BEIOT 4 v v THBICKT DR s =4 T& %
R

[T N7 v A2 7 40% U7 (Outbreak Filtering) ] LAR— b X—T & H LT, kOFEH
EAFTEET,

c TANWREGLT 4 NV H =Ko TIRBES LT A v E—V O EEH S L—L,

s Avb—UNRT U NI LA TIREECE & E DI

s i HBHBRICFRIRENDERDOH 5 AlHEMEN & 5 URL
X2 VT 4T S IAT UAT[T Y T VA2 7 441 2 (Outbreak Filtering) ] L
R—F X=UEFRTHITIE, [ (Product) | Fu vy 7 X0 oG [T A—/L (Email) ]
ZEIRL, [LA—b (Reports) | ey 77X b [EF=41) 24 (Monitoring) 1>[7 ™ k

TLA4974)L51) % (Outbreak Filtering) | Z®INL 7, FEHICONTIX, 41> X T 7
T4 7 LR—F X=UOHHESRL T ZIN,

WDFETIE, [TV T VLA 277 4% 7 (Outbreak Filtering) ] L'AR— h X—Y DI FX
EFREI U a IOV THBALET,
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. [79bTLAY 74)L%1Y) 2% (Outbreak Filtering) 1 R—

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

RI16:[FTIORTLAL2T4ILBY) % (Outbreak Filtering) ] R— MDA

o ay

B

[FfEI%EPH (Time Range) ] (K
0y AT YA

FoRT AR ARINT 27200 F T a v EED Fa vy
TET L YRR, BEHIZOWTIE, LAR— R ORI O
BIREZSHR LT 7ZE0,

[(ROT—4 %M (View Data
For) ] (ka7 XU A }R)

F— A EBRTAEA—N X2 VT4 T IAT VA%
BIRT L0, [REA—NLT 7T 47 % (All Email
Appliances) ] ZiER L £7,

TITIA TV AENIVAR—T 4 7 T —T DL ER— k
T—=HDERHEEML T TEEN,

X A TR

[# A 7HI&E (Threats By Type) |2 v a icifx, 777
AT VAR TRBESNTEBBA v E—V DI ESFE R
AATPRINET,

B~ ) —

[ Y~ U — (Threat Summary) ] &7 ¥ 3 2, [v/V
7 =7 (Malware) ], [7 1 v > 7 (Phish) ], [FFHk
(Scam) 1. BEIW[VA LA (Virus) [IZED A vE—T
OWIRBRESNET,

ZOUVR— MNIGBHINDI A vE—VICHTEA v E—D
N7 X T ORMERRTHIIE, BEOFNWEZOY
IHEI7 YT LET,

B O EEM

(& DA (ThreatDetails) |1 %777 47 7 —7 LI
X, BEOT Y (TA VR, FK FRE T v
7) BB, BEROBH, @R ShiAvtE—T0
B Lo, FFEORAEICHET IFMNERINET,
IOUVR— MNIGEHINDI A vE—VICHTHEA v E—T
N7 ox T OFMAERTT DL, ROFWESFDY
77 Vw7 LET,

HEA =Y NEDE v b
A=

[EEAvE—UO0OE Yy b A vE— (HitMessages from
Incoming Messages) | &7 v 3 %, BR LRI T v
NTVA T TANBIZEoTUHENTEZEAyE—VO
Boro 7 EMEERLTWET,

U A NALSOEBITIT, B Web A b ~D Y 7 afili
MLl7 4y v TET AN, Tk, B~y =T
RS ENET,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

[79RTLAY T4 LB YUY (Outbreak Filtering) 1~x—% ]

o ay

Bl

BB LD E v b A vE—
o

(B L~ RO >~ b A vt— (Hit Messages by Threat
Level) | BEZ v avid, 7URNT LAY T4 FZIZL 5T
B SN OEREOHEEZ R L TVET,

LoV 5 OB BRI £ 7213 BICB W TEKRTH 5 Dl
KL, LoUL LB O Y 27 BMERWZ 2R LET,
B~V OWTIE, BEVWOE A —L X2l
TATITIATVADE T A ~)VT E I —F A
REZ LT EEN,

(R

T

T RT LA T RIEND A
e

(77T N7 VA JREEN D A & — (Messages resided in
Outbreak Quarantine) ]iZ, A vE—YNBT U M T LA JE
BEICE EE o TV EREHOR S 2R LET,

Z oML, BENRBEROZEMEOHEICNE 2T —
ENETHIDITHNDBRERIC L > TREY £7, @FE.
TANAEREGDA Y=V T v FIANAR T s
LOEHEFHET DUNERS D720, 7 A NVALSNOEE
EEDGALD LREHCES EEEDET, AR
—TCHE LTI RIORFF IR b e S E 7

EFxHz Sz B4 URL

[EX#ix b7z EfLURL (Top URL’s Rewritten) | &7 + =
E. A b0 Yy ZERHE (ZEEBA v E—VHNO
HEEOLLAREMERNSH LY 7 %27 ) v LTESGE) HIC,
A= EH % CiscoWeb X2 U T 1 7%zl
FA VY M5Ol bHEICESH L S5/ URL 20R
LET,

WO URL DEFEDOH S URL LR Ens &, 20
Ayt —VHOTXTOURLBNEEWZ b0, 20
U A MIIEE CRWURL REENDIHAENH Y 7,
ZDULR—MIRE#HENDI A v E—VITHTEA -
N7 wX T OFHMERTT DT, KOFWEZDY &~
IHEI7 YT LET,

GE)

[TU N7 VvA 277 4% Y7 (Outbreak Filtering) | VAR — K _X—NZTF —T B ELLFE
IRENDT=DITIE, TTITAT AN, Cisco7 v 7T —h b—REBETEXILERDHY F

‘@40

PR OWTIE, BHEWVWDE A=V X2 VT 4 TTIAT LV ADF L TA » ~VT EI20E
2 —H A D TOQutbreak Filters] DEZSH L T &,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |

B wRL S5 Y (URLFiltering) 1R—3

[URL 7 1 )L %) >4 (URLFiltering) 1 R—<

URL 7 4 V& U7 LR— M, EZEA v E—VICR LTHEATEET,

URL 7 ANZ N T 2V Nl EoT (TUFARAT O RNT VAT T4 NH AFXx D
—IE LT, FRIFAvE—/ar Ty TANAEEHFEHLT) AF vy ENdAvEe—3
DIHN, TNHEDEY 22— VIZEENET, 7L, LT LHTXTOREN URL 7 4 L H
VY THBEORZERT 207 TIXTEER A,

GE)

URLZ 4 NZ YT LR—FEY2—WE, URL 7 V2 ) I RENDOLEEIZDHRANT] S
nET,

[URL” 4 /v4 1> 7 (URLFiltering) | VAR— bk X—TTlE, ROEHREZRRTETET,

« [EfZURL#Z 7 =V (Top URL Categories) ] €Y =—/LiZiZ, a7 Y 7 4 VX Fi2i%
A=V T ANZI—ETLHNEIDICIDPDLLT, AFX ST A Y= TR
SINTTRTOITIYNEENRET,

FEA =V EEEMTD I ENTEDLE 2T —2ay LYLE L DORTT, Ay
T —VICEEDO URL NS D56, A vE—YHNOURL DR BBV L E T — a3 UIRH
FHEHIC KB S L E T,

EAIURLA XA A »&—3 (Top URL Spam Messages)

EXA—NEXa2 T4 TTI7A4T L AD[®F 2T 4 —E R (Security Services) ]>
[URL” ¢ /v% U 2 (URL Filtering) | X— Y Ti%E L7zZ 17— N LFFR[ U A k@ URL
X, VAR—MZEENEREA,

RD7 4 2 HERENHTZFATY A RO URLIZLA— MIEERET,

WEDHDURL LiX, TURNT LAY T4NHFIZE->TLEaT—3 3 VMR & f)E
SN/ZURLTY, ==2—FJ7/WURLEX, 7Y RNT LA T4 N ZIZESTZ Y v IR
DOREN VL L HE SN URL T, 2D, ==2— k7 /LURLIL, CiscoWeb & ¥ =
Vr g 7aXxic Ay NTHDIcEIBRZIONET,

URL AT I R—=ZADT 4 )LEDFERITa T o VBIURAvyE—Y 7 4 LF LAR— |
IS E T,

CiscoWeb X = VU7 ¢ uxick b7 U v 7O URL fHMEDORERIZ., LAR— MIX
MEnFEE A,

X2 )T 4 EHT ST AT AT[URLY 4 /L% U 7 (URLFiltering) ] LiR— k ~X—T %
ForRT DL, [ (Product) | Ry 7 X oo hh B A—/V (Email) | Z&RL, [
A—1 (Reports) | ka7 X7 b [EF=421) 24 (Monitoring) 1>[URLZ 4 LR Y 2T
(URL Filtering) 1 Z 3R L E3, FEMIZOWTIEL, A X T 7T 47 LR— K X—T O
EHZBL T I,

WDFTIL, [URLZ 4% Y 7 (URLFiltering) | LAR— b XR—TDIEIE R v ay
WZOWTHH L ET,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

[#4% A —)LDI&H (Forged Email Detection) ] R— .

= 17:[URLD 4 )L2 ') >4 (URLFiltering) ]~_<— D4

o ay

Bl

oy Ay Y AR)

[H#Fﬁﬁ%/ﬁ (TimeRange) ] (K

For T AR BN T A0 A TS g v E2ES) Ra v/
A YA b, FEIZOWTIL, LAR— N OIS o ER
EEBLTLLZEZN,

(RDOT —% B (View
DataFor) | (Fay &
UA )

F—HAEFRTDEA—IN X2 VT4 T IAT VAR
R 20, [BREA—/NT 7 Z 47 A (AllEmail Appliances) ]
R ET,

TTIAT VAERIFIVR—T 4 T I N—TDLR— T —
ZDFERHBRLTLZE,

EfZURLA 7 =Y (Top URL
Categories)

ok s va it BEEBIORERA vy -0 BT URL
BT OMEL 7T T 4 hL B a—RNFRrENET,

ZOLVHR— MIGEHEND A vE—IZkT D5 A vE—2 b
T oFX T OFHMEFTRTHITNE, EOFWEEDOY IR
Vw7 LET,

FRTURLA S A A b —
(Top URL Spam Messages)

ok s va it BEEBIXORED LI URL A0 A v
T—VOMEL T T T o B a—REREINET,

HEOHDHURLE L PN==
kZ /L 72URL (Malicious and
Neutral URLs)

DO a il i %{mj@io\%'fm} /f*y@%ua)&)é
URL & ==2— hJ/VURLOF ¥ — b B2 — LI UOMENR TR
SNFET,

TOULR—MIFTEHIND A vE—IIZHTDHEAyE—T I
T XTI OHMEFTRT AL, EOFBWEEDO) &Y
Vw7 LET,

[URLZ 4 /v% U 7 (URLFiltering) | L R—F X—=Y b raw 7 —H % CSV 7 7 A VZ=
JAR—=FTEET, 77 ANVEHRMEZ T AR = b5 HFEOFEMICOWTEL, LiR—
TAT T—HABLO NI X T DO AR — FESRLTIEIN,

[fA%E A —)LDEH (Forged Email Detection) ] R—

(A% A — O (Forged Email Detection) ] ~<—|Z

. ROLAR—EREENTOVET,

cAEA—IILDOBRERDO LA, ZE LA Yy E—YOBEIN From: ~y ¥ — & —E
B, arTUVEED AL 10 A\Oa2—YEERLET,

{% )(_)I/o)*ﬁllill n¥$mo

T UV FHEOTRTO—FD—

%ZT_\‘ L/i—a—o

Zf5 LIz A /f%y@% SNTZFrom~y H— L —ET 5,

ELHBELE2—YD, =B LA vyE—V%%
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BX{EE TR T 7 4L (SenderProfile) ] x—2 [

*SenderBase L' B 27— a U —EAMB DT m— VUER, T2& 2E ROEHRTT,
cIPT RLVA, FAAS 4, $3FFy NU—2 F—F—
c Xy NU—2 F—F—=DhTIY (Fy hU—2 F—F—D%)
* CIDR [l (IP 7 KL A D %)
cIPT RLVA, RAALY, FEFFRy NI —7 F—F—OHE[~/ =F 2— B &
OHEf~ S =Fa—F
s ZOREEDPORNDA v =TV 2ZEFELTHrLD R
R EDOEEHE 7 NV—T L DNS BPRRFAES NI E Sy (IPT RLRAEEE T 07 74
L R—=T D)

HHN~ 7 =F =2 — NI, B 24 K %%4«%nﬂ—bt%/t~€WH%D%ET¢
HEOHEIZHEHIND Y b ¥ — X7 —L L REEIZ., SenderBase ¥ 7 =F = — K,
EHE LT O EREFER L CRHEIND A v E— /@%@%ET¢05§®Wﬁﬁ
EIX10CRESNET, 2k, HROEF A=V Ay E—VORICHY LET, 3K
HEEZMHH L7-HE, 1R O~ 7 =F 2— ROBEINE, EEORED 1008
BLET,

AHN~7 =F 22— RiZ, B30 BRICERE SNTZEBF A=V OREIZESWTCEIGNE
HENDHEERWT, BB~/ =F 22— FEREIUFEEEA L CEB SN ET,

P~ T =Fa— R (IPT7 RLADH)

RBFBEAB0HOE IP7 FLR a7y AL =Y D7)

e Bonded Sender A7 —X% 2 (IP 7 RL A a7 57 A )L _R—TDIx)
« SenderBase FEAi A 27 (IP 7 KL A 7R 7 7 A )L X—=T D)

DA E—UNE0R (XY NU—2 A—F—L FAL L TaTr AL _—
TDIH)

cZDFRy NIT—F A —F—IlH#TE KA D (R NI—F F—F—T T 7
AN _X=UBLIRRAL L TR T 7 AL R_R—=I D)

I DFY NI—T F—F—DIPT RLRAD (v NU—0 F—F—T 77 AL
NR—TUBIRRAAL L T 77 AL _X—=T D)

CEBTANORBIHHAESNIZIP T RLAOK (v NU—2 F—F— _X=TD
7)

SenderBase #Hlih — B A IZ K o TR SN D T X TOFHREZ RTX—T 2R R-T HITIE
[SenderBase > DFEHTEH (More from SenderBase) | %7 U v 7 LE 7,

DRy NU—7 F—F—IC R o TEHRIND FAA VBRI UIP T R L AIZET HFE
I, Ry NIV A—F =T m 77 AN _X=VIIERRENET, FASCHADIPT L
AT 25, RAA v R=VICFRSINET,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}



. [EEZE DM (Sender Details) 17— JJL

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

RAL Y TR T 7 A NDR—=I0, BEDIPT FLA%2 7Y v 7 LTEEDIERERTT
HZEL, MBI T A NDR—TERRTHIE L TEXET,

LEEE DM (Sender Details) 17— )L

[A =7 —DF (Mail Flow Details) ] : [5/F (Outgoing) | X— YD TFEHIZH DA F T
7T 4 772 [EEHEOFEM (Sender Details) | 77— 7 /WIZiE, EA— VX2V T 4 7774
TUAEDRTY v Y AP I N FAMEENERESNE T, 20T —T MR,
BN 722 —ZESNT, RAASVERIZIP T RLARKRRENET,

ZOVR—=MIFRHINDA v E—VITHT A=Y M T vFR T OFMERRT DI
X, ROFEZV 7% ) v LET,

WDOFRIZ, [IEEFHDOFEM (Sender Details) | 7 — 7 /LINOF|DOFEMEZ R LE T,

= 19:[EEE DM (Sender Details) ]7— 7LD F| D4

1k

Bl

BEHERALY (KAL)

(Sender Domain (Domains))

EEED FAAL 4,

EEHFPT LA (IPT7 KL
A)  (Sender IP Address (IP
Addresses))

FEEZOIPT RL A,

RA RN (IPT RLXR)
(Hostname (IP Addresses))

EEEDRA M,

[A/3LHEH (Spam Detected) ]

B ENTZFTXRTORANRL,

[V A VARE (Virus
Detected) ]

BRHEENTZTRTOTA VA,

BE R~y = 75T
(Detected by Advanced
Malware Protection)

BER LT 2Tl ko TR SR e A v E—
YO,

AT YT 4 NI KD
1= (Stopped by Content Filter)

aLT Y T4 NI Lo THIE N A v E—T DR,

DLP |2 L %151k (Stopped by
DLP)

DLP = VNl ko THIEENTZ A v E—2 D%,

ARt & Bt (Total Threat)

B A v — (AN, WA ILR) O

27 ) —> (Clean)

TRTO7 )= AyE—,

T LA A= NVREREDNG NI o TWNIRWT T T A T 2 A THL
BINDHZAvE—I1F, 7V —rE LTHEEENET,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER



| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

EEETIL—

[%1E& Y IL—7 (Sender Groups) 1 LR— kb R—T .

5| % Bl
LE A vE—T% (Total TRTORA =D
Messages)

7 (Sender Groups) ] L7 R— k R—

[16{5# 7 V—7 (Sender Groups) ] L'7A— h X—UZiF, EEEINV—THIBLIOA—L 7
a— R Y — T 7 a VRNCEEROBERNNBERSIL, SMTP #REB L OA—L 7a— R

=D Ly REHRTEET, EEZE I/ NV—FI2k D A—/L 71— (Mail Flow by Sender
Group) ] U A MZIE, HEEEH I/ NV—TOEIEB LOEREDRENET, [A—LTRr—7R
Vo—7 73 a il L b8kt (Connections by Mail Flow Policy Action) |1 77 7%, & A—/L
Ta—RY =T varOEROEGERLET, ZOX—=UIZE, AANT7ERA T—
7V (HAT) RV o—DOFMEOBEN RSN ET, HAT IZBET 2FEMIC OV TIE, Bflin
DEA— N X2 UT 4 TTIALTVADY =2 T AERETA L TA Y ~NVTHEESRLTL
7ZEW,

X2 VT 4 EHRT T ITAT VAT [EEHZNV—7 (Sender Groups) | LAR— F X—T %K
AT B, B (Product) | Ky 7 X U b [ET A—/L (Email) | Z&RL, [LFR—
F (Reports) | Ku v 7H o inG [E=Z42 124 (Monitoring) |>[EEEY IL—T (Sender
Groups) | Z&EIRL E4, FEMICOWTIE, A1 V¥ T77T7 47 LAR— K X=VDFEHEZR
LTLEE,

[iX{5#& 7 /v—7 (Sender Group) ] L' R— h X—=U M5, raw T —H % CSV 7 7 A )LIZT T A

N—=hTDHZENTEES, 77 ANVEHIBEZIZ= 7 AR — b5 HIEOFHEMIZ OV T,
VIR—=TFT 4T T2 BN vF 7 T—=2 DT AR— b BB LTI ZIN,

GE)

[£fE%& 7 /v—7" (Sender Group) | LAR— h XR—=Y DA ¥ o — Vi E STz LR — & AR
TEET, A=V LAR—FDRAT P a—E (134 3—2) 2Z2RLTIEIN,

[:{E5% (Outgoing Destinations) ] R—<

[(X18%C (Outgoing Destinations) ] LAR— b RX—021%, MR A — L Z2EET D KA AL 2D
WTDIFRPERINET,

[515%t (Outgoing Destinations) ] ~—YZfiHT 25 &, ROFHREEL R TEET,
"EA—NEX2 VT TTIATUARRET DA v —VDFED F AL
B RALTEEEINDA v E—VDE

e 7 —r . ANRLEME, TANAEE, w2 T FRldar T oY 7 4 VR L BHER
DA vE—DEIE,

FESNTA v E—VBIOSET—NZL o T/H— T 23T A v =T DR,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [%{E% (Outgoing Destinations) ] R—<

X2 VT T ST 47 AT [XES (Outgoing Destinations) ] L'7ARh— b _X—T & FKoR
T 5121, 4L (Product) ] Rey 77X nb [EfA—/L (Email) ] Z@RL, [LAR—h

(Reports) ] K w7 X7 [EZ421) 24 (Monitoring) | > [#%{E% (Outgoing
Degtinations) | Zi&R L £7, FEMICOWTIX, /1> ¥ T7 277 47 LiR— K X—VOH%
ZHL TSI,

F— S NOREDHRERET DI, BMRBLEOA V2T 77 4 THF A= L= |5
Y (14—Y) EBRLTES N,

WDV A NTIX, [X{55 (Outgoing Destinations) | L'AR— h X—V DX F X Ehtr a2z

DOWVWTHALET,

% 20: [%1E5 (Outgoing Destinations) ] R— < DEEHA

o ay

Bl

[FFf&iPH (Time Range) |
(Fmy7Zo JZR)

FRT ARSI 2 EIRTH =004 T a L EE) Fry
AU A R, FENCOWTIE, LAR— k OREHEPH O SR &
ZHRLTL7ZE0,

(RDOT —% %BM (View
DataFor) | (R vy 7rx
UA )

F=HAEFRTDEA—IN X2 VT 4 TTIAT A %E
WT 20, [REA—NT 7T 47T A (All Email Appliances) |
EIRLET,

T IIAT LV AEIVR—F 4 v I N—TDLR— K F—
ZDOFRRHBML T I,

B A v — Y ORME e AL
(Top Destinations by Total
Threat Messages)

MMIC Lo TERENTZHEEHA v E—Y (AL, T F
TANAIRE) O ERLOSEdE RAAL v, GEFEEA v E—TIC
1. ARLRTA VAR, Fhidar Ty 7o Z ko
ThIAT—ENTEAvE—UREENET,

E®e A v —YORUE% -
fiZ. (Top Destinations by Clean
Messages)

WHERIZ Lo TREEENTFEZ U — U RBEGR A vE— 0 4T
DEEIE R AA

EETDOFEM (Outgoing
Destinations Details)

MBRIC L o TERESNT-TRTOREA v E—T0%5050 KA A
BT D MZEFEEINC Y — b SN TR T OFEME R,
PR HIIIME ST ARL, UANVAR, T )= A yE—
U ENEGENET,

FEAZOWTIE, BEROFEMOE (107—) 2L T
TZEWY,

TDOLR—=MIFEHINAEZA =26 T 25 A=Y b
TR T OFEMERTZT AL, EOFWESFOY I &Y
Uy 7 LET,

B O rREFROBFA—L XY T4 LiR—

T4 2T DER
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
sErozanz |

[iZ1E5C (Outgoing Destinations) ] LA — k X—U b raw T — X & CSV 7 7 A /WIZT 7 AR —
FCEET, 77 ANVEHRBIEIZ= 7 AR — b2 FIEOFEHIZOWTEL, LR—T 47
T—HBIRNN T X T T—HDZ I AR— K ZBRLTIEEN,

[241E%E (Outgoing Destinations) |"N—Y DAY 2 — VR ESHIZLR— FZ2ARTEET,
A=)V LIR—= FDAT TV a—VRE (134 X—) Z2ZRLTIEEN,

REEIER

HEEROFEMOE (107 <X—)

EEXDFMDER

[E(E e DFEAM  (Outgoing Destinations Detail) | 7— 7 /LiE, ME I TEE I NTZA vEB—Y
DEFHI, B (ARA, UANVRE) E1237 V=2 Thh e LTRBEEINTZA vy E—VD
WiR, "= RN Y U REBETIBEESA v —VERTA L H T I T 4T T—T L TT,
T—2% Y= THIE, FIRHLEZ Y v LET,

TOLR—RMIFTHINDA v E—VIZHTEAvE—Y N T o T OFMEFRT HIT
X, ROFWEZDOV 272270 v 7 LET,

WDFIE, [EEHOFEM (Outgoing Destinations Detail) ] 7 — 7 /L DT —7 VWSO 27~ L
TWET,

%= 21:[E{E5EDEE4 (Outgoing Destinations Detail) ] 57— 7 )LD T — T )LF|DEREA

54 R AR

SRS R A A FaAe KA A v DL H,

AR LR (Spam ANRLELTHRIIENTZA vE—TV%,
Detected)

7 A VAR (Virus ANLE L THRHEENTEA vE—VH,
Detected)

AT UV TANBRIIEDL AT Y T AR Lo THIEENTEA vE—TDH,
FELIE  (Stopped by Content

Filter)

Gt i (Total B (AL, UANVRE) L LTHREENEZEA vy =V DAE
Threat) .

7 J—> (Clean) JV—rThdEmEINTEZAYyE—V DK

WA =V ORFH B ETF 2 Y = Th2 & LTSIz A v =Y ORGE
(Total Proceed) .

N— R N7 A (Hard KIEHNCEETREEL LT~ —27 SN A v E—I 0,
Bounces)
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B mses

[TLS

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

{& (TLS Encryption) ] R—

F% Bl

BefE %A (Delivered) BfEEND A vE—T0%,

BEELA VO EEEND A v —VOai =R " 2%28T) |
(Total Messages
Delivered)

%51t (TLS Encryption) ] R—

[TLSKS 514k (TLS Encryptions) ] 3—IZiE, A —/VOEZEITEH I D TLS #EH o 2Rn
EERRRFR RENE T, ZOLAR— M T, TLSEHMEZEH L TA— L ZXET 54 R A
A DOFZDONWTHRINET,

[TLS #5¢ (TLS Connections) ] ~—Y & EHT 2 L. ROEHRANETE LT,
« EZAFHEGIC L D 2URAY7R TLS Off HEIS,
 TLS #EfeiC i) L7z 3— R —,
« TLS 8t P) L7225 o i— R —,
* DANE 23 % 7R — F STV 555 TLS #6llith L7z /3 — FF—,
« DANE 2378 — b STV 5 3E(F TLS ke R L7273 — R —,
* TLS RBGEICED & % 73— b F—,
e N— N F =M TLS &l L7z A — L OR2RN 725G,
X2 VT BT ST A7 AT [TLSH 5k (TLS Encryption) ] L'7AR— b _— T & RKIRT
2iE, [ (Product) ] Ky 77X o uinG [EFA—/L (Email) ] Z2@&RL, [LFR—
(Reports) | Ka w7 X umnt [E=421) >4 (Monitoring) 1> [TLSEES{E (TLS

Encryption) ] Z#ER L £ 7, FEMICOWTIEL, A2 X777 47 LiR— F X—=VOEH%ES
LT EEN,

[TLSHs 51k (TLS Encryptions) ] L'7AN— K X—IZiX, ROXTRH D £,

< 15

< BEfE
T—ZNOFFEDEREMRET DT, MRBLOA 2T 7T 4 TEFA—/L LR— b=
v (1=) EZRLTIES,

WD Y A NTIE, [TLSK;5{k (TLS Encryptions) | XN—Y DX EFXFE ek v a 2O THl
Eﬂ L/iﬁ—o

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

+ 22: [TLSWES1t (TLS Encryptions) ] R— > DEEHR

[TLSEES1t (TLS Encryption) 1 R— .

[f[E4%EPH (Time Range) | (Ko v 7 & vy
U

For T HFHEPH A RINT 5720047 v 3
VEMES Ruy 7o U R b, BRI OW
Tl bAR— M OFRFHHEHHOERZ S L T
TEEW,

DT — X% %28 (ViewDataFor) ] (K v
FHE ) AR)

F— B ERRTDHEA—N X2 T 4 T
TAT VALRIRT B0, [REA—LT 7T
A 7 > A (All Email Appliances) ] % 3R L &
R

TITIAT VAERFI V=T 47 T —
TOLR—=F FT—=HOERLBMLTLLIEE
VY,

TLS#%#%:%k 72 7 (TLS Connections Graph)

[TLSHs51t : 515 (TLS Encryption: Incoming) |
NV, BERE NIRRT
LR, 1 A/, 18, 1 A, £72131
FERNER Lo, ks hlomgaib s T
WRWTLS #5587 7 7 I TR SN E T,

[TLSHE 54k : 3815 (TLS Encryption: Outgoing) ]
ANV, B S AV RERIE S UL BT
1RERD, 1 B, 1EM. 1 » AR E£7231

FRICHE Sz, Kb Shio/eb s
TWRWTLS #5503 7 7 7B TR RSN E
R

TLSHEEi Y~ U — (TLS Connections
Summary)

[TLSKF 54t : {5 (TLS Encryption: Incoming) ]
R—=U T, BEAvE—VORE, KBt
ENTMEFALEN TRV A v E— VD&,
FRNRIL L T2 ZAZ TLS K Bk A v — Y D F
MEREATRREINET,

[TLSHE 51t : 3815 (TLS Encryption: Outgoing) |
R=UTE, BEAvE—VORE, Kb
ENTMEBILENTOWRWNWA v =D&,
BN/ IR U 72355 TLS BE Bk A v & — VD
B, B ORI/ R L7 DANE AR — k&
LTV D FE TLS #t D \mA KA TRIR S
nET,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |

B sesssar—on

TLS * v &—3 (TLS Messages)

[TLSI =1L : %1% (TLSEncryption: Incoming) ]
NV T, TLSH A LS Tnd/STn
RWERA v =V ERIGN., 777
EATERENET,

[TLSHE51k : #81F (TLS Encryption: Outgoing) |
N=UTHE, TLSE S L& TS /Sh T
RWRERA v =V OB ERIGN, 777
B TERRINET,

TLS A v&— %~ U — (TLS Messages
Summary)

ORI, TLSHE A LENTWD/SI T
BRWEEAYE—VBIOREAYE—VD
BEBLOEIEOMENREZ RINET,

TLS#E4t 5034 (TLS Connections Details)

ZORITIE, BB bENTA vV EEZ
BT RAAL OFEMNERENET, & F
AA ANTDNT, HER ORI, EESNIZA Y
= BLOBIIEI U TLS#ft 0% %
FRTEET, HRAALNZHONT, RIN/E
LT OEI SRR TH L TEET,

FEAIZ DWW TR, TLS EfiGrmTr —7 v (
110 X—2) ZZRLTIEEN,

BEEIE B
TLS e BGEEMT — 70 (110 ~—3)

TLS #EEGER T —J L

TLS B8 BGEEM T — 7 ik, B, BMELT- A vt —Y, BX ORI £ 721360 L 7= TLS #
EOBDOEEE., BEBLIORERA vE—VORKTLS AT — X A2 R7T 5, fEROTF—
TNTT, & RALUNTHONWT, /KRR LT 0B G2 FRrT52 L TEET,

WDFIL., TLS B HGEMT — 7 L OB OFHAZ R L TWET,

& 23: TLS A a7 — T LD 5 D ERBA

F% B

RAA EEHED RAAL 4,

7= (Failed)

BN U= TLS WZEARR U E L | R L 72, B2 9T TLS #i,

J%Zh L7= TLS #ZESuccess D Lie, #3723 _To TLS #i,

Failed)

S U7=TLSHESE (TLS Pref. | B L7=, #9459 TD TLS ##i,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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[52{E SMTP

[{5 SMTP 223E (Inbound SMTP Authentication) 1<— [J]

F% B2l

X U7 TLSHELE (TLS Pref. | fkh L7z, #5694 254 ~To TLS £k,

Success)

B TLS AT — & A WDLMNIESNTENY B THNT TLS #5 D AT —H A
«0:72L

o1 MZH - R

o 2 : HELE - JCRK

o3 WIH - D)

<4 HETE - Rl

DANEZHZ (DANE Failure) |DANE 23H748— b &N TV 5 %5 TLS #k DB DA%,

DANE/%%) (DANE Success) |DANE 239 7R — kb & TV 2 2E{E TLS Bt O RS O & 5454,

AFHTLSHEEEL (Total TLS | TLS H8 D & FHL,
Connections)

R (VOGSO 75 7 51k TV e TLS #e D& FHL
(Unencrypted Connections)

TLSDEIE (%Y%) (% TLS ofall | 9~~~ T? TLS #ft (295 TLS B 5L D EE,
Connections)

TLSHEH D A v — TLS A v & — Y DO,
(Messages by TLS)

#aak (Inbound SMTP Authentication) 1 X—2

[5%{8SMTPFEAE (Inbound SMTP Authentication) ] L'7R— h X— 21X, 7 74 7> hEHED
AR, BXOEA— NV X2 VT4 TTIAT VAT DAV 7T (7T MNET
SMTP & v ¥ a U &iGET 572 @ SMTP AUTH i~ > RRFEREINET, 7T IAT A

%, FEFIEFE 721X SMTP AUTH =2~ > REZIFAND E, A=V 7T 47T h~O TLS #fe
Zﬁ:ﬁﬁi LET, 72947 MIZOEREFEHAHL Ay E—VEBELET, 7774 T A
1T, 2T H0RITE 22— HENMN TBIFCEanzd, LER— ML, RAS 4 E RAALVIP
7 R U AIZEESWT SMTP JBFEDFEMNE R I E T,

ROEREMRT DL, ZOLFR— b EFEHLET,
« SMTP §8FEAEH L TV 2 E(FEH O EL
« T4 T MEEAMH LTV RO
« SMTP AUTH Z{EH L TS Bfse Dk

FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B (== SMTP 25T (nbound SMTP Authentication) ] X—

o SMTPFHGEAERH L L 5 & LT, Bk L FA A
° SMTP I nﬁﬁ)%aﬁ L/f‘\_#jj”c 7j—*‘fl//\ D 7 z&ﬂf% 'fﬁﬁﬁ L“Cl/\%)?ﬁ,fﬁf@ﬁt

X VT 1 ff¥777 FTA T U AT[Z(ESMTPFRFE (Inbound SMTP Authentication) ] L'7A"— h
NR=VhFRATHIIE, [ (Product) | Fay X7 oG [ A—/L (Email) | 2R
L. [A—F (Reports) ] Ry 7 X unn [E=41Y 2% (Monitoring) |>[Z{ESMTPER
§E (Inbound SMTP Authentication) ] ZER L £9, FEMICcOWTIX, 1 %777 47 L
N—h X=UOMHESRL T EEN,

[3215SMTP:EAE (Inbound SMTP Authentication) [IZIZ2 2D =2—0NH Y £,

+ KA A > (Domains)

«IP7 KL A
INGOE2—TiX, SMTPFRGED AT v g v RS, BIRL7-E2—0Da 7% KT
frEnE 7,

[31& SMTPFEAE (Inbound SMTP Authentication) ] L'Av— k ~—|Z ZAF LIcBfin 77
7. SMTP#GFEEm 2RBIT LI-ZE LT-ZEEF DT T 7, ?OJ:U\EF%%/L@MFI AT O 2 & T
T NVIRERIRENET,

WDV A ST, [Z{ESMTPEGE (Inbound SMTP Authentication) ] LA — h _X—T DX FXF
i/ »‘/@:/)l/\fﬂﬁﬁ)ﬂ L/iwg‘ﬁo

& 24: [Z1ESMTPEEE (Inbound SMTP Authentication) ] R— < DEEHA

toTay Bz

[RFfH#iPH (Time Range) ] (K | Fnd HIFHEHAIEIRT 2720047 a V&S Fry
ny AT YA TET YA N, FEICOWTIE, LA — b ORI O
BIRAESZRLTZE0,

[RDOT—H %5 (ViewData |7 —HERRTDHDEA—N X2 VT4 T T ITAT VA%
For) ] (Fmy 7 X7 URR) |BIRT D, [BREA—NLT 7747 A (All Email
Appliances) ] Zi#R L £7,

TITIAT U AEIIVEAR—T 4 7 T N—T DR — K
T—=HDERHEBML T TEEN,

[3218 L7=#%t (Received [ﬁﬁbk%ﬁ(m%mmmeMM]ﬁ§7fi &€
Connections) | 77 7 L 7o IRp IR 12 350 T SMTP #8GEA 85 L Tt 258G L

EoELEA—N I ITAT v FOFEBERIRISNET,
TDT TN, TTTAT v ANZE LI R E
SMTP 3BiE& i L CRREEZRIT Lo T 0k, 7
FAT b nEEﬁié"ﬁﬂﬂ LTl nEﬁ)%E&jOJ:U\EJZJjJ L/ﬁ_hf
D, SMTP AUTH =2~ > R&HE U CRREEMN LB &
O LT OB TR S E T,
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