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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.
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HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
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Software-as-a-Service (SaaS) T /L ~DOBIT/ Y, HAET LR TBITT S0 Cisco Secure
Workload DEBEREANT DH A X o Az L F4,

ZOw=a 7L, BEAET VCHEET LR R & BEFEEZBET HDITEN ST A REL
THREL £9°, 72 & 213, SaaSET/WTIE, FikARfliksERE 7 L, RWRETA = X b, B &
WNSaaSETF L Z BT 520D N— R = 7 OYFRRRENRE L WHFEARH Y £ (/
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DEANLEHIERAINDEIRA NS T 7T 4 AbEENTOET,
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PEAL BT o A2 b LES, 272 L, A—F A L—%, axs ¥ BT
AT VA, BEOP2—F =T H 7 FNOFEHEL X —ILIFHTHRETLILENHY £3, =—
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Cisco Secure Workload 7> L 2 X9 SR 4 H\ 5 SaaS ~D#17 |
B -orv—zoronrI—570-

. N\ Y A . N 4= —_ —_
IVRY—IVROBITI— 20O
AL—RIBATE AR T DT, ATV IRT T T A4 T A5 SaaS BEICT — & &Rk
ERATT DI LE R FIEOHEINREN TV DIROTY R —2 2 ROU—7 71— it
WET, BITT7 7T 4 BT 4 i X bT 2120k, EFIEAZNEFZFICFEITTHZENEETT,
1:BITDHER

Prepare for
Migration

Migrate
Configuration
Components

1

General
Requirements

Locate the
ReadMe.txt file and
review instructions

2
Prereguisites

2
Create APl Keys

Limitations

Run the checklist
script and prepare a
list of configuration
items

Using Scripts

Configurations Configurations
and Agents

Post Migraﬁo" 1 Rerun the Checklist
Validation Script

Migrate 1 2
Migrate Migrate Agents

1 BATOWER | —AMZREE, RIHRAIE, B X ORI 2 5 11T 0 HEf,
2 27 VT N |BITAZ VT hedvra—RL7cb, ReadMetxt 7 7 A V&
B LR | ROT T, 7% A N7 7 A VOFIEERR LET, 2 94T~
AUR—=F | hw VAT Python BREEEBATAZ U 7 MIERT A 7T UM
h OBAT £ YA P=LERTND D L TR LET,
(3) Wk e Y 7 b | BITHIF = v 7 VA REMER LIS, HiskE Y 7 by =7 =—
— eTT— | Vel hOBTERITLET,
DA NV A
17
(a) BATROBGE | HEBMAE R & FRIMRER 2847 L72b, F=v 7 U A bR
~ 7 U7 N EEFEIT UCBATRI E TR L £
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I Cisco Secure Workload > 7L S X9 S XA H 5 SaaS ~DFBIT

HIRS 1

ZO==2 TV, A D Cisco Secure Workload V' VU = —3 g @ L CWA Z & R L

LTEY, BIT7ut 2T 22 OMOHRRME LR L £3, AHERIFIIRO LB T
j—o

cBATT R RCMET DAL T VIR T ARG HEEE. BT MEET
D, AT VIR TRAZDOET T2 FEHD SaaS 7 > MIABNIBEBITINE T,

YR T A B ANBITHRT T N THEAFRETH Y . SaaS~DOBATICEHRE T /v R %
fECcx %7,

 BATHARI, A0 7V I A7 T RAABEEOHERITIET SN ET A,
s BBATHIRF, AT VIR TRAXBBETOBRERIZZ7 ) —XLET,
cF T VLIADT I IAT ALY —ERIIHHFEBVICEEL, EF T,

cHF TV IRADT T IAT VAN DERELITEELEL LD T F— MR RWT & 2R
L9,

¢ U —R38 TlL, IROMENEIEINTWET,
A N e AN =T

s 7 —X% 77> N7 4—L : Tetration Lookout 7 7'V 7 — 3 ([#&K (Organize) ]>
[Look Out])

o[# v =R —FK (Dashboard) ]:[7 =~ — (Flows) ] ([Investigate] >[5 71 v
A aiR— K (Traffic Dashboard) ]) .

s [NT A —v U AKX v aR— R (Performance Dashboard) ] ([Investigate] >[/\7 #—
IR ZyiaiR— K (Performance Dashboard) ]) .

e XA N—=T7w KT 7V r—v a3 ([Invesigate] > [ R4 /N\—T v K
(Neighborhood) 1) .

o [V—2 A~_—A (Workspace) | NDHRY v —a2— Rt =—,

BITD %R

— BT EH

T VIRTTALE YT N 2T 2=V M, A=V a 38 LK THDHLEN
HVET, AT LIADTFIA T ATHENWAA=Y a VEETLTWAERIL. 7T
ARLI) TR 2T 2=V a3 NRX=Va T v 77— RLThb, BITEH
TTH5ZL2HERLET,
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Cisco Secure Workload 7> L 2 X9 SR 4 H\ 5 SaaS ~D#17 |

T T L— RHEOFEMICOWTIX,  [Cisco Secure Workload 7 v 7' 7' L — KA K]
FHEBLTLIEE N,

* Cisco Secure Workload 77 » h 7 —2& API C1BET DI AT 2D Y A M &2ER L E
T, BITWE T L6, #H LU SaaS 77 > b Tl 7 Cisco Secure Workload API &2 7' A
UIEHREER L, LW —Z A L TN AT L2 B HF LT IZEN,

cBATHICE—V v MEAO RTINS TREIND T2, A T AR A E
WL TL &0,

AR EH
o FENAPI /- IZHEML &N 72 API Z I LT SaaS 77> M2 ERT 241X, =—h L
a—Y—F 47U I RABRENDS SaaS T v MIBITLE T,
S ETERE :51%—(@20@&4’70733‘?)@35?‘0

» Lightweight Directory Access Protocol (LDAP) : SaaSERIE CH AR — b &I TV iR e—

AN =P —=ZBATT DI, PIC2—F =% ID F'u 1 & — (IdP) (AT D
VENDY 9, 2—F—% P IIBITTHI21E, 2—F— L u— L OFEHBITOE
K% SaaS 7T v b7 4 — L TEELET,

o I N A AL (SSO) : SSO DBATTIE, WAX~v—IdP LD Tz TL— 3
VEMALET, ZOXA TOINTRIETIL, SaaS 77 v b7 4 — 24 L IdP I O(E4E
BREMNL T D20 ERHY £, 22— —La—LOFERBITOERE SaaS 77
N7 4 —ALTEEFELET,

+ Cisco Secure Workload 77> MMZT7 7 ® A9 572D URL A E L ET,

«CMDB = b U L3FOAIE (A 7L I 2L SaaS) ZHER L E7,

T — A ORE L HIBROZERNZ DWW TIE,  [Cisco Secure Workload as a Service] #Z MR L T
<TE&EW,

e TV IADS SaaS ITBITTAHA. AV T VIART I IAT UV AD[TITY F T4 —
L (Platform) 1>[ k5 7L a— bk (Troubleshoot) |27 v a > iZ& % Cisco Secure
Workload Ul 7> 3 NI TE £ A, £72. SaaS B TIIANTA 7T AT 7
FXDE=H Y T IIRETT,

* SaaS JEBATIE, HTTP 7V b ANT 2 R/ 0 X USRI AR T,
o [fE AR HT (Usage Analytics) 147> 3 >id, SaaS BB CIIfEH TE 8 A,
LU H—TTARXT T INT R T AT U4 —)L)b—)L T, CiscoSecure Workload SaaS

@%ﬁ%m@?ﬁ%N?VFY&?Xﬂ%ﬂéﬂTmé:kéﬁﬁbifo&ﬁ@?:w
LEAF A=W, AU A NMIEOLILENH D IP OFMAR Y A MRH Y 9,

BTV =7 7 u—OFATHIC, MEEOH ) ZLELL T IZE0,

HREREDREANC OV TIE, VU =X/ —F2ZRL TS, VY —R38 TlE, kD
BERED L STV E T,
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https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/upgrade/appliance/cisco-secure-workload-upgrade-guide.html
https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/security/cisco-tetration-privacy-data-sheet.pdf

I Cisco Secure Workload > 7L S X9 S XA H 5 SaaS ~DFBIT
sirotn i

eNn— Ry TRy —ta=N—P T —Tx h

o« 7 —HX 77 N7 4—2L : Tetration Lookout 7 7'V -7 —3 3 o ([#&AK (Organize) ]>
[Look Out])

«[# v 2R — K (Dashboard) ]:[7u— (Flows) ] ([Investigate] >[5 71 v ¥
A aiR— K (Traffic Dashboard) ]) .

s [NT A —< AKXy 2R — K (Performance Dashboard) ] ([Investigate] >[/\7 #+—
IR Ay aR— K (Performance Dashboard) ]) .

¢« FAN=T» R TV r— g ([Investigate] > [+ /A—T v K
(Neighborhood) ])

¢« J—J AR—ZANDORY > —a— RNt = —

HREIA
cROT—ZIHAFBITSNEE A,
BETa—T— X
cKHEn s

o API & — (FERL L CTHNEL S AT KB

« U—J AR—ANTIX, ROT—XHEBEIBITSNERA,
T I T AT 4 u LR == g VR
« ADM /1 v\ —3 3 > b ADM fi RO JBIE & 45 5 g R
ARV —DRFN—T a VOBRPBITINET, BITHET LIS, R —04%
BEAMNILET,
c ROT—Z AL, SaaS B TIIHHATE T, #FR— SN TVEEA,
=Yz DY E—FVRFHERE A L F—T = A ZHERDA T 2 b
s[m 7 A (Login) | X—Y DA vyE— L SSLIFHEDA T a v
* STIX-TAXII

o [1##% (Federation) ]

« AT, SaaS B TIIU FORNFIIMEN TE W EITAETT,

AT VIRADT T IAT VATIE, GUIAT v a DTS5y b TAr—LA
(Platform) 1>[ ;3 JJ)L2— bk (Troubleshoot) 1Ak fHAH],

o [ ARIAHT (Usage Analytics) |47 3 a o 13 A ],

AL T TANT I Ty DEF=HY 7 DlalkE,
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Cisco Secure Workload > 7L S X9 S X2 H 5 SaaS ~DIT |
B <y vorzmmLEgRa k-3 roBH

«HTTP 7V b N v REFITT v X UL O [a8EE,

29T EERLEERD Y R—F Y OB

ATy TN BITAZ VS &y ru—RKL7zb, ReadMetxt 7 7 A /L% Aol CFNEZ MR L, Python Bt % 1ERK
L. BITAZ VT NMIUBERIAT T VI TA T b=l VA =L LET,
GE) TAC 7 — A% d—72 L, 7L I AN SaaS ~DBITAZ ) T h~DT 7B A%BERL
¥4, BREoa~vy FOERFEEHAZ, 2o~ 7 )V 3E& LY £4, BITRICERES
WATERINZ SN TIE, README ~ == 7V &2BB L T F X0,

RT9 T2 BITREBITROE G D7 F A% T 5 T, B4 MEEH L L T Cisco Secure Workload 7>~z 7
A LET,

AT w73 Cisco Secure Workload Ul T, ARBID 74 3> >[APIF— (APl Keys) |DJEIZEIR L £,

AT v T4 APl ¥ —ZA{ERT 5 I121E, [APIF—D1ERL (Create APIKey) ] Z#EIRL, RO U A MIH DD D1
DD APIHREAE A I LET,

2: APl T —HRE

API Keys

Create API Key

Description

SW sensor management: APl to configure and monitor status of SW sensors

Agent Installer: API to download software packages, install, upgrade and monitor Tetration agents / virtual appliances
Flow, workload and inventory APIs: API related to workloads, flows and inventory items in Tetration cluster

Users, roles and scope management: API for root scope owners to read/add/modify/remove users, roles and scopes

User data upload: API for root scope owners to upload annotations for inventory items or upload good/bad file hashes
Applications and policy management: APl to manage applications and enforce policies

External system integration: API to allow integration with external systems

Tetration appliance management: APl to manage Tetration appliance

Tetration appliance monitoring: AP| to monitor Tetration appliance settings and configurations (read-only)

At least one capability must be selected.

ATV TS APIX—T7 7 A NZF o ra—RL, BITAZ Y7 hERUBTICRTEL 7,
ATFYT6 AT VLIARTFU N TCTF 2y VRAMRZ Y P E2FEITLT, BITTOHREBEO U X 2 8HEL £,
Frxv I VARNZZ YT IS OHNTLTHIEL TN,

. Cisco Secure Workload #4741 K
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I Cisco Secure Workload > 7L S X9 S XA H 5 SaaS ~DFBIT

2oy 7 rEEALEERI  R—x > roBT [

AT9 T BITOSESEFREBETH L WS SaaS T M L TF 2y 7 YA RRZ Y P REHET LT, 3TO

HERRIE H AU AT SN D L O IC LET,

B3:FzvIURRRIYTbOHAN

GE) BITAZ V7 b eI L. —HoMAEBITEE b E T, —HMoEBITES LS
TRVATREMEDYN D U £, BFATIZ APL Y AR — b SN TW WD itk DO—EORERIHH

FFETBIT T 2LERH Y 97,

WDOENZ, BATHEGMEKRIER Oge/a ) A b2 RLET,

= 2: BT EERI VR—FR 2

BREaVR—%2 b BITH

FH 7~ [Automated]
Aa—7 [Automated]
AR T 4 H [Automated]
R N = B S ) [Automated]
T—xz T b [Automated]
U—J AN—2R [Automated]
U= AR—=ARY — (FEH"\—T 3 ) [Automated]
U= ANR—RAT T AK [Automated]
0 —/v [Automated]
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B #scvorozr—soorona

Cisco Secure Workload 7> L 2 X9 SR 4 H\ 5 SaaS ~D#17 |

B R—%2 b BIOAE
a—H— [Automated]
bR 7 4 T 7 P BEX T —27 A~—2 | [Automated]

SN A—r A b L—X

H#E) (727 A AFHRALE)

7747 2 M= =D (=S —=R— ) [Automated]

TrL Vv FudrAEAL Tk [Automated]

R =TT b—F (BDAZLT T L—1]) F#) (APIFIHATRE, AR A Bhb)
I — L [Automated]

7 )L D ADM HERL [Automated]

T T — REEITV v ¥ [Automated]

[E¥ =7 %2 % (Secure Connector) ] F#) (API R AT

AT 7 Z A4 7 > A (Ingest % 7-1% Edge) T8 (APLFIAARH)

EEVE F#) (APLAIHAIRE, KA BML)

T—F 5y T O

F#) (API FIHART])

GE)
A UERERBEL T ZEN,

BREY I b9z T7I—o

b

WA =T RARL—2 AR B ZMEH L TODEE1E. ROBITT = — XTHELeRfz, v 7

b DT

R E =22 NEBITTORMOAT v 7L LT, BiTHIT = v 27 U A ML ET,
BATRIF = > 7 U A O[NP TE 726, e =—Y = NOBITERMG L E3, KFHE%R
DIRN—ERORERRZ AT L TRATT 2 581E,. =— Y= FNOBAT, BE), A A=, 7T
VAVAN=, BBy A—AR=T I T BT s OB E, FWEEOI T 7 a D

AT T U A E AV a— T 5T

EERMERL £

BERER (CX) = Y=7 b= b= THEHORE L REDEMFZEZE LIBIT 7 1
T ALROFEM 2 R L7CRr il B L £,
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I Cisco Secure Workload > 7L S X9 S XA H 5 SaaS ~DFBIT

BROBIT

1R BRI

B OBAT

AT 7 Z 4 7 A (Injest BEL O Edge) &EF¥aT axs ¥RT CICHA ST DEE,
BATZRATT DIIITN D2 HREHAT 2 2 L 2R L E T,

FEAMIZ DOV TIE,  [Cisco Secure Workload ==-—#—77 1 K] @ [Virtual Appliances for Connectors

EZRRLTIESN,

FFUVIARTFGAENSDIINE A — 7 A N —ZRaARX I RZT VB ATX, SaaST 7+
MZBATTH5A1T, SaaS &4 FLIA AL T7TFA N7 F oGO =D, v
VIADT T IAT VvV ACEX 2T ax 7 X ERIRATAZ EE2HRLET,

Sz OV CiL,  [Cisco Secure Workload = —4— %44 RJ @ [Secure Connectors] #Z /R L T

<TEEVY,

ATYT1 BITAZ VT FEFATL TR ABITLET,
4: SRILOBAT

SEREPMARER (roatfs MOl (L 1 FFSFAERRAS

req_payload = [tetpyclient.MultiPartOption|key="E-Tetratlon-0per’ .
re_dat.uploadi file_path, b3 56137 onib/up 1o

A | aded cndb Tiles to Temant | Tomatigst wrf dd))

uploaded crdb flles to Temant TB8243

file_path = * sib. v’ . formatisrc_wrf_idl
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o [h— N—CAGEBEDF A (Use Server CA Certificate) | DA Zh1k,
8 [TAL (Test) |RZ &7V w7 LTHELET,

T—=RI\NV I Ty TDHRE

TIARV I FAZTT=E Ny 27 v 7R ET HIIE,  [Cisco Secure Workload =—H%—7/ A ] @
[Configure Data Backup)] DIEIZFLH SN TV D FIAZFATL ET,

DIRBT—=BDNYITvT

TIARV I TARXTT—E Ny I T v T HRETDHE, MHEE— FEEDZL TWRWERD, 7T A%
F—=HDONy 7T v TIFEBFOARr Y a— L ENERZNCHBIIC N A—&hEd, T4~V TR
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B x5 i1o525mm

ATv74

ATy Th

ATvT6

A THRIERET —ENDNRN I T v TEN, NI T v T DAT—H AL, [T—H#Xv 77T v (Data
Backup) | ¥ v 2R —F ([(FZv kZx+—4L (Platform) |>[T—4%/\v 4 7w 7 (DataBackup) ]) T
MR CTX E 9, FEMIC DWW T, [Cisco Secure Workload = —— 747 K] @ [Backup Status] %= ZM L T
<TZEv,

NERAML—CTODT—ENVI TV TDEZS—

L7 r—var7ubRAEE=H— LT, TRXRTCOT—FPEMICEEIN TSI EaMRL, 20
7 — A TRAETHAREMN DO & A REICRE I L £,

ISR D HEREIE

7T AL L 83 A L — [ C Backup and Restore v A7 A& RET HHA1E. TNO a8k TH U v
I DOWIIEEBET D ENEECTT, TIAVIV I TAZLRZ N, T T AR E AN L— VT L
T 7=y 77y T eETERFHIZLET, BT TIL IR I L ITRHEDEORFIIESHE D
e, Uy OBIER 2z L, MEET 52 0ERH Y 7,

WAN ) > 5 B

WAN U > 7 BEFRAEIC 72 D A[REMEZ B [ET 2 Z L MNEE T, ¥R, BIT N7 7 4 v 7 N EWE— 27 OE
R 2 ZEBTA2LENH Y £, LEISU T, TWEEREL., B SNTBITHBN TBITE E177
HEICT ARk A a— 1 LET,

AR INAD S A AERK

ATy I

Ny P T v T EINET—FE2E LT DHITNE, AL ET—RTRE AN 7 T 22 RIALET, M
IZ2WTIE,  [Cisco Secure Workload =—#—7/ 1 K] @ [Deploying Cluster in Standby Mode | % Z [ L T
<&,

1. ARZRA 7 FZ2AET, [FTFy bT+—L (Platform) |>[T—%/\v 9 7 v 7 (DataBackup) DI
IR L FE T,

2. ROFFMEHEZANLET,
o« 2 b L— Y D4R
e ANL—UTREINTND S3HEHLD /N > b,
e S3YEHLODO A L —T 2 RARA » h @ URL
 ((EE) BHEDOA L= 2 SSHEIDOA R L—Y DY —T g
A NL—=TVDT I EAF—

o A N L— VDR G

3. (AFvar) LEIZSEUT, HTTP a2 Hhicca £,
4., (EE) A=V —N—%WIET DT, ROEEHERLET,
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3

&

1ot [

o CA FERHZEOFERM D 7] FHE,
o [F—S—CAGEHEDOHEM (Use Server CA Certificate) | DAk,
5 [TADN (Test) |RZ > &7V y7 L, S3TARPET LI LB LET, =7 =0Bb55A1,
ARL—=2DT 72T 4, BRI TAZOHEREMHZRLET,
6. TAMBETLEDL, IR~ (Next) |27 Vv 7 LET,
NI T o TT—=EANELL TN 72 FENTWARIEEHERL, X I T v 7 DTT—4hF=HF—1L
F9, FMZOWTIL,  [Cisco Secure Workload = —4"—#4 1 K] ¢ [DataRestore] ZZM L T 7ZE W,

ATY T2 ta guestt—H—NAZ LA T TARIZT 7B ATELDHERT DI, 22— —DIER F 7213 ERC
SSH¥—#BEMLET, 2=V —ZBMELITIEFETLHITE, FEF—var vy RUT, [A—H—7F
€A (User Access) |>[1—H— (User) [DIRICEIRL £7,

R 11: A2 L) S5 R2D1—F—DHM

Secure Woarkload

— Labelng snd grouping your worklcans i essentisl to the powss of Secare Workicad. We en feip you get stamed, Run the vz now
Cluster i in STANDBY mode, any changes mede wil bs discerdec once the cluster fai over,
L} User Details
= Lzer Detalls 2 Asslgn Roles 0 User Revlew
Email
testuseneisca.com
First N
Tes!
Last M
LUser
e and “Show &) i t 9
Import ¥
APl Keys
Mo AP kays.
Next

= — L =

B IR DIRELE
Brx7ut AZHIBET AHINC. ROT—ENTITA<VITTAZNGARAZ L INA T F AT
V72 FENTWNWAHI AR LET,
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B exvor:

ATv T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

ATv 710

AR NN T—=H AN —=UEEN T TA V)T —H AN —URE L TWDZ LR T HIC
X, 794~V I TAXT[T—%3y 27T v (DataBackup) JI\ZBENL, AKX LA 7 FTAX T[T —
#1550 (DataRestore) [\ ZBEIL £, WD T 2% D WSFS, Kafka, 33X NUIFQDN D7 T % 4 ##
WRNFE—TH D &R LET,

ABUNA T FGAEDFT =Y ar 4 RyT, [Ty kTr—L4 (Platform) [>[9 5 R 2K
(Cluster Configuration) [DIEIZEIRLET, [T A4~V 7 T AFZH A 44 (Primary Cluster Sitename) ]
74— VRIZIELWSI7A < I TAZANREENTVDZ L 2R LET,

AR NA Y FTAZEFRULET, $XTOT—V 2 b, IRI X, BIOINEA—7 A FL—& )
BT TATV I TARIIT 7 EATELZ LR LET, ikl L UG @ H T LDAP %721 SSO
ZEHALTODEATE. LDAP 8L OSSO IZEfTIT bz RARA > MET 78 ATE S Z L &hk
ALET,

TV IR IAR VI TAR LR UFETAZ UL 7T AZ LBETEALHICTAICIE. W
FDIFGAZDT 7 AT T —NI—ARNRELCTHDHI LR LET, HRIZIE, V—r—FKED
T7ATUA—NE, V—2ua— KNI TRAZMORXy NI—27 EOT 57 AT O 4—NABEENET,

TIA~ V7T AZUI~DOREDIRNT 7B AZHERT D720, TITAXV I TRAEZERZ L NA T
TAZ DTNy 7T v TOEEEH N AA 4 (FQDN) ZERT 5 2 & 28 L £ d, 72 & 2,
TIA<V I TALZDOT—H &t L, DNS # K59 5 &, FQDN [cluster].enterprise.com] &
lcluster2.enterprise.com| DM FNAZ L NA 7 T AZZRT LI 3, ZOREE,
clusterl.enterprise.com ® GUIIZT 7 B A TE RS RV ETH, 774~V 7 FAZLELUIPT LA %
fi9 DNS #—,3— [cluster]-backup.enterprise.com| |Z FQDN #1Ek3 % Z & C, 5l&HiZ GUIICT 7 &
ATEET, 7—H¥ %L L TDNS #8595 &, [clusterl-backup.enterprise.com| &

[ cluster2-backup.enterprise.com] DM SFINAZ L3 7 T X2 %45 L, [clusterl-backup.enterprise.com |
Bl &ERE 7 IA4~ ) 7 T AL BT L1270 £,

ARG FGRAGZT=E DT ) 72y FRELHEEL TS Z 2B LET, 7Y 7=y FSh
12T —BNTTASY I FTAZDT = =T 52 LE2MGET DI, FEF—var v RUT,
[FT5 v kT+—L (Platform) |>[T—#% %t (DataRestore) |DIEIZERNL £,

Fer—rvar v KT, [3 TN a—bk (Troubleshoot) 1>[V 5 AR RXAT—4H X (Cluster
Status) |DNAIZEIR L, T T7A VI TAZERAZ U INA T TAZOW G OIEFHEAT — X2 A &R L
F9, FEMIC OV TIL,  [Cisco Secure Workload = —4—7# 4 K] @ [Cluster Status] ZZH L T 72X
VY,

Fer—rvar v RUT, [FZ TN a—bk (Troubleshoot) [ >[RF v TS 3w b (Snapshot) ]
DR L, TITA~ VI TAZDAF v T ay FEFRLET, ZOATFTyTFvay M, BT
FUIZHAELTEMED F T TNy a—TF 4 V TIENL L ET,

ARUINA Y FGAATT ) T2 F ENTENRN I T T T—EANEH THHZ L 2R LET,

a—HF— [ta_guest] MAX LAV FAZIIT I/ EATEL0MRLET, ZO2—WF—t, BITHHE
DORERFEELIZGAEIL, NI TNy a—TFT A Y TORMTAZ U NA I TAZ~OT 72 ANRFFA[E
NWET, [ta guest] = —HF—DFEMIZ OV TIEL,  [Cisco Secure Workload == —H#—# A K] @ [Users]
L TLLIZSN,

7 T ABKEMDORRGEZ FAT LT, 7 T A XA % primary-config-data.txt [IZfR1F L £ 97, FEMIZ OV
TiX. [Cisco Secure Workload =-—%—#1 K] @ [Cluster Configuration Validation] ZZM L T 72 &
AN
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ATYIN TIA~V I TAZOaARy 2R IOINTA—7 A K L—ZRED © DT — # % primary-ext-orch-data. txt
IR L E 9, FEMIC W TIE,  [Cisco Secure Workload ==—4%—7% 1 K] @ [Connector and External
Orchestrator Functional Validation] &ML T 72 &0,

RT9T12 TIASV I TAZTT—F 70 —DWMGEY —27 70 —%F{T L fH7=7 — ¥ % primary-flow-data.txt
L WIHLFID T 7 A NIHRIFE L ET, FEMIZOWTIZ,  [Cisco Secure Workload == —#— %44 K] @ [Data
Flow Validation] #ZM L T 7230,

ARBINADSREDY SRZT—4

I IAZT=RIE, WD2ODT =—ATHEILTE LT,

AT T—RX P RAOHEIMIMNE T — X EE T LT, VITAXEMHEATED L
WCLET, MHET = — XX LRMIZ, k., A1 A =S TnbH Y7 =7

IT—Vxr b0, BT — 2T =X Lo TRRV FT, MHHT =— AT, #
FROFBNIIE T T, GUIIC 1 FF 7 7 B A T& Wiz, MHET7 =— X TA 7 A b

=AY R—MUBEHTELZ L E2HERL TN,

CBETI—X NI T RTIITAZOT7a—T =X EHETLTWHM, 7 T A
EOlEEMMHL T, GUUIZT 7 BATEET, ZO7=—XH, JTRAFEFIT —H /34
I, Ta—HE, BLOZ—U 2 IS TAXIIEREEINDIH L W\WT —HX D
WO TEMEL 4,

Mz oW T,  [Cisco Secure Workload == —#%—#4 A K] @ [Cluster Restore] ZZM L T<
72 &0,

AL INA T TG AR TT =X BT 512, WOFIAEFATLET,
AFL—URERRELET,

RTYTN RE AL FZRAEZOF = ar v RuT, [F5y hT+—L (Platform) [>[T—%%t (Data
Restore) |DNEIZER L, A ML —URERBRBI LI Z L 2R LET, ARNL—VEHRETHILEHT
TET,

ATV T2 [F=v 7 DFELT (Perform Check) | %27V w7 LT, 7 TAXOIEFEEZMAELET,
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12: T2 EROFHRES

GE) EIEPITEEA v =V NFRENTHEETH, HL7n e R E2RITTE E£T,

e 272, =T —WRAELEEA. [Ex7 a® ADOBA (Start Restore Process) ] AR 4 >3 H
BFCENCRD 3, =T —2BIEL T, AT =X AR T 5 L2 L £,
P—ERADEFMAT —Z A %IRRT DI, FEF—var v FUT [0
2 a—7F 4 >% (Troubleshooting) |1>[H—EXXFT—4 X (Service Status) |DJIEIZIER
LET,

ATFVT3 TIAS VI TRAEDN Y I T o FAT Y 2a— V2Bt 5 HITHON Y 77 o NN & 2R L E
To NI T v T RETHOGEIL, TN I T v T NRETTEDOEFRES TNOBAT Y a—)VEIET 7
T4 7 LET,

ATw T4 Hix7 v AZRET 5121, [Ex7 ot A0 (Start Restore Process) (%27 U v 7 LEd, ROKIZ
IRENTWDH LT, GUI THEITT mE ADEEZ R TE £,
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13: T2 BT IO RDOER

Data Restore

RT9T5 [{H5L (Restore) | X—Y D FEIZH D [5T <EIL (RestoreNow) | RZ %7V v 7 LET,

ATY 6 [T —XELOMFE (Confirmation Data Restore) |1 7 4 > K7 C, [### (Confirm) | AZ %27 U v 7 LE
T MBI, T A EL T n R ANAFICET SN, TREADRRKIZ, RF N T TRAINT T~
VIZ0Ed, 7—FEL7 oA E2E=F— LT, IFEBVICEITL VWA Z L 2R LET,

GE) BROEFBEELLEXEDY V—2Ty TERBETIE, GUIICT 7 BATE W2, Hxom
T A ZBET AR, NERTRTOT 73 arNET LTSI EEZHERLTLIEE N,

DIRET—H2DT)I2x1vF

I TART =R OELERIET DRI, 7 TAXTT— 2527V 72y FTHRERDY F
T T=HONRY I T v FIMASNDEDEFLEA L=y Mo F =y 7RA 2 b
T—BET) Tz FLET, T—FE2TV 72y F LT —HDAT—HF A% MRT HIT
1Z. [Cisco Secure Workload == — % —%41 K] @ [Prefetch Cluster Data] DIAIZFEHE 41TV
LHFNEZFATLET,

ARBINA D SREDY TRET—4

IS ARET—RF. RD2HODT = — A THETTXET,

WA T —R VB ROFEEBNINERT X EE T LT, 7 TAXEFHATES L)
WCLET, MET = — XX 5FRHIL, ik, A1 A=A TWnH Y7 =7
TV b, BIOT7a— A4 5 —Z|ZkoTHRRY F3, MWHY =— ATk, #
BOBEIIS U T, GUIIC 1 B 7 78 A T&x W=, MHAT =— AT TA 7 A b
F—Z2HAR—MUEHTELZLEHERLTIE I,

BEIJI—X ANV IITITU U RTI IR T —F—EEE L TWAR, 7T A%
FHEFHEMALT, GUUIZT 7B ATEEd, ZOT7x2—XH, 7T AXEIT—Z %A
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TIA v, Tr—R, BEOT =V PG T AZITEEINDH LWT — X DI
HOWRRTEEL £,

Sz oW T, [Cisco Secure Workload == —%—#4 A K] @ [Cluster Restore] ZZM L T<
72 &0,

AR INA Y FGARTT—Z T DI, WOFINEEZFITLET,
AML—VUBREEZRLEYT,

RTYTN RE AN FZ RO EF—var v RuT, [F5y hT+—L (Platform) [>[T—%%5t (Data
Restore) [DNEIZER L, A ML —URERARIILI-Z L 2R LET, AL —V2HRETHZLELT
=FET,

ARTY T2 [F=v 7 DFELT (Perform Check) 1% 27 Vw7 LT, 7 TAXDOIEFEEZMAELET,

14: T— 2 BT ORREY

GE) EIPITEEA v =V NFRENTHEETH, HL7n e 22T TE T,

TPl T —NRAELEEA, L7k ADBE (Start Restore Process) |78 & > 13 H

BRI EF, =T —EREELTRND, AT —FRAEMERT D L2 ML ET,
P—ERADEFHEAT —F A %K TLHIZE, TS —varvr s FuT, [FZTL
L a—T4 >4 (Troubleshooting) ]>[H—EXXT—4A X (Service Status) |DIJIAIZ R
LT,

ARTFYT3 FTI53ARV I FRAEDNANY I T T AT a— VBT AEITHIONNy 7T v RN L 2R L E
Ty NI T v T REITHOGEIL, ZOR I T v TRETTHDOEFHFOTNLAF Y a— NV EIHET Y
F 4TI LFET,

. Cisco Secure Workload #4741 K


https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_9/cisco-secure-workload-user-guide-on-prem-v39/cluster-maintenance.html#concept_205698

I Cisco Secure Workload 7 5 X 2 I D#81T
wns LU ons mirogi [

ATV T4 Hr e RERAET2ICE, [Ex7 7' 2D (StartRestore Process) 147 U v 7 LET, ROKIC
RENTWVD LT, GUI THEITT mE ADEEEZHEZRETE £,

15: 7 —2ET T Ot XDER

RAT9 T8 [{85L (Restore) | X—Y D FHIZH D [5T <EIL (RestoreNow) | RZ %7V v 7 LET,

ATY 6 [T —XELOMGE (Confirmation Data Restore) | 7 4 > K7 C, [###% (Confirm) | AZ %27 U7 LE
T, WMEBE, T A EILT e ABIEFICETIN, TR RAORERIZ, RAF UL T TRAENTTA~
VIZ0EdT, 7—HE TR ERAEET=F— LT, HMfFERBVICEITLTWAZ 2R LT,

GE) BROEMBEMELETEDY ) =207 v TEETIE, GULIZT Z7EATE R\, Hxr
YR EWIET AN, BDERTRTOT 73 arPNETLTVNAZ EEZHRALTLIFEEN,

B s LU DNS RESRIDFREE

ABNA T FGABA LV HE—T 2 A AVRE T LTS, 7 TAZ~DOEEGEZBITLET, T—
AT ANRZE T Lz, GUIICR /A o TEET,

N

() FT—HETTavARNETTLH L, EHEOY—E A 1 B [JEIER (UNHEALTHY) ]ik
BIZRVFET, TRXRTCOV—EANET —HIIT I BATEDL LI RDE, AT—H AN
[IE% (HEALTHY) ]IZZ&b b0 £7,

ABUINA T FGAEDT —HEBI LT n, WOREHRLET,

RTYT1 FA4BVADa—%H#fFHL, DAiONN—Ta L ET,
ATFY T2 TRCOA R MY EFEROAAMEZER L, [7 7 A2 (Cluster Configuration) ]-3—3 & WA MM
WTIPT FLAZHERLET,
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ATV T3 AT T4, T—EABRWVIAEND E T, B#ILPFEIER (UNHEALTHY) | &FRrEnEd, T
DAL TTAVINT VT 4 T THDHZ EEHMERLET,

ATFYTE TRTCOYV—EATRODAT —HZANERINTWLZLEHRALET, OV —ERADAT—Z R
TRk EaZ 72 D E T, K12 560300 3, AT I 70 7u—FT—XE0E LT 50—
BRI, T HETLT O ANETTHETHET 720, OEERIRMN D A[REENH W 4, BILE,
T—=H Ny T v T —ERCETHRBEITER L CLMED Y A,

ATy TE EEAEDIZ, 7T AZARHENWSS LE[E U CAICIEET A L 2R T A2 & T, MERET AT, TE
Fear 4 RuT, [F5y b T+—L (Platform) 1>[2 5 X2 #A (Cluster Configuration) 10
JEIZEIN L £9, BV —CAFEHEZEAZ XU —RL, 77 AXZFEHEN WSS LRU CAIZHFEEL TW
HHERLET,

ATYT6 FTTNYa—T AT DEDICAZ LN, T TZAIDAF T ray hERS LT, @Y ) —2MEF
ENTWDAZ LR LET,

AT TT1 VS RAFBROBIELZFEITL T, ROTFNEEZFEITLET,

s AR UNA Y T ALFERIERE MR L CHEELET,

s TITAT VT TARARERR LN, T T AF DT OREREWERIEL, AX L NA 7T AFDL—H—
DY APERRE, N B L TWAZ L E2HERLET,

GE) AZNA YA NI T TA~ V) 2= =L AZ N a—F =Dl NG END =8
AR N LD =DV A RNITTA~I VAL DHEL D F9,

ARTYT8 7u—N "IN TTAS VI TARZERRZ N, FTAFD T H L TNWDLZ e LET, 7a—
T—EBRRKRENGE, AZ A7 T AZTOEITCICKHER P2 55083H 0 £3, dBflco VT, 7
0 — ANT —HORGEFE] #2R LTSN, TD), AZUNA T TRAEDT—BETT74~<V 7
FAEDOT—HX L L ET,

GE) AR INA YT FGAZZNE, WO XD 72N ONDIRTFEBRBH D720, 7T7A4~V I TFAX L
D7 a—NORNEENRHY 7,

e TFIAS VI FTARABDEBEDNN I T s TDEALLNAE T
CAHUNA Y TAFTEITLINTET —HDAALAF T
TV ML T TAR NI TAFITEEINT T —H

(REDNy 7T v THIZ) 2=V b TTA~ VI FAZTEEENT—FIX
HRIEHIZ R DN Do, AZ U NA 7 FAZTEILENRNZ LIZERL T EE N,

DNS D = ¥5

DNS Kifizix, 774~V 27 T AXDFQDN NAH L34 7T AH VIP 2459 L 9|2 DNS ¥—
N—La— RELEEFTLZT 73T, 207733tk =2—2 = b, N4 —4
AR —=% BERaxIENTTAv VI TAZ TR AZ NN T TAZIHER/RLTE D
L2127 £,
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ons iz ]

A\

GE) J—7u—R& 7T AXENT 5 X IZEEIINTVD DNS b—_—{ZBW\WT, 7T AKX
DI TDNS KT 7> a v H#FEITLTLEI N,

DNS % [K#rd 2 121%, RO FIEEZ FITLET,

AT TSARV IS RAEADY—ERDEL
L=V b, AXTL BIOWIEA—T AN —F BT LT T4~ 7 TAZNOTRTO
P—BEREEIEL TG, AFZ N T TRAZERTEIIICRASL U F—L VAT L (DNS) =2 b
VEERTAINERODET, £HTDHIET, AL F—F MITTA~V I TRI~OHE %
K, BEROBMSL R E T,
*DNST U M) ZREETHE, =T—V b, axI X, BLOYEHA—7r A ML —X ZHIIZA X
UL I GRARIIE R LET, TIA~Y 5RO —E R EEIT BB FIEIC OV T,
[—bEAZIET—7 7a—] OEZESRLTLEIN,

ATv 72 FQDN O KREx

KD FQDN % iz L, 4 FQDN ICEHEAHT 5N TWAHIP 7 KLU AN AZ LA 7T ZA 2 CEHEAT B
TWDHVIPEZELTWSLZ L 2R LET,

« WSS FQDN

TS =2 ar U4 RUT, [T5Y T+ —L (Platform) >[92 5 X2 #mk (Cluster
Configuration) JOJNAIZEI L, Kafka FQDN Z i L £ 4, H K 3 20 Kafka FQDN 23 f7#7E7 % AlRE
PR £,

77 A% WSS & Kafka O DNS )Xz d 5 &, 7 T A @ [7—#1E5t (Data Restore) ] ~—"? FQDN
F v 7 BRREIZEDY £7,
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16: T— 2 ETHY

Completed Pre-checks

© 00h:00m:00s.
® 00h:00m:10s
® 00h:00m01s

©0ohoam11s
© 00n00m:00s
© 00n00m:00s
©00n00m:02s
©® 00h:00m:00s
- |
© 00n08m:32 |
© 00h:00m:00s ‘
|

DNS X ixf% D FRELE

AR UINA T T AZDODNS ZNEELTZH, ROV U A 2R LET,

ARTFYTN TIASVITAFERF N T T ALZDEITDAF v T ay EERLET,
ATFwT2 TaXxTOFEIIPDLT, 2=V 2 FOTRTOR—=T g UREER SN TWA Z L 2R L ET,

CABUNRA Y TAEDT —HEE LT HIE, TEF—var s KT, [Ty b T74—A4A
(Platform) 1> [T—4 185t (DataRestore) |DJEIZEIR L £,

TV MNEFER LD, TIATI I TRAZEFRLBOZ—T 2 RRARZ AL T T AFIT
FER SN TWAZ 2R LET, = V= NOEEGERANIR 22 AN D 272D, BEEIC
IRFERDNDGER DV ET, TIA~YV I TREDT VT4 TRe—V = NOPEE=F—1L,
FAUBOT— 2 FIRAZ N 7 TAZTHEHR SN TWD Z L &R LET, ZuL, [T —%
#55¢ (DataRestore) | X—Y O [fExsn/zm— = b (Agents Restored) ] 7 — & DO R TE &
7

Ty FOEEMIIZOWTIE., oV —ofiE] 22 LT E X0,

ATV T3 ax g BB A—T AN —2RERINTWDLI L 2R LET, IX7 ZPRERINL TV RWEE
L. RZUNRA T TRAEANGLART ZA~DN— N3HY, a7 ZOERETTHL207 74T U4 —
W= VRRESNTNDZ &R LET, TS —varv e FUT, [7—28—F (Workloads) 1>
[ax% 4 (Connectors) |DIEIZIEIR L, 7 7 Zffgl L CHEEZFE LE T, BMEM2RMREETIRIZ DWW T
I, Taxr 2 et —4r 2 L —ZBEREOKREE] 22 LT a0,
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ATY T4 TTCOT 77— b, BT A=/, BELWsyslog 7 — X IFIEETE EHEAN, 77— MITXTHREIT
INET,

ATYTE RATTAUPNHEUNHEEL CNWD 2 Ea2MER L, BEIZS LTI 4~ 77 AHXOD GUIFQDN % A 4
UNA T TGAZIIBITLET,

ATwT6 AHOREREZGDLIIE, TI9A~V I TAEZDI T AL GUIFQDNZEE L, AZ LA 7 FALZDIPT
RUVAICEEWZDMLENDHY 7,

ZOFIREETHR, 77U FERIEI TAZAPIEZHEHA L CT 74~ 7 7 AXOFQDNIZT 7 AT 2%
L ABUNRAL T FGRABIZIEA VT NINET,

T —Z BATORALE

ZITIE FIASRV I TRIMBRAZ N I T AZ~DT —Z BT LTz Z & A HERd
T2 FIHOMEZ R LET,

A b L—L DREE

TIASY I TABERENA Y FTAZTARN—VZFET HHNT, A L —VORRGEEL
SET LET, s3-testpyPython 27 U 7 AL TA ML —V 2 MEELES, ZOXZ U |
{21, Python3 & requirements.txt 7 7 A /LIZ U A R EILTWDRFED /Ny 75— U PMETT,

S3 A hL—UHER A REET 5121, ROFIEZFEITL £,

AT Y F1 s3testeonfifiik 7 7 A WIZA FL—VOFEMAE AN LET, FEMICIE, A ML—YURL EAR— hEH, S3
TrRAR— S3HWER., BLXOAT Y FOFEMR G ENET,
RTFVT2 ROFARV—T 4 VIV AT LATAI VT M EFEITLET,
s Linux £ & U Mac D54 : python s3-test.py
« Windows M35%& : python s3-test.py
s3-testpy A7 U7 ME, N7y FORKGE, N7 v b DOFHARY /EXAAL, BXONTy vhbDOA4T

Vxl PO—FEHIBREFEITLTC, Xy bADT 7B AZTAMLET, ZNHOEART A MZED, S3
HEHaA L —URENIEL W & 2R LET,

27 VT S OITROB B ER S NET,
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python3 s3-test.py
Using Storage URL: https://bl3cohesity@3.tetrationanalytics.com:3000, Bucket: adtest-migration
Testing Write Objects...
Exception received: An error occurred (NoSuchBucket) when calling the PutObject operation: Unknown
Testing Read Objects One By One...
Exception received: An error occurred (NoSuchBucket) when calling the GetObject operation: Unknown
Testing Bulk Delete Objects...

Exception received: An error occurred (NoSuchBucket) when calling the DeleteObjects operation: Unknown

***********Test Results**************
Write Objects: Fail
Read Objects: Fail
Delete Objects: Fail

18 }REERLTH

python3 s3-test.py
Using Storage URL: https://bl3cohesity@3.tetrationanalytics.com:3000, Bucket: test-migration
Testing Write Objects...
Write Object Test Successful
Testing Read Objects One By One...
Read Object Test Successful
Testing Bulk Delete Objects...
Bulk Delete Objects Test Successful
Testing Read Objects One By One...
Read Object Test Successful

***********Test Results**************
Write Objects: Success
Read Objects: Success
Delete Objects: Success

19: ~N)LJEE

python3 s3-test.py -h
usage: s3-test [-h] [-v] [-b]

Test S3 Configuration

options:
-h, --help show this help message and exit
-v, --verbose Print additional information
-b, --botologs Print S3 logs
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75 R I ERDREL

TIARYV I TRAZERZ L NA 7 T AL DTN OHEOBMELZF Y 7 F ¥ LET, BT
REANTET LIS, MO 7 T A2 2L LT, MERR—THD I L 2R LET, RO
REMER LT IZE N,

LT OB ADENI T TA~ V) 7 T AAREX Y7 F v LET,

c MHDE T T 2 —ANE T LIEh, RFA VAL T T A ERETY 7 F v LET, ZOR
T, RN AL A 7 T ARITBITSNET,

ATY 1 BFEAZ V7 Tk OpenAPI M &£ 3, APIF—I%, [Cisco Secure Workload ==—#—H A K] @
[OpenAPI] OIHIZFEHE SN TV D FIHAMEH L TR TE £,

ATV T2 T_TDAPI F—DOMHERAEIR L, APIF—2 530 JSON 7 7 A LA X T u—RLET,

B 20:API¥*—% &L JSON T 74 )L

API| Keys

Groated At
references
(EDT) y

Logout

Jaeelclbeldciesd40£2d40£99b128

Jul 6 09:25:05 am (EDT)

Jul111:08:55 am (EDT)  , 107.223.190.201 .

ATFYTI T4~V I TAXTTF 2y I VARNAZ VT FE2FITLC, BEETHDLEND HHERIEE DY 2 k&%
fiEL., A2V F OHNZREELET, ZORZ U7 MTIE, BARERM T D7 T A Z I B4 214
ERFREINET, HERDLILEIT, T T7A VI TARZERZ NI T AL DEEIRERE g L
T, R—EoHEZHE LET,
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21: 1

(ceeng) EDWINGON-M-P4XU:Migration Scripts edwingon$ python tetration_secure_workload_migration.py -checksrc
[ Source Cluster: kenshiro - Root Scope: Shortcake - VFR ID: 676776 - Root Scope ID: 683fe5a2755f@22ecbla9@ca
Destination Cluster: esx-3022 - Root Scope: Tango - VFR ID: 676769 - Root Scope ID: 63ffe147756f8239c658d76b
RestClient objects initialized.
Gathering verification info from cluster kenshiro - Shortcake

Applications

Default Exclusion Filters
Application Templates
External Orchestrators
Secure Connector

Users

Roles

Server Ports

Alerts

Forensics Rules

Forensics Profiles

Usage Analytics

Outbound HTTP Proxy
Virtual Appliances
Connectors 13

Application Name Application ID Absolute Policies Default Policies Catch-All Enforcement Enabled Conversations Exclusion Filters Clusters

DENY True
DENY True
DENY True
ALLOW True
DENY True
DENY False
DENY False
DENY True
DENY. True

IPvé Enforcement  645e9058755f024a7a44d1ct
EG Global Policies 63dd94ab756f0267e12f3c9a
Ubuntu no ipset 63d12379755702056a2f3c50
Windows 639b5€9975502294be99a2d
Docker Testing 636d96af755026139e99ac?
632cb7487551027cabe9a97f
632c805d755027cabe9a838
632c8044497d4158e59bdc22
632c8044497d4158e59bdc22
627520ad7551025189877958 DENY False
Openshift 4.7 62416d4a7551027201b55¢8a DENY False
bookinfo 4.7 623230875510218aeb551b2 o 6 ALLOW False
2023-85-15 1 1: Verification info stored on file kenshiro-Shortcake-precheck.txt
2023-85-15 1 Finished!

Sonnoooosme |

ROUBRIUKE—F FOYR R

B VR—% b REEFH
&

FH) T ~L PSP
PSP
AR RN T 4 H PSP

=Yz b FuT AN K hix

=Yz h TV b PSS

T A l— R PSS

U — 7 A= AR — (Fgii—Ta ) PSS

VoI ANTAI T RS 7
T IS
SR i
AT 4 LB T gl B LT — 7 R R | %
SNERA—r A L—H .
254 Ty NN (R ) | %S

TxLVy T TudrAvEAL TR PSS

RV =TT b—F (WAZLT T L—]) |X
AN —v PPN
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7 7 # )V kD ADM L PSP
7= NREST Y v w RSy
X Taxsx KF I
AT 7 Z A7 > % (Ingest £ 713 Edge) PSP
2Ry K %t
T =8By T DORERR PP

G¥) TRCOBRERNBEINIBATSN., AN RN L 2HERT 72010, BITHRICAZ N
AT FARIZKILTAZ Y P I RNETENET,

ATV T TRCDOI FTRAIEREZA a0 — T E53F—RTFov I VA MNAZ Y7 2EFTLET, download-src
o< K& download-dst 2~ REHH LT, Wi DT T AZMNEL ISONER 7 7 AV EZ T a— KL
FT, ZTOBENLZRIRESNTWDEZ 2R LT,

AFYTES F—HAOETLT O ARNET LIS, AZ AL T TALZTAT v 2 ~TE2HMOKRLET,
ATYT6 TITASVITAZL AR LN T T AZOWEROGFEMELIE LES, 77 AFZERICER—ENH 556
I, W OFMAE AT v 75 TWE LT —X L LT, EWEEELET,

T53AX) DS RIDH—ERDEL
CDAIZ YT REFERL, I9A~V I TALZDY— R EEIELT, =—V 2 b, axY
. BLOSE A~ R b L—F B EEERTE £9,
A

AR TI9ATV I TRAETORY—EREELTEET, AZNRNA T TFTRE ET, £/2E—F
Z2EBITLTW2WEAIT, ZORZ VS FEFETLANTL E X0,

Y= RELR 7 VT FE2FATT DT, ROFIEZETLET,

ATY Tl FeFr—var v RuT, [R5 TN a—b (Troubleshoot) ]> [Maintenance Explorer] DJIEIZE R
LET, [727 a3 (Action) ] & LT [POST] IR L £,

ATFwF2 [AF v 73w bR AL (Snapshot Host) ] IZ orchestrator.service.consul & AJ L %9,
AT9 73 AL Body) |7 1 —/L KNIZ, service shutdown.sh.asc 7 7 1 /L DFfEMIZ AT L £ 7,
ATy 74 [#E Send) 127V v LET,
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22:Y—EREFELRY ) T FOET

Labeling and grouping your workloads is essential to the power of Secure Workload. We can help you get started.

Cluster is in STANDBY mode, any changes made will be discarded once the cluster fail over.

Maintenance Explorer

% POST v orchestrator.service.consul runsigned?log2file=true

Body

Y B ENA—7 R b L—FHEEDIRGE
ZITHE BATRICAZ VA 7 T RZ Z[MA L Taxy 2 LOMBA—7 2 b L—Z MO
EHERT DB OV THA LT,
c TIA~ YV I TAZTHAEFIEZFATL, 7 — 2 2EL £,
EINTET LIch, RAZ ALY —_"—TR CFIHLFETLET,
2007 =4ty hEHLT, A—ThbI LaMRLET,
GUI @ [Maintenance Explorer] <— 726, FAME A7 V7 M LTHEAEARZ U 7 F 23T L

F9, FMIZOWTIL,  [Cisco Secure Workload == —#—77 1 K] @ [Explore/Snapshot Endpoints
Overview] ZZM L T ZE0Y,

)

GE)  BFEAZ V7 b EAERESND HOFEMIZ OV TIL, ext_appliances_health README.md 7 7
ANEBRLTIEEN,

AR B EHNNBA—T A N0 E 0 7T 7 A VO E T HICE. ROTFIEE
FAITLET,

ATy Tl FeFr—var v RuT, [R5 TP a—b (Troubleshoot) ]> [Maintenance Explorer] D JIEIZ 3R
LT,

«[7 7z (Action) 1 & LT [POST] &R L £,

s [AF w73y FAA K (Snapshot Host) ] T orchestrator.service.consul & AJjL £,

s [AF > T a v h/VA (Snapshot Path) | IZ runsigned?log2file=true & AJj L £,

o [A3 (Body) ] 7« —/V RIZ, ext appliances_health.sh.asc 7 7 1 LV DOFEME AT L E T,
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“[Send] %2 V v 7 LT,

X 23:HAFDOOsTI74IL

ATvT2 Fer—varv 4 RUT, [F5TILPa—k (Troubleshoot) ]>[Maintenance Explorer] DJIEIZ ER
L. ROFIEEZFETLET,

«[77 v ay (Action) | & LT[POST] Zi®IN L E7,
s [AF w7 a3y FAA K (Snapshot Host) ] T orchestrator.service.consul & AJj L E9,

e [AF v a v hs3A (Snapshot Path) |12
cat?args=/local/l ogs/tetration/snapshot/cmdlogs/snapshot_runsigned log.txt & A3 L E9°,

*[25{§ (Send) 1227 VU w7 LET,

R24: HABDOOT T74)L

RATY T3 HAOZiE, ax 7 ZENBA =T AR —FDAT—F ANRF RSN, FERD K (FAIL) | £ [&
K (PASS) ] & LTERESNET, MEMN K (FAIL) (| OFAIE. FEF—Ta v RuT, [k
S5 a— b (Troubleshoot) ]>[Maintenance Explorer]DJEIZ®EIN L, RO FNEZFEITLET,

«[7 73> (Action) 1 & LT [POST] Z#IRNL £,

s [AF w7 a v FAA K (Snapshot Host) ] T orchestrator.service.consul & AJj L £,
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e [AF > a v h/VA (Snapshot Path) ] (Z unsigned?log2file=true& args=--dry run-d & AJJ L £,
« [%fF (Send) 1227 VUv 7 LET,

AR B ENTA AN —FZDOFFERICONTIE, R 77 A NVESBL TSI, BITAT—H A
D[R (FAIL) | THHEBAOFEMRMBEIL, 93T axs ¥ LA —7 A M L—Z b0 icE
IRENET,

F—A JO—NOREE

F—AERXT v RETHE, AV T EEALT, 794~V I TAZLERA L NL T TR
RICERTAHT—HF 7u—DTF—XERHiELE£7,

ATy FEF—va v RUT, [F3 T a— bk (Troubleshoot) ]>[Maintenance Explorer] DJIEIZER
L. ROFNEEZFATLET,

«[77 3y (Action) | & LT[POST] Zi&RN L E7,

s [AF w7 a3y hAA K (Snapshot Host) ] IZ orchestrator.service.consul & AJj L E9,
«[AF w7 a3 v h/SA (Snapshot Path) ](Z runsigned & A L E 9,

« [AL (Body) ] 74—/ KIT dbr_druid m6 migration.sh.asc 7 7 A L OFEMZ AN L £,
«[#E (Send) 127V v 7 LET,
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ATw T2 GUIIZERE D flow stats primary.txt 7 7 A /WIT — X Z4R1FE L E 9, BRAEOHIITIE, RO 2ODERSY
NV ET,

D EEICIE, T Y — R KT = —ADTa—H T " RERINET, 0. KT —X
V—ZANICEEND 70 —DF —ZDHBNFRENET,

« HADOTEIL, HBHROBEL 7T &4 5 JISON H )T,
RT9T3 BT avANRET L, AZ AL 7 TRAEZBELINTZS BREETLEET) | AX UL T T AKX
KLTAT Y7 1 Zf0iRL, #HF% flow stats_standby.txt |Z PR{F L E 77
ATV T8 T4~V I TAZ AR N7 ZAXOH N ZEREELET, HAOER—-THILERH Y 7,
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B25: T34V TRARERZUNA I FREDEAOHER
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+ U —1FHRDIREE

BATRET L, RCFIEZEH L TAZ A 7 T 22D o —ERENELET, 2
ODI FZAZOHNEHE LT, ==Yz FRELIBITSNZZ L 2R L ET, BITHI
T T4~V 7 T AZO Y —ERENES DITIE, ROFIEZETLET,

ATFY Tl FeF—rar v RuT, [F5TIPa— b (Troubleshoot) ]>[Maintenance Explorer] DJIEIZ 3R
LET,

«[7 7 a> (Action) 1 & LT [POST] Z#INL £,
s [AF w7 a v FA AR (Snapshot Host) ] T orchestrator.service.consul & AJj L £,
e [AF w7 a3 v h/SA (Snapshot Path) ](Z runsigned & A L &7,
« [A3C (Body) 17 ¢ —/V RIZ, tenant sensor summary.sh.asc 7 7 1 L DFEMZ AT L E 5,
«[FE (Send) 127V w7 LET,
ATYT2 B H—IHRILCSV 7 7 A MCEZRAEN, HERITGULICLERSNET, CSV 77 A VDT =13,
T OOHHCE A S E T,

CSV 7 7 ANNSET =X E2RET 5121, Fer—rarv s RuT [T a—t
(Troubleshoot) ]>[Maintenance Explorer] DJIEIZEIR L £,

«[77 a3 (Action) | & LT[POST] Zi&R L E7,

s [AF w7 a v b A K (Snapshot Host) ] IZ orchestrator.service.consul & AJj L £,
s [AF v a v h/A (Snapshot Path) ] 1T cat?args=/tmp/summary.csv & AJJ L E 5,
« [AX Body) 17«4 —/V RIZITFEMAE AT L2 TL 72 &0,

«[#E (Send) 1227V v 7 LET,

F— A NEMICERENET, CSVF—F &2 7 7 A JVITRIEL £ T,

> JILSa—TF 4« >4 : Data Backup and Restore

SIERF v I DL

A2 ML=V T A MBRRLUTESGE T, HMOSA ATFRSNLEFE ST VA ER/HEL, LT
DREHER L ET,

¢ S3YEPLDO A R L—D URL 23TF LU,
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A RL—UDT I AT —EBENIE LV,

e AR =V RIIAT Yy RBFIEL, IELWT 7 B AMERR (iAMDY EZiAR) M5 &
nTns,

e THXIUNRRESINTND (A FU—VIIHET 7 BEATHUERD LH56) .

e INTF N T T a— R AT a PRI o> TV D (Cohesity ZfEH L TV 5

7).

SSERF TV IDIS—LFUF

ROFIZ, — RO T =2 F VA LRREZ R LD THY, TXTEMELZL DT
HYFEE A,

RESIEHEF TV IHRITRTENDIIT—AvE—DEMRE

IS—Ayt—2 F A *f A%
HOMB70 (Not found) |[ELL7Z2WRTy M4 AR —VICRESNLTWVD
Ny NOIE L WA RETE AT
LET,
SSLEEft— 7 — (SSL SSL iFHEDH MR £ 7213 |SSL ArHELZ MR L1
connection error) WRED T T —
4072 HTTPS URL « A ML —YDIELWN
HTTPSURL #F A7 L &
KR
« SSL FFBHE O FFEET T T
ELTCEEZMRRLE
KR
BHEN A A LTI FLELE |S3Y——DIPT RLRICE|| 7T A& L S3H——DD
(Connection that is ETEXEHA Sy NU— U B iER L E
timed out) kR
URLIZEEHR T A ELL WAy y N =g [ELWARYy b —2 g0
(Unable to connect to |+ AN LET
URL) #5072 URL G ARL—Try AR
DOIELWURLZHAILET
Forbidden 290 7 ks B A b L= YO LW %
AN LET
BNIRT 7 AF— AL —YDIELWT 7 &2
F—H AN LET
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IS5—Avte—9o SFUF

F5 I a—TF 4 >4 : Data Backup and Restore .

xt A%

SIRELMRTEEEA
(Unable to verify 83 [T7—

configuration)

FrvIRAV DTS —a—F

Z D DFISE T2 1T —fREI 72

LIS LTHABHS3ARL—
VOREERHAET

WDOFRIT, Tz IZRA L PO T—a—FERLELDOTHY, T _XTEMEHEL-

HOTIEH D FHA,
R6:FzvIRA OIS —a—F

I>—a—F

B

E101 : DBOF = v 7 AR A » DKL (E101:
DB checkpoint failure)

Mongodboplog D A ) v 7+ 3 v hERETE
FHA

E102: 7B—FT—HDF = v I RA 2 FDKk
M (E102: Flow data checkpoint

failure)

Druid 57 —# RX—ZADAF v 7 a v b xEE
TEEHA

E103:DBA T v v ay hOT v 7 a— KD
S (E103: DB snapshot upload

failure)

MongoDB A F v 7 a v h&7 v 7ua— KT
TFEHA

E201 : DBO 2 B —D KM (E201: DB copy

failure)

Mongo A F > 7> 3 > A HDFSIZT v 7' m—
FCT&EEHEA

E202 : RED A —DEI (E202: Config

copy failure)

Consul-Vault A+~ 7> 3 v & HDFSIZT
a— R TEERA

E203 : REDTF = v 7 KA F DRI
(E203: Config checkpoint failure)

consul-vault 7 — % OF = v 7 iR A o b & AT
TZEHEA

E204 : T v I RA Y NHOBRET —X DR
—%f (E204: Config data mismatch
during checkpoint)

I KT 12 consul/vault F = v 7 7R A
v hEAKRTEEEAL

E30L : N T v F—HDOT v a2 — KD
JH (E301: Backup data upload

failure)

HDFS F = v 7 iR A > F DKBR

E302 : F v ZRA L DT v Fa— KDk
# (E302: Checkpoint upload

failure)

Copydriver A S3 ICF—4 %7 v Fu— RN TX
FHEATLE
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IS>—a—F

Cisco Secure Workload 7 5 X 2 D17 |

B

E401l : T I RA L MDY AT LT v 7
7' L— K (E401: System upgrade during
checkpoint)

CDF =y IRA L ST TAENT v
Jb—FRaShE L, F=yZHRA 2 MIME
HATEEEA

E402 : T = v 7 RA ¥ MO —E XD
B (E402: Service restart during
checkpoint)

Bkpdriver 2MERCIRIE THEEI L £ L7z,
FovIRAY MNIEHATEERA

E403 : HIOF = v 7 RA v F DR (E403:

Previous checkpoint failure)

AIEIDSEIT T = v 7 ARA » bRERRLEL
7=

E404 : BIOF = v 7 KA ¥ N 3HEATH
(E404: Another checkpoint in

progress)

BDOF = v 7R A SBHEITHTT

E405: F = v 7 KA > MEERTE 20
(E405: Unable to create
checkpoint)

FrzoIHRA L OV T TFar AT T —)N
FELELE

KB : 58T (Failed: Completed)

F—AET7AERBDIS—

BATTDF = v IV RA v hO—EN KL
L7, [FRFIZBEAT 2B OF = v 7 KA >
FAEBEL TCWADAREENSH D £

¢ AML—URK 72— X S3A N L —URERIFOT T —D N T TNV a—TF 4 U 7ICHE

BE XN D ERR IOV TR,

([VERT = 7O T—2F V4] BTN,

BN HY I TAZDIEEF AR T HTDOFERIT = v 7 ¢ EFR TR —E R E T
ITEERDH DV —ERDEAIE, [P—EART—H A (Service Status) ] ~<—IZBEL
T, P—ERZERFIILV U ZY 7T D7D OFMERE MR LET,

¢« A ML —UDER AR T DO OERT = v 7

RI:ANL—CEGOBFFzvI/ROIS5—

T5-vF UL

iEA

HERRENTES3A R L —UNB T — 5 XY

ra— RTER,

Xy MU= BN RIA T, S3 A ML—Y
DT 7B AR LU E Uiz, B ET
Sh, HLnWFzyZARA M3 S3 A B
L= 72y FEINDHET, =7 —
Ave—UNEREINET,
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IS—vFux

F5 I a—TF 4 >4 : Data Backup and Restore .

Bl

vHHY Ry T ) 75 AZ SKU
MNTTA <Y 7T RAEZLHBNENRIRN,

39RU 225 HID 39RU 7 7 AZIZDIHT —
FEEILLTWDLZ ExMERLET, 8RU
75 ARFT—RFX8RU YV T AFIZDIIETE
TEET,
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