O ATF— 3y

BT ALTF—2a R —iF, O — 7 o— FETHBIOEETA NS 74 v 0 %
ML £,

ZORY —IFEHTERT D Z & b, Secure Workload 28 % v U — 77 FOEEAED R X —
VNCESWTHRY V=5 RETHIEHTEET,

AU —%fER, WE, WL, AV ELTDE NI 7 40 v 7 DOREHATDH I ENHEFRIZ
olzb, R —%ARLCHEALET,

WORNIL, B AT —2a R —DF A T A 7 IVOWEEZ R L TWET,

AV TF—2ay .
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Define
Application
Scope

Generate Real
time Run ADM
Compliance o Algorithms
reports

Enforce Visualize,

Policies v Evaluate

Tweak,
Approve
Clusters and
Policies:
Collaborate

Explore Policy
Ramifications

Run Policy
Analysis

T ATF—ya VEEON—VIZiE, EMOT S =2 g o R—D[F# (Defend) |>[t 45
AUF—2 32 (Segmentation) [22HT 7 EATEET,

WY —FEF Y — 7 A= (3 8—)

« T 74N bORY —RHEE (84— Y)

TS —var (103—Y)

R T—OHEBKRE (17 <—)

« 7 FGRE CHENO T~ a— RO L—F (44 =)

« HEVER SR Y v—DffsE (50 ~—2)

e nRtE— gy (103 2—)

s Y =TT L—k (111 8—Y)

oA VT—a Yy
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2 > faran 0
R VO—EEBHT—9AR—X
U— 22— (UBNX (7 7V r— gy U= 28— $HF (7 AV r— 3] &
M TUWE L7) 1. Secure Workload DR Y & — & &84 AEFT T,

T — 7 AR—ANORFEDOFF, 3+ OFEICBEEMNT 6Ny —7 A_X—ZXDRY v—
DEF., o, WHRE, RV —MBHEOCT /7T T 4 2FTLET,

ET— 7 AR— ARt SN REAZEIT 5720, tho U —7 2AR_R— 2B L2 5 3 $ICE
BRaATHo 2 EMTEET, Fy hU—JfbENn=7 7 r—aroty b, BILOMOPH
DAL NR—=ToHs 458 U—7 o— K& DMREERDODGHIESLD, %< Oy —n
Bt TWET,

J—DAR—ZAADI—HF—F7I R

T— 7 ZAN— 2L, FLF—bDOEEDO 22— —RNEH RXa A b L THERAT 2008
DTI,

T ZAR—A~DT T E AL YLE, U—7 ZA2— R BT SN 8FHICk L CER S
Na—nbERTEET, Te—n] 22RLTIEIN,

T—P AR—AR—=U D

BEGEOT7T 7V r—ay D=0 AR—RERRTIHIND, LT =T AR—=ZEERT HIZ
. V4 RuDEMcH LT e — g 3= [BhfEl (Defend) > [T AV T—3 3
> (Segmentation) ] 3R L £,

LT =T AR=2%EFRLTNT, V=7 AX=ZADY X MIREY 72WGEIEL, LT
L= O EBOELIZHD [V—27 ARX—=ADY)Y B % (Switch Workspace) |V > 7 &7
Uy 7 LET,

J—4H ZAR—XDERK
HLWT — 7 AR—=ZZERET B I21%, ROFEEZFEITLET,

1 [BZ AT —3 3 (Segmentation) |“X— T, [V —27 A~X—R (Workspaces) ]H % >
Vw7 LET,

2. KA ORI —Y NV EEDE, BT TARGHRERRINLZL7 Y v 7 LET,
3 TFA—LIZAAL, BT Lh [MEH (Create) 27 U v 7 LET,

7 4 —)V RO -
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Name T —J AR— AL,

Bz (AFvay) BTERTLIZHODT—T R
~— 2 DFLA

Aa—7 T — 7 A= ZHNBEAT T & A 2 i A 45 E
LET, ZHICEY, ZOU—7 A=K
DRV > —DOEBEZ T HAREED & 5 —H
DU—7a— KPRED 77,

DU = AR—ADa—YP—a—)L LT
T RGN, EEAE N L TERSNET,

ROV T, TRa—7) oREZRL
TL7E&E W,

ATMELVERINZARY O—

[BE7 A7 —2 3> (Segmentation) | X—T D EIIZH D [T SN/ Y — (Analyzed
Policies) ] % 7 & [ 47z U 2»— (Enforced Polices) | % 712i%, mirsiicR Y v— &
BHEINEAR) =07 a— L a—RNENENRRINET, 2O a2—%2MHL T, B/
T — 2 AXR=2ADRY v —DIEF LB E L BEETE £,
2:R)—DBEEBOBERAINAFLRYS—DYX b

Segmentation
© Workspaces @ T} Draft Policies o A~ Analyzed Policies o @ Enforced Policies o & Policy Requests o
All Enforced Policies are shown below. They are ordered in the global
order in which they are applied to workload firewalls.
Related to ® Select a group ~
L |
x Hide empty policy groups
®10.103.1.1 -
® ANY_IPv4_and_IPv6
Absolute Policies ® ANY_IPv6 Last enforcement event: Mar 3 2022 05 am (IST)
- @ CE-IPv6-Net o
> ® Furong :jumphost 1 Absolute Policies Furong:jumphost Version p10 March 3, 2022

Default Policies

> ® Furong : ipv6-domain 6 Default Policies Furong:ipvé -domain Version p10 September 10, 2021

> ® Furong : jumphost 10 Default Policies Furong:jumphost Version p10 March 3, 2022

S ® Furong: App1 14 Default Policies Furong:App1 Version p10 May 13, 2021
Catch-All Policies

@ Furong : ipv6-domain Furong:ipv6-domain

A Cb— NEEFHO NI AHEPAE 721X 7 4 VX ZRONTERIR L, IR L@ A E 2137 o v ¥
aryya—<EE7axf Z—L LTELLODORIIHRY —D U A NEFHIRT 5 Z &N
TEFET, MxT, AUV —0U A NI, [H— =80 £721% [Action=Deny] 72 E DB
T4 RIZEoTEBILT A NE Y T TEET,
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Vv a—RETONS I—HELIEEIHEEHE : KUL—ATvar [

ERARER 7 4 L&
T1ILE4E E&E

R—k (Port) BAETZHRY —0R—K (i :80) .

[Protocol] BETAHRY —n7a hai (TCPRY) ,

A:BFH (Approved) kiR A (Approved) ] & L Tv—27 ST
WORY —ZRELET, EKBHEAHARY >—

(53 =)

54E8? (External?) RY S —NT — 7 22— R /EFH OB R A %2
L0 E DD,

723> (Action) RY—=T 7 ay  FFEIiddES (Allow
% 721 Deny)

1= ETOAONA T —HLELBJGEHICHDEE : R)—FT

WKL, 7 v ZAFEHR Y =D ERIGE OB TY,

%ﬁﬁ%@@zfi\ %§§E77OU r—33 v (7012/{/]’ &»—) %@@7‘\ v KT — ‘H“—E‘X{fﬁz’)‘ié\
EFNTWET, BFAREONOT 7 o F LORAD A L N"—=ThHHHRT 7Y r—=3a Ui,
WRET 7V r—va ko TRt sh 2 —EeADa s v a—<TY,

Cisco Secure Workload 1%, = ORI KIALT BN DD FiEEEML LU 9, Wikl R s

B BN ORPAOFTARIL, BEIOEMS LHBEOZE LWAT U RITE > THRARY E
R

v A FIE R &R

Arva—we T IEBRAEHPIC | DL EOR | 26O, KRR BT
RS S — D5 Vy—ZFBHTHERLES, |7

. .
ETRRUTRE ) Ghrvas) ZoEms® | ShookiEel, avya—ves
= =l UL BB DICHE. A Ry | BAL F DT SR 1 DK Y

Eiﬁ%ﬁTzﬁ MU T BB L C T — | & DB
AN — s \\1/_ o
HLEF Jsa—RKx7) A IAPES

T, Bl & FIAIZOWTIE,
RN T 0 VHDIE
1 AL TLTEE N,

T4 —7RY —AR (31
A=) EMERALT, @l
SR OR Y v —%& HEIRIC
ML ET,
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7 B AGHARY | RY TR (89 ) = DI 7R D E A,
f/’—%ﬁzﬁkj—%)f: —7 n’—]\z"ﬁ{fﬂ—é%ﬁ&ﬁb%ﬁ
OO 78 Tk % PHICARY =2 ffHESEDH 2 LN TE
AT 5 T

COFETIE, aria—vRY —
LN =R =R B AT
Lo THAESNTWAEEAICHLRY
—HERRTE £ T,

TOHETIE, arva—<EFan
AL =TT, aryyva—~H
DR —LTFug X —HDORY
=D 2ODRY —BMETT,

2 F & R

BEHBEREZIZ, SN =7 AR—ALZDON=Ta DY A MIKHTLERDOY R MR
ForsnE 7, WHBEREEZ R TRTHITIL, [BEZ AT —3 3 (Segmentation) | ~<— DAy
¥y Ly biem%a2 27U v 27 LT[V —/b (Tools) | A==—%RBH L. [#HERE
(EnforcementHistory) 1% 27 U > 7 LEd, k27 a T, A0 b EEENEOBZENE
BENET, ANV 227V T5E, ZORETHEASNL T T XTORY —IcHd
DREMIN R R INET,

B3 BAREL 2 —

Enforcement History

03.08.2021, 15:03:48 B Apply

© Enter attributes...

Jul 12021 01:50:22 am (EEST) Change by: Site Admin <team-x-all@tetrationanalytics.com>

® Default : internal : eg-app1 eg-app1 UPDATE p1 - p2

Jun 29 2021 12:03:04 am (EEST) Change by: Site Admin <team-x-all@tetrationanalytics.com>

@ Default : internal : eg-app1 eg-app1l ENABLE p1

Jun 28 2021 11:35:08 pm (EEST) Change by: Site Admin <team-x-all@tetrationanalytics.com>

The enforcement profile was refreshed to notify the agents.

) —49 AR—XDHI

D) AR AR DA = a—T A A %7 Y w7 L, [T—2 22— 20Dl (Delete
Workspace) | Z#HER9 D &, [ AT —3 3 (Segmentation) | X—I 5T —7 ZA~—
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AEHIBRTEET, HIBRTEZ A0, BOF U (FI7A4 <V TiERW) U—J ARX—ADH
-,C“TO

[t =5 —E R (Provided Service) | DFfERE LT, HDHT—7 AX—ZAND T T AL N
WMDT =7 ZAX=ZNDRY =L L > TSRENDLFAREERH Y £, ZO5EAE, RV —
JANR—=ZFHIBRTE T, (KFEBRO U A R IREINET, ZOFREMH LT, KGFEBEHREZ
BIETEET,

R4:7—9 RAR—ZXDHIBEHITHEEDY X +

Applications

cannot delete application version because it is in use

& 1 cluster(s) are referenced by policies in another
application

i o DNS Service -> Default Scope &'

FHIZ, V=T AR—=ZAANT—FT AR—=ABDI T AX|KIEFL, T—FJ AX—ZABNT —
JANR—=AADY T AZNNMAFT DIHEARAFBRDBBET 52 L nb Y £, 2054, Hx
DORY =R SNTeARY ==V a (p*) ZHIBRT2MLERH Y £3,  THIBRHIR]
TT7 =TI, TRXTORIY —~DV I REREINDTZD, ZOHIBREFITTEET,

T—5 AR—ROFRFE - [HHRE

BEFEDOT — 7 AR—ADLHZEI Vv 7 LT, FOT—F AR—RAEFREITRELET,
BET VT 4 7720 — 0 AR— 2N A N CHHAFZRINET,

5:7— D AR—REBR—T

Segmentation
& Workspaces 3 Draft Policies (2] - Analyzed Policies (-] @ Enforced Policies (5] C  Policy Requests [ ]
Workspaces Tree Furong:jumphost | PRIMARY view Activity Log [

Furong(3) / jumphost(1) / Furong;jumphost Last Update: Jul 15, 2022 12:28 AM

© Filter all workspaces

11 Scopes and 10 Workspaces

Type Version Absolute Policies Defaut Policies Catch Al
Add workspace ]
Enforced P10 1 10 [® ALLOW |
Root Scope Secondary Analyzed P10 1 1 [@ALow |
® Furon
8 Latest Draft 1 10 [® ALLow |
Furong Secondary
® Furong Parent Scopes
Scope Primary Workspace Analysis Enforcement
Furong:jumphost rimary
Furong:jumphost VEsin o
® Furong test Policies: 4 Disabled
fest Primary Catch-all Action: [® ALLOW
@ Furong m—
Furong:App1 Primary
® Furong:App1 a
Furong:ipv6-domain Primary
® Furong:ipv6-domain a
Furong:dcnm:denm-cluster Secondary

oA VT—a Yy .
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7524 )BLV0tEHFN)T—AR—X
FHHTLIZ, 1 2OTTA <V T—=F A=A LG@HOC N H Y T—7 A= RAEERRTE
ij‘o
WHIX, 794~V =0 AR—ZADHZTHHRETT, T4~V U —J A=A TOHREHT
XHZEDOMOMREICIZ, FAT RV — a5 T A VLR—heasRL—7 47 %
Xa )74 KU U—ERBHY £T,
BHEN T = AR—ZAEHEH LT, O TU—7 2_—2 (BfEEH SN TWEFT 4~
= A=A %Ete) \CHEEHEZTICR) o—2l TN TEET,
T =P A=A DRRIZH DA =a—TAar%27 V7 L, [F74~)DOEYEEZ (Toggle
Primary) ] Z&RT252 LT, WOTHLT I AXN—RET T4~ U XV, £
XZFOHIYINEZ D ENTEET,
B6: T4V LAV YDBMTI—I RAR—REYYEZS
Root Scope | SECONDARY “ee View Activity Log

Last Update: Jul 19, 2022 7:26 PM

Furong(3) / Root Scope Update Workspace
Toggle Primary
Type Absolute Policies Default Policies Catch Al
45 Delete Workspace
Enforced NTA N/A N/A N/A
Analyzed N/A N/A N/A N/A

TI2HILEDORY) O—EHETE

J— MR OBERY O —RHOFT 7 3L AT a v ERET DI, ROFINEE EFT
Li‘é—o

[R5 (Defend) ]>[E 5 A > F— 3> (Segmentation) 1ZEIRL, ~—VOAMIZH D ¥ v
Ly bid5&d 27U v 7 LT[Y—/v (Tools) | A==a—%BBALET, KIT, [T 74/ DR
U —#HE%E (Default Policy Discovery Config) | Z 3R L £ 97,

7:[F 24 DR —i&HERTE (Default Policy Discovery Config) ] X—~DIE

Segmentation
= Workspaces [0} "} Draft Policies o 4 Analyzed Policies [ @ Enforced Policies o C Policy Requests [} Tools =]

) Enforcement History

Workspaces Tree | List  Root Scope | SECONDARY | «++ View Activity Log [ R
Furong(3) / Root Scope Last Update: Jul 19, 2022 7:26 PM
© Filter all workspaces x P Default Policy Discovery Config

11 Scopes and 10 Workspaces
Type Version Absolute Policies Default Policies Cateh Al

Add workspace | [ sort~

Enforced NA VA A N & Policy Templates

Analyzed
R Enable Enforcement
Latest Draft 0 2 [® ALLOW ».
Furong ay >
@ Furong Parent Scopes £ Run Quick Analysis
scope Primary Workspace Analysis Enforcement
Furong:jumphost Primary
@ Furong:jumphost (9] This workspace belongs to the root scope

[T7 4V hORY > —HEEE (Default Policy Discovery Config) |- X—Y DA 7 g 2o
T, LT EZRLTIZS0,

. oA VT—a Yy
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o ANERIAERIR 21 X—) BIUOH T w7
c HEIAR U O — M OFEMERTE Q26 —Y) BLOW 7 hE v

T 7 ANV ENDRNT 4 H (9 =)

GE) o BE SNTANBIKAFBIfR X, AT ETORGFER LD bEL L CTHERASET,
o [FEfME%E (Advanced Configuration) |4 7Y a %, LIRTOFETEZEHA L £ (FIH A48

TIHILEDRBERN T2 IILE

BRoN T 4 M Z BRI L T RIS LT R T Ty 7 T n—EtRETH 2T HEIR Y
BRI R o TRESNTEARY v —L 7 TR X ZHETEET,

FEAZOWTIR, BRI 7 4 v X | BSRRLTLTEEN,

TF U FNOTRTOT—J A=A THATEDL I a— V72T 75V sORHNT 402 1)
A2 NEFER L, RV —2BET AL XTIV M) A NEFEATANE S 2T —2
AR—ATLIRETEET,

K8:FI74ILFDBEHNT 4 ILA

Default Policy Discovery Config

e overy configuration.
External D ings by default,
Advz le. These setting will be used for the first Automatic Policy Discover
Def: jon filters defined for each workspace. You have the option to use o i ers under Advanced Configurations. Lear More
> External Dependencies
> Advanced Configurations
 Default Exclusion Filters
@ Search exclusion fiers .. x + Add Exclusion Filter
Consumer T} Provider 11 Protocol I Port 11 Last Updated T} Actions
® Default ® Default op 80 Jul 20 12:23:15am e

T 7 F IV NN T 4 NV Z DOERETTECOWTIL, TR 7 o V2 O, MR, F 72138
B9 =) | ZBBRLTIEIN,

BRI 7 4 N F TN FE TR T 2 B OV TR, TR 7 o VX 2 A5 F 71T e 3
5 (41 X—=2) | EBERLTIEZN,

oA VT—a Yy .
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A1

J—J A=A~y A —Z%, RO 2OOERAMINRHY £1°,

1. AFiZzERLT, V=7 A=A LRHFHOEITICETIE LD THARE, T—
I a— KRRV FAZDOEIEDT — 7 ZA_R— T 5 E L UL O EHE ORI,

2. AEZWBREL, BER) v RHOMEREZHEAT 2 L ICHGF STV EEBEDO L = —
Mos A4y Fer—va,

WOBNZIE, ~y Z—HEEEO—EAERE & BICRRSNTVET,

BY:T—YRAR—ZANY & —

< Workspaces Default »  [PRMaRY ... (@] Version1 \  View Version History Last Run: Jan 22, 10:54 AM@ [ B> Automatical lly Discover Policies

Matching Inventories Policies @ Filters @) Conversations [165] Provided Services Policy Analysis Enforcement Status Enforcement Q

U= AR=ANTY—ru— K 7I2% FFIR) —%BET 52T, KOFIEEHE
FLET

1. [B5fE (Defend) 1>[ET A2 FT—2 3> (Segmentation) ] DNAIZERIN L E 7,

2. FEROEANICH LY =7 AX—=2% 7 ) v LET,

3. [RVU—nEH (Manage Policies) 1 %7 VU v 7 L£7,

4, MR$i~—27 %7V v LET,

PA RARRABEREIT, SESFRT -V AR—AR—UTIHEINET, A KR TIEE
WL [IEH# (Info) ] & [MiZ8 (Search) 1 W) 20D AL X TRHY 97,

[1E# (Info) 1 ¥ 712k, BN LA T V=7 MIBET2HMAERRTHZ & T, HMERSHEK
OF v—bDar7XA MPRREEINET, [IEH (Info) | ¥ 7 HNOar ha—LE2FHT 5
LMo 2 —ICHEICBEI LT, KA NT 7Y r— a3 COREOMIEIZET S L £<
DA YA FNEBLNET,

[#58 (Search) | # 7%, V—27 AX—ARNOEEFT LIV —Ia— K, 7IAKX  FIFIRY
V= WO o GMBERGIETT, BRIT, —HOT LA EHEH L TERSNE T, B
D7 4 NVFIE, FEEAND & L CflibivEd, IP 7 KL A LEIEDE A, [port: 80,443 D X
NI~z AL GaBlOR ZHEETE 9, BMEOHPHZ = U Tport:3000-3999] & 7N —
MENTWET,

EHARER 7 4 V&
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T4ILA AR
Name JIGARBFEINIT— 7 a— RE&E AN LE
T, KT &N % KBIT D E o U8R
REFITLET,
Bz I IAZDHAERELET,

ABEH (Approved)

ltrue] F£721% lfalse] OEZEMFH LT, &R
NI TAFI—FHLET,

7 FLX (Address)

CIDR #3730 (] : 10.11.12.0/24) #fHEH L TH
Txy NEREFIPT RLAZASNLET, =
DY Txy NEBEETLHV—7 v — NEIX
7 TR LET,

A—/\—Fy k (Supernet)

U—7u—RKRBRZOVT Xy MIERIZEF
NTCWBL7 TR E—ET 5L 91T, CIDRE
L (B : 10.11.12.024) #FEHLTH 7Ry b
EATTLET,

Process

RILT &N 2 KA % 5 SCTH IR &2
EALT, V—ra—RrabtR&fRLE
B

78+ X UID (ProcessUID)

J—rua— R7at A —F—L 5 RE L
iﬁ—o

R— bk (Port)

J—/ma—R7af =R —RE&R) —
R— F O EBRR L ET,

[Protocol]

J—ru—R7FafZ—TFa haltiRy
v—7a Na O ERRLET,

a3y a—~4 (Consumer Name)

R —Dayva—<l 5 AXLII—F 1L
F9, KXFE/NLF% KRBT 5 E 50 3055
D—EEETLET,

Z0/314 5 —% (Provider Name)

RV =T B =0 T A4 KL
FI. RXLFE/NLFE KR 55 L5
D—EERITLET,

a2 a—<3I7 KL A (Consumer Address)

Btz IPERF YTy hearvva—
<7 RLANEHTHRY —lc—HL£7,

JONA 5 —F7 KL A (Provider Address)

SN IP £33V TRy T g
H—T RUANEHRT LAY —I—HLE
7

oA VT—a Yy .
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Name : cisco

RN |

X

over workloads, clusters.

Workloads: 41
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Name : cisco

over workloads, clusters.

Cluster bpim-idev3-201.cisco.c

WO, Fx—h (KU —ta—) DI2FERT OO THA NIRRT L1
KAV ERLTWET, Zit, < 0F v — N TR EHETT,

)

GE)  WE FT7 vy 7 LT, YA BN DOY A REEETEET,
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Ryv—nanzt [

12: Policy View

ions | bpim* 2

& over workloads, clusters.

MEIEE §

Drag to resize —

Click to resize —«

R —DBEIERHE

HENIZHHT_XTHOY =27 n—RFORY r—z BEIICHHETE £,

HEWR Y >—f (IRFR7 7Y r—ya URERBR~ v B 7 (ADM) ) 1d, RO Z & Z2AT
b\i‘a—o

s ALY a—T 4 VITEMEDIELMEICESNT, V=T u—RKE2I TRAXIITN—TLLF
_a«

CEWICHET LIERXY NI =TT 7T 4 BT 4 IZESNT, —EHO [FFA[) RN o —% 8RR
L%,

WE, #EORY —F, BERICEHY ) — 0k FAAE (7 7Y r—va rbeunie )
WCFERSNET,

RY —RBEIINERHEETETL, LA VA =L ENE—V 2 b BELNZE
mo7a—7—42 REYFAANOBORREH, BLO0A 7Y a v ORERRY O —RHRE
IZHASNT, BREERORY —% i cx$ 4,

TN FTIE, R r—HiT@EE7e— (Thr—rar] ) 2000 TRERE4ARK
LETN, V—2o0— RRTEITHOT B EALE — RNAXT U ORE L W oo FERE A4~
TaryTCERERBICAND I ENRTEET,

HEIWR Y O —fHCld, 38R L72BE#AN T 7R < &b — HFOWmNEHA A o =T — 7 o —
RTHHA RN E—a RNEEINET, @O A AN—2 AT, BHTOEFHTERD AT
HoxFd, LEIOA L NR—V y T IEBEBESNETE A,

R —L I TR OERERCHEKREZTFIHTITO L TEES, Zhickh, RV —L7r 5
AZXFI BRI, BFEDOR Y —RHENFEITINTHER INE A,
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(F) HBIOGMHBSHOKRT 774~V V=7 A=A TTFHTERSINZARY —id, HERY
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’:;:} Cisco Secure Workload 0. L
¢ Wakssases  wildfireinternzldatacenternon-prodiapp? v~ IR 4 B vesiond Vi veesion sy Lt B Jun 24, 9656 400 @ | B A aly Discover Policins |
Moo brntoris Parcias @3 Fles @ Cocvwswions  Puwided Sendices 4 Policy Analysis Fofoeament Sanes [ Fromeman a
€ = | F | @ Fmerraics .. x Run Cuick
Catch £l | @ AlLcw | Grepsd @ | Ungrouped
Y Rl Frarity 1} ationT! Gonmumee 11 Bradee | Pratncals ind ports 1)
Detatt 1 » alLow T cinarns :daas + fumphess TCH : 2388 {trend-micro-ad .1 mare rx
Detantt 10 ® allow Intarna : datacentar ¢ Inamal ; detaceniar: nan-arod - app2 TCR : 443 (HTTFS) s
Dt 10 - ALLOW ik s inbenal  datscantee | noo-prod + wikdfen e
[ 109 & ALLOW T it deasenier oot < 3pp T weildfen cinterne P
Dt ™ - AW # formpihast % wikdfe : Intemal : dutnoanter : non-prad ra
Uttt 10 ® ALLOW  wikdhre : Inbernal : datacenter < non-prod T welicthee < Internal : datacenter : non-prag £
Dottt 1 » allow T ..2interna : datacentar : nan-prad : apa?  wlidtfen < internal : datacentar : prad :aps s
Dottt 10 » ALLOW T wildie & 1 s £
[ 1o0 - ALV  wikdfire s inteenal rreal : thabc P
Difiecht 104 ® ALLOW * ...:interna : datacenter : non-prod : appd * .. imtemel : datacemer : nan-prod - appi TR 21 {FTP Cortrel} .4 mere F

Flows oar aaga | 20

+ Danwiogd Tabla it 5 = Diwnl b clita s GEV

HEIR D O — R EICBEE T 2B A O YW T, THEIR Y o — M O E
26 X—) | ZBRLTIIEIN,

SMEARNDT—O0—FORT

HAHFPHD A L NR—=D U= 10— REFRTHIZE, A X—DTU—ra—Kh7 2 FOREIC
»H5 [Fx (show) |RZ %27V w7 LET,

X 14: A N—DT—- O0— FDRT

Scope: @ Default Time Range: Aug 4 3:00am - Aug 4 9:00am

Member Workloads: 31
Host Name & 1P Address 11 ostl
collectorDatamover-2 172.21.156.183 Cent0s 7.3
collectorDatamover-1 172.21.156.182 Cent0S 7.3
appServer-2 172.21.156.185 linux amdsa
appServer-2 17221 linux amdsa
appServer-2 172.21.156.181 linux amdsa
appServer-1 172.21.156.184 linux amdsa
adhockafkaxi-1 172.21.156.186 linux amdsa

171.68.38.
10.209.197.65

144.254.15.68
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R —nBEIRH
ZOFIEEFH LT, FEOHPID T —27 o— FiZx L THRS AR v —2 Ak L £,
COFIEZEERT HEHE
EE. VU —O FLOHEH, FHCT 7Y r—va VEIFAOR Y — XA BT S v E

—a‘o
(BERRBFEIZOVWTIL. T4—7 R —4K 31 2—=) 2BRLTLEE
l/\0 )

cHFHPHNDOTRTOU—7 0 — FRZOHPAICEB N TH THMBED A =T HH A, H
#HHTHRY —2mHE L CHERIIERESNEEA, Kb IZ, YTEHEATRY v —% MK
HLET,

15D HHIIC
c HEAR U o — B OHIR 27z L £
PENZIS U T, K& RHif 2/ N S 2 i oE L E T,
RN Y =2 HBIICHRIHT NS, 7u—F = ZNETLILERDH D 7,

ZHTEE, @ENOY - n—Rlz—Y 2 M VA M= AERTH DL, £721T
270 Raxy ZalLTT =2 2REBLONEF LA TH LN EEKRLET,

HEIRY U —RHClASND 7 —~ U —F—X %, BE6HRHZ L iIcitE ST
F9, L7=M -7, Cisco Secure Workload 77T A 7 > ADHEIDEEA T, DL H 7%
T2 PRARRIZZ2DE T, BEIR Y U —HEITTE A,

s —MRIZ, Tr—F—ZRELNILE, KLY EMRERNEONET,

ARV —HH LT EIC, BEDOEEFEDORY o —2EENLEHETHINENDH Y 97,
KRB LAY — (53 2—) ZBRLTLLIEEN,

RN Y —H T ORNCHEHOER 2= I v P LWL BIE SN T 2 v 2 D3 s
EBvicvm—e—8 ) LRWAEERHY £3, EHEOREEZSZRLTIES
Y,

F7vary) R —HHEBFETTLH5GEFRESRL T ZEN,

A ENTBEFED T T A BRFEETA5AE. THERY U —RHOFETHD 7 Z
ALETORSIE] 2B LTI,

cBEFOERSNIRY =2 kFFT 25813, KRBFEARY — (3 <—=) &%
BLTIIZSN,

RATv 71 [ (Defend) >[5 A2 T— 3> (Segmentation) | DJEIZERIN L £,
AT9 T2 EMORAL o OfBEY UV —F 2 3FEOY A T, RY —2ART2HHETCFICAZa— L LET,

oA VT—a Yy
I
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wyAvF—vay |
B soxus—nuogmmrors

ATY T3 #ANDOY =7 A= (FIA~VEIFEIZY) 27V v 7 LET,
ATy T8 [R)—0FH (Manage Policy) 127 Vv 7 LET,

AT9 TS5 RV —% BB (Automatically Discover Policies) ] (VAR [ADM3217 % B44 (Start ADM Run) 1)
Vv LET,

ATvT6 Gb7u—7—HXORHHEHZER L £,

EEAA L T YRR &I 2 RO T2 a8, RERARREGL 2D, METLRY o —2EplT
SET

WFEPH 2 < § 5 & MEROERMNELS 220 | Dl L /MR H Y £,

—MKIT, REEGESRVIEE . KD ERRRY —NER SN ET, 2L, #@iHOERNPERE I T
LG BEMTONDOEIO B ZEHRNTIIZE N,

YT AGAE. FEEEBEICIIEMNCORRBET D N T 7 0 v (ol X, AR, TR, FRk L)
BEODLVENHOET, 22X TV A= g UNMLOERNICIZIT 2B A LAWY — AN G EREY
WET DI L AR — M2 AT 256, RREERIIZZEDO LR — DA U AZ L ARL7e EH 198
EFNTWNDLZ EEMHERLTIEEN,

530 H A2 2 RFHEEP 25 ET 21203, [ AF L (Custom) [HEPHZEIR L, FFFEEIND 2= v b
DBy FZY O FICALOBRMIEL L& TRZ 2 AT LET,

AT T (AT =) [FEHERE (Advanced Settings) | Z+5E L £7°,

WHE L, OO OEIT Tl [FEIEXE (Advanced Settings] (A LT, LERGAICOLAELEITH
ZENHEREEINET,

FEANCOWTIE, BEIAR Y O —RHEOFEMERE (26 ~—) 2ZML TS,

ATY T8 [KRU—0OfH (Discover Policies) %7 U > 7 LET, AREINTRY U—iF, ZOXR—VIZERIH
ij‘o

RDRERY
s HENAR U U —RiH OB TR DT R 20%—) 2FRLET,

AR EINTZRY =B OFHPHAD T O N, T —=NEENTWVWEINE IR LET (o
Vva—w T X—=PNERLEHMICH LA R v—F T ar (53—)
TRWMAFHHEINTHET) |

EENTVWEEHAIE. TORE 7 TRPASHTWAHEOWTANEZHERA LT, 20 b
ST 49 7DORY —EERKRLET,

BER) O —RKREOHETIKRDER TR
HENR Y v —BRHOETIRIUTE IC~y X —IcERENET, OV —7 A= |ZBH L T

b, EITRBUCITEE LA, [Pk (abort) [RZ o ZEH L T, #ITHICEITE2PIETX
£7,
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EOBZTT DL, AvE—VRRREINET, BRI LIEHA, (7Y v 7 LTRERE TR

(Clicktoseeresults) [#7 Vv 7 LT, FTHIZEOER Z MO —ICBELET, HE)
AU —RBHENE L7Z85E81T, DX o=V RNEREIN, BEICL > TTUIFEENIREINE
j—o

B 15: BER Y L — R OHETIKR

< Workspaces Default v [PRMARY |+« Version1 \/ View Version History 0% X

Matching Inventories @) Policies @) Fiters@  Conversations @) Provided Services Policy Analysis Enforcement Status Enforcement Q

s BT BE £

SRR OREIL, BEIRY O —RHIC LT, v va—~v e Fang X —nii 5§
FIDRALNR—IZBLTWARY =N &N & ZITHEENTRY 4,
RY —REETLHEDORA o NA—TIIR N T — 7 o — RiE, AV —ore—RTt, 20X
T —ru— KR, (KU —DFETIEEADA L N—TH D) ¥—7F v hI—rra—FK
L OEFEETT,
SMEAFRIROBREIL, AU =B SN #EUAOFHD A o _R—ThHDH T —7 a— R
LOBOBENES TS, BHEBREINE-R) O —2FHLET (0FEY, Sy —2ro—
K1 5T 5@E)
SRAFER Y A Mt BEENO T X TORPFADIERF & U A ST, U A MNOKFFHIL,
WOWFNMNCHEESNET,
HMEEDORY —F721F (L0 L) KBERY O —04RL, 21T
s LV EERFHHETORENLRRY V—D4ERk, ZHBHDHFNIY L LT WIERENRD
DET (DFD, R —DBRHEIFIZIREORFRIFFHN CHEZR CTE R o m I EY R 7 o —
AT AHAREMNEL R0 ET) .

RN —oHHtic, V=2 — NZ—ET 5RO (E72137 7 2%, B3 HVAEZ L
TanZ) ERLT [FF) RY =N ERESET, —BUE (3 X ORI ZRRLE L~
V) b, IMEKAERIfR  (External Dependencies) |27 v a VZERIND by T X T HFAD
T UM TRIESNET,

7T 7 AV NOEPFHONEFE R E S, T TOFPANL TV (Coarse) | IZREINET,

B 16: 7 7 A4 )L b DS ERKTFRA R

~ External Dependencies

Manage the granularity of automatic generated policies for services that are external to the workspace. @ 0 hidden scopes | show All

[(Reorder Naturaly @ ] [ Dragand Drop | By Number
= @ Default: gcp-gcpdevplaygroun-nprd-35862 : default ke ]
— @ Default : gop-gepdevplaygroun-nprd-35862 E] ]
— ® Default D ]

> Advanced Configurations
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S BEFIE

T = A= ZADNEETF |V — 7 A= ZBEI L, [RY —0 B (Automatically
BEfR & Fon F 72 1308 FH%E L | DiscoverPolicies) 1% 7 U v 7 LTh b, [FMIKFEISR (External
*7, Dependencies) | %7 U v 27 LE7,

HPHZ W ~E R, ENENORES T Y g 2RI 512,
[0 — 7 2AX=ZDONERFRR OMETE 23 ~—) | 25
LT ZEN,

N MEHREDT 7 40 | F7 4L kDR Y —RHERE (8 4—) ZBBLT A
hOSMEMEAFIIR A R E L |,
ES

FEEOY Ity FTOETHHMLERY o—DiEE

F7a T, #EBLD L XMLV TRY —E B LT, SNy —27 2— R
DEEENTZV T2y b~D T 7 4 v 7 EHIITE £,

EziE, TV = a VHNOFREDH A TDOHRA N (APL Y — =722 L) IZEBDORY
—EERT AME. b U —s u— RET AU r— g VHEENOY Ty TS L—

TMETEET,
HHNO Y —7va— ROV 7y MIHT 2R Y —Z2EKT 21203, LT E2FETT 208N
HYET,

1 BEORY S —Z2EET29 7y hZEIC, AR M) T oV EBERR L E3, M
LEIZONWTIE, [T —27 2AR—Z2OANEBEFEROMETE (23 X—) | © THho
HHIC] BT v a a2 LTSN,

2. RV v—%=KRHT 56  [IMTE(FEIFR (External Dependencies) |V A R T, RYU v —%
T DA R b 7 4N F EETT XRTOHPICK LT [ O (Fine) | 28R
LET,

SERRFMEIZHOWNWTIE, [UV—7 AX—2DNBIKFEROMHE 23 —) | 25
BLTZE0,

NEMRFREAFROAEICET SEY

KOEy NEHRALT, BY —DFfET B U — 7 28— 2 ZBEAT DI FFHD A v 3—
THANT =7 AR—2EELRY =0 BBR Y > —RIHOBIEL B £,
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Ev b s VA MZHIBRB LOBEEL T, BMORETRY o—2ARTEET, L, 7
T ? Company:RTP ¥ 7 #i[H Z HIFR3 % & . Company:SJIC &PAIZ % LT XV @&y VR e
FLEPL, xoa R —x2 h T < Company:RTP & 2RI DMREVA Y
DHERTEET, 6T, EEOHIPADOMIZH 5 [ (Fine) |ARZ %227V w7 L
T, ZOHPHADOTICERINTVD LV MPLVMEMOFIE LR TEET,

77 4V R T, — NEFIIAMIIRTERR Y A oK FAiox=> R Y & L TR ST
WAHT, BEIRY — R TIEATREZRIR Y . FIC L0 BARMZREHIC T 5 R Y o—»
ARRENET, L. BV BEORENRRY o —2FRT 5012, V— M A
IR AFBIFR O EALIC—IFICELE CX £9, 2T, BEIRNY > —Riiokiz, 77—
I AR—=ZADT_XTOINERRY > —N1o0FiPH, DF 0 /L— FGFHICO B ST
HZ L EMRTEET (TRTONMBY —27 u— R L— I~ vy B 7 &ns7-
W) o TOFER, ERINDRY —DEN DR 0 HELEMNIES TR T,

F7m. U— 7 A= CEET SN HIPAD A o R—TH DT _XTDT—ra—FK ([N
HU—7u—FK] ) 21007 7 ARV RLL, 7T A EEARLTHE,
RV =T TEET, ZOEEL, 7 7AF VT (V—=F AXR—RET
WEEPH DY 7 =T ¢ 3 1k) BTz, —HEORY =280 . NEE (NS
U —7 b— RICERD) £03988 (NEY —27 o — REAERY — 27 o— Rkt 5K
Vo—%FRRTEET, TOH%, NIV —27a— K20 RUEBRLEZD, BLOH 5 1
OFINIEBOINTHPHZ L — F O BIZEE L7205 2 & T, RaICEER R Y v—%
FRTEET,

FELN— MAZELR) >—iF, Xy NV =7 2K LD TEZEINDITXTO NS
T4 T EHFATDHRED, HICEBRRSARTLES Y, Zud, v— MEEHEDBINHBIR T
BRY 2 PO FAICEHBE SN THT, WA Y o —0ARZ B L TR WA IR ICE
ECT, TOLIRRY —1F, V—7 AX—RGEHAIZWADTERY NT—T KD |k
F77 4 v ZICERTAHRY —TIERWAEEERH Y F3, LA, L— FNEHEZE L
Ty KD WEPHOA X Y 7 4 VX DEN) YT EZETE R 2 EHE OB~
YERRA L MZE ST R H—ENDAREMENRH Y £9,

DL RRY V- AT D LT, BET LR (W e—vay) 220 &

FRTCZ U RARA PEFFEL, LVMMOVFEEEZIZA " MY 7 o VX ITHFEL
T, b— ML~ TOLEMEDERNRY S —Z AT 50BN H Y 3,

7 — 9 AR—Z DN EMKFE R DR

WY =D TaNA L —=PRY =3 EN TV HHEIM & (38R 5 MICE L TW 556,
COFMEEMEM LT, BHEIAR Y —RtHEpC @R TR ) BEANORESEY —7
m— RFOY 7ty MNETRY o—Z2Elk L £7,
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I



tsrvF—vay |
B 7 xx—zosmraERonEE

17: SV EMER R B R O TR B

External Dependencies

Manage the granularity of ADM generated policies for services that are external to the application. @ 32 hidden scopes Show All Previous Config

Reorder Naturally @ | Dragand Drop | By Number

EEJ JustACompany : 1.1.1.50 Coarse | Fine 1 dependent filters - o

1 custom inventory filters close

{ 11150 ]

Coarse | Fine 0 dependent filters
[ Coarse | Fine 0 dependent filters
Goarsa] Fine
s Compans Eraneen Searen | Gome] e

8 8 8 B

I

1R8O DRI

EEDRY —EAERTHITV = a— ROV Ty FZEIZ, AR M) T 4V EE
ELET, EEOFKHET, EEOEDA XU N 7T AN EEERTEET,

AR MY T 4 VB EERT HIZIE,. WS OO FERH D £,
CHBDI TAL A N N T 4 VEERT D
SHLOA PRy B Y T S BT B,
AN R T4 A EOEREBR LT 2E0,

AR N T4 VETE, ROFT v a rBHNCTHHLERNH Y £,
o [ =V ZFTAHEOFIPHIZHIFE T2  (Restrict Query to Ownership Scope) ]
[#PHAN DOV — X 21235  (Provides a service external of its scope) ]

o (AFvay) NBEGFEROMEICET L e b 228%—) | L TLIEE
W,

AT9T1 RV =T 20— ZA_X—RBBH L ET,

ATw T2 [KRYv—%HBMIIHE (Automatically Discover Policies) %7 U v 7 LE7,

AT w73 S FRIFR  (External Dependencies) 1 %727 U v 27 L7,

RTv T4 VEIZEUT, [TXCOHPAEZZR (Show Allscopes) 1547 U v 7 LET,

AT9TEs (FA7vay) UHOREEZFMLES,

RBICRY =% L7z & EI2 Y A MOINA AR 2 HAIAT 5121, [BAATORE  (Previous Config) ]
27 )y LET,

Ta— 7R T 740 bORY —RHEE ] THMBMEFRERZHEL TOL5HE1E, [7 74V b
% E (DefaultConfig) |27 U w27 LT/ ua— NV A REFHTEET, 7203, 7740 EDU R
MBS L%, VEIJSLT (FOU—T AX—RIZR L TOHR) EE L., [HIDOFRE (revious
Config) |2 1[E7 Vw7 325L, TNLURIII AT A XS —Va v TEEd,

. AV TF—ay
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| t9rv7—vay
7—u 2x—z2osnukrEgronaz |

ATvT6 MBS U TCHA (BLUOHETLIHEIETA XU M) 740 2) 2l ~F2ET,

RU—iZ., bTF 7497 —ﬁ?é)xb(tﬂ IE) DOEPIOFPFHEINIA X MY 7 4 L HITHE
SWTHHASNET, 20D, @E., b7 74 v 7T &b BEERNRRY) o—2#HT 50
ERBH DT ﬁ(%i@ﬁ%%fi@v)@h rEIE (L BERR) BpETT,

B LWFHIPH A BB L7235 803, 774V R TU XA hO—F FITBIMSNETAH, VA MekzE
W~ 2T, FHEPH 2B L ﬁﬂ%bi*’“o

[HARIZW~# 2 % (Reorder Naturally) 1% 27 U v 7 L%,
X 18: BRICHREZ S

+ External Dependencies

Manage the granularity of generated policies for services that are external to the application. @ 0 hidden scopes

3

CIME

01| 0| 0|0 0 |

OOAC{CACHEMONCCAD

e VA MNEFETUNEZLIZIE, WOFIEEZFATLETS,
*[FZv 77> KKKuavyZ (DragandDrop) | %7 U 27 LET,
« [FHNE (By Number) 1227 V27 LET,

AMBIRAEBIFRIZIE, 10 DR CERSEIRMZ OEAEI D Y ToNET, e LFE L UEFEZLE L E
B

FghBEH LIS, [ (View) 1227 U v 7 LTU X MOIERFZFH L, 10 D55 2 5L Ehr
D IE I TFE] D BTLET,

RATFv T FATOREERELET,
ATZ &I, [HV (Coarse) ] £721F [ (Fine) 127V v 7 LET,

s HPHO TN TOY THPHNRE 28T 2121, #HOITORBIZH D3 >D Ny hORZ &7 ) v
7 L/ij—o l:l
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=S

BE)IR O—REDFMERE

PR E 2 LT, R Y r—a T D BB
SELZLENTEET,

INBDOREILT 7 8ATDHIT

B 19: BERY O— RO MR E

HHREIRET 5 2 L0, FEDREIC

wsAvF—vay |

ST

i U T LU= AR—=AT R —D B
(Automatically Discover Policies) | %7 U v 7 L &£,

‘ « Advanced Configurations

Side Information @

SLBConfig® | Select a source for this side information -]
Cluster Granularity — Meoium
Port Generalization @ VA
Policy Compression - MooeraTe

Flows | Processes

Clustering Algorithm

A— KNS B EIL—EhSDT—2DO7yJ7A—FK

Route Labels @

Auto accept outgoing policy connectors @

% Ignore flows matching any of the Exclusion Filters @
Ignore flows matching any of the Default Exclusion Filters @
% Enable service discovery on agent @
Carry over approved policies @

% Skip clustering and only generate policies @

Deep policy generation @

O— RNRZUH e N—FnbT—2%27 v 7u—RKLT, BEIRY > —HHEz@EmcEEd,

WOF T a T 78 AT B2

. [BEIAR Y > —HH (Automatic Policy Discovery) | D&%

JEC [FEMEX E (Advanced Configurations) 1% 27 U v 7 L,
72U [V A RIE#H (sideinfo) 1 B2 v a v aMRELET,
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[V RIE#H (Side Informaton) ] &



| €94v5—vay

n— kNS 4 eL—ahsn7F—a07v7o—Fk [

TIFay BLl

SLB A R— FATUYREF =S & H T ra— FTHIc, TRERK
(0— R AT HERD | P B EERERT A0 — RS U REOCTE] &
ZHL TSI,
n— RRT UHRERDT v 7 o— RTHR— F SR THHER :
- F5BiglP

7 v Fa—R)

« Citrix NetScaler

* HAProxy

« Z Ot
FRHRIEENf-ISON A X —< 2 L 7,

PR—FER TV e — RART U RIT Z DA F—< 12
BT DHLENRH Y F97,

OB AT —<IZiE, AP (VIP) &y 7 RIP
BT EABERNEGENTWET,

P TIVISON 7 7 A )V EX T va— RT 51, [SLBI#EK
(SLB Config) | DRRICH DIEHRAZ %227 ) v 7 LET,

IW—bSRLOT v | TrEVa=rTEINE7rxy NERIBA—FDY X N EL—
o— R N7 v 7ua—RLT, FRiicyebeya=r 7 Sik—Eo
7Ry MIESWTHRRA haoETEEd, BHEIRY > —Kil
ICE S TERSINDG I FAXZ ) 7O/RRIZ, 7Ty Te—FaEh
T — A TERINTVWHLIT T Xy NOBEFICETZNDZ Lidd
DEHA, BEIRY —RHPET LIEH, MREERETEET,

P TILDISON 7 7 A VE B ra— RT520%, b— kT
/L (Route Labels) | DRRICH DFEHRA T %27 ) v o7 LET,

\}

GE) I 7RZEFR=T 4 a v OBERCELZRY EA, DFV, HER Y O —HIIZ L - TR
SN TARZITIE, 20DRBRDHNN—=T 4 arDF—Fy MU —ra— RNIGENETA,
N=T 4 vasid, Ty7Fa—Fank¥ A FER (SLB, L— L) HoiHEINET,
L, 77 A2 2 Y EREERTLHIE (FBZ T AZHE) (XY, V—2oun—F&7s
TALHTHHRICBEISEZD . YA FHEROT v 7 a— a8l TS £,

PENZ7Zy TO— KL SLBEREERIFIIN—FSANIL T 7L I ERTEIZHIBRT BIZIE.
ROFIEBEETLET .

1 [Z2OYA REHD Y —Z %% (Select a source for this side information) ] &9 T ~L D
FWTAERN DRy 7 2% 7 U v 7 LET,

TyTua—RLETZ7ANLDY A NBRERINET,
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K20:7v7A—FLI=Y4A FER

Advanced Configurations
Side Information @

SLB Config @ SLB_side_info_sample v Route Tags &

+ SLB_side_info_sample NORMALIZED_JSON EA

TIABY) T OMBEREET A2 T, BHEIRY U — ML o TERSNDE 7 T AXD
A XEHIETEET,

o [Mi2>0y (Fine) 1: 7 T AZ DN L 720 T 0, A XN EL 720 ET,
o HLV (Coarse) ]: 7 T AX OEIT V7 20 F30, A XTKREL 2D F7,

\}

GE)

HSREYLTT

R— b DO—HR1E

B, Z0ary ba— L EZEFRLTHHERITIZEAEEDY T8 A,

SR2apTaAIY ALATIH, FOMDEL DL T FANREFBICANSNLT-H, fERICKER
BB RN WNGEENRD Y £3, 7k X, Ekashiz7 7 2% OEHEERIEEITE NG

WAUXL (OS5RZYTADAN)

i —F—i%, 7 FRAXZ VT ATY READTF—HDFER—A, DFD, FAT X b
U—r7na— FHTHorat A FIEEOWFERIRTE ET,

BEIRY O—EHTOT 74U hR—+ (R O—#&ik

Hadoop 72 ED—FDT 7'V r—=3 a3 L%, 32000 72>5 61000 72 &, —EDMETL L DY —
N—R— " Z2FABLOELEE LET, HEIR Y U—RtiE, Biggshiz7e—cB8iisv—7
o— RO — —R— hOFARREHFHA LT, £V —2a—RKTZ ) LEEZREL LD
ELFET, BEIRY —RHETIE, WRERFA—F (2721010072 2 DOR— 1) OEFHD—
WOREBERT L2 LT, EEOR— (2& 21F 32000 705 61000) AV —27n—KiZko
TH—N—FR—hrE L THATESE Tk LET, MBAICEERDIAR— NI, 20k
SRRRIMICEE R ONET BNBID Y MZOWTOREDRELZ-THE) . Zh
W2k, kodbipn, Ko Ry MR —MERENE T, RIBOHEEIZ, EMRARY
VR FET D OICEETT, o EBRMTONTICR Y —2EAH SN TS A, ek
DEBDOEL 7o —RN ey 7ENTLENET, EEOR—FE21OE30< D00/
I~ —F 528k, UToL &Y w7 S RIEICE# b S ET,
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b 2GR — PO —RALORE ZHIET 5121, LT CTHAT 247y a 2L %
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Cluster bpim*

Cluster Action Approve Cluster

Name bpim* ¢
Description e
Confidence Moderate

Edit Cluster Query View Cluster Details
> Workloads ?
> IP Addresses 2
> Neighbors &
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Cluster bpim*
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Confidence Moderate

Edit Cluster Query View Cluster Details
> Workloads ?
> IP Addresses ?
> Neighbors &

> Subnets 2
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Activity Log Matching Inventories @) Conversations Filters @E)

@ Enter attributes...

Clusters @) Inventory Filters @ @)
Clusters are groups by the ADM

v Name 1 Matching Inventory T|
bpim* 4
bpim* 2 4
bpim-idev3-* 3
bpim-idev3-* 2 3
bpim-idev3-0* 2
bpim-idev3-07.cisco.com 1
bpim-idev3-201.cisco.com 1
bpim-idev3-203.cisco.com 1
bpim-ideva-* 3
bpim-idev4-* 2 2

DIRZICEEEZMA D

Policies @E)

Confidence T|
N/A
Low
N/A
N/A
Low
N/A
N/A
N/A
N/A

N/A

v52451z8Emzs [

Provided Services Enforcement Status - Policy Analysis % Enforcement
x Qa o X
Cluster bpim* 2
Create Cluster X
Cluster Actions §/ >
Dynamic Tl Approved T|
Name bpim* 2 #
Description 7
Confidence Low

Edit Cluster Query View Cluster Details
> Workloads 2
> IP Addresses 2
> Neighbors 5

> Subnets 2

BEHGR U —MHTIE, 77 AZ 28121 DL EOER 7 =V BMER SV E T,
7 ALY T OFRERPEIRGF LRI LRWGAIE, 72 ZREL T/ V- rdE

TEET.

7528 EBRBLOWRET LT X—2DEEICHH[7 T AF (clusters) [Ry 7 A&7
Vol LET, VIARFEER, It 2E, VITARAZDAUNR—%2ERTTLHN, O/ %
BINFETITEETHIIE, LLFICRTEOE, 77RA207 ) 2 RIREITRELE T,
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Edit Cluster

Name
bpim* 2

Description

Enter a description (optional)

Query @
Address = 173.38.45.107 or Address = 173.38.45.113 X
or Address = 173.38.45.115 or
Address = 173.38.45.117 or

Alternate Queries
%k orchestrator_system/service_name
Address = 173.38.45.107 or Add
Address = 173.38.45.117

45.115 or

* priority

CVE Score v2

CVE Score v3

Access Vector (CVSS v2)

Attack Vector (CVSS v3)

BRIIZ2 IP 7 R L A& BINE 72 ITHIBR T 20, IRIESNREBEO Y 2 bnilo s =) %%
RLT, 7V aRETEET, 772XV X, TRLA, FA M, BEXORTLT
FHEINT 72V 74 VZIZTEET, BRI IP 7 RLUATERLS 79U Tr =
VEERTDHE, 77 AZTENTRY  B@UNS T AT S Bil, 258, E703HRE
NlzA XU MU, 7 TAZICABNCEEND D, 7T ARSI ET,

7Y OB & FIRERIREN T T L2 b, [fR1F (Save) 1227 U v 7 LET, [FR1F (Save) |
RE I ) dDE 7T AXTHBMNTKRERE L T~Y—7 &h, EKREHDOEET
AarP EEOFRIIERRL) HRICEDY £3, LIS U T, KBHEHET A 2 %x4)
DEZT, KBBEHAAT —FAEERTEET, MO WVWTIL, 77 AX DK (43 X—
V) EBRL TSN,
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EE JITRFDAUN—V T PNERINTGAE, BREINZ T AXEOT7 0 —0OKF N IEMEIZ

KIS TWAHEHF SNTZA YD —2 BT 572018, R v—2FERBTH2XLEND D
BRHYFET, ZIUL, T TAZA~DOFH LW — ROBEMREIZEIY, JTAZ AL R—
TFNEESNARENNH D120 T, UV—0 A=A THIGT HHEAPRE SNBSS, £
TIE—WRICT — T AR—AD A L N—2 y IPERINTGE. FERORA AT 5 ATaetE
NHYFET, FERIC, VITATDAN—V o TRERIND E, 7T A DOMEEA TN
EfETRRDAMREMERDH Y £9, ZNHTRTOHFAITBNT, N —0HERHIE, &
FENTARY =L I TAXOMENEA T (REKRO Y 7 A X O S fEFENE) %G
THDOIEN B ET,

77 AF ) EmET DL, €O 2 VICEEMNT bR T AZPNERT L WREERH Y
i‘j‘o

7 2 A2 DERFE B

I TARR=T D[ T AXDIER (Create Cluster) ]| RZ %27V v 7 LT, HLWEDY Z
2B B UET, £7203. [BIfAT D (Get Started) ] VA KX—D [7 4 VX DERL (Create
Filter) | RZ > %27 Vw7 L, =X)L T[Z T AX (Clusters) | ZiBIR LT, [HEIHR Y > —
@t (Automatic Policy Discovery) | X—UnbH 7 7 AZ H{ERTE £7,

3R2:F LW SR DR

Clusters @ Inventory Filters @ o
—

Clusters are suggested groups generated by the ADM algorithms. ‘D

FL W2 —F—FFT T AXIIV A RRFVICE RSN, BEIL U TLRZERECEET,
33:9SRAIDBHNER

Cluster user-defined-cluster

Cluster Actions w 7L > U

Name Mool Bt il SO
Description 4

Edit Cluster Query View Cluster Details
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VDT unf F—L LTHEATE £,

P—E TN X=X o THAMRICAR DY —E A, ZhEfFrElziivny s
BRENY FT, ZiE, == (VR=27) R—FrEIP7u halk
RY—l%, avva—<nbT o M E—~D T T 47, £TZEOH
i, £EE O GIC#EATE 9,

e ALLOW F£ 721X DENY : fE €SNV —v AR — K 7r halrToarva—
(Action) NS TONA B —~D ST T 4T HFHATDHNRT Y T BH,

T LB EtIL—IL., T4 I MIL—)IL, Catch-all L—)L72 Y, U—F7 ZA_R—ZXND
JIEAE RNY S —DF 7 LEREOZFEMCOWVWTIL, ORI TR > —DEE
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R2: R —D5 20 LBEIBEL : #&xt. TI AL b, Catch-all

KUs—522 |55

HExHE MR Y —1%, RV =V R MDOTMLD (LI TEELEDKW) 7
(Absolute) TV =g VEAGORY —FIEHEHY Y — O FALO®PEATHET D
BAETHLAMTT, KIS, MRV o—Z2FHLTC, AN TIT 4
AHBEHLIZY, SEIERY—VERELZY, BEDTY—7 00— %
BELZY LET, =& xiE, #HorARY > —%4H LT, DNS 72IENTP
PN ~D T T 4 7 EHE LT, HHEEZHZLZD LET,

Mt Y —id, RNY —EBEIERLY A FDOT T 4V bR Y =D R Y
A bESHET,

T4+ TN IR =i, RV =V A NDFORY —, Fioid&HY
V=D TMOHFHORY) > —I2 Lo TH—NR"—F 4 FENFT, —f%IT,
FEFICEDOMPNRY > —NF T 4L hRY 2 —TF,

T 74N ERY =i, RY —EBENRAL Y X N OMXIARY o —D Iz
A FERTWET,

Catch-All KU —J A=A, V=7 A=A THIRMICIE SN T X TOR
Vo—L—H LW hT 7 4 v 7 BT 5 Catch-Al AR Y > —03H 0 £
4, Catch-All 77 > 3 %, FAl £33 T,
—f%IZ, Catch-All R Y v —IwD L HIZHFEL 7,
Y U —D BN OFEPHDO v T 7 4 v 7 EFHFRI L, Y U — D LD
PHORY =N T 7 4w 7 B cCED Lo LET,
cHAPHY U —D P H D BIRERNR Y —T7 Th T 7 4 v 7 2EEL
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RYys—Ra—7

AU —REME (50—) ITMAT, X2V 74K —DORRIT, ENRERINT
WD T =7 AR=ZADFPAINZ L > THIRS N ET, HR Y —O#MIE, EX=2U T 4R Y
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FEEFRLET,

Apps. AppsHR. Apps.Commerce® 3 D DO#iH & FFOfi 7225 2 THAE L X 9, AppsHR
& Apps.Commerce (Z1E, Apps DEHEHOEBET L2V 7ty "RGERTWDLAREERH U £
T AppsHIFADHTAENRORY v —%EHR L TND ERELET,

DENY PROD -> NON-PROD on TCP port 8000 (Absolute)
Z Z . PROD & NON-PROD &, Z#L I T X TOEBMAR A N EIEEBEH AR N EEET
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~OFEGERE Fu vy 7 LET,
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G AVv—THEIhcarva—<eTma M =D X MY 74 Z2I21E, ROBEBN
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CcINEDT A NBEFEFIN—TF, V=T a—KRIIA VA= LEINTWVWDETZ 7 AT
Yk — A N— L THEHENBIP T FL 2Dty hEfEELET,

cINBLDT 4 NFIE, RV —FF 77 AT VA — NI — N EZITRATV—/vn— NE
721% Secure Workload =— > = > F&FFE L £,

BARW) el LT, 7273 a Y INRALLOW THLHRY —NOTa g X —7 4 vz, 7
F» h 111024 OFTRTOA Ry RNUBREFEENTNSL ELET, ZORY 2 —08 Secure
Workload =—Y = > FEFHLCY—27 B —RIZA A M—LEN, IPT RL X 1112035
FNTWDEHEAE, 77AT T4 — A —UIIRO KL H 12720 £,

1. BENI I IOHEE, 774 T U4 —A—iE, 7%y b 1.1.1.024 &R TIT7
<L BEBIZ1112%BCDO RN T 7 4 v 7 OB EFFRILET,

2. BIENT T4y I OBE. 77A T U+ —A—LE, 7%y b 1.1.1.024 KNS T
172 < . BB 1LII2 0D T T 4 v 7 DB EHF T LET,
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1 YT EHT—I A=A ZBEH L, KU — (Policies) 1%#7 Vv LET,

2. [AVU— (Policies) |V A KT, [ZN—F LI TWRWARY —U Xt =— (Ungrouped
Policy List View) | ARZ %27 U v 7 LET,

3. [{E#EE (Confidence) 1FIRHLAEZZ Vw27 LT, AU —VU R NEEHEE L~VIEIZE
/\“Eiiij‘o
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[R— 1k (Port) 1E72i1&L[7 v k= (Protocol) [FIDEE 7Y v 27 LT, Vg RUDEH
Az <Z2 N EHEET (EHL60 U 7 HREUEREZERLET) o

[7u hasbad—bk (Protocolsand Ports) &7 3 Cld, HELZE YV —ERX (F—
cMe7m han) OFEERENEND [ClDETRENET,

[ClIcH—YNEGibED e, BRHELANADRRINET,
UAMNTY—ERADEHEEORWEEAHELET,
FMT LGOI, RERRY O — LR EITRET 20, RY —&BMLET,

FrEDORY > —OEEE LV~ 2RRT 5123, ROFIEEZFTLET,

1

[RVU T — (Policies) J]UAKNT, ZORY —D[Fa fan bR — K (Protocols and
Ports) J4IDfEA 7 U v 7 LET,

742 RO [RY —H A K2 — (Policy Side View) ] /SF /MBI E £,

[7'v k2Ll AR—k (Protocols and Ports) ] &7 v a > Cit, fEELZEY—E A (F—
FEeTm han) OFBEERZAEND [C]DETRINET,

[ClICH—Y VEGbEDE, BRHELNALDRRINET,

SEGHR B ShRY) C—OIEMEIX, 7e—0FRnEL R SNl EL SR
F79, 7r—OHAPELEH S TWRWGE, BEIR Y O — R ROGEHEENME T

%)

Gand £9, NY —EROLDIZHIT SN DEE 7 m—RORECS>WTIE, T2

TAT Y Y= =DH] EZRLTIES,

RV —%EKRT DL, WLV =T AR=ZADORY o —% 75L&, A —3EHES
NPTEIEMPINET, — i, BEIRY —BRHTIE, ARBSheR ) —0R L EET
HRY TR ESNFEEA (L, UTOEBRFHLFMEZZRL TIZSY) |

ARBINTZRY =3k D & BV TT,

s FEITIER S LR Y v—,
s FEIOKRSNTREFEADORY v—,
(RY—DPERLIEEBVICEET 22 L 2R Ls, N r—2&R L CRRREE)
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B\ASIICL Y, BEDOT—7 ZAR—=2ANDOLERY —, BLOWOT —27 Z_—ZAn 5 0D4
BHEAR Y o — It A7 n—%T A N CTEFET, @HHITICEY, V—0 A= %N\
LA Th, SESEREXF2VT AR —ZHEA LTy FERBREES R0 £4,
e

HfEIE G IMTE. TIAT VT =T A=A TORETTETET,

o 85 3 HTIZBAE, Kubernetes y—EANL D 7 0 —TixHhAR— h SN THEHA,
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B sson

FHloFvsr—va vy Ry TS50 DFEIT (Run Quick Analysis) | # 7 &7 U v
LT, EAT7al %R RLET,

B 42: [ 55> % (Quick Analysis) 153 7

® Default v+ @. L. | ‘tiscs SECURE

Ty

' Policy Requests s

[pe

=

o
Run Quick Analysis P

’

-

RR7e—naryva—~ (V3478 IP, FuafX— (F——) IP, F—h, B&X

e barz AN L, [BT 25K —0/% (Find Policy Match) | AR %27V v 7 L
e

T A= ZADEHN—Ta v OR) —EFRE, T4 TR =W D= DIZBEIC T

VaINTWAEEHE LY 7 AR—ZANLOMO PR —%2EE LT, KE7 o —03FFq]
FEREINDINE I DERTRY U—RENERINTET,

. oA VTF—Va Yy




| t9rv7—vay

el |

AL TaZOFEHIC, —8HTL57 U MRT U KR —b AR T RRY =R ERIC, —
FECTWANBEZONTEIEFCERREINET, AR LOIE, WITNOORIORIIDITOHRTT,
Bt IEF ST D121, a v v a—~<llofxk EAio7T 7 b v Rb—)L & T assg X —
D EALDA 37 2 K— )LDl J5 5 ALLOW /L—/LCoh D LENDH Y £97,
MOFTRTO—FHTHR) —ZNEFICERTDHE, BEDORY U —RNHFHI /> TRV K
NN Z BB, N —EZOMEEZEIT 5 DI OT Ny 7Y — VRt En £
T V=7 AX—=ZANGLARY —%BM, BH, EEHIBRL, 7<IComEgy ks &n
TEET, VI AXR—Z2DONHIIVNEDH D FHA,

3:EmBR) U —n

Quick Hypothetical Flow Analysis @ X
Match this Hypothetical Flow against
Analyzed Policies Enforced Policies
Replace this application's policies with
Version: v1
Consumer Address Provider Address
173.38.45.96 RCON9-DC-Internal
Protocol Provider Port
TCP v 80
Policy Decision: © ALLOW Find matching policies
Consumer Outbound Policies @ Provider Inbound Policies @
OTHER: unknown - bpimdmgr-idev3-0* OTHER: unknown - bpimdmgr-idev3-0*
ALLOW TCP: 22 Default ALLOW TCP: 22 Default
o Tetration [v1] @ Default o Tetration [v1] @ Default
QOTHER: unknown - bpimdmgr-idev3-0* OTHER: unknown - bpimdmgr-idev3-0*
ALLOW TCP: 22 Default ALLOW TCP: 22 Default
es Tetration [v1] @ Default en Tetration [v1] @ Default

AU —0E, FFAI) A METAVEFEA LS 2 T 4R Y U— Ao BEEREHRTT,
BEHWR U —fHIc L s TAER SN —HDO Ry N —2 X2 U7 4 R —%fER LT
WLk, R v—%HT VN7 v 2T 5001, WL ONOERIZT 55 % %4
DUBENHY FT,

1L RNV v—0#HAE2TICRERBTDE, BBFEOT ) r—ya U ERRY—7 A=A 3R
Vo=l EoTED LI REEEZITET N,

2. HLW—#HORY U —Z#A LW 272 b, BEIMOBEX =2 )T A W8/ X7 2B EN
T&E7=TL X 92D

oA VT—a Yy
I
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3. Xy hU—ZHEHAT YT, R —DOERKEZEL L fifT L TCWET D,

4 HEF= VT4 = MBS TWEEE R Y hT— 2 RS, ZOMmoOT LA
MU F =S LERIE LT,

FFA[Y) A RNET IR Y —Z AT 20 HEIR Y —ic ko TERAESNS 7o —
[T, 77V —2a O3 _XTOT I/ T4 7 aAVR—FR ERERICK Yy IF ¥ Ien
FREMEDRN B D T2, A OEMITFFICEE T,

ZHUTHBERY U —RRHICERE L2 REREE N ERFRRTH D RN H Y £, D
e, T2y 7R L THLWRY > —%2 T v adbé, T r—a UNERICHKEE
L D REMENH D £,

AU —0riE. BEIRY U — R K> TERESh=2—F =t L > Tk IR v —
., Xy NIT—=TDIAT T 747 EMETHIOIZE mMSINES, R —phv—7
T —DEAIDAT v L, T—27 AX=ZXT[RY = DOf %1t (Enablepolicy analysis) ]
17> C, RV v—%2 Xy hU—FINOEITHO 70— LtBETE 5L 1052 LTT, %
U= AR—= A& RN AT 5 Z LIXATRETT A, T X TDY — 7 AR—RAZNHT 503
b A,

R o—DEME
J—J ANX—ATOHERY O —RHOREMR LD, V—0 AX—=ZAT[H U —08r
DAY (Enable Policy Analysis) 1% 7 U v 27 Loz TE£4, R S—0HEED
129 BI121X. ROTFNEIZHEVET,

ARTYTN Ay X —DT = AX—=2LDOREIZH D [ Z Y (Secondary) 227 Vw7 LT, V=T AX—R% T
FAIVITEID TS,

ATw T2 [RY—5348F (Policy Analysis) ] % 7IZBEI L F9°,

RTY T3 HAMUO[KRY —3Hr OB (Start Policy Analysis) | R¥ > %27 U v LET,
4:R) O —3HOEHE

Tetration # < T Switch Application
@ Default  version:v1 P> Start ADM Run
ActivityLog  Matching Inventories @~ Conversations  Filters @E)  Policies Provided Services  Enforcement Status —p | - Policy Analysis | @, Enforcement i

([ & Manage Alerts | [ start Policy Analysis

R —ELTORH
T — 7 AX—ZCEHEfHT b fiE A~ T v — 2O X ) REHENb O T v — B LU
N7 —iL, U —7 A=A TARINTEZRY) —DHEE2Z T 5 AREMERH Y £,
DT —7 AR—ATRY =S REDC o TR WNEES, 7u—i3, VAT ACEEN
AMORNET — 7 ZA_R— 2D 7 a—CTv—F L INFET,

. oA VT—a Yy
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sq ontry —ommit [
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GE) RIS —DREHENTNWDET —7 ZAR—=ZANRWEES . BRIF v — MIZIR 0 £,

4 THHR) O—DEHIE

NESNTZRY) =2 BHILTH, V=7 AXR—ZAONFIITHE L EEAL, N —50
V= ANHRY =REIBRSN LT T, MORY —N—Ho T e -5 bEEINL Y
BNRHY, TNISCTw—7 B b Ed,

B 45: 514 THHRY S —0mpie

I ™\

Live Policy Analysis: p1 ’]

@ Live Policy Analysis: p1 Enabled @ [Disable policy)

Aug 4 11:18am - Aug 4 5:18pm ~ 11 =

R O—DHOBME

[R VU > —%3#7 (Policy Analysis) [ X—12i%, ARSI HR) —%2F3 47 Xy hU—7 b

T7 47 ERE LERRENEREINE T, RY =Y —id, UV—7 23— R B

JOENTEFEHFICHAD TATRTCOT7a—%23 o007 AV ICHELET,

L el 7e—dRxy NV—JIZXoTHATESN, R =T N—FIZXo>ThHFrEINnE
L7z,

2. IRY—T :7u—3xy hNV—ZICkoTHAENELEN, KU —TL—7120E-
TReyXEnFELE,

3. BE: eIy hT—J LR =T N—FICLoT Rry7XEaNE LA,
WOAT V—ray NCEE, ZOX—VOMEZERCEET, THRRIFEETE, 7r—
DA ENTHET, 0%, LK) =030 T —7 A=A L > TARENR (Zo

J—J AR—=ZATARENS &, TV T T 7IMERRESNET) . Ju—RZ A —TFRr L
LC~v—7INnFE L,

oA VT—a Yy
I
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B 46: K1) S— DT OBME

Live Policy Analysis: p1 A Manage Alerts \ [ 4 Run Experiment

Corpus data is loading.

@ Enter attributes. x
Filtered| @ Flow Observations ~ Permitted | Rejected | Escaped Top [Names =] contributing to the selected Flow Observations.

Consumer Names Provider Names

Found 1,032,247 Flow Observations

T —RBR=TULERRIC, Ty T A R=FHL T, ZON—=VICERREND T
—EHE T A NVHAEETEET, [T —D7 4 /L ZAE (Filter Flows) | RFZ %27 ) v
T5HE, FHRUISLTTIRTOF vy — IR EHFINET, FTy— MW=YLV EaGbED L,
ZDHA BWAL T DR THEHINT-B 7 o —0EEREREINET,

IBIL, BEOXALRZ TR YV IThHE, 74NV FABINZTXTOT7r—DY R |
NTFORICERIN, SBHIHHTTEET,

A Fv— bDETICHD T TV IR F I EBIRNERT DT A ¥ T 7 va vk
3O00NT IV DONTMNIHIRTSZ &b TExE T,

T —RREN— D EREERIS, A EAINET v — 3B Y £, 2, ERORERYIF v —
MIRENTWELT =R G X FALOFRA M4, T RL A, T“‘Ffﬁc‘i%ﬂ“bf‘/‘i
To A=A —=2DHIL LTI, FRIIF v — b2 25—l n—72FIZHRL, &
MNEF ¥ — F T [R—F) Z2BRL T, =275 —F SN 70— ZEEE 522 FiiOR—
FEFRTHIENTEET GEMIZLLTEZS) |

iR —F—mITOFEGRY —04
7 0—DE

RY =T 70 TIE, 7a—>nFa, TR7—7, FHEEEOWTNTH I NERET
DI, BNy MU= OBENL 7 e —DREBEZHETHLERHY T, £ 70—
IZ. CiscoSecure Workload V7 b =7 — x> b (VT AEA LD TR —F—FEiXy S
Fy T HrEN-AAET V2 PEEAT—Y 2 MCOAREHA SND) ICL > TRitEH
57737Vkﬁ%ﬁ@ﬂﬂfbt ALLOWED. DROPPED. F7-1ZPENDING DLi&E % 5 T Ht
DET, 7a—ORR|TihosTeo—Vx MERB IO 7 rn—% A Fl2EESNW =L Dv T
£,

bic, 7a—s A FICBRRS . T R—0 SRR S NP RPOZ— V= 2 b (B

T —C ey FEREEAT -2 b)) C, 7R —MEEISRZZ ERESND &, 7
—{% DROPPED DOALE A 52 THLY 7,

TH—DRRAT I ST L ME L o THEEER L X VES . W7 7 — & B
Tu—ORRENRE LET, WHTRT e =R BBREN L 5E. BRI, SER— 7

. oA VT—a Yy
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tpa—v—mitommsRy o —o45 [

o koL, BIOHA I TIZESINT, 7ua—%2X7 (EFHMmEMTR) CHRHELET, H
CZdid, HAmM7e—IZi3 T FERA,

WHE 7 a—Da, BREHEET—Y 2 FERREAT—Y 2 P A F—LE
A, W CT — 2 7T L= BEIT 25> T0DEYE, EEILEFEEDOHGTOE=—x v T
n—NBEINEZ L ERET S & ES MY 7 —X ALLOWED OLEZZITHRY £3, %
LSO NIEJF R 7 ©—|X PENDING OALE ZBfS L E3, &G0 E /235t ond i
—HIEN- A=Y 2 FEITEA = 2 PRI O LA VA = SR TR
Bitr. =— Y= M) 60 B DORFHIMENIC O M 7 v — 2@ L7258 RY | I M
71 —(XALLOWED OLEZ 5 T £9°, TS O5E1X,. PENDING A7 —& ZANNES
M7 a—ZE0 LB THNET, WFH T a—0OW RS ORLE L, 2570 &SR -
T2 EERNT, RILeYy ZIZitnWEd, 2 2iE, —FHollicoro—r = MRTFEET
LA, WidFm 7 v —O/LE 2 PENDING 7> ALLOWED 733, AU w2y 713 %o
NEH TR 7 0 —OBRE 2 A I TR LET,

T7ATIA—NABYA VL F Ry TE2EELTWALEEELTNAZ LICERELTLLEE
W, BL7 0 —THEX v E—UNEEINEZSHE (B : RST+ACK T TCP SYN Z4H45) |
WG O 7 o — 3 S, LRTONES MO 7 10— ALLOWED & LC~—27 &hxd, 7=
L, HEA Yy E—=UNRI07r—CEESNL5EE (F : ICMP A »&— T TCP SYN %
T 584) | ESH 7 2 —X PENDING O F (2720 £,

oM 7 a—0a, MFH 7 a—04 R, Wiz —2 = MK - CDROPPED
LG ENTESE. D7 1 —IDROPPED & A ESNET, 272 L. —ET 3507 n—
DR, MFOT—Yxy M7 o —%28R L1556, 70 —0MLE AT — 4 A X PENDING
12720 £,

ERAA4T

T —EL, ST ENTWAERY —ICBL LTF = v 7 S, kAR OFEN I E
ENFET,

Ta—DERZA FITROEY T,

« 350 : FOMLE D ALLOWED F£ 7213 PENDING Th V., FOWRERY >—T 7 a RN
ALLOW Th 554

« TR —T : ZTOMEN ALLOWED TH Y, TOWRERY > —7 7 a3 7 DENY ThH
L8556

«¥EFE  FOMLED DROPPED £ 721X PENDING ThH V., FOWRERY > —T 7 g RN
DENY Toh 554

N— 3 3.4 LIBETIX, Secure Workload 7R U o —/43#7 C [FRBEHE (Misdropped) ] 72— 7
TUNHEINRNT EIZEE L TLEEY, Secure Workload & A7 AlE, Bl#$T A= — =
¥ NAHPRINIZ DROPPED A7 — % A& & LT\ D 7 2 —|Z0D %, DROPPED A7 —X% A%
FOYBTES, =—T =2 bTRa Yy T7OIRNZRHRED WA, Secure Workload 137 72—
MRy TENTNEIDEHRI L2 £D X977 —|XPENDING A7 — X X &%
JHY £,

ALiE 73 PENDING O%56r, R U —O@i{EREIH SN ET, BARICIE, ROBIRZITVE
j—o

oA VT—a Yy .
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¢ MUEMN PENDING T, RY > —7 7 23 VN DENY OBE., ENXZ A TIIERICRES N
\i‘g—o
« ILFRAS PENDING T, RYU S —T7 7 2 3 75 ALLOW OIS . ERZ A FITHICEE S
nEJ,

WHH 7 va—D%4a, 7a—0NEREEy & HRERSORY =&KX DX A TIN—ET 55
E. R =S ELITEAST =231 20X A TOIRNERRINET, FNLUSOE
A%, PERMITTED:REJECTED D X 912, NEF A & FRMH 2 IcRrmSinEz T,

WIZ, E L ER O Y v 7IZHSL, 7a—@XZ2A 7O F ) AOHEZ N IR LE
EEITMOBEHATR Yy PR Rr vy ST,

o« Z DA, EE T Secure Workload /7= — = > MiE, 7 v —2 DROPPED T
HoHERELET,

S

2. Ny MREETrLH SN,

s EETLMICEN- TS — s FERITHAT— 2 NOBRBEET HES.
0P DIFRIr Co—Y =2 M Lo T M7 v FbBIgE SN gE, 7 a—3H
He—V = M X > TALLOWED & L THESNET,

 EETM LM T ICEN - IR — 2 FRAB LS. AN —Y = b
71— DROPPED T& 5 & & LA IR Y . 7 v —I{ZiX DROPPED #L{E A
F—A AN 2 5NFET, FNLSOES,. 72 —Z ALLOWED & L CHESnE
7,

3. WETT7u— "y MRZEINEZN, WHENT 7 0 v 7R, -mliille—y =
RA372WEE . 7 2 —|XPENDING AT — &% A ZHS L4, LS04 1L,. ALLOWED
AT —HANEID B THNET,

R —aE @A L=le 2

3ODENRSA TDEFEEZDE, TRAT—TLfz7u—%, fFFlREENLETHD Z &
NEZ IO £T, ZThiE. ZTHODOEEREDO 7 o0 —D/EN, BHESHT SN TWERY o —
DEKENTT 7 ar b BR57-0TY, BUESITSNTWAIRI v —2@EHT5L. 2
LbOT7r—RNT 8yl INHARERHY T, b0 T7a—D—ERREDT Y r—
YarvOBEOBMEIZE S TEER7u—ChoHA, ZOXIhT7u—%Tuvr35bL,
FNODT TV —3 9 ONT —~v 0 AF IR TR S M T RN H Y 3,

L7z o T, BORY U —%@HL THLERLARAWEHABRENAE LN L2 RIET 5720
W2, ZOAT IV ORY —FERESITTRRD ZENEETT, KRIZ, AU I —FEEIZHOW
TOBMEFEMTH L X, BEODT7r—~D RYALF T KL —RICHEH NS, 1L
ONDT 4 NH (BLOGH) ITESESTET,

1. = RAr—TLE7e—FF3EESNEZ7n—0hedvF vy

RY = R—=TC TREDZ A T D70 —DHRIIERTH72DIC, SFEIERERKZA
Tova—%27 Y v LTERTEET,

. oA VT—a Yy
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EREBIOREORY v —F 7 Z2MH LT, Catch-all RV > —IZ—Fd 257 a—%kE
T %

BRI Y 2 RARY o —EF L TlE, EDO7 v —H Catch-all R U 2 —I2—t % & FfR
THZENEETT, INH6D7a—RNESLTH-TH, 2607 e — % L THRE
AR Y = DMERR STV R WA —W—X, ®HUET 55 F ik E I
@ﬁ%r%&f)/~%ﬁm¢5M%#%5%A#%Di#o*ﬁﬁ\ﬁbbw7u—f
SbIuX, HHIZFRE L, FFMEHET 20ERH D £97,

hooza— REBTHEOIL, UFORT LI, ERT2008%(E, BE. £
T XM 72 D703 JE L’C inbound_policy rank & 7213 out-bound_policy_rank @ catch-all
EIZEASNT TV Z Z#EATEET,

= 47:

B *— T T T T T T T
Aug 4 11:18am - Aug 4 5:18pm ~ n an 7n 101 11 an 7n 101

©® policy
Inbound Analysis Policy Rank

Outbound Analysis Policy Rank Permitted Rejected

Inbound Enforcement Policy Rank

Outbound Enforcement Policy Rank

= 1w MM AT AN

N
RST 788 % TCP 7 u—DR4h - lE 07 7 7 kA& £ 72\ (Fwd flags does not contain )
RST, #iJa~7 7 7 W& 72\ (Revflagsdoesnot contain) RST

—EDT A —F LI=TCP 7 n—|Zi%, RST7 I/ ARESNHTVWET, ZnbD7ro—
X, arva—~FETa g X —onThnicio Tty hEvET, T bid
KRHNZT — 2 D IRNESL SNV T W RUVERE TR, ==Y = RRAANY Ry xz A 73
Ty Nk T 5720, ALLOWED &5 SNA568036 0 £7, w0 LRSS
NTWRWz), BESTENTHAR) S —RNEH SN THLEEELZITEEA, WTh
w®MTRM777#&ﬁénfwénm7m AT D L. BUESHIT STV DR
Vo=l Lo TSN Rln7Tay 7 3nd, JOVEROHAIEBERTRr—T77

—ZHEFTEET,

7 R AZ A7 (addresstype) =IPv4, 7 LA #Z A (addresstype) != IPv6

FEANEDRNT T 4w 7 IPvA B L TWAIREILZ, IPvd 70 —ORIZIER LET,
Vo rnm—hANT RUARBRINT D Z LICHBELHET,

FAEDOR A b4 EALOR =~ EZOT F LA EALOHPH

TopNH§HE Y ¢ > RUMBARA M4, A— b, F2ET RVAZRINT L L, ofransd
TZua—ORPETIEIRCHETETE T, BF., Znoztho7 o 7 LlAEDLE T, K
Vo—%BWT AL EIEDIATDORNTI T4 v ZICRIAFT T TEXET, ZHUT
PBWORDAT » 7 TEOT7 0 —IZ{ERT D DOEENEN AT ICHRSL B £,

oA VT—a Yy .

A
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6. T2V a—vHRANMNBROILFS%ZETe (Consumer Hostnamecontains) {something}, ~
0 NA ZRA NG SRO LTH% G T (Provider Hostname contains)  {something}, ~° = /3
A #—7AR— 1 (Provider Port) = {someportnumber}. 7= k=/L (Protocol) =TCP”' = h
=1/ (TCP Protocol) != ICMP

KA MG, A= REICELT, R ERD 70 —0 EFEMHIZOVWTLYEZ 0 3Hn
X, EINZ =V U 4 U RUTHRIG LIENOEBE RY AL T 7 g W E Z T 505,
Ta—RT A NFN—ICEEHT DT N A ETEICTAN LT, 7u—% KU AX T
HTLEEBINTXET,

7. iz D70 —ZEER L ORE IS T

KBIZ, 7e—Cc T 217227 ) v 73528 T, FFEO 7 e —IZEA LT, ZOKRY
V—DREREFARD LN TEET, 7u—ll K LR v— BLUOarva—~<t
TaNA X =Dl ST OT RUAOFFIZER LTLZISN, R v—T 27 a ryRNERL
T 7varE B LRWEAIE, arva—~F3 TS X — (LX)
OFPICBIER T bz T — 7 A=A W RY —%fER LT, RV —T 273
VEERETIHIMLERDHY F7,

WORIE, ZZTHALET 4B Y 7O—EEMALT, TA7—7 L7 n—%#
VAU —27 7 —DflZR R LTWET, MBEANZL, - ZfHs =V IcE#md 52 L
Wk, R—F, arva—~T7 RLA, FaxfX—7 LT I BLO -] 24
AR—FLZET,

B 48: K" — 2 DB

Live Policy Analysis: p2 s £ Manage Alerts < Run Experiment Analyze Latest Policies
Select time range -, 3,534,637 total observations
Jan 22 3:20am - Jan 22 §:20am = P i T 205 7 s g Showing Flow Obs s
Fiters @ | FWOTCPFia@ doesn'tcontain RST | RevTCPFlags doesn't contan RST | Address Type - IPve m

rs @

Provider Address = 192.168.10.2  Provider Port = 6443

Filtered | @ Flow Oosenvations = Permitied | Rejected | Escaped|
SiBiow Dossrvaions enmitied | Rejected HEein Top| Pots = | contributing to the selected Flow Observations.
-
i 1O Consumer Ports Provider Ports
L S s B e e e e Lo ey B e N 19977 ——
B IO SO i it 21271 I
L R e T B B 21820 ]
I
] v —rn
3
6443
an0-| 21838 s -
21842 I —
200-{ 25612 P ]
25614 i —
100~ 25624 i = )
——
" ) T 2"y
Found 580 Flow Observations | Show 20 -
Y Timestamp Policy Categories Provider Address Consumer Port Provider Port ~ Protocol Service Name. Inbound Enforceme
Jan 22 8:40:00am ESCAPED 92.168.10.2 31360 6443 TCP Unknown Unknown
Jan 22 8:40:00am ESCAPED 92.168.10.2 31368 6443 TCP Unknown Unknown
Jan 22 8:40:00am ESCAPED 192.168.10.2 45242 6443 TCcP Unknown Unknown
Jan 22 8:40:00am ESCAPED 192.168.10.2 28600 6443 TCcP Unknown Unknown
Jan 22 8:40:00am ESCAPED 92.168.10.2 43838 6443 TCP Unknown Unknown
Jan22 B:40:00am  ESCAPED 43846 6443 e Unknown Unknown
Jan 22 8:40:00am ESCAPED appServer-2 goe2e-master! 172.25.114.169 92.168.10.2 33130 6443 TCP Unknown Unknown

oA VT—a Yy
[ | I
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wrEoRy o —ont [

RWEDRY —DRH
T — 2 ZAR—=Z~DEFT, RY S —0 Y — VI HBIICFE S AR, [RHORY
> —®D453Hr (Analyze Latest Policies) 1% 7 U v 7 LTEEARM T HZ LT, T—7 AR—2
EECHLHARTE 9,
BEDT—J AR—REBNHTEHE, ZFOU—IT AR—ATEHRINTNBETXRTHOI T AL
ERV—DAF gy RBRRIG S, SRR REICRD T, ZNODAR Ty
Yay MIRY—aHN—=Da b, Ipl) OXHITKTF Tp) THED 97,

RY—ZRILDTZT

BESNTZTRTORY =" =Ta 43, RYD—=FRLDTZT %I LTRY =7
RINF v — FTHRRDLZENTEET, 77972270 v 03258, [B~vrT 47 ALFER
(Semantics and Viewing) ] X— Y DHFEDR Y =S A=V a VBB LET, RNV —)F
PE (50 X—)

K 49:R)—SR)LDITSY

© Enter attributes... X

Filtered| @ Flow Observations ~ Permitted Rejected Escaped

Top [Names ~ | contributing to the selected Flow Observations.

Aug 5 02:26:33 pm (EEST)

[ o T B o T M Analysing Version p1

eg-tet36-win. eg-tet36-win16
eg-tet36-win19 eg-tet36-win19

Found 15,472 Flow Observations [ Show 20 ~ |

RV =T UfFE OIFRYNTF ¥ — ML, R OGRS R Y o — 7 N —T OE bR &
NAHED, HEOZ—F—N7TDU —J AR—RAIEEEZMNZ., DHO=DIZFNLDORY
—H AR LESEAIT, ARENERY) V—OEFE B CEET,

ARV > —DOfE R D20 Secure Workload Data Platform THIJF T& £,

R O—EER

P

NEBEHRY —OHOT 7 4V MEMEIX, B =N —T TERS NI — M- T
FTAT Ry NI—0 NG T 4w P ~w—FT7FTHZLTT, 2720, BEOEHMO 7 v—
BEROBER L) 1F, 4Ty NU—27 TIIRAELARVLS LLEYA, ABFEALRY
AR DLRZE R N U= X 2 U T 4 OFHEZRREET B 72012, LETO B ToRY
V—EBREERTEET, WA NE. CORY —ERIT KRB oO—EOR Y R
T—I R —=Bobotct LIzb Y750 EWIEMIEZDDICELLET,

RY —EREFATTDI2E, RO2SOFIERH Y £7,

ATV T R ==V OHEBICH D [FEFHRDOIAT (Run Experiment) | RZ %27V v 7 LET,
ATYT2 HLWIATr s T R —EROLAH L WM ZRIRL £,

oA VT—a Yy
I
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50: [RERDZET (Run Experiment) ] 7+ — L
Run Experiment X

By running an experiment you can verify the compliance of the past network traffic with
respect to current live policies, version p1.

Name

new experimen|

Start Date
03.08.2021, 12:00 [ ]

End Date
04.08.2021, 12:00 [:::]

(o) I
TRICE D, A SHOIE ST, BIRS NI ARWESE Y Lok L CORR SN HIBNO TR To 7
BT B H LR Y Y 3 T RBIR S T

R LB L - TR, 20V a TIZEG0PL5E0H Y £9, #ITREE, R —kL 72X
Za—ZFRENFE T, MREFRTOEMN TS O, MORAFFEALRY o — ERKICR Y o —EiRrz
BIRTE DLy, SEIERT7 =T ) ZR-d ReRIF ¥ — FRRRG CTEHI SN E T,

X 51:FE&

O Manage Alerts ] [ < Run Experiment

I new experiment: p1 I I (

Live Policy Analysis: 1 Ensbled 0 97574 toral abseriations
Showing Flow Observations
Experiments
Aug 03 o
® new exp... 100% - Aug
04
g 0 Top contributing to the selected Flow Observations.
Experi... 100%
Aug 04
st 0% Aug 03 - Consumer Addresses Provider Addresses
T ‘Aug 04

GE) RY —FREBRLT- & X7 n—RNERSNRWEAIE., RE#HEOR—EAFERTH S
AR H Y £, 2 2. Fr— FOBEORRIFIH R E 1 BRI 20, BRI ITE
E 6> TV AR LT, MR Z EZBREIRIICE S X2V 'y b2, K
U —t L7 ZORICHDMEHT A a2 v o LET,

& 52 B EEE OE S 1L

[ new experiment: p1 ] @®© Match Experiment's Time

Select time range

Set time range to match experiment

Jul 21 1:19pm - Jul 30 3:

@ Enter attributes...

R S—RDHODT7 IO T« ET«OY

FTRTOU—J ZAR—RAZ—HF—|F T—T ZA_X—RBREORY I — 5 _— T4
HIZBET 7 7 T e T TR TExET (EREZES) 250) |

1L KU —roazk

. v AVTF—a Y
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B 53: R — DAL

You started policy analysis to version p1 :26.PM

2. R T—gHroEHL
X 54: K1) S — S OEH L

You stopped policy analysis

3. WY OEH
B 55: K1) S~ OEH

You updated policy analysis to version p1 2124 PM

Secure Workload I%, #A SN7-o— K7 4 (FSEBLUCitrix) 7 74 7 74—/ (Cisco
Secure Firewall Management Center #3H) & & 2, B SW/-=—Y = FE2 N LTT—7

n— IR Y) v—FEHEEACEET, R —F, =K X—=F 4 DOF—Fr A L —%
ARV =7 LT, =K =Ty DAV TFTANT 7 F X THEHT5IEHTEET,

RY—DEAILT A T EETHETR, R —RNEHEANTT Yy M vy 2 3,
HLWIZ7AT 94— ILIIL—ILRNEZTRAFTFNEENELRY £,

\}

CE)  BATT 2N, T4 7o oMEz K<SEML TS ZS N,

A

& ZOMEEZFEHATLIE. HILWRAN I7A4794—ILIIL—ILMEASH, BE$ 55K A b
ECEEFEONL— N T RTCHIBRE S E T,

DI

56 BRAMNESIEESNTLS R L—0#EA ( Policy Enforcement) ] R—

Enforced Policy Version: disabled @

Enforcement is disabled for this application.
Traffic in, out and within this application’s scope may still be enforced by policies from other enforced applications.

Select time range 25,013,546 total observations
Showing Flow O

bservations

Aug 5 8:49am - Aug 5 2:49pm

@ Enter attributes.

Filtered | @ Flow Ot Top [Names ~ ] contributing to the selected Flow Observations.
Mrermited MR MEscaped
Provider Names
—_— —_—
%0
Found 0 Flow Observations [ Show 20 ~

oA VT—a Yy
I
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R o—

ATy T1
ATvT72
ATv73
RTv74

ATy TH
ATvT6

ERDAE

ARV —OEAIZE N T, 22— — X2 OFIPH CE ML EOBREZ R > TV O MERH Y F
7, #H CTHOMELFF O 2 —V— 35 &HE ZOR—VEERTEETHN, HLWLKY >—
OWA (7138 1T TEEHA, BEOFHEMIZONTIX, Tr—) 2RI TS
AR

T —J AX—ZATRY —OEHAEaMMeT 2801E, [RY > —oiEH (Policy Enforcement) |
AR—NE, ORI EEM T ST — 7 A=A TER SN TR =itk -T, 7
B—RNEDOEIICHEA SN T AR ERESNET, =& 2. [Prod (3FF Prod 5 A kL i#
FBIRETIERN] EWHRERAR Y —RBEHOMEH T — 7 A=A ZFEEL, Z O
BT —2ua—RDO N7 7 4 v ICRBEEXDEARHY 7,

R =DM AWM 5 FIETRD B Y T,

U= ZAXR=ANFHICBT D [FI7A4=V | THHI LB LET,

TA Ty — N EEHLT, RV —RNELWZ EE2MERLET,

ZDT— 7 AX—=ZOFMIC TH#EH R dH 5 L 2R LET,
Ny L —OFHMZH D[RV > —0iH (Policy Enforcement) | # 7% 27 U w7 LT, [RVU ¥ —DiH
(Policy Enforcement) ] ~—IZREIL £7,
B [RY v —%5H7 5 (Enforce Policies) | R¥ %227V v 7 LET,
BHORBLZHR L., FILW T 7 A T I+ —LD/L—LNHRA MIEZAEND Z & 2R TEEZZ T A
ET,

ZORFRT, ILWTZ 7 AT U4 —/AON—)Vi3, ZOFMIZEEMT bRV —27 A= ZEI) 4T
BTy M7y vadnEzd, F¥ v IA— A — iV —7u— RIEEAEN 720, #ibH
HDOA B —T oA R ELEHEZDFRMENRH Y £, BHRFIZT VT 7 7PMERSIVE T, RO A
7V —rvay baZRLTIEIN,

G¥) BT ¥ — MIH LWEBRA RS SN2 WEEIL, IELWRREHA RIS T D01 E 9 »

EHER LTS EEW,

(6= BT DRNCARY =237 5 Z e RS ET,

. oA VT—a Yy
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57: @RAMNEMEEIhTWS [[RY>—Di&ER ( Policy Enforcement) ] R—

Enforced Policy Version: [p1] €———

Kyo—amycv—r [

Stop Policy Enforcement

Enforce Policies
L] 25,040,476 total ob:
Showing F vations

Sel

Aug

© En
Filtered | @ Flow Observatio d l Top [Names ~ he selected Flow

Wpemited MRejected MEscaped
&~ Consumer Names Provider Names
— _—
2% % u 240 5

Found 0 Flow Observations [ Show 20

R —@BAI 4T —F

RU—@HY 4 P—Rid, V—27 o— RIZFEEINDIENT, @HINZRY —IZxtd 50

e L FHIATREME 23R U E 9, F72, @A (Fidu—nny ) 5K —DEF2i#

WL, V= AR—ANTEELZTHUEEOH DTV~ 0 — REERT 20D A =X

LERME L F9,

RY =AY 4 F— RIIZKD 4 DDORT v TRdH Y £,

1. AU —FHOER
U—7a— RIZHEHATAHRY S —D"—D g UEABIRTX, BIEEHA SR TVWARY o —
EBIRLIZ A= a v ORY U—DEWRRRINET, i —Ya UABRI T
L6, MATAHIEEOY 7y bEBBIRTE T, URIONA—T 3 URERINLTWD
BA (v—nA RNy 7 FF) | R —OFFITBINITEXETA, R —n=
4y ETRIBEIC, RU S —DEFZ 7 4 VHUF L TR L, CSVE L THF U m— RT&
iﬁqo

oA VT—a Yy .
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58 BATBHR) O —DEEEER

Update Enforced Policies

@ Review Policy Updates 2 Impacted Workloads 3 Impacting Policies 4 Review & Enforce

Related to ® Default

Select the version of policies to enforce.

Version [ X

14/14 policy changes selected for enforcement

© Fitter Policies ... x [¢]

Absolute No matching changes

Default

Priority Action Consumer v Provider Service

> 100 [®ALtow ® Default ® Default 1cMP .12 more

Catch All

Change Catch All Action from [@ ALLow | to

Cancel

Next

LT — s a— R

ZOAT TR, BRULERY —OEENGERSINTZH LT 7 A4 T U —/L/b—
NOEBEZFTHY—rn— RBRFRINET, MRIE, BRLERY P —EFEOa
Va—<EE e X —OAENICEA T —Y 2 MRFET TR TOY—7 a—
REMB LR T, EBE2ZTHAEEOH LV —7 n— Foix, ®ENOT—27
0— ROMBAEBZ D Z LEHY EHALN, [T—Y =2 MERKA 7 & (Agent Config
Intents) ]7¢ EDOMMOERIZ LY | ERIELZT LV —7 v— N3 7 < 72 5 aTREMEN
b ET,

59:%E8%%+57—0—FDYR+

Update Enforced Policies

) Review Policy Updates @ Impacted Workloads 3 Impacting Policies 4 Review & Enforce

Workloads with enforcement agent that could get new firewall rules based on 14 policy updates

© Enter attributes... X B
Showing 10 of 25 inventory | Load Al
Y Hostname 1 Addross 11 osil

eg-tet36-centos? Centos

eg-tet36-rheld RedHatEnterpriseServer

eg-tet36-win10 MSWindows10Pro

eg-tet36-win16 MSServer2016Datacenter

eg-tet36-win16 MSServer2016Datacenter

eg-tet36-win19-2 10.103.4.112 MSServer2019Datacenter

eg-tet36-win19-2 10.103.4.117 MSServer2019Datacenter
eg-tet36-win19-2 MSServer2019Datacenter

g-tet36-win19-2 MSServer2019Datacenter

eg-tet36-win19-2 MSServer2019Datacenter

[Ccancel Previous

Next

. oA VT—a Yy
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AR NVHBDOER, 74NV Z VT Zyra— ROFEMCOWTIE, A X2 b
VaEaZB LT ZEN,
WL H 2 HRY) —

H T — 7 Z2_X—=2DRY o —%, BIEOTU — I 2_X—20D TV —r u— RIEELY 52 5
AREMERN B BT, 22— —I%, 5‘1‘:$ﬂ7-& ANR—=ANGMBERFR[AR Y —03EH S
TWAZ L EHERTAVNERHY 77,

B 60:56HT—H AR—R EFAN—S3 0D YR+

Update Enforced Policies X

Review Policy Updates

Impacted Workloads

© Impacting Policies 4) Review & Enforce

Policies from the ancestor applications may have an impact on the workloads in the current application
Please make sure the desired allow policies from ancestor applications are enforced

Scope Application Workspace (Primary) Analysis Enforcement

® Default Polices: i

Cateh-all Action: [ ® DENY.

il & [

ZOHREBEDAT v 7R, WHESNEZRY —EROME, B Z 5 AREEOH S
U“?DWF@ﬁ\@%éﬂéCmm@?ﬁva/ﬂ%&éﬂi?ﬂﬁﬁbfﬁm(Mwm
andEnforce) JAR¥ BNz &, RV v—A T bEFERALT, BETLIV—7n—
RIZRESINDIH LT 7 A4 T U+ — L b— L RFHRE SN ET,

BTZRTE L0, FILEHESNTRY o —D401, @, BXOT 27 a0
A2t A7 a b ET, v— ANy 7OBRE. BEONRR—9 U OLHTE
HIZZEECTEX W=, 77 arOBEBOREDLNHFATINET,

61 EOHERE L UVRY L —DEEDER

Update Enforced Policies X

Review Policy Updates

Impacted Workloads

() Impacting Policies

© Review & Enforce

You are about to enforce the following policy changes
New firewall rules may be inserted and any existing rules will be deleted on any of the impacted workloads
The exact list of impacted workloads may change at any time due to dynamic nature of policy intents

Policy Updates 14

Potentially Impacted Workloads 25

Catch-all Action

Reason for Enforcem

or updatir

Previous Accept and Enforce

oA VT—a Yy .
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tsrvF—vay |
B arsnetys—oxx

BRINF=R O—DRT

RV —REHAENDE, FHLNWT—7 A_N—2ZAR—D g UIMERRENET, ZoRR—V g
X Tp*) OEXT, oV —27 2_—2 3—Y g v LRRICERENET, BEHHSATH
% Ip*| N=Ta i, EACY A NERET, LEE, EoR7 Y —rvay MO GE
AENTNWBHRY »—s3— g (Enforced Policy Version) : [pl]] £ E#RINTWET,

Mpl]) EERERINF v — b DTR_XNT T T 2T V7T hHE, =0 AN—=ANZED/N—
VariculoEby, KU —RBERERINET,

FLULARY O—DiER

HWHOEZOICRY) —RAENRS &, LY (@aESn) R —2R/THZ LNt
T, INETIICE, X—=Y0hH ECH D [IKEHDORY > —%i#EH (Enforce latest policies) ]
N7V LET, LORZ Y=gy hESRLTIEEN,

R —ERADEILE

WY — O A NI DI, [AY —i@MH (Policy Enforcement) | ~— BB L, R
BO R —iHOEIE (StopPolicy Enforcement) AR > %27 Vw7 LET, iUk,

Ftl T — 7 AR—ZATEM ENTZARY =AW T, fNOT 2y MIH LW T 747

T A== A REEZIAENET, [x] OFWET VT T TRRERSITF ¥ — MIER S
£, EoR7 UV —rvay baZRLTIEZSN,

RYS—DEMEAV S Aa—TFHIEEME TONS 54—

Cisco Secure Workload (%, RV T —OFN R ar v a—< AR T a4 F— L TIN5 R
UL —FTMMIBWT, A 7Y a v 20 ONABLTWEYT, b4 7y a v &
T DT, V= ARX—=ZANIZH DR —Darya—~<T 4 LEZTanf F—T ()L
A OBWEIMET S Z ENEHEETT, R —0arya—~vT7 4 AZTanf F—7 ()1
ZiF, AVA NIV ENTETFAT U4 — L L— L THEHENDLZ—HEDIP T N L ADMIZ,
RN v —%%Z TS Secure Workload = — Y = b D—HD U — 7 10— R&#IfH L £, Secure
Workload =— = > R AR Y v —%2ZITWD &, 2OV =7 v —RNIEGDO7 747 U+ —/v
= VINEZRAENE T, ROFITINEZFHELIGHGHLET,

1.1.1.024V 7 % v b MEEENTZT oA B =T 4 N EZ EBROHFARY) —nbd e LET,
TORYV—NIPT FLZA1112D Linux V—27 02— RT7a /I LENTWHIEA, RA
NDT 7 AT 7 F—— TR D X H 70 £,

1. FRENF T4 IOEE, 774 T T 4—b—id, F 7Ry b 1.1.1.024 2K TIE 72
<V BRBIC11125TCDO N T 7 4 v 7 DB EH A LET,

2. BIENT T4 v I OHEE. 77A T TH—A— UL, BTy b 1.1.1.024 KNS T
1172, BRBIZ 1112 6D NI 7 4 v 7 DBEHFALES (A7 —T7 4 0 7 %<7
&)) o

WERIZ . 1.1.1.024 7%~ FRIZIP 7 RL A&7 WT — 7 ZA_— AT 52— =

Y hDOU—rv— X, LRROT AT U4 — NV EZITERY A, 2L, R v—
EZETHV—Iu—NLIZRRDLT7 7 AT U4 —b— T, RY —0MERT 5 —#EDIP

. oA VT—a Yy
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Ry o—naprarya—vEaans o s— [

T RUVAZRETDHDMNENELDZENHY 3, 20Xk RGEIC, 2—F—1XFEMARY
—F T a rEFERHLT, B arya—<R0fF i T a s X —EiRETEET,
ZOMREDHE N T AT A7-01C. (RIEIP (VIP) OE#HICHH—HEOTY—ra— RORY
—HERETAHERENLET, ZHIXF—TT T4 7 Windows 7 = — /L F— — 7 F X
YT VY a—arEPlThET,

IP7 FLA (172219553 L 10 172.21.95.7) %#¥FitH, VIP-6.6.6.6 D5 TH— b R & #iRfik4
H—HDOU—ra— RIZOWTEZTAHET, ZOVIPIZZ7a—F 47 VIP ThHY . HIT1
SDOT—7 10— ROLRVIPEFAELEST, 207 FAZNOTRTOT—7a—RiZ7 74
T —— V2T a5 ALT, 6666 ~DKNTT7 4w I HFATHIENEETT,
IOty NT T TR, V=27 a— ROy 5 AKX (172.21.955 15 L (0 172.21.95.7) & VIP
(6.6.6.6) THERK SN AHHAPH L RHET DT —7 ARX—=2ARH D £77,
R62:VIPET—5O— KDY SR8 THRESN DHE

Name ~ Query Ability Total Children
® WinGlients Address = 172.21.95.1 or Address = 172.21.95.3 Owner 0 @ Edit
© WinServers [ Address = 172.21.955 or Address=172.21.957 or Address = 6.6.6.6 ] Owner 0  Edit

DLFIZRT 912, VIPIFHREYS— R LTI —7 AR—R A ENE T,
X 63: 29 —ER & LTABS N VIP

Provider

No auto-pilot rules @ Tetration Filter Test

rke
to 'fine'. @

Provides a service

Scope Tetration
Restricted Yes

Provides Service Yes

> Workloads ‘0

> IP Addresses 0

OV —ERADITTAT L ML —EAVIPIZRY V—ZBINT5Z L LEEEE. (F
TN RTIE) VIP~DNT 7 4w 7 &BFHAIT D7 74T U+ —b—/uid, VIP ZFTAT 5
J—7n— RTOATO T I L3NET, ZOT7 o —FOMEIL, 7 x—N A —_—
RRRAETH L, ZO%Y—EAVIPEFATHH LT —27 a— NWNEYIR T 7 AT 74—
M=V ERGT 2 TR DHERH Y. N T 7 v 7 HNVER R S D wTRerkE
NhHdHZ LTI,

oA VT—a Yy .
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tsrvF—vay |

Activity Log Matching Inventories @3 Conversations Filters @E) Policies @) Provided Services Enforcement Status. - Policy Analysis 9, Enforcement
¢ El B w | & Quick Analysis | | @ Filter Policies Qa0 X
Absolute policies @ | Default policies @EE) | Catch All | ® DENY <+ Add Default Policy

Policy Actions. ]
Priority 11 Action 11 umer | Provider L Protocols And Ports 11 .

Priority 100
100 ALLOW ® bpimweb-idev3-0* ® OTHER: rtp1-dem02n-oama-idev4 TCP: 6021 ...1 more ] —

Action ALLOW
100 ALLow ® bpim-idev3-0* ® OTHER: redn9-dci13n-gen-client-:  TCP : 5222 L u

Consumer & bpimweb-idev3-0*
100 ALLOW @ bpim-idev3-* ® OTHER: rcdn9-dci13n-gen-client-; TCP : 5222 PNl

: Provider & OTHER: rtp1-dem02n-
100 ALLOW ® bpim-idev3-07.cisco.com ® OTHER: redn9-dci13n-gen-client-:  TCP : 5222 P ©0ama-idev4:iv653
100 ALLow ® bpim-idev3-* 2 ® OTHER: redn9-dci13n-gen-client-  TCP : 5222 s Flows =+ @ VieWiConyersstions
e g Protocol d Ports 2
100 [oaLow @ bpim-idev3-201.cisco.com @ OTHER: redn9-dci13n-gen-client-; TCP : 5222 P Y Protocols and Ports
y = Delete All Add
100 ALLow ® bpim-idev3-203.cisco.com ® OTHER: rcdn9-dci13n-gen-client-¢  TCP : 5222 P ¢ ToP:6021 eleteidll -
C TCP:6022

100 ALLOW ® bpimdmgr-idev3-0* ® OTHER: redn9-dci13n-gen-client-:  TCP : 443 (HTTPS) ...1 more T

ZOES R FIVATE, 2= —@FHRY =0 b 2 [k (Edit) |RZ %2270 v
LT, &R o—FT v a MCBEITEET, 20OV Y=y ML, [(ARRa v a—
~ (Effective Consumer) | & [E%h72 7 1 /31 #— (Effective Provider) | D 22D A7 3 )3
HVET, ZO—AF—ATIL #7271 1A Z— (Effective Provider) ] D% E T, ¥ —
EAVIP~D T 7 4 v 7 &2 T D7 7 AT U4 —N— DT 0T T I 7PN E el
DU—ra—REHEELET, ZhHDT—7 88— ROWTIADNRVIPEZFTA L TWNDHE D
MIBRH Y FH A,

[F2h7e 7 m/3A % — (Effective Provider) | WX E SIVTWAHEE, V—27 v — K3 VIP ZF
ALTHWRWEETH, 6666 ~DNT7T7 4y 7 EHA[TDHT77AT U —/L)b—/LRNT—7
B—RETTBI7ALA3INTWAILEHIBTEET, P—ERAEZHKR— 5T XTOT—
Ja—REZNbDNL—NLTTal I ATELYE, il 74~V U —sua—K (VIP%
FTA) W3R T 7 AT U4 — W= L3 T 7T LZNDTZD, 7z F—_"—f R
MRIZFZ 7 40w 2BHET5ZL13H0 A,

. oA VT—a Yy
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65:VIPH—ER~DFZ 74 VI EHATEIRA DI 74T 24+ —ILIL—IL

$

$ hostname -I | awk '{print $1}'

172.21.95.7

$

$

$ sudo iptables -n --list TA_INPUT

Chain TA_INPUT (1 references)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 match-set ta_6c6b4133313438ff5429ca8cl4b6 src match-set ta_ac2618d307e4e7dbb76b96c@df3f dst mul

tiport dports 1443 ctstate NEW,ESTABLISHED /* PolicyId=DEFAULT:100:ALLOW:S5ed53fe8497d4f26444d50b3:5ed5435b497d4126414d50b1:6 */

RETURN all -- 0.0.0.0/0 0.0.0.0/0

3

3

$ sudo iptables -n --list TA_OUTPUT

Chain TA_OUTPUT (1 references)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 match-set ta_ac2618d307e4e7dbb76b96c@df3f src match-set ta_6c6b4133313438ff5429ca8c14b6 dst mul

tiport sports 1443 ctstate ESTABLISHED /* PolicyId=DEFAULT:10@:ALLOW:S5ed53fe8497d4f26444d50b3:5ed5435b497d4f26414d50b1:6 */

RETURN all -- 0.0.0.0/0 0.0.0.0/0

3

$

$ sudo ipset list ta_ac2618d307e4e7dbb76b96cAdf3f

Name: ta_ac2618d307e4e7dbb76b96c@df3f

Type: hash:net

Revision: 3

Header: family inet hashsize 1024 maxelem 65536

Size in memory: 16816

References: 2

Members:

6.6.6.6

$ sudo ipset list ta_6c6b4133313438ff5429ca8c14b6

Name: ta_6c6b4133313438ff5429ca8c14b6

Type: hash:net

Revision: 3

Header: family inet hashsize 1024 maxelem 65536

Size in memory: 16848

References: 2

Members:

172.21.95.
5

4,
172.21.95.3

Secure Workload | % Kubernetes & OpenShift IZ L > TEEHIN a2 T F U —27 1 — KNTOR
U y—i@HEAR—FLE9d, ZiUZiL, Kubernetes X° OpenShift AP H—/3— |/ A—
AP L—ZERABEML, PR— PR T T = 2O TANTHEAT—Y = b &
FERTHILERHY 7, MO OVTIX, A —F AL —%] BIQR V7 =7
T—Vxr FOREM] ZZRLTZEN,

SIB  Kubernetes+® OpenShift RR FTHRELTWAI—C Y MME, BHEOIIL—IILEFRETE LS

[LRETHIVELAHYFT.

i = — = > h 7% Kubernetes & & > TiBHI & L7z iptables /L—/LIZF I L7eWE 9 12F 51
X, PVv—/ L OLREF (PreserveRules) |47 a U BRENI/-oTnb 7 a7 7 A VEFHALT
TV FERETDOLEDSHV ET, [=—Vzr FRET T 7 A VOEK] 2R L
TLTEENY,

AT FERY) =% 5 & Secure Workload I% Kubernetes 35 & OF OpenShift O — & &
gtz 7T F—L LTHEATES ZLET, WEIICIE, =X LDRY
DAl =N = PAN e T/%&%ﬂb#%ﬁéhfwé/~b®w—w EBShET, T
ZEHaIL, Kubemetes F LW OpenShift —EADZ A FITHEIFE L, APL — = LT A5
JED 7= NCERICE T SV E T,
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tsrvF—vay |
B« —=so-—mBeEr

WOFNE, Z OREREIC X > CTEIAT L FMMELZ R L TOVET, db &9 4HTO NodePort 4 A
7@ Kubernetes %— B A% LT, Z UL environment = prod Z >3 X THOKRRA F &Ry K
MHEDRNT T 4w 7 AT HRORY =20V TEXET, ZOV—ER T —EHDOKRy K
T TCPR— k27017 ZAB L TWET,

avya—v TOnRA H— 78 kaiR—+k Tovav
environment = prod OR | ochestrator systemiservice name | TCP 27017 el
orchestrator environment | = db
= prod

ZORY =TI, ROT7 7 AT U4 ——/L I ET,

« environment = prod DJERBfF T HNTEHRARERY RC, h—EARETLHZ T AXD
J T Kubernetes / — R ~DOF(EEHEATFAT LE T, T D/ —/LiX, Kubernetes (28>
TZOY—ERIZED Y ToN /) — RR—FEEHLET,

o UL ervironment = prod MR v KT, Kubernetes ([Z X > TZ O —ERIZE Y HTH
U7z ClusterlP ~OREEERFZFFAILET, ZON—E, h—ERIZX>TARI T
HaR— h&EfEALE9 (TCP27017) .

Y —EANET D7 T AKX DKubernetes / — R T, 1A X —iRy R~OI(EHEHE % 7F
ALET, ZOr—E, ¥F—v Ao TARSn TV ¥ =7y PAR—FaEHLE
9 (TCP27017) .

e P —EAF—H R— 2R LT ARy R T, T3TD Kubernetes / — K, BLX =
Va—<wHEARNERY ROLOTRTOFFEEREZTAILET, ZOL—F, —EXR
WX >TARENTWA X —4 v hAR— ba2ERA LET (TCP27017)

Y—bEADX AT K=, BIO—EDOT 0/ X —Ry ROZEFEIL, Secure Workload D
N— NV 2R =L TT IS, ERSINTZT 7 AT U+ —V— IV EREHTH
ORI ET,

A

24 Warning GEE) : Kubernetes$ & U OpenShift IEH # &4 7K1 & —IX. Kubernetesy 5 X 4%
DREMEE L DHREERITH=OICEEICHKHTILENDYET,

Secure Workload {Z & » TA > 7AR— I &7z Kubernetes 35 J U OpenShift H H (213, Kubernetes
I IABERERT DRy REF—E ARG ENET (I : kube-system A HIZEROR > K) =

U XL D, Kubernetes 7 7 A X HIKZARHET H 7= DI IEHERR Y V—%2 EFRTEE TN, A
NG S NN Y =07 T RAZ OREICEEE 52 A FHEMELH Y 77,

R S—BHO—FEL
FTARTCOMEHAT Y FARA > N TA—VOFEFHERLIET 512X, [#@H A7 —4% A (Enforcement

Status) NZREN L T —HHF Ik 723 —FHE MR ZAITOE T, WHAT —2 2 Z O, V-
A4 MEREB IO A Z~—FR—FHTT,

oA VT—a Yy
[ &% | |
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66:)L—)L &= REGHIZFEH

Policy Updates | 00 Continuously

Filter By Scope @ Current state allows policy updates

for all workspaces and push policy
enforcement rules to all endpoints.
Agent Enforcem{ (Recommended)

Enabled
Not Enabled

67: )L—ILOFEHF F—EHELLh

Policy Updates | [> Paused

Filter By Scof  Current state prevents firewall rule
updates on all enforcement points.

Agent Enforcement Enabled

Enabled
Not Enabled

T TN r— 3 VEDEES

AN R D a v a—~ T a M B =2 EO 7 a2 T 7 4 v 7 OEEZLUITTELL
WALET, ZOFITIE, 2vya—~DORY —HYENRT O NRAL X —DRY > —HYHE L
TR ZEEZBELTVWAED, ZHHDRY S —OFEMRRETIECONTHRELET,
OB LY — A THERENDIRET ) r—a L ZONWTEZTAHAET, ZORIT 7
Vir—vaid, Mo o7 7V r—rasmidA 77 ANT 7 F v & LTHEREL ., $57E
DR — b TRE DRI ——H~DT Ve A2 0B LET,

EFEBEREE S (avia—~) 77U 5 —ar (HRAY) CHIAET SV r—3 3 DR
MY —EREMHTERY —%{ETHE. HRY VDT 7 M7 v R)L— )L D Ip 2

oA VT—a Yy .
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B 75— momms

LET, ZuE, RU—0@EAGHNAHR T 7Y r— g VIZRESNTWA DT, -~

V=MD R_e—va VO T T 7 4 v 7 0o EI3@EHT 254,

FZEDOX ST 0 =2 T 50ENHY £7,

ZOYFUVATIE, HROFAEH (arva—<) 11,

2]

RAET 7Y 4r—

DR Y 2—

a v OFTAEH (Fnm

NA B =) IZTELWAR— FTREES—"—~DT 7V EREZFH AT ORI —ZERLTHH D

VERHYET, HR T SV r—3 3 VOFEENRIET SV r—3 9

VEFRT ORI —EERT S &

EDh R t—T3

EET U A —ay (Fusf =) IZRUCRNT 7 4w

JEFATDHEIITRKROLHRNY —ERPNAEBAER S NET, A —FRIE, BT
Vor—ra DR T 580774~ T —07 ZAX—ZANIZH D [ —E X (Provided

Services) ] ¥ 7IZFRRSNET,

68: R ZERAICETH7 TV r—2a vADY—ERDRE

RTP:HR

[ WEB

APP

g
E
DN

S

AUTH:TCP:443

Apps.TCP443

%

RTP-TCP:22 1.}

AUTH

-{ FRONTEND ]

-{ BACKEND ]

69: 32 2— 7T r—Lavh s REY—ERADORY I—FER

Provided Services @

Provider

B 2uto-piiot rules [ Tetration |

[EM rolicy requests
Gonsumer Application's Scope
| Tetration: FrontEnd |}
[ Tetration: serving Layer |

LEUN| Tetration : Serving Layer |
LEUM| Tetration : Serving Layer |

TCP:90 @ Accept

TCP:92 @ Accept

All Inventory Filters
applications can access these filters/services by setting the external dependency to 'fine’. @

No Inventory filters restricted to this application's scope

1pending = Oaccepted | O rejected
2 pending ‘ Oaccepted 0 rejected
227 PM

® Reject

@ Reject 22T PM

Filters restricted 1o the scope of this application and marked as providing a service will be used to create policies during an ADM run. ADM runs in other

Q o

2 External Policy

Rank Default

Priority 100

Action ALLOW |

Consumer o Tetration:Serving Layer

Provider o Tetration

Application Serving Layer

Sl cicn: e Laver |
Service Ports: (2)

& o TCP:90

& o TCP:92

oA VTF—Va Yy
88




| t9rv7—vay
mitsnzy—cx

REEINEH—EXR
ZDONR=VDFT T a OFEIC OV T,
AR —ER (89 R—)
e —Frqay h—L (96 N—)
o« £ 2RU YT 4 VE OFERL B L OVNBIRERIGR 21 =) ([Ph— B R0t
(Provides a service) | 47> a VIZET L F#H) 2L TIZE0,

ZON=UIZT 7 EATHIE, TTA IV T—T AX=RIBEIL, [FY T —DEH (Manage
Policies) ], [#&fit=# 5% —E A (Provided Services) | DJAIZZ U v 7 LET,

R —EK

TN F—=PRIOFHFD A L N—=ThHbH L &I, avva—~HBEOT T/~ T —T R
NR=RIRY = IMER SRS TN, T g S — ORISR SN T T A~ U U —
I AR=ZNZHRY =N EEAEELRVEA, R —ERBMER S E T,
ZORY—ERIT, EFET DT IV = g VKB —EANDT I A EHFAT L K
TN BT —T S r— g COFTEF IS L ET,

(R o—FROFR, AR, BEOHESR O1—=) | BLO ) T, AU —FREF
RBIOINET H72004 7Y a v ESRLTLLTEEN,

RYS—1) Y TR MIET S ZDMDEFEM

s EINA Y —E A=Y (R —BRPFRIND) 1T, 794~V T—F7 A=
TORMEATEET, 2L, BH XV U= A=A TOMREESNT-ERIZ L - T,
MOT7I7A4 <) U= 2= 2 TEAMPERENNE DT 5720 TT,

SMEBEIH (R ) v —THRE ST mAf X —Ra sy a—< L3RR HHEHICE L T
DER) TTTAS VU= AR=ARRVGS, ZREBESEEA (&2
/b= MEFHOE AR, MRS O T — 7 v — NI L TER SN H OB &% S 5 W
BEMED D D ET) o SMBHIPAS AR Y =28 L TORWE S AU 2 — 05T LRI
AT a—<MTORFITSNET,

TuanNg X —pnarva—<v L3R e5@MIcHLLE. 7T AZ IR - NEREY
oo RV —Darva—vP3s 7 AL20O5E, R —ERRayva—<77Y) r—
Ta Y OHEANLD LD THLNDO LI IHERNINET, e L X —nbOR L —E
AEETLHEBOR) —% 7 NV—FkTEET,

AU —FRITT B AL F—ZH L TORERS I, v a—<iZxt L UIER I E
Bh, Ay a—<U—FAR—ANRY =S ELITEHA L T D254, BEIRY
— R E IR FEAR Y O —ERRIC Lo T TRTCOIEY N 7 u— 5
LRV =PRI EDLMENH Y £ UM TN A X —T =T ZARX—=ZANEDR
Vo—gRITAERINETA)

oA VT—a Yy
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R S—ERDOHI

WDOFEITIEL, FrontEnd 7 7°U 77— 3 723, FrontEnd §i 75 Tetration i/~ TCP &~ — k
22 L UDPA— 514 T2 ODAR Y »—%AER L CWEF, ServingLayer 7 7'V 7r—3 = U,
ServinglL ayer #i[ffl7>& Tetration #ifl~, TCP "— K 90 & UDP R— F 92 T2 HODKRY > —%
PERL L T,

2 ODRY T —FRN Tetration V—27 A~X—R (Tetration T D77 4 < ) U — 7 A_—R)
129 <IZE(E &4, FrontEnd 7 7Y 77— 3 & Servinglayer 7 7 U r—32 a3 » OR Y —I
R OREETRREINET,

K70:2>32—I7FUr—23>00DT—9 AR—RATHEBEIhzR) o —

KUY —BERORAT—F A0, ZEF (FrontEnd) &FRINTNET,

(”3 CiscoTetratien”  APPLICATIONS © Monitoring ~ @ ~

w  FrontEnd =
| (BT (ovwawc) [ETEEN Workioads:12  LastRun:Jul9, 2:05 PM

D & Conversations | 3510 & Glusters 4 2 Policies | 167 N Provided Services &5 App View [0 ~\ Policy Analysis © Enforcement @
o _
& Ii/ B\ Quick Analysis Filters @ | Filter Policies Q ®
@
5 Absolute policies () ‘ Default policies §E3 ~ Catch Al [BEIJ Add Default Policy # Policy
Rank Default
2 Priority Action Gonsumer Provider Services Priorty 00
. 100 [ ALLow | [ Tetration : FrontEnd | | Tetration TCP : 22 (SSH) ...1 more = Action [ALLow]
» 100 o=m | tetration |} ICMP .35 more 2 Consumer o Tetration:FrontEnd
100 [ aiiow ] UDP 53 (ONS) .7 more 2 Provider = e
View Conversations Flows W ©
100 ICMP ...6 more @
co E=m r——
100 [acow ] UDP:53 ( paiicy request pending Delete All [#] Add
e — -— L~ TCP:22(SSH)
100 [ aciow | [ Tetration | [ Tetration: Frontend | TCP: 22§ Request sentat:  2:19 PM

L0 UDP:514 (O
10 Application: ~ Tetration Workspace

100 Lo I 4125 | | Tetration: Frontend | Top 500 with scope:
100 [ ALLow | [ 1110 | Tetration: Frontena | TCP : 6000 ...11 more @
100 [ AuLow | | Tetration: FrontEna | UDP : 514 @
100 [acow ] & | etration: Frontena | IcMP g

100 [ ALiow | | tetration: Frontena | TCP : 443 (HTTPS) .6 more g
100 [aow ] | Tetration : FrontEna | TGP : 6379 ...3 more @
100 [suiov] | Tetration: Frontend | TCP: 27017 .1 more @
100 [ aLLow | | Tetration: FrontEnd | TCP : 27017 @

&) -

1 Switch Application

[> Start ADM Run

. v AVTF—a Y



Ryv—Efnxw, %2, ssvEs [

7:7angF5—F7T)5—2a30 J—H9 AR—2R (Tetration 7 —5H AR—R) THREBHBORY O—EFER

Tetration Workspace =
Policy Work

=) (omawc] EZIEETE Workioads:96  LastRun:Jul 10, 2:48 PM

i & Conversations | 263K

& Clusters | 28 2 Policies | 448

Provided Services @

EN roticy requests R 2uto-pilot rules

Consumer Application's Scope

[ Tetraton:Foneens |
PO 00 Fronien |

UDP : 514

[ Ttraton: Serving Loyer |

Al Inventory Filters

can access these i

N Provided Services ' 8

Filters restricted to the scope of this application and marked as providing a service will be used to create policies during an ADM run. ADM runs in other
by setting the external dependency to fine’. @

1 switch Application

[> Start ADM Run

&% App View |0 -~ Policy Analysis © Enforcement

a o

Provider

=

<% Scope: FrontEnd

Full Tetration:FrontEnd
Name
Primary FrontEnd
1pending | Oaccepted =0 rejected i
Query Hostname contains appServer
@ Accept ® Reject 2:19PM or Hostname contains elastic
or Hostname contains redis
or Hostname contains mongo
2pending = Oaccepted | O rejected

View Scope Details

Workloads (0)

No Inventory filters restricted to this application’s scope

W) O—ERORR, KB, BLWES

ALY a—~DHFAD T TA <Y T —7 ZA_X—ATr a ZFERY —BNEREns &, 7o
NA X —DHIHD T T A~ ) T A= 2 TR Y —FRNEBICIER S E T,

IO My 7 OEREMEN LT, ZEREZITAND (T A F—f{H TBRERRY > —2fk

T D) v, BREELRLET JHEETLHL7 0 2@ MR —I3MR £HEA) .

R O—BRERT, AR, FLIEETLIHE

S]]

BRIEFIR

FTANTORY U—EREFTRT D

1. [Bit# (Defend) 1>[k 7 AT —3 g
(Segmentation) ] DNEIZEIN L F 5,

2. RY ==V DK EFHITH D[RV o —FRK
(Policy Requests) 1 %27 VU 27 LET,

3. BEOarva—<#HHES Y v 7 LT, FOFH
MHEDRY I —FREFRLET,

oA VT—a Yy .

i



B« o—=xozr &2 srvEE

wsAvF—vay |

B#) 1B1EFIE
FEEDHIPHDRY o —BRERRT | e F—HHOREFHORY o —FREZFR KT HIC
%) X, ROFIREETLET,
1. [B5# (Defend) 1>[E 7 AT —1 a3
(Segmentation) | DJEIZEIN L FE T,
2. FHETHHPMOTIA~ I T—I AR—RA% 7 Vv
7 L/i—a—o
3[RV —0%H (Manage Policy) 127 U v 7 L&
ﬁqo
4. [ftEN 5P —E R (ProvidedServices) [&7 U v
y Li—g—o
BT IHIERERENRNGE, ZDOT—7 ZA—
AIREPORY —FRITH Y A,
5 [A VU —3k (Policy Requests) 127 U v 7 LE
ﬁ—o
6. FrEDA Y a—<HHEZ7 ) v 7 LT, TOHM

MHEDORY —BRERRLET,

Rz FHTRIANDL E, TN
A —HPHIC KRR Y =3 HE)
IR S L ET,

EROWTNNOLEFT T, R —FROFIZH D [K
B (Accept) 127 Vw7 LET,

ZRZFHTHESTS

EEREOWTNMNDOEATT, R —TROFRIZH B [HE
(Reject) 1227V v 7 LET,

o

. oA VT—a Yy
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Ryv—Efnxw, %2, ssvEs [

S

BRIEFIR

a Y =T —F ANR—ANH IR
UV —BRAT —H AT RT D

T4 =l arva—< U—JAR=ZAD[KRY —
(Policies) 1" X—T T, RV —%7 U v 7 LThb,
R—k7abharofzs)y 7 LEd, AT—HA
X, ARNCBA SRR R INET,

AP OERIT, HEADO Ny FTRREINET,

~ Protocols and Ports 1

(i l | TCP : 85 |

BERNWKRBIND E. Ry IBFREODOTF = v 7 ~—7|Z

~ Protocols and Ports 1

o8l TCP: 100

TR OWTIEA vV —F %7 ) v 7 LTLZEN,

TaNA B —=DT—7 ZAR—= AN
RY —FRAT —H A B FIRTDH

o [t &5 Y—E A (Provided Services) | ¥ 7
TERAT—H A %FRLET,

RY SRR TT B (T
B =R ERTE B O ICT S

XIS % 7 v — DI KR S 45 R 26 L
T, 7u - Z—§HOTTA <) U= A=A TR
U —ZHBRICHRH L, AU —2AHLET,

R —BEROER : 358

P—ERATRY —ERZKRTHZ

L, oy a—< L  LTOERINIEZT A LEDNG,

TN X =L LTOY—ER T CRY =2 ERT2 2L ERUETT, &5, RY
VEREAKRTLHE, arva—~ T TV —va DU =7 A= (ZOHITIL,
FrontEnd 7 7"V & Serving Layer) 725 DIEDRY 2 —0NikGRBHEHAE L Tv—27 ENET (FTD

XzZH) .

oA VT—a Yy .
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RY—BROFKR, KR, BLLER

72:K) S—BROEDBAS

Provided Services @ a @

Provider
¢ Scope: FrontEnd

M rolicy requests A 2uto-piot rules Tetration B R

Name
Consumer Application's Scope Primary FrontEnd
App
| Tetration : FrontEnd 1pending = 0accepted | O rejected
Query Hostname contains appServer

Tetration : Serving Layer ‘ Opending | 1accepted | 1rejected or  Hostname contains elastic

or Hostname contains redis

LEUl| Tetration: Serving Layer TCP 190 2:27 PM or  Hostname contains mongo

QLM Tetration : Serving Layer \ TCP:92 ® Resecren 2:27 PM View Scope Details

Workioads (0)

Filters restricted to the scope of this application and marked as providing a service will be used to create policies during an ADM run. ADM runs in other

All Inventory Filters
applications can access these filters/services by setting the external dependency to 'fine’. @

No Inventory filters restricted to this application's scope

B 73: ZBFHELTRRENDRY —DRT—ER

T Switch Application

Serving Layer z

Tetration : Serving Layer |IIETOTCT Workloads: 6 Last Run: Jul 8, 11:10 AM [> Start ADM Run
D & Gonversations | 2024 & Clusters ‘1 & Policies ' 50 R\ Provided Services &% App View (0 A~ Policy Analysis © Enforcement - e

® E| B i QuickAnalysis Filters @ | Filter Policies a o
Absolute poiicies ) | Defauit policies catch Al (BN Add Defauit Policy 2 Policy

Rank Default
Priority Action Consumer Provider Services. Py i
e N ==
100 [ Auiow ] ICMP ...13 more 4 Gonsumer o Tetration:Serving Layer
100 [ ALow ] [ Totration: Frontena | UDP - 8301 2 more @ Provider < Tetration

View Conversations Flows W ©

100 [ ALiow ]
100 [ ALiow] [ Totration |

10 (A5 TR o v roniens
1 (LS oo oo |
100 =3

UDP : 123( Policy request accepted
Service Ports: (2)
Requestsentat:  2:27 PM I
ICMP ...8 m ) Delete Al [F] Add
to Application: ~ Tetration Workspace
v TCP:90 0O

TGP : 8080) with Scope: T

Accepted at:  2:35 PM

ICMP .5} By:  You

TGP : 8080 (HTTP) ...4 more @

TR L =TTV =g DT~ AR—A (ZOFH T, T —7 22— 2D4Hi
Tetration) TERRENTZH LWARY > —2iX. ZORY S —NHERR Y > —FRIT L - TIERL
ENZ EERT[TTA (plus) | 7 A 2 BANTVET,

A

GE)  FY—FRPAGEINTHIC, 2 v a—~[llOTToRY) U —RNHIBRSNGEe. T udg
H—HORY) —FHIBEESNERA, 2720, R —0ORICH DY — VT v L, TOR
Vo—INAR DX A DAL LT EEBICHIBERENZHDE LTEREINET,

v AVTF—a Y
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74:RY—BERERBT D LI s TEREShE=TONSI T—BIORY o—

Tetration Workspace =

Policy Work
=3 EZXXTR  Workloads: 96 Last Run: Jul 10, 2:48 PM
D) & Conversations | 263K & Clusters | 28 2 Policies | 449 N Provided Services 1

@ E| B b Quick Analysis Filters @ | Filter Policies
Absolute policies () | Defauit policies ) | Catch Al

Priority Action Consumer Provider

i (ivion S vovauon |

© (o S coroue | [ serving Layer |
100 [ruson SR ovaion: Soring Loye [ rovatin |

i

100 [iov I o |
100 o= Tetration
100 [ Auow | 1 Tetration

i

Tetration

w  mm (e Towaon

i

R —EROES - 5

% App View (0

Services

TCP : 22 (SSH) ..2 more I8
TCP : 0-65535 @
@
ul

Accepted Policy Request

from Application:  Serving Layer
with Scope:
By: You
Accepted at:  2:35 PM

1 Switch Application

[> Start ADM Run

-~ Policy Analysis © Enforcement -0

a o

2 Policy
Rank Default
Priotity 100
Action [ ALLow |
Gonsumer ¢ Tetration:Serving Layer
Provider & Tetration

View Conversations Flows W @

Service Ports: (1)

() Ada
® TCP:%0 O

AU —BREZES LGS, WD RY —bERE B S nEHA, 22—~
TV —varyOU—7 A= (ZOHITIE, ServingLayer 7 7°U) OILDORY v—ILfE
HEINTZZENREINETH, TORY —ZHNEETT, 2FV, TU MU KT
T4y 2B EREFF A INET, HEEINTERY O—DRICH LY — Ty FIE, T
AX—=T TV r—rary, R U—EREES LT-a—V— EEORZANCET 2 RN FR

SNFET,
K 75: G ShzERRTEINBZKR) O —DRT—42 X

[ E| B i Quick Analysis Filters @ | Filter Policies

Absolute policies () | Default policies [fZ) |~ Catch All

Priority Action Consumer Provider
TR I .o <orin oo =
©  mm e [ raion
I - | [ erton: Foien
w o e Sovsion:cotoctr
o g [onio
o Lo |
o m [onic |
o mm Lo ]

ERFHDNR) O—FK

a o

Add Default Policy & Policy

Rank Default
Sacvices Priority 100
CP : 90 ...1 more} 4 Action [ AuLow |
ICMP ...13 more © Consumer «§ Tetration:Serving Layer
T z Provider & Tetration
View Conversations Flows W ©
UDP : 123 (NTP) .4 more @
Service Ports: (2)
Palicy request rejected
ICMP .8 m Delete Al [H] Add
Requestsentat:  2:27 PM )\ ToP:90
: to Application:  Tetration Workspace
TCP : 8080 FP P % TePie2 T
with Scope:  ([EETN f
ICMP .5 Rejected at:  2:35 PM
By: You
TGP : 8080

RY —FREERT 272D T RTOFMENIZINTNDIN, Taxg =771 r—
2a DI = A= IHFEO T HRY —BNFETLIHRE, avya—~<T ) r—
TarOU—J ANR—ATEREINTZRY — 3R A E LTv—27 S, Ta g =7
TVr—=2a DU =7 AR—ARERENTZAR— 2N LTI 74 v 7 2T TITHFALT

WHZ EERLET,

v AVTF—a Y .



tsrvF—vay |
B r—rrsqovbn—n

76:RY—DRAT—RANERFEHELTRRESNTND

® | = =1 Quick Analysis Filters @ | Filter Policies Q @
Absolute policies () | Defaut policies {83 = Catch Al [EEI3 & Add Default Policy & Policy
Rank Default
Priority Action Consumer Provider Services Priorty 100
100 | Tetration: Frontena | =3 CP 22 (55H)__.1 more z Action
100 ! “ IGMP ...35 more @ Gonsumer < Tetration:FrontEnd
10, { E== UDP: 53 (DNS) ...7 more @ Frayices < Tetration
View Conversations Flows W ©
Tetration 6

100 [ retration | ICMP 81 poiicy request resolved Service Ports: (2)
100 elasticsearch-* E== UDP:53 Requestsentat:  2:19 PM Delete All [ Add

: to Application: ~ Tetration Workspace +* TCP:22 (SSH) [J
100 [ | Tetration | [ Tetration : Frontena |} TCP: 22§ with Scope: (D Eo o514

P Resolved at: 2119 PM
100 [ 4425 | Tetration : FrontEnd |} TCP : 500]
100 Y [ 1116 | \ Tetration : FrontEnd | TGP : 6000 ...11 more @
100 | [ 1102121 [ Tetration:: Frontena |} UDP - 514 2

A— k4B y MIL—)L

F—B Y A—NOMDEL DT F V) r— g N — AR RMET A, 7T A NT I F ¥
T — g iZ, o7 AV Ar—a b OR Y —BERNERBT S AFEENRH Y F
K

FERO—FT 2R o —FRZ2 HEICZ T AN DEST 54— 53 1y bL— L 2 1ER
THZET, REIZHOTZENTEET,

\}

GE) A — g vy br—nid, BEFEORY —ERIITEA SN ET A, FRORY o —ERIZ
DHFZELFE T,

A=k 0Oy FL—LEFEALTRY O—EREZEEMICZEEILESTT S
BMESNER—FT, BEShEarya—~< e 7uf F—D_XTHORY > —HK % H#)
MNZZIT ANDIMEST DL A — XM ay h— L&k LET, — b1 2y b
Jo— Vi, REIE (FPEME) cTA 2 kb, FHPANO Y —7 u— ROV T & v MO A6
THZELTEET, Y7y MI. Ao R_RU P T4 A FICE > THERESNET, 20y a—
v, TS — FEFENFNIH LTS RN T E EBERATEET,

1 A=t my M= 2#REE TR, #@iHRNOY -7 n— o7ty MO
AT5%581F, KOLSITLET,

BE T LHHTA N M) 74 2 2FRR LT, V=7 m—F&a s r—7{b L £,
HPHDO AL N—TH DU =70 — ROHBNT A VZIZEEND LT, FA b
T4 NE T2 BFTAHEOHFHICHIBET S (Restrict Query to Ownership Scope) ] 47
Ta VBRI TWAD Z L 2R LTSN,

2. [BifHl (Defend) ]>[&Z A7 —3 a3 (Segmentation) | Zi=IN L 7,

3. BEDT aN\A F—IZBET AR —FEREBINCZ T AN RT3 v a—
~#HHDO T TA ) T —7 2X—2% 7 ) v LET,

oA VT—a Yy
[ % | |



| t9rv7—vay
A—bk4 B8y bL—IL .

4.,  [RYV—o4EH (Manage Policy) |27 U v/ LET,
5. [t X B ¥ —t 2 (Provided Services) | #7 U v 27 LET,

6. A _R N T 4RI LT ON— LV EERT A5E1E, BRIOA R Y 7 4
ANEIZKH L TCIROFIEEZFEITLET (RN T4 AR FZF L PBOT a2 T
ElEnEd) .

ZNUANDEEE, IS L TINDOFIREZETLET EHITFVT A = Tk
MEhEd)

ELWEHRZ 7Y v 7 LTWAZEEZHER LTI,

7. [A—bk1 vy hLb—72 L (No Auto-Pilot Rules) | 721 [A— kXA 1w hL—)b
(Auto-Pilot Rules) ] DWWFNnFRENTWDLHFEZ7 Y v 7 LET,

8. [FHA—br/Sq4BY bIL—IL (NewAuto-PilotRule) 1227V v 7 LET,

0. F— Aoy b=V ERERLET, T A= FT@mEAERIIA RN T g
JVEERIRLET,

10. [OK]%ZZ7 Vv 7 LET,

F—k4 0Oy FIL—ILOF

LR OB TiL, Tetration:Adhoc IZEG ENAEED A Y a—<Mhb T a/ ", X —HP—E R
Tetration ~@, "— RPH 1 ~ 200 123175 TCP R Y ¥ —FEREZFET 28 LA — ho3ig
oy ML—VEER L E T,

77:F— b4 B8y FIL—ILOER/EH

< Workspaces Default v [ PRmARY ... [} Version 1\ View Version History Last Run: Jan 22, 10:54 AM@ | P> Automatically Discover Policies
Matching Inventories Policies @ Filters @ Conversat tions @D Provided Services Policy Analysis Enforcement Status Enforcement it

Provided Services @

Provid
No policy requests No auto-pilot rules ® Default
Updated Action Matching Conditions
Accept > T v ® Select a scope ~ X

AllInventory Filters | Filters restricted to the scope of this workspace and marked as providing a service will be used to create policies during an Automatic Policy Discovery. Automatic Policy Discovery in other workspaces can access these filters/services by setting the
" extemal dependency to ‘fine’. @

No auto-pilot rules © kBsmaster Provides a service

No auto-pilot rules ® testing2 % Provides a service

WIZ. FrontEnd 7 7 U 7 —3 a2 DU —7 ZA_R—ZRZTCP BR— F 23 1IZBIFAFH LWEY o —
EERLET, RU—i3d— My M—I—&T A=, BEIMICES SHLET,
R —HEDRAT—F ZLHEAR, HEINTEZRY —Df0Y — LT v IR rENE
hd‘o

oA VT—a Yy
I
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78:A— k4 BY FL—LIZ&>TRY O—HBEBMICEE SN D

N A
@ Cisco Secure Workload
ul Segmentation / Overview

Segmentation

2. Enforced Applications 0 = Enforcement Agents 17

= Desired Agent Policies 17717
)
a Workspaces ~ Draft Policies  Analyzed Policies  Enforced Policies  Policy Requests
* 2 Workspaces Q_ Filter all application workspaces sort + | + Create New Workspace
=

Default ® Default
*®

Last updated: 8:26 AM
Tetration ® Default

Last updated: AUG 5, 5:13 PM

F—k40y FIL—LIZE > THERENF=R) O—DEERTT S

tsrvF—vay |

®Default v+ L, @v Ao | Wb SECUR

>+ Get Started

1. Create Filter
2. Add Policy
3. Start Analysis
4. Enable Enforcement
X Tools
o Enforcement History

» Default ADM Run Config

T = AR—=ATCTHRZIZARINTZARY = =T g 2 (p*) BERIN TR, 4 — b 3o
7y M—Zlk o T =7 AR—ATERINTZR Y O —DFEFRT D HE

B 5774~ ) U—7 AX—20 [fgfit D+ —E R (Provided Services) | ~—IZF

L, TABERShZ) R =02 ET,

FERYS—aRv 4

HEVRY o — R =0 [BIER Y —ax 7 X2 BEMNICZIT ANLD (Auto accept
outgoing policy connectors) 147> a &ML & BEIRY —f, FER Y > —1ERk.
FLFV =T A=A VAR — FO—E & UTER SR Y > —ER & HEIICSZ T ALD

ZEMTEET,

)

GE) ZoF7vaii, r— rRAOFAEEOLNPFEHTE 7,

ZOFTvavii, TN NORY —miER E LTERET A, KV —F AX—XDH

IR Y S — O S g S TRETEET,

. oA VT—a Yy
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79:FER)—ARI20BEBRFANA T3

Default Policy Discovery Config

Save

See the user guide for information on Policy Discovery configuration.

External Dependency settings will use these settings by default

Advanced Configuration options will use the previous run if available. These setting will be used for the first Automatic Policy Discovery in a workspace.

Default Exclusion fiters can be used in combination of the exclusion fiters defined for each workspace. You have the option to use or ignore exclusion filters under Advanced Configurations. Learn More

> External Dependencies
+ Advanced Configurations

Side Information @

SLBConfig® | Select a source for ths side information -] RouteLabels @ | Select a source for this side information 3
Cluster Granularity - Meoum Auto accept outgoing policy connectors @
Port Generalization @ Ve Acorsssve  Ignore flows matching any of the Exclusion Filters @
Policy Compression - Moberare Ignore flows matching any of the Default Exclusion Filters @

% Enable service discovery on agent @
Carry over approved policies @
Skip clustering and only generate policies @

Deep policy generation @

TOF TS avEBRETAL, RS TET—I AR—ATERESNERY —FRiE, 7T
HEIIZSZ T AN SN ET,
X 80: K S—I1FHRYL—aR Y ADEHZIFANICLE > TEHBMIZZFANLLOADS

@ |= | H T QuickAnalysis Filters @ | Filter Policies Qa ®
Absolute policies () | Default policies ()~ Catch Al [ZE10 Add Default Policy 2 Policy

Rank Default
Priority Action Consumer Provider Services Priority 100
100 Tetration : Collector | =3 TCP : 80 (HTTP) © Action

Consumer ¢ Tetration:Collector

Provider 4§ Tetration

View Gonversations Flows W ©

Policy request accepted
Service Ports: (1)

Request sent at: ~ 11:20 PM
to Application:  Tetration
with Scope:
Accepted at:  11:20 PM
By Auto accept policy connectors R

[ Add
+ TCP:80(HTTP) O

KU S—RTY w

RN =37V v ¥ % 1% Cisco Secure Workload D E ERIKEETH Y . H— R X—F 4 R F—
(=S m~%ﬂ7/#%7747?¢~w&k®7/b9 &77?47/xﬁ i S
TMEOBHAT VY RaEFEETEET, ZORE FIF A DR Y I —% Secure Workload
7?X&WK%6Kﬁm471971KA%L\%K%_Kﬁm7747/bﬁ%%%%L7
HT LR TERBEENET, ThIZXY, = R—=F 4 — N ¥ — a— NI Kafka 7 5
RV —%EHTE, ZNOOR) —ZMADOR Y NT—I T 7T A7 o AR A
T&EET,

Zokrsvar oML, b RR=T XX — DF Y ITFIZBIT 52— —3 Linux Lo
Java TR Y =TV » U ¥ A FIHT 2 720ICFATT 208N &2 FIREZHAT 52 LT
bd‘o

oA VT—a Yy
I



tsrvF—vay |

Ubuntu 16.04 72 EZ2##H LTV A Linux Y AT BIZIRD Y 7 v =T/ lr—U 0N A A h—
ILENTWAHZ L

» Java 8§ JDK

» Apache Kafka 7 7 1 7 > I+ : kafka-clients-1.0.0 jar

« 7't h 3Ly 7 7 a7 protobuf-java-3.4.1.jar

» Apache Log4j : log4j-1.2.17 jar

sJava HHO Y 7 )Vieu 077 74— R ¢ slfdj-api-1.7.25 jar, slf4j-log4j12-1.7.25 jar

cdava o> 7 vipar 7 vy a7 Ly Y snappy-java-1.1.4.jar

Kafka 7 54 7 > FEEBAE D EF
o [FEE] Or—v )T o —P—o— L ZElL, BRLI-a—F—TH 7
MZEID Y CTES,

81:Kafka i 57K > — %R ITE S =HD1—HF—DO— LK

Role Details x
Name Policies Subscription

Description Enter a description (optional)

Scope L Policies Subscription

& Update
Capabilities
Scope Ability Action
Policies Subscription Enforce o
Policies Subscription J Owner o

o TiifT) OFBIHES T, RV —DEHAZFEITLET, ZORVNDAT v 1L, 77
T4 TR B AT T - Katka P Yy 7 BERRT B - DI MLE T,

«[EE (Manage) |>[T—4 % v J&EHE (DataTap Admin) [I2BHE) L £,

*[T—4#%v7 (DataTaps) 1 ¥ 7 ZEIRL, [77 ¥ a2 (Actions) [5IDF 7 m— FR
2% 27 V27 LT, KatkaZ 74 7> MiEEEZ X 7 u—RKLET, ¥Urua— K4
A7 w7 T [Java¥x—A b7 (JavaKeystore) | 74—~ v FETNL T Z 0,

oA VT—a Yy
[ 100 | |


https://kafka.apache.org/
https://github.com/protocolbuffers/protobuf
https://logging.apache.org/log4j/
https://www.slf4j.org/
https://github.com/xerial/snappy-java

| €94v5—vay

Protobuf £ 7 7 1L ||

X 82:[T—%% v (DataTaps) JE 21—

Data Tap Admin - Data Taps

+ New Data Tap

Name Tl Topic 1 Description T} Kafka Broker 11 Type 11 Status Tl Actions T]
Alerts topic-611847€5497d4f628667761f  DataTap Managed by Tetration 172.31.178.25:4... and 2 more Internal Active *
DataExport DataExportTopic-611847e5497d41628  DataTap Managed by Tetration 172.31.178.25:4... and 2 more Internal Active *
Policy Stream 676767 EIZLY Policy-Stream-676767 Tetration Network policy for Tenant676 172.31.178.25:4... and 2 more Interna Active *

e Hyrn— RENZT TATV FEHET 7 A ML, @
Policy-Stream-10-Policies-Subscription.jkstar.gz ® X 5 72 4 HiMfH N CTWET, T 4oL 27 R U
EAERR L, B L7274 L7 FUDTIZBLTFO X D IR L E T,

mkdir Policy-Stream-10-Policies-Subscription

tar -C Policy-Stream-10-Policies-Subscription -zxf Policy-Stream-10-Policies-
Subscription.jks.tar.gz

Protobuf E& 27 7 1)L

Secure Workload /N 7 = RIT K - T Kafka IZAF S LD %y FU—27 R YU 2 —Ii&, Google
Protocol Buffers T . G a— RENEJ, Linux VAT LA 72— RKLTA A R—)L
TLHHEIZONTIE, ZHH6DHA REZRLTIEEN,

Secure Workload %> hU—27 KU > —D proto 7 7 A /WL, ZHLMhH XU m— RTEFE
D

Secure Workload rv FJ—9 KR o —DT—2FETIL

ToOKIX, Kafka (2B S TU 5 Secure Workload = > 7 ¢ 7 ¢ Ol b E37= UML # A4 7
7T LERLTHET,

oA VT—a Yy .


https://developers.google.com/protocol-buffers/
https://developers.google.com/protocol-buffers/
https://github.com/protocolbuffers/protobuf
https://github.com/tetration-exchange/pol-client-java/blob/master/proto/network_enforcement/tetration_network_policy.proto

tsrvF—vay |
. Secure Workload v b7 —9 RYS— US4 F7U DY T 7 LURARE

83: Secure Workload *~v t 7 —5 R1) —DT—2ETIL

KafkaUpdate TenanthetwaorkPalicy
UpdateType type Strimg tenant_name InventoryiErou Irnwentaryltem
int sequence_nurm ITG P y
long werdian String id AddressWithPrefic
n ip_address
A Address\WithRange
address_range
n
MetworkPoli ;
w Intent FlowFilter
/ String id String
4 Action action i consurner_filter_id
\, |
| kayvaluel) tags String
pravider_filter_id
r
Catchall ProtocolAndPorts
Action action IPPratocal protocal
“‘-‘ PartRange|]
1 part_ranges
Int|] poats

protobuf CE 7 /LAt X417z Secure Workload % v k7 —2 /R U 2 —(Z, InventoryGroups ® Y A
k. Intents ® Y A b, BE O CatchAll RV > —THERK SN ET, HRY —IZiF, 1 >DL—
MEFIZRT 2T X TOHANEENTWET, InventoryGroup (21X, H—DFx vy hT—7 K
VA, B 7Ry b, FET RLRGPHRE, Ry NU—7 7 RUVAZIBETHZ LICL-T
P R=RT 77 T 2 A7 ED Secure Workload = > 7 1 7 4 %3 Inventoryltems @ U A k
NEENET, Intent I, Fv hT—7 70 —0FFED 3 Y 22—~ InventoryGroup, 7' H
INA Z—O InventoryGroup, BL Ry U —27 7 hajLtR— & —87 5 & XITFET
nNa77vay GFalEidfEs) #Fik LEJ, CatchAlllL, Secure Workload N D /L— k
IR L CEREN Xy v FA—NAT 7y av 2R LET, BAPADNIR>TNHT—
I ANR—= AP — MEIIAFE LW e, 77 40 bR Y 2 —Th 5 ALLOW 3 ERL S 7z
R —IZEZRAENET,

=W —F I FIA R N T N—TOEFEIZ L > THEHN U H—E1 5 &, Secure Workload
Ny 7y RiE, ERINERy NT—IRY —D5%ERR AT v 7 a» | KafkaUpdates
LLTREIND DAy E—VE L TKafkalZEFELET, TNHDRA v E—TEFERRA
Ty T vay MIEEET L HEL . =7 —REBZ AT 5 FEOFERIZ OV T,
tetration_network_policy.proto 7 7 A /LN D KafkaUpdate D2 A > h Z S L T 72 &0,
KafkaUpdate A > &— DY X7 10MB Z# 2 5%A . Secure Workload /X 7 = RXZ D
A=V EENENDY A ZXBIOMBOEED T T 7 A MoEILET, B D7 T 7 A
¥ hTIE, WD T T T A b DT TenantNetworkPolicy @ Scopelnfo 7 4 —/V KA H Y £
9, Scopelnfo (%, KafkaUpdate A v&—Y DRV D7 Z 7 A2 F Tl ICRESNET,

Secure Workload *y k7 —9 RS — OS54 F7rD) J7 LU REE

V77V ARELTFTE7 54T haar A )L LTETT L HECHONTE, JavaTOZ
@ tnp-enforcement-client 228 L T< 72X\,

. oA VT—a Yy


https://github.com/tetration-exchange/pol-client-java

| €94v5—vay

nont—vay

ZOFIEIZ XY | Kafka DFH %I LT Secure Workload 78 U & — A U — AN Ry U —27 K
Ui—%gsrldl-oodbma— Rt E T, EREOR) V—%2 Ry U= T34 X
WZ7a T AT HRXUE—EARDOa— RiE, %E#RA ¥ —7 x4 X PolicyEnforcementClient
ERETDHLTTIIA U TEET,

hont—a>

HonRt—ya b, BEDR—FD1IODERA MILo TR, BIOKRRA MTL-T
HEINLIT—ERLLTEREINET, 20X b e—vavix, BRrx 407
DEHOT7r—pbHBELET, BEIRY O—fRiE, 20 LT _XTo7e—%2REL,
—RE T 2 AT NR— FEER L, ZROEZEEHRL T o =2 a7 T T EERL
EF4, b—"— (Fu s/ F—) R—FNTOKRAKA ELKRZFBOBOEEDH 31—
Ta Tk, BEVRY O— RN IAT SN RN T, A= N TOANPLB~D 71—
Bh7e Ly TEIBIHIIENTWET,

Ju—7—2EFERTHE, BEIRY —RIEPICAER SN TAXEFME LN, D
TJa—RNEO T AZEEMT LN TWEINE L VIESHEMETE DL LT F9,

EbIT, ==Yy Ml TR SN fFEuT, REMO L4 N— b2 afifb L £3, RIE
MOR—=F&iZ, AEARY —MHICER S 2RO 0 BESAHER SR> ToR— B
TV, ZOFMEFEMAL T, ZNHOR— FTOBRICETLIRY —&BWZY | KO
A= ML Y RENTWDTF V) r—va V&MU Y LT, U—2 r— FORBSSAHK
EEOT I ENTEET,

I AT MNP N—ORRIE, BEIRY —REOD Nt — v a v e —ICEBT S
LIEBELTLKES Y, ZhiE, 727U 75— arTEOR— bR Fry7ahd (7= A
TNERBREND) nERLET, 77472 == 23RL TS,

DT TN 2a—lF, arva—~<R—IBRHIBREN, La— RKBREIZI O LR VWEE)
RY —BRHOHMN S DEHN SN 7 n— 2R R T DR FENRSNET, Y v—iT
T4 NEAMEBEIL, S5EIXIP T FLAMAEBEI L £,

oA VT—a Yy .


https://github.com/tetration-exchange/pol-client-java/blob/master/src/main/java/com/tetration/network_policy/enforcement/PolicyEnforcementClient.java
cisco-secure-workload-user-guide_chapter8.pdf#nameddest=unique_663

tsrvF—vay |
B -~ #Frrionss—oER

K8:sET—TINE21—

< Workspaces Default v PRIMARY ecs [@ Version1\  View Version History Last Run: Jan 22, 10:54 AM@ | P> Automatically Discover Policies |

Matching Inventories (€ Policies @) Filters @ Provided Services Policy Analysis Enforcement Status Enforcement Q

Conversations @  Cluster, Scope and Inventory Filter membership is as of the time of this Automatic Policy Discovery.

Consumer ~ ® Selecta group ~
[}
Provider @ Selecta group ~
%+ @ Enterattibutes. Pl iter
Found 165 Conversations (20 conversations ~ |
Explore Observations > 20+ Consumers |[ 20+ Providers
Y ConsumerFiter T} Provider Fiter 1} Consumer Address 11 Provider Address 11 Protocol 1} Port 11 Flows
® Default ® Default 7221131 72211314 TP 443 (HTTPS) oA
® Default ® Default 72211317 36.224.108 TP 80 (HTTP) oo
® Default ® Default 231182.228 72211319 TP 5660 (Secure Workioad Enforcement) e
® Default ® Default 0.103.5.213 72211315 Tcp 443 (HTTPS) e
® Default ® Default 7 Tcp 80 (HTTP) oA
® Default ® Default 7337.180.98 722113112 icMp e
® Default ® Default 72211319 72211314 Tcp 443 (HTTPS) [T ]
® Default ® Default 7337 cp 22 (sSH) oo
® Default ® Default 7221131 72.21.106.116 icMP e

A a—<vFEEFETONS F—0EIR

avva—vwbtTaf X =L TOFIIRT LI, AN 7 g HiH, B
JIAZERINTE D, BITAN Ry Xy 2L 7 ZICL o TGREIRTE 4, #IRLZ=a
Via—=lFung F—HoOTXTOH L NRNE—2 g URETRENET, 1 BFEOT 4L
ZEHIBRT DT, Ix) 7TA4ar227 07 LET (ZAAMZEHIBRL THEEE L W GE
NHOET)

F7HNVRTIER, avva—~vTug A—F, HERY —BHPIic, IPT RLAR A
NR=Z2 o TN TRTOA R b 7 g v Z ERESNET, 2& 20X Dr— M)
EMBETLHE (O IPILE Y BEMZREEIC BT 2/ EERH Y T8 | TXTOH
=T a N HLET, KV EKRNR—REFATTLITE. Ty A FATID
ERNCHDRE R0 v 7 X7 NG [#H 7 4 VA EZIPORA b~ v FIZHIBRT 25 (Restrict
scope filtering to an IP’s best match) ] Z 3R L £ 7,

85: 01— FFTaNA F—DER

Convers: ations @ Cluster, Scope and Inventory Filter membership is as of the time of this ADM run (Aug 5, 10:55 AM).
Consumer @ OTHER: RTP-DC-Internal ~ X
Q
Provider  ® Selectagroup v X
L ® OTHER: RCDN9-DCI03N-ACE-Client2-vi200 X
- ® OTHER: RTP-DC-Internal
Found 200 C E
® OTHER
Explore Observations > 20+ P
® OTHER: redn9-dci13n-gen-client-ace:ivi20
Y Consumer Filter 11 ® OTHER: rtp1-dcm0Tn-bpim-idev3:iv230 Consumer Address T Provider Address 1 Protocol 1] Port T} Flows
 Default =
@  ® OTHER: rtp1-demO1n-dom im0 1n-demo2n-otv-filer:iv11 0.115.184.11 0.115.184.11 Top 1000 e
1 of 1 matching scopes shown
® Default filter unknown @ 0.1.1.0 0220 Tcp 1000 [T ]

oA VT—a Yy
[ 104 | |
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hont—a3rI74)L4
8:hont—a3rIq4)LE

@ Enter attributes...

norne—vavrsns |

X

ZIT, MBEEREERVIALTZOO T 4V E EEFRLET, [7 4% (Filters) ] &9 LT
DHICHDLNTA w27 )7 TDE T4 ALY a Y OBEMBTITRRENET, =—
PTG LT —=FIZONTIL, ZnooF by ZRMEcEHNTEET, ZOANTIEH, F—
U— Kand, or, not, fHilHL I R—FINTEY, b E2EHA LTIV EML T o VX5t
ERBPCTEXET, 220, IPLLLL & 2222 O FEURGFEL RN T 4 VX TRD L D12

R TE £,

Consumer Address = 1.1.1.1 and Provider Address =2.2.2.2 or Consumer Address =2.2.2.2 and Provider
Address = 1.1.1.1 And to additionally filter on Protocol = TCP:

(Consumer Address=1.1.1.1 and Provider Address =2.2.2.2 or Consumer Address =2.2.2.2 and Provider

Address = 1.1.1.1) and Protocol = TCP

T4 VE ASIREREIL, T-) AEHI  VICEHT A2 LT, R—h, oy a—<T KL A,
FunRgZ—7 RLzp [ L o] b9 R—FLET, UTFICHERR T 4V ZOH 2R L%

B

87:0> 21— F7 RLRADEEAY T EYHR— T 57 1L57 AH#EE

Conversations @  Cluster, Scope and Inventory Filter membership is as of the time of this ADM run (Aug 5, 10:55 AM).

Consumer @ Select a group ~
Provider @ Select a group ~
- o Consumer Address = 1.1.1.18 - 1.1.1.26

Found 200 Conversations | Show 20 ~

Explore Observations >
Y ConsumerFilter * Provider Filter T}
® Default filter unknown @
@ Default filter unknown @
o= .
EHPIRER 7 A V4

Q

20+ Consumers 20+ Providers
Consumer Address Tl Provider Address Tl Protocol Tl Port Tl Flows
10.1.1.0 10.2.2.0 TcP 1000 [T ]
10.1.1.1 10.2.2.1 upP 1020 Wl A @

T4IL43

A

a23a2—<I7 FLR (Consumer Address) [CIDR Ei &AL TH 7%y EFIZIP T
KL A& ASLET (B :10.11.12.024) , =
Y a—<T RVABANLIEIP T RLAR
TRy e =BT L7 BT — & 2
ALET,

oA VT—a Yy .
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wsAvF—vay |

T4IL43

AR

JO/A45—7 KL R (Provider Address)

CIDR £Fit#fH L CH 7 xy hEIZIP T
FL 22 A LET (i :10.11.12.024) . 7
TN E—T RUVANRASILIZIP T FL AR
T xy hEe—ETH T —BHT— X 2R
ALET,

R— bk (Port)

R=IFBAN LR — =BT 28E7 v —
ZRAELET,

70O kaJjL (Protocol)

v k=%~ (TCP, UDP, ICMP) #3%&
ELTCREZre—0BHT—4%%27 4%
VI LET,

7 FLR 247 (AddressType)

7 KL A XA (IPv4, IPv6, DHCPv4) %45
ELTHE 7 —08HT—4%27 4%
V7 LET,

{E%EME (Confidence)

7u—DHnOEEEE R LET, AJIATHEE
filfl : [Evy (High) 1. [BEFIZEV (Very
High) 1. ["F2% (Moderate) ],

Bro i % ? (Excluded?)

A7 4 N Z FTITRRE AR — %R E
L CRRARI G DORIEET — 2 2 RE LET,

BxsrE# (Excluded By)

FEED 7 4 VB ZHRE L TRV R OXIEET —
2 WG LUET, AJIAREME @ [BRS7 4 L&
(Exclustion Filter) ], [~V v — (Policy) o

BREROSH

(Bl R DS M (Explore Observations) | AR > %7 Vw7 35E, Fx—hEa—0NHFHIZ
720 [PPATEEAE (Parallel Coordinates) |7 ¥ — &2/ L CEIRILT — X 2 TIEOSRRETE
T WANIDLE LW LIVERAN, BELOHLRIEOHREGNZT D856 (R
(Dimensions) | e v X7 OHBDOF = v 7 Z504T)0, WIDNEFZ2 T~ 2 556,
ZOF ¥ — MIFEFITERTT, ZOFvr— b1 RKOFHIT1 DOBEEELR L, ZOMNE
FIERMEZET DAL, ETOWRICTORBEEE R L TCOET, BEMHIL, F¥—FDOTF
DBV A M —Y VESDE, Y — M TBIEZETHAERINMERLL & LV

A 720 £97,

. oA VT—a Yy
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Provider @ Select a group ~

Found 200 Conversations [Show 20 - |
Explore Observations | Tailer | ([IETESRTIERl [ Show Outiers %
2 0

Pl

.. {OTHER: p1-dgrmo1n

em0toam...|-OTHER: ipt-dom

uuuuuuuuu

nnnnnnnnnnn

RIN—IZ&kBANtE— 3 U8

Aot —va T =2 OmIRTEOMHEIZED |
<, Fr— MR EZRRTHIITIHIAZ e —AVTH0ERHY £, 20D, BLOHD
WIE LM T T R THEIN T B EFFITT, [ 3— g OGS  (Explore Conversations) ]
DHRNR—IREEIT, HEH o\t —2a 2T —T NI A a— |l vy B S (h3—) 57

Filtering

IRt E N E T,
B 89: k=2 & Bh v t—Y 3 VIR

Found 200 Conversations [ Show 20~

Explore Observations ./

1753845100

o000

o000

00

Consumer Address 11

0.1.1.0

Awn—iz&snont—vavEa |

ZOF v — MITFT 7 L N TR VIENA

vers [ 20+ _proviers |

WD > T =Y NV E T v 735 L& BIRFHIC BT DERT — 2 DAz IR
T OEBRFHSMER SN ET, #amEs U v 7958 WOTHREREMHLZHIFRTE £,
—EIAEEOROMAZ BN TE £, BHT—FDY 2 MREHF I, BIRL-RFEOHDNE

RENET,

oA VT—a Yy .
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B 25— rea-

90: Filtering

Found 200 Conversations [ Show 20 ~ |
i Observatons | Taler Show Ol
) =

o
o
ol

0

5000

000

7000

a000

451+
17838.45.100 1 a0 900
Y ConsumerFiter 1 Provider Fitter 11 Consumer Address 1! Provider Address 11 Protocol 11 Port 11 Flows.

@ Default filter unknown @ 10.1.1.1 10.2.2.1 UDP 1020 oo
@ Default filter unknown @ 10.1 10222 TCp 1040 W e
® Default filter unknown @ 101 10223 [l 1060 w e
@ Default filter unknown @ 10.1 10.2.2.4 TP 1080 (SOCKS) W

ANE >
SEEFry—rEa1—
EEF vy — b a—id, X=T 4 a /I TAEZR) L —DRDOVIZT TR /T —7 a— R/
LFFICERZYTTWVWDZEZBNT, [RY ¥ —E2— (Policy View) ]-3— & IEEICEIZ
NPT RT7 40— NERHATHWET, FTORIIRT L IIZ, B~ oSMIloINE 7 Z A
FaFRlL, BHLTAUAR—DFRAMNTY—7a0— RFZ2NHEOINE L TR RTEET, a2—F
IR EECER R LET,
KREEE2—OIY br— YA RO, RY — o — EABICEIEL £ T8, YA R
SV OFERIIEL, FHEITR SN — R P OBIN L= — 7 o— NI 5 26
B, BLOBZ FAZ~DY 7 LT a2 ER (ATREREER) bRRINDANELRY F

‘@‘O

. oA VT—a Yy
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9 :REFr—FEa—

Conversations Grapt -

Li}
P cluster & Endpoint: 10.1.2.1
s ok Hostname app-01
x i _‘\\H"\- V i ~
-7 Cluster
! 4 et
o | T Confidence 0.800
A ,‘I — Route Tags
i .
4 10.0.0.0/8 DC-INTERNAL
r.‘ 10.1.0.0/16 DC-Apps
'
Provides (1)
TCP port 6000
Consumes (3)
UDP port 53
TCP port 4000
TCP port 5520
' r‘
\
o
ra i
conversation |

endpoint

Aovnt—> 3B FdE0a a—<ETaNAF—

BRI AN AR LT o= g VIS i arya—<Fid T a g
H—OFIE, B \E—2a T —TNOERCHDI2OORF D LHRTEET, ENE
NORELHI )T DHE Bont—2a b Bodle, Farya—vBLUOTrAA
H—=DT RLA FRA M, BIOZEOMO2—F —FROFEZEh£EELX AT a3k
IRSNET,

2:hont—arT—TJILOLEE

Found 200 Conversations [

Y Comsumerfitert  ProvderFiler i

oA VT—a Yy .
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X93: ERMDarvLa—<E—FI

Top Consumers X
Showing 20 of
Y Hostname Tl Address Tl Conversation Count ¥
appServer-2 38
appServer-1 37
orchestrator-1 10
8
orchestrator-2 6
orchestrator-3 6
tsdbBosunGrafana-1 6
zookeeper-2 5
collectorDatamover-1 5
collectorDatamover-2 5
druidHistoricalBroker-2 5
tsdbBosunGrafana-2 5
namenode-1 5
zookeeper-1 4

. oA VT—a Yy
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9: D Tang F—E—45IL

wyo—7o7L—t+ |

Y

Top Providers

Showing 20 of

Hostname Tl

appServer-2

appServer-1

orchestrator-1

orchestrator-2

orchestrator-3

tsdbBosunGrafana-1

zookeeper-2

collectorDatamover-1

collectorDatamover-2

druidHistoricalBroker-2

tsdbBosunGrafana-2

namenode-1

zookeeper-1

latincharHnet-1

R)yo—FoTL—Fk

RV —FT 07— 2L TC, FIEOR) > —Fy h2BEHDOT— 7 AR—R|ZTEHATE
9, TNHIE, V=V AR—=ZADT Y AR — FDAF—< L[alFED JSON A F—< 2 L
TEHEINET, V7 AX—=ATKRY —%1EKL, JSON & LT=Z ZKR— kL, JSON

EEELTHE, RV —F7 0L —hELTA VAR—MTEET,
R =T 7 — MTIE, NV— FEFHAOFPHFT A EHERES LB T,

ToTL—hrALUR—F

RV =TT —NI, AL D [T AT — 3 (Segmentation) | X—T 67T 7%
AT&ED[RY =727 b —h (Policy Templates) ] _X—IZERINET, ZOEFHTI[T
> 7FL— DA AR =1 (ImportTemplate) |AHRZ  ZHEHLTT 7 L— oA VAR — KT v
7u—RKTEET,

Address Tl

1.1.1.44

1.1.1.43

1:1:1.252

1.1.1.4

1.1.1.253

1.1.1.254

1:1:1.82

1.1.1.14

1:1:1:26

1:1:1:27

1:1:1:31

1:1:1:33

1:1:1:13

11192%

Conversation Count

38

37

10
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B -7 —rour

T L= NI, Ty T u— FRHCERESBRES W E S, WBZT /Ny 745 DICRIL>T
T—=DURAIPFERINET,

FTUTFL—IRT yTFur—REnLHE, TUoAL— OB, Ao — R, E£RII4RTE
BOTEHFHZITH Z LN TEET,
X 95: FIFAIEE T > T L— FOETR

Segmentation Policy Templates

Policy Templates

Q_Search default or user generated Policy templates -+ Import Template

Block Insecure Ports Allow HTTP/HTTPS and SSH
16 Suggested Policies 3 Suggested Policies

(oo ] (oo ]

T L— hDiEA
T T — U= AN=RZEAT HITE, WL OO FIREFEITLET,
1. Frbta—795707b—ha@RLET,
2. TUTL—bEBRATLY = A=A EBERLET,
3 MBEIIR LT AT A=Z & A LET,
4. RNV —%ERLET,
5, RYT—z@MALET,
ARV v—F, BRLIY =7 A= RO A—V a VIZBINShET, 77— &L

Tﬁzﬁkéﬂflﬂ'\gu v —IE. From Template? = true T AIVH %{fﬁﬁ LT 4 V421 Vyfé%i
hﬂ‘o

. oA VT—a Yy
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96:KR)—TFTL— +OEA

Segmentation Policy Templates / Allow HTTP/HTTPS and SSH

Allow HTTP/HTTPS and SSH

Select workspace

Default

Primary Workspace @ Default X

Parameters

HTTP Consumer @
@ Select a scope ~

HTTP Provider @
@ My HTTP/HTTPS Service ~ X

Policies

3 Suggested Policies

Rank Tl Priority T. Action Tl Consumer Tl Provider Tl Protocol Tl Port Tl
Default 100 (e ALow | @ Default @ Default TcP 22 (SSH)
Default 100 [@ALow | Defined by HTTP Consumer @ My HTTP/HTTPS Service TCP 80 (HTTP)
Default 100 ‘ ® ALLOW ‘ Defined by HTTP Consumer @ My HTTP/HTTPS Service TCP 443 (HTTPS)

RYS—FoTL—FDJISON X F—7
KUV —F 7L —FISON A ¥ —<(F, T—F ZA_R—ADTY AR — FD R ¥ —<ZH+

HEHTEHFHENTWET, V—F AR—AT—#HORY > —%{Ef L. FNEJSON & LT
T AR—FL, JSONZEHLTHEH, RV —F 071 —hELTA VR—FTEET,

Bt 247 A BA

name string (j‘7o‘\/ E| :/) A R — ]\H%E
2T 7 L— FOATTE LT
I ET,

FILEA string (A7vay) @HI7akER
HizEREns7 71—k
DR,

INT A—H WRIRA—=BF T b TSV —MRTGA—=H T
FLE S,
absolute_policies RV—FT7 V=7 oS | (T ar) MRl v—

DOELFI.

v AT—




tsrvF—vay |
B c:o—Fo70—trnusonzs—<

B 847 2588

default_policies HYS—AFTVx s hORF | (E) FT A kY S
I
fe.

NSA—=BFTOzH b

NIA—LGAT V27 NIAT v aTTR, 7T V= hDONRTA=Z L LTI 4 VF &)
PICERT ATCOIEHTEET, T A—ZIL, consumer_ filter ref F72iX
provider filter ref N v—EHEEEH L TSRaET,

NG RA—=BF TVl bOXF—IBMRL TT, HIT, BHED type: "Filter &4 T a D
MAZETeA T2l FTT, RIRA—EFT =7 FOBIZLLTFIIRLET,
{

"parameters": {

"HTTP Consumer": ({

"type": "Filter",

"description": "Consumer of the HTTP and HTTPS service"

}7

"HTTP Provider": {

"type": "Filter",

"description": "Provider of the HTTP and HTTPS service"
}

}

}

INT A—=FIL, RV —FT7 Vs hTHBTEET (f "consumer filter ref": "HTTP

Consumer" %7213 "provider filter ref": "HTTP Provider") o

BRGNS A —2B]

W OMNDORER BRI, BRI AN R~y BV T ENET, XTI A—=X L L TERHR
LHEITH Y £/ AL

Ref Bl

_workspaceScope TUT L= FREASNTND Y — 7 Z~—
ADHFPIMER SN ET,

_rootScope o=~k T L ORISR S E T,

R)o—FToxo b

J—J AR_R— A7 AR— k JSON & O EHEZ #2720, R —F7 V=7 ML,
arva—< T X —DEHOX—DEENTHET, TNLITRO X O IS E
—é‘o

if * filter ref is defined
use the filter resolved by that parameter
else if * filter id is defined
use the filter referenced by that id

. oA VT—a Yy
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else if * filter name is defined
use the filter that has that name
else
use the workspace scope.

ETEBRBLIZE VT A NVF R TE NG E, WKL T v 7'r— RO T 7 —73

WENET,
Bt BA47 BrLEL]

action string (A7vay) R)o—07
7 a v, ALLOW £721%
DENY (7 74/ b
ALLOW) .

priority integer (FFvar) RU—ofE
JeMENL (77 40 Bid100) o

consumer_filter ref string IRT A —R~DER,

consumer _filter name string PN X BT 4V A~DH
H\E\o

consumer filter id string ERMINTHMBEFEITA
YR T7 4 EDID,

provider filter ref string IRTG A —R DR,

provider_filter name string LN L BT A NE DS
M,

provider filter id string EEINTFHEEITA N
R T7 4 vZDID,

14_params l4params D5 Fr SNz AR—hE 7 k=
DY AR,

B 2A B!

proto H 7'm h a Vs fE (NULL 1
TRTOT v harzElkl
£7) .

port integer A— oG, [80,80]
7213 [5000, 6000] 72 £ (NULL
ET_RTOR—FEERLE
7).

oA VT—a Yy
I



B 7-tosoon

LdparamA+ T2V b+

Bt 847 A

proto LSy 7'v b a VEEE (NULL (X
TR_RTCOT e ha/LEERL
F9) .

port integer R— O E#PH, [80,80] %
7213 [5000, 6000] 72 & (NULL
X _RCToR—FE2EWRLE
‘a‘) o

FoTL—rDHUTIL

{

"name": "Allow HTTP/HTTPS and SSH",

"parameters": {

"HTTP Consumer": ({

"type": "Filter",

"description": "Consumer of the HTTP and HTTPS service"

I

"HTTP Provider": {

"type": "Filter",

"description": "Provider of the HTTP and HTTPS service"
}

I

"default policies": [

{

"action": "ALLOW",
"priority": 100,
"consumer filter ref": " rootScope",
"provider filter ref": " workspaceScope",
"14 params": [
{ "proto": 6, "port": [22, 22] 1},
]
b
{
"action": "ALLOW",
"priority": 100,
"consumer filter ref": "HTTP Consumer",
"provider filter ref": "HTTP Provider",
"14 params": [
"proto": 6, "port": [80, 80] },

"proto": 6, "port": [443, 443] }

{
{
]
}
]
}




| t9rv7—vay
zotomx I

Z DL DREER

7I)5r— 3 Ea—
A

GE) T 7Y Ea—3FELE X, RD Cisco Secure Workload V UV — A THIBR S £,

TV r—varva—iE, BERY R THOREREZRZL, Xry NU—7 F— A
TN = a v F—ADEOX Yy v T EMED LD HE T, VL, T
=g rba—iI, Web7 7V r—>aDXongE@r—2vw o 2— 77— g
WZOWTOFEREEIET DL EZHMNE LT, R RAT v 7 HFRATHEIRY U —RHORBRE
HETHZLZARRICLET, T—F B Z—TlE, MTbOZDLHIRTF) r—a i
FITENTWENS LNVERA, 7TV r—varba—d, 2—F—RNEEDOE 2 —ITEN
oAb, hoa—WF—L v a—% T DI LET,

HEWRY v—mv—2r 7a—LREEEIC, 77V r—var VAR Ea—id, EFEXROE 22—
7V LT, HLWT AU yr—Ta v a—%ERL, BFEO 2 —4%FrT5HI %0
BEIZ LET,

H97:7T)Ea—JR bk

: 1 Switch Application
Tetration Infrastructure = i
Tetration Infrastructure
T [EZZSEE  Conversations: 209K Endpoints: 152 Last Run:
Mar 26, 3:30 PM
D @& Zones & Clusters (27) = Policies (358) R Provided Services <k App View (1) l#* Policy Analysis U Enforcement
Create New App View >
Name Description Date created Last modified ~
My App View Apr 6 12:41:33pm Apr 6 2:53:43pm @

FIYr—3 0 Ea—DLATY MESE

FHLWT TV r—varvba—%EkT2L, /—F (TR, 2a—YP—ER T4V, B
FOHPH) DY AR EERZEOF v U NARFREINET, 2—P—F, FED/— R&Ex~¥
VR [EY (pin) [REHLT, *v hU—27 KU —DEWKRTHR: /) — FORERMIAE®E
WTCEET, ZOXR=VOHEMDRFTIE, TXTO/ — KDY A NEELHBIIO X 7033
IRENTNDZ EIZERELTLIIEEN,

oA VT—a Yy .
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B 77— aveai—n/—roem

98: 7T Hr—2avEa—DEDF ¥ /IR

« Back to App View List / My App View* & o) Q (i}
+
8 = Tetration
Y
a < Tetration:Adhoc
4 O « Tetration:Big Data Compute
. O « Tetration:EFE
K

0 «§ Tetration:FE DataBase
a «§ Tetration:Frontend
a « Tetration:Infrastructure
0 & 0.0.00
B & 110
] &1.1.14(2)
0] & 1.1.1.4(3)
0 & 1117 (4)
B & 1.1.1.7 (5)
] & 1.1.14 (6)

FEAND Y — %, IROMREZ R L £7,
s HERX (Zoomin) ]
« [##i/In (Zoom out) ]
o BRA[REZRAR Y T —D 7 4 )L AL
« BN 72/ — FALEOFEE

e TN = a B a—DREDORIE, /— RK/R) v —F—FDat’—F Iy AKR—
F

TIUHr— 3 Ea—A~nD/ — FDENM

BIEHHOICHAEVRE 27 Y 7 LTED ) — REX v "2 TBEML., ¥ 1
DIEBED /) —FR&EXZ TN ) w7 LTEOME ) — RERTELIFERTIZLET,

. oA VT—a Yy
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99: 7 FYr—avEa—DEVEHE/ —FOER

« Back to App View List My App View" @ & Q [i ]
+ Filter clusters
- 0O «
Q L35 E ) « Tetration
Y
(] ¢ Tetration:Adhoc
& O ¢ Tetration:Big Data Compute
. ¢ Tetration:EFE
L

2 Tetration:FE DataBase
(O TetrationIntrastructure:Launchers < Tetration:Frontend

¢ Tetration:Infrastructure

O ¢ &0000
¥

Q@ o & 111
09 &11122)
] & 1.1.1.°(3)

O Tetration:Infrastruciure:Monitonng

09 &11104)
& 1.1.1.°(5)
O 7 &1.1.12(8)

7IVr—vavEa—OLATH FR%
“

G 2o0/7—FMoxzy L, 8O/ —FEoxry hI—27 KR —2F£LET, /—FHE®
12 EDB "= arpna— RRT o E2@im L TCWAEE (BELHESRY v —HH
RETT v 7B—RENDHBEFEROHE L TERSNET) . e—RKRT BT A arRn
TV RICRRENE T, FRENEEBRICH—INEEDLELNI Vv 7T 5L, FIER
NERRINET,

)= REALBEOMEICBE LT, BHOLA T U NEEBTEES, 2054, =2 —F—0ik
RPEEIN, 7o =T AP/ — RIRRINET, [(EFEE (anchored) ] E4L7z /) —
RONEZ Y 2y b3 5121, V—A"—=D [T > H— (anchor) |RZ %7V v 7 LET,

RORKNX, VT NOLERT ) r—ra o, ZRIZBRINZZ 7 72 RLTHWET,

oA VT—a Yy
I



tsrvF—vay |
B zE7705—2a 0

100:7>h—/—FEFERLET7IVS—23VEa—DLATO

Q Tetration:Adhoc

‘@ Tetration:Big Data Compute

_@ Tetration:EFE

7@ Tetration:FE DataBase

Y i
@*Tetration )O%_T etration:Infrastructure
>@ Tetration:Frontend

@ Tetration:Ingestion

@ Tetration:Serving Layer

ZRBT7 TV r— 3 nfl

VAR ORIFRS L E 7 ) 7 LT, BEOLAT U MRFLET. JhCEY, o
2—Plt, ZOREDT—I AN—AEE ST ALLAT Y FCRRECEET,

)

GE)  ShitF—%MLARNDRBIRLEZ ) —FOoOWTFhnad KT v r74+5E, RLEZEED ) — K%
—EICBEI X ET,

HHEDOEFEHTY =f=H

TV = arNO ' RAIT A a4 LT, #H% BB (Expand) 1127250, [#T
D 7727 (collapse) 1\ LET, 0 7ited, TR_CTOFH/ — RLZOHEY —nH 0 7=
FEN#HEHICe—LT v TENET, VTl Ik, 2950/ — REEHEERT S
AU =0 TYH, iVl EN#HHOTO1ONZD ) — NIZTBHRY —%Ff-T
WAHT=D, T o ENTHH Mo ) — FOMIZ= v UMER S NA FTREMEN H D £,
n—/L7 v ENETyUE, ERNSINEAR—RI AN LEBIIT T =g Ea—0Dx
I AR— MIKMESET,

HLWT 7V r—varEa—TiE, TXTOHEENT 740 M TRIESILET,

oA VT—a Yy
[ 120 | |
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BREEZES

mELzs I}

101: 7 F) 75— 3 v Ea—OiY -f-Fni-&E

«— Back to App View List My App View* @ ) Q (i]
+ Filter clusters
. Q Tetration:Big Data Compute o -
= (@] ? «$ Tetration
(@] ? =} Tetration:Adhoc
1 (m] ? =3 Tetration:Big Data Compute
Q Tetration:EFE
i O @ < Tetration:EFE
H ]

0o e r
Q Tetration:Adhoc 0O @ <« Tetration:FE DataBase
0O ? «$ Tetration:Frontend

O Tetration:FE DataBase

Q“ fatration:Infrastructure

*(0) Tetration:Frontend

O @ 33 ,” < Tetration:Infrastructure
0 ? «$ Tetration:Ingestion

0 ? «$ Tetration:Serving Layer

4
© Tetration

b Tetration:Ingestion

JBREE 2 —I12i%, < 02— —PEBLORE LY — 7 AX—RTHEH SN EHO X
4A'74’/7b>2\%rézhi?“ JBIREE 2 —CHfIRRINDOA X MZIX, V—om—FE&r 5
22 OB, Y, 4LEE, 79 ZAZMTOUV—ra— FOBE), 77U r—3y a3 bBa—
OIERLE BH, 2EFEHROT v 7 u— R, HEIRY O—RHOEF EF LY, 2D
MAEENET, £, BEC2—23, LO2—F-NEDL I REFELT —7 AN—R(T
MAT=mBERSNET,

HBEYR Y =Y B OIS 2R 27 ) v 7358, BEE =
(FOXREZMR) .

BREE 2 —%, [T AX—=AT 77 47 482 (Workspace Activity Log) ], [/3—Y =
(Versions) ], [ YU 3 —s3—T" = > (Policy Versions) | D 3 - DDE T T a I3 TWE
T BMIOE 7 va AliE, HEARY — A N2 BT A N el U= A=
EERICHEA SNDA X PRFERLTOVET, BEHEO2OIIF, BEEREZGL A= a0
UZMRFRENET, 2—HF—F, VR INSEAA—T g VOBREO LY MR Y 22— 2B

TEET,

HEWR Y — i, V—2 AX—=2OFH LWHEIRY > —Rifi—ra > (vo) 2ERT 2
720, ERERBTHL W oleb D slGEs, 22— -3 TE TR T I LB TEE
T, R =% TCHERE T L, X=Va v INEREh, 77220 (HFE{TTIER
W) RESERE R S, FITHROTRTOEER L A=V a Il —AeaivE 7, Bk, &

—IZBEI X ET

oA VT—a Yy .



B erzezs

wsAvF—vay |

Vo—FABNICKRET AL, STLONA—T g URERSHET BRIEAEKR L7545
<) o

RY =0T 20, BFOR) —%HTLE, FTLOVABRKRY == 3 (p*)
PMERRSNET, TNHDONA—Va VFRETET, ZRRHIROALZFATTEET,

\}

GE) AR A (p*) N—=Ta i, AF100 ETICHIRESNET, ZOHIRICELEZSS. UL E

I APL 2 L CH WA=V g U RHIGRT ANERH Y £97,

W=D a VD7 FZAZ ) o TOEE, BROGHTELITEHINZARY —2 i T& &
T, [#EHta—] ZBRLTLKEEN, R=Va DU A MEFRRLTNDE X2 (W05
2% D/N— 3 (Switchto Version) %227 Vw7358 fLEONR—Y 3 VIV EZXS Z
ENRTEET, UFOBITIE, V=7 AR—=ZABRR—=U g 1YV EZ LN THWET,

)

G HuANR—=TUar DU —7 A=YV B2 TRICE Y U—E HEIWICKRET S & LIBEO

N g URTRTHIRESN, V=T B 2 —2 i EnEd, FUHT, N—Y 30212
VR Z -2 AR ) —Z2 BEICRET 5 &, RBIFICII A= 3 V3NHIBRE D Z LI
R0 ET,

BREE 2 —TWTNDDAR N2 Yy 7358, 2O NMIBET MR TR
MERMD YA FXA SRR ENFE T,

ez, BRARY U —RHAXRV 22 Y v o T5E, TOHBRY U—RHA L AX R
DAT—H A B, BLXOEREICET L OFARERNPERSNET, 512, VA4 F
PRENZIE, FATICEDED 7 TAX L U—7 0— R~DEFIZET A L~ Lo
FoRENET, FEMICOVWTE [ESEa—] THHEhTHET,

102: BEBFREZELCER SR —R—=C3 DU R+

Activity Log Matching Inventories m Conversations Filters @ Policies @2 Provided Services

Application Activity Log Published Versions 1 ‘ Compare Revisions

V1 untitled #

13 log events - Last Updated: Aug 5, 5:14 PM
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

VO untitled ¢ Switch to Version
0 log events

Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

oA VT—a Yy
12| |
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gELzs |

R 103: ZDIT—J AR—ZADN—T 3o vlIZEET 240 Ay

Activity Log Matching Inventories @3 Conversations Filters @E) Policies @B Provided Services Enforcement Status 4~ Policy Analysis 9. Enforcement Q

[ Application Activity Log ‘ Versions 2 ‘ Published Versions 1 ]

You stopped policy enforcement

You started policy enforcement on version p1 AUG 5, 459 PM

You stopped policy enforcement AUG5, 2:50.PM

You started policy enforcement on version p1 AUG S5, 2:50.PM

You stopped policy analysis
You started policy experiment on version p1 named s
You updated policy analysis to version p1

You stopped policy analysis

You started policy analysis to version p1

You deleted exclusion filter OTHER: RTP-DC-Internal — Default : TCP port 80

YYou updated exclusion filter to Default = OTHER: RTP-DC-Internal : on any port

INHEDAR NI Uy I TBHE, BRNAT o, IBIEGERRG, SN EERERER
ELBEOHIIRY —HFETH D OFME RN FRINET,

v AVTF—a Y
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B —rxx—=zi—vavomr

104: %5 EDBEERY O—REORITICHEAIN BEHRE

Compare Revisions Last 2:17 PM
Updated

AUG.6, 2021 12:10.PM * Configurations
From 3:00 AM
To 9:00 AM
Exclusion None
Filters

> External Dependencies

v Advanced Configurations

Cluster Granularity Medium
Port Generalization Very Aggressive
Policy Moderate

Compression

=9 AR—=/N\—2 3 VDHIBR

HEIRY O — BRI L o TERENTZT — 7 ZR—2Z =T g 2 (viX—T 5 0) 1T, Fhn
RKBEICIRSTWVHNRN=Da U TRVIRY | B TE 4, KSR — =T g (p*
R g ) 1T RN=2a BT 7T 4 TS ELITEA STV ARWREY | BT F
R

. v AVTF—a Y
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105: 7 —4 AR—Z/N— 3 U DHI

Activity Log Matching Inventories @) Conversations Filters €E) Policies €E) Provided Services Enforcement Status - Policy Analysis 9 Enforcement Q

Application Activity Log Published Versions 1 Compare Revisions

V ’I untitled .#

13 log events - Last Updated: Aug 5, 5:14 PM
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

VO untitled ¢ Switch to Version H

0 log events
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com> Export...

ENE1—
HEIRE SR =07 FAXDESE 2—L, BFEO7 T AKX LT~ a— KD A
Ny I T DEBOBEERY —BREOFEITICB T 2 LT, 22— —RNU—7
ANR—=AD2OON—V g U EIETED L )ICEH I TWET, R —0DESE2—1
PR—FENTWET, R —DES] ZBRLTIIEEN,

I TABDESE 22—, 3OO FETBEITE £,

ATFYv TN RV —OABRHICRIT 5 L, ETOMRERTESE2—IBBITL ) 7 L L bic, RIZRT
Ay —UNFRENET,
B 106: B4R S B8R o —Hih

1 Switch Workspace

Adm Workspace =

VRF: Default  Version: 1 Conversations: 0  Endpoints: 26

D @& Zones & Applications = Policies (111) & Clusters (4) ADM results available. » Start ADM Run

ATFY T2 R=VOLEBICHD [V Y a DOkl (Compare Revisions) [ RZ %27 U v 7 LT, BEE2—015
BEHLET,

ATYT3 A XN EBEHLET (FA RARXVOE EBICHLIRZ &2 7 ) v 73258 AEIRY —Kil
DEITOALTHRAMERBDFRINDGHE) « ROREZRLTIIZEN,

oA VT—a Yy
I



B =5ca-

107: 2 VT F R MERDRT




| €94v5—vay
xuo—nzgs |

My 7L TiE, BEIMICKRE SNZARY —0ZFESE o —{2id, B, HIBR, £F, BIXUOERELEED

JIGARELT—ru— RO¥ERT, 7I59ARAZET—rua— ROERIZETLE LNLORENRFEREN

iﬁ—o

o —DFE Y OEAIL. BN, Bk, B8, REEDIEFTZ FAZDY A RE LTREENLTWET,

FNFIL., 7T AXIEMEILT T AZNGHIBREINTZY -7 a0— ROEFEIFT TR, AT —H A%

I 2 X H ity TunEd,

BEDY T AZRT—n— RiE, L4MEZIZIPT RLATHRRTEXET, 7 I 2AZE2EHTITonTn

IVt hE FOMTBREREN., O TAXONBRNED L IICEBINTZ0NRENET,

G¥) T 7 F /N NTHEH, REEDT 7 AZ T RCTHERRIIZH>THWETN, HOT A 2 Dfniz
REEI VI THERRTEIET, EZHoa—%200 R THO 20U B a &g
TAHZEIE, VEVarEsEs )y LT RayZE o Ama—0n0R000 v g &k
WRI2BDLET L BWHETY,

108: 7 S XAZDEHE 21—

Compare Versions

Comparing revision 1 with Base Revision i)
Clusters Statistics ®13 o0 :, 0 0
Workload Statistics ® 30 o0 ® 0 0
g x| [o]
bpim-idev3-* +3 Workloads

173.38.7.236 bpim-idev3-04.cisco.com
new 173.38.7.240 bpim-idev3-08.cisco.com
173.38.7.244 bpim-idev3-204.cisco.com

+3 Workloads

bpim-idev3-* 2
+2 Workloads

bpim-idev3-0*
+1 Workloads

bpim-idev3-07.cisco.com

R O—DER
R —DESE2—%, 7 T7AZDEGE 2 —LARRICEIRTEE T, X—A =Tz ¢
g NR— g VEBRBINT A E, R —DEER3IS>OHT I ([Hakt (Absolute) 1. [T 7+
/b k (Default) ], [CatchAll]) TERRINET, 257 —7 /ML, RO KD BREERERH D F

—é‘o
cFULARY =BT 2SI ERI— AN V=TSN ET

RV —DEFE T 7y NELIIESFIATTT 4 AF LET
AR I—DOEBE LY —E R IR—U ST ENET
T UYNE N T ENTEAR) —DEEEZCSV ELTHE Yy r—RTEET

oA VT—a Yy .



wsAvF—vay |
B «:—ozxs

K3:T7Ev b7 LEDTONT 4

JonsT4 iR

B EIRhL il : 100

742 23> (Action) il : ALLOW, DENY

avva—v Bl arva—<r TR

FB/31 & (Provider) Bl . FasfH =T AR

R—k (Port) il : 80

[Protocol] 5 : TCP

= 4:CSVH AT

ho L BEL]

vy R =BT =Y, 5l : ABSOLUTE,
DEFAULT, CATCH_ALL

=45 (Diff) BHEDFASy %A 7, {5 : ADDED,
REMOVED, UNCHANGED

B kIRGL il = 100

742 23> (Action) il : ALLOW, DENY

arYa—<% (Consumer Name) Ay a—~v I T AL DL,

3> a1—7 ID (Consumer ID) Ay a—~I T AZDID,

Ja/N4 4—% (Provider Name) TN, L= T AL DL,

Provider 1D TansA Z—27 T AL D ID,

[Protocol] 5] - TCP

R—k (Port) i : 80

ROKTIE, R — =Yg pl & vl RS THET,

. oA VT—a Yy
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compare [ Paides | Gusers

Base Version Latest draft version, Analyzed Version (p1) Compare Version Latest Draft Version, Analyzed Version (p1)
p1 X vo %
Name: untitled 9logevents  Last Updated: Aug 5, 5:14 PM

O Filter Policies ... X -i
Absolute No matching changes

Dot (R s | oo 8 | e

Priority Action o Provider Service
100 (e aLow | ® bpimweb-idev4-0* ® OTHER: redn9-dci13n-gen-client-ace:iv120. TOP : 5222
v 100 [®aow | ® bpimweb-ideva-0* ® OTHER: RTP-DC-Internal UDP : 53 (DNS)
TGP : 80 (HTTP)
TGP : 111 (SunRPC)
TCP : 443 (HTTPS)
> 100 [ Atow | @® bpimweb-ideva-0* ® OTHER: unknown UDP : 53 (DNS) ...1 more

110: R S—EREa—DFooA—FRa Y

Download Policy Changes as CSV | %

1M:KR)—EDE1—DT4ILE) VT

© Filter Policies ... X

Properties that can be filtered

Priority e.g. 100

Action e.g. ALLOW, DENY

Consumer e.g. Consumer Cluster

Provider e.g. Provider Cluster

Port e.g. 80

Protocol e.g. TCP Provider

112: R) O—ZERE1—DERFIAT T4 ILAE

Default | Added 15 | Removed 4 | Unchanged 149

v AVTF—a Y .



B oo rzoxm—t

113:R) S—EHE21—DTIL—T 1t

ALLOW.

114:R) —ZEHE21—D CSVHA

® bpimweb-idev4-0*

© OTHER: RTP-DC-Internal

3 ., = N ~
oA T—3 Y
UDP : 53 (DNS)
TCP : 80 (HTTP)
TCP : 111 (SunRPC)

TCP : 443 (HTTPS)

Rank Diff Priority Action Consumer Name Consumer ID Provider Name Provider ID Protocol Port

DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40  OTHER: rcdn9-dci13n-gen-client-ace:ivi20 610bcda7a51e713db909dof1 | TCP 5222
DEFAULT | ADDED 100  ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40  OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe = UDP 53
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe | TCP 80
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 A OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe A TCP 1
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40  OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe | TCP 443
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 OTHER: unknown 610bcda7a51e713db909da45 UDP 53
DEFAULT | ADDED 100  ALLOW bpimweb-idev4-0* 610bcda7a51e713db909dad40 OTHER: unknown 610bcda7a51e713db909da45 TCP 443
DEFAULT | ADDED 100 ALLOW bpimweb-idev3-0* 610bcda7a51e713db909da26 = OTHER: rcdn9-dci13n-gen-client-ace:ivi20 610bcda7a51e713db909d9f1 | TCP 5222

A4 R—KMITY XAKR—F

J—HAR—ZADIHY RAER—F

EI—JANX—RADYT FZAZ LR —CHETLHTXTOaT 7k, JSON, XML,

YAML 72 EO— R E L K2 A MERD 1 DD 77 AL ELTHF I r— R TEFE
T, INLDTFANEHEHAL T, N TELITUER LY | R Y o —iEH0o Y — L

THRVIAALTEY TEET,

IZBIHLET, T—IAR—ZAYE—D A==2—T8
HHEZZ Vv 7 358E, T AR—MNAT I BERENET, T AFR— N7 74
M, BEORy NU—27 7a—lESW-ABR Y —RHIic k> TERSNTZ7 7 2%
DEX2VT AR —=BIWNI TREa T U VEEDBND, JTAZALT Y DHREE
OLENEBEBNTEXET, HUOBEXEZBEIN L, [TV 2—F (Download) (%27 Vv 7 LT,

Tr7ANEA—INT 7 AN AT NIF T a— RLET,
115:[4 >iR— ~/TH AR — b (Import/Export) ] * —1—I1EH

Default #

Activity Lo Matching Inventories @) ~ Conversations

© Filter Policies ...

Priority 11 Action 11 Consumer
100 ALLow. ® Default
100 ALLOw

100 ALLOW

100 ALLOW

Fiters @) Policies @B

@ bpimweb-idev3-0*
® bpim-idev3-0*

® bpim-idev3-*

Provided Services

Provider 1 Proto
© Default Any
® OTHER: rtp1-dcm02n-oama-ideva:iv653 TCP
® OTHER: redn9-dci13n-gen-client-ace:iv120. TCP
® OTHER: rcdng-dci1 3n-gen-client-ace:iv120. TCP

Enforcement Status

BizcB#hL, [=27 AFR—F (Export) ]

1 Switch Application

P> Start ADM Run

4 Policy Analysis 8, Enforcement
Import.
Export...
Exclusion Filters

cols And Ports 11

6021...1 more
5222

5222

Q

8]

Ancestor Application Status
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7Iur—vavea—nzszi—+ |

116: 7—9 AR—RDKRY >—OITH K-k

Export v1 X

Clusters Clusters and Policies JSON XML : YAML

[

D= A=Ay AR— 5L, HEIRY O—BHEERD [BRERY v—ax7 ¥ DH
7434 (Auto accept outgoing policy connectors) JRXENE £, A VAR — SNV —7 ZAR—
ATT 7T 4712720 £,

T7IVr—232Ea—DIY RKR—+b

HIFHDNIEFIZREL, MTOUV =27 v —REHED I TAEZRHLGEIE. FFEDT—7 A
NR=AbLa2—llT5a 0T YDRTI AR—= TLHERNEELWVGEAERHY T, &5
W2, BEYVRY —BHIC Lo TEKRIND LV GHWRIETRY O —%2 =7 AR — 52 &
DEELWEARHVEST, 77V r—ara—D%< OBEREZHEM LT, FrEOH%
WorizteZ & T, RU—DEVRESNZE2—KRENRE2—2BETEET, =7
AR—=FENTZT7ANMIE, 77V =gy Ba— Xy U RRIIFRREIND T T 7100
WR D —EENEENET,

T AR— T, TTYr—varba—itBBL, EOY—AA—DRE %Y
Voys LET, TRT, T/ AE— M TV a v EGD FRy FH YL A ma—RERShE
T T, [IRFfF (Save) | A==2—HHHEZ7 Vv 27 LT, 77V r—varBa—0RRFEIh
TOBZLEMRLES, [£7 %K= (Expor) JHAE2 Y v 75, WOy 7 7
JLRBD A T B S BRERSET.

oA VT—a Yy
I



tsrvF—vay |

B 77— aveai—ozorg—r+

N7:BEND7F)r—avEa—DIT Y AKR—+F

« Back to App View List ' appview 1 @

L 9 (@ Company:sJC:Auth

Save a Copy
Export...

(@ Company:ATP:Apps:HR

118: 7Y r— 3 Ea—0R)—DIY RKR—+

Export

Export application view app view 1 with 2 clusters

I [—
Clusters | Clusters and Policies JSON | XML | YAML

&£ Download Cancel

N

(B 77V r—varta—llid DENYRYY—LHOA—T, 9F), Alarvya—<i”
DN KX —DRY TR RINER A,

v AVTF—a Y
[ 132 | I
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Import

Import .

72720, =27 RAR—REN=T7 7 A 0IZ1E, DENY R >—, BHE/L—7, B IO Catch-All
77 a  llBETAERL TR TEENE T,

JSON 7 7 A NWEEHET v 7a—R$52 8T, BEEOIV TALZ LR —DERETY —7 A
NR=RIA VAR— P TEET, BERY Ui LRI, RY V=2 FOT — 7 ZA_—2X
W7 v 7a—RT5E HILONA—=Ua UBMERRSIL, 7T AX LR —EEREMBH LI —
CarOTFIREENET, KELTWALA T AALZEELL RN BT A ERH LG, =
TS NET,

e AR—=ZA Ny =D | A=ma—DA=a2—THH [ A —F Umport) 1227 U v L
T, A VA= ATl T, BB D ISON 7 7 A V@R C&E 9, [V 7L
(Sample) | RZ %27V v r735E, RU—L7 TRAIDAF—<ERT/NENT A XD
BTV ISON 7 7 A VRO £,

= 119.’75Z9/71'\°I) S—MA vR—k

Import Application Policies

You can fully specify the clustering and policy definitions as a JSON file.
By importing the policy definitions you will create version 2 of Default.

Use strict validation @

Select JSON file Sample file

Cancel

BB AREE AT 5 &, JSONICHREB SN2 WEENEGEEN TV ABRAICT I —NRENE
T, O T a i, AT IARMES TR ESNT=A47T a7 40—V RERDo050
R BET,

)

G¥)

BURINICHRGRBE - & L TRRSNTOVZRWIRD | A VR — b ENTTRTORY »—37 7+
JLRT approved: false & L”Ci%ﬂt\‘éﬂiﬁ_o %ﬁbb\ﬂ_ﬁu Yy F%Eﬁkﬁ—éﬁ’_&b@ﬁg‘]/_ﬁ
Ur—mthic, ZOOEKRFEHRY o —E R LT 247 v a b £9, B
WIZONWTIE, ERBEART v— (83 —=2) ] #BHLTLIIZEN,

HRMEEVUR TV A= g U AR—RAFEIIT Y Ea—% T/ AR— T3
LICE o THEBENDISON 7 7 A LD AT —<IT1%, R > —%2 T —7 ZA~N—R|TA ViR—

oA VT—a Yy .



tsrvF—vay |
B ix—cavseay

FED7eDIMERE DAF—~ BN H Y £, LB ->T, =27 AR— L 2D%K
DA VIR—=REEH LT, 277V r—ay U= AR=ANLHIOT 7Y r—3a v
U= AN—AIRY =2 TEEST, RV =27 AR—FLThHA R —FT5
&L ZLOBRERFC LD ICTEMELRWGENH D Z LITEE LTS, e E &Y
V= H BTN v g E T AR — MIEENT, R —DA UAR— MR HAF
ELEH A,

HR—aLsvsrgy

JV—=2T I aTlE, o=V a rERE, 6 PAMT 7 EAS ATV RNTRTO
T =7 A= 2ZN—=V g CORIREFBREFETLES, Z0Ya7iE, #lE30 BRICT 77
EnmoltnAR Y —FEBRBHIBRL £,

SBRY L —BHAOBHO— K5 U HERE (O
#)

ER CHIIERREOHIETT

ZOMRE L APLIZTZIL T 7R TH Y . 5% DV UV — A TEHEB I OIESN A FREMENH D F
j—O

BEIAR Y —MHEIE, M — 7 A L — X R I Nz a— KT U ORENLRY —
EERLET, RENLRI O—2AEKTDHE, 7o —FT =X ~DIRFER /DRI Z B,
M END 7 T ALK ERY —DKENM ELET,

TDRNT T4 AT DHRY =T 570D 0— RART a7 o —0O@EIT,
AR ZIEF L TOET,

VIP{AETIP : 7 5 AT "R —ERETDORNT T 4 v 7 BiEET S IP,

SNIPSNATIP: 77 4 v 7 &Ry 7T RRA MIEETDLEDIZOa—RART P2 Lo
THEAINS IP,

BE Ny /Ty RZy REA Lk Ay sy KA RO IP,

HIP~VAF o Z7IP: ~"NVAF 2w I NT T 4w T 5Ny 7 RRA MIEETLH01
o— RRXZ U RFEHT5 Y — X IP,

)

G¥)  HIPIZ, HEi~y7E—FRDOSNIP LR U TY, 7272 L. SNAT 7= L RRESN TV EHHEE,
HIP & SNIP (ZE£ 225808 H Y £,

oA VT—a Yy
I |
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& ]

= I}

X 120: FBFA

b

CLUSTER UUID: 1234
CLUSTER MRAME: £S5
HAMESFRCE: cCommon
SERVICE: db

client

192.168.60.21

be

1%2.1648.50.11

VIP: 192.1%48.
SHIP:19%2.1¢&4.
HIP:

&0.100
50.100

WD X Hiz, a—RKNXZ %@ VIP, SNIP, 3L OHIP 2 b &FHDO—E TH Y . BE 2° bed
FHO—FTHDEBAEZHBEFIL T IEEW, #MHIIRO L5 ITER SN E T

* client

TI3A T NOFHEIIIE, a—FRT UV LBETHITIA T RREENE T, LD
FITIE., 7947 bOFBMDO 7 Y ITRDOLHITRY F9,

address eq 192.168.60.21 or address eq 192.168.60.22

*Ib

FSONIEA—r A hL—&X, m— RAZ > TEM &4 5 VIP, SNIP, HIP, &KX
OBEWZ TSV EMTET, TNHDOT-VEHH L CHIFAZ =) LT Ed, 22
T, orchestrator_system/service name |, —E X ® VIP, orches

trator_systerm/service startpoint SNIP, orchestrator_system/service healthcheck startpoint HIP
OFEFUMEM S E S, EROFITIZ, —E A db ® VIP, SNIP, XU HIP & T
PHZ =V iZRD LY T,

user orchestrator system/cluster id eq 1234 and
(user_orchestrator_system/service name eq db or

user orchestrator system/service startpoint eg db or
user_orchestrator system/service healthcheck startpoint eq db)

N

GEX)  SNIP & VIP IZR UHEHO—E THHIVLENH Y £,

* be

user_orchestrator_system/service_endpoint (X, ¥ —E ADBE ##IR L 3, LiLOFI T,
P —E X db @ BE #ZLefilH 7 = U ITKD LB Y TT,

user_orchestrator system/cluster_id eq 1234 and
user orchestrator system/service endpoint eq db

oA VT—a Yy .



wsAvF—vay |

KV —E AL, HKAODORHFAZ TAZEZERLET, ZDOHH, P—ERT T RAXDH
Nar—H—ZF/RINET, SNIP, HIP, BEXOBE 7 7 AL, h—ERT T 2% DEFH Y
TAZLLTERENET, HIPBLWBE 7 7 A X%, Ib#ilHiZ HIP & BE BNMFEETDHE
WZDORAERSIET,

EERofcE, AERY —KEIck Y., —E 20 SNIP & HIP #5Te |b #iJH|Z SNIP 7 5
AL EHIP 7 T AXNEREINET, BEIZIbFFHAOHMIH D720, BEIAR Y U —HRHT v
Iy R FAFITAERENTEAR, b0 IZdoDREEYZ T 22D Y A M befaH BN
SNFET,

7T AZFIROE I ITERENET,
o —EX

P—BERT FTAXE, P RADVIPREENET, Y—ERITTFTAXZDOI TV FTKRD
LBy TT,

user_orchestrator system/cluster_id eq 1234 and
user orchestrator system/namespace eq common and
user_orchestrator system/service name eq db

« SNIP
P —E XD SNIP (L, SNIP 7 J A ZIZEGENTWET, SNIP Z/ FAX DV =V ITRD &
j;jo\—(“ﬁ‘o

user_orchestrator system/cluster_id eq 1234 and
user orchestrator system/service startpoint eg db

« HIP
P —EZADOHIPIX, HIP 7 ZAFIZEENTWET, HIP 7 FRAXZ D7 = VTR OLEEBY
<9,

user orchestrator system/cluster id eg 1234 and
user_orchestrator system/service_ healthcheck startpoint eq db

A=A

1 DU EOBENR Ib&EFHO—HTHILE, P—EADNNy I KT TRAEPERS
F9, ZIUTEFTROBFNITY TITESLRW=D, IbEFTII NNy 7= R T A2 B4R
ENnEHA,

. oA VT—a Yy
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®uo— |}

R o—

B 121:781) O —DER

L. 168, 58,11 E!EHE !irHj

VM 1

=HIP
1%2 . 168_50. 14

laz 1é8.140.11

vibr-¢lusteri
bridge

192 168.14.21

Wip
182 . 168, 60.100

VIP bridge

VIP 7 F L% 192.168.60.100, SNIP 7 N L& 192.168.50.100 # > —t X db "D & L &E
9. F7/o. IP 7 LA 19216850.11 Z#Ffo/Ny 7 = K VM 28K — K 10000 TV v 2 LT
WET, 77472 FVM192168.60.21 725 do ~D KT 7 4 v 7 ORY —ITIRD L DI
nET,

V7 TAT VB VIP ~DRY ¥—

WORY —lx, 72734 T F VM6 —ERXdb~DT7 7R ZFHFTLET,

{

"src": "<uuid of client scope>",
"dst": "<uuid of service cluster>",
"14 params": [

{

"port": [

10000,

10000

] 4

"proto": 6,

}

oA VT—a Yy
I
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]
}

« SNIP 7> 5 BE ~D AR Y 2r—,

SNIP"SBE~D T 7 4 v 7 &3] 5HHR Y —Id,

DOEERY —& LTERSNET,

{

"src": "<uuid of SNIP cluster>",

"dst": "<uuid of be scope>",

"1l4 params": |
{

"port": [
10000,

10000

] 4

"proto": 6,

}

1

tAvF—vay |

RIEIZESWTHEIER S, db

Ib &iFH O be #iH ~DRY o —ax s XX, RORY o—%T v a LET,

avia—v

JanA A—

R— b

JOokaj

FToay

SNIP

be

10000

TCP

Gl

ZHUZE Y, BEARA F192.168.5011127 7 A 7 0 4 —/L— /LB S U, AR— b 10000
@ LB SNIP 192.168.50.100 2> 5 DFEE b T 7 4 v 7 BNEFRISNE T,

HIP 7>% BE ~DHR Y 2—,

HIP 705 BE~D F 77 o v 7 ZfF il § 2R Y 2 —Id,
DEERY v — L LTERRINET,

{

"src": "<uuid of HIP cluster>",
"dst": "<uuid of be scope>",

"1l4 params": [
{

"port": [

O!

0

]!

"proto": ICMP,
}

1

}

RIEIZHESWTHBEEK S L, db

Ib #7226 be FH~DORY v —ax s 2L, ROR) —%2T v a2 LET,

avia—v

TN A—

R—b

Jakal

FToay

HIP

be

ICMP

Gl

Y, BEARA B 1921685011127 7 A 7 U 4 —/b Jb—/ L3 AL S 4L, LB HIP
192.168.50.2 "5 DEIEICMP T 7 ¢ v 7 NFFA &£,

. oA VT—a Yy
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[

P =l
[ ]

T
of

cR/LuE— KRG UYL RE L ANSDEBEOY—EZANE 4T EESBES., 2nb0
P—E 2OV

SILTHAEREND NNy 7 R—Zid, FRHT_XTONRy 7
TV RT=AREENET, 2FV ., A HIRLELL RICERITRY £,

oA VT—a Yy .
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



