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Vulnerabilities
CVSS V2 DISTRIBUTION ~ | Default ~
Ve

{} Access Complexity Access Vector Authentication
= ‘ .
*® Availability Impact Confidentiality Impact Integrity Impact
Remotely Exploitable Remotely Exploitable Locally Exploitable Locally Exploitable
Low Complexity Higher Complexity Low Complexity Higher Complexity

O Critical Severity 20 High Severity 1 O 1 Medium Severity Low Severity

CVEs Packages  Workloads
Y ol Score (v2) 4 Score (v3) 11 Severity w21l Base Severity (v3) 1 Access Vector (v2) 11 plexity (v2) T i n Impact (v2) 11

CVE-2017-10784 93 5.4 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE

CVE-2017-17405 93 63 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE
93 81 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE

CVE-2016-8628 9 91 HIGH CRITICAL NETWORK Low SINGLE COMPLETE COMPLETE

CVE-2017-7466 85 8 HIGH HIGH NETWORK MEDIUM SINGLE COMPLETE COMPLETE

CVE-2018-1000076 7.5 55 HIGH CRITICAL NETWORK Low NONE PARTIAL PARTIAL
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*[CVE]Z 7 (2~—)

o [/Nw/r— (Packages) | %7 (34—Y)
«[V—21u—FK (Workloads) ] %7 (4 <—)

MEsEEA v ¥ aR— FADEEH

MEgstE 2 v v a R — REFRRT DI, Va vy RUOEMICH DT —2 a3 —7T, [H#
& (Investigate) 1> [ME3814 (Vulnerabilities) (DIEIZZ U v 27 L £,

[CVE] 2 0

[CVE] #Z 7 ClE, X—Y B CBINLHEHHE AT V7V A T A (V2 £721Ev3) 1285
WT, B LSRN OTEERLERY — 7 o— ROMEIE (Za 7IEICE K x) 2NiRiEHR
RENET,

CVE Z L2, FEARMIZREEREEIIMZ T, BBA T IV V2 RS =7 27 a4 MEW
NERRINET,

s T AT A MK WEFE, CVE NEBRICEHA SN0 MER I N B

T AT A D BEA T U Y2 AT K 5T CVEWNERRICE S - D h
(ZHERR S AL T E

B %sssyysaR—F



| Hsmtsy k-

[y 4 — (Packages) 145 7 .

2:EESN-EEOKSEMEZE )R T 5 [CVE]Z T

@ Cisco Secure Workload ®Default - @, &, | U sECURE

You do not have an active license. The evaluation period will end on Mon Nov 012021 00:39:18 GMT+0000. Take action now.

Vulnerabilities
[ CVSS V2 DISTRIBUTION ~ | Default ~ ]
0= “ “ ‘

Access Complexity Access Vector Authentication
20-
=
% _ iabili i B
o E , . " . . - " . " Availability Impact Confidentiality Impact Integrity Impact
Remotely Exploitable Remotely Exploitable Locally Exploitable Locally Exploitable
Low Complexity Higher Complexity Low Complexity Higher Complexity
O Critical Severity 2 O High Severity 1 O 1 Medium Severity Low Severity
CVEs Packages  Workloads
Y  cwl Score (v3) T} Severity (v2) 11 Base Severity (v3) Tl Access Vector (v2) 11 ity (v2) 11 dcati n dali " grity Impact (v2) |
CVE-2017-10784 5.4 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE
CVE-2017-17405 93 63 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE
CVE-2016-9567 9.3 81 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE
CVE-2016-8628 9 9.1 HIGH CRITICAL NETWORK Low SINGLE COMPLETE COMPLETE
CVE-2017-7466 85 8 HIGH HIGH NETWORK MEDIUM SINGLE COMPLETE COMPLETE
CVE-2018-1000076 75 55 HIGH CRITICAL NETWORK Low NONE PARTIAL PARTIAL

CVET—TNDOWNWTNNDOITE27 ) v 7358, ZONt L FEEZTA Y —27 v— RIZE
THRMBER RSINET,
[ 3: CVE MEEHA

CVE Details - CVE-2018-8780

Reference URL: https://access.redhat.com/security/cve/CVE-2018-8780

Affected packages: ruby-2.0.0.648-29.617, ruby-irb-2.0.0.648-29.el7, ruby-Iibs-2.0.0.648-29.617, rubygem-bigdecimal-1.2.0-
29.¢17, rubyg: .4.2-29.617, rubygem-json-1.7.7-29.el7, rubygem-psych-2.0.0-29.el7, rubyge .0.0-29.617,
rubygems-2.0.14.1-29.17
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Vulnerabilities
DISTRIBUTI
10— “ “ .
Access Complexity Access Vector Authentication

0=
=

B i P 3 P 5 = 7 B o o Availability Impact Confidentiality Impact Integrity Impact

Remotely Exploitable 7 Remotely Exploitable 1 Locally Exploitable Locally Exploitable
Low Complexity Higher Complexity Low Complexity Higher Complexity
0 Critical Severity 2 O High Severity 1 O 1 Medium Severity Low Severity
CVEs ‘Workloads
Y package'l Worst Score (V2) ¢ Worst Score (v3) 1}

ansible-1.9.6-7.el7 9.3 8.1

rubygem-rdoc-4.0.0-29.el7 9.3 6.3

rubygem-bigdecimal-1.2.0-29.¢l7 93 63

rubygem-io-console-0.4.2-29.el7 9.3 6.3

ruby-libs-2.0.0.648-29.el7 9.3 6.3

N lr =TT =TI TWNTNDDITE 7 ) v I TDHE, TNy r—URA A M—=LENT
WaBHU—sma— K&, FONRyr—UOBEEO CVE IZET 25N R I NET,
M5:8r—S OBt EEE42H57—9 0— FORM

Package Details - rubygem-bigdecimal-1.2.0-29.el7

Package: rubygem-bigdecimal-1.2.0-29.el7

CVES: CVE-2017-10784 (v2: 9.3, v3: 5.4), CVE-2017-17405 (v2: 9.3, v3: 6.3), CVE-2017-0899 (v2: 7.5, v3: 4.3), CVE-2017-0903
(v2: 7.5, v3: 5.6), CVE-2017-14064 (v2: 7.5, v3: 5.9), CVE-2017-17790 (v2: 7.5, v3: 8.1), CVE-2018-16395 (v2: 7.5, v3: 7.5), CVE-
2018-8780 (v2: 7.5, v3: 6.5), CVE-2018-1000076 (v2: 7.5, v3: 5.5), CVE-2017-0902 (v2: 6.8, v3: 7.5), CVE-2018-1000074 (v2:
6.8, v3: 7.8), CVE-2019-8324 (v2: 6.8, v3: 7.2), CVE-2018-16396 (v2: 6.8, v3: 5.9), CVE-2017-0898 (v2: 6.4, v3: 6.5), CVE-2017~
0901 (v2: 6.4, v3: 6.5), CVE-2017-0900 (v2: 5, v3: 4.3), CVE-2017-14033 (v2: 5, v3: 5.3), CVE-2018-8777 (v2: 5, v3: 7.5), CVE-
2018-1000073 (v2: 5, v3: 5.5), CVE-2018-1000075 (v2: 5, v3: 3.3), CVE-2018-1000077 (v2: 5, v3: 5.5), CVE-2019-8321 (v2: 5,
v3: 5.3), CVE-2019-8322 (v2: 5, v3: 5.3), CVE-2019-8323 (v2: 5, v3: 5.3), CVE-2019-8325 (v2: 5, v3: 5.3), CVE-2017-17742 (v2:
5,V3: 4.7), CVE-2018-8778 (v2: 5, v3: 4.8), CVE-2018-6914 (v2: 5, v3: 3.7), CVE-2018-8779 (v2: 5, v3: 3.7), CVE-2018-1000078
(v2: 4.3, v3: 6.1), CVE-2018-1000079 (v2: 4.3, v3: 5.5)

Affected workloads: collectorDatamover-1, collectorDatamover-2
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Vulnerabilities

V2 DISTRIBUTION ~ | Default ~

. “ . .

60—
Access Complexity Access Vector Authentication

N N A A

Availability Impact Confidentiality Impact Integrity Impact
4 1 Remotely Exploitable 'I 4 Remotely Exploitable ’I 2 4 ‘I Locally Exploitable Locally Exploitable
Low Complexity Higher Complexity Low Complexity Higher Complexity
0 Citical Severity 8 1 6 High Severity 1 3 6 6 Medium Severity Low Severity

CVEs Packages

Y Workioad ! Worst Score (V2) 4 Worst Score (v3) 11
eg-tet36-oracle7 10 9.8
eg-tet36-centos7 10 9.8
eg-tet36-win19
eg-tet36-win12r2 10 10
eg-tet36-win10 10 9.9

eg-tet36-win19-2

I OEEam

V=7 u—=RT=TNOWTNNOTE7 ) w7358, €DU—7 10— FOMESHEERSH S
Ny r—= DY A MPRERRENET,
7:7—% 0— RO M

Workload Vulnerability Details - eg-tet36-oracle7

31 vulnerable packages (101 CVES) on eg-tet36-oracle7

Package CVSSv2 Distribution | Package CVSSv3 Distribution

CVEs

Package 11 Version 11 Worst Score (V2) & Worst Score (v3) 11 cvesTl
nspr 4.21.0-1.el7 . CVE-2019-17006,CVE-2019-11
3.44.0-7.e17_7 . CVE-2019-17006,CVE-2019-11
nss-softokn 3.44.0-8.0.1.817_7 CVE-2019-17006,CVE-2019-11
nss-softokn-freebl 3.44.0-8.0.1.17_7 CVE-2019-17006,CVE-2019-11
nss-sysinit 3.44.0-7.e17_7 . CVE-2019-17006,CVE-2019-11
nss-tools 3.44.0-7.e17_7 . CVE-2019-17006,CVE-2019-11
nss-util 3.44.0-4.e17_7 . CVE-2019-17006,CVE-2019-11
python 2.7.5-80.0.1.e17 CVE-2021-3177,CVE-2019-20¢
python-libs 275-89.0.1.el7 . CVE-2021-3177,CVE-2019-20¢

grub2 2.02-0.87.0.1.e7 . CVE-2020-25632,CVE-2020-25

* Download table data as JSON
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