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Alert Types Publishers

Compliance Fa R M Internal Kafka (Data Tap)

Neighborhood L1 §# ] External Kafka (Data Tap)

Forensics oop . Syslog
@ Active
Lookout n i @ Eonail
O “ Mot enabled
Fabric o p
Slack
|I| E Not enabled
Sensors oo

Pager Duty
m . Mot enabled

Enforcement [ ¢

El = Kinesis

Mot enabled




75—+ |

B2: 75— hEATERTY YL v DR

Alerts - Configuration

Alert Types Publishers Alerts Trigger Rules
@ Enter attributes... X Filter Alerts
Compliance & F A Alore &
= alerttype 1) Configuration T} actions 1)

Scope: Default when

Forensics AR Syslog g ENFQRCEMENT Agent not reachable (seconds) > 300 =
Not enabled
ENFORCEMENT  Scope: Default when | Firewall = Off ¥
Sensors AP = = =
(@» Email 7 ENFORCEMENT  Scope: Default when |~ Policy = Deviated ¥
Nof eneblec SENSORS Scope: Default when _
Enforcement A [° Agent Upgrade Status = Failed =
W Slack 7 Scope: Default when _
l SENSORS
S P Agent Flow Export Status - Stopped v
Federation; .1 SENSORS Scope: Default when _
Agent Check-In Service = Inactive =
& : s . Pager Duty = Scope: Default when
onnector A Not enabled Deep visibility memory usage (MB) > 512
SENSORS and ¥
Enforcement memory usage (MB) > 512
Platform Ap oy Kinesis e and  Forensic memory usage (MB) > 256
= ot enable:
e, Nk ecebine Scope: Default when
SENSORS Deep visibility CPU Quota (%) > 3 and -
Enforcement CPU Quota (%) >3  and =
et AT Forensic CPU Quota (%) > 3
SESARE Scope: Default when =
Amount of flow observations > 500000 »
— Scope: Default when =
Agent Uninstalled = On .
Scope: Default when =
SENSORS ]

Alert before removal (minutes) = 5

Cisco Secure Workload WD 7 77— hix, £ DA R—F 2 P THEINLTWET, a3
A=y MI, RENPCKRO I I IZHETEET,
Visibility:
[77— b (Alerts) 13— : [Investigate] >[7 57—k (Alerts) [ICH VD £, ZDOX—
I%. DataTap IZIXEINTT 7 — hDT L Ea—THERINET,

75— bDEETEHRRE :
o [77— h&RE (AlertConfiguration) 1: 77U r—3 g »/aikR—x 2 MTX o CHEF S
NETN, < OYA . DataTap DRSS~ U —7 7 — M4 7 2 3 »7p EOMRE A i 2
@A 2 —T 2 AR ([ 77— HEE—F V] EMEEND) PMEHINET,

o [77— FiRE (Alerts Configuration) 13— : [EH (Manage) |>[7 57— bERE (Alerts

Config) 12V 9, ZON—IIE, HROT— LV EMA L THERENTT 7 — F &
L. TI= b7 v vy BROEAE OBREOWM G NERSNET,

T7o—bDZFEIEL:

T T =TTV = ay  ERENTET T — N EERIEF A O DataTap (255 T D KE B
72 Secure Workload 7 7'V r—v gy, 79— hT7 7V r—v g i, AX—RARLI 2—
he POMREZ IR L, FEMIGEETAT I — N2 LET,

e TT—hIRTV vy ULIKEREINDT 77— bOEEHIBL, SMFCTHEATES LD
\27 7 — k% Kafka (MDT F£721% DataTap) (27 v = LET,
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«Edge 777 A 7 > A : Slack, PagerDuty, Email 72 EDOMD T AT KMZT F7— e v a
]\/\ij—o

¢« T T—FDOFEE (B—)
cHIEDT 77—k (20 =)
o 7T — hEEMD (25 —70)

75— hDRE

[7Z— ha%E (AlertsConfiguration) |“—TlX, 77— h MU H——LEFHREL, T 77—

FERETLHNRTY vy ZBINTEE T, ZON—VICRRENDLT T— b2 A TE, 22—

P — Lo TE RV ET, TI5— DTV v vi%, Katka GF—F &% v ) F7-1%
Notifier DT DT,

[7Z— hE%E (AlertsConfiguration) |“X—TlX, 77— b MU H—N—EFHREL, TT—

FNEFETHNT Y vy H@BRTEET, ZON—VIZERREINDT 77— AT, =2—

Pem— Lo TRARY T, 7T — hOST Y v ovld, 77— k7203 Notifier DUV
nHTT,

N\

G¥)

TI—hearFIAT AT T —v a0k, U U—A3.0LIE, Secure Workload App
Store PHHIBRENET, 79— T TV A AR LARAV T IGAT VAT T AV AH
AEAER L7 CTH, ZOXR—VTarFIA4T VAT 7= el T5H7 77— NaeRiE
TEET,
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Alert Types

Compli
Manage alerts

Neighborhood & P

Forensics !
Lookout A ¥
Fabric Ap
Sensors AP

Publishers

Internal Kafka (Data Tap)

External Kafka (Data Tap) 3t

<@»

1=
=]

Syslog
Not enabled

Email
Not enabled

Slack
Not enabled

Pager Duty
Not enabled
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Alerts - Configuration

Alert Types Publishers
Compliance A ¥ A Aens oF
Forens Syslog g

Mariage alerts ‘

Mot enabled

Sensors A P

<@ » Email g2
Mot enabled

Enforcement a P

| 5" Slack e
" 5 Mot enabled
Federation A ¥ e
_ Pager Duty ge 3
Connector AP Mot enabled
Platform A U ‘ Kinesis gs 3
v Mot enabled

W ONDIR—R MI, 79— eRETLHID, £BOTF7— FNEEE—FVEHEH
LEd, BERSTIE, REET—Z VIR OLONEENET BEEDOT 7 — FREDTEMIC
SVWTIE, Fa—HF—TA FEBRLTLLEEWD) |

o TRk
o fiAT
s [£> ¥ — (Sensors) ]
o fiAT

s [£> ¥ — (Sensors) ]

Y

CE) v 7 IAT AT I— b A TOEE, BUEEER S TV 5 #H TRARR NEH ) #ies
R ATRE e e — Y — DB T T — N MU ==V EAERTE £,
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CE) WHBLOE =T I—b2ATDE, 77— MM T——uid, BEERSATHD
o— MEEPICE I S E T,

WDEATIZIE, REE—XNANRHY EHA,
T ALV L T LTy I — AL CEE

caxs 4

T7o—FREE—FIL
TI— RNBREE—FNT. RO 6H>DEY T ar THERENTHET,

1. 79— DEAT, IF: ZHit. 7T — FORENMELITIE U TR DEAICOHRFRE
NET FHE, T I — M L TOEEREINET) |

2. 77— b4 gz T7T 77— 3250 ZrRLET, ZHUIT T VL THRRY T
T—hrE—EZNARNarTHFAMIOBEITERNCATTIENTWDAHEESERH Y 97,

3. FI— bR U H—SNBHEM (DT T— fEAT A AR LEF, O zy—y
NEBED L. BECE HAMD ERER SN ET, [ -0 L, BUERE S
NTWDT F— |4 4 T Ui Sl 2R S E T

4. 77— bOTET VT 4 (EKE) OBR, Z<O7 77— MRNERSNZSGE, vETV
T4 (ERE) OBWT 77— BN, BEREOEKWT Z— L0 HEEMICULICE TS
i‘a‘o

5, ¥~V =77 — AT ar THRSNDIBMOREAS T a, FFEMREZERTD
(Show Advanced Settings) 1 %27 U v 27 L TCEBRLET,

6. E—HNEMLD HLWT IT—FERELETNTOREAS TV a 2B 556
L. [TERk (Create) 1Z@IRL 3, 72X, HLWT 77— FE2BMLARWESIX[HY HE
L (Dismiss) ] &R L ET,

1L 7I9—brDEAT, H:ZIE. 77— FOREVMELITIG U TEARDIEBRICOARERE
ET,

2. 79— b4 2T I7—b T30 ZRLET, ZHUIT T VL TRRY T
F—bhE—H NN TXAMIOGEITFERICANENTW D AREEERH Y 7,

3. 79— MR RN H—ENBEME: WO T 77— bEERT A0 ZaRLET, eélﬁ—y
NefHbEb e, BETEIFMo—EREREINET, E: Zo—EIZiE, BAERES
NTWBETT— AT IR LR nFErENnNET,
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4. 7TI7—hrDOvET VT4 (ERE) ORR, Z<OT7 77— MRERESNZSE, YET Y
T4 (BERE) OFWNT 7— k3, BEREOKNT 77— FL 0 EEMICULICERSH
iﬁ‘o

5 =V =77 —bA7 T a U THEERESNDBENMOREA TV a vy, FEIREEZRR~T D

(Show Advanced Settings) [ %#27 V>~ 27 LTEBELET,

6. E—HANEHLD :HLWT 7= EHRELLET RN TOREALT > a vz BT 256
X, [TERk (Create) 1 Z3IRL 9, F72id, HiLWT 7 — FZ2BMNMLARWEAIX[EY
L (Dismiss) ] #E#R L ET,
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Configure Neighborhood Alerts X
Types
Path @ Edge @ Node @ —
For Node: | Kd G— ) .
© condition > value... X
Severity
Low Medium High Critical Immediate Action

‘ Show Advanced Settings v 1

Types

Geo @ Path @ Edge @ Node @

Between Source Node: # and Destination Node: K4

condition > value... b

Properties that can be filtered

Avg SRTT (ms)
Max SRTT (ms)
Unidirectional Flows
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© v rabEs . I YA AT B DI CE TR AT 4 DY
A RERINET. 20U R ML, BRLET T kD& A P52 T R A T
+,

[F¥MIEREE KR T~T D (Show Advanced Settings) | 9 1) vV 35 ERTINDEMDEREA
P EVE

1

nEJ,

72 &0,

R6: 75— FREE—FILDEMA T a

[FEMIER E &2 #2k L 72\ (Hide Advanced Settings) |27 V v 7325 & BNV 272 F

P~V =TT = AT ar FIHWTREREE) o 77— FaERT 577 VICdk- T,

FHATE 20 E D PNRED £, GO VTR, P~V —=77—F] 2ZRL T

$IU—TF5—

—WBOT IV r—va rTEY ) =7 7 — bR

Configure Compliance Alerts

Types

Enforcement Policy @ Live Analysis Policy @

For Enforced Application: 7 0

© condition > value...

Severity

Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Enable With Flow Details | Disable

Summary Alerts

Hourly Daily

r—a ko TR E4,

EBIOT T — F LiE, — RIS, BRI TR (K723 RICER ST) i
XLUTERSNDGT 7— &t L, RERHEEMII 1M TH D TeetEimnTd, 221,

. 73—k

FFArEhTEY,

REA T g NI TV
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ZEICERELTLEE W, o7 7 — MEIglEHix [7 7Y OBE (App Frequency) |
kR CA RS NET,

e Y= =7 F—hEiE, IEBOBICAERSNZA MY v 7 IS UTERENTEZT 7 — b,
FRFEEORWT I — DY~ =2 LE T,

App 7TYUDEET | BRAOTS—F | 87S5—F | BBOT7S5—+

AT TAT VR B X T Y OBE AR OT T — h o [ EBIDT 7 — kD
ET Y=l — <l —

TR Hourly — st hia 7 7 — oY
< —

FifT f#57 IV 7Y oM | J RO T T — R | RO T T — kD
ET Y~ U— Y l—

Sensor 5y W T Y OB RO T F— RO | EROT F— kD
ET P — Y=l —

App 7TYUDOEET | BRAOTS—F | 87S5—F | EBOT7S5—+

AT TAT VR B X T Y OBE AR OT T — h o [{EBIDT T — kD
ET Y=l — <l —

AT Y I 7Y O (ERIOT T — RO | ERIDOT T — kD
ET Y~ l— Y~ l—

Sensor &5y I 7Y OB | EROT T — ho | ERIOT F— D

ET Y~ U— Y~ l—
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GE)  H= V=TI brDOULICERINDA N MFEIT, 85 1 R E 38 E S MR Y ¢
YRUEBFLECZATOT T — FORIOFEAEREZE LET,

BEIENERAX—ADEWIZET 5FE

HEIEIET 7 — PR EICH > TR SNZ2T 77— MaEA SN, AX—XIHEDT 7 —
MIEHESNET, 77— FRENEFICEENTHL5E6. ZOETITOTNTIN, 7
T — FREVILAHPFEATHLHEE, ZFIREL L ET,
Tl ZE, AT TA T UAREITHEREICRIAS, TV —va DU — 7 A=)
77— NEROKBIZT 51X XA TIZETHHOETHY £5, Len->T, HENE
N (=2 —7 ) FIFICE TR —ENTTRTCOT 77— MI#EH I ETN, A
X=X IHEIFED ¥ a—v#Hil, e X —HiH, e, X —R—F Tr
fhan, B2 r—7&MtcEisnEd,
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. Cisco Secure Workload Alerts Notifier (TAN)

o IKKHT . EE TR LS EBERI O A TRy 7 v B — BRI OB A I EE T 4
LR EESNTERET 7 — M, EFITHEDT 7 — b EAER L ET,

Tl X AT ITAT UAREITIFFIRIES . 77V r—2a DU —7 A=)
L7 T — MNEROMRBIZTHERZA TICEHTEILOETHY T, Liz->T, HEE
X T=2r—7) FFCE> TR T —ENTZTRXRTOT 77— MIEHSNETRN, A
X=X IEIHFED 2 ¥ a—v#il, e X —HiH, e, X —R—F Tr
o, Bz Ay —7&FICEH SN E T,

o ST, BHETTHPH & S e AR O R A TRy T T v R BRI DA ST
LIVCEREENTT Ty b7+ —2 T 77— M, HEEEEDT 77— EAERLET,

Z D DEN
o ZAX— XMMEBRE L2 BICH LT T — FVER SNAEE. AX— A TAERENDLDIT
EETDHT 77— bOHTT, AX—XMEHICHH SNzl fEtEo®H 57 7 — b OITR
INFEH AL
s FFEDHBTT 7— FMAERINTWABIRY, 77— <= U E L7-HETER I
9, 77— hrY=UTiE, MIRINT R T —SN7=T T — MR, 5 A R v 7 0F
A RY v EEBITRENET,

Cisco Secure Workload Alerts Notifier (TAN)
A

GE) U U—=233.1x Tli&., TAN (Zft> > T Cisco Secure Workload Edge 7 75 4 7 V AWMl H &
ncTnEd,

Alerts Notifier [T, BifEER X3 TV 2 #iP#l T Amazon Kinesis, 781 A —/L, Syslog, Slack 72 &
DEFEY —NVENLTT 77— haeRET HELHA CVET, LERERIERCEEIT 7
r—va VICEAOEOMOEREZMH LT, ENENOEME Zf@AOTAE Y A MER
FHLLTRETEET,

BENFEREDER TE
WAL R ET DT, 77— FMEHEDOax s 2R ETOIMLENRHV T, Z0axs
= SecureWorkloadEdge777 TAT VAPREH SNIZRICORHETEE T, Secure Workload
Edge 7774 7V ADREFIEOFEMIOWTIL, (2% ZOIET 774 T VR 25
LTSN,

Secure Workload Edge 7 7' 7 A4 7> A%t v N7 v 7 L2 b, KBAFEREICEA OMEANTTE
WMAEFRTE L CHETE £ 9, SecureWorkloadEdge 7 77 A4 7> ADY v N7 v 7#IE, 77—
N AT LN Katka (F—2 % v ) ZfESBERPFRTIND ZEITERLTZS N,
ML, IBEBEREDNE Katka (7 —% % v ) I[ZESN TS T,

Secure WorkloadEdge TIFIAT Ry NT v LT b, KlFERRICER OMEATITE
WAEEE L CRETE £ 9, SecureWorkloadEdge 7 77 A4 7 AD® v b7 v 7kix, 77—
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WX, BEKENT T — FORT U v |[ZHEDSNTWNAE DT,
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<&,
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T3 7 VT T—MI, T7UOETHICIER IS ERsnEd (77U OMHEE (App
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varT NagH OF—42%2BELTWTYH, EEO7 77V v 7 77— M [1EH] ©
T— X DB Do T2l & TRy FHNTERBLOREINET, 2F0, T—F»N 10
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Alert Types Publishers

Complia Internal Kafka (Data Tap)

Choose publishers ’

Ext | Kafka (Data T:
Neighborhood A ¥ Xternal Kafka (Data Tep) 13

_ Syslog &3
Forensics Al Not enabled
Lookout AP «@>» Email o
Not enabled
Fabric A s’ Slack %
Not enabled
Sensors AT
Pager Duty Tt
Not enabled
Enforcement A ¥
‘ Kinesis e
v- Not enabled

Federation Al

Connector Al
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Alert Types

Compliance & P

Forens'ﬁ Choose publishers

Sensors A

o

A

Enforcement A

e

Federation A

oo

s

Connector &

Platform A P

75— t0Ty v rnER [

Publishers
4 Alerts o
Syslog Lo
Mot enabled
<@)» Emai o3
Mot enabled
5‘? Slack o
g Not enabled
Pager Duty i3
Mot enabled
‘ Kinesis T
v Not enabled

6=

YA NEHLE L #PHETA E O AN

T RERETONTY vy BRIRTE £,
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. 54E8 syslog k> 1) >4 D TAN ~DFE1T

9 BIRARELTRTONTY v v NIDE—FIICKRTEINFET

Choose Publishers For Compliance

Internal Kafka Send 0

External Kafka (No available external Data Tap )

Syslog Send 0

Minimum Alert = LOW
Severity

<«

BIRTZX DT RTONRNT Y vy (TT—RRT 7T 4 TRBHY—NIRE) RZDE—H )L
WCFRRENET, BERFVEYVEZ T, 77— ATORT Y v BRIRTEET,
77— ORIKIETT 4 (ERKE) X, BERELLVEZRL, HOIREOT 77— MRZDOL
SNZETDHE, NT Y Uy RETTY I — IREFEINET,

Y
GE) WERT— R B THERTHE, WEHTEXAET 77— FNORREICEE L 52 ZFREMELRNH DV £

T, METEL57 7 — FORREIL, 1 5Oy FH7-0 KK 14000 77— - £ THIETX
iﬁ_o

54 EB syslog k> 1) 5 D TAN ~DFAT
~

GE)  3.1.1x U U—RALIFE, syslog ho R U U 7HERRIZTAN ICBATLE T, 77 v 74 —A LR
LD Syslog A X hZEST 57291 Syslog % E T HI121E, 2—P—IIFT 7 /L hD)L—
~#iPH D Secure Workload Edge 777 A4 7V A TTAN ZRETHIMLERH Y 7, T 74 /v
kD /L— N EEPH T Secure Workload Edge 7 7' 7 4 7 LV A% E LT- 6, syslog h—/N—%Z LI
DEITEY N7y TEET, TV N TA—LT T—FEAMNIT DI, Ty F 74—
LD syslog BENZ AN LET, 2k, 77 v b7 4+ — 2L Syslog #fi A+ 252 & T
FITTEET,

Syslog D% EFIEDFERIZOWTIX, [Syslog 27 % | ML TS0,
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BEHRIZIE, 77— AT ERTY ooy OMOERNERINET, FEOT 7— ¥ A
TONRTY ooy BRI DL, FOTIT—RE AT LT ooy OMITHPHEL SN E
T, Wik Katka (F—% % v 7)) ZHTHIT. 77— FMBHEEORM L 2 DNEA 1 =X L
ERTTZD, BICHRTHDLZ EITEEL TN,

BRI, 77— "2 AT ERT Y ooy OOEERPIFRINET, FEOT I —bZA
TONRTY ooy BBERT DL, TOTT— 2 AT LT ooy OMITRPHEL SN E
T, TIT—=FDORT Y v ¥ 2T, 77— MBAEEOSME L RN A D= R D E
T, IR THDL Z LITEELTLEE N,

X 10: 845K

Alert Types Publishers
Compliance 04 ¥ [} {*] Internal Kafka (Data Tap)
MNeighborhood 2 I¢ External Kafka (Data Tap) @
Forensics o g . Syslog ¥
@ Active

Lookout o p «@» Emai @
Mot enabled

Fabric N0
Slack C1
Mot enabled

Sensors o
Pager Duty i

Mot enabled
Enforcement 4 I¢

Kinesis @
Mot enabled

® 3

ZORNIRT X DIZ, SyslogBii#ET 7 — b7 U vy L LTEIREND &, ZNH DR
WS SN E T, RONTHENT-ERICI— L e85 L. ElT 79— Moo R
AT BV TV DD IRAR T IND Z EIHER LT Z &,
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Alert Types Publishers
Compliance A ¥ A Aens o
Forensics A Syslog Eo

Not enabled
Sensors AP 0O ]
« @ p» Email 1
Mot enabled
Enforcement A ¥
l S" Slack el
Federation A D ot enabled
. Pager Duty e
Connector AV Mot enabled
Platform AP ‘ Kinesis el
@ Mot enabled

)

GE) 22—V —T7Vr—varTERINET 77— ME, [77— F%E (Alert Configuration) ]
NR=VIERKRINFETA, 2= =TTV r—va E, BRESNTAEBEOT —% % v 7
Ave—TET I EEEFETEET,

77— krM)H=IL—ILDOERT

BEINTNETRTOT T —h U H—— DU 2 "R, BEF v — FOTFTOEIZFERE
hiﬁ_o
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Alert Types Publishers Alerts Trigger Rules
@ Enter attributes... X
Compliance A ¥ Internal Kafka (Data Tap)
: Alert Type Tl Configuration T Actions 1L
. External Kafka (Data Tap) g% ENFORCEMENT  Scope: Default when = Agent not reachable (seconds) > 300 ]
Neighborhood & ¥
ENFORCEMENT  Scope: Default when  Firewall = Off ¥
Syslog Eed
Forensics Ay Not enabled ENFORCEMENT  Scope: Default when | Policy = Deviated ¥
SENSORS Scope: Default when  Agent Upgrade Status = Failed ¥
Lookout AV <@)» Email el _
2 Not enabled SENSORS Scope: Default when  Agent Flow Export Status = Stopped ¥
SENSORS Scope: Default when  Agent Check-In Service = Inactive L
Fabric Ayp
Slack *® Scope: Default when
Not enabled Deep visibility memory usage (MB) > 512 and _
SENSORS L
Enforcement memory usage (MB) > 512 and
Sensors I 4 Forensic memory usage (MB) > 256
Pager Duty Ee
Nt ahabied Scope: Default when ~ Deep visibility CPU Quota (%) > 3.
SENSORS and | Enforcement CPU Quota (%) >3 and ¥
Enforcement A P Forensic CPU Quota (%) > 3
Kinesis &
Not enabled
Federation Ayp
= - —
B13: 75—k FYAH—IL—ILDRTR
Alerts - Configuration
Alert Types Publishers Alerts Trigger Rules
© rier atbutes.. x
Compliance A& P A Aers & P & 1
= alerttype 1. Configuration 1. actions T}
. nFoRCEMENT | SCOPe: Default when _
Forensics Ar Syslog * Agent not reachable (seconds) > 300 v
Not enabled
ENFORCEMENT  Scope: Default when  Firewall = Off ¥
Sensors ap =
<@)» Email 13 ENFORCEMENT  Scope: Default when ~ Policy = Deviated ¥
Nof ehsbied SENSORS Scope: Default when _
Enforcement A Agent Upgrade Status = Failed L
Slack o Scope: Default when _
SENSORS = ¥
e — Agent Flow Export Status = Stopped
Federation LRy SENSORS Scope: Default when _
Agent Check-In Service = Inactive L
e ; % Pager Duty = Scope: Default when
onnector F Not enabled Deep visibility memory usage (MB) > 512
SENSORS and w
Enforcement memory usage (MB) > 512
Platform AP Kinesis el and  Forensic memory usage (MB) > 256
Noxstebind Scope: Default when
Deep visibility CPU Quota (%) >3 and
SENSORS - = ¥
Enforcement CPU Quota (%) >3 and
Forensic CPU Quota (%) > 3
Test Alert 4l )
Scope: Default when "
SENSORS Amount of flow observations > 500000 .
Scope: Default when =
SENSERS Agent Uninstalled = On L
SEiiaRE Scope: Default when i

Alert before removal (minutes) = 5

—

77—k b H——/ (Alerts Trigger Rules) | 7 —7 NVAEMHBHL T, 77— A7, 7
7—MEE, BEOT I =N AT—FHTTI— b NI A= N—NET7 4 VEUFETEE
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B 75-rrui—n—rnowa

75—k M)A—IL—ILDOEM
TT7—hF PUH—=N— NV T—=TNDEITEI7 Vv 7 LT, REDFMERETEET,
®14:BEEhE7S5— FRE

ENFORCEMENT Scope: Default when  Policy = Deviated v
Details
Severity Medium
Individual Alerts  Enable
Summary Alert Freq. None
SENSORS Scope: Default when| Agent Upgrade Status = Failed w
Details

Severity Medium
Individual Alerts  Enable
Summary Alert Freq. None

1 4 77— FORNE
2 MIA— 77— "PRERINDZAIT

3 77— hMNIHIVYTHNLEEKRE (RARFICERINLT 77— %L HL5%E. ULIZER
ENDT T — MIHETLAEERDH Y £7)

4. T I — FOBE ERT T — FRY~ U =7 T — FBERI LD NE D D

TAR7S5—FDAER

P TINT 7= ERELT, T7—FDOREDT T— A A TLV 7 EINT=T Y vy
WCHEASWTT 77— 2R ET2 208 TEET, ERHBIE. 7Y vy L OB EZHER
5ZETT,

)

6= « T ARNT T — FOERIZ, EBROKEFEILCIDIFERSNT, T A AN TORERSNE
R

e T ANTT— NI, DB 1200 T N vV 7 ENTWVWAET 77— M ATIZ
st LU CTHERTEET,

TANT 7= MEAENRT DI, ROFIRITHENE T,

73—k
T I
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72 +75—toxs |

ATy Fesr—rvary s RUT, [BE (Manage) |>[7—%2 80— FK (Workloads) |>[7 35—k
R%E (AlertsConfig) 1227V v 27 LET,

ATYT2 TANT T— FaRET DD,

15: 7R 75— bORESR—D

Test Alert

Keys

Scope

Details

Configuration

Alert Key
Aa12342z

Event Time

29/03/2023, 08:59:50.628 PM K

Alert Time (optional)

29/03/2023, 08:59:50.628 PM [&

Alert Severity

Low

Alert Type

Choose one

FORENSICS
SENSORS
ENFORCEMENT
FEDERATION
CONNECTOR

[T A7 Z—1h (TestAlert) | X—UNERINET,
ATv T3 [F— (Keys) | ¥ 7 T, [T 77— bh*— (AlertKey) ] DfEZE ASI L, [A X ME§fE] (Event
Time) ], [7 7 — hiEfi] (AlertTime) |, [77— FOEKE (AlertSeverity) . BLO[T 7 —
%A 7 (Alert Type) ] DEZRINL £,
ATwv 74 [#iH (Scope) | ¥ 7 T. [#PHID (ScopeID) ] & [7F > MID (TenantID) ] DfEAS, BIED
FPHICESWTHBIER S ILET,

GE) [7F > FID (TenantID) ]7%[7 ) > FID VRF (TenantID VRF) ] L[A U TH 5
A%, [7 7> FIDVRF (TenantID VRF) | F = v 7R v 7 AN ABIZA 17

Di?‘o

[T A7 Z7—1h (TestAlert) |RZ %7 Vv LET,

75—+ W



75—+ |
B =z075—+

ATYT5 [FE (Details) ¥ 7T, [77—bTF AL (AlertText) ], [ X2 hDVER (EventNotes) ].
[7Z— Fiffl (AlertDetails) J. B X O[T Z7— Fi%EID (Alert ConfigurationID) ] DfE % A7)
L\i‘a—c

G¥) [7 7 — Ret#l (Alert Details) ]12iE, XFFUE E 721X ISON FEX DT — % ZF5ET
%ij‘o

JSON 225 YDA T g N3k EEBY T,
1. ZDOT 7= A TTHEEN TS 7 4=V FEED D,

2. ZDOTT— R EATTT 74/ EDjson 7 4 —/L RPHEE SN T RWES
X, EEDOY 7L IJSON F— 4,

JSON D :

{"alert name ":"sample","alert category":{"severity": "dummy"}}

ATv 76 [%E (Configuration) 1% 7 C, [fH517 7 — bk (Individual Alert) ], [7 7 — MEE (Alert
Frequency) ]. BL N [Y~ VU —7 7 — MHEE (Summary Alert Frequency) | DEZIEIR L E 5,

EBIT Z— MZOWTiE, FryH oo s %) (ENABLE) | F7213[#%) (DISABLE) ]
FERLET,

7T — MEEIL. BB (85 (INDIVIDUAL) ] O#EE ISR S E T,
GE) EBT 7 — FOBNYR— k., BRITEBINEE A,

P~ —T7F— I, BEWIZ[Z2L (NONE) ISR ET,

AT Tl TANTT— b EAERT DO, [T A (TEST) 1227V v 27 LET,
G¥) TARNT 7= "PEREN, BESNTZ T v o v B ESNET,

WEDT 53—k

[77—1F (Alerts) | X—VIFRDO LS ITHERINTWET, 77— NI, A7, A7 —#
A (TITATERIFAX—R) | BIOEKE (V7000 & P IK) TZ 405D
YITCEET, TIANDPTIE, VARSI TWAT 7—NIT /T4 T7RT 77— M7 4V
Vo TENTHWET (AX—ABILORIa— b ENEZT 77— MI, 774/ FTIEEREN
FEA)

A

28 (77— (Alerts) ]-X—VIiE. EREOMEAME (LOW) . F (MEDIUM) . F7-13mE
(HIGH) O7 77— hOHMPFRESNET, EREDEEZMDT, $XTOT 7 — MILTRE
EFHOD Katka 70— H—IZBESNET,




nrEn7s5—+ ||

16: REDT75—FYR T

Current Alerts

Cor on

@ Enter attributes... X

Event Time 11 status 11 Alert Text 11 Severity 11 Type 1L Actions 1

Aug 9, 10:22 P11 ACTIVE eg-tet36-win16 MSServer2016Datacenter Flow Export VEDIOM SENSOR —
Stopped

[—— J— ;g;ézzezf—wm 6 MSServer2016Datacenter Flow Export S J— .

Aug S, 1018 PM ACTIVE eg-tet36-win16 MSServer2016Datacenter Flow Export MEDIUM SENSOR 20
Stopped

Aug 9, 10:16 PM ACTIVE eg-tet36-win10 MSWindows10Pro Flow Export Stopped MEDIUM SENSOR 770

9 in19-2 19Datacenter Flow Export -

Aug 9, 10:12 PM ACTIVE oo MEDIUM SENSOR lle)

Aug 9, 10:12 P11 ACTIVE ;?;é?jf“wm 9 MSServer2019Datacenter Flow Export MEDIUM sensor 70

Aug 9, 10:12 PM ACTIVE 9 122 12R2Datacenter Flow Export MEDIUM SENSOR 20
Stopped

Aug 9, 10:10 PM ACTIVE g s 2R2Datacanter Flow! Export: MEDIUM SENSOR 70
Stopped

[— J— eg-tet36-win19 MSServer2019Datacenter Flow Export S - .

Stopped

75— hEEEDRER

e DT 77— FOFEMPNLERIEEIE, 77— &2 ) v 74571 CHEMERNFTRENE
7,

17: 75— O

eg-tet36-win16 MSServer2016Datacenter Flow Export

4z
S MEDIUM SENSOR 720

Aug 9, 10:22 PM ACTIVE

Details

HostName eg-tet36-win16
AgentType ENFORCER
AgentUUID  fba4f417c1a5hed633afchic]6acadbsbb046253
Current Version  3.6.1.42.win64-enforcer
Desired Version
BIOS  88C60842-C4A1-FC1C-2F70-5C4AE929155D
P 172.31.182.228
Platform  MSServer2016Datacenter
Scope @ Default

vrflD 1

UTHO75—bORTKICET HEEEIE

cULICHERENDIDIL, — MEHYS -0 B 60 0T 53— OHBTE, 77— rOEN
WMz5E, UlIZERDOY <Y =7 F— b nFrInEd,

W7 7 — hDJIEL @%Vﬂ%z%ﬂi?

e HDHFRTULICRREINDT 7 — MIUIHRKEPBREINTWET, HILWLT F— R
B &, W T— MIHIBREET,

MR 28R LTLIEE0,
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75—+ |
B 75-toxzx—x

TI3—FDAX—X
Y

GE)  BRETHE, 22— =T 7Y TERENET T — FEAX—XEEE\E (I2—h) 752
LI TEREA,

Alerts 7 77U TiX, WU 1447 O7 77— e, BRLUEFRETZE T AX—X (M) °xF
T, [ 77— DXAT | OERIL. 77— EPRBUIERER SN TND T —27 A= |5 LE T
WA LITFEELTLEZE Y, flELTCar 94T ADT 77— TliE, 77— bDX
AT E, arva—<, e X, Ya han, e X—K— kD400
2TNELTERINET,

TI7—=hDINLDT 4 =)V FEFIRT DI, MECT 77— a7 ) v 7 LEY, ZhIET
T, 77— bOFEMNFIRSNET,
18: 75— FDEH

Details

Application Ids  test

Consumer Scope

Flow Count 12
Fwd Categories  Escaped
Protocol TCP
Provider Port 8301
Provider Scope
Rev Categories Escaped

Time Range  Aug 28 02:48:00 pm (PDT) — Aug 28 02:48:59 pm (PDT)

77— FDRAX—X

T I = e AX—=XT HI2E, ARX—=ATLREDT T — b2 AT D[7 27 a (Actions) ]
DFIZHHAX—ARE %7 )y L, MillZzEELET,

19: 75— bFDRAX—X

Configuration £

@ Enter attributes... X
Event Time 7! Status Tl Alert Text Tl Severity T Type Tl Actions T1
Aug 9, 10:22 PM ACTIVE ggg;ixjde—wmw MSServer2016Datacenter Flow Export MEDIUM SENSOR Shooze analert
Aug 9, 10:20 PM ACTIVE ;?o-s:)tjj-wm16 MSServer2016Datacenter Flow Export e e 270




75— tozz—x |

20: A X — X HARS

Snooze An Alert

Interval

Do not alert for one hour
Do not alert for one day

Do not alert for three days

Do not alert for one week

BUSART LIS, 77— MEI4oORARDHM BRI, 1H, 38, F72F LERE) tAx—
ATCEFET, 79— FDI 22— M, KEWITKAICARXR—XT5T7 73 arThHhh., ZOR
228 [77 v a (Actions) |OFIZHD 77,

B21:Sa—+FYRMIEBMLTTZS5—F232—+79 3

Configuration ¢

© Enter attributes... X
Event Time Tl Status Tl Alert Text T Severity 1| Type 1
2:57 PM ACTIVE Tetration - Unseen Command on launcherHost-1 Low FORENSICS 740
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 770
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS (o]
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 7%
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7”0
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7#0
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 770
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 770
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 7%
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7”0
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7#0

H2: 75— bDIa— ~OWER

& Mute

Once alert is muted, Tetration will stop
sending this alert. Proceed?

TI—M0N [Ta—F] ENTWEEE, 77— Ia— ) AMOHIBEENDET, &
DAL TDT T7— MIa—PF—IZEEINFETA,




B 75-toxzx—x

ARXR—RXFEIEI 12— MREDEER

PDIFNC AR =R ENTZT T — b E A TDARX— R MRRT 51001, HUICAX—RENTET
F—br T4 N2 THEHL T, AX—XENETIT— b DOENEREINDLHIICTLET,
B2 AX—RXENF=-FTS5—FT1ILA

Configuration $#

@ Status = SNOOZED X
Event Time Tl Status 1| Alert Text Tl Severity Tl Type Tl Actions T!
3:07 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 2z,
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS "2z,
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS g
3:05PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 2z
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 2z,
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 2z

WIZ, WOED I HIZ[7 7 a (Actions) | THHIDT 77— FDARX— XA L % 7
Vo7 L, 77 varail@iBlLEd,

X24: 75— bDARX— R

Configuration ¥

@ Status = SNOOZED X
Event Time 11 Status Tl Alert Text 1| Severity 1| Type T UnSndoze anjaisit
3:07 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS “
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 2z
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7.

R25: 75— bDRAX—XBIROTER

 Snoozed Alert

Are you sure you want to remove this
alert from the snoozed list?

o7t RE, Sa—bENETIT— NS ERAT DT NV EZEBEALT, I2a—hFJ X
BT 77— FEHIBRT 258 BRI TT,

K26: Tsa—r&ht=] 75— FOBIREI2— MR MHDDHEIKR

Configuration $¥

@ Status = MUTED X
Event Time 11 Status Tl Alert Text Tl Severity Tl Type Tl [RSMIONS frof Mmuted list
3:09 PM MUTED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS i
3:04 PM MUTED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 7z




B27: 75— bD I 21— MEBRORESR

& Muted Alert

Are you sure you want to remove this
alert from the muted list?

FRISLT7I—F

75—t |

7RI FME, BAid Y U —ZAD Bosun 2D HHMET 77— F AT ATT, FEIZOWT

X, %42 (7RI FATTI—1]) 22RLTLTEEN,

77— hEEE

— R T 5 — MEE

TRTOT T — MIBEN2RLBOREICHENETRN, 77— FOFEMILY 7 — hofEEI &

(e v/ S B

— ARG IR D LB T, T OfEEIE, Kaftka 7 — % %~ 7 %08 U TR ATEEZR json

Ay —UHEICHIS LET,

J4—IL K TA—< v b N—2 3 UIER
root_scope_id string HPHOREE 231 5 e EALo
FPHIZ RIS 2 #iPH 1D,
key id string

HELlo) 77— hERET
LHiedIEHINDID T 4 —
VR, [F—0 key id & A X —
A CEET,
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B swsrs—rae

75—+ |

J4—ILFK

I+r—<vk

N—2 3 VIER

type

string

TI—brDEAT, XTHIE
DETEE > b :
COMPLIANCE, USERAPP,
FORENSICS,
ENFORCEMENT., FABRIC,
SENSOR. PLATFORM,
FEDERATION, CONNECTOR

event time

long

AXCEIMN MY A—ENTz &
XDHA LAR T (F20%
AN SDFPHIZE TN DY
A%, ®HHOBRLES) . T
BA LA TN, TRy
L UMHELL (UTC) T,

alert time

long

7 F— D OREIEIEAN AT
ENTEEDEA LARE
T AN ORI O %
WD FET, ZOXA AKX
YR, ARy 7 U REAL
(UTC) T,

alert text

string

TT7—=hrDHA N,

alert_text with names

string

alert_text & [fl N T 723,
ID 7« —/V K3 %tid 5 4 il
ICEEHA OGN TVET, Z
D7 4 —I)V R, §XTOT
T — MIIET D LITRY £
A,

severity

string

THMEDBEEE > b
LOW, MEDIUM, HIGH,
CRITICAL,
IMMEDIATE_ACTION, Z®
ty NITZ7—hOVETZ
74 (ERE) T, —#0
ZATDTT7—hTiE, Zh
b OEITREFTHE T,

alert_notes

string

BEIIRE L EH A, Kafka
T—H By T E LCGEIME
WAEPET T2 D DOFERI e r— A
THIETDHEDRH Y 77,




—ses 75—t [l

J4—ILFK

I+r—<vk

N—2 3 VIER

alert conf id

string

ZOTI—hrE NI LT
7 Z— FREDID, TXTDH
77— MIIAET B EITR D
FH A,

alert_details

string

b7 — 4, String-i-fied
json, D7 4 —/)v ROIEMER
X7 7T — DX ATIT
Ko TR0, FFEDT
F— kB A FITOWTIIHERE
DFEE SR L TS0,

alert details json

json

alert_details & [f] CNA T
23, string-i-fied TiEH Y £
ho AT ITAT VAT T —
MZOHBAFEL, KatkaZz It L
TOREHTEET,

tenant Id

string

root_scope_id (%3 % vrf &
BULGAENRHYET, -
X T MEELTOMRN
BENTVWDIEERHY F
To EoleFELRWGS
HLdH 0 ET,

alert_id

string

WEB CTAERR S e — I 72
ID, ML THWER A,

TJ4—ILF

FA—< vk

N—2 3 VIER

root_scope_id

string

FPHOREE 31T B BT O
FAPH I kHE 9 2 #iPH 1D,

key id

string

Rl 77— hERET
HI=DIHEHINDID T 4 —
VR, [Al—® key id & A X —
ACEET,

type

string

TI—brDEAT, XTHIE
DEEE > b
COMPLIANCE, USERAPP,
FORENSICS,
ENFORCEMENT, SENSOR,
PLATFORM, FEDERATION,
CONNECTOR,

735—b .



B swsrs—rae

75—+ |

J4—ILFK

I+r—<vk

N—2 3 VIER

event time

long

AXCEIMN M) A=z &
XDHA LAR T (F120%
AR SDFPIZE TN DY
AiE, ®HHOBRLES) . 2O
BA LA TN, TRy
L UMHELL (UTC) T,

alert time

long

77— N OEFBERONTAT
ENTEEDEA LARE
T AN ORI O %
W70 FET, ZOXALAH
YR, ARy 7 XU REAL
(UTC) T,

alert text

string

TT7—=hrDHA N,

alert_text with names

string

alert_text & [Al N T 723,
ID 7« —/v K35t T 5 4 il
ICEEHA OGN TVET, Z
D7 4 —I)V R, TXTOT
T — MIIET D LITRD £
A,

severity

string

THMEDBEEE > b
LOW, MEDIUM, HIGH,
CRITICAL,
IMMEDIATE_ACTION, Z®
ty NITZ7—hOTETZ
74 (EKRE) T, —#oO
ZATDTT7—hTiE, Zh
b OEITRETHE T,

alert_notes

string

BEILRE L EH A, Kafka
T—H By T EA LCGEIME
WAEPET T2 D DOFERI e r— A
THIETDHEDRH Y 77,

alert conf id

string

DT I—brE MY H—LT
77— REDID, TXTD
77— MIHFIET D L ITRY
FH A,




—memn7s— e I

J4—ILFK TJ4H—< vk N— 3 UIER

alert_details string W b7 — 4, String-i-fied
json, D7 4 —/L KOIEME
WX T 7 — ho XA 7T
KoTERDIZD, BEDT
T — k ZA TIZOWTIIHERE
DFEMEZB LTI E SN,

alert_details_json json alert_details & [f] CHNATY
23, string-i-fied TiEdH Y FH
o AT TAT VAT T—
MIDHAAEL, KafkaZ /L
TOHEHTEET,

tenant_Id string root_scope_id [ZXHI T % vrf &
BUOHENRH ET, o
I T A MEL LTOR
BENTVWLEERHY F
To FoloFELRWGA
LD ET,

alert_id string PR CARR S V72 —RFAY 72
ID, MERLL THEWER A,

alert details NOD 7 4 —/V KX, 77— hDZA FIZE-oTHRZRVET, FHE T 4 —L RDY
A MZOWTIE, FHREOE 7 v a VBB L TN,

« 27 F AT A : lab-compliance-alert-details

«THE 77— h OFEH

T XL Ty BRI OT ALYy AR T =L R
ekt — kU =T T — N OFEM

« WA WHYT 7 — hOFEM

s aARTH T T — NOFEH

« 27T AT A : lab-compliance-alert-details

cTFH VLTI BB T ALYy AR T 4L R
ekt — =7 T — N OFEM

WM EMT T — FOFEM

AR HZ T T — FOFEM

T TVIART TAZIRBTLHEMDT 7 — 2 AT
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75—+ |

B Eonesnosnrs— izt

« 777U w7 : fabric-alert-details

« 7 =7 L—1 3 ) : federation-alert-details
« 7Ty N7 F—DL T T— hOFEA

« 7 =7 L—1 3 ) : federation-alert-details

7Ty N7 F—L 0 T T — FOFEM

BERIEEERDEMT 57— FR2R

Kafka (DataTap)

EA—-IL

77— MERE, B A TR e 9, UTIC, SESERBHY A TTTI— M0
EOLIEREINBEIOHIZRLET,

Kafka (DataTap) A »tE—1LISONJEXTY, LFIZHZRLET, £OMOBNIDONT
%, AR alert details ZZ MR L T 72 &0,

{

"severity": "LOW",

"tenant id": 0,

"alert time": 1595207103337,

"alert text": "Lookout Annotated Flows contains TA zeus for
<scope id:5efcfdf5497d4£474£1707c2>",

"key id": "0a4a4208-£721-398c-b6lc-c07af3be9413",

"alert id":
"/Alerts/5efcfdf5497d4f474£f1707c2/DataSource{location type='TETRATION PARQUET',
location name='lookout annotation', location grain='HOURLY',
root scope id='b5efcfdf5497d4£474£1707c2" }/bd33£37af32a5ce71e888£95ccfe845305e61al2a7829cabf2d72b£96237d403",

"alert text with names": "Lookout Annotated Flows contains TA zeus for Scope Default",

"root scope id": "S5efcfdf5497d4£474£1707c2",
"alert conf id": "5f10c7141a0c236b78148dal",
"type": "LOOKOUT ANNOTATION",

"event time": 1595204760000,

"alert details":

it e e R e N N P O W
Trige\!) \ g 1OV S CE AR DI, \ e s (SO, ISB0BIN, N scattess N T2 2620 Nt 13 ey zde crt\ O N Schmstras N 1"

}

EA—NTZ7— b OREICETHEHR: EA—Laxs X
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PagerDuty

PagerDuty .

28:E A —)LEENERTE SN TLNSDIHZED Cisco Secure Workload 7 5 — + D 15|

Tetration Alert - LOOKOUT_ANNOTATION Scope has any connection to or from TA_compromised_zeus X

for Scope Default Aterts x

jyovenka via alpha-portal-t lerts <alpha-portal i ytics.com>
to alpha-portal-tan-alerts

Alert Type: LOOKOUT_ANNOTATION

Alert Key Id: cabfb7c8-c25b-33e4-9d55-005ccad8fba0
Alert Severity: LOW

Alert Text: Scope has any connection to or from TA_compromised_zeus for Scope Default
Alert Configuration Id : 5f1208431a0¢23379206abee

Root Scope Id: 5efcfdf5497d4f474f1707c2

Time: 2020-07-17 23:07:50.394 +0000 UTC

Event Time: 2020-07-17 22:57:00 +0000 UTC

Alert Details: {"dst_scope_id":["5efcfdf5497d4f474f1707c2"],"dst_scope_names"

Default"],"dst_hostname":"","src_scope_i
zeus"],"dst_address":"224.0.0.252","fwd_packet_count":2,"src_scope_names":["Default"],"src_port":49367,"protocol":"UDP",

v

]
=

4:07 PM (28 minutes ago) Yy 4

d":["5efcfdf5497d4f474f1707¢2"],"lookout_tags":["TA_compromised_
internal_trigger":{"datasource":"lookout_annotation","rules":

{"field":"lookout_compromised_tags","type":"contains","value":"TA_compromised_zeus"},"label":"Alert Trigger"},"scope_id":"5efcfdf5497d4f474f1707c2","time_range":[1595026620000,1595026680001]

,"src_address":"172.26.231.179","dst_port":5355,"rev_packet_count":0,"src_hostnam:

"}

PagerDuty 7 7 — h OFREICEIT L1 : PagerDuty =1 7 %

29: PagerDuty |Z#5 1+ % Secure Workload 7 5 — + D4l

PagerDuty Incidents Alerts Configuration ~ Analytcs +

ALERTS > ALERT DETAILS

Belongs to Incident: [#2854473] Path > 0 between Source Node Default and Destination Node Defaul...(Triggered )

Severity Critical
Opened 1106 AM (3 hours ago)
AlertKey aed3a2i4{50146afae60674(7787728b

Current Status Triggered
rvice Name  Marge-July-2020

Service Description Configuring pager duty for al alerts
Integration AP!

Source Tetration Analytics
Details

Path>

AlertDetails  QHIDE DETAILS

Path > 0 between Source Node Default and Destination Node Default:collectorDatamover-*

! Move to Another
Incident

Resources
Alart Lifecycle
Understanding an Alert Log

“exanple_path_t
104" "hops™, "type" gt

707¢2:c_ 1,"internal_trigger":

{_subjects_; 707c2",
{_subjects_id": 1707c2:c_¢ Jsre_s

ol
_subjects_nane" :"Default", "exanple_path_neighborhood_subjects_name":

(“Default", "Default: collectorDatamover—="1}

View Message

Alert Log
Time Activity
atTi06 AM Triggered and automatically linked.

& SHOW DETAILS

SHOW ALL DETAILS

perpage: [25 v| ¢ 11 >
Contact Support

PagerDuty (2358 S 727 77— M, key id IZHSKFRLT 77— OF M) H—L A EnE

‘ﬂ—o

YETZ VT 4 (HEKRE) X, RO X HIZPagerDuty D EZ U7 ¢ (HKE) vy BV IS

NET,

Cisco Secure Workload D ES 54 (EX
)

PagerDuty D ES T4 (EXKE)

IMMEDIATE ACTION critical
CRITICAL critical
HIGH error
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. Syslog

Cisco Secure Workload D ES T4 (EX PagerDuty D ES T 14 (EXE)
%)

MEDIUM warning

LOW info

Syslog

Syslog7 7 — FDOEREB LRI ET VT 4 (HKRKE) O~y L7 OFIEIZONTIE,  [Syslog
axz &) #ZRLTIEEN,

30: Syslog |Z53%1E S 1= Secure Workload 7 5 — + D45l

JAug 2 18:45:21 tan-5f@35baela@c231d5880d7f8-tac-demo—data-ingest Tetration Alert[26841]: [DEBUG] {"keyId":"3ee@d8b7-bc81-3427-9e84-6b9f8fedb98c", "eventTime":"159639
i 596393968822", "alertText":"Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b8b9755f024d4e36a279\u@@3e", "severity: L
ow", "tenantId":"@", "type":"COMPLIANCE", "alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707c2\ "], \"consumer_scope_names\":[\"Default\"], \"provider_scope
|_names\":[\"Default\"],\"provider_port\":53,\"application_id\":\"5f@4b@b9755f024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":37367,\"protocol\":\"UDP\",\"co
Insumer_address\ "172.31.163.139\",\"provider_address\" 171.70.168.183\", \"provider_port\":53}, {\"consumer_port\":39652, rotocol\":\"UDP\",\"consumer_address\":
\"172.31.163.137\", \"provider_address .168. \"provider_port\":53},{\"consumer_port\":63811,\"protocol\":\"UDP\",\"consumer_address\":\"172.31.163.136\
",\"provider_address\":\"171.70.168.183\", \"provider_port\":53},{\"consumer_port\ 7418, \"protocol\":\"UDP\", \"consumer_address\":\"172.31.163.138\", \"provider_addr
less\":\"173.36.131.10\",\"provider_port\":53}, {\"consumer_port\":12599, \"protocol\":\"UDP\", \"consumer_address\":\"172.31.163.141\",\"provider_address\":\"173.36.131
.10\", \"provider_port\":53},{\"consumer_port\":7385, \"protocol UDP\", \"consumer_address\ "172.31.163.140\",\"provider_address\":\"173.36.131.10\", \"provider_po
rt\":53}1, \"escaped_count\":6,\"provider_scope_ids\": [\"5efcfdf5497d4f474f1707c2\" 1, \"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"UDP\",\"internal_trigger\":{\"
[datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\"type\":\"contains\",\"value\":\"escaped\"},\"1label\":\"Alert Trigger\"},\"time_range\":[1596
393720008, 15963937799991, \"policy_category\":[\"ESCAPED\"]}", "rootScopeld":"5efcfdf5497d4f474f1767c2", "alertConfId":"5f15cca71la@c231ebd66calb"”, "alertTextWithNames": "
Enforcement Annotated Flows contains escaped for Enforced Application ji"}
JAug 2 18:45:21 tan-5f@35baela@c231d5880d7f8-tac-demo-data-ingest Tetration Alert[26841]1: [DEBUG] {"keyId":"8f@cfch5-f8c1-3130-a069-3721b7d50159", "eventTime":"159639
[3720000" , "alertTime" :"1596393968822", "alertText":"Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b@b9755f024d4e36a279\u@@3e", "severity":"L

jow", "tenantId" ","type":"COMPLIANCE", "alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1787c2\"1, \"consumer_scope_names\":[\"Default\"],\"provider_scope
| names\":[\"Default\"],\"provider_port\":5660,\"application_id\":\"5f04b@b9755f024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":17131,\"protocol\":\"TCP\",\"
lconsumer_address\":\"172.26.231.193\",\"provider_address\":\"172.31.163.140\", \"provider_port\":5660}1, \"escaped_count\" \"provider_scope_ids\":[\"5efcfdf5497d4f47
4T1707¢c2\" ], \"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"TCP\",\"internal_trigger\":{\"datasource\":\"compliance\",\"rules\":{\"field\":\"policy_v

"type\":\"contains\",\"value\":\"escaped\"}, \"label\":\"Alert Trigger\"},\"time_range\":[1596393720000,15963937799991,\"policy_category\":[\"ESCAPED\"]}", "rootScopel
d": "5efcfdf5497d4f474f1707¢c2", "alertConfId": "5f165cca71a0c231ebdé6caldb”, "alertTextWithNames": "Enforcement Annotated Flows contains escaped for Enforced Application ji1

f035bae1a@c231d5880d7 f8-tac—demo-data-ingest Tetration Alert[268411: [DEBUG] {"keyId":"lef4a974-be89-31de—abe9-dc71cb@170ad"
596393968822", "alertText": "Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b8b9755f024d4e36a279\ug@3e
ow", "tenantId":"@", "type":"COMPLIANCE", "alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707c2\"],\"consumer_scope_names\":[\"Default\"],\"provider_scope
|_names\":[\"Default\"],\"provider_port\":443,\"application_id\":\"5f@4b@b97557024d4e36a279\",\"constituent_flows\":[{\"consumer_port\":17792,\"protocol\":\"TCP\",\"c
i ":\"172.26.231.193\",\"provider_address\":\"172.31.163.133\",\"provider_port\":443}1,\"escaped_count\ "5efcfdf5497d4f474f
1707¢2\" 1, \"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"TCP\",\"internal_trigger\":{\"datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\"t
lype\":\"contains\",\"value \"escaped\"},\"label\":\"Alert Trigger\"},\"time_range\":[1596393720000,15963937799991,\"policy_category\":[\"ESCAPED\"]}","rootScopeld"
:"6efcfdf5497d4f474f1707c2", "alertConfId" : "5f15cca71a@c231ebdébcaldb”, "alertTextWithNames": "Enforcement Annotated Flows contains escaped for Enforced Application ji"}

Slack
Slack 77— F OFERIZEET 5 1 : Slack =7 #
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Kinesis .

31: Slack F v+~ JLIZ351E & B Secure Workload 7 5 — ~ D45l

10:37 Tetration Alert Wednesday, July 29th v
be200f5c2dbc linux-amdé4 Agentlnactive
Severity Type
MEDIUM SENSOR
Alert Time Event Time
2020-07-29 17:37:49.519 +0000 UTC 2020-07-29 17:37:01 +0000 UTC
Root Scope Id
Sefcfdf5497d4f474f1707c2

Details

{

"agent_uuid": "6a968f8a8ddf2a4ec4534955d247bcb5ce484046",
"details": {

"AgentType": "NETSCALER",
"Bios": "53C9551F-F149-4BC7-FAE4-BAF211FDF910",
"CurrentVersion": "3.5.2.69722.stshanta.mrpm.build-netscaler",
"DesiredVersion": "3.5.2.70759.dashboard.selfpmr.mrpm.build",
"HostName": "be200f5c2dbc",
"IP": "10.24.28.80",
"LastConfigFetchAt": "2020-07-02 01:28:59 +0000 UTC",
"Platform": "linux-amdé4"
i
"scope_id": "5efcfdf5497d4f474f1707c2",
"scope_name": "Default",
"vrf_id": 1
}

4 Latest messages

Kinesis
Kinesis 77— h O %IZBI T 5158 : Kinesis 2 %7 ¥

Kinesis 77— hi&, Kafka 77— ML TWET, EBEH61 A vbE—VF2—THBE7ZDHT
—g—o
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