NEA—7 A ML—4

WA —r A ML —2 AL T, v hT—27 LDV AT ANEU—27 u— FCBT 587
DABT =2 ENETEES, —HOMEA—T A ML —HF, BT AT —va R o—
PEATHZ L TEET,

U= RS AUUT L B L a— FERRY 2T ABIET BB OB AL, M4 —4 2 |
L—&Z L L TNV EBEICA VAR — T A HEEHARELCVWET, La— Ry AT A
DIEFIL, Secure Workload |Z K> CTHENIZFEH ZI, A > _X M DTXNVEFHTLH720
WA ESNET, 7UV0RE L RO OV CIE, =28 —K7~0L) 22 LT
<TEEW,

BWEYVR— SN TWBENFA—r A L —4

RIBREYR—FERTOWEABA—T X FL—4

247 SEA/ARE

VMware vCenter ARARL, IPT RLAX, FULp EORiE~
T —H# % vCenter Y —/3—71 5 Secure
Workload 1 ' AR— b HFIZEH L ES, &
ENTZT Nz FEH LT, Secure Workload
OFPAEFEHAARY o— &2 ER T E 7,

Amazon Web Services CGFLWAWS A — A L —Z B1ERT 5 Z
LIXTEERHA, RDVIZ, AWSa R X %
ELET, TAWS =2 &) #ZMLTL
7220, BEFD AWS A —4 X b L—Z [ LA
B HEHTT), RA M, IPT RLA, FX
NIREDEC2 == VAR L ADT —H
ZRFED AWS 7 51 v > hh> B Secure Workload
WA VAR — T AR LET, EkSi
727~z LT, Secure Workload M #ilH
EARY —HAERRTE £ T,

sir—sz2rL—42 I}
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Kubernetes/OpenShift

J—F, Ky R, =R TR ED
Kubernetes DT 4T 4 %A L KR—FT 5D
BRI LET, ZHH DT L% Secure
Workload T H L C, #ipH &RV o —%EHK
TEET,

DNS

V= UHREIZ X D DNS H— =205 A/JAAAA
L CNAME L a— R& A VAR — M DRI
HALET, 2k Y. Secure Workload D
PHERY > —Z2EFRT HERITEEFZ2 DNS 408
TGV E LTERRENET,

Infoblox

IPAM F 721X DNS 23 H %82 72 5 TV 5 Infoblox
TTITAT U ADG, YRR B A RO
Ty RNU—=7 KA R, BLOA/AAAA L
A= REAR—= ML LET, 1
VIR— b ENTPESE R EE 72 B ML, Secure
Workload D#FiIFHR LR Y —DF7~L & L
THEATEET,

F5 BIG-IP

FRE D F5 10— RNT s SRR — X — 4
A B . R — 20T A ARk
LET, ZDOF~ULiL, Secure Workload TiiE
RARY v—%2ERTIHOICHATEET,
AV v—i FHEEREIZ. FSREST API 241 L C
TNHZEFSAY —HANCEBR L £7,

Citrix Netscaler

KFTE D Netscaler 2 — R/NT7 4 AR —
N—tE A TR | R —E XD T 1
AR LET, ZDOTUL, Secure Workload
THHARY OV —%ERT HDIHEHTEE
9, AU —iEHABEEEIX. Netscaler @ REST
API %41 LT U 3 —% Netscaler ACLIZ A 2
LET,

Cisco Secure Firewall Management Center (BETA)

REST API Zf ] L C, $FE®D Cisco Secure
Firewall Management Center |Z %58k XL TV %
9T D Cisco Secure Firewall Threat Defense

(IH#r Firepower Threat Defense & 7213 FTD)
TNA AR —Z BT AR L E
R

s SN A —4 A b L—% (External Orchestrators) | ~3— 3 ~D%H)
(3~—)

o MNERA— 4 A N L —H D—EEKR
A —4 A R L—FDIERR (4 2—)

B isr—452bL—4
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| sisr—rzxbL—%
[4V 88 A —4 A k L—% (External Orchestrators) ] R— A DEE) .

cHERA— T A R L—H OfFE (9 2—)
A — A N L—F OHIER (9 =)
e A= ARNL—FIZIVEREINDE T (9 =)
» Secure Connector (10 ~X—1)

» Amazon Web Services (19 ~—37)

» Kubernetes/OpenShift (22 ~—73)

» VMware vCenter (30 ~X—1)

«DNS (33—

s Infoblox (35 ~<X—73")

« F5BIG-IP (38 ~X—)

« Citrix Netscaler (46 ~<—)

« TAXIT (50 =—<)

* Cisco Secure Firewall Management Center (53 ~X—1)

[V &4 —4 R b L—4 (External Orchestrators) ] R— <
~DIZE)

A —T AR —F DAL X=X, DA =2— =5 [EE (Manage) | >[4+
EA—4 X kL—% (External Orchestrators) | Zi&IR L C7 78 AT&E £ 7,

hvd - - ___EE o
NEA—5 XA RL—RAD—EERKT
NEA—r A B L —F DA A o R=Z0E, BEFEONEA—F A B L —2REREINET, F
7=, A= A N L —Z 2 EFRBIOHIERT 2L . FTLWANEA—47 A ML —H 2Bk
TAHHERENH Y 97,
1: 5988 A—HARL—BDA IR—D

External Orchestrators

© Enter attributes. x + Create New Configuration

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
fme-test-1 FMC  ahataNPl  Enabled Jul 19 10:16:55 pm (IST)

FSorchestrator  Disabled Jul 19 11:34:44 pm (IST)

N/A Jul 19 11:39:38 pm (IST)

FATITIE, AN A—7 A B L —Z OFE WA=V 3 VA [4ET (Name) 1. [# 47 (Type) 1.
[BA (Description) ]. [ (Enforcement) ]. [{EfXHEF (Created at) ]. [BEf AT —H &
(Connection Status) ]. ¥ U8 [Secure Connector 27— 4 A (Secure Connector Status) ] & & &
WCFRRENFET, [BEft AT —4 A (ConnectionStatus) ]121%, FEE ST — & V) — A~
DEEFGR DRI LT R L 720303 R 31 E J, [Secure Connector A 7— 4 A (Secure Connector

I sir—sz2rL—42 I}
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Status) ]Z1%. Secure Connector k> /LD AT —H A ([AkZ) (Success) ] £ 721% [Fik
(Failure) ]) DRARSNET, FURADBHEDNIR > THRWIEEIL, NABRERINLET,

Secure Connector > F/Ui%, MBA—7 A b L —ZFEROIERHIZH ML TEZ £9°, Secure
Connector > RIANEHNI 2> TWBHE, A —7 A ML —F D [BfRAT —% A

(Connection Status) ]i. F&FEAT — 4 A & Secure Connector A7 — & A D HIZIKEFE L £ T,
Secure Connector b > R/VINH NI 72> TR WEE, SN A—7 A ML —4 O [BERAT —#
A (Connection Status) | IFFRFEA T — & ZADHITKAFE L ET, [k (Success) | F721E [RAX

(Failure) ] DA T — & ZIZBRZR <, %h%h@ﬁ%&)y&bfﬁ%%%%f%iﬁo
Secure Connector 77 7 A 7 M A bV w7 OFMA MR T H1Ti1X, [AT7T—F A (Status) 11T7%
7V w7 3B0 EA L T[EE (Manage) ]>[SecureC0nnector] WCEBEILET,

2: VB A —7 X b L—43 FREED K5I

Kuberetes orchestrator A 40119 11:39:38 pm (ST) Faitre @ i

624673627557025048269¢ 78

Kubernetes

NERA— 7 A FL—2 DIERK

B LW A— 7 A b L—Z BT DI, A= A P L —F DAL =V THL

WERTE DFERL (Create New Configuration) [ARZ > %27 Vw7 LET, ZHICEIDE—FNLEA
Ta T RNERIN, LRTEAT L THMNBA—r A N b—F XA TERIRTEET, FTOXIT
FERARER—VZRLTVET,

B isr—452bL—4
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INEF—7 R L—EREDER

Create External Orchestrator Configuration

Basic Config

Hosts List

Alerts

ROETIE, A= AL —=FDOHET 4 =V RIZOWTHB L ES, @RLIZZ AT

Type
| Select a Type

= ‘

MName *
Unique identifier for the orchestrator

Description
Description of the orchestrator

Delta Interval (s)
60

Full Snapshot Interval (s)
3600

[] Accept Self-signed Cert

[T] Verbose tsdb Metrics

Connection will be tested after the creation.

-

U T, [FEARFKTE (BasicConfig) |"X— Y TBIMD/NNT A= ERETILERNHY £7, /3
T A=HIZONWTIL, PRI A O A—7r A ML —2DZENZENDO' 7 > a o TRY

EFET
H£BIT4—ILF WA ELL]

2A T O URASMPBIEA—7 X b
L— 2 @R L £,

(44 Hii (Name) ] O TIT 4TI Ty Mk L
T—ETh DU D LI
A= 2 b =2 D4,

#H (Description) x SNEBA— T A B L—F D
S

sir—sZ2rL—4 I}
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HEI4—ILF WA iR
INAFyTvay M O NEA = A FL—F 23 3%
(Full Snapshot Interval(s)) WU [ZA47 (Type) 1025

HEDTEER AT v TFay
FEAvR—FLED ET D
fikm (&) .

HOBAERAEOZ T AN | BIRLT [# A7 (Type) ]2
(Accept Self-signed Cert) ODRET — X ERGT 5729
(2. Secure Workload Cfi#i F &
2% HTTPS ##ed A CE4
Y= N—FEAELEZ T AND
Wi, oA 7FvarrEzt s
WZLET, 7740 hTiE,
H B4 — NG T

ENEE A,
X T aRTEZ N R X Secure Workload 7 7 A & ~®
(Secure Connector Tunnel) Bt 25 Cisco Secure Connector

crxnEHLTherry v
TENDLITEETHIC
X, T T varELd Il
L%,

)

GE) EoRIRENTWS [TAZEE (Deltainterval) 135 KON [FEMZ2TSDBA R Y v 7 (Verbose
TSDB Metrics) | 7 4 —/V RIZA 7> a o THY, L FOENENOHI TRRE I LTV D%
TEDINEA—7 A R L—F DOBDBRRIZI0 £,

A= A N —2DE AT [AWS] ThH5E%ERE, [AA MY X (Hosts List) | %
BETHMERHY £, SMBA—47 A ML —ENTF—Z 2 HE LTI~V 2 AT 500
F=H I —=ADFy hT—7 T RLAERELET, ZhETHF, RKOKIRT LI,
MO [HRA YA (HostsList) | ¥ 7% 27V w7 LET,

B isr—452bL—4
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4NEF—T7 XA FL—2DHRA YR b

Create External Orchestrator Configuration

Hosts List
Basic Config
host name port number
Hosts List required. required.
Alerts

HLWERA NI R = M) ZBMT 51203, 772854270 7 LET, S1TI20E. A%
7RDNSAHK A R, IPVA 721X IPv6 7 FL A, BIUOR—FEEREETN TV EIXLERH D F
T IR LI A—7 A ML —F XA ST, @A EZITTEED B TEE O F
A NEANTEET, FHEMTONTIL, UUTORBIR LN —7 2 N L —ZDFENEN D
BEZZR LT IEEN,

NHA = AP —FDT T — bERETDHITIL, WOKNTRT LT, B [7F7—h
(Alert) 1 ¥ 7 %27V v7 LET,

5: 0N BA - X L—E2DT 53—+

Create External Orchestrator Configuration

If not enabled, please enable connector alerts from here

Connection will be tested after the creation.

NTA = AN —F T L2, 77— baRTETDHIZE, BIMONRT A—FEIRET HHLEN
HOFET, RFGA—ZIZHONWTIHL. FIORTEA ONHA—4r A N L —ZDFNFENDt
v a rTHY BT ET,

ZDOINEA = A N L —F DT T — NN T DX, [T 77— A (Alert enabled) ]
Fr v IRy I AEF AT LET,

sir—sZ2rL—4 I}



sA—4s 2 bL—4 |
B isr—sxrL—206m

\)

G¥)  [EHE (Manage) |>[7—%~ B0—FK (Workloads) |>[7 5— FE&E (Alert Configs) ] 2—
MH, ARTET T =B ETIRSoTNDLZ L AR LET,

NBA—T AN —=F DT 77— NERET DL, [77— FOEKE (Alert Severity) ] L
JL LAY BN (USR] (Disconnect Duration) | Z334R L £ 97,

J4—ILFK Bz
HAKE ZON—NLVDERELLEERRLET (K

(LOW) 1. [* (MEDIUM) 1. [#
(HIGH) ]. [EX (CRITICAL) ]. E£7-(X[HD
Hi5chits (IMMEDIATE ACTION) )

[BIrEER]  (Disconnect Duration) ] (43) BN U SN AR OE X,

[fER% (Create) | ARZ v &7 U w7 LTH LWINERA—7 A ML —XE/ERLLET, U AL
Ea—0Y 727227 ) v 73568, REOHMERRTEET,
X 6: 58 8A—7 A FL—2 REDEM

Configuration Details

Id 59e15d2f755f02424c0ff38a
Type Vcenter

Name mock_config
Description mockdata

Delta Interval (s) 60

Full Snapshot Interval (s) 3600

Username mock

Passwore d changeme

Certificate asd

Key 123

Secure Connec tor Tunnel true

Authentication Failure Error el

Peers 172.31.182.228:45906

Status Secure Connector Status -+ Connection Status > Status

)

GE) A —F AN L—ENLDRIOFEEAT vy T gy b TVIFERBEIETH 5720,
AT —=HAT £ =)V RREHEINDE TS 0000 £9,

B isr—452bL—4 I
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sar—s2 kL—s20mE [

NEA—T R FL—E2DiRE

TR T Lo, SMBA =7 A S L—2 DITOLEMNCH D8ER S %27 U v 7 LT, HRL
HEETELINBA— 7 A =2 2T 258 LRAROE—2 N2 A T a7 el £7,

7:594 8 —7 R FL—42 DORE

Enforcement T1 Created At Tl Connection Status Tl

Oct 14 03:41:19 am (EEST)

[ZA47 (Type) 17 4 —/V RITRETE EE A,
o AR F— LIEAF LML T DM OSGE . MkE: BT 272N F — LiEAF 2 1Rk
HILENRDHY £T,

A — T AN L— X ORERREEITFIEFREIECTH 5720,
Status) 17 4 —/V FREH I, ADSNEEERELWI EDRMRSIND ETITNL Y

VARVIENRE S

[BE5i A7 — 4 A (Connection

[E#r (Update) | RZ %227 U 7 LT, MRICIMATZELT ZRAFLET,

NERA—7 X L—3 DOHIER

A
B A A P L= B RHIRT D L, EOA—r X b L— 2Tk o TRIESRE T UL b IR

S, RU—|ZEEBLFET, A —4 A FL—2 ZHIBRT 51213, LTICRTE 9T H
HARZ 27U 7 LET,

B 8: 9 84— 7 R~ L—5 DHIBR

Delete

Description Tl Enforcement it Tl Created At Tl Connection Status Tl
e |

Type &
Oct 14 03:41:19 am (EEST)

Name Tl

mockdata N/A

mock_config Vcenter

A=A L—RFIZKYERSINDE TN
Cisco Secure Workload (%, KD 7 ~/L%FT_XTD AWS A A X L ABEMLET,
&

_-¥__

aws

orchestrator_system/orch_type

sir—sz2rL—42 I}
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. Secure Connector

*— B

orchestrator system/cluster name <Cluster namelZ—H%—NZDA—7 A KL —ZD
BT T4 >

orchestrator_system/cluster_id <|product]| TDOA—/ A N L'—& OFRED UUID>

Secure Connector

Secure Workload #fffH L C, 2—W—X 7% A L iR—FL7=D, A~ A L—% (14
WA= AN —%] &) IRV —ZuEH L7203 5I21d, Secure Workload 34—/ A
kL —% API %—,X— (vCenter, Kubernetes, FS5BIG-IP 72 &) ~DFIE 8z & Mer 9 5 M

d Y EJ, Secure Workload 7 7 A X b A —7 A N L —Z ~OHEEEFHERLZ T TE 20
Band Y £9, SecureConnector [X, A—47 A hL—% LA L% hU—27 )5 Secure Workload
7T AL ~DREER ML T D LIk, ZOMEERRLET, Zo8E. 7T AF
MODERZA =7 A b L—Z API—AN—ZETTOD I N—=X b LTHER S E
7

[ 9: Secure Connector

Network Boundary

Cisco

Secure Secure

Connector
Client

Workload

N— NEEPHZ Lo, —EICT 7T 4 7 TED b1 70T, BN b vz
BRLEDETDHE, 1 OD M RARTTIZT VT AT THDHIEERTIZT— Ay =N
FRENTHEGEINET, 77T 4T FURAEZERLT, 729472 FREFTENTVD
F NU— I DL REARRREROA— T A N — X IR TE ET, AT A RL—& T
DOFERIL, TDA—7 A N L—H ~DHEGEN Secure Connector b & RV AT HNEND D
MEIMERTIEOIERSNET,

W St —r R kL—%
I
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e el |

Secure Connector 77 71 7 > b & Secure Workload 7 7 A Z ] D@{E 13T X CTHHEIZFRFES .
TLS 2 L Tl Bk S E 4,

X2 VT 4 &M LTSI, BWUNTLRE I TV RERES 4172~ 2 212 Secure Connector
IIAT U beA Y A=A THIEEHRLET, TDL IR~ i, Secure Workload
I TG AZSDIREHRDH T T DT 7 AT U — W= RBRETHY | IO A—7r A
kL —% API #—/N— Secure Workload {2137 7 B R &[T AT R H Y £97,

Secure Connector b & RNV EFHT D L A —7 A b L —F BT H1201%., B O/ A —
ANV —F BT A FIRZSE L TEI0,

Secure Connector @ OpenAPI = > KR A > h DFEMIZ DOV TIE,  Secure Connector API =3 R
RAY b Z2ZRLTIZEN,

AT RO 73 B HR R ¥R

Mo FNET— AN v 7T 572812, Secure Connector 7 7 A 7 2 ks INVABHF— & Rl % —
DT EER L, = 3= T — F TARF—OFEAEICE4 LET, 20V E— NEAT
Rt AEREL, 7 T4 T MBETH— M AT 57201, Rk 1EIRY
OHIFIRE b—27 UM SN E T, =~ T3 — M Z I —EBOEAERH Y £
To 74T MIZOREHEZ Y — "— ORI L £, ERAFITEHIZ e —7 —
Ta I, WEOEEMESHER S ILET,

Secure Connector 77 74 7 Mi&, ho®V7 T4 T b & SOCKSS — _R—NIZHEREINE
T, FURANBMBEIND E. 7 T A T 2 M Secure Workload 7 7 A X DD kR IVERE
Pl b 3, AEHHIT SOCKSS h— "—|Z ko TR S, 500640 A MRS LE
7

Secure Connector ) E {4

Secure Connector 77 7 A 7 L b DI ;
« RHEL/CentOS 7 (x86_64)
«2CPU =7 ¢ 4GB RAM

* Secure Connector ZfEH T A4 L 7V I A =T A ML —ENEDT —Z BT 5DIC
+437e Ry U — 7 kg

« IR— b 443 TP Secure Workload 77 7 A # ~DF(E k¢ (EHEE 7213 HTTP(S) 7 12 %
H)

o N A —4 2 b L—4& APl % — N—~DFEHkE (E45)

sir—sz2rL—42 I}
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. Secure Connector 7 514 7> FDEA

Secure Connector 7 54 7> FDEA
JOxS HR—+k

EDHE

Secure Connector 77 7 4 7 > hid, HTTP(S) 7' & & > %4 L 7= Secure Workload 77 5 A % ~D#
e AR—RMLTCWET, BEELT, 7747 O HTTPS PROXY BREAH AR E L
T, 77X —"—%RETLLENROY £, BRERET DI

IZ. /etc/systemd/system/tetration-secure-connector.service |2 & % systemd —E 27 7 A )LD
[Service] 7 ¥ a VTR DITHEBML £, ZOREIX. HA A b—AFBITHER SO EE
lo AT 4 v FREDYG. TOITIE
/etc/systemd/system/tetration-secure-connector.service.d/10-https-proxy.conf DT L7 7 A JLIZEN
TEXET, WTNDOOEREE AT HITIL, systemctl daemon-reload % F21T L T systemd 5% &
ZYm— KL%,

[Service]
Environment="HTTPS PROXY=<Proxy Server Address>"

Secure Connector |, A —7 A b L—& APl — _R—|ZH|ZET 5712, Secure Workload 7 7
ABDENEF Y T =T ~D V) R—2 h RV EERR L ET,

Secure Connector 27 71 7 > k& LENT 521X, Secure Connector RPM # % 7 — KL T, 1
EIRR Y OFGE h—27 B ERTDILENHD 77,

1L PR —-FENTWDTT v 74— AT FH D Secure Connector 7 7 A 7> 5 RPM DX
vra— R,

2. BEkb—7 DA,
3. b= rEHavr—LTIZIA4T v VBT H, 7947 bEEELET,

Secure Connector 7 54 7> FDEA

=HT D Secure Connector 7 54/ 7> FRPM DA vAO— K

FIE

ATy EloF s —2 a2 3—T, [BEE (Manage) |>[7—%9 B—F (Workloads) |>[t¥a7

a4 4 (SecureConnector) | %7 VU v LET,

ATY T2 [ ORPM%Z X 7> 2— K (Download Latest RPM) ] %27 U w7 LE9,

B isr—452bL—4
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F&#H D Secure Connector 7 54 7> FrRPM DA D O— K .

10:[2%272ax% % (Secure Connector) ] R—

Secure Connector

Info Interface Routes
A —
A Tunnel Status © Active
[ J

Tunnel Starts 1
Tunnel Stops 0
Hostname localhost.localdomain
IP Address 10.0.2.15
HTTP/HTTPS Proxy No Proxy

Version 1.0.0
No. vCPU's 8

Total Memory (GB) 7.4
Uptime 17 minutes
Last Heartbeat Received Mar 15 2023 07:18:55 pm (IST)
No. of Heartbeat Failures (Last 1 day) 0
Round Trip Latency (ms) Not Available

E11:[%a7a+49 4% (Secure Connector) ] R—

Secure Connector

Info Interface  Routes
A ——
- Tunnel Status © Not Active
M Hostname centos? linuxvmimages.local

1P Address 10.0.3.15
HTTP/HTTPS Proxy No Proxy
Version HEAD-4e00b64
No. VCPU's 1
Total Memory (GB) 1.8

Uptime 19 hour, 37 mintes
Last Heartbeat Received Sep 22 2022 12:03:02 am (IST)

No. of Heartbeat Failures (Last 1 day) 2
Round Trip Latency (ms) 209

AFv T3 RPM Xy 7 —IZ A Linuxk A A Mcab—L, b— MERTRO < REETLE
7,

rpm -ivh <rpm filename>

NEF—7 A L—%
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BEHRM—DDER

FIE

ATy 71 [BE (Manage) |>[7—%2 B—F (Workloads) |>[t¥a273+% 4 (SecureConnector) ]
DIEZZ Vv 7 LET,
AT 9 T2 ek h—27 D4R (Generate Registration Token) 1227 U v 7 L %9,

b—=92&aE—-LTYS47 2 b eRIET S

SecureConnector X— Y THER b —27 LV EARTDHE, VIAT U NET—RARNT T TS
72D 1R Y OWIFIRE b —2 v & & Teregistrationtoken 7 7 A VMERR S ET, 2D F—
7 7 7 A M, SecureConnector 7 A T "Ry r—Vk A VA N—)LLTZARA MZaE—
THVLERHYET, b~ T 7 A NVEat’—7F BHHEZ, & A b _ET Secure Connector 7 7
ATV IMEIEL TV Z EEZHERLTLESN, ROoa~vy REEALT, 7947 b
EikTxET,

systemctl stop tetration-secure-connectorsystemctl stop tetration-secure-connector
=277 A NVEcat 74N FIZa—LET,
/etc/tetration/cert/registration.token

Secure Connector 7 7 A 7 h Z @) L £,

systemctl start tetration-secure-connector

(AT ay) BHED/N—2 3 >0 Secure Connector 7 54 7> F BT 5

FIE

ATy T1 HED/A— 3 >® SecureConnector 7 54 7> FRPM D& O— K
a) LMloFresr— g 3—T, [EE (Manage) |>[7—%2 B—F (Workloads) | >[T—
Dz b (Agents) 127U >y 7 LET,
b) [f{> A= (Installer) | ¥ 7 %27V 7 LET,
) [ZTF7¥ v I Ny r—U A A N—=F &M LIFHA( A F—/L (Manual Install using
classic packaged installers) ] Zi@R L, [k~ (Next) &7V v 7 L7,

Secure Connector 7 7 A 7> b r— D — = b Z A 7% [Secure Connector] T

j‘o
d) #WURAN—=Tarw/ROT (V7 AZIEESHL%5E) . [V r— R (Download) 1%
70y LET,

e) RPM/ Xy —TZRBEAMA® Linux R A MZat—L, L— MERTKROa~> REFETL
Efjfo rpm -ivh<rpm filename>

ATv T2 APl #FRLEHLLF—2 > OBE

B sisr—42bL—4%
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(FF2av) HED/N— 3 >0 Secure Connector ¥ 51 7> = BHET S .

Secure Connector h—7% > [X, OpenAPI (Get Tokenendpoint) ZfiH L TH&ETHZ L TEE
7T, KD Python B LU Bash A=~y hEMHL T, HrLW =2 ZEGTEES, HHS
1% API F—I(Z1T external_integration BEEESLEETH V) | F57E S 7o/ — M ~DFE X AL
T BANKLETHD Z LIZHERE LT Z X, Python ™ Secure Workload OpenAPI 7 & A

T2 hDA A =L EH LWAPIF—DIERRIZOWTIX,  [OpenAPIFEFE] #2MLCTL 72
S,

« F—=U UBBD 6D Python A=y +

from tetpyclient import RestClient
from urllib import quote

API _ENDPOINT = "https://<UI_VIP_OR DNS FOR TETRATION DASHBOARD>"
ROOT_SCOPE_NAME = r"""<ROOT_SCOPE_NAME>"""

API_CREDENTIALS FILE = "<API CREDENTIALS JSON_FILE>"
OUTPUT TOKEN FILE = "registration.token"
if name == "_main ":

client = RestClient (API_ENDPOINT,
credentials file=API CREDENTIALS FILE) # Add (verify=False)
to skip certificate verification
escaped_root scope name = quote (ROOT_SCOPE_NAME, safe='")
resp = client.get('/secureconnector/name/{}/token’.format(escaped_root_scope_name))

if resp.status_code != 200:
print 'Error ({}): {}'.format(resp.status code, resp.content)
exit (1)

else:

with open (OUTPUT TOKEN FILE, 'w') as f:
f.write(resp.content)

c =V URIFDEHOBASH X=Xy b

#!/bin/bash

HOST="https://<UI_VIP_OR DNS FOR _TETRATION DASHBOARD>"

API_KEY="<API KEY>"

API SECRET="<API SECRET>"

ROOTSCOPE NAME="<ROOT SCOPE NAME>" # if the name contains spaces or special characters,
it should be url-encoded

TOKEN FILE="registration.token"

INSECURE=1 # Set to 0 if you want curl to verify the identity of the cluster

METHOD="GET"
URI="/openapi/vl/secureconnector/name/$ROOTSCOPE NAME/token"
CHK_SUM=""
CONTENT_TYPE=""
TS=$ (date -u "+%Y-%m-$dT$H:$M:$S+0000")
CURL_ARGS="-v"
if [ $INSECURE -eq 1 ]; then
CURL_ARGS=$CURL_ARGS" -k"
fi

MSG=$ (echo -n -e "$METHOD\n$URI\n$CHK SUM\n$CONTENT TYPE\n$TS\n")

SIG=$ (echo "$MSG"| openssl dgst -sha256 -hmac SAPI_SECRET -binary | openssl enc
-baseo64)

REQ=$ (echo -n "curl $CURL_ARGS S$HOSTSURI -w '${http code}' -H 'Timestamp: $TS' -H
'Id: $AP17KEY' -H 'Authorization: $SIG' -o $TOKEN7FILE")

status code=$(sh -c "SREQ")

if [ $status _code -ne 200 ]; then
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st —s 2 rL—4 |
. Secure Connector 7 514 7 > F DIKREDHER

echo "Failed to get token. Status: " $status_code
else

echo "Token retrieved successfully"”
fi

ARTYFT3 =9 UFIE—LTISAT72 NERBT S
systemctl stop tetration-secure-connectorsystemctl stop tetration-secure-connector
N—=2 277 A )VE *cert* 7 A NHFIZa—LET,
/etc/tetration/cert/registration.token
Secure Connector 7 4 7 > b & FLE) L £ 7,

systemctl start tetration-secure-connector

Secure Connector 7 54 7 > FDIKREDHER

rpmdb T/ /- — 3 tet-secureconnector-client-site 2 7 = 1 §°% Z & C, Secure Connector 27 7 A
TYIBA AP ENTOD DR TE LT,

rpm -g tet-secureconnector-client-siterpm -g tet-secureconnector-client-site

AVAR=LENTWEY T4 T FNOBEDIREBA R T 51213, systemd —E 2
tetration-secure- connector D AT — X A Z il L £ 1,

systemctl status tetration-secure-connector

Secure Connector 7 5 A 72 FRAT—R X

[FMEA— 4 A ks L—% (External Orchestrators) |~<— U2, %€ SINTZAMBA—7 A FL—&
& Secure Connector b & RNV D AT —H ANEKRINET, IMEA—7 A L —FDOFEFIZ
Secure Connector N HZNZ 72 > TV D EA . [Secure Connector] «~<— T Secure Connector 77 7 A

Ty hANY) v B2FRTEET,

7272 L. SecureConnector N > RIVD AT —H AN [T 7T 47 (Active) | THHIZH10D D
T I TAT R A MY v I BRERENLRDEEIL. HVX—T g D Secure Connector 73 A
VAR ENTWNWA I EEEWRLET, Secure Connector 7 7 A 72 hX—Ta DT v
JL—RIZETL, ROEI A v =V RERINET,

X 12: Secure Connector 7 S A 72 bDT v T L— KA vtE—T

Secure Connector

Info

N

- Tunnel Status Active
°

n o Secure connector client metrics reporting not supported in the version installed.
Please download the latest rpm and upgrade Secure Connector client using the command: rpm -Uvh <rpm_filename>

B isr—452bL—4



| st —4~ZbL—%
Secure Connector 7 54 7> FRT—4 R .

\)

GE) 5D Secure Connector RPM DA A b — /L ENEIZOWTIE.,  [HHT D Secure Connector 7 5
ATV FRPMOF T — R ZZRLTIIEZIN,

74T bA M) w7 BRI HITIE, ROFINEEZFETLET,

FIE

ATY 1 [REDOFEM (Configure Details) ] T, [A7T—# A (Status) 117%2 7V v 27 L%, [Secure
Connector] _X— Y NEREINFET,

GE) A C[EE (Manage) | >[Secure Connector] % 3%&R L T, Secure Connector b
VENVDAT =B AT IV RATHIELTEET,

ATv T2 [ (General) |. [ % —7 = A A (Interface) ]. 721X [/L— b (Routes) | ¥ 7 &R L
T, 7747 k& Secure Workload 7 7 A & Rl DHEfEA T —Z ZADFEMINZT 7 B A L £ T,

I sir—sz2rL—42 I}



. Secure Connector 7 54 7> FRT—4 R

sA—4s 2 bL—4 |

-

B

General

WO HRE —BRRLET,
« Tunnel Status
IR M4
«IP7 KL A

« HTTP/HTTPS 7' = 3+ (HTTP/HTTPS
Proxy)

e [/X—=Y = (Version) |: EVL RAXA—T g

vE—ERRLET,
« vCPU O¥%
« & AE (GB)

o [BER  (Uptime) ] : Secure Connector
74T PIRFETIRTVD VM O
R 2 —ER R LET,

s [)»— FE— FOEKZEHEE (Last
Heartbeat Received) ]: 7 7 A4 7 > b5
BBICZE LT — b E— D HRE
A LR T —BRRLUET,

s[N—hE— FOKEEF (BETH)
(No. of Heartbeat Failures (Last 1 day)) ] :
Secure Connector 77 7 A 77 2 ks ~DFEHEH
1HICRIE LB E ) AR LET, 7T
AT IBET 7T ATDEETHLY
By AU MIEAEEEEA, AT
MI1HBHOKDVIZU Y FENET,

TR Y vy TEIE (R UM)

A3 —T (4R

Secure Connector 77 7 A 7 R RFEITI LT
AHVM DA v H—T = ADFEMEZ —EER
LiTO

JL—Fk

Jb— T —TIZIX, SEHEIPT RL A F—
N7 xA., genmask, BLOA ¥ —T AR
N—ERRINET,
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| st —4~ZbL—%
Secure Connector 7 S A 7> DT v T L—FK .

Secure Connector 7 S A4 7> bDTFT v T L—F

Secure Connector 7 7 A 7> MIBEEFEZ I R—F L TWETA, Y7 b7 OHF LV WI—
CarvEA AN THIZE, ROa<wr REFEH L CTHREONN—a 0BT A VA B—
L THE, FTLWAR—=2 300 (f A P—)LFJR) [C#ERET,

rpm -e tet-secur econnector -client-siter pm -e tet-secur econnector-client-site

Secure Connector 7 5 1 7 > ~ D HI&R

Secure Connector 7 7 A 7 M, RO a< 2 REHHLTT A A =L TXxET,

rpm -e tet-secur econnector -client-siter pm -e tet-secur econnector-client-site

Amazon Web Services
A

GE)  AWSHMEA—7 A R L—ZHEEEIL, FTLWAWS 7 77 Rax 7 ZHERED—ERIZ72 0 £ L,
IOV —RIIT v 7T L —RT5 L, BFEO AWS A —47 A b L—H 1 Tae A H 0 B
20 FT, BEEALERGAIE, FTLOVAWS 2327 X 2Bk L E3, S WV TiE,  TAWS
axy ] EBRLTIEIN,

Secure Workload TIZ AWS V= a B U TAHA A A TA _0 R 5 —42 & HEHICEDY
AL Z N TEET, TAWS) XA TONEA =7 A b L —FFRENBINELD &, Secure

Workload 7 77 A 7 AX AWS = R A » MIEB L. FEITHB L OEIRREDOTXTO
AVABL L ADAZT =R ERSELET,

GIp=E=S s

MHENDIEF 2V T o4 b—7 2 (T 7 BAF—LRER) [JIX, =7 A ML —21FH#
DIAGZ 7 2 i Y2 O TAM HERRDS L E T,

BEI«4—ILEK

E4k3 BT
ID F—rr AN L— a3 COEARET,
O] 2P —REE LIz —7 A R L—H D4,
2 AT F—TARNL—=2DEAT . (ZOHEIX
aws)
G F—r A b L—Z OffiH i,
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B o0

J—9 70—

sA—4s 2 bL—4 |

Bt

AR

AWS 77 A ¥—1ID

=2 A N L — R BERENTWB T h
7 MZBEEMT SN TVWAET 7 A% —,

AWS v —2J Ly T 7 BAF—

F—=0 A b L= ZHERPER SN TN DT 7
v MIBEEAM T bR TV D s, Mz
T 2T N WERE AT 20ENH
DT EITERELTLIEE N,

[AWSVU —< = > (AWS Region) ]

V—rn—RpREHAShTHD Y —Ya L,
V= u—RBPEEDY) =V a 5B LT
WAHEGAEIE, UV — a v 2 EEB O E D
VETY, IELWY —2 3 MEIZOWTIE,
https://docs.aws.amazon.com/general/latest/gr/

rande.htmlZZ M L TS 7Z2E 0y,

HEBLAREAEDORZ T AN
Cert)

(Accept Self-signed

AWS DIE . HEIIZ true & ~—7 SLE
T, =P IRETTEE A,

TIVAF T gy MNElE

BHALO T VAT v T a v MR,
Orchestrator Inventory Manager 1%, 4 —/47 A b
L— B NG 7 VEFIR—Y T EFATLET,

ATy T gy Mk

MEALOZES ATy T a y MR,
Orchestrator Inventory Manager (%, 4 —/% A h
V=S WO EHORE T =y F LET,

RA MY R B

AWS A —7 A R —F Z A F|ZITHRA R Y A
MIKESHD A, AWSOZ Y RAKRA v b
I, BRDAWS U —T 3 7 ¢ —/L KB ER
BahES, 207 4=V RIZEHOEEIC
THLERDD 5,

72 TSDB A U w7

HMNCT D&, fixDF—r AL —FD
TSDB A b U v 7 3 LAR— b ENET, E)
REE. TRTOF—FARL—F A Y »
T OEFHNUER—FENET,

TXaT axy X k)L (Secure Connector
Tunnel)

Secure Connector Z /I L7=Z DA —4 A b L—
B DIRA R ~D b o IV

LET,

cHIROWER T 4 — LV REZ AT LT AWS A—4F 2 L —F R L £,
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| st —4zbL—%

F—rzxtr—sizkyzmshzs~ir i}

A—TAML—FICEYERSINDE TN

Cisco Secure Workload (%, IRD T~ L& T XTD AWS A AKX L ABIMLET,

4—__

B

orchestrator_system/orch_type

aws

orchestrator system/cluster name

<Cluster_nameld+—%—NZ DA —F7 A L —X D
FREATH T 4R

orchestrator_system/cluster_id

<|product| THOA—4 A h L —& OFEED UUID>

AREZVABERD I NIV

DT ~)UEA v AZ A TY,

;F_

B

orchestrator system/workload type

vm

orchestrator system/machine id

<AWSIZ & > THEIY Y4 T 57z Instancel D>

orchestrator system/machine name

<AWSIZE > TZ D/ — RIZFEE 7= PublicDNS
(FQDN)>

orchestrator ‘<AWS Tag Key>*

<AWS ¥ 7' fE>

SO a—Fa 05

cAWS U — g v LAl = 2R S,
ZHAHOMEIIM G & BHAICEEL TWAH72D, BIFELZRNTL I, 72e 2,
us-west-1 28U — 2 =2 U OA . ATHMEY — 13 us-west-1a, us-west-1b 72 K272 0 £5,
A= AN —2 &R THEEX, V—VarEHHTOIMLERSD 9, TXTO
U — 3 UIZOWTIE, https://docs.aws.amazon.com/general/latest/gr/rande.html [5555] % 22

LTLIEENY,

o F— AN —AEREEH LI-ROERB L0 LT vy LORIE,
a—P =t REVEFINATZ-CICANS Y —7 Ly b —ZHIEETALERLY £

—j_ﬂo
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. Kubernetes/OpenShift

sA—4s 2 bL—4 |

Kubernetes/OpenShift

\)

(¥)  EKS BELWAKS A4 —7 A b L—ZHBEIX, TNENH LWV AWS BN Azure 7 7 7 R

ORI HAREEED—FBICRV E LTz, TOV V=R T v 77— FRK+5E, BEFED EKS B X
WAKS AN A— 7 A R L —H (3540 RIS/ 0 £5, BEALERGAIE. HiLv AWS
Fold Azure 2 17 X EER L ET, FEllcO Wi, 79 Kaxs ¥ of#E Iy
EZBLTLLEE N,

27V 73 Kubernetes 35 & U8 OpenShift DN A — 7 A b L—Z[IEBR SN TV ER A,

Cisco Secure Workload (%, Kubernetes 7 7 A XN T7 A T DA X2 b OBEEY AL E Y
A— Kk LE7, Kubernetes/OpenShift 7 7 A X ZHNBA—7 A N L—F KBNS LD &
Secure Workload (37 7 A% D APl r— "— |28zt L, DV TAZND/ — R, Ky K B
XY —ERADAT—HX Z%BH LE T, SecureWorkload (%, A7 V=2 M AT LT, A&
TV x 7 MCBEEAHT 5TV S 9RT O Kubernetes 7 XL & A VAR — b LET, fEILTT
ZOEFEAFR—FSNET,

Secure Workload I, Kubernetes/OpenShift 472 =7 FNHIZERINTZT LD A KR — KT
MxT, ENOLDOF TV haeA XN T4 NZTHERALLTLS 5704 L E
T, TNHOEMT VX, @HERY O —%2ERT DBEITFRHIE LG E T,

TRTCOT~LOFEMMZ OV TIE,  [Kubernetes 7 7 A Z IZE#T 57~ 2L TLE
éb\o

Kubernetes / — R CEHANANI /2> TWEGE (EHZ—Y = MR A A M=V 31, 1
77 7 AN THEAT—Y 2 FTOBEAPEDNT/R>TWD) | BHRY —1F ZO#
A& L THLY JAE L7z Kubernetes =27 4 7 4 IZBT 2 EHMEZFEHA LT, /— FBLUOHR v
RAFTZER ONE DM T2 A A b= S E T,

Y59 KRTS5y b I+ —LED KubernetesIZD VT

YR—=—FEINTWDEI T RTT v 74— THERITINTWNHRD~ % — K Kubernetes
P —ERADOEE, ZOF—F AN —FOMRRIX, 77U Raxs 2z AL TRt E
7,

» Amazon Web Services (AWS) T31T X415 Elastic Kubernetes Service (EKS)
* Microsoft Azure T3{T &1 5 Azure Kubernetes Service (AKS)

* Google Cloud Platform (GCP) TZ1T Z#1% Google Kubernetes Engine (GKE)

779 R7TTy v 74 —2h EDKubernetes 7 7 A X DT — X B ESFT D FEOTERIZHOWT
W, 790 Kaxs¥] O vy 7 E2BBLTIIEIN,
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| st —4zbL—%

Z2HE L UHRES

o AR — b ZFL TV 5 Kubernetes 35 & O OpenShift 73— 2 2 DW T,
https://www.cisco.com/go/secure-workload/requirements/integrations & Z I L T < 72 &\,

zussvmzzes

« Secure Connector | o R/ (BT MLIE/REE) |

BEI4—ILEF

WOBREZ 4 —IVRiX, =7 A ML —H 4TV =7 k@ Kubernetes 7 —7 A kL —HRIEIC

B L £,

J4—ILFK

A

Al

a—YP—NEELA—F AL —2 3D
AN

[#B (Description) ]

F—Hr AR L—3 g rD—PF—EEDH,

[7 /v %[l (Delta Interval) ]

Kubernetes =2 RARA > F DEF 2R+ 5
fika (7)

[Z/VAT v 7 ay MERE (Full Snapshot
Interval) ]

Kubernetes 7 — % DFEREIR AT v 7L g v b
AT HMIE (HALD)

[—H%—4 (Username) ]

F—HARL—vary oy RRA Y hDz—
Y—%,

[/SA T — K (Password) ]

F—HF AR — gy T RRA Y RO/
U— K,

[FEFAE (Certificate) ]

WREICEER S D 7 747 &~ FREE,

[FF— (Key) ]

7547 v FEEHEICKHINT HF—,

[F8FE h—72 > (Auth Token) ]

Opaque il h—27 > (X7 T —h—27 ) |

[CARERH®E (CA Certificate) ]

F—H AN — a3 Ty RRA Y N EKEE
4% CA FFAE,

[HOEBAGEHEOZ T AL (Accept Self-signed
Cert) ]

Kubernetes API ¥ —/N—ZERED i 72 SSL
F P ENT DTy IRy 7 A

[FEA72TSDB A U v 2 (Verbose TSDB
Metrics)

Kubernete 27— A L —2 DA N » 7 T &
WCHEFFSILE T, False ICEREINTW A
4. Secure Workload 7 7 A X KD A RV
7 DHDHEFFSIVE T,
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sA—4s 2 bL—4 |
| BRI

TA—IL K 20
[E¥ =T axs X kL (Secureconnector | Z DA —7 A KL —FDIEAR~DEF 2T
Tunnel) ] ARy L NNV EN LT b RV
[ A U A (Hosts List) ] F—4 Ak L—& ~D Secure Workload D&
FiE#EFRET 5 { “host_name”, port_number} <<
7 OFELH

[K8sv % — ¥ —# A 7 (K8 managertype) ]|Kubernetes 7 7 A X D~vR—T % XA 7
(Vanilla/Openshift Kubernetes DEzHE LIS

[AWSZ T A 24, (AWS cluster name) ] 7 T A OVERRICIRE SN e A —FT A h L —
2 D4ET (BEFED EKS D7)

[AWST 7 & ZID (AWS Access ID) ] F—7 A N L —ZREPER SN TND T H
Uy MCBEMT BN TWE T 7B A% — (B
1£D EKS D7)

[AWSFREE T 7 7 A ¥ — (AWS Secret Access | A —7 A N L—XERIBPER SN TNDET H
Key) ] 7 v MZBEA T DAL TV D S, A
T D= NCWEREL AT 2 0E R H
HZEIWZEELTLEEY BEFD EKS @
) o

[AWSU —< 3 > (AWS Region) ] U—7u— RBRERINATHWDLY —Va Ly,

UV—ru— FREHEOY —Ya LT
WAHEEIE, U= 3 > T EIEBI O ED
T, IELWY —Y 3 EIZOWTIE,

[https://docs.aws.amazon.com/general/latest/gr/
rande.html] ZZH L T & (BEfFD EKS
DH) o

[AWSH [k & 2 —/LDOARN (AWS Assume Role | 4—47 A b L— X ~OEEg 5] X k< r—
ARN) ] JL® Amazon U YV — A& =,
lhttps://docs.aws.amazon.com/STS/latest/
APIReference/API_AssumeRole.html| ZZ M L
TLEEW (BEfFD EKS OA)

[Azure7 7> FID (Azure Tenant ID) ] Azure 7 A7 ) 7y g VCEEMNIT AN T
F > M ID (BEfFD AKS D)

[AzureZ A 7 > FID (Azure Client ID) ] Azure AD TERRET HAMENH LT 7V r—
va HEEMT bR =L —E D
ID (BEfFD AKS D)
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| st —4zbL—%

=z tr—sni-L7oi—1 |

J4—ILFK Bl

[Azure” 7 A 7> b3 —27 L > ; (AzureClient | Azure AD CTERFET A MENHEHT 7Y /r—
Secret) ]

TarOYh— XY VT EERMT B
NI AT— R (BEfFD AKS DH)

A—AbL—2OdJ—ILT2IL—IL

=T U=V ATl FORBMEICOWTIE, UTFTE2SRLTLLEEYn, dI—LF v )b—

NEERT 5D Z & T, Kubernetes 7 7 A X J — K CANAN 72> 72t L. Kubernetes 7 7
A K DKERE LT D 72 DI B b — L OAERR & fRICERCE £ 97,

Bt

A

Kubelet 7~ — b Kubelet / — Koo —H )L API AR — b

P—E R

Kubernetes 4 —E 2472 = 7 hDOES

kubelet N — b iX, Kubernetes EELT —F 15 kubelet ~\DNT7 7 4 w7 (G470, 4
27T 47— RORy NOFETRE) 245K Y) O—2ERT 27-DICMETT, S
F S F 72 Kubernetes r— B A &7 —F U OBEEREIL, —HEOV—E R & LTHEESN,

KV —EAEFHIOT > b UIZITROEERH Y £,

« il B RZFHHIT 5 T
« 7 FL A : <IP>:<port>/<protocol> JEA DY —E X = FRA L 7 FLADY X b,

cayyva—~v TV RRA VI Daryya—~vDU AN (FrAENAEITRY RELIZ

J—=F)
S

GE)

X A 7L LT [Kubernetes] VIR STV DS, T— /T L — USRS TRl SV E T,
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13: Kubernetes 2 4 7N 3 —)LT 2 IL— LD VERL

Create External Orchestrator Configuration

Save changes to configure Golden Rules? Yes

Type
Basic Config

’Kubemetes - l
Hosts List

K8s Manager Type
Golden Rules ’ (None) - l

Name

Name

Description

Description of the orchestrator

Delta Interval (s)
60

Full Snapshot Interval (s)
3600

Connection will be tested after the creation. Create

T—7 70—

o« MEEZN U T, Secure Workload 7 7 A Z 7> & Kubernetes APl Y —/3— (5 n]) ~D e
AIZ Secure Connector b > RV Z#ERL L F97,

o HIR OWERL 7 ¢ — /L % AN J7 L7= Kubernetes 4—/7 A b L — % Z 8k L £97,

« Kubernetes — 47 A hL—HZ O Id—)LF L )L— /L ERTELET,

Kubernetes A—)LR—X 79+ X a> kO—J)L (RBAC) 'YJY—XI[Z
B9 5&ZEEIE

Kubernetes 7 7 A4 7> M, kDY Y — A% GET/LIST/WATCH L X5 & L¥4, & —/GEF
HEFZIFEEY XTI bR LN 2RI BEID LET,

W St —r R kL—%
I
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Kubernetes 0—)LA—X 74~ +X 3> tO—)L (RBAC) 'JYV—RIZBET BEEEE .

$8E 7 5 Kubernetes LD EAETEHRIZIT, KDV Y — Rk B I/ NMEOHER® »~ R B3MET

R
)y—=x Kubernetes @ Ef5
endpoints [get list watch]
ATTEEL | [get list watch]
J—FK [get list watch]
Ry R [get list watch]
Pt X [get list watch]
ingresses [get list watch]
replicationcontrollers [get list watch]
replicasets [get list watch]
deployments [get list watch]
daemonsets [get list watch]
statefulsets [get list watch]
TEH [get list watch]
cronjobs [get list watch]

FARWNZ, 2D OF/NROMENRZ M LT, Kubernetes % —/N—|ZHERI 72— R T B
FEERTEET, 2OV —ERT I U bOIEREESIZT S kubectl 2~ > KDY —47
ADH) & LLTIZ 3~ LET, clusterrole (role TiX7z\ M) & clusterrolebindings (rolebindings Ti7z2
VW) ZERTHZLICERELTLLIES Y, IbITy FAZ 2RO —LThHY | LHiZEH 2
EOr—)LTiEH Y £ A, role/rolebinding DL IL, #rE L £ A, ZiUL, Secure Workload
DT X CTOLREMNGOT —Z G ERITT 5720 TT,

$ kubectl create serviceaccount csw.read.only

clusterrole # {ERK L £ 7,

e/ NROMERR % F52 clusterrole.yaml O & LL R IR LE T,

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/vl

metadata:

name: csw.read.only
rules:

- apiGroups:

wn

resources:
- nodes
- services
- endpoints

sir—sz2rL—42 I}
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B cwemetes n—LR—x 7oz a2 kO—L (RBAC) U Y—RIZHET BEEEE

- namespaces
- pods
- replicationcontrollers
- ingresses
verbs:
- get
- list
- watch
- apiGroups:
- extensions
- networking.k8s.io
resources:
- ingresses
verbs:
- get
- list
- watch
- apiGroups:
- apps
resources:
- replicasets
- deployments
- statefulsets
- daemonsets
verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch

S kubectl create -f clusterrole.yaml

A\

Gx) INHDOXESFERY V—AD API 7 /L— 7%, Kubernetes D/3N— g VB OET O 855
FAEERHY £, ERROY 70T Kubernetes 23— = > 1.20 ~ 1.24 TEMEL £33,
D/ N—2 2 TIEWL D OFENR MBI R D560 H D 77,

clusterrolebinding % 1Ea% L & 97,

$ kubectl create clusterrolebinding csw.read.only --clusterrole=csw.read.

.—~only --serviceaccount=default:csw.read.only

serviceaccount 2> HFRFE h—27 3 —7 Ly &G L (GUI @ [FEEE h—2 > (Auth Token) ]
74—V RTHif) | base6d 25T 2 — KT 572912, yaml H /)T serviceaccount 2 U A b L
T, =7 Ly FOARIZESTEET,

$ kubectl get serviceaccount -o yaml csw.read.only
apiVersion: vl
kind: ServiceAccount
metadata:
creationTimestamp: 2020-xx-xxT19:59:57%Z
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name: csw.read.only
namespace: default
resourceVersion: "991"
selflLink: /api/vl/namespaces/default/serviceaccounts/e2e.minimal
uid: ce23da52-alld-11ea-a990-525400d458002
secrets:
- name: csw.read.only-token-vmvmz

yaml H/JE— R T —27 Ly b2V AT 5L b—27 UPERISIET A, Baseod B &
0 FET (—27 by FNF—XIT%T HHEHED Kubernetes FE) . Secure Workload 1%, = @
FEXD b—2 U %Z T AN TZ80, Base6d 7057 2 — RTH0ERH Y 9,

$ kubectl get secret -o yaml csw.read.only-token-vmvmz
apiversion: vl
data:
ca.crt: ...
namespace: ZGVmYXVsdA==
token: ZX1KaGJHY21PaUpTVX....HRfZ2JwMVZR
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: csw.read.only
kubernetes.io/service-account.uid: ce23da52-alld-11ea-a990-525400d458002
creationTimestamp: 2020-05-28T19:59:57Z
name: csw.read.only-token-vmvmz
namespace: default
resourceVersion: "990"
selfLink: /api/vl/namespaces/default/secrets/csw.read.only-token-vmvmz
uid: ce24f40c-alld-11ea-a990-525400d458002
type: kubernetes.io/service-account-token

=27 VLvw h&EY AL, .data.token 7 A =V ROHZEHI L, 1 DD~ KT Base 64
:/:[‘—:7:‘\/( VNS T a— FI 512, --template AT arEFEHT AR~ RMESL
Bi‘j‘o

$ kubectl get secret csw.read.only-token-vmvmz --template "{{ .data.token }}" | base64

-d

Z DFFE h—7 1. Secure Workload UI C Kubernetes 4—/47 A s L — & &R T 5729012,
2P XAV — RER T —AEREORD Y I TE T,

A—TARL—FICEYEREINDE TN

[Kubernetes 7 7 A X IZB#T 5T ~UL) 5L T30,

kST a—F4 28

« 7T AT v X —[FEAEDERIERO BT/ A —E
N 5IE PEM JETIRML L, kubectl.conf 7 7 A AL DIELWT Y N U THDLILERH

DFET, BEENCAGEAEE YV 4 7 2 FEFET 4 — L RIZAED 17720 F—LGF

BENEWNC—H L TWARAWNWI ERH D F LT,
» GKE #AEHF DD 0 1T geloud FRGETS #

sir—sz2rL—42 I}
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sA—4s 2 bL—4 |
. VMware vCenter

g@ﬂﬂfﬁ@&%ﬁ%bf“é%%@ﬁ\m@7?Z5@mu%ﬁ#%%ﬁ
o T geloud FBRETF M A FRHE L £97,

Kubernetes 7 7 A Z DA— 5 UBRHR— FENTWHWEREA

HHPED 72 N— 5 D Kubernetes i T2 &, =7 =0 BAETHREEMENRH VD F
9, Kubernetes D/N— 3 V3, R —FENTWNWEINRX—=Ta DY A MIHDI & a2
RLTLEEN,

EARAE WIS T IRMERDP DY F A

EHSNTVERGE b —7 v, 2—HF—FEr 747 v bOX—GEAFEIC, EED
RIZU A RERTOLTRTOMREH D Z & 2R LET,

Kubernetes - > X2 b U 2388 Lt} TWOES

hosts_list 7 4 —/L KiZ, [A U Kubernetes 7 7 A X D API % —/"—D 7 — L ZHE L F 7,
TIEMHH L CTHEELD Kubernetes 7 7 A X ZRET H Z LILTE E£H A, Secure Workload
IIEEIREEZ AN, N6 RRA L FDO12% T & MTEI L TR L. Kubernetes
A _y P UFERERGLET, 22 TEr— RRAT U ZRETERT, ZAbox
v RARA L NETARBMPEIZDMENDIRIELH D FHA, TNOBERRD 7 T AL T
LG, EOU T AZD APL Y — S—ITHHET 57225 U T, Kubernetes A >N U
ITENED Y T AZMEY D F 2l E,

B OFEREST

@ﬁ®mﬁﬁt(:—$:@NXU—P\%ﬁ%—yy\7?47V&%ﬂﬁ%%)ﬁ

REFIZATTEINDHERH Y, API YV — =L DM T ENTZ 7 7 A4 T v M T
%éhi#ozzfi B3 72 [ EREE ST AU %9 B A HE D Kubernetes /L — /L 233 F S
F9,

 SSL FERAE O MR FERIK

Kubernetes APl =2 R A o b3 NAT £721E7— RN T U OERICH 5854 . kube =
vha— T L—r ) — RTAREI N SSL EERA#E® DN 23, Cisco Secure Workload Ti%
ESNTZIPT FLALE—HLARWEAERHY £7, 22XV, CATEHEN RS,
B TH->TH, SSLIRAENKI L £7, Insecure / 7 11 72— N— SSL AFIAE DMK
FEZANANZAT LT, ZORMEZFRET D DOITENEL E 25, MITM ORJEIZ D235
FREMENH Y £, ZTHICHTAIELVELEX, CAGFHEARZF LT, Kubernetes 7 7
AL ORI TE DT XTODNS/IP T hUIZSAN (7 V=2 MUE4) =
N ERRETHZ ETT,

VMware vCenter

vCenter Fi A IZ L VW, 22—V — IR EE 7= vCenter 1> HXT A X LB L OVM BIEA RS T
F9,

[vCenter] # A FIZHNERA—r A b L—HFREDBIMEIND & Secure Workload 1% % @ vCenter
AVAR AL S THIEENDTXTORT A H L EVMIZOWT, X7 XX VEEE VM
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EMEEZ B L £ 9, Secure Workload [ZX7 A # )L/VM DIRD g% A »AR—FLET, -a) &
AR B)IPT KL A ¢)BIOSUUIDd) 17 2V /T ~b,

AR NINT T IAT L AFELIRNGE . BT LA X2 B U EFEORT A X LIVM
JEME & FH LT Secure Workload TIER SIVET, A XU NIRRT 7T 47 o AZREICHAE
TAEE (X7 A X J)V/VM THEITEN TV B Secure Workload I M o3 —I12 X - THERR)

BEAFDA Xy b UL, B SNTZRT AZVNM O T TV /T Y AR TT LT &

nEJ,

o PEREIC L BL 74 . Secure Connector - > R /L,

e FIR— FENTUWA vCenter X— g U N 65 LUBETHAZ &

) N
XTE I 14—k
AEA—4 A N L—2 DERS] THIA SN TCWDAIEDFRIE T 1 —/V ROIEMNI, KD T 4 —
I REBRECTEET,
o [ARABFYU A B (HostsList) ]1E, X7 X Z/L/VM BN 7 = »F X5 vCenter V—73—
ZHTHRA M/AP & R— FOXT OEAITT,

J—5 70—
o 2 —H—|% Secure Workload 7 7 A Z 5% IP 04— b Zf ] L C vCenter ¥—/3—|(Z
TIEBRATEAZ L amYIHERT DLERH D 9,

* TaaS DA, F7213 vCenter h— N—THET 7 B RATERWEGEE, 22—V —idtxa7
AR B N RNVERES L CEE R AR T AMLENRH Y 77,

A=A PL—FIZKYVEREINE TN/
Cisco Secure Workload %, vCenter h—/N— 5528 L7239 XTHO VM IZIRD T L& B L
e

[mt

*— 1

orchestrator_system/orch type vCenter

orchestrator_system/cluster name <Name given to this cluster’s configuration>

orchestrator system/cluster id <UUID of the cluster’s configuration in |product|>
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AR EARABEEDIRN)L

[
O

kST a

WD T ~)NFA v AR AEAGTY,

R2Z:RDSRIVIEA VRE VRABETY,

*— B
orchestrator_system/workload type vm
orchestrator system/machine_id N7 A A )L/VM @ BIOS UUID
orchestrator_system/machine _name NRXT RAHJV/VM DR A "4
orchestrator ‘<Category Name>* <Tag Value>

s vCenter DA A —7 A N L—ZRERK MBI & 415 &, Secure Workload ¥ 7 b 7 = 7 1%
AARU A NTHEIIN vCenter b — — {28 LET, b—_—~DEHNKZHT D
& . Secure Workload ¥ 7 = 7 = 71, vCenter —/X—|Z(FET BT XTDORT A X)L &
B~ P DRA N, IPT LA BROAT TN/ TV &AL R— b LET, X7
AEZNLEVMDEA R EIPT RLAZA VAR— T 5I20E, T XTOXRT A X)L EVM
VM Y — L% A VA N—=NTH0ENH Y E£T, FFEDRT XX VAR~ 12 VM
VLIS A A R =L ER TV WS Secure Workload Y 7 b U = TUEE DRFE DT
AZNVINM DAT TV T~ FRLER A,

» Cisco Secure Workload ¥ 7 b 7 = 7%, X7 A X /V/VM DI AL KgttErk A o AR— b LF
A,

e vCenter Y — N—DAFEZET 572012, [F/A4Z (Delta) | A F—3LE A4 ~—% 10
GUEICERET I EaB#IoLET, ERtoX A ~—0ELH N5 &, vCenter h—/3—
LA R MY ITANIEREDR D DA, DR L 10 5 OIRREEN R AE L E
7,

—T4T

o« B D RE
Secure Workload 775 A 7 A vCenter V— N—ZHEkt £ 7213 BZETE R WEES . T
H—lr AN L —F O [ AT —H A (Connection Status) | ¥ 712, @il T— (=F—
BhHDHGE) L EDIEERAT —F ANREKRINET,

* Cisco Secure Workload Y 7 b = 7 D~V ATF = v 7,

[AYFF A H—EAATF—4 A (MAINTENANCE/Service Status) | ~4— % F = v 7
LT, = ADMFIE L TRV L T < 72 &V, OrchestratorlnventoryManager 735
L TODMHERR L TIZE 0,
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DNS

DNS A2 X ¥ . Secure Workload iZ, CNAME B X TN A/JAAAA L a2 — RLDRA ML Y
@ DNS [EHR T, BEEHDA Xy M VICHERZMIT 22 RN TEET,

ldns) # A 7T ONEA—7 A b L —H I BIMIND &, Secure Workload 777 A 7 2 A
£ DNS P — N— D27k, DNS L a— KDY — Uik Fd v oo — REETLET, =
nH5OLa—FK (A/AAAA B UVCNAME L a— RO &) (3T S H,
lorchestrator_system/dns name| & PFEXILDH—DOEEBIET ~VEFEHL T, (A—F A ML —
AMBEESNTNDTF > MIETS) Secure Workload /34 77 A > DA X kU (LT
LD ESNET, X, TOIPT R A% (B E XN f5T DNS = b
V2720 £7,

ek X2 T axs X bR (HERICHERGE)

o AR— F I TS DNS —/3— : BIND9, AXFR (RFC5936) %W dR— b3 5P — 3—,
Microsoft Windows Server 2016

BEI4—ILEK

« [DNSY' —> (DNSzones) |IXZXTFHIESNTH Y, K LTFH)E DNS Hr— 31— H#EE S
ADNSY—r%FLET, T _XTODNSY —iZiF, KRIZEIV AR ([.]) oxxFN
‘/[Z‘gwc‘j—o

o [RA MY AN (Hosts List) JI1ZHRA NA/MP ER— FDOXT OEH|THY, DNS L a2— K
ZH59 5 DNS —"—Z4E L £, ZZTid, HA OH%Z B L LTHEE D DNS ¥—
IN—Z B CE £J, hosts_list THEELD DNS — "= E SN2, & HETIX
TR DIEH 74— 38— SEH & ET, hosts list DT> b U DTN SIEICESE SR
F9, Y% DNSH—AR—THFTLHZLIFITEERA,

7—9 70—

e ¥9°, ——[%. Secure Workload 7 7 A X /554 IP/AR— bk T DNS P — 3 — |22z n]
BE/R D E AR T HDMENDHY 97,

* TaaS %A, F/2IEDNS b — = HBERFETE 2WGEE, 22— —l3Zehaxr ¥
F RNV ERE L CHERAZRILT 2 HERH Y 1,

¢ DNS #— X—TIE LV'DNS V' — #E3% ACL F /- 13k 2 3% E LET, FEMIC VLTI,
RO DNS — "=V T NI 2T D~V =a T ALEBR LTI,
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ERENDHINIL

orchestrator_system/dns_name -> = DfEAN T X TE D IP %779 CNAME 5 L O A/JAAAA R A |
HTHLEBDET 4 —V 1,

[

=l
=

*DNS A —F7 A ML —&7 4 —RFAZXT—X7 — RKTT, DNS YV —iliikn b8 &
- IP 7 R L AT X o T Cisco Secure Workload 121 > X2 MU 7 A T ABMEREN S Z
LlEHVFERA, KD VIZ, BEFEDOIP T RLAD T L3 H LU DNS A ¥ 5 — & CTHE
SNET, AHARIPODNS 77— %, BERLCHESNET, B —FEE M
DA =7 AP L—HFEEZMN L TEEENTWARWIP O DNS A X5 —Z I ERE 1T 5
{Z1X. CMDB 47 v 70— RA D= XL ZMHALTCIPEZT v 72— KL, IP DA X
VRV N ERERTARERSHY I, CMDBT v ' r— R LFEE SNV TRy
MZEoT, AU MV FPUMMERSNDZ E1EHD FHA,

¢ DNSH— _R—MnB5DCNAME L 1 — R & A/JAAAA L a— ROBZPMLE S £9, CNAME
La— Rid, ZN5H0ET AJAAAA L a— R &2 L CREAY7ZR IPv4A/IPv6 L 22— RIZALER
SNET, CNAMERFE UA—7 AR L —FMNHLDA/AAAA L 2 — RERELTWAIRY .,
H—L OB OLNRYR— FERET (DF Y, CNAME ->CNAME > A/AAAA 0%
NWUEOF == 3RS ERA) . 82D DNS A —47 2 L —Z ] TH CNAME £
TR — S TWERA,

Cisco Secure Workload %, Secure Workload 777 A4 7 A — 3—D 1 Db, £720X
TaaS DALY T U R, F 7213 Secure Workload Secure Connector VPN k > /L —
EREZRARLTWD VM HHIEIND TCP #fi A H LT, EIN IP/A R M
ER—= MEF~OB AR A ET, ZOHREELIMELTDIZE, ZONTF T4 v 0%
FRTAE0T7 7 AT U+ —NERHETHILERLY £,

DNS AXFR 4##E o R

BT, 1FEAEDDNS —s3— (BIND9 F 72 1% Windows DNS F 7213 Infoblox) TiZ.
27547 FIP A DNS V' — ik (DNS 72 b abdd~La— RiZ k5 AXFR E3R)
ERAHDEXIC, BIMORENPLEIZ/D £F, ZiuL, fHx o DNS L a— REfifkd
D7D T DNS HaR & T, MBR Y Y —AEBEEEREN LV 2L DT
WTT, TNHOTT—(X, W, AXFR 238 H2— K5 (REFUSE) TGSz & &
WCRRSINET,

L7223> T, DNSH—N—RNELLFHEINTWNWD Z L EHERTH-DOFHET A M,
KA RGN I T o TR LTz L 50 TIERL, dighEoy—LzHHL7T)
HAKKY 72 AXFR ERZT A T H0LENDH Y £17,
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DNS A —4 2 kL—a DT nESK— v out [

DNS H#—/3—/n 5D AXFR V' — U HRIED FATIZRIT 5 & . Secure Workload 7 7° 7 A 7
VA2 X - T lauthentication failure error| 7 1 —/L R CTHEINET,

¥ 7-. Secure Workload 1%, HEINZTXTHDNS VS —r bV — tEkEERLET
73, DNS 5 — ¥ % Secure Workload 7 ~LF — & _X— X T AT B 72DI121%, FDT T
M T AUERH L Z EICEE LT EEN,

o X MUD[HA ML (Hostname) | 7 4 —/L FIZ[DNS] 7 4 — /L RIZ L > TANE
3. Thostname] (X% |Z Secure Workload & o —m b H snuEd, 4 X U R
U= ETIEARL, CMDBY v 7'r— FZ N LT v/ r— Fangha, RA M,
MRE LTV LLHERHY £, DNSA—F A ML= V=7 70 —nb6DT X TOT—
#1%, Torchestrator system/dns name] 7V FIZDOHAFERIIL, FA RN T 4 —/L F
WCANEINDZ EiTHY FH A,

DNS A—45 X RL—BDIILIEHKR—1 T DEIE

FIFIN DTN ZTF v T gy ERET 24 BT
F T HI NDES ATy T gy MR 60 4T
F 74V FORIE. A ~—DR/NTFEETHLH Y £9°,

DNS L oa— RNZIF LA EEEFEINRWD, ke 7 = v FEHEDT-DIZ, Secure Workload
WIS AT v 7 ay MERIZ EIZ, WIFmno DNS V' —r v U 7L SHARTIOBRE D
BEINTWAINT 27 LET, VU NEBINTWRWEES, 77 v a inELD F
A,

WITNDD Y — U DNEFINTGAIEL, RSN THWDTXTODNS V—r (BRI H
— DV =T TRL) MY = URiEEFITLET,

Secure Workload |d, 527 A F v 7 v a vy MERI LIZ, V—r DU U TAEZBENREEINT
MEIPDITERARL, T TOY = b — iRk ra— REERITLT, TN T—H
N—ZTHFHALET,

HR— kb SR UviEEE
A

2L *DNAME =A U7 A L)Ly 7T v AP R— S TWEEA,
o H5y ) — Rk (IXFR) 1V R — ST EH A,

Infoblox

Infoblox # &2 L V. Secure Workload I Infoblox %7 %~ k. & Ak (record:host) . BIL N
A/AAAA L 21— R % Secure Workload 1 > X b ) F—H RXR— R VIR— " T& 2 X917k
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D E9, PERARERBIMEDARIEMIZFOEEA R — NS, AL EARY) > —%2 T
5728 @ Secure Workload 7L & L T CT& £,

\}

GE)  {EEFREZRBIEZFi o Infoblox 47 V=7 FOHMMBIBEINFE T, T7hbb, YEEFMREREML
DT X TFINTWHRNEDE, AR — LRI S ET,

TOIIE, Infoblox 226 A ' AR— kI, LR ATREZ2 B YE Department Z FF DR A A7V =
7 Mt L TAER SN 7 v Z2 " L TWVET,

14: Infoblox 5 ~ )L D15

.orchestrator_Department = AES789
.orchestrator_system/cluster_id = ! ; i
.orchestrator_system/cluster_name = scalel3-ib
.orchestrator_system/machine_id =

record: host/ e il = Smewiclient8/%20
.orchestrator_system/machine_name = client8
6. orchestrator_system/orch_type = infoblox

B WD =

(62}

s WAPI /X— 3 > 2.6, 2.6.1, 2.7, 2.7.1 2% — 95 Infoblox REST APl = KA
ko (HELD)

BEIL—ILEK

[HNERA—4r A b L—Z DERL] TR SN CWAILEDRIE T 4 —/ FOIENT, DT —

NV RERETEET,
HET4—ILK WA £ EA
[RA KU AL (HostsList) ] |O ARARYARNL 12D

Infoblox 7'V v R&E/RLET,
%Y, RESTAPI T 7 & AHE
PEOEBDO Y v KA

N—ZBINTEET, Bx
T—IAELTEHA. SN

F—r A hL—&I1TY A2 N
DIRD A 23— ZHI ) Bz F
9, BID Infoblox 7'V » KH»
5TV EA VIR— T DY
Bl HF LW A — 7 A K
L—2 2R LTSN,
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\)

GE)  Infoblox A —4 2 ML —F DPEE. IPVAB LI IPV6 (FaT VAKX v 7E—R) T KL A
DY R—FENFET, 2L, TaT VAL 7OV R— MIX—ZOBETH D Z LITiE
BLTLEEN,

J—9 70—

« £, —¥—|%. Secure Workload 7 7 A % 7> Infoblox REST API =2 N1 > M2
ETXDHIEEMERTINERDY 7,

* TaaS D&, F 7213 Infoblox H—/N—|ZHEER|E T X 72\ 54, =—% —I|Z Secure Connector
Mo RNVERTE L CHERZ AREICTA2LERH Y £,

* Infoblox % A 7 DINEEA—7 A F L—F Z{ER L £ 7, Infoblox 7T —% D& (7 x> b,
BA R, BEOAAAAA L a— RO ICk-> Tk, RUIOZERATFT Y P ay R
Cisco Secure Workload T FH [ HEIZ 72 2 £ Tl K 1 BFE 2300 £97,

o Infoblox R EDFRIC, 2—PF =TT DL a—RKZ A7 (7 %y b, BRA N, AJAAAA
La—FR) OBREZHEERTHIZELTEET,

T—TAL—2ICEYERSND TN

Cisco Secure Workload iZ. Infoblox MOEE L7233 X TCDOAT V=l MIKRDYV AT LT~

ZEML £,
*— E

orchestrator_system/orch_type InfoBlox

orchestrator system/cluster id <UUID of the external orchestrator in Secure
Workload

orchestrator_system/cluster name <HNEA—r A B L —ZIZE ) YT HN-4H]
>

orchestrator _system/machine_id <Infoblox object reference/identifier>

Orchestrator_system/machine name <Infoblox host (DNS) name>

ERENsINI
F T D Infoblox JEARAIREIB ML, 7L 7 1 » 7 X orchestrator_ D fJ 72 Secure Workload 7

~ULE LA vAR— R ERET, 72& 21E, Department & U 9 HRIEFTRE B A FF ok A M,
Secure Workload D <> k U ¥t 5Z C orchestrator_Department & L C7 KLV AfRETE £,
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*— B

<value(s) of the extensible attribute as retrieved
from Infoblox>

orchestrator <extensible attribute>

T
O

* Infoblox 725 A ' AR— F TEX 5% 7 3 v »DHcKREIT 50000 T,

o Infoblox 225 A V' AR— R TE LKA M & AJAAAA L 22— RO REIL, &3 T 400000 T
ﬁ‘o

kST a—F428

« BEGE DR : Secure Workload (%, Secure Workload 7 77 A 7 2 A H— =D | Db,
F 7213 TaaS DGAEIEYZ 77 )26, F721% Secure Workload EX =27 a2 x 7 & kUL
P—EREBRA LTS VMG, HTTPS Bkt 2 LT, $EE SN IP/AR X M4 b
R—hESICERLL Y E LET, ZOBREELIMLTHICE, ZONT T4 v o %
AT ECT7 7 AT U —NVEHET HLERHY £3, £z, HESNZZ LT v

VA ANELWT & BIOYREST API 23K % Infoblox (ZE(ET A7 DMHERNH D Z &
PR LT EE N,

TRTCOTHMEINDAT V=7 "N3A AR — h E72v : Secure Workload Tix¥ 7 % v
k. RA M, BIXOYEEAREZRBIENSTRAMA SN2 AIAAAA L a2 — ROBRA ViR— &

NFET, Infoblox "HA LV HR—FTEDEA TV 7 NOFITITHIBERH S Z EICEELT
IIEEW ( TEEFHE) 22K) |

AR N T TRy RO G 220 ¢ Secure Workload A > X b U IEEkEF EIP 7
RLADBNEENTNDZH (FA MR A/AAAA L a— R YY)

ANy N R
Zffi ] LT Infoblox 7% v & RO 5 Z LIXTE A,

RANFEZIT A/AAAA L 2 — KRR EOMN 5720 ¢ Secure Workload 1 Infoblox 7> 5 His: L
7T _XTCOIEREEEEZ A VU AR—FLET, 22X A XU PMIRBETT LT 4
2 % orchestrator_ ZHLIEATRER B4 BN L T 28 W, ¥ 7% v b OILE A BB
1%, Infoblox CHEEK & ~— 27 SN TWWARWES, A A FO—ETIX2W =, Cisco Secure
Workload THFE TE 2N Z L IZHER LT E &,

F5 BIG-IP

F5 BIG-IP #t&12 & W . Secure Workload i%., F5BIG-IP 72— R T % 7754 7 U ANBAR
Y —N—%Af VR —FL, =R X M ZRBTEET, F—ERAL R FUIT
F5 BIG-IP fifHH — S —Zxffis L, ZOH—E R (I VIP (([AEIP 7 KL XR) | Frbhar B
FOR— Mz X > THHEDR I E Y £9°, Secure Workload |21 > R— h &b &, 2OV —E X
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A X2 kU iZiEservice name 72 ED T BT HNET, T, /l'/f\/ N U RRERCff
HT& B721F7T7%< . Secure Workload D#EIH L RN U > —ZAELT 2720 b TE £,

Z ORERED K & 72 f) %, FSBIG-IP D4 EA4— /7 A b L — % /3 Secure Workload R U o — &
Y — _R—ZEY YT N2 T 0 —LIZEH L. RESTAPIZ 4 L CF5BIG-IP 2 —
RARZ IR T D EWVWSL TR v—2EH T 52 L TY,

-l E
ﬁ”]:iE%ﬁ:
e X T ARIH R R (BEHBICLERES

« F5BIG-IP REST APl = R7RA o h/3—T 5 2 12.1.1

BEI«4—ILEK

A —4 2 S L—Z OFERY) THIH SN TWAEEORIE T £ —/L KOIEFENT, DT 4 —
I REBRECTEET,

J4—ILFK WA £ EA

[ARA KU AL (HostsList) ] |O DT 4—)L RTiL, F5
BIG-IP 7 — R/3Z %D REST
APl = RiRA v hEFREL
¥, F5BIG-IP Az i

DRESNTWDHEAIT.,
DAL= —FRH AN LT
LW, BIED /) —FRED
WEICRI LT25E . I
F—=T A ML —F|ZX > TH)
DR HIVET, BIDFS
BIG-IP & — RXXZ ¥ b5
LA UR— N T HIEE
L. B LA — 7 A b
L— S BT DM ERH D
3
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AR

F 7 4V MElT false (F = v
TRy T ANET) T,
Fxv 7T 5HE, Secure
Workload DR U > — D 23
FrArE A, k7% F5BIG-IP
g— RKANZHiZtExal
FARY —— L EZREET
ET, BESNZe A v
fE#IZI1%. F5SBIG-IPREST API
DEXABRT 7 AN
THHIEICEELTLLES
A

774V MEIZO (Er) T

T, b— h RAA %, FME
=T AN —F|ZL o THE
B SN DIRARY — N—Z R E
LET, A ——i%, %
EDN— R RAAL AZHID Y

ToN/eN—=T 42 arDY

A MZEoTHRESN, £h
HDONR—=FT 43 S TEHES

ATARAR Y — /S — D 773 Cisco
Secure Workload (21 > A" — b
SET,

. J— 70—
J4—ILE
[ DO A7%0{E (Enable
Enforcement) ]
V=K RAAL
7—9 J7RA—

o« £, —¥ —|%. Cisco Secure Workload 7>% F5 BIG-IP REST APl — o RiR A o MMZHIEE

TELZL2MERTHLENRDY £,

« TaaS DA, itimm&w77§47yx \ZELEER;
Connector b > RI/IVEFRE L CHEGE % vl HE

ETX72W0A, = —% —|3 Secure
T HHERH Y F9,

* F5BIG-IP % A 7 DOIERA—/r A v L—H ZVERR L F97,

« 2R OMEIZ & - TiE. F5 BIG-IP /A& — —DRAIDTEEAT v Fra v bRET

TLHETITHKR60F (F7 4/ b

DEZEE) D556 0RH 0 £T, TO%, LS

=T L& L. Secure Workload O#iH & ARV > — 2B T& 4,

B isr—452bL—4



| spA—4ZrL—%
F—rzxtr—sizkyzmshzs~ir i}

A—TAML—FICEYERSINDE TN

Cisco Secure Workload 1%, F5BIG-IP DANRA—7 A R L —HIZIRD VAT L T7~L & BN L

=7,
*— B

orchestrator_system/orch_type 5

orchestrator_system/cluster id <HNERA— 4 A K L—#& @D UUID>

orchestrator _system/cluster name <GNEBA—Ar A L —Z B ) BTSN TATT
>

orchestrator system/workload type Hh—r R

orchestrator _system/namespace AFARY— R—NET B N—F g >

orchestrator system/service name <F5 BIG-IP {4 — X —4 >

ERESNDHINIL

AEA— 2 h =213 Y — A= LIZROT NV E AR L £,

*— B

orchestrator annotation/snat_address <AFARH— R—D SNAT 7 R L ZA>

F5BIG-IP D7) & —DE

Z DOEREIZ L V| Secure Workload X, 7 ~Lff & @ F5 BIG-IP (AR — \—|Z—E T 57 m
AR =T N—TOWmBRY > —% FS5BIGIP X2 U T 4 RY > —/—LIIEHL, T 60
J—/L%& RESTAPL 2L T — K RIS T7IA4 T ACERATEET, aido k)
2, ENENDFSBIG-IP AR — " —~DEEFDOEFx 2V 7 4 AR Y > —DFID Y TIL, Secure
Workload |2 X > CTAER SNz X2V T 4R U—ZETHLWE D Y TIC@ES B O E
T, MEOEXF 2V T AR —NEREINY ., FSBIGIP R Y —U 2 b B HIBRE -
DNTAHZEIETHY EHA,

F 740 N TR, BRI A =7 A R L —ZRETITEDC > TWERE A,

| sir—sz2rL—42 I}
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B sscrokys—omEm

15: %4+ T 3> [EROAERE (Enable Enforcement) ]

Create External Orchestrator Configuration

nuutc wunant

Basic Config
Username

Hosts List Username for the orchestration workload

Password

Password for the orchestration workload

CA Certificate

CA Certificate to validate orchestration
workload

Accept Self-signed Cert
Secure Connector Tunnel

Enable Enforcement

Connection will be tested after the creation.

ZOF T aiE, BEIDGCTW DO THERTE E7,

WHEZBAZNICLTH, B— KR T U CEHINDG D72 L1 2OR Y v—%2EFTHrT—7 A
N A THAZENNCTHET, B— RN ARXTUH T FSA T ACRY) —ITEBENEY
Ao FZEF, AU P OEFICERTAHELHY £,

727l A=A ML —FXOEAZENCT L, BSNETRTOEF=2 T 4R v—
=L F5 BIG-IP 11— RXZ b4 ICHIBREN T,

16:7—97 AR—ZR —DEHA

Tetration # 1 Switch Application
@ Default Version: v0 » Start ADM Run
Activity Log Matching Inventories €Z) Conversations Filters @) Policies @) Provided Services Enforcement Status - Policy Analysis @ enforcement Q :
Enforced Policy Version: [p1] A Manage Alerts Stop Policy Enforcement Enforce Policies
Select time range [ 225,519 total observations

Aug 11 8:03am - Aug 11 2:03pm ~ 8l 85 86 87 88 89 810 81 Showing Flow Observations

B isr—452bL—4



| A —4ZkL—4
BAAaY ra—5oKy o—oER [

\)

G¥) *FSBIG-IP DA —47 AL —XH X2 T 4R —— LDz L. Secure
Workload /R U > —ICE &2 £9°, FD=8, ARV — —1ZkT 2R o —DEE L,
9T Secure Workload Z M L TITHOMEN DY £79°,

R L —DWHMNMEILEEN DD, A A—r X P L—EZBHIREND L, T D Secure
Workload R Y 3 —7#3 FS BIG-IP 2 — RAZ U H b EIREN S 720, (A —"—D+F
X2 T 4R —FZEcen £9,

SN A— A R L —% D OpenAPl RV > —i AT — X A& LT, IS4 —7r A hL—
HWCBHEM T N — R XT3 T 75 AT A~ Secure Workload R U o —iii F D A

T—H AR TEET, ZOMEEIL, FSBIGIIP 7 7794 TV A~DEFX 2V T 4R o —
=V DREFDEI Lo E D D E MR T D DI B £ T,

AR FO—5DR!) —DiEH
Cisco Secure Workload 1%, 7> F2% Kubernetes AJJA 7 V=2 EEHLTHETRIZ FA4 T~ b

WCABRENAD E &I, F5BIGIP— AT UH LRy 7o Ry ROWMGFTRY —%i#
HALET,

Fs Az be—J %2R LERY —#HFIETZKRO LB T,
Fig

ATy 71 gk L2k 912, F5BIG-IP o — RAT YDA A—47 A S L—H Z/ER L £,

AT 72 ZZIZFEHET DEHICHE > T, Kubernetes & 7213 OpenShift O A—47 A b L—% ZERk L
£

= g

+ =~ kBs get ingress

NAME HOSTS  ADDRESS PORTS AGE
test-ingress * 192.168.60.100 8@ 7s

AT T3 Kubernetes 7 7 AXIWCATTA TV =7 e LET, AJIA TV =7 FOfERLTHEAT S
yaml 7 7 A VDA F v T a v hEROKIRLET,

sir—sz2rL—42 I}
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B sinaro—sokys—omm

~ kBs get ingress test-ingress -o yaml
apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
virtual-server.f5.com/ip: 192.168.60.100
virtual-server.f5.com/partition: k8scluster
creationTimestamp: "2019-07-26T18:34:392Z"
generation: 1
name: test-ingress
namespace: default
resourceVersion: "8318"
selfLink: /apis/extensions/vlbetal/namespaces/default/ingresses/test-ingress
uid: B6f8a7@5-afd4-11e3-97fb-525400d58002
spec:
backend:
serviceName: nginx
servicePort: 8@
status:
loadBalancer:
ingress:
- ip: 192.168.60.108

-+ J\-I

ATv T4 F5 AJjar e —F 73R v K% Kubernetes 7 7 A Z I[ZJEB L £9°,

+ ~ kBs get deploy -n kube-system

NAME DESIRED CURRENT UP-TO-DATE  AVAILABLE
coredns 2 2 p. p.
k8s-bigip-ctlr-cluster 1 1 1 1

-+ A

ARTFYTES VIGARZHNDAY Y a—<RNT I ERTENy 7T R Yy—E25ERLET, ULTOHT
1%, ngink —E A Z B L TV ET,
~ kBs get deploy
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE

1 1 ] 55

AT9Te Nfarva—~vEnNy 7oy R —EAMICKRY > —Z{ER LET, AU —iff (Policy
Enforcement) | # 7 A MHLCHRY v —%#H L ET,

B isr—452bL—4
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u  Tetration

| ® Default

Activity Log

o [e[E]¥

Version: vi

Matching Inventories @)

P 5.
| &

Conversations Filters Policies

Quick Analysis @ Filter Policies ...

p Absolute policies @ | Defautt policies (EEE) ‘ Catch All

- Priority Tl
" 100
£

Action Tl

[@ ALow

Consumer T} Provider Tl

@® OTHER: RCDN9-DCIO3N-ACE-Clien @ Default

Provided Services

FBANaY FA—50ORY >—0ER .

1 Switch Application

» Start ADM Run

Protocols And Ports T1

TCP : Any

Enforcement Status 4~ Policy Analysis (@D enforcement
X a o X
+ Add Absolute Policy
Policy Actions 7
Priority 100
s u —
Action [® ALLow
Consumer s OTHER: RCDN9-
DCI03N-ACE-Client2-
vi200
Provider ¥ Default
Flows 4 @  View Conversations

\ Protocols and Ports 1

Add
© O TCP: Any ki

AFYTT1 FEBIGIPa— KA H Ry 72 KRRy RORY —%fRLET, Fsr— AT 4

DYE

Secure Workload I 3# ) 7

FrEZiE ey v—naz2@mH L ET, BETLIEAT v
6 CHELILa Y a—<ThV ., 585EI% VIP (F5 OATEAEY—
Ny 7o KRy ROEA . Secure Workload 115 H]) 72

AP VIP) (2720 £97,

PR EE Fr y 7 r— Lzl L E

T, TDE X, FETLNSNIP (SNAT 7 — A BEMNZ T2 »> TWDEA) F72IXF5IP (HEi~ >

FIREIC - TWVBEE

1 Firowai: Being Deployed
| ONLINE (acTive)

] standalone

1 Provisioning Warning

[Ty T
firg) assees
[l mees
[£) wizaras
3 ons
) Local Tame

Network Map
Virtual Servers
Policies
Profies
iRules
Pools
Nodes
Monitors.
Traffic Class

Adaress Transiation
%‘ Traffc Intelligence
(73%) Acceleration
o —
[22) Access Policy
Device Management
() security

2 Network

e

LLocal Traffic » Virtual Servers : Virtual Server List » ingress_192-168-60-100_80

# - | Properties

Resources

Policy Settings: |_Basic

Secury Statistics

2720 SR’y 7 KRRy RIPIZARY £,

Destination
Senvice
Application Security Policy

Protocol Security

Network Firewall

Network Address Transiation

Senvice Policy
P Inteligence

DoS Protection Profile

192.168.60.100:80

Enabied.. oy, Tevalon_polcy_1_ingress_162-168-60-100_60

Staging: [ Disabled %)

) Use Device Policy
7 Use Route Domain Policy.
Policy [ None ¢|

Log Profle

Update

. Search | Poliey Type  Enforced %) I S | |

¥ Name [[=1] Ruts it | Descrpton | state [ Schedie | AdaressiRegion | Port | VLAN  Tumne | AddressiRegion | Port | Protacol | iRule | Action | Logging [ Service Policy

O) Rule_1_fegak85mqz._ingress_192-166-60-100_80 3 Tnp_ruleList_1_fegakesmqz_ingress_192-168-60-100_80 Enabled

0 Rule_tcp_0 Enabled 172021132 Any Any 192.168.60.10032 80 6 (TCP) Drop  Disabled
192.168.10.21/32
192.168.60.21/32

a] Rule_Catehall Enabled Any Any Any 19216860100 Any Ay Accept Disabled

(Defaul) Enabled Any Any Any Any Any Any Accept

Delete... || Search Logs.

Reset Count

NEF—7 A L—%
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* FSBIG-IPHAE— FOREM 7 = — X, #kE#HA 7> a v 2 /5L T EEN, &
T D& ERA—7 A N L—F N, BEER L TODRA S BARAES — R —D i
VA N7y T TEET,

« F5 BIG-IP HA J&BH & — FDHA. SNAT 7— /LD V(2 Auto-Map 787 R L AZEHaIZ
RSN TWAEAIT. 7914~ UBIGIP N 70 —F 4 L 7T IPT KL A THRR S
NTNDHZ & LTIV,

cH—DT7 FL AL LTHEINEZVIPOARYR—FINTWEST, 2FH, 7 x> b
CLTHREESNZ VIP X EAR—FENTWEEA,

kSO a—TFTa 5

« $2fr DO/ Secure Workload 1%, Secure Workload 777 A 7 v AP — /=D 1 Db, F
7213 TaaS DALY 77 K, F 7213 Secure Workload Secure Connector b & R /L H—
ERAZRAFLTWD VM 226, HTTPS #fe 2 L T, FEE SN/ IP/AR A ML &R —
MEFIZERLES L LET, ZOEREELIMELTHITIE. ZONT 7 4007 &7
THDEICT7AT O —NEERTDILENHY T, $o, BESINZZ7 LT vy
AMRIELWZ & BROFSBIG-IP 777 A 7 0 A2 REST APl ZR A X(ET D 720D D5
HID BLOEZIALT 7B AR S S Z L 2R LTI,

X2 T 4N BRRONE RV ERINTEES— =D x 2 T 4 L— LR ED
MHIRWNGEEIL, RN =il HOFEITHRIZ, JHET DB — =B F Ao TN D 2
EEBRLTLEZY, 2O M/ AT —X% ARERATEE/A /2> TV ABMERH D
e

Citrix Netscaler

Citrix Netscaler #E 512 & ¥ . Secure Workload I%. Netscaler 2 — K XT % 775 A 7 L A
Hr— RRZ U T RIB— =& A VAR— L, ¥—ERASL R N ZRSTEET,
P—ERA X R U, AR — R =2 X o THRIE S 715 Netscaler — B A (Zxf)G L,
service name R ED TNV EFRESNE T, INHD TR, A v P U THMAT S
Z & D3A[BE T, Secure Workload D[ & AR Y o —DIERUICHEH TE £,

Z DOHERED K X 72K 0%, Citrix Netscaler O/ A— 4 A b L — ¥ 73 Secure Workload 7R U 3 —
% Netscaler ACL /L—/LIZZ5# L. REST API /1 L C Netscaler 7 — NNT P ICJERT 5 &
WOt FTRY —%lEHATESZ & TT,
2518 42
AR SR
s X T ax s H b (BERICLBERGE)

» Netscaler REST APl = RARA o b X3—T0 3 2 12.0.57.19
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BEI«4—ILEK

7—7 70—

(94— 2 b L—2 DER) T

VR EBRETEET,

gz -1k |

A SN CWAIERDRE T 4 —/L RDIZNT, IRDT (—

H@EI4—ILF

WA

Bl

[FFA FYU A K (Hosts List) ]

ZHuiZ, Citrix Netscaler 7 — N
NZ Y ORESTAPI = KR
A ERBLET, &AM
HERR DAL, Moo A 23—
J—=RHE AT LTI,
SNERA— 2 A R L—& X, Bl
17/ — REDBIEICKM LT
AU B ES, Blo
Citrix Netscaler @ — R/NZ >4
MHT )AL R— T 5
LEiE, #r LW A — 4 %
=& BT DR B
DET,

L H D F%h{E (Enable

Enforcement) |

7 )V Ma false (F = v
TR 7 ANET) TY,
Frxv IRy T AEFNTT
5 & . Secure Workload D7 Y
D 1) N o R G TS B
Citrix Netscaler = — RN/3Z L
IZ ACL V—/VZ R TE F
9, FHE LB EHRITIT.
Citrix Netscaler REST API ~®
EXIALT I AMENNTET
bHrZ LlcEFEELTLLES
AN

« £9°, = —H—[%. Secure Workload 77 7 A # /> 5 Netscaler REST API = KR A > MZH|
ETCTXDLILEERTIHINENLD £7°,

e TaaS DL . F/-1I Netscaler 7 7T A 7 > AT EFERZETX 2 WEA . = — W — (T Secure
Connector > FIVERE L THEHR 2RI TO2LERZH Y £,

« X A 773 Citrix Netscaler DA —7r A b L—Z Z/ERR L £77,
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B xr—scsvEmanssAn

o TV A EREOEIZ & o Tik, Netscaler (AR — —DERMIDFEEAT v T a v MRET
THETIZHERK60F (F7+ NV OTFTNVEMER) P0r5808H0 £3, £k, £k
ENF=T v EF LT, Secure Workload O#FiPH & AR Y o —ZEk T& £,

* Secure Workload 7> 5 7R Y o — % A L T, Netscaler ACL /L— V& B L £,

T—TAL—RICEYERESND TN

Cisco Secure Workload (., Citrix NetScaler DAA—47 A F L—HFIZIRD T AT LT~V &8

muET,

F— &
orchestrator_system/orch_type nsbalancer
orchestrator_system/cluster_id <SEA—4 A b L—& @ UUID>
orchestrator_system/cluster name <NERA— 7 A b L—ZIZE ) BT HN-4T]

>

orchestrator_system/workload type HP—r 2
orchestrator_system/service_name <Name of the load balancing virtual server>

EHRENDIANI
AW BIAR Y — =T &2, AMBA—F A ML —ZTRO TSV E AR L ET,
*— B

orchestrator annotation/snat_address <AFARHY— —D SNAT 7 R L 2>

Citrix Netscaler D7R!) o —D&EH

Z DEREIZ LV | Secure Workload (%, 7 ~LA} & @ Citrix Netscaler (AR —/"—Z—84 57
0 X — T N—T OBl U > —% CitrixNetscaler ACL /L—/UIZEHE L, £ 5 DNL—/L%
RESTAPIZfEH L Tr— R NNFUH T 7747 AICBHTE LT, Ak X iz, T
DEEFED ACL L— X, Secure Workload |2 & » THARR S NZAR Y —L— VIZIEE B Z B
*7,

T 74N F T, LFORIRT L 212, [A—7 A hL—% DfERL (Create Orchestrator) | 4
A7 a7, #EHDOEZE (Enable Enforcement) |7 4 —/V RiZA Il > CELT, #HIT
s CnET,

B isr—452bL—4
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Citrix Netscaler D 7K' & — D& .

17:[%%Ex T 3> [EROERE (Enable Enforcement) ]

Create External Orchestrator Configuration

nuUute wunaint

Basic Config
Username

Hosts List Username for the orchestration workload
Password

Password for the orchestration workload

CA Certificate

CA Certificate to validate orchestration
workload

Accept Self-signed Cert
Secure Connector Tunnel

Enable Enforcement

Connection will be tested after the creation.

BEINTETF 2w IRy I A% ) I 3TH7ETFTCT A—FF AN —2OmHE2HENNTTBHZ
ENRTEET, 20TV a i, HEDSLTWOTHLERTE T,

F =" AR L= BREDVEREITREIZ L > TECEI N0 E S CE%RRL, A—F7r A&
FL—XDOEAZANIL T, BEORIRY) =N —R T 0% 77547 AT
SIEBHENDZLIIH Y A, ZOXZ2A7IL, KOKITTRT LI, 22— =2 k- T,
FREA RV MNIDOEFICE TR —ENBT =T AR—ARY —@HDO—BE LT
FiranEd, L, AT AN —XOEAEENCTH L, BEINZTXTO ACL
JL— L 75 Citrix Netscaler 7 — R 37 U903 ITHIBR S ILE T,

18: J—H AR—ZFKR) —DNER

Tetration

1 Switch Application

@ Default Version: v0 » Start ADM Run

Activity Log Matching Inventories €Z) Conversations Filters @) Policies @) Provided Services Enforcement Status - Policy Analysis @ enforcement Q :
— e

Enforced Policy Version: [p1] A Manage Alerts Stop Policy Enforcement Enforce Policies

Select time range 1 225,519 total observations

Aug 11 8:03am - Aug 11 2:03pm + aie o5 a5 a7 a8 89 80 81 Showing Flow Observations
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\)

6=

. CitrixNetscaler DA —4 2 FL—& ¥ ACL /L— /L O AZ %0 L. Secure Workload 7R U

VB ERMZE T, FORD, B— RART UV TR — R T H R Y =D
X, 93T Secure Workload Z {8 L TIT O LEMRH VY £7°,

e AR U—DEAMEIEIND D, WA= A ML —2NRHIREND &, TP Secure
Workload 78 U —73 Citrix Netscaler =— K37 UL HIERES A7, ACL 1322272
D ET,

SNEBA— A M L—2 D OpenAPl R U > —M AT —# 2 %M LT, HMBA—7 X hb—
AIZEEMT N — R AT % T 75 A4 T 2 A~D Secure Workload R U o —1& FH D A

T—=H 2 BETEET, ORI, CitrixNetscaler 777 A 7 > A~D ACL /L — /)L D JERR
MR LT E D D EMERT D DICKRILHET,

[
i

« WHNAENZI2 > TV DA, Secure Workload 78 U & —IEHE 2 ACL 27 m—,3L Y Z |k
(=7 ¢ v = v default) 1T SET,

cHDOT7 FLRELTHESNEZVIPOANYFR— SR TWET, S0z E, 7K
LVANRH — L LTHREINE VIP I AR— SR THERA,

B S — e 2 (CitrixNetscaler (AR —/3—) ORI Y A — S THEEA,

kST a—F428

« $2fr DM/ Secure Workload 1%, Secure Workload 775 A 7 v AP —/—D 1 Db, F
H.
i

721% TaaS DF-FILY 7 7 Koxb . £721% Secure Workload Secure Connector + & /L H—

EAZRARNLTWVND VM B, HTTPS #fe A L T, FEESNTZ IP/AR A M4 & AR —
FEEIZELEL Y E LET, 2o E2E LT 5120

W IO LI T4y T T
THEIET 7 AT UA—VEERT DBER DY ¥, o, fHESHLZ LT vy

JMIELWZ & 3 X Citrix Netscaler 777 A 7 o A2 REST AP Bk 2 1559 5729
DAY BIOEZALT 72 AMERPIH DT L 2R LT EI0,

* ACL/L— /LR LD B IRV ACLL— LR OB WA, R Y v — DO ETHIZ,
ST AAEY — R—NENZ > TWA T L AR L TSI, TOARAT—H A I
BREETH D MENH Y £,

TAXII

TAXII (Trusted Automated Exchange of Intelligence Information) #A1Z X V. Secure Workload 1%
X2 VT AR F—=EDEBEA T V2 AT —H 74— RERVIAL, £y hU—

B isr—452bL—4
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Al

A
aX

REM

=

EEIA

7 70— |ZEREZMT, BEOHDHIP, BEOHDH Ny 272D STIX (FHadE (L& BilE ®E
) A —252HHL Ty a2 R T E 1,

Mtaxii] Z A T OINERA—7 A N L —XERIGEME 5 &, Secure Workload 775 A 7 2 A
I TAXI ==~ ik, STIX T —F 74— FKavrarbR—0 7 LET,
STIXT—X#7 4—K IPEARAF VU Ny af =20k $EfTSN, *v hT—7
7 —ZHFEREZFHT, Secure Workload /XA T A VIND Ny V2% (A—7 A b L—X D3R
INTWETF U MIETAHLDE L) AETA=DIERAINET,

A VR= P SNTEEOHL P & —HT L7 u S A —FlFarya—~DT N A ZFf
DFy hU—7 7a—X, BEIE T~/ lorchestrator malicious ip by <vendor name>] T# 7
fHF &vE T, <vendor name> (X, = —H—DA—F7 X L —Z iR AT] TAXII X ¥ —Th
V. ZULEIE [Yes] T,

BYRAENTZSTIX XA F U Ny va A0 Pr—2F, V—ra— K7 atx nyalliE
Wafhr2leolclInET, 2, EXa 704y vaRh—RTakAn nyvax
AT OFM, BV —ru—RTa7r7 407 74 My v allFRSnET (—8T5

5a)

o

e X T ax s H b (BEGRICLBERGE)
e AR —hEND TAXIT —3—: 1.0

e STIX N—¥ 5 THR—FEND TAXIL 7 4 — F 1 1.x

—JLF

NE A —27r A N L—X DFER%) THIASN CWAIELEDRTE 7 4 —/V ROIENNI, RDT 4 —
N RERETE T,

HEI4—ILF WA &5 BA
4 il O a—PF—=NEE LA —T R
kL—a D4,
PF—FEEDTH,
[~X> & — (Vendor) ] O R B—=FIA TV 2R
T—H 74— Rt LE
_a—o
[FNAAFyTay MR O TAXIL 7 t — RDSERIR AT
(Full Snapshot Interval) ] Ta sy NEFEATT H R
(FVEAAL)

(F7x/Lk:1H)
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J—7 70—
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H£BEI74—ILF

AR

[AR—Y > ZURL (Poll Url) ]

RN—=U o TF—=H~DKR—1
T D5EATR URL 78 A,

[V 27 <= (Collection) ]

RN—1U 7 &5 TAXIT
T4—RalL a4,

[R—YU 27 H (Poll Days) ]

TAXIL 7 4 — RipbaAR—1U v
T4 oBEOEBT =4 D
.

[z —H%—4 (Username) ]

AL O —HF—4,

[/XA2 T — K (Password) ]
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