(Za P2

AR RYIE Ry P2 EOFTRTOV—270—ROIPT RLATHY, ZRHER
T2 7 _NRZDOMOT — X THERBHT O THNET, A XU MUIZIE, XRTAXLVE
it~ v, aryyr, BXOW I 0 RCEITENTWAEY—7n— RKREEnFE T,
NR—=b+F—=Fy NT—F7 TEITEINTWNARY =T u— L EEN5E03H 0 £T FY4T5
e .
ARy b ) F =2 OWEIRENR T o AT, B—OIP 7 FLADSEEERY—X
MHEDT—He~w—UTE, FHBIOERINZIP T RLAEZEFHCEEJ, @y, KM
O E & Bz, A X MY OFBIIR 2 ICEIMIZR D £77,
FA Ry NVEBICEEMT DN TND TV EFERICESN T, BB, 74107, BLY
HHEERLTA X MY EEEL, 20— LET, RU—iE, Ao FUICES
LIz ANVZ EFHFAICL > TERSIN YV~ a— RO A —FZEH S ET,
AR N EBETHT00F T a I EER T D e — Lo TR T8, £
SOEEMRE, 74NVE, Ty7Ta—RREENET,

e J—7n— K7L (28—-Y)

cHPHE A R MY (15 %—Y)

o« T 4 VH (46 °2—)

o« HiH/ 7 4 NV EEEORBEL R (49 X—)

s Af RN TaT AN (54 R—)

cU—Juma—RKTa7yrAn (56 %—)

* Software Packages (67 ~X—73)

o Mags T — Z ORI L (70 X—2)

=R FuTr AN (773—)

ARy K777 AL (718 X—2)
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1Ry |

T—5a— KSR

TGV (BT, R, B, AXT =2, FRES VT RANEREEINDZ EHHY ETA.
INEOHETISLT LLREEICFEZETIEIH Y ¥ A) 1%, Cisco Secure Workload MDHES] D#ET
j—o
ANEDFD D T~V TlE, BERE. BT, TOMOIEICEH L TV —7 o — RIZOWTHHALF
ﬁ—o
Cisco Secure Workload (%, LA FDO2—F—F~LDBEMIFEEFR—FLTHET,

o AR MUIEHE THEITEIN TV S Secure Workload =— 2 = o MZ L BHH

s U= XEIVE (CSV) 77 ANDT v Fua—RIZkbHFlEA R R—h

ca—YP—f U H—T A AL DFEEID YT

e LU RIRA v hDaxy ZIZLDEHENA VAR — b

o X N)FREOaR s XIZLDEEA VAR — b

oI —HFANL—FTERENTZT IV ETZAZ LT LOBHBENA AR— b ( (S A —4
A NL—%] =RH)

7Ty Rax I ENLOREA A= (7T Faxs X)) 22H)

A VAN=TRAT YT NEAFRT HEEIT, A XU MY T EFETEET, A7V
FREHEHLTA VA M= AENTFEZ—T 2y MOIEZTRT, A2 Y FUL8 B
M 7 &nE4, ZOREIL, Linux 3 X O Windows 7 — 72 1 — KO CTD &
A—hFENTWET,

SNILDEEWH

FNVEMEATLE, HRERY O —Z2ERTEET, KIIHEZRLET,
2y 2— hr_department 7> 5 7 13 X — employee do ~D ~ T 7 4 v 7 AT HEE

aAyva—wtTunNA X =D T = a— R T—T AUR—E{ET HRDVICZ, ROK
WRT X, TV EERAL GRERY U —2ERTEXET, Zhicky, wmER) >»—%
EREFDH LR, avyva—<IN—TLTanf L =T N—TDR LN~y T B
EHETEDLLICRVET, 7= nbU—ro— FRBINELITHIBRESND & &, SR
F =T AN —=ERI T Raxy ZipL &E LT —ERIZ X5 T Secure Workload (218
MENET, 2k, Secure Workload I ¥ = —~ 7 /b—7 hr_department & 7' 2 /XA
S — 27— employee db D A L 3— w T EFMTE 7,
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1: SRILAFERY S—0fl

Absolute policies () Default policies @ = Cateh Al [EE54 Add Absolute Policy @ Filter: hr_department

Filter Actions

Priority Action Consumer Provider Services Query

100 ® hr_department ® employee_db TCP: 7345 Ir’4 * orchestrator Department = HR
Scope Default

IRy hR—ZD 5N )LHEEK

PT7xy bR=ADT VR B Y R— b SEd, FTEOF TRy &P T FLRIE, &’
DERIEDONTNDRTZ SN TV DEE. TNUOBRET L LALOF TRy Find T ~L Ziikrk
LEJ,

s TLY T Xy MT RLADTNADY A MIGEHET DTN EER TR,

« FREH 72y MT RLAD T ~UERLETH D,

ROBI B THET,
IP E2n) B & RIE AEYY FTZT
L
10.0.0.1 server-1 webtraffic ET5E)
10.0.0.2 T )b
10.0.0.3 7%
10.0.0.0/24 web-vlan o=y
10.0.0.0/16 webtraffic 7
10.0.0.0/8 test =<

IP 7 F L% 10.0.0.3 ® 7 ~L L {*“name’”: “web-vian”, “purpose’: “webtraffic”’, “environment”:
“integration”, “spirit-animal””: “eagle”} T,

INILDTL T v
TV, ERO Y —RAEFINT LT VT 4 v 7 A& THEBINICE RSNET,
Ul (OpenAPI Tl user ) Ti&, T X TCOZ—H—F~ULOIAIZ * BNMF&x EF, i, 4+
A= AN —FFERFT T RaxzZn6HEICA VR — b 3N T,
orchestrator & W) LT 4 v IV AP EE T, T RRA L FARTENHA UR— RSN
72Tz ONTE, [ RRA v hoaxs 2] THEMESBRLTIZIW, Z72L,
ldap_ DTV 7 4 o I ARFNTZT XAREENLLEN D T,
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e ziE, 22—V =0T v 77— RLECSV T 7 A /LinD A R— h S 37z department O - —
ZFREO T UL, Ul Tl * department & 378 S 41, OpenAPI Tl user_department & #r X4
F9, IBA—T A R L —F b A AR — b Z4T location DX —ZFFOT UL, UL Tlid*
orchestrator_location & #&7k 41, OpenAPI Tl user_orchestrator_location & &R S E T,
WOKE, A= AN L—EBNER LT VT 4 v 7 AFE DTV EFH LIZA X R
R OB 2R L TWET,

orchestrator_system/os_image:

B2: 7 =7 XA L—3TERSNE=SRNLEFERALEZA ORI BREDS]

® Total inventory: 196,294

Filters @ * orchestrator_system/os_image contains Ubuntu 16.04 Search Create Filter

Showing 20 of 27 matching results | Load more Results restricted to root scope @ Default
Y  Hostname - VRF Address 0s
enforcement-scale-15-barel Default 192.168.60.21 Ubuntu
enforcement-scale-15-bare2 Default 192.168.60.22 Ubuntu
enforcement-scale-15-bare2 Default 182.168.10.22 Ubuntu
enforcement-scale-15-bare2 Default 172.0.22.1 Ubuntu
enforcement-scale-15-kube Default 192.168.50.11 Ubuntu
enforcement-scale-15-kube Default 192.168.10.11 Ubuntu
enforcement-scale-15-kubel Default 172.0.11 Ubuntu
enforcement-scale-15-kubel Default 172.17.0.1 Ubuntu
enforcement-scale-15-kube2 Default 192.168.50.12 Ubuntu

D20 RFaARDBICE>TERSNE=IANIL

INHEDTYLE, AWS BEX W Azure 2O DT — X IZHEHASNE T, ZNHDTLDEE
JEIZ, AWS VPC £721Z Azure VNet DU —27 01— R & Fy hU—27 4 VX —T = A TT,
BETNOLDH THR~<— I 4, CiscoSecure Workload IZF R~ ENET, 72z, V—2u—
K% 7 env: prod T, R "I —7 L VZ—=T 2 A A ZTMN env: test THDHEHA. Cisco
Secure Workload @ 7 /I prod, test ThH D, & 2R 7 X X— O [orchestrator_env] 5D T
WCRRSNET,

AKS. EKS. GKEIZEA D T ~LZ 5\ TlE, [Kubemetes 7 7 A X IZEH#ET S5 ~L) § &
LT &N,

| IRy
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Kubernetes 7 5 X 2 [CEHET 5T NIL .

RK1: 739 FARV2ZFERALTRESNETARATOA VR M ITEEMERD SN

_:F_

&

orchestrator system/orch type | AWS ¥ 7~ 1% Azure

orchestrator_system/cluster name | <Cluster _name [L—%—723Z D 2 % 7 X DR EIAT T 247>

orchestrator_system/cluster_id | <{g#8% v N U — 2 ID>

AR VABEREDIANIL

DT, & — RICEADO LD T,

;\‘:._

orchestrator _system/workload type

vm

orchestrator_system/machine_id

<7T v N7 F—2IZ X o TEID YT 57 Instancel D>

orchestrator_system/machine_name

<AWS IZ X > TZ? / — RITHRE S 4172 PublicDNS
(FQDN) > — F 721 — <Azure T InstanceName>

orchestrator_system/segmentation_enabled

<A LR RNY TR AT — 9 UINANIC > T
LMNEIMEHIT DD T T T>

orchestrator_system/virtual network id

<A~ NIDBET LB FR Y N —2 D 1D>

orchestrator_system/virtual network name

<A XN BETHEBFR Y T — 7 OLH>

orchestrator system/interface id

<Z DA X2 b UIZEHET B elastic network interface O
B>

orchestrator_system/region

<A XU DET D Hl>

orchestrator_system/resource_group

(ZDH 71T Azure A X MV IZO B S ET)

orchestrator ‘<Tag Key>*

<Tag Value> 7 7 7 RiR—HZ VDA =2 R Y IZEI DY
TONIAEBRDO I AL NG 7 DF— LIEDORT,

Kubernetes 7 5 X 2 IZBH&ET 55N
WONEHIL, 7L 72 Kubernetes, OpenShift, B L YR — SN TNWH27 77 K77 v b

7 #—2 (EKS. AKS. B X UGKE)

THEITIN TV 5 Kubernetes (23 H S E T,

Secure Workload X, &7 V=7 N AT T LI, A7V =7 MZBEEMT ONTZT NV EETe
A X R & Kubernetes 7 T AX N U T AL A LATA R —FLET, TULDOF—L{H

XEDOFEEA AR —FSNET,

1orvry
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. Kubernetes ¥ 5 X 2 [ZES:&ET 55U

Secure Workload T, Kubernetes 72 =7 NHICERINZ T LD A AR — MIIMZ T,
INOEDOFT V=2l e XN T A NAZTHERALLT STV bAKLET, I
SOBIND T~ #iHE R o —EERT DRI LB £,

FTRTOYY—RIZHLTEREINT=FR)L

Secure Workload I, Kubernetes/OpenShift/EKS/AKS/GKE API $—/S— 5 H45 L7237 TD
=R, Ry F, BEOH—ERIZKRDOT )L EEBMLET,

*— [}
orchestrator system/orch type kubernetes
orchestrator_system/cluster_id <UUID of the cluster’s configuration in |product|>
orchestrator_system/cluster name <Name given to this cluster’s configuration>
orchestrator_system/namespace < Z OIE H @ Kubernetes/ OpenShift/EKSAKSGKE 44 Hij 22
fi>

J/—FEEDOSRNIL
DTN, J— Rk L ToBRERENET,

F— &

orchestrator system/workload type ~

orchestrator_system/machine_id <Kubernetes/OpenShift |Z L > CTHEIV 4 THh7-
uulD>

orchestrator_system/machine_name <Z D) — NIHEIN-4THi>

orchestrator system/kubelet_version <ZD)— RTETEINTWA kubdet D/3—2 3
>

orchestrator system/container runtime version|< = ) — R CEITFTEINTWAar T+ 534
LN—T g >

Ry FEEDS AL
WDT UL, RNy RIZH L TORERINET,

F— &
orchestrator_system/workload type | pod

orchestrator _system/pod id <Kubernetes/OpenShift (2 L > THE| Y %4 C 54172 UUID>
orchestrator system/pod name <ZDORy RITHE I -4 H>

| IRy
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Kubernetes 7 5 X 2 [CEHET 5T NIL .

*— [

orchestrator_system/hostnetwork <truelfalse> 7N v KRB A kv b U
ME D D Rk

— 7 TETSNTWVD

orchestrator_system/machine name |<7R v R23ETINTWE /) — ROLF>

orchestrator_system/service_endpoint | [ Z O PodA3 2l L TV D —E 24D U & K]

Y—ERBEEHEDINIL
WD T~ UL, b—E R L TOHRERINE T,

*— &
orchestrator_system/workload_type P —E X
orchestrator_system/service name <ZDOY—VYRIZIREINT-4TH>

« (777U F~x— N Kubernetes D351 D7) ServiceType : LoadBalancer D% — "2
T, AT =2 OREIZH L TOHRFFR— S, 7r—7—ZDIUERLK Y > — i

W LTI R — S EREA,

Je

E> bk  orchestrator_system/service name Z{#H L CHEAZ 7 4 VX U 7

THZ L L,

orchestrator_system/service_endpoint Zffi 4% Z L IZFRI U TiEH Y XA,

72 & ZI1EX. 7 4 V¥ orchestrator_system/service name=web #3425 &, web &\ ) A RETD
T RTOV—E RPN I FE T2, orchestrator_system/service_endpoint = web 1%, web &

WO AFTOY —ERAZRMET 5T X TOR Yy FERRL £,

Kubernetes 7 5 X 2 D5 N )LD

wOFIL., Kubernetes / — FDOE4THIZ YAML 8l & . Cisco Secure Workload (2 X > T A

K b SRIHIET 5 TSV ERLTOET,

- apiVersion: vl
kind: Node
metadata:
annotations:
node.alpha.kubernetes.io/ttl: "Q"
volumes. kubernetes.io/controller-managed-attach-detach:

"true"
labels:
beta.kubernetes.io/arch: amd64
beta.kubernetes.io/os: linux
kubernetes.io/hostname: k8s-controller
AURY MY




1Ry |
B »zx565~004 8-

% 2:Kubernetes 54 ik— k=5 )LF—

A UR—bEhf=5N)LF—

orchestrator beta.kubernetes.io/arch

orchestrator beta.kubernetes.io/os

orchestrator kubernetes.io/hostname

orchestrator annotation/node.alpha.kubernetes.io/ttl

orchestrator annotation/volumes.kubernetes.io/controller-managed-attach-detach

orchestrator system/orch type

orchestrator system/cluster id

orchestrator system/cluster name

orchestrator _system/namespace

orchestrator_system/workload type

orchestrator system/machine_id

orchestrator_system/machine name

orchestrator system/kubelet version

orchestrator system/container runtime version

HRABZRLSRNILDA VRk—

ﬁX&Aﬁ&wm 22—V —ERKT — X ERHFEDORA MIBEEMN T 720, Ty 7 ue—FKT3%
%@ EDEID B TCHRTEEST, 20—V —TFEFT XTI, FETLITO—L A
VICHERZT D720 S NET,

FNVDATFIE (FEANELITHT v o — R, ax I X EREINTA—r A ML —%%
FEF L7ZED AR L) 1I2hb b, T _ToO/N— M T T UL T& 5 IPv4A/IPV6 7
RUAELZY 72y NOEITITHIRRH D Z EICERE LT E &0, sBfllic>» ik, [Z
~LOHIRR) SR LT ZE 0,

SRIVITFAILDT v TO—FKIZBETEHA K514 Y

FIE

AT TN TN T 7 AN EFRT DI, EMlOY > KT C[EE (Organize) |>[12—H—HT Y
70— FL7=35R)JL (User Uploaded Labels) 1> [CSV7 v FA—F (CSV Upload) ]% %R
L. [or7roX v m—K (DownloadaSample) 127 U v 7 LET,
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ATV T2 B TNT 7 A NEFRTHITIE, LEMUOSA T [EE (Organize) 1> [T NILEE (Labe
Management) | >[1—HY—E&INILD7T7 v FO— K (User Defined Label Upload) | % iR
L. [ roX v a—F (DownloadaSample) 1227 U v 7 LET,

ATYT3 a—HF—=F3 VD7 v 7 u— REMRTH CSV 77 A i, 7-v%— (IP7 FLR) R
BEATVWDLENRD Y 7,

ATV T4 TYOVIHGEUAN O EEF AT 5121%, CSV 7 7 A V& UTF-8FERICT 2 MR H D £,

ATFYTE CSVIZF7ANN [T —2%—< | 7 a3 THBHENTWAELTA RT7 A4 &7 LT
WHZ EEMRELET,
ATYT6 To7uo—RENETRTOT 7 A0E, RAICAF—<I/EI LERHY £,

FN)ILF—RF{F—Y

SRICETHHA K54 Y

s TAULHF— AR —<TlL, ~vF¥— [IP] ZFD1ODFBRMLETT, IHIZ, IPT Kb
2D EMEET DTN D7 EH 1 DHIETT,

« [VRF]ZiL, 7NV AF—~ TRRIREREZREDLET, ZOMERETLIHAIEL. 7L
N7 v 7a—Ranb/— M E BT 20ERH Y 9, @PAICEE L2V APL &
ALTCSV 77 A4 0ET v ra— R4+ 5848, ZHITNETT,

BB TE 2CFIE, L7, BT A=A, AT TUrF—2a7 BLOX
5‘):\/;0)%‘(3‘#0

« FIAIE 200 LFEAERDH Z LITTEEREA,

« 514 OFHIZ Torchestrator | . [TA | . TISE | . [SNOW | . F721% [LDAP | O~
V74w I AT b CEEth, TNHENET 7V r—ya 070 EEa
THAREERNH D7D TT,

«CSV 7 7 A WICHBET DA B EENRNE DI LTI ZE N,

SIDMEICEY 5204 K314

o EIF 255 CFITHIR ENTWETN, AIRERRV EL TIIMLERSH D LRI, 22— —
IZESTHET, DNV TLEROHD HLOTRITIEZRY XA,

o F— LEITRLFLNLFRKBISNEEA, T27EL, —BMEEZRELZ L2880 L
£7,

o [IP] FIDOTFIZERZINDT RLURE, IROFERITHE D LERH Y F9°,
«IPvd 7 L ZDOFERIL., Txxxx] BLO Ixxxx/32] TI,

cIPv4 7 Xy ME,  Ixxxx/<netmask>| OFRIZTHMENHY £, 2T, X
h~A 2712005 31 £ TOEETT,

| oL IvN |
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¢ IPv6 7 FL A2 TliE, BEWERX ( Ixxxxxexexex] F720F Ixexexexexexix:x/128) ) B X
O ( Txxox) £720F Txexax/128) ) Y FR—FERTWET,

cIPv6 7 % v FTIE, EWVWERX ( Ixxoxexxixix:x/<netmask>] ) & AEHAELL
( Ix:xux/<netmask>] ) XU HR—FEINTWET, Xy bR 70~ 127 DIEHT
HOVENRH Y FT,

FIONEFIZEETIIH Y F¥A, YD 32 OD2—HF—EEIT. F-ULRNEBRICED 2
DE9, REBZDHINNT v 77— RENTWEEEIE, =R CHLIF=v IRy 7
AEFERH LT, mRK32DFNEFHTHENRTEET,

HRBELSR)LOT7yvTA—FK

KOFNETIE, Y FEEF, DhRET—HYHKR—F, 23— MEERBEOSRE R — L& F
DA—P—=RITVET v T u— T L 5EEZRHLET,

48 HHEIIZ

HAR LG YV T v 7 a— RT3, [TV 774007 v 7a— RZETBHA4 K7
A BT g NES T, CSV 7 7 A NVEVERR L E T,

FIE

ATy T ERO~SA T, [BE (Organize) |>[1—HF—FESNIILDO7T Yy 7AO— K (User Defined
Label Upload) ]1>[CSVD 7w FO—FK (CSV Upload) ] Z&IR L., [HFLWVTILDT v
7 — K (Upload New Labels) ] T[7 7 A VDRI (SelectFile) 1227 Vv 7 LET,

RTY T2 EfOSA T, [BE (Organize) |>[FNILEE (Label Management) ] 23R L, [H LW
DT v 7 r— K (Upload New Labels) | T[7 7 A /L D% (SelectFile) (%27 U v 7 L
£,

ATy 73 BE BN (Add) 1. [v— (Merge) 1. £721% [HIBR (Delete) 1) ZERL £,

c[EM (Add) 1: FAEZHHBLOEADO T FLR/P 7%y MGEMLEST, BEOT
NADROVITH LNWTG SV ERIRL T, BAEMELET, LT, T—F—2AN
DIEFTD Z ~L8 {"foo": "1", "bar": "2"} T, CSV 7 7 A /W2 {"Z": "1", "bar": "3"} & £
NTWABEE, add X, 207 FLAD T~ % {"foo": "1","2": "1", "bar": "3"} IZERE L
ESr N

e [v—Y Merge) |: 7NV EBEFOT RLA/M TRy MIv—Y LET, EZOfEoRb
DICZETIRVMEZRINT 52 LT, BaakLET, &2 7T—4X—ZANOT I
L ZADZ~rhs {"foo": "1", "bar": "2", "qux": """, "corge": "4"} T, CSV 7 7 A iz {"Z" "1",
"par":"","qux": "3","corge": "4-updated'} N EFEENTWNDHEHE, add 1L, TDOT FLADT
~V% {"foo": "1","Z': "1", "bar": "2", "qux": "3", "corge": "4-updated"} IZFXE L £,

6= “bar” DAL (22) (U E vy b&and | BEFOME “bar™="2" BRFFS L E T
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o [HIBR (Delete) 1: ZDOA T a ik, 7 RLA/BT Xy OTUPHIBRSIVET,
ZOF T a it ®i, 7oy, R —, BLOWHAINAEMEICRE AL L
ZDHAREMENH Y F£9°, BERFFMNCHOWTE, [T DHIER] 2B LT EEV,

FE . ZOHIRKEEICLYD . HAX LTV OT v 7 u— Rz, EBESHZIP T FL A/
T3y MIEEMTONTZTRXRTOTNABEIBRSNE T, HIBROXSRIL. CSV T 7 A T —
BFERRENTWAINIRESNE A, TO-H, HIREEITERICHERTA4LERH Y £
7,

ATy T8 [Ty 7ua—F (Upload) 127V v LET,

BRRERINIL

[ NEEEE (Site Admin) ], [ A ¥ ~—HHR— K (Customer Support) | F 7213 [#iFHFTAEE
(scopeowner) ] D —/ L& FFOL—H —X, FFEDOPT KL AT T 3y MZT~UL%E
B Y THZENTEET,

FIE

ATFY T [2—H =0T v 7 u— R LT~ (User Uploaded Labels) ] ~— T, [MFEEE D YT
(Search and Assign) | %2 U v 7 LET,
ATY T2 [~V (Label Management) ]~X— T, [ L EIV %4 C (Searchand Assign) 1% 7 U v
7 L\ij—o
RATY T3 [IPE2IEH 7%~ b (IPorSubnet) |7 4 —/L T, IPT7 RLAEFV 7%y hE AL,
[k~ (Next) 127V v 7 LET,

[T~ DEID 2T (AssignLabels) |X—12, AJJLTZIPT RV AE I 73y NORESF
DT _XNUMFERINET,

NRABLFRILDFEHEY HTEEHES

[V MEEEHE (Site Admin) ], [ A ¥ ~—H 77—k (CustomerSupport) | F7=1% [/L— h&ipH
OFTfiE  (RootScope Owner) |D R — /L& FFOZ—H—[I FFEDIPT FLAELITF TRy
MZTNVEFEHTEY Y TDHZENTEET,

FE
ATY T [2—H =0T v 7 u— R LT~ (User Uploaded Labels) | ~— T, [MFREE D YT

(Search and Assign) 1 %2 U v 7 LET,

ATw T2 [7-UVEH (Label Management) ]-— T, [#MiR EE D 24T (Searchand Assign) %7 U v
7 LET,
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AT9F3 [IPEEFYV 7>y b (PorSubnet) |7 4 —/L KT, IPT RLAFEZEIV 72y hEADL,
[k~ (Next) 1%#7 Vv 7 LET,

[ZLDEI) 4T (AssignLabels) | X—UNFERINET, BHEOTARERIN, Wk
TEHZ LITHERLTLEEN,

ATV T4 FLWTULEIBIT 51213, Labelsfor <IPaddress/subnet> &7 2 3 T, F~UL4L L%
AB L., [#FR (Confirm) %7 Vv 7 LET, IR~ (Next) |27 Y v 7 LET,
ATY TS BEFEEMHEREL, [ED YT (Assign) 1227V v 7 LTHELET,

SRLOE YA

YA NEBE HREIT—HHR—F, T3 — NEEOFREE D — L 2o —F— (3,
Jb— MR T A ERNCER SN T~ E X 7o — R TxET,

FIE

AT T [2—P—nT v 7 r— RFL7Z7-Ub (User Uploaded Labels) ] ~—C, [CSVT v 7 r— K
(CSV Upload) 1#7 %27V v27 LET,
ATwFT2 [F~UVEEL (Label Management) |-X—C, [Z2—HF—EFT7~LDT v 72— K (UserDefined
Label Upload) 1% 7 U v 7 L7,
ATY T3 BEFEOT )LD HF v a—F (Download Existing Labels) | &7 >3 T, [TV DX T
72— K (Download Labels) ] #7 V v 7 LET,

Secure Workload T EH SNDH TN CSV 77 AL LTH U ya— RENET,

SRILDEE
A
2L TNV EEFETALENDAEAIE. BEIToTCLEEW, BEFETHE, BFEOI7 )
TUANE, I, 7R, R)—, BLOZFOTOUIESWCHEA S NZEED X v
Ny T EENRERTINET,
F|iE

ATy T [2—P =0T v 7 r— R L7=7~b (User Uploaded Labels) ] ~X—C, [MFEEEID YT
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ATy T4 [727 3 ar (Actions) 11T, [fREE (Edit) | 7A 22227V v 7 L THERTILOLREIE
HEEELET,
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R4 ZRLEZSRNILDOEREERT
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[Bl#iH (Parent Scope) ] FLWEHOBIL, V) —EEfEE L rE L
£,

ARl i PH 2 @3 2 44 il

547 AL, KESERDIT IV DAL LN R
VERETHDIERINET, %47k
WIGE . FETITHEHICIRE YA TREENT
WAHEAIE, EADOEFICTHIENTEE
7,

Query il 2 DFIPHZ EFRT D7 =V,

)

CE)  #iHIE, MfkoT 7Y r—va CETAHERRE 2 BT DB CERT OMENDH Y £,

N

GE) 7=V PRV TRy NERIZEOMDA X N EEE B SE5603H 0 £7,

5: gEEREE £ AT 501

V-4 . " .
@ CiscoTetratizn”  SCOPES AND INVENTORY ® Totration ~ @ Monitoring « @ « &% -
[ You do ot have an active license. The evaluation period will end on Mon Aug 31 2020
& [etration : Workload Juer N
“  Scopes ~ Commit ~ m Tetrati ; Gy elete | Edit = Add i
Serving Layer Hostname contains ]
o
All Inventory 2 L nventory 0 Overl: Scopes 1
@
Filters @  Enter attributes.
8 | Seavchvertory. |
v v:89
Showing 2 of 2 inventory
Q
Workloads
-l Inventory: 56 Hostname - VRF Address os
b v dbomaey | S v
druidHistoricalBroker-1 CentOS
= A I e 3
> @ oaauenpaent e dnidHistoicaBroker2 cantos
d
Compute
nnnnnnnn
> @omouy o
N ﬂ En' eeeeeee it v:0
FrontEnd y: 9
> @ Uncategorized: 3
Infrastructu
> B

#PHT « L7 b U, RPHREE & ARIHOREM (X P UL FREEOE, V-2 X
N=RRE) BFRRESNET, #ilHE7 ) v 730 L ZORMARRSNET, ARIOFEM~
A VR, #iHB X OEOHEPFHOA X N VBT AFEMIEHR CER SALE T
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Scopes

@ Filter Scopes...

40 Scopes
® 8 Tetration tory: 75
A 5 Children SRS G

Workloads Inventor ry: 75
v & 7onien Une:

AdhocServers

® Collector | -
0 Children g

Enforcement )
> @ 2Chicrn nventon: 0

FrontEnd Inventory: 12
> @ SCiden  Uncoegoried: 3

EFE I 1S

Uncategorized Inventory @)

1Ry |

{ Edit } Add ‘ g

Overlapping Scopes @ Suggested Child Scopes Usages

Address 1 ostl
441

1.1.1.47

1.1.1.48

1.1.1.55

2P L BT A NA R LT, SEOEESs7 ) Y. SESERGEOENET

FEROSHFETEEY, 7 4 VA HEREIT,

iﬁ—o

7 DEE, BOERREERET D DITHRILD

TJ4—ILF

aBA

ARl

P EIFIA R N T ANV H DLARITTT 4
JU ARV L E T,

B2l

FHORINCE REINDTFANTT 4 VA
WP F 9,

Query

JxYTHRAEND 7 4 — NV REZIIETT 4
JUH AL L E T,

[7 =V DZEHE (Query Change) ]

a3y FERNTWRWT =Y BB AEPHTT 1
UL L E 9,

Parent Change

FZ7 FTREIESNZZAZ Iy STV
WHIPH T 4 L Z B L £,

Filter) ]

[ X MY 7 4B (Is Inventory

FTAMEDHEMRIZHIRS N TVD A X MY
TANBEFTKRLET,

[V—27 A~X—ZXH 1 (Has Workspace) ]

FI5AY T =T AR—ANBH AT 4
VI U =

Workspace) |

[V —27 A~X—2%Y (Has Enforced

WHINTWDE T TA <Y T —7 A=)
HHFPATT N Z UL FET,
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HEHET LY .

J4—ILFK

A

[E#EDH Y (Has Overlaps) |

WA EIFE LB A X N U B HHIFET
T4 VEZMEE L FE T,

[%h72 7 =V &V (Has Invalid Query) |

HNFEIIIARAR TNV EFEHT 572 &
G T T AV AB L E T,

B -

[EfEH Y (Has Overlaps) |

HiPH O EAE OB
7: Has Overlaps

Scopes No Draft Changes @

[ ] Has Overlaps = true X

2 Matohing Scopes
o Workloads
v Compute
w HDFS
v Namenodes

@ PrimaryNamenode in
0 Children

N Overlap

@ SecondaryNamenode
' o chidren Ove

ZEHIZ OV TR,

Parent Change

;e Primary Workspace Query
3 Tetration )
EB Tetration VRFID = 676767

Uncategorized Inventory @

Al Inventory @)

@ Enter attributes...

Workloads @) IP Addresses @ €D

Showing 200(44invenmry‘ Load All ‘

Y Hostname t
adhoc-1
adhoc-2
appServer-2
collectorDatamover-1
collectorDatamover-2
collectorDatamover-2
druidHistoricalBroker-2

elasticsearch-1

Edit Add

Suggested Child Scopes ~ Usages

X

Address 1| os 1l
4.4.1.1 linux
1.1.1.48 linux
1.1.1.44 linux
00.64.0.1 Cent0S
1.1.1.27 CentOS
00.64.1.1 CentOS
1.3 CentOS
1.1.40 linux

[HPHOBEME] OHEEZSBRL T EEV,

R 7 FTRBEISNZAEL Iy PSR TW RNV,
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8: Parent Change

Scopes ~ Commit ~

Filter © Parent Changed = true

1 Matching Scope and 0 Matching Inventory Fitters ®
v Tetration
v Workloads

Hyper Drive
5] Draft Changes, Parent  Inventory: 0
0 Children

ZILEEDOI )
9: EEFREE DB

N

Tetration : Workloads : FrontEnd : Mongo ~ Query

Scopes NDraf CHinges @ Hostnams contalns mangods-
MongoServer

@ Filter Scopes... X

40 Scopes. All Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

v @ ?Jﬁ:ffia" Inventory: 75 @ Enter attributes...

51, Workloads
7 Children

Inventory: 75
Uncategorized: 31

Workloads @) IP Addresses @ @

Showing 2 of 2 inventory

Adhoc  ventory: 5 Y tostame Address 11 os1l
mongodb-1 1.1.1.34 linux
Collector 7
mongodb-2 1.1.1.35 linux

Compute
> @ ok

Inventory: 4

s @ Enforcement

Children

FrontEnd Inventory: 12
M 3Chigren  Uncategorized: 3
ElasticSearch
oGhidren Inventory: 3

Mongo
v @ e o

@) MongoDBAMBiter 1,4
0Chidren

MongoServer | .
® e T

HPHOERITIPEERIC /o> TR, #HHO T L7 =V X, T_XTOH & LICHPAD [FRELR)
cl: LTE% é#’bij} J:%Eﬂ){ﬁﬂfﬂi\ Tk b4 }‘ }i Workloads:FrontEnd:Mongo W—%’J D % < 6“(

WET,

FEFHOREIIRD L 12720 9
vrf id = 676767 and (ip in 1.1.1.0/24) and (Hostname contains mongo) .

vf id= 676767 1Z/L— MEFH 7 = VTS & 1.1.1.0/24 O TP (ZHHEPH 7 = U (2 IS & £,
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75‘5{?)53*‘4}*‘@:\ rfﬁ%%&:i D N uT%ﬁUWorkloads:FrontEnd@‘F@j—’\vf@%ﬁ’\@%i:ﬂﬁ
WROT 72 ZAMNRHY £T,

* Workloads: FrontEnd:Mongo

* Workloads:FrontEnd:ElasticSearch

* Workloads:FrontEnd:Redis

setc. . .
I OFRPIZT 7 B AAREn — VA2 ERTEET, 72& 21X, Mongo Admin| =—/L(C
X, WHA~DOFEET 7 B AR O LGN H Y £7,

* Workloads:FrontEnd:Mongo:MongoServer

® Workloads:FrontEnd:Mongo:MongoDBArbiter
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WO LRV S NET. 728 215, RIHICEXALMIEN B S &, ZOMROHLIRY b
AT,
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FEHRZFFo2—V =X, 20V U —O#FAZIER, fE. BLOHIBRCTEES, 2O 2—
W27 7' ATHITIE, LFEITWET,

EfloFesr—y g 3=, [BE (Organize) | >[&BEA A2 1) (Scopesand
Inventory) 227V v 7 LET,

T RAMED G DT X TOFMIZONT, #HBEERER OL—FET) 28t Ed, 2o
FTERBBWICL Y, 22—V —MEEOHPICTTERY O —2ERTHEED 2T % 2 F 2R
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No Draft Changes Tetration : Workloads : Compute : YARN ~ Query
Scopes 9es @ ® A e s e L
ResourceManagers
@ Filter Scopes... X
40 Scopes All Inventory @ Overlapping Scopes @) Suggested Child Scopes Usages
> O zchiden ™MV
@ Enter attributes... X
Collector
0 Children Jovsniony; 7

Workloads @) IP Addresses @ @

Compute . Showing 2 of 2 inventor,
% P Inventory: 4 g Y
Y Hostname Address 11 os Tl
HOFS iy 2
R resourceManager-1 1.1.1.16 linux
YARN ventory: 2 resourceManager-2 11147 linux
ed 2 Children e
Nodemanagers
0 Children Invertan;i0
ResourceManagers |
0 Children A
Enforcement
Invent
> 2 Children BMonE0
FrontEnd Inventory: 12
> 3 Children Uncategorized: 3
Infrastructure |
> 4 Children v
Serving Layer .
> 2 Children 1Rventoey:2

FEHZSWI 5270 —DIRFE

A=, va— by PRV OPHESLTEY . Ze—0— G Eidmox
RRA » FEESNIZHHRNICH D 70— 2R T 0 ENH LT VA TRLLET,
B 11: EETH 7 0—D&RE

P — Tetration : Workloads ~ Query [ petete ][ Edit ][ Add
Scopes ges @ @ Hostname contains collector -
Collector

More Scope Details
@ Filter Scopes... X >
" : Flow Search - As Consumer
40 Scopes All Inventory @ Overlapping Scopes @ Suggested Child Scopes Usages
Flow Search - As Provider
BB Tetration N
. Inventory: 75 Enter attributes...
¥ 5 Children e ° Flow Search - Internal Traffic
Workloads @ 1P Addresses @ @ Change Log
Workloads Inventory: 75
hs 7 Children Uncategorized: 31
Showing 7 of 7 inventory View Deleted Scopes
Adhoc Ientory: 5
2Chidren ™™V’ Y  Hostname ¢ Address 1L os Tl
collectorDatamover-1 100.64.0.0 CentOS
collectorDatamover-1 100.64.0.1 CentOS
N fsmf“‘e Inventory: 4 collectorDatamover-1 1.1.1.26 Cent0S
idren
collectorDatamover-2 1.1.1.27 CentOS
Enforcement | o
> ZiChilgesi] collectorDatamover-2 100.64.1.1 Cent0S
FrontEnd Inventory: 12 collectorDatamover-2 100.64.1.0 CentOS
> 3 Children Uncategorized: 3
collectorDatamover-2 1115 CentOS
N Infrastructure Inventory: 14
4 Children
N ServingLaver \eniory: 2

FoRITRT Lo, &YV — (EflopL) TREOEHZRIR L%, 2—F—3k
D3ODF T arhHEBIRTEET,

1. [Zue—f#E (2 a2—~<&L7T) (FlowSearch-AsConsumer) | CiX, 71 —fRHgE~—
Oy a— My bRREEh, Te—0arya—<file L OERSZEETO

T —DRBIESEHET, DFED, 7u—0arva—~vxy RRA Y NERFEET
T2 RARA > ME, BIRUEEICELET,
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2. [7u—kHE (Fm A AfH—L 1L T) (FlowSearch- AsProvider) | CiX, 7 v —ffE~—
TADya— My MRRksh, Ta—o7 a S F—§ s L CGRIRES R T O
TO—DRBIIENYEET, OFV, Tu—0TFu AL X—x L REA L M EFIIsEET
Y RARA M, BERUIZ# PRI E L ET,

3. [7a—Hm®E (NENTZ 7 1 >7) (Flow Search - Internal Traffic) ] TiX, 7B —fR¥EX—
DY a— by MRS, BIRUCEEICER2ICHIRS N TV D 7 v —D/RRIC
BEBLET, DFV, TE—DOHFDOTLY FRA U (arva—~vdFag x—)
WL IR L #EHICE LET,

FEIPHIL, [#EPH (Scopes) | EHEN—TTERLET, ZOT7 27 v a i, — REEFHD

scope_owNeR ME[RASMELTY, B4 FEBEIX, T XTOHBMOFTAE T,

FH#PAZMER T D &, BEHEHOT 7V r—a A _U R A=y (A R—T —
sua—R) IZBLET, ZOME, B#EHIZIX TR 7 NER)] Oo~—7 ¥ b,
EHAZaIy LT, IKFHEROEELTEHTLOILERH Y £3, TEHEOMHE] 22T
<TEEVY,

FIE

ERloOFesr— g "—=7T, [EE (Organize) > [&EH &S N> M1 (Scopesand
Inventory) =27V >~ 27 LET, 20—, VAT ATHEREADTF > k& VRFIZxH
g B — RN R RSN E T,

T 4 L7 MU CTEIAZRINLUES, HEINU T, ROICHEAEZ 7 V2 ) 7 TEE
R

BN (Add) | ARZ %2207 LET,

X 12: EEEDENM (Scope Add) JRE >

Tetration Query [Edit [[ Add
Scopes Ne Drsit Changes @ % AddressType =IPV4 o  Address Type = IPV6
Workloads
@ Filter Scopes. X
40 Scopes All Inventory @ Uncategorized Inventory €fD Overlapping Scopes @) Suggested Child Scopes Usages
. ® ?ﬁmf;‘:‘”" Inventory: 75 @ Enter attributes.. X

Workloads @3 IP Addresses @ €D
Workloads Inventory: 75
> E% 7 Children Uncategorized: 31

Showing 20 of 44 inventory | Load All ]

) Campus o o
fi] o chicren 4 Y  Hostname 1 Address 11 osil
Partners adhoc-1 1.1.1.47 linux
25 .
& o chidren sl
adhockafkaxl-1 1.1.1.55
Iy c'j’“d Services | ion v:0 appServer-2 04146
collectorDatamover-1 100.64.0.1 CentOS
@ Internet  inventory: 0
collectorDatamover-2 p8 5 -4 CentOS
collectorDatamover-2 100.64.1.0 CentOS
druidHistoricalBroker-1 1.1.1.30 CentOS
hbaseMaster-2 1.1.1.19 CentOS
launcherHost-1 1.1.1.23 CentOS
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AT T4 UTFDO7 o —)L Rz fEms A LET,

TJ4—ILF B
[#l (Parent) ] B L WG OB,
22 #PH AR 400, BEHO T T-ETH
HLENRHY ET,
[% A7 (Type) ] FLWEPHO N T 2V 22N L £,
[V (Query) ] Ty MZ—ET 57V EZ7 414,
13: BEERE—FIL
© veme 2) Sty

Type

Policy Priority @

Create a query based on Inventory Attributes:

Inventory within the parent scope is matched dynamically based on the
query. The
The full list

de Hostname, Address/Subnet, OS, and more.
id

A preview y items will be shown in the next step.

Query @
Enter query filters (an empty query matches none) X

FEEDERE

HPHZBIMNT S & X3, GHOEELZRTLZ 2B LEd, BN EET L L, BEET
HEPICH L CTERESNEZRY =0, = Ra—F—0iRILEF < TEERH Y £4, Zo
FEREIX, #PHA L N— o TREBEL TV DHEAE, 2F 0, RUA X2 R Y 3Py U —
(LBh#DE) DR DR S OEBOHPIZE L TWHIAIT, B —— 2@ L £7,
ZORHANE, FIHY ) —DRRDENICR LU —27 0 — RIBFET DH 2 & &l 5 2 & T,

BEOFHMIZBRT HA4 X NVEBEZFRT HI2IE, #H 7 v ¥ 24/ L, HasOverlaps
=true 77ty bEASILET,

| RN
I



| 1o~>by

AO— T DiFE

z2a—-JoEE |

14:EEIAIILFTOERI 7Y b

Primary Workspace Query
EB Tetration VREIDC67678)

| Eqit

Scopes No Draft Changes @ @ Tetration

[} Has Overlaps = true

All Inventory @) Uncategorized Inventory @) Suggested Child Scopes Usages

2 Matching Scopes

@ Enter attributes... X
Workloads @3 IP Addresses @
v Workloads
Showing 20 of 44 inventory
"y Compute Y  Hostname ¢ Address 11 ostl
adhoc-1 4411 linux
< HDFS
adhoc-2 1.1.1.48 linux
~ Namenodes appServer-2 1.1.1.44 linux
. collectorDatamover-1 100.64.0.1 Cent0S
PrimaryNamenode In
0 Children Overiap
collectorDatamover-2 11027 Cent0S
SecondaryNamenode collectorDatamover-2 100.64.1.1 Cent0S
0 Children ove
druidHistoricalBroker-2 11131 Cent0S
elasticsearch-1 1.1.1.40 linux

HETHHHEBLORET 2EEHTLHIP T RLAD Y X ME, YU —=TFICBE L, [E
#3 2 #iPH (Overlapping Scopes) | % 7 #i#iRT 5 Z &L TR RTEET,

X 15: 8@ & IPDEHE

stration : Worklo:
Compute

Committed Query Delete | Edit = Add

Commit +
datanode  or or  H namenode  or

Scopes «

or

Filter @ Has Overlaps = true
Draft Query

31 Matching Scopes and 0 Matching Inventory Fiters ® datanode o nodemana o Hostname contains namenode o

Hostname contains secondaryNamenode

Inventory: 3
Overlaps 1 Scope

v (@) Dratt Query, Parent
3 Chidren

All Inventory ‘4 Uncategorized Inventory |0 Overlapping Scopes 1

Scopes overlapping with Compute ®

AdhocKatka
My Scope
AdhocServers
Hostname contains m
Collectors Showing 4 of 4 inventory
Compute Y Hostname - VRF Address os
Inventory: 4
Draft QUery 6 eraps 1 Scope
3 Children o &
namenode-1 Centos
Bad Yarn resourceManager-1 tinux
> HDFS resourceManager-2 linux
-1 T
N vaRN secondaryNamenode- inux
Infrastructure Inventory: 13

> 4 Children Overlaps 2 Scopes

ZHIFRCTE 9. A MEEHIL,

Jb— N
FT_RTOH

C scopE_OWNER HEFR % FF D —H— D 3
DEFTHHETT,

#HHE B DIRE

HPHA OFFEIIBRRHIZTE T LET A, AR ERFRIHOBUZ L - TIES 02580 5

ARV MY




1Ry |

B «=rzvo6s

\)

CE)  HfAAZERET DL, AL D 70— RNV BEEZ T ET,

#HEY ) DORE
HHOIZ Y PRERIND L, BEOR L FOFANEELZTET, IhOOFMAIL, HE
SNTVWARWEERY Y —IZMzbnizZ &ard [RT77 MEE) Bbde~v—r 3T
£, TRTOIZZVOEHPET L, 2a—F—3fHET 1 L7 NI D EIZH D [EED
it (Commit Changes) | AR¥ %227 U w7 LT, BREZKGILTIVNERHY £, ZhiZ
S0, R TITORERIB NI T—EN, V=T ARX—=ANOTXTOHHI =V &

M)y A% 72| REFINET,

"
5 | B

G T AEHTAL . BEOA LN MY A=y DR ASA—T DT — Y
R—F) ICHBES XS MEES DY T, LHE, BROWET 7L APIAMRY &
T VAT BT 57200, [#iF/ 7 4 VA EEOREERRT 5 (Review Scope/Filter Change
Impact) ]|V 4> RUMNS, AL N—2y FPOEEZLE LT, EBZFEMICOIT TE £,
WPR/7 4 v 2 BEORBEWR (49 <)

HLWARA RN 77 AT 04 —/L b= LA S, B 28 A b ECBAFOL— 93

THIFRSNET,

16 FEFE D RS

No Draft Changes Tetration : Workloads Query
Seopes =0 @ I——.
Enforcement

@ Filter Scopes. X
u

40 Scopes All Inventory @ Uncategorized Inventory @) Overlapping Scopes @  Suggested Child Scopes sages

No overlapping scopes found.

#iPH & MRS 21213, ROFIHZEITLET,

FIE

ATV TN WETLIENENORHOHEEREI &2 ) v 7 LET,
ATy T2 BRULHAOHRTE L =) & L £,

| IRy



| 1o~>by

aEszyomEe ]

AT T3 [/ VEEOZEDOHR (Review query change impact) | DU > 7 BB LT, H W KT 7

PV EHLWRT 7 b7 OMOEE AL E7,

ATy T8 [fR1F (Save) 127 Uy 7 LET, AANTTICEHTINET,
RTY TS TRTOFEFAD Y =Y ZHHT 5L, [EREOMEE (CommitChanges) |7R¥ %7 U v 7 L

£,

ATw 76 @WHOEEAZET LI RETZTHRRN Y 77 v 74 RUNFRSNET, IR, Ny

7770y REA7 CHRBNALBE SN ET,

ATy 1 [R1FE (Save) 1227V v 27 LET, BEEOHICE > L, BRIFIC I DU EIDLDBERH Y F

7,
17: 9 TVERDOZEDHER

Campus

18: EEDHEE

OLVIVE |



1Ry |

B c=0s06s

FEEDHDIRE

HFEOBDNEFIND &, #@HI/ Y DNEEINET, ZOERF, BAa—TLFRa—7
DEF DA =2y T LET, ®H7 =) OffFE L RIS, 2N OEF IR [F
Z7 MNEE] L LTRAFES L, MESNRVIRY FRNCRY A, 2—F—1X, [HHEOHR
££ (EditScope) | E—# /N T[7/ = U EHDOEEL M (Review query changeimpact) 1% 2 U v
7 LT, MEETDHRINCZOELOBAMGETEET, MEEAE T Lich, [MEE (Commit) ]
7V wr L, [#®PHOBE) (Scope Moves) ] & [7 = VU DZHE (Query Changes) | Z7&RT %
Z&T, AEEMEETEET,

HHOB A RET 5121F, ROFIEICHENE T,

FIE

ATy RETLIENENOHMEO [fRE (Bdit) (A2 %2270 vr7 LET,
ATy T2 BRUIHPAOB ZMRE L E7
ATY T3 [/ EHEOEEOMT (Review query change impact) 1V 27 %227 U v 7 LT, i\ KT 7

N2 EFHLWET 7 b7 ORMOER S &L 7,

ATy T4 [{#fE (Save) 127V w7 LET,
AT 75 [fEE (Commit) 127 V> 7 L, [#FHDOKE) (Scope Moves) ] & [Z7 =V DERH (Query

Changes) | #A&GRL LT, HHL, Ny 27 27T 0 FZ A7 THEBIZLHE S L E T,

ATYT6 ZOEROEELZITLHV—rn— ROBIZL > TE, LI 1 U EDPDD5E03H 0 £

A a—TDOHIk

7,
19: &% T 7 + )L FEEFEH S Default:ProdHosts IZEE T 5

Workloads : Collector X

Parent

& Tetration : Workloads ~

Name
Collector

Descri ption
Enter a description (optional)

Type
No selection v

Draft Query @
Hostname contains collector X

Query changes must be committed to (3" Review scope [ ool -
take ful effect. @ change impact

Jb— NG C scope_omver HEREA FF O —H —D AN A HIFRCE £, A NMEEEIX
TRCOFMHEOFAE TT,

| RN
I



| 1o~>ky
z2a—7ouk |

HPHAZHIRT 2 &, BEHE BEEOA L NA—THoirU—2rn—F) OT7 7V r—var A

RURNY AUR=y FIZEERD Y FT, . FOME, BEHIX TFT7 7 MEFE] 28200

DELTY—27&nZEd, BFEZaIy bLT, KFEBEROMBEZFHTLILERHD 7,
[EEOME] #2RLTLIEEN,

KEAT7 V=7 FOBLIHHITHIRTE T A, ROGEIFTT= T —NIRINET,
cHPAIC T — 7 AR=APRER SN TND,
c FPAICEID Y THNTA R MY T4 VI BB D,
WAL Carya—~ERE T e ¥ =2 EXT LRI V—DBFET D,
« #iPH T Agent Config Intent 23 EFs LTV 5,
« %iJH T Interface Config Intent 23 EFE STV 5,
« #iPH C Forensics Config Intent /3 EFE XL T 5,

FPHOKFEMRZ S LI R UMK T 3510k, T8/ 7 4 VA BT OB MR 7«
v RUMNG, [KIFEBMRE (Dependencies) | ¥ 72T 7 A LET,

HFALHIBRT 20, ZNODOAT V=7 NEHIRT DMNENRH Y £7,

1. EfloFesr—v a2 3—7T, [BE (Organize) |>[#EEEA N> k1) (Scopesand
Inventory) | %27 U w27 LET,

2. [#iPH (scope) |ZEIRLTHEZ D v/ 3oL, FHRHIMAFRSNET, HIERT LT
HPHZ N L £,

3. [fmEE (edit) | RZ & B (add) 1 RZ o OFICH D [HIER (Delete) | RZ %7
Uy 7 LET,

v . e
20: EE DAk
No Draft Ch: Tetration : Workloads : Adhoc Query I] = ﬁ
Scopes oo crnes 0 gy T A e || Eait [ Ace
AdhocKatka
@ Filter Scopes... X
Al Inventory @) Overlapping Scopes @) Suggested Child Scopes Usages
o @ ElerEon oy 77 O Enter attributes «

Workloads @ 1P Addresses @ @)

Workloads
v & 7ohien

Adhoc
v @ 2 Children  'MVentory:5 Y Hostname ¢ Address 1 osTL

adhockafkaxi-1 1.1.1.55
AdhocKafka
0 Children

® AdhocServers |

Compute
> @ Zcnimen oo

GE)  FORVHEHFEOAHIFRTE £

| oL IvN |



1Ry |
B &=vi—ovtor

\}

GE)  [7F >k (Tenants) ]3—2>5 VRF ZHIBR L T, /b— M#EiPH
ZHIBRT DR DY FT,

#EEY)—D)EY k

ERROBEDOWTINANHET D551F, @Y ) —2 Uty M OENCZN S ZHIBRT 24
ERHVET, TNZETHI>ET, [Uty b (Reset) | RZ AIEHTE LR A,

HEAY ) —2 Uty M DI

1R BHEIIZ
Y U —2EZHIBRL T, BMPOLOVETZENTEET,

fFAY Y —%2Yty hT2L, TXTOFHA, 7L, V=7 A= BLORaLrrar
= DNHIBRENET, BRVIAENZT —XITHIBREINEEA,

Jb— NEPH T scope owner HREA RO —YP— DB, HPHY I —%2 Uy b TEET,

2L, VU —HOWTINOFEMIIK L TIROWTNAPRER SN TV D5GE. #Y U —
ZVEy P2 EIETE ERA,

=7 A= (U4 P— REMHALCHEY UV —%21ER LB AIER SN ZH—0
T Z~l— 2 H )

e AU NY T4NE

« KUY v—

e T —V = ML TV b

e A VB —T A AREA TV b

s T LV IRERRA T b
FI§

RT9 T EloFesr—yarA=a—n5, [2E (Organize) | > [ & A X2 k1) (Scopesand
Inventory) ] Zi&R L £,

AT9FT2 V) —0EEichrEEEZ ) v LET,

ATy T3 [UEy b Reset) |27 VU7 LET,

ATvT4 BIREMERLET,

RATYTE BEIGLT, 7IUFR=T&8H L CRATLET,

| IRy
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R 21:8&EEY)—DY Y b

Scopes and Inventory

Scopes No Draft Changes @
O Filter Scopes. by
11 Scopes

Default Inventor
™ 210 Children  Uncategorized

Internet -
PP Inventory: 32

Internal

5 IR G Inventory: 0

m Default

All Inventory €3

© Enter attributes..
Workloads @
16 of 16 inventory

Y Hostname 1

Uncategorized Inventory €3

IP Addresses @ @@

zznikz [

[ Reset |

WH Eait |[ Add | :

Suggested Child Scopes

Address 1

Usages

X Search Inventory

0s Tl

br#HOT TV r—var A _X N JZYERK, FO®EMOI ) LEOEBEOT
DI TVIZEoTERINET, TR BAETDE, ®HIT TFF7 MNER] BRbde~—7
S, #HOI72Y U—F A= BIOIZ T AXE, [EREOME (Commit Changes) ]
Ny TT3 00 RERAZNFATINDLETERINEE A, ®H1 N7 7 NOGAE, B
JAHEIPFAT A 2 T ADOER Y — 7 BRRSI, [EEOfEE (Commit Changes) |78 ¥
V3 [#iH (Scopes) | N—VIZERENET (GR) . ZORZ %2 Y v LT [EEDH

& (Commit Changes) | /Ny 7 7T 0y RZRAY ZFATTH0ERH D £,

#iHEZ 77 FE LTv—27 TE DA MIRDOEY TT,

e 7T DT
cHOI T Y NEFINT

CEEOFBEIE
c EEOTFOHIBRE L
EHEOFO 7 Y NEF I

FHOLREZLEE L TH, SO FT 7 MREIZLZEESNEE A,

ARV MY




1oy kY|

B ovoz=

2:FEDHE

Commit +

2 Scope Moves

8 Query Changes

GE)  [EEOMEE (CommitChanges) | & A7 IXFEFMITT, BHEITED2 00 £33, K& e
VU —TIIRGPNDLZ ENHY ET,

GE)  ®PHOEF X A7 1%, — M R 7 P TR<RDEETLET, N—U 28 L Cheh
DOREEFRLET,

Ny O%E
YA FEEBEL IOV — N T score_omver REZ FF o2 — Y — X, A LEOA—R—Tm—
Ama—OEERZ %7 ) v LT, KHEEOLEE R 7 2R R TEET,
K23:RTNDEE

No Draft Ch: . Primary Workspace  Query Edit || Add
Scopes o Draft Changes @ (P Tetration e VRFID - 676767

@ Filter Scopes...

More Scope Details

Al Inventor, Uncategorized Inventor Suggested Child Scopes ~ Usages
P— y @ & o 3 [ g Flow Search - As Consumer
. © Enter attributes... Flow Search - As Provider
B Tt tion R venianz77
e 5 Children . Flow Search - Internal Traffic
Workloads IP Addresses @ €D
— Change Lo
b Inventory: 77
v & e Uncategorized: 33 Showing 20 of 44 inventory| Load All
View Deleted Scopes
Adhoc entory 5 Y  Hostname ¢ Address 1 os Tl
hd 2 Children Y
adhockafkaxl-1 1.1.1.55 linux
AdhocKafka .
0 Children Inventory: 1 collectorDatamover-1 100.64.0.1 CentOS
collectorDatamover-1 1128 CentOS
AdhocServers |
® oCrire &
collectorDatamover-2 1.1.1.27 CentOS
Collector o7 collectorDatamover-2 1.1.1.5 Cent0S,
0 Children

| IR



| 1o~>ky
gL roni ]

ZOX ol —Y =%, A EBROF—N—Ta— 2 =2 —(ZH 5 [HIFRINFHDER (View
Deleted Scopes) |V 27 %7 U7 LT, HIBRESNIZFHDO U A NE2RRTHZLHTEE
ﬁ—o

24: Bl s i-#BEDFRT (View Deleted Scopes)

Primary Workspace Query Edit Add g
Scopes No Draft Changes @ @ o B d :
P BB Tetration VREID 676767
More Scope Details
@ Filter Scopes... X P
Al Inventor, Uncategorized Inventon Suggested Child Scopes ~ Usages
1 Seomes @D - O £ 2 & Flow Search - As Consumer
@ Enter attributes. Flow Search - As Provider
B Tetration -
v 5 Children Inventory: 77 Flow Search - Internal Traffic
Workloads @3 IP Addresses @ €B)
) Workloads Inventory: 77 Change Log
v D 7cniden Uncategorized: 33 Showing 20 of 44 inventory| Load All
— View Deleted Scopes
Hostname 1 Address 11 os 1l
¢ DA s Y
adhockafkaxl-1 1.1.1.55
AdhocKafka . .
® o crerer inventory: 1 collectorDatamover-1 100.64.0.1 Centos
collectorDatamover-1 1.1.1.26 Centos
AdhocServers |,
0 Children
collectorDatamover-2 11127 Centos
@ Collector o7 collectorDatamover-2 1115 CentOS
0 Children

LT bOER

Jo— R LV O, 72 M E2IL [#F (Scopes) | EEEA— U BAERK S U7 VRF IZ
~vbErrTEInNEdT, 2077 varix, A MNEBE L DAY — P FR— D= —DR
DR TEET,

FIE

ATy EfloFesr—yva =T, [F5v hT+—L (Platform) |>[TF > b (Tenants) 1% 7
Vo7 LET,

ATv T2 [HLWTF 2 FDOIERK (Create New Tenant) | RZ &7 U v 7 LET,
ATY T3 UFO7 ¢ —/v R fiz AL ET,

TJ4—IJLF Bz

BRI HPHAZ AT 2400, BEHEO T T—ETh
DVENRG Y £,

e EE DM,

ATw T4 [{ERk (Create) | RZ %2270 v 7 LET,

| oL IvN |




B~y

1R KR

1oy kY|

25: 7} > bDERK (Create Tenant)

Create Tenant

A X NYTEET DX, EoF e s —2 a3 o 3—"T[#1 (Organize) |>[sFE &1 >
XY k1) (Scopesand Inventory) ] Z7 VU v 27 L£7,

[41 >R > FY#ZFE (Inventory Search) ]
Fv b =7 ECHRHEENTZTRTOA R MU BREBEARETT, A XV M 2RET5
Wi, [F X2 b U OFfSE (Search Inventory) | ARZ U ZFEHLET, &A1 > MVIHH
I, IPBLVVRFIZK > TREICHAITE, MBOFTIHEH TS ET, —E AL
FUIHBAIE, BHOIP 7 FLAZEHA L TRETE EE A, =AU b 2R T
5121, user orchestrator system/service name 72 £, H—E R IZEEfIF LN TNDH 22— —F
SN DONTNUNEFEHL T TEEN, RAIREADHo726, [FA 2757 A1 (host
profie) ] X—T T, AA MIBETLFEMEREZ R R TEET,
AR N ERER
1. JL— L&ipH

fRESNTT T T ofBEEREL— b

«L3 7 KL A KA A v OmmEii a5y b % HR
2. RAa—7

cE I/ ) TERINIA R N arT)

« BEEAIR Y o —F T L 0 Sk

«RY T —, RBAC, BLOT 4 VIREDT » —7KA >k
3. TqNH

TR A N U 7 YT EE S R R

s ATV MNEFR, BV —E R, R —EFEDOT > I—HKA > b

| IRy



| 1o~>ky
1vxviyonz ]

\}

GE) R—=bF—2b0FT_XTHOIPT FL AL, HHFTOBRENTHEL WA TXTREENE
T, RBILZ—2 2 BFEETDHNE I Db BT, TV EEH L TNEEZERT D
WERH Y £97,

IRVTS U=V TDEESE
1. T—HXOEET
e Xy hT—=271%, IPAM D>, V—T 4 VT T—=TNh, AT Ly Ki— bk,
¢ WA BME, CMDB 73y NAN=NAHFin, 7T 0 Ry, TF Y r—ard—F—
7%
2. T—HORE
3 THNLEOREFHNT, EOXIICEHIND N
s FEYT v 7 — R,
« API DA,
4. FEARDPGIHO TS D
Xy NT—7 TV EMH L CRERRIEES 2 EET 5
CRARTAULEERLT, 77U r—a v LoULT R0 R s S 2 5

AR M) DEER
oY MY ERET D L, BEDOA Sy Y IEHICHT A EERRTEET,

26:[1 >~ ~)#&FE (Inventory Search) ]|

Query [ ][ Ad
VRFID = 676767

All Inventory € Uncategorized Inventory @) Suggested Child Scopes Usages

Scopes No Draft Changes @ @ Totration | Primary Workspace
EB Tetration

@ Filter Scopes X

41 Scopes

Enter attributes. X
® B Tetration °
y Inventory: 77
5 Children
Workloads @) IP Addresses @ €2

[ Workloads Inventory: 77
> D 7chidren Uncategorized: 33 Showing 20 of 44 inventory | Load Al

i Hostname 1 Address 11 osTl
Campus oo Y
adhoc-1 1.1.1.47 linux
Partners )
& ot Inventory: 0 adhoc-2 1.1.1.48 linux
) appServer-2 1.1.1.6 linux
. Cloud Services
D ochiden mento 0
collectorDatamover-1 100.64.0.1 CentOS
@ Intemet  Invento ry: 0 collectorDatamover-2 1.1.1.27 Cent0S

| oL IvN |



B~ rvosz

ATy

FIE

1oy kY|

My 7L XV DA=a—b, [#E (Organize) | > [EEH &AL A2 k1) (Scopesand

Inventory) ] Zi&R L £,

AT9 T2 [7 4% (Filters) 1 74—V RiZ, L TWHA XU RNVIHBO BEZALLET, KO

LIRS D £,

Bt

Bl

KRR F4 (Hostname)

WA N OBREEIT—MEATILET,

[VRF4Z (VRF Name) ]

VRF &% AJ1LET,

VRF ID

VRFID ($tf6) # AL %7,

7 FL R (Address)

H#72 1P 7 KL A (IPv4d £721%1Pv6) & AT
LET,

7RLR A4 T IPvd4 £7212IPv6 Z A LE T,

oS 0S4 (CentOS 72 &) # AL ET,

[OS Version] OS "=V a vz ANJJLEd (B :65)

Interface Name A B =T =2 AL BN LET B :
eth0) .

MAC MAC 7 RV A& A LET,

INEJL—ILIZEE NS (InCollection Rules?)

true F 721X false Z# AT L9,

JOo+RXavw 2 K354 > (ProcessCommand
Line)

RARNTHEITENTWD a~<y RFEF|D—
HEANDLET (F: 2077y MIA v~
RN T4 NEZ2O—EE L TRETEEE
) .

FOtX/N\ALF YNy a2 (ProcessBinary
Hash)

RARNCTEITEN TS avy Ko7 rk A
Ny Vark ANLET FE: 2077k b
A X N 7o EO—HE LTRFT
TEHA)

Ny r—1E$R (Package Info)

VBNZR U T, Ny =4 0O%ITNy ir—
ONR—=V g B ANILET (LT 4w TR
# T ET)

/Xy —< CVE (Package CVE)

CVEID O—# 72132k 5E A LET,

CVE X7 v2 (CVE Scorev2)

CVSSv2 (Common Vulnerability Scoring
System) A =7 ($fE) AN LET,

| IRy



| 1o~>ky

1vxviyonz ]

Bt

A

CVE X7 v3 (CVE Scorev3)

CVSSv3 (Common Vulnerability Scoring
System) Z =7 (FfH) AL ET,

1—H—5 <)L (User Labels)

VT 4T AR — Y —F UL
k35 gk

RT9T3 [ U O (Search Inventory) %7 U w7 LET, #ERIZ, [7 4% (Filter) ]
T A=V RDFIZ, 4 ODOF T N—TIENTERINET, F¥ 7%, BETHH 7
LEBFLT—TINNERENET, 7= N~y X —D7 73V (Lr9H2D) TAark7
Vo r35E, BNMOIERRTEEST, 22— —FVUPREHEREAX. V707

APMFE, ZITUVRADLZENTEET,

H27: 4R M) DBRERER

/7 CiscoTetratien®™  SCOPES AND INVENTORY

You do not have an active

license. The evaluation period will end on Thu Apr 15 2021 23:54:46 GMT+0000. Please notify admin.

& Scopes No Draft Changes ® @ Tetration  Primary Workspace Delete | Edit =~ Add i
=) VRF ID = 676767
v Filter ®  Filter Scopes.
All Inventory |94 Suggested Child Scopes
@  35Scopes
I 3 Tetration Filters © = Hostname contains a
- S
a Services 0 Pod IP Addresses 0
>
5 Showing 3 of 3 tory
& Y Hostname Address. os
» er: ppServer-1 lin
y
ppServer- 2
Cloud Servi i
EY i inventory: 0
ppServer-2 lin
@ Internet  Inventory: 0
e EO 27T FlhE vk
~ —
SR A D4>O0D 7 o
27 2t EA

H— b2

A — A N L —F B L TR &
Kubernetes —E AL LN — AT 4%
—EBFRLET, 20X 71T, BT 58
F—r A R L — 2 BRI TV A A E R
TRV ET,

RNy R

Kubernetes " v F&—EFRRNLET, TDH
VL, B#ET B A— 7 A b L—F D3E AL
SNTWAGEEREXIERRICHRY 7,

V—7ua—NK

Secure Workload =— 3 = > MZ X » TH#E X
NnNizA Xy NJEBEZ—ERRLET,

oL IvN |



1oy kY|
B zzm0i=

827 Bl
IP7 FLA AR NIDOT yTFu—ReT7un—%Z@l
THt Sl o~ MV HBZ —RFRR L
i‘a‘o

K2 TORITA X PV b FRRENE T, MR TT ITERSINDIERITIT, AR M,
IP7 RLA, OS, OSNN—V gy, —ERL4, Ry RAREPRHV ET, RRSNDH T L
DY ANI, T—=TNA~Ny X —=DT7 73 (LrHD) 7TA4arz227 )y 7 LTHVEZDZ
ENTEET, MBHERIL, #HT L7 b UICFREN TV D HERR STV D #PHICH)
RENFET, MBEHMROEEELZ 7Y v 7 T5&, ENENDOT BT 7 A V=V THEMIGHRE
FRTEET,

BARA NOFENL., BMBEHFITOIPT RLAT 4=V RE27 )7 LCT 7 ®8ATEL[V—
7 ma— R7 a7 54/ (Workload Profile) |IZFRENET, sEfllcONTIE, [TV—27m—
F7ma7r7A0] 22 LTITEIN,

PA RNR=InHA XN T g VEZAERT DL, by T A =a—2 [BE
(Organize) 1>[4 YR k)7 4% (Inventory Filters) | R L £9, [7 1 VX DIERL
(CreateFilter) | ARZ %27V v 7 LET, BRFT D74 VZIAHIZ T HZ LN TEDHE—

HNFEATaTRFERINET,

FRIHORET, BMFEET VT XL (Ry PU—27 TOaIa=7 4 y) Z2HL
T, fiHE U THRET 2D H L 7 NV —T 2T 5 Y — LT3, ZOY—/id, fHkE
JEAMEET 5 & IR D, FrEDOFMIT L TR MR e ERT 27 nt 22 RS
W LET, EMoFHRAITREL LTERRSh, BRUTEBMTE T,

BLALTOTIILTY XLOFHRE : BEAOERINTORNA =[] OEEICESL 7
T IBRANAER SN T, 7 7R s ET (JF  BRENTW WA =813, Blo
FHRPHIZE L CWRWA L NR—=TT) | e ziE, 73V XATIE, 77 7RO KEY %5
OBHMDOT L RARA M EBET D RRA LV IR SNET, ZTOL Iz RRA v
FDTN—=TINBONS AT, EBY—ER S L—T O E L Ta—H —ZFRENE
T, I 7OEYOENE, AT 22T L LTEMET A7 —F 2T 57200 s n
F9, a3a2=T 4 L LTEMET DL, =0 RS IR N—THDx RIRA b ED
HAEY BAVICHEIC (F7213E 0207, F—K—FT) EWII@EETDHZ L E2ER
LEd, TOXIRETN—T1E, 77V r—3 a3 RN OIS L TV 5854
NHVET, TOXI =T v arBENCX Y, GBI TR Y —RNA#IC 2 5 aREME D
HoET,

1 -

WORD 105 10 2Hx D RKiRA > MIP ELET, A1 GEBIE) 77 713 kD X oI
TpoTWAELET,

| IRy



| 1o~>ky

reEnez ||

X 28: AhT 52

’3&0‘“

WIZ, = RRA 2 h1~4, 5~7, BLU8~ 10 TlE. fHAICHERMEER®EE (my Y
D) T, o= RiRA » ~EDWBENIKA DN, — 7 —bEnE
—é—O

LAV |



1Ry |
B c=ozoza7E

K29:5EhoN—7F

HEDREDNDRTFIE

AR OFPH ORI DRE 2 PAAGT 21213, #PHON— Y THIPHZ MR L CEIRT 2L ERH Y
i‘a‘o

| IRy



| 1o~>by

30 : FEE DERBI

No Draft Changes @

Scopes
@ Filter Scopes... X
41 Scopes
@Tetration
hd 5 Children e
Workloads Inventory: 77
hd &] 7 Children Uncategorized: 33
Adhoc
* 2 Children Inventory: 5

AdhocKafka
® ocnidren

Inventory: 1

AdhocServers

A Inventory: 4

® Collector
0 Children v

Compute
> @ e e

Enforcement | o
> 2 Children g4

wE0z0zqFE [

Delete Add | :

Tetration : Workloads : Adhoc ~ Query

m Hostname contains adhoc-
AdhocServers

All Inventory @) Overlapping Scopes @) Suggested Child Scopes Usages

© Enter attributes... X

Workloads @) IP Addresses @ @

Showing 4 of 4 inventory

Y Hostname 1 Address Tl osTl
adhoc-1 1.1.1.47 linux
adhoc-1 4.4 linux
adhoc-2 4.4.21 linux
adhoc-2 1.1.1.48 linux

ZOUA4 Y FUTE, 2—F—i3A o Y DROBEOA X FVIEHA ) 22T E
T, DED ., BUYERBRSHTOLHEHICE L, SUEERSN TO 28OV hoFH#HIC S
BESRWHHEZZRTEET, ROPBOA ANV NEBZZ Vv 73208, ZOVRAMER

RTEET,
B 31§51 >~ Kol

No Draft Changes @

Scopes
@ Filter Scopes X
41 Scopes
8 Tetration
hd 5 Children Inventary: 77
& Workloads Inventory: 77
hd 7 Children Uncategorized: 33
Adhoc Inventory: 5
hd 2 Children g
AdhocKafka | oo
0 Children g
AdhocServers |
0 Children S
Collector
0 Children Wentor 7
Compute .
ST -

Enforcement

> 2 Children Inyentor: O

Delete Add | :

Tetration : Workloads : Adhoc ~ Query

® Hostname contains adhoc-
AdhocServers

All Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

© Enter attributes... x

Workloads @) IP Addresses @ @

Showing 4 of 4 inventory

Y Hostname Address Tl osTl
adhoc-1 1.1.1.47 linux
adhoc-1 2411 linux
adhoc-2 4421 linux
adhoc-2 1.1.1.48 linux

HPHZ RN L7212, 22— — X [FHIFA D2 (SuggestChildScopes) 147 U v 27 L., [#iFHD
TR OB (Start Scope Suggestion) %27 UV v 7 T&E £ (E72iL, ZURHID TTRWGE
X [T Rerun) 15227 U v 27 LET) , ®FAREOFETOATIL, SIS TWRNA
R BMVIHBIZD Z EICHEEBE LT EEN,

v |



1Ry |

B c=oizozc67E

32: [FEFEDIZE (Suggest Child Scopes) ] % 7

No Draft Ch: Tetration : Workloads : Adhoc ~ Query mm Add 7
Scopes Dt g L A— (=== =R
AdhocServers
© Filter Scopes... X
41 Scopes Allinventory @ O Scopes @) Child Scopes || Usages

8 Tetration

v O Sonam o Use Tetration's machine learning algorithms and collected flow data to suggest groupings for the 4 uncategorized inventory items in this scope. The
algorithms look for tightly connected sets of inventory that represent the larger components on the network. See the user guide for more details.

Workloads Inventory: 77

hd & 7 Children Uncategorized: 33

Start Scope Suggestion

® Adhoc Inventory: 5
* 2 Children g

AdhocKafka )
® o Crigen pm—

@ AdhocServers
0 Children

Inventory: 4

® Collector
0 Children v

Compute

> @ e e
Enforcement

> @ e ientry:0

a2— L, FPHIRREOATIE L CHAMEEARE L, [#PHO#EZ (Suggest Scopes) | & 7
Vw7 TEFET, @HOIREOETIX. 2ERNRAMNPTREDCLAIIEETHDI Z L1E
<. HTEIOEETI0 NHETOT Y RARA 2 M EALIRT 5 DITES Lin) 84,

B 33: fERET—2EEE LY 2 DH

Scope Suggestion

Start a background job to discover and suggest child scopes using conversation/flow data from the time range below.
The result is a set of suggested groups that can be reviewed and used to partition the remaining members in this scope. See the
user guide for more details.

Will group the 4 Uncategorized Inventory ltems in this scope. @

Select time range Selectlast:| 1hr | 6hr | 1day | 1wk

Jul 16 11:00pm - Jul 30 8:00am +

25 727 729 781 8 s 85

Suggest Soopes

HE, oY 2 b LTa—F—cRRmENET, BE, RR20D7NV—TNRERREI,
ENETNZIZN—TOEEE (WE) | s, 7o) 2 EOBFRAHEL TWET, K
HEn& 7 r—12F, BT oz [(Zv—7"233 2 =7 4 {58% (Group Community
Confidence) 13® V., IWDEOWT VRSN ET, FEFICHE (VeryHigh) 1. [& (High) 1.
[ (Medium) ]. [ (Low) ], Z#UE, ZA—7D[=2I=2=7 ¢ (Community) |7 B2/37 ¢
OFRHEL 720 FF, FEENEVIZE, =V KAV NOBED I NV—TDala=7 171
NRT7ABEL RV ET (A= ONANICEZ DTy URdH Y | SMIlDOT v D)3 YD 72
W) . BRENTWE I NN—T OV Ty ME, [FV—72a2=7F 15 (Group
Community Confidence) JIZFEASWTEIRS N TWET, RSN —71%, BIfE, kD4
DDITN—TZA T DTN HFHINET,

| RPN



| 1o~>ky
aEorz0=qTE [

o [~ 7 L—7" (Generic Group) |: 2 == 4 7 B/XT 4 [TH ST FE 2L - T
B ENTZTRTOT V=T, LLFORIRZ A 7 TH/RIICIEE SN T RN L—7
T, R NV—T7THDHZ EITERE LT EEN,

o [#@Y—E A (Common Service) ]: ZDZN—71E, AJA _o FY DL Li@lEd
HILU RRA LV FTHERENET, 2hbDxy RARA LV ME, 6o gH—Ev 2%
FEITL TV DTSR H Y £,

s [l —E A2 Z 147~ (CommonServiceClients) |: Z D7 /L—7 1%, i@ —E R

(Common Service) | Z/V—7 L DAHIBET DT FARA N THEEIILET,

o [Z—T{bf#BR (Ungrouped) 1: Z D7 —71%, +072@EN 720207 —71{bT
TRV RARA v TR ENET,

34 EHEIRED H H5

No Draft Ch Tetration : Workloads : Adhoc ~ Query [ Delete ] Edit |[ Add g
Scopes o Draft Ghanges @ @ Hostname contains adhoc- { ” |
AdhocServers

@ Filter Scopes... X

41 Scopes All Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

Tetratic N
v @ BN menoy: 77 4 Remaining Uncategorized Inventory Items @ | Rerun Scope Suggestion

> adhoc 2 items
Tauery  Group Community Confidence: Very High

5 ‘adhoc*-2
1query  Group Community Confidence: Very High

m AdhocServers et
0 Children

® Collector |5
0 Children id

> @ CURNT menona

a—P—x, BMHENTEI V=% 27 ) v 7 LT, BRLEEZ V=TT L TERESNTE7 =
YOV A RNERRTEET, 22— =L, MHSNTE N —TZREEIZERT D7 ) O
E—ET DA RO NVET L Ea—TCEFET, 72 VIE, IPHEH, Y7 x> M, BFA MM,
BLORa—F—0n7 v 7o — NI VLV THERINET, &7 0—7IZBEEMIT b
ERENRH Y . [Z7 =V OIEHEE (Queryconfidence) ] &FEEINLE T, IROMEDFEFH DOV 1>
Ll FET, [584 (Perfect) ], [FEWITHE (Very High) 1. [ (High) 1. [ (Medium) ],

ME (Low) 1. Z7 = VUAEKTIE, £977 7UHE EEREEICL > T/ A—T RN S, &’
W N—7Z 87 =Y PAEKRSIVET, [Z7 VU OFEHEE  (Queryconfidence) 11, 7=V ®
HIANT Y FARA b & EORE—HT200EHETT, [584 (Perfect) | D7 = VU ZHEE
WX, BEINT BHESE) ZA—7B7 ) OfiFLE EMIC—H LTSI a2 RLE

T KEHZ, 7= OEFEEN K (Low) 1OHEEIEL, 72V X 0REINZINV—T%
B ZIEL, FRIC—BETE T RNZEZRLTWET, Ziux, 7V O#FASGERE 2
IP (ExtralPs) 1&72>TW5 (BRHEND 7 V—T7O&ENTHD) | £iF7 =V IZEL<D
[K¥#IP (MissingIPs) | 235 (7 =V O#PEANTHD) ZLa2EMRLET,

I P VAYHE |
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B c=oizozc67E

35 gEREH DY T OF]

Tetration : Workloads : Adhoc Query --
Scapes o0 @ = [oome ) oo ) 7]
AdhocServers

@ Filter Scopes... X

41 Scopes. Al Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

B8 Tetration - N
v ek Inventory: 77 4 Remaining Uncategorized Inventory Items @ | Rerun Scope Suggestion
Workloads Inventory: 77 + ‘radhoc 2items
~ & 7 Children Uncategorized: 33 Tquery  Group Community Confidence: Very High
The queries below were found to best approximate this group.
Adhoc Inventory: 5
bl 2 Children
Query Confidence: Perfoct Preview Inventory
AdhocKafka Address = 4.4.1.1-4.4.2.1
0 Children Inventory: 1
AdhocServers .. 3y edhoe-2 2items
0 Children 1 query Group Community Confidence: Very High
Collector
0 Children Inventory: 7
Compute
> 2 Children Inveintory: 4

=P —(F, [+#iPH (+Scope) | RF &7 Vv LT, JN—TFhETN—T7 2] 2tk
TEHmMET 4 RUICBEITEET, 2=V —F, 7V BLIO—ETLH1P 2~ 7=
U ZHREEL TP ZBMEITHIRT 2 LERH L0 E ) a2t 3, BED R
FhE, 2= =T [k~ (Next) 1227V w7 LTHEGEL, FT77 FEa—F ¥ AT

N—T H FPIC AT E T,

& 36 SR = HRE EE D5

Create *adhoc* Scope

2 Summary

parent  ® Workloads : Adhoc : AdhocServers ~

Name

*adhoc*

Type
No selection

Policy Priority @
Natural v

Create a query based on Inventory Attributes:

Inventory within the parent scope is matched dynamically based on the
query. The labels can include Hostname, Address/Subnet, OS, and more.
The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
Address = 4.4.1.1-4.421

=l - |

BESNIEZIIN—TZ@®ICEHBRTH L, J—T A0 v RFRAISRY . ROEHDA X
> N UIAH (Uncategorized Inventory Item) ] DE3 B/ LE9,

| RN
I
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I DORESNFTN—TEERERICEER L ROBEIREH OB

Scopes and Inventory

No Draft Changes @ Tetration : Workloads : Adhoc Query. Delete ‘ Edit Add g
Scopes & Hostname contains adhoc- ‘ | ‘
‘AdhocServers
@ Filter Scopes... X
42 Scopes All Inventory € Overlapping Scopes @ Suggested Child Scopes Usages
. ® EET‘“‘"“‘D“ iventory: 77 4 Remaining Uncategorized Inventory Items @ ‘ Rerun Scope Suggestion
D scnigren
- Inventory: 20
£ Workloads inventory: 77 v el Enforcement agents:  pending
> ) 7 Children Uncategorized: 33
*adhoc*-2
0 SamPN etz > query  Grow Gommunty Contdences Very igh Zitems
245 Partners VRPN
™ 0 Children o 9
(-, CloudServices .o

&5 o chilaren

@ Internet  Inventony: 0

a—F—Fx, FA—T DKV DY X DL EFAERO T mE ALY IR LN TEET, H
WENLHU—7 7ua—F, 1L EO®PHAZER L T, SEDRELHETT LI LTI,
[R¥EDA X2 N VIHHE (Uncategorized Inventory Item) | D#3E v %A 1%, (BIERR
SNTWDHBEMHIZHONWT) S BICHHZRET D4 X U BRK->TWRWZ L AR LE
R

38: EROEHEER R OFHEIREL H DB

Scopes and Inventory

No Draft Changes. Tetration : Workloads : Adhoc  Query. Edit |[ Add | ¢

Scopes g ® e (Add ]
AdhocServers

@ Filter Scopes... X

43 Scopes All Inventory €@ Uncategorized Inventory @ Overlapping Scopes @) Suggested Child Scopes Usages

@ Blewaton gy 2 Remaining Uncategorized Inventory Items @
v 5 Children

) Itis a best practice to rerun grouping after creating a few new scopes.

nventory: 77 ° ° - Rerun Scope Suggestion
>| G Yorkonds oo This allows the machine leaming algorithm to better suggest groups for the remaining items. GIERED

) Campus ventory:

] oCmen  Mmemonso v *adhoc*

2
Enforcement agents: 0 of 0 enabled

g Pamers Inventor 2
& ocnigen  Mmenton:0 + *adhoc*-2 5 °

Enforcement agents: ~ pending

(- Clowd Services

@ Internet  Inventony; 0

FHOER T o ARET LD GROEOEIT0) . =—V—i%, # LBk S vz 7-#ipH
TIO7avRAEFBOVIKL T, REISU TR WEMY ) —%2 4Tt £9,

oL IvN |
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. T41L3

39: BADEREIRE L ERBEOER " X +DHI

Scopes and Inventory

No Draft Changes Tetration : Workloads : Adhoc ~ Query edit | Add

Scopes g P \
‘AdhocServers

© Filter Scopes... X

43 Scopes All Inventory € Uncategorized Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

2 Remaining Uncategorized Inventory ltems @

(7) OB D D R Y R B AU T FeRSene ST

This allows the machine learning algorithm to better suggest groups for the remaining items.

o @ ETeraton ., 77

m Adhoc forg: 5
v A zchidren  ™eMOR ¥ / *adhoc*

@ AdhocKafka 2
0 Children i / *adhoc*-2 Enforcement agents:  pending

@ AdhocServers Inventory: 4
¥ 2 Children Uncategorized: 2

*adhoc* 3
® SChden o2
*adhoc*-2
D (Chiden - memon v3
Collector
® e e 7

)

GE)  #HPFENORGEOHEAN S E<HEINRWATREMELH D £7 (Bl : aI2=7T 1 &K L%
W) o ZOLE. T ANIT N =T ERS RN LB £T (EORR)

TJ4ILA

TANZIE, RV — BEA TV MR EEEHRETDHEXMEHTED, BRIFERA R
MUK TY, 7 4 VHIE, 74 NVXOFTA#HE L TERIN TV DHPHIZE#EA T 524
HRH Y F£9,

BEFEO 7 4V E BRKRT DT, EMOFESS—va A=a— 5 [2E (Organize) >[4
R R T4 )L2 (Inventory Filters) | Z8R L £ 7, F7=, 4T rH@HOTEOY —7
ANR—AZEENDEEOFPICEG DA X M) T4V EEBFRTHIELTEET,
T4 NEDY A M, BEERINTWAHEFHDONL— MIIESWHTHIBRE E T,

R40: €4~V TaLE

© Enter attributes... X Create Filter

Total matching filters: 2 Results restricted to root scope @ Default

Name Query Ownership Scope Restricted? | Created At Actions
Everything @ Address =0.0.0.0/0 or | Address = /0 All Root Scopes No 5:39 AM
Production Hostname = production @ Default No 11:24AM S uE

i

IR U7 BEICET 24 o _U MY A= POEEZFERT B0, &/ 7 4 V%
BEOEBEWR T4 RUICT 7EALET,

| IRy |



| 1oRvbY

tvrvtyznsoks |

ARV M) T2V DIER

SEIFEREMTA R M) 74V EEBERTEET, X, ANV T4 V2 %
FERLTROZ ERTEET,

cHFPHNDOY -7 o— ROV Ty MZEADRY — 5B E-ITmE L3,

72 2E, APIA V H—T =2 A REN L TCDRT I RAINDET SV r—variddy
A, HFENICAPIY—RN—D I NV —TF 2R LT, FDORNF T 4 v 7 &2FL, FOT S
Vor—2arOfod Ty —ra—R~D7 78 2% 70y 73580 v —%ERT
=F7,

« 2 OFIPHICE TN o THIET D AREMEDO H DLV —27 1 — ROR Y o —Z{ER L £7,

T2l z21E, BEDARL—T 4 VTV AT AEFEITLCOND Ry NU—F EOFT_TD
U—Z7o—RZEAINDIRN) =2 ERTD2LEND D EEIF. H#E (720139370
OFPICET=NDA X N T 4V E BERETE £,

Evbh BEEOITAREA RN T A NRICEBT DI, [V TAL A _ b T 44

ATy T

ATy T2

ATvT3
ATvT4

ATy TH

AT 5] ZSRL T EEN,

FIE

RONTNNDOSGFTIZ B8 L £,
« [## (Organize) ]>[A > X ~ U 7 ¢4 (Inventory Filters) ] ZER L £,

e AR NY T A NEEAERT DEPANOIEE DT — 7 AX—=RIZBE L, [R)—D
EHL (ManagePolicies) ]. [ /% (Filters) |. [ X F U 7 ¢ /L% (Inventory Filters) ]
DIEIZZ Vv 7 LET

[7 4 V% DERL (CreateFilter) | £ 721X [ > X2 b U 7 4 X DM (Add Inventory Filter) ]
7V w7 LET,

ZHL, B, BIOT AN A ICEDDL T~ a— ROARERE L7 ZBMLET,
[FEMiA 7> a > & F~ (Show advanced options) | NFEREINTWAHERIL, TV 7 %7
Vw7 LET,
ZDT7 4 NEOFFHEEELET,
BINLZ®EHICE T, ROZERRESNET,

DT ANFEELTEDLL—H—:

BEEINZ DT 4 NVEEBERT LI, FBESN#HE 2132 oefon-dFnn~nE
XIALT VB AR FHF > TWALERH Y £5,

s T ANFIZEENDT—7 v —F (ZOFEOMOFHEITIKLE) .

oL IvN |


cisco-secure-workload-user-guide-on-prem-v38_chapter7.pdf#nameddest=unique_544
cisco-secure-workload-user-guide-on-prem-v38_chapter7.pdf#nameddest=unique_544

B rsrosmcnR

ATvT6

ATy FT17
ATv78

REA T a ATRDOEBY TT,

1oy kY|

B

BRIEFIR

DT 4 NVETRESINEZFHED A L /N—T
BHBHMNE IR, T4 EZDI Y
LA T UV — 2 u— REaEdEd,

[7 =V Z T AHEOHPIZHIRT 5 (Restrict
query to ownership scope) | DB Z fiFfR L &
‘a‘o

ZDT7 4 NVE THRESNHAD A /N —T
HHU—ru—RKOREEDET,

[7 =V ZTAHEDOHIPHIZHIRT 5 (Restrict
query to ownership scope) | Z 3R L F 7,

HERY o —MHZHFr LT, 207 44
TEEINTF-—HEOTY—7 v— NICEBDOR
Vo—%ERELET,

INHDU—rua—RiE, 74 VE THRES
NnN=#EHOY 7%y hTHDIMNENRH D 9,

[7 =V %A HEOCHFAIZHIIET 5 (Restrict
query to ownership scope) | & [#iFHS DV —E
A %4292 (Provides a service external of its

scope) ] D)7 &R L £,

%A ZIBIRT D121, A 2R 5 0208
HYET,

ZDT 4 NVH EHERT DI, NI BIR
HRETAMLENDLD FT, V—0 AX—2R
DINIMEAFBNR OMAREE 2 S L T 7280,

[k~ (Next) 1227V 7 LET,

FEAR 2 RS L C [MERK (Create) 1 &2 27V w7 LET,

Fir 6 #E 0D &5 ] | < il PR

AN T ANV ZNZE S T—ET DA N PVICEBEZGZ D0 E D DI,

(AT A ME DFEPH I

iR (Restrict to Ownership Scope?) | F = v 7R v 7 AL > THRED £,
2T MOEHS 7 2 VERH L E LET,

1. 7Y THREINEZTFT b :vrr 1D = 3

2. 7z ’C?EfEéﬂ“L?‘::@?*ﬂ“/ l\W@%ﬁ . hostname contains db

3. JZUTHRESNIIOFREICEI D LY ToNTWNDA X M) 7 4L H

Linux

| IRy

. Platform =


cisco-secure-workload-user-guide-on-prem-v38_chapter7.pdf#nameddest=unique_545
cisco-secure-workload-user-guide-on-prem-v38_chapter7.pdf#nameddest=unique_545

| 1o~>ky
wE/ 7 nezEopErER [

R41: 7+ bk, SH. A1) T L2 EE

Scope

hostname contains db

Not Restricted (VRF ID = 3) AND

{Flatform = Linux)

Flatform = Linux

(VEF ID = 3) AMD
Resiricied thostname contains db)
AND (Platform = Linux)

Inventory Filter

 [FTEHEOHPHIZHIBE (Restrictto Ownership Scope) | F = > 7 7R v 7 ANA 712725 T
wé%é\_@74w&m\4V&yb974w&m%#ﬁ¢é%+ybm@¢&f
DARAMZ—FHLET, A7 =V IX (vRF 1D = 3) AND (Platform = Linux) (272 V)

i j‘@
o [FTEHEDOHEFHIZHIBE (Restrictto Ownership Scope) | 7‘:: VIR 7 ANRF N5 T
wéﬁé\_@74w&i AR N T4 NVRIZHE—ET DT b EHEARND

RAPMDOHRIZ—E LET, A% 27 = VX (VRF ID = 3) AND (hostname contains db)
AND (Platform = Linux) (2720 F£9°,

EE./j 14 }1/9 E@E‘/ﬁﬂuéﬁﬁmu

#iH7 =) 2 EHTDHL, Iy FSNIEROFHDOA o bYA=y FICE BTG
ZDAREMERH Y £9, RIS, BEEREINDI T ANE 72 OEE S, fHOA X2 b
VAU NR— TR 52 5 RN H 0 £3, [#PH (Scope) ] F721 [7 4 VX fRtk
(Filter Edit)] € — % /I/O)I/ YINNT[Z7 = U EEOFEOMGE (Review query change impact) ]
Vo7&l T LW eI ) DBDORA L N—2 y TOEF LR TEE
T, BT, FPHETITT 4 NV F OKGFBRAIEET 5 & RO SGHITITENLOTET T,

LY
I



1Ry |
B a=szozsEpee—s0

FPHOHIBRZ LT D2 MBI/ T _XRCOA T V=7 M EHIBRTLBICH R B E 9, sEc oV T
1L, [#E7FBIMR (Dependencies) 1 # 72 H 7 7 A LT, #FHOIKFERBHRY UV —%2MaT L TL
72E0,

Ra2: A=y FF—TILOEIA—F

Scope & Tetration : Workioads
Membership Changes ~ Dependencies

Query Address Type = IPV4 or Address Type = IPV6

Draft Query @ Address Type = IPV6

Gained Members 0 | LostMembers 197 | Unchanged O

Showing 20 of 197 inventory | Load All

Y Hostname - VRF ID VRF
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration

HEIT)EEZEET—FIL

[A /"=y DT (Membership Changes) | % 7 & [#17B#% (Dependencies) ] % 7 D
FZT 7 AT 5120k, [#FAMHRHE (ScopeEdit) 1V« > KU T[7 ) EEDKBEDOMHR
(Review query change impact) | Y > 27 %27V v 7 LET,

AUN—YTDERE

AVNR=2 T 2—=DA X M) T—=TZE, T 74V b TERTOSBRERENE
T, BRTHTILRIRCEET, &5, AU FUR[FA >~ (Gained) ]. [H2 (Lost) ].
[£F% 72 L (Unchanged) | DWT NN TH D 0% ik579 5 1BMO Diff % & e, BN LA
Ny TENEITD esvEZTjson B X U a— R TCEET, ¥vra— NIHERTTO
T—TINVOBEPNT =T N E 2 —IZFREINTND I AR L T EEW,

| IRy
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&kEFE&R

2

’,

P

43 GEFE A > TOER

R

Review Scope Change Impact

e |

Scope @® Livingston : ADP

Membership Ghanges Dependencies

Query *org =ADP and not Address = 10.103.0.0/21

Dratt Query @ skorg = ADP and not Address = 10.103.0.0/21

‘ Gained Members 0 Lost Members 0 Unchanged 54039

Showing 20 of 54,039 inventory | Load All

¥ Hostname = VRF ID VRF
B76768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston
B76768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston

a8

*# Host Name Download as JSON or GSV
Refresh

DC1PRAWXVAPO024

EAFEAfR DR (Review Dependencies) | % & HIZE®INT 5 Z & T, XA F SN KRR E

"C\‘ ]\ 3/§“—X/C“% i‘@‘o
B 44 ik EFEROFER

Scope ® Livingston : ADP

Membership Ghanges Dependencies

The enforcement/config state for gained/lost members could change due to any of the following applications and intents

> 6 Child Scopes
~ 126 Policies @

63 Enforced Policies [ Absolute: 30
63 Analyzed Policies [ Absolute: 30

~ 6 Restricted Inventory Filters

®aws Provides a service
® LOOPBACK Provides a service
® Qualys Provides a service
® Tetration Provides a service
©® UNCLASSIFIED Provides a service
®upn Provides a service

~ 3 Config Intents
1 Agent Config Intent (4"
1 Interface Config Intent ('

1 Forensic Config Intent ('

Primary Application © Default:ADP

Defauit: 33

Default: 33

Catch-all Action | @ DENY.

Review Dependencies
Review Dependencies
Review Dependencies
Review Dependencies
Review Dependencies

Review Dependencies

FUTORY 2RSS 2 LT KFBRY ) —& F I N—RATEET,

ARV MY
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Scope @ Livingston : ADP

Membership Ghanges ~ Dependencies

The enforcement/config state for gained/lost members could change due to any of the following applications and intents

Dependencies for filter  ® AWS 1 ADP

~ 12 Policies @

6 Enf Absolute: 0 Default: 6

6 Analyzed Policies (! Absolute: 0 Default: 6

TAES 2 FTRENED & 2 #iPH OIRFBIRITRD L B0 T,

RIFAETHARMEDOHIEHADEKFEREIRDELSYTT

247 Bl

7IUr— 3y TIA=IRBINI L F VTV r— g
Y BT AT a D FICHLEE
DT — 7 AR—A~DY I RH Y FT,

FEEE FHPFADLET & FHPFHOFHEME 2 —~D Y
I RBHYFET, FAL L LORFBEIRIC R Y
IWE T TEET,

R o— SR EOSEA S RERY —08E . BN
LI=# T 4 VEMB I -F DS
2— LR —Ea2—~DY I RH0 F
TO

HIRFFEA AR T4ILE TANBEDLETEFT AN EDEEME =2 —~

DOV I RHY ET, FAL L~ OEKAFRTR
R AE D TEET,

R A [ A 7 > R4, BEIOm—Y = b,
A H—T AR, TH LT T ORERA

VTV RE2—~DY I RBHD ET

\i
i
\l

T4 )T EREZEE—F)L

[A 2 /N— T DT (Membership Changes) | ¥ 7 & [#17B#% (Dependencies) ] % 7 D
FCT 7 AT BT, [ X2 b 7 4 2O (Inventory Filter Edit) ] 7 4 > KT
[7 =) EHEORBEOM (Review query change impact) |V > 27 %227V v 7 LET,

| IRy



| 1o~>by

son—vy70zE [

AUNR—=yTDER

WB: 4R RYTANEDAVN—=V TOER

Name AWS|
Description Enter a description (optional)
A
Query ©

¥ environment = AWS

Filter matches 12 inventory items

Scupa D ADP -

Restrict query to ownership scope

Provides a service external of its scope

[F* Review query change impact

Save Cancel

ATEAE SRR

FHET DA H D 7 4 VX OIRIFRERITKR D LB TT,
247

58
) o—

B LIOEHA ISR —% s, &R
L7z#H T o W Z B EnN-Z2nEho s
a— LR = a—~DY Y

ul

[(XEA 7 bk (Config Intents) ] T—Vzr b AVH =T A, TF LV
Dy IREA LTV P E a—~D4ETIB LW
Voo nH E3

1o2vry B



1Ry |
. ARy )TOT7A0

\}

AR RN)TATFAIL
\§

GE) AU BNIOTET7ANN—VF, SEIERGITNLY 73N THET, A X b
V7 a 77 ANEFRTDHHFEDOIDEF, A XU M) ORBEEFETL, IPT RLRAE7 U >
JLTEDT a7 7 A)VICKEITHZ LT, [#PHE A 2 F U (Scopes and Inventory) ]
R=UTEELTWDLEAIL. [V—271v—F (Workloads) ] # 7D IP 7 KL ATE/a<, [IP
7 KL A (IPaddresses) | Z# 7 DIPT KV A&7 Y v 7 LET ([V—2r— R (Workloads) ]
AT CTIPT RLAEZ Vv I3ThHE, A _UMN) a7 7 A LTIERS, V=7 a—R7
077 ANVPERENET) |

AR B UIZONTE, ROBERPFRINET,

Ta4—IL Bl
[#iFH (Scopes) ] AR MY BETLFHO U X K,
[f >~ ~Y % A7 (Inventory Type) ] o [7u—22¥ (Flow Learnt) ] > h
Vi, Bl &S iz 7 v —Z S0 TR SR
SNE L

o [Z7~ULfF& (Labeled) 1 DA X2 kU
I, AR Ty e—RNa—TF ¢
V74 2L TFHTY vy 7T r— RS
E LT,

c[m—Yxz> b (Agent) 1A X2 R
X, A RMIA VA P—=LENTNE Y
TRy 2T 2=V MloTHRE X
NE L,

o [# 7 (Tagged) 1A X2 kUL, 2%
7 ZEINA =T A L =22k o
THEINE LT

[x—%#—F UL (User Labels) ] ZOA N b ICa—Y=nT vy T u—F
L7ZBED U 2 b, FECOVWTIE, TV —
Ju—R790] ZERLTIIZEN,

EBMERIL. ROBMAICEZLT EEEICOFRTINET,
L AR MNIBRT T Raxrxs X e LTRYIAER TV,

2. AR BNUBFETARER Y NU—ZIZ L TET AT —2 a URADCR> T
60
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TJ4—ILFK

Bl

[1 FH D4R HE (Enforcement Health) ]

RARNYY I N2 =2—V 2 FDOAT—
& AE W, oW, M=y
hDEF M (Agent Health) | ¥ 7] %M
LTLIZENY,

[BRR72 7R Y 2 — (Concrete Polices) ]

ZOXTIZE, AA MIGEH S5 Secure
Workload ® BRI 72 AR Y o —mFRR S
NET, FEMcOVTIE, MEMERRZRR Y
— (Concrete Policies) ¥ 7] &ML T
TEEW,

[E¥= U7 4 Z)V—"7 (Security Groups) | | Z DA X MIZEH SN EX 2T«

TN—TLZDEY =DV Z |k,

AR ) TOT7AILIER

TJ4—ILF

Bl

[k 7 /L—=7" (Experimental Groups) ]

RV =T A THHIEREND 7 T AX
FrlF =V —ERZDA XN T 4 A
DY Ak,

[# H 27 /1—=7" (Enforcement Groups) ]

RV —O@EAIEHSND 7 7 A% E700%
A=W —FEZEDA L RXR BT 4 LEDY R
R o OMRIRORY 2 —RLv 2T LA THH S
NTWBERY =D/ —T 3 12 k- T,
WH 7 — 7 BRI T — T L 1T Y
ENHY ET,

\)

CE)  KOGE. IPT RLADA Ry M) T a7 7 A VOFFBERINRNEERH Y £,
o A LR Y NRENL—NADBFEI STV DEE,

cHGR 70 —=TEA o X MU BR2GHEETHEATE S L9122, TORICHIFRS L E

—a—O

cRFHMTE =TI, A" P30 AREATEETA, 2030 I Z L BT

H=RRESNIRWGE A o0 b OFFITHIBRS L E T,

oL IvN |
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. J—oRa—kJaIrqL

J—4oaO0—KJAaJrA)L

U—ru—RK7a 77 A/Zi%, SecureWorkload Y 7 h =27 = —T = FBA VA M—LE
TV AHRA MIBET23ERPERINET, ZZTIE, V—Zue—K7ar7ryALre%
NIZEENDEWMERRT D HIEICHOWTHEHALET,

)

CE) V—=2ou—FOFu77A "=V, SEZERGFNLY 7S T0ET, V=7 n—
R707 7 ANERRTLIED 1O, BMEBETHIALIZLDIZ, RAMORREFATTLHZ
& ‘(:\bg‘o

AR NVRBOFERNE, RARDIPT RLA%E27 Y v 7 LT, 20707 7AWk
HLET, FANMIA VA=A EINTNEZ—T x> hOX A TZHDNT, ROX TN
NR=VNWEREINET, ZOA X2 NUDBRET DA A NI Secure Workload V' 7 b 7 = 7 =—
Vx IPA AR =L ENTW WS, AU N Ty A R=URERIND
AHREMENSH D Z LICEE L TLEE W,

SN EEHESZ T

ZOXTINE, WHAIN—T LR T N—T KA NRBETHRANG TN TCOET, Bk
W7 n— ﬁ TJV*@747 SHFCHERT 24 0 _RUO N 742 THY, BRI L—F
EARY o—OEHAIEHT 27 402 T, ZRHDOT A=, SRR ORY) o—0v R
FATHAENTVALERY > —DNR—2 5 S LU TRARLEANRH Y £,

K 47:7—HA— KDL LR

LABELS AND SCOPES Labels

AGENT HEALTH Labels Key and Value for each Workload interface and the label source. See User Guide for more details.

LONG LIVED PROCESSES Synced [ ' Addition Pending 2  Deletion Pending 0 | |Q_ Searct
PROCESS SNAPSHOTS
v Label Key 11 Label Value 11 10.103.1.3 11

INTERFACES

#org internal cmdb
PACKAGES

“ app ® cmdb
VULNERABILITIES seny ® cmdb
CONFiG : orchestrator_system/cluster_name VCenter-alpine-vcO1 tetrationanalytics.com orchestrator
STATS s orchestrator_system/workload_type vm orchestrator
ENFORCEMENT HEALTH Rows per page | 5 v |3z >
CCONCRETE POLICIES
CONTAINER POLICIES Scopes and Applications
NETWORK ANOMALIES N Primary Application 1 Analysis 11 Enforcement 11
FILEHASHES ® wildfire wildfire Disabled Disabled
DOWNLOAD LOGS ® wildfire:internal N/A N/A N/A

® wildfire:internal:datacenter wildfire:internal:datacenter Disabled

ALLOW

Rows per page | 5 v B

| IR I
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[T—Uz> hOEEM (AgentHealth) 1547 [

[T—2 2 FDOIEEM (AgentHealth) ] %2 7

AT, OST Ty hT7Hr—h, ==z hDNR—=Var BGRF v 7 A LR EDR
AN TN 2T 2=V NOAT—HAFERD, [—T =2 POIEFM (AgentHealth) ]
HTCERENET, FFlCOVWTE, Y7 =7 2=V MRE] 22RL TS
VW, TOXTINE, 1 BOEVIZRELIENT 7 40 v 7O NG E Ny MERIZBET 255
REERYNT —H bR SNET,

M48: 79—~ 0—RFI—T 1Y FOESMDE

LABELS AND SCOPES Agent Health Summary

AGENT HEALTH

Jun 6, 2018 2:05 AM

Agent Type Enforcemen t

Last Check-In
LONG LIVED PROCESSES

PROCESS SNAPSHOTS

Agent Version 3.0.2.2.180531.18.42.main.dev-Iw

INTERFACES

Agent Version Current False
PACKAGES

Last Upgrade Jun 1, 2018 9:25 PM
VULNERABILITIES

Auto Upgrade Disabled
CONFIG Enforcement Groups Tetration, druidHistoricalBroker-*
STATS Experimental Groups Tetration, Tetration:FrontEnd
ENFORCEMENT HEALTH

Upgrade Status Failure

CONCRETE POLICIES

CONTAINER POLICIES Flow Export (1 day) 1474 Flows
NETWORK ANOMALIES
FILE HASHES
DOWNLOAD LOGS °
Agents Resource Utilization
Visibility Segmentation Forensic
CPU Utilization (%) 0.57% CPU Utilization (%) 0.67% CPU Utilization (%) 0.14%
\«/\J\/\/V\N\ \ /'
. ' _—
Memory (MB) 25.88MB Memory (MB) 20.12MB Memory (MB) 47.42MB

N— NGO A E R Fr o — P — DG EA—UITiE, 20— MEERN OB T
AL LIOEAT— 2 b (N—=T 3 33L0K) Odlilz—Yor beZEIEBS XL
CFora—R 587 varybEEhEd, £/, ZolEIE. 77y M7+ — LA AIX B
J OV SUSE Linux Enterprise Server (IBMZ 7 —%7 7 F v £® s390x-Linux) THEITSHN TV 5
T—Vxy FCIEFEHTERNWZ LIZERLTLEEN, [B 7 NEDOR (Initiate Log
Collection) | RZ VEZHA LT~V b urJZE2NETIHE, BT 2F U 0—
RTELEIICRVET, Fyru—RRRLEGAEIE. n 7 0ELZHRITLTNL, b
IS —EX T — REBRITLTIEEL,

oL IvN |


cisco-secure-workload-user-guide-on-prem-v38_chapter3.pdf#nameddest=unique_141

. [Zat€ X1 X+ (ProcesslList) 1% 7

49: Agent Logs

LABELS AND SCOPES Download Logs
AGENT HEALTH

LONG LIVED PROCESSES Download Logs

PROCESS SNAPSHOTS

Initiate log collection from the agent and download logs

INTERFACES
Status:
PACKAGES
VULNERABILITIES Requested at:
Jul 21 2021 11:58:45 am (EEST)
CONFIG
Available for download at:
STATS Jul 212021 11:58:55 am (EEST)
ENFORCEMENT HEALTH Size:

27.97 MB
CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

[+ X)X+ (Process List) 14 0

ZOXATICE, AARTEITENTWVWAE T2 EADY A NRFREINET, 74X EFEHL
T, UFOFEAY X —ITRENTWAET a2 ADOBEMICESNC, at A0 X M &K D5A

pe

-~

2 &b TEET,
50:7—%0—FFO&R YRk

EABELSIAND SCORES Long Lived Processes

AGENT HEALTH @ Enter attributes...

LONG LIVED PROCESSES Displaying 229 of 229

PROCESS SNAPSHOTS Y Process Command Line Tl
INTERFACES (flush-8:0)
PACKAGES sshd: tetinstall@notty

VULNERABILITIES sshd: tetinstall

CONFIG pickup

STATS smtpd

ENFORCEMENT HEALTH smtpd

CONCRETE POLICIES Jusr/sbin/anacron

CONTAINER POLICIES Jusr/bin/atop

NETWORK ANOMALIES fusr/bin/atop
pickup

FILE HASHES

java metrics_tsdb jar pipeline-#.xi
DOWNLOAD LOGS

java metrics_tsdb.jar pipeline-#.xi..

java metrics_tsdb jar pipeline-#.xi

python /opt/tetration/itm/itm.py A

/opt/tetration/efe/tet-efe efe.conf.

Jopt/tetration/collector/tet-collec...

Jopt/tetration/efe/tet-efe-relay ef.
tet-sensor
tet-main

tet-engine

Ry by

User Name T|

root

tetinstall

root

postfix

postfix

postix

root

root

root

postix

tetter

tetter

tetter

root

tetter

tetter

tetter

tet-sensor

root

root

© Log collection is complete and they can be downloaded here 4

PID Tl

12920

30783

30780

865

28513

13098

31440

19529

27289

27381

14488

14431

29308

9671

13500

13414

13362

2817

2809

2805

Parent PID |

30780

17838

6509

6509

6509

6509

28926

28925

28926

15821

13362

28030

30934

2807

2805

Libraries Count TL

49

49

1oy kY|

+ Initiate Log Collection

Last Exec Content Change Tl

Mar 27 2020 10:28:58 pm (EET)

Mar 27 2020 10:28:58 pm (EET)

Apr 32017 11:05:15 pm (EEST)

Apr 32017 11:05:15 pm (EEST)

Apr 32017 11:05:15 pm (EEST)

Nov 23 2013 02:43:14 pm (EET)

Aug 6 2019 05:59:40 pm (EEST)

Aug 6 2019 05:59:40 pm (EEST)

Apr 32017 11:05:15 pm (EEST)

Dec 112019 12:41:47 pm (EET)

Dec 112019 12:41:47 pm (EET)

Dec 112019 12:41:47 pm (EET)

Aug 18 2016 06:14:31 pm (EEST)

May 4 2020 09:21:21 am (EEST)

May 4 2020 08:36:24 am (EEST)

May 4 2020 07:27:16 pm (EEST)

Apr 30 2020 02:52:26 am (EEST)

Apr 30 2020 02:52:26 am (EEST)

Apr 30 2020 02:52:26 am (EEST)

‘12‘>

Last Exec Content/Attr Change Tl

May 4 2020 03:04:23 pm (EEST)
May 4 2020 03:04:23 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
Mar 6 2018 08:58:09 pm (EET)

May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
Mar 6 2018 08:59:54 pm (EET)

May 4 2020 09:20:41 pm (EEST)
May 4 2020 09:19:47 pm (EEST)
May 4 2020 09:20:37 pm (EEST)
May 4 2020 10:16:21 pm (EEST)
May 4 2020 10:16:21 pm (EEST)

May 4 2020 10:16:21 pm (EEST)
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[TOtERRF

BHEDRHA :

[REXXF+vFL 3 v+ (Process Snapshot) 1% 7 .

Bt

At BA

KEDOFEITa LT YO (Last Exec
Content Change)

Linux ® mtime (2Pl CWE4, 77 A LORE
DHINEFINTZEEDHA DAL T T,

RBEDFETa LT Y OEE (Last Exec
Content Change)

Linux @ ctime IZElCTWET, 77 A LOHNE
FRITBEMENEREIN L EDH A LAT
7T,

Last Seen T AREBICEHEINTRA, ek X
NEIE LI XIEATEET,
CPU fEH = WEI1EE O et 212 K5 CPU FEHROHE
A,
AE W\EI1IEHO o2 A A UFEHED
. i
FE 5.

7ag AL F Yy 2 (Process Binary
Hash)

Fut A1 F U O 16 HESLFEH| D SHA256
Ny va, LT et A NNy Y 2 & BT
nNE+, p—x Ao x AT SR
%Vo

H A 27 (Anomaly Score)

Tat ANy (BE) 237, FEHICO
WTik, Frexnny v OBEKRE %
ZRLTLIEE N,

I

Tt ANy aDfE EBEENRHDHEIX
WEOWTNDY)  HEX TetA Ay v
ML—HPF—ERZD /Ny a2 U A NE T
DEBA VTV ANy Y2 T —H_—
AL TWDMNE I MITESDWTIRE ST
7, MOV TIE, [TekArny v
DB 2L TS0,

g Y — A (Verdict Source)

HED Y — A, HIEY —AlE, 22— —ERH,
Secure Workload 7 7 7 R, F 7213 NIST D
FTNTT, ZORMEIE, BRio Y Y —XT
[Ny ¥ 2 DB V—AR LM EINTWE L7,
OV TIE, [Ty v 2R
it 2L TEEn,

w7 3wy k (Process Snapshot) ] % 7

ZOXTZITIE, V=7 u— FTRBIESNICME R T n v Ay ) —R3ERSNET,

oL IvN |


cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_557
cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_557
cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_557
cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_557
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. [Interfaces] & 7'

®51:7—90—K JOtEXR RFyTFoay

LABELS AND SCOPES

Process Snapshots

AGENT HEALTH
LONG LIVED PROCESSES
PROCESS SNAPSHOTS
INTERFACES

PACKAGES
VULNERABILITIES
CONFIG

STATS

ENFORCEMENT HEALTH
CONTAINER POLICIES
NETWORK ANOMALIES
FILE HASHES

DOWNLOAD LOGS

[Interfaces] & 0

1oy kY|

ZOZTITE, RAMIA A= VENTND Ry MU =2 A FZ—T = A X DR
WERRENET, TRXTCOFATDOY T =T 2=V PTHEATEET,

K52:7—90—FA8—Tx4AADY R

LABELS AND SCOPES

Interfaces

AGENT HEALTH

Name & Mac Address 11
LONG LIVED PROCESSES

o 00:00:00:00:00:00
PROGESSISNAFSHOTS 3 00:00:00:00:00:00
INTERFAGES ens192 00:50:56:88:1a:2a
PACKAGES

Enforcement Groups

VULNERABILITIES Default ...2 more
CONFIG

ensi92 00:50:56:88:12:03
STATS

ENFORCEMENT HEALTH

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

VRF 11

Default

Default

Default

Experimental Groups

Default ...2 more

Default

Family Type 1L 1P Address 11 Netmask 1
1PV4 127.0.0.1 255.0.0.0
1PV 1 T T AR
1PV4 10.103.4.105 255.255.248.0
ser Labels
App = App1 @ Default  ...2 more
1PVE 1e80::250:56ff-fe88: 1aaa AT AR

[V 7 bz F7/8v 45— (Software Packages) 12 7

ZOERTINE, RARMIA VA=A ENTWERFr—TD Y A REREINET, 22—
P—ix, T—T N~ X =Dy r—VBMHICESNT, Y7 b 2T RNy —U IR LT

KRTEET,

| IRy
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(334 (Vulnerabilities) 1% 7 [}

y o < S EE
R53: 7 k0TI B
LABELS AND SCOPES Packages
AGENT HEALTH o Enter attributes... X
LONG LIVED PROCESSES
Displaying 22 of 22
PROCESS SNAPSHOTS
Name & Version 11 Architecture 11 Publisher 11
INTERFACES
PyYAML A 3.10
PACKAGES MAKEDEV 3.24
VULNERABILITIES bzip2 105
CONFIG bridge-utils 12
STATS binutils 2.20.51.0.2
ENFORCEMENT HEALTH bind-uils 982
CONCRETE POLICIES bash 42
CONTAINER POLICIES besesystem 10.0
b43-openfwwf 82
NETWORK ANOMALIES
avahi-libs 0.6.25
FILE HASHES
authconfig 6.1.12
DOWNLOAD LOGS
audit-libs-python 245
audit-libs 245
audit 245
attr 2.4.44
atop 1.27
atk 1.30.0
at 3.1.10
ansible 1.9.6
alsa-lib 1.0.22

[fE551E (Vulnerabilities) 14 J

Z O X 712X, Common Vulnerabilities and Exposures (CVE) ¥ A7 AZHASNWTT —27 1 — R

TRIE SRR ATRER e tE N TR S E
Wy,

Masatt 7 — 2 ondifk] 2R L TES

1orvry
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> FDE&E (Agent Configuration) ]

pe

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

conFia

STATS.

ENFORCEMENT HEALTH

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

Vulnerabilities

@ Enter attributes.

Displaying 678 of 678

v oowes
CVE-2019-1389
CVE-2019-1388
CVE-2019-1388
CVE-2019-1383

CcvE-2019

CVE-2019-1381

CVE-2019-1380

CVE-2019-1374

CVE-2019-137

CVE-2019-1367

CcvE-2019

CVE-2019-1238

CVE-2019-1192

CVE-2019-11135

CVE-2019-0719

CVE-2019-0712

CVE-2019-0608

CVE-2018-12207

54:[fz551% (Vulnerabilities) ]%3 7

Package Name 11

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

Internet Explorer

Internet Explorer

Internet Explorer

Internet Explorer

Internet Explorer

msserver2016datacenter

msserver2016datacenter

msserver2016datacenter

Internet Explorer

msserver2016datacenter

+ Download table data as JSON

Package Version 1

1607-14393.3300

1607-14393.3300

1607-14393.3300

1607-14393.3300

1607-14393.3300

1607-14393.3300

1607-14393.3300

1607-14393.3300

10155

11.0155

10155

11.0155

10155

1607-14393.3300

1607-14393.3300

1607-14393.3300

11,0155

1607-14393.3300

Score (v2) 1

Score (v3) 11

Severity (v2) 1}

HIGH

HGH

MEDIUM

MEDIUM

Low

Low

MEDIUM

MEDIUM

HIGH

HGH

MEDIUM

HGH

MEDIUM

Low

HIGH

MEDIUM

MEDIUM

MEDIUM

HIGH

HiGH

CRITICAL

HiGH

MEDIUM

MEDIUM

HiGH

MEDIUM

HiGH

HiGH

MEDIUM

MEDIUM

MEDIUM

MEDIUM

meAL

MEDIUM

MEDIUM

MEDIUM

27

ADJACENT_NETWORK

LocaL

NETWORK

LocaL

LocaL

LocaL

LocaL

NETWORK.

NETWORK

NETWORK.

NETWORK

NETWORK.

NETWORK

LocaL

NETWORK

NETWORK.

NETWORK

LocaL

Low

MEDIUM

HiGH

HiGH

MEDIUM

HiGH

MEDIUM

MEDIUM

Low

SiNGLe

NONE

SiNGLe

NONE

NONE

NONE

NONE

NONE

NONE

NONE

NONE

SINGLE

NONE

NONE

SiNGLe

SINGLE

NONE

NONE

COMPLETE

COMPLETE

PARTIAL

PARTIAL

PARTIAL

PARTIAL

PARTIAL

PARTIAL

COMPLETE

COMPLETE

NONE

COMPLETE

PARTIAL

PARTIAL

COMPLETE

NONE

NONE

NONE

IDZ7IE, VY7 h Y =T 2=V hOREVPFRSNET, BEhrfitte—r = b

BLOEHTZ—Y = P TOMEATEET, ZNbHD
Configuration) ]"X—YDx=—T = K

TIT—Vxr FORE] R LTIEIN,

Ry by

RIETL, [i_T)I:/ 7]
REA T FEEH L TERTE LT,

A E (Agent

(V7 U<


cisco-secure-workload-user-guide-on-prem-v38_chapter3.pdf#nameddest=unique_141
cisco-secure-workload-user-guide-on-prem-v38_chapter3.pdf#nameddest=unique_141

| 1o~>ky
[T—V x> hEEHER (Agent Statistics) 147 ]

55: @ASNDT— 0—FEHRE

LABELS AND SCOPES Config

AGENT HEALTH Config Intent

LONG LIVED PROCESSES Apply profile enforcer to filter Enf-Workloads

Config Profile #

PROCESS SNAPSHOTS
Enforcement
INTERFACES @ Enforcement
@ Windows Enforcement Mode - WFP
A X Preserve Rules
RAGKAGE @ Allow Broadcast
@ Allow Multicast
VULNERABILITIES @ Allow Link Local Addresses
@ CPU Quota Mode - Adjusted (3%)
CONFIG © Memory Quota Limit - 512MB
Flow Visibility
STATS @ Flow Analysis Fidelity - Detailed
@ Data Plane
ENFORCEMENT HEALTH © Auto-Upgrade
X PID Lookup
CONTAINER POLICIES @ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB
P Visibili F i
NETWORK ANOMALIES rocess |$|.b| ity and Forensics
X Forensics
X Meltdown Exploit Detection
FILE HASHES

© CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 256MB
DOWNLOAD LOGS

[T—> x> MfiEHESR (Agent Statistics) | 2 J
DT, BAMMIA A =L EN TS Secure Workload =— ¥ = > MIBET 5 %5

HWPrFRINET, BNt —Y 2 PBINEH = —Y = P TOREHTE E
R

| oL IvN |
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. [E{A89757R1) > — (Concrete Policies) ] % 7

56: T—2 = v MEEHER

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES.

DOWNLOAD LOGS

[E{KB97:7R1) — (Concrete Policies) 142 7

T — AX—2AR#EHIND L, £V —27va—RiE, TOUV—ra—RNIEEOZDT—7 A
NR=ANDORY v —DHhEZITRY £3, £V—2rn— NCEECTR 77 LI TWDH IR
HORY —ix, BERRARY — M Ed,

e zIE T aryBNALLOW THAHRY U—THRESNTWA T u s F—2, 7%y
FLLLOR24DFTRTDOA X MURFENTNDELET, ZDAKRY 2 —0 Secure Workload
TV MEFEHL TV =2 e —RIIA VA M= &N, IPT FLX LLI2BEEATH
HBE. T AT T —— IR D L H 120 £,

1. BENI I IOBEE, 774 T U4 —A—iE, 7%y b 1.1.1.024 &R TIT7
<L BEBIZ1112BTCDO RN T 7 4 v 7 OB EFFRILET,

2. BIENT T4y I OBE. 77AT U+ —A—LE, 7%y b 1L.1.1.024 KNS T
172 < . BB 1II2 0D T T 4 v I DB EHF T LET,

U—ru—R7a 77 ALO B/ AR Y >— (CONCRETEPOLICIES) |# 7iZid, &~A b
1238 S 40T 5 Secure Workload D BRI @A Y v —NFRINE T, ZOROEITIL,
RANMIEEINTVWDE T 7 AT I — A= LIS L TWET, HERY —1T2 S HI0R
BAL T, ZOEMEMZRRY —NIRE L2 OMmEA T haFrdT 52 ENTEET,

= T LTy NI E AN, MIORERFIFER B AEETT, [TRTOMEHMEROTF (Fetch

| IRy
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[E{k#97%27R1) & — (Concrete Policies) 1% 7 .

AllStats) |RZ &7 Vw08 BA—NDTy MEEAL MIAFERSNET, 20
AT TIETANEEERALT, UTORSNY X —IIRENTWDHRY T —DBEMEICIESNT,
BWHINDZRY) =DV A RNEKRVIALZ EHTEET, ZOXTE, A VA =Sz
T—Vxy NCHEHABENN RS> TV ELAICOAMEATE 7,

B 57: Bk KY S—DY R b

23pm - Nov 23pm ~

Concrete Policies

© Enter attributes.

Displaying 2 out of 2 concrete policies

Felc}ﬂll Stats
Y Priority * Actions 1| Direction 1 Family 1| I Src Inventory 1] orts 11 est Iny

tlnventory 1| Dest Ports 1|
1 ALLOW

ALLOW

any

WOBER T, [RY > —2—7 (Policy Groups) |23 v a—~<& T m/\f X —NERE
h(b\iﬁ—o

B 58: E{A#AEAR ) O —DIT

Policy Intent

Policy Groups  Defaultiinternal:eg-app1 = Default:internal:eg-app1
Actions ALLOW ICMP
Priority  Default - 100

Application  ¢g-5pp1 [p2] @ Default:internal : eg-app1

Concrete Policy Stats

1 T T T T T T T T 1
06 PM 09 PM Fri 23 03 AM 06 AM 09 AM 12 PM 03 PM
® Packets 0
1 T T T T T T T 1 1
06 PM 09 PM Fri 23 03 AM 06 AM 09 AM 12 PM 03 PM

oL IvN |
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. [3>FF R S — (Container Policies) 1% 7

[ >FF ") <— (Container Policies) ] % 7

ORI, T IS SN D Secure Workload D BRI EAR Y S —RNF R INE
T, TOEROFITIE., 2T TRy RIZEEINTWHWDE 7 7 A4 T 74— b—UIZ%HE LT
i‘j—o

®59: 0 7 FORGMARY S ——&

LABELS AND SCOPES

Jul 21 11:43am - Ju
AGENT HEALTH

Container Policies

LONG LIVED PROCESSES

PROCESS SNAPSHOTS @ Enter attrbutes. M
INTERFACES Displaying 90 0ut of 90 concrete polcies Loading stats for 0 / 90 policies. Fetch All Stats
PACKAGES L TN pririty Packets 71 Bytes 11 Actons 11 Dirocton 11 Famiy 11 Proto L Src nvontory 11 Srepons 11 Destinventory 11 DestPorts 11
VULNERABLITES Tabc1d87-274. z A A ALow INGRESS us op 172024 any 172016032 10000
e Taboz39a-27d. 2 Na Na ALow EGRESS Pus P 7200573 10000 172024 any

1176135261 ] NiA A ALow EGRESS us op 172004032 10000 172024 an
STATS v

Tabe1ds7-27d. = Na Na AuLow EGRESS Pus P 17200832 10000 172024 any
ENFORCEMENT HEALTH

Tahez398-274. 2 NiA NiA ALow INGrESS Pus cp 172024 any 172005032 10001
CONTAINER POLICIES

11711306-251 2 NA NA ALow INGRESS Pus cp 172024 any 172004732 10001
NETWORK ANOMALIES

Tabe1ds7-27d. 2 NA NiA AuLow INGreSS Pus ep 12024 any 172006032 10001
FILE HASHES

Taboz39-27d. E A Na ALow EGRESS Pus op 17200573 10001 172024 any
DOWNLOAD LOGS

1171366261 a0 NA NA AuLow EGRESS Pus ep 20043 10001 172024 any

Tabe1ds7-27d. E A A ALow EGRESS Pus op 17200832 10001 172024 any

1234=n

[y FT7—2EFE (Network Anomalies) 1% 7

ZOXTIE, ZOU—7u— RIHAYTBEREELT —XOBENE D A4 X N EFHBIT 2
DI B E T, ZEHICOWNTIE, [PCRR—ADFw T —7 BEpH ] 22 LTLE
Uy,

60: 79— 0—Fxy FI—UDER

Aug 9 3:10pm - Aug 10 3:10pm ~

Network Anomalies

Provider/Consumer Ratio

[ ®TCP -0.61 [ ®UDP -1.00 [ ICMP = ‘ @®Aggregate -0.84 ]

dii b bR

T ™
09 PM Tue 10 03 AM 06 AM 09 AM 12PM 03 PM

T
06 PM

There are no matched Network Anomalies in the selected time range.

| IRy
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| 1o~>by
[77 4Ly (FileHashes) 127 [

[Z74J)L/nvy S a2 (File Hashes) ] % 2
ZOETIE, VAT LAEEOT o AN, F YNy a2 O—EWNEFHITHZ EI2ED, e
ANy VA ORFEERELE T, MOV TE, [TrtvAray v 0REHRE 258
LTSN,
E61:7—9B—FI774ILDNYa

Boanfl  swAiMasnll  SHAZSoMasn

LLLLLLLLLLLL

Software Packages

VI T7NRyG—SkEry 2T L, RARMIA VA R—LENTWH Ry r—
Ve, TNOICHEBE S DA FIRTEET, BERIZIE. RO ERFREIZR Y F

j‘o

RO =D R =TV IIBEINTWA NN =V E KR LET,

e Linux : Redhat R v 7 — <% — % (RPM) B LW Debian X 7 —V <35 — %
(dpkg)

» Windows : Windows L A k J #—E R

e ARAMIA VA R—ILENTWE Ny r—IC# 8% H 2 % Common Vulnerabilities and

Exposures (CVE) #&RLET,
e Ry —=VH{ENR—=Ta v BHEALTA R N T g V2 EERLET,

[Packages] % 7

BWAPMIA A=V ENTNDONY =V EFRTDHITE, V—ou—R a7z LD
J—s7u—R a7 7 A0 X=VO [/Xv/r— (packages) | ¥ 7B E L 9,

| 1orvry
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1Ry |
. Common Vulnerabilities and Exposures (CVE)

®62:7—o0O0—K FJOT7AI Ry H5—2

LABELS AND SCOPES Packages

AGENT HEALTH @ Enter attributes... X

LONG LIVED PROCESSES
Displaying 22 of 22

PROCESS SNAPSHOTS

Name & Version 11 Architecture 11 Publisher 11
INTERFACES
PyYAML A 3.10
PACKAGES MAKEDEV 3.24
VULNERABILITIES bzip2 105
CONFIG bridge-utils 12
STATS binutils 2.20.51.0.2
ENFORCEMENT HEALTH bind-ulls 982
CONCRETE POLICIES bash 42
CONTAINER POLICIES besesystem 10.0
b43-openfwwf 82
NETWORK ANOMALIES
avahi-libs 0.6.25
FILE HASHES
authconfig 6.1.12
DOWNLOAD LOGS
audit-libs-python 245
audit-libs 245
audit 245
attr 2.4.44
atop 1.27
atk 1.30.0
at 3.1.10
ansible 1.9.6
alsa-lib 1.0.22

Common Vulnerabilities and Exposures (CVE)

[’Nvr— (Packages) | % 7 Tld, No b —UNRRINDHTENT T, Ny r— VT %
T2 DRt L Z OEKE L FRINE T, ST, FEEOMEIIEIZET S
FERMTE % $Ef£9 % Nation Vulnerability Database (NVD) ~®DV > 7 BNE&EETCWEF, CVE
ID DFRRFITMA T, Mgt EREA RTREZ a7 (10 B bRRINET,

| IRy
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X 63:7—

LABELS AND SCOPES

AGENT HEALTH

Windows /¢ 7 — & cVE [

A=K FaI77A4IL\yr— CVE

Vulnerabilities

© Enter attributes. x

LONG LIVED PROCESSES Displaying 678 of 678
PROCESS SNAPSHOTS v oowe Score (V2)1 ScoreTL | Severity wan 1 1
INTERFACES CVE-2019-1389 93,3300 7 84 HiGH HiGH ADJACENT_NETWORK  LOW siGLE COMPLETE
PACKAGES OVE-2019-1388 1607-143933300 72 78 HGH HiGH LocaL Low NoNE CoMpLETE
VULNERABILITIES CVE-2019-138¢ 1607-143933300 65 99 weoum CRITICAL Twe ow SNGE  PARTAL
e, CVE-2018-1383 1607143933300 46 78 MEDIUM HGH LocaL Low NoNE PARTIAL

ove 933300 21 55 ow MEDIUM LocaL ow  wowe  eammAL
STATS 0 © o

CVE-2018-1381 607143033300 241 55 Low MEDIUM LocaL Low NoNE PARTIAL
ENFORCEMENT HEALTH

CVE-2019- 138 1607-143933300 46 78 MEDIUM HiGH LocaL ow  wowe  eammAL
GONTAINER POLICIES

VE-2018-1374 tor  1607-143933300 43 55 MEDIUM MEDIUM NETWORK MEDIUM NoNE PARTIAL
NETWORK ANOMALIES

CVE-2019-1371 76 75 HiGH HiGH HiGH COMPLETE
FILE HASHES

CVE-2018-1367 10185 76 75 HGH HGH NETWORK HiGH NoNE CoMpLETE
DOWNLOAD LOGS

Cve-201 43 43 weowm MEDIUM MEDUM  NONE  NONE

CVE-2018-1238 10185 71 6a HGH MEDIUM NETWORK HiGH SINGLE CoMpLETE

CvE-2019-118: 43 43 weowm MEDIUM MEDUM  NONE  PARTAL

CVE-2018-11135 ter  1607-143033300 21 65 Low MEDIUM LocaL Low NoNE PARTIAL

ove 1607-143933300 9 a1 HiGH CRITICAL ow sGLE COMPLETE

CvE-2018-0712 ter  1607-143933300 68 68 MEDIUM MEDIUM NETWORK Low SINGLE NONE

CVE-2019-0608  Inter 1.0.155 43 43 MEDIUM MEDIUM NETWORK MEDIUM NONE NONE

CVE-2016-12207  msserver20i6catacenter  1607-14393.3300 4.8 65 MEDIUM MEDIUM LocaL Low NoNE NONE

« 1 29 3 3

~E

+ Download table data as JSON

Windows /Ny 4 — < & CVE

WD¥ 7 3 Tk, Cisco Secure Workload ~D /R &r— U IEHR OS2 B9 5 Windows = —

T

FOEWEIZHOWTEHA LE T,

» Windows 7 7' U -/ —< 3 >, PowerShell, IEII Ny —T & L THREESNET, net 7L —
LU= H RNy =L LTSN E T,

* notepad.exe, cmd.exe, mstsc.exe 72 £, DD Windows 7 7 U r— 3 VidHE S E
NE.UR

* Windows #—/3—T
Va Yy NELSRWAREMER H Y 97, Bl : DNS#—/3—23

SA=—d

RE STz — /L EREREIT Ny r— U L LTI SR E T8, N —

WRESNL TV DOHE, |ES

NDHNR=V 2 030 £72012 8 DWFTR Y £,

* Windows =— Y = NI, MSIA > A h—FF/ldexe A VA =T &AL TA A
=L E NI — R —F o B 25 L E9,

eMSI A A N—F D4, MSIAPI L TRy r— VR (N—a v BT
T, N =TV E) ERELET,

sexe f VA RN—TEFEHL TRy r—C% A VA M=V T D54, Ny r—UEHIL
LA RO EEESNVET,

e N—Va . TR ED [Ny r—T A A h—7 (Packageinstaller) | 7 4 —/L K
A7 a T, N—=Ya URARRARGE, Ny =TI InEEA,

[ N
s zip 7 7 A VBRI E N TV D, 77V L LTA VA b= ENTW DY
B Ny Tr—=V U A FTHRESNEREA,

P VAYHE |
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B oxoruzins

ARV T4 LA
Rolr—=eRX=Vgy (FFvay) TAURVMNITANAAEERZETHIET, Ry
F—VBEEOEREMRTE LT,

SDITAIEDI Ay RI&, PackageName#PackageVersion T3,

64: A RNy =2

- Create an Inventory Filter

Name
| Package filter

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The labels can include

A preview of matching inventory items will be shown in the next step.

Query @
Package Info > Sed##d.2 X

Hide advanced options

Scope
® Default ~

() Restrict query to ownership scope

ROBVEN YR — hShET,

« %5 : PackageName & PackageVersion (f&/€ L72556) D—HT 5y r—U 2 L1z
RAPZRLET,

s L5 E : PackageName |£—Et7 % 7 PackageVersion (F§7E L7256) 1F—FH Ligv vy
r—VhEEH LR A N EIRLET,

o Ml : PackageName 78 —F L, /S—7 = 2% PackageVersion & 0 KE /3w 7 — 2 & #5fk
L7EARAREZRLUET,

+ LI I : PackageName ;3 —% L, /N—7 3 > 28 PackageVersion LA LD /X &r — U 2 #54 L 7=
RA M ZRLET,

o i : PackageName 28 —%( L, 73— 3 L 7% PackageVersion Ajifi D /X 77—V 2 #5# L 7=
AAREELET,

« LI'F : PackageName 73 —% L, /N—7 2 > 23 PackageVersion L F D /3w or— U & #5# L 72
RA MR LET,

Mess1ET— 2 DAR1E

RSB T —2 OARIEEEICL Y, AN EORy =V F v RCHBE 5 2 D%
MHLTRRTEES, A X M) 74023, ReEFALTERTEET,

- CVE IDs.- CVSS v2 and v3 scores.- CVSS v2 access vector and access complexity.- CVSS
v3 attack vector, attack complexity, and privilege required.

| RN
I
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J—HAa—k

[Packages] % 7

[+ X)X+ (ProcesslList) 127
o BN ot 21,

J—9B—K 777 R=T .

JAJ7AIL R=2

VAT A EDONRy =TT uw RTEE LY 5 2 A Mg R

DOIFRIZ, V—2 o — R 7 n

Tr7 AN R=VIIERRSINET,

[/N> r— (Packages) ] % 71ZiE
B A 5 2 DMasstE —E

VIRAMIA AR ALSRTWN DO RNy =V e ERb
LRSI NET,

K65:7—9RA—K a7/ )Ly —3

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONCRETE POLICIES

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

Packages

© Enter attributes...

Displaying 22 of 22

Name

PYYAML A

MAKEDEV

bzip2

bridge-utils

binutils

bind-utils

bash

basesystem

ba3-openfwwf

avahi-libs

authconfig

audit-libs-python

audit-libs

audit

attr

atop

atk

at

ansible

alsa-lib

Version 11 Architecture 1] Publisher 11

T AT AN TICFRRINET,

1orvry



. [FRERRFv T3+ (Process Snapshot) ]2 7

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONCRETE POLICIES

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

Y

Long Lived Processes

© Enter attributes.

Displaying 229 of 229

Process Command Line ]

(flush-8:0)

sshd: tetinstall@notty

sshd: tetinstall

pickup

smtpd

smtpd

Jusr/sbin/anacron

Just/bin/atop

Jusr/bin/atop

pickup

java metrics_tsdb jar pipeline-#.xi..

java metrics_tsdb.jar pipeline~#.xi..

java metrics_tsdb jar pipeline-#.xi..

python /opt/tetration/itm/itm.py A

/opt/tetration/efe/tet-efe efe.conf.

Jopt/tetration/collector/tet-collec...

/opt/tetration/efe/tet-efe-relay ef.

tet-sensor

tet-main

tet-engine

66:7—HO0—K7O774)0LDTOLRY Rk

User Name Tl

root

tetinstall

root

postfix

postfix

postix

root

root

root

postix

tetter

tetter

tetter

root

tetter

tetter

tetter

tet-sensor

root

root

PID T

12920

30783

30780

865

28513

13098

31440

19529

27289

27381

14488

14431

29308

9671

13500

13414

13362

2817

2809

2805

Parent PID T}

30780

17838

6509

6509

6509

6509

28926

28925

28926

15821

13362

28030

30934

2807

2805

[FRteRXRXF+v T3y b+ (Process Snapshot) 142 7

[FrEARAF v 3w~ (Process Snapshot) | 7DD FIZHH TRV Y —I2iE, T
RTOT rt R T D Mg EIE AR R SILE T,

pe

-~

LABELS AND SCOPES
AGENT HEALTH

LONG LIVED PROCESSES
PROCESS SNAPSHOTS
INTERFACES

PACKAGES
VULNERABILITIES
CONFIG

STATS

ENFORCEMENT HEALTH
CONTAINER POLICIES
NETWORK ANOMALIES
FILE HASHES

DOWNLOAD LOGS

Ry by

Process Snapshots

bity /4 has bor

Libraries Count T}

49

49

Last Exec Content Change Tl

Mar 27 2020 10:28:58 pm (EET)
Mar 27 2020 10:28:58 pm (EET)
Apr 32017 11:05:15 pm (EEST)
Apr 32017 11:05:15 pm (EEST)
Apr 32017 11:05:15 pm (EEST)
Nov 23 2013 02:43:14 pm (EET)
Aug 6 2019 05:59:40 pm (EEST)
Aug 6 2019 05:59:40 pm (EEST)
Apr 32017 11:05:15 pm (EEST)
Dec 112019 12:41:47 pm (EET)
Dec 11 2019 12:41:47 pm (EET)
Dec 112019 12:41:47 pm (EET)
Aug 18 2016 06:14:31 pm (EEST)
May 4 2020 09:21:21 am (EEST)
May 4 2020 08:36:24 am (EEST)
May 4 2020 07:27:16 pm (EEST)
Apr 30 2020 02:52:26 am (EEST)
Apr 30 2020 02:52:26 am (EEST)

Apr 30 2020 02:52:26 am (EEST)

67:7—9A—FKFAIT7ANLD[TALRRF YT 3y b (Process Snapshot) ]37 7

1oy kY|

Last Exec Content/Attr Change 11

May 4 2020 03:04:23 pm (EEST)
May 4 2020 03:04:23 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
Mar 6 2018 08:58:09 pm (EET)

May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
Mar 6 2018 08:59:54 pm (EET)

May 4 2020 09:20:41 pm (EEST)
May 4 2020 09:19:47 pm (EEST)
May 4 2020 09:20:37 pm (EEST)
May 4 2020 10:16:21 pm (EEST)
May 4 2020 10:16:21 pm (EEST)

May 4 2020 10:16:21 pm (EEST)
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(334 (Vulnerabilities) 1% 7 [}

[(f2851% (Vulnerabilities) 14 7

[MEFPE (vulnerability) ] % 712id, V—7 v — R CEIEINMIHEO D X hBRERINLE
—gﬂo

CVE Z LT, FEARWZRFEIEIIMZA T, BlA TV V= A ZH S =7 A7 v A ME#H
NERINET,

e AT A N WEFE, CVE NEBICEN SN-0O 0 HER S =B
ek s 2T a A N BHA T VAT L 5T, CVERFERICER X7 DR R
(SR & AL 7= R

68:7—HO—K7O774IILDIGEMES2 T

LABELS AND SCOPES Vulnerabilities

AGENT HEALTH

@ Enter attributes. X

LONG LIVED PROCESSES Displaying 678 of 678
PROGESS SNAPSHOTS L A" Score (v2) . Score (v3) 11 Severtty (v2) 1 1 "
INTERFACES CVE-2019-1389 77 84 HiGH HiGH ADJACENT_NETWORK  LOW SiNGLe COMPLETE
PACKAGES CVE-2013-1388  mesenver2016datacenter  1607-14393.3300 72 78 HGH HiGH LocaL Low NONE COMPLETE
VULNERABILITIES CVE-2019-1388  msserver2016datacenter  1507-14393.3300 65 29 MEDIUM CRITICAL NETWORK Low SiNGLe PARTIAL
o CVE-2019-1383  mssenver2016datacenter  1607-14393.3300 45 78 MEDIUM HiGH LocaL Low NONE PARTIAL

CVE-2019-1382  msserver2016datacenter  1507-14393.3300 21 55 Low MEDIUM LocaL Low NONE PARTIAL
STATS.

CVE-2019-1381  mssenver2016datacenter  1607-14393.3300 21 55 Low MEDIUM LocaL Low NONE PARTIAL
ENFORCEMENT HEALTH

CVE-2019-1380  msserver2016datacenter  1507-14393.3300 45 78 MEDIUM HiGH LocaL Low NONE PARTIAL
CONTAINER POLICIES

CVE-2019-1374  mssenver2016datacenter  1607-14393.3300 43 55 MEDIUM MEDIUM NETWORK. MEDIUM NONE PARTIAL
NETWORK ANOMALIES

CVE-2019-1371  Intemet Explorer 110155 76 75 HeH HiGH NETWORK HiGH NONE COMPLETE
FILE HASHES

CVE-2019-1367  Intemot Explorer 11.0155 78 75 HGH HiGH NETWORK. HiGH NONE COMPLETE
DOWNLOAD LOGS

CVE-2019-1357  Intemet Explorer 110155 43 a3 MEDIUM MEDIUM NETWORK MEDIUM NONE NONE

CVE-2019-1238  Intomet Explorer 11.0155 7 64 HGH MEDIUM NETWORK. HiGH SINGLE COMPLETE

CVE-2019-1192  Intemet Explorer 110155 43 a3 MEDIUM MEDIUM NETWORK MEDIUM NONE PARTIAL

CVE-2019-11135  mssenver2016datacenter  1607-14393.3300 21 65 Low MEDIUM LocaL Low NONE PARTIAL

CVE-2019-0719  msserver2016datacenter  1607-14393.3300 9 a1 HiGH CRITICAL NETWORK Low SiNGLe COMPLETE

CVE-2019-0712  mssenver2016datacenter  1607-14393.3300 68 68 MEDIUM MEDIUM NETWORK. Low SINGLE NONE

CVE-2019-0808  Intemet Explorer 110155 43 43 MEDIUM MEDIUM NETWORK MEDIUM NONE NONE

CVE-2018-12207  mssenver2016datacenter  1607-14393.3300 48 65 MEDIUM MEDIUM LocaL Low NONE NONE

1 BEEIEIEIEY - E

4 Download table data as JSON

AIRKN) T4 ILE
WDEATDA XN T ANEETER LT, RNy r—V2FORA M4 ETE £
K

CVEIDR—ZXDT7«I)LA
TDTANEZICEY BEDOCVEERIIMEED CVE DEBELZ T ARA NERBRTEET,

B2 D CVE OB AT H R A M & BET HI121%, CVEID % CVE-XXXX-XXXX DR T
ELET,

ARV MY




1Ry |

B ovss GLEmBHEERTL) €28 FRAFR—ZRDT LY

E69: 4~V r)T 1L CVE

~+ Create an Inventory Filter

Name
CVE fiter

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The labels can include
Hostname, Address/Subnet, OS, and more. The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
Package CVE = CVE-2015-4035 X

Hide advanced options

Scope
® Default ~

(1) Restrict query to ownership scope

WOBMENRYR—F S E7,
o [%fi (Equality) ]: CVEID O¥EE ST 5Ny — V% FFORA 2R LET,
o [JEZEAMT (Inequality) ]: CVEID O EEEZ T2y r— U % FfORA MEIRLET,

« [&ie (Contains) |: AJJLFHNAF(ET D CVE DEBEEZ T D/ r— VoK A K
ZRLET (Teve] EANTHE, CVEDEBELEZZITHERA MPRRENET) |

o [ E£ 72\ (Doesn’t contain) ] : AJJSCFINIAFAET D CVE O BERZ T Iy r—
ERFORA MR LET (Tevel AT DL, CVE DBEEZZITRVAA FRIRSH
‘ihg‘) o

CVSS (HBEMEFHMIE M RTL) 412/ FRATR—AD T4 JL7A

ZDOT4NEIIZED, FBESNTZ CVSSV2 £721% CVSSV3 B2 a7 3% 5 CVE ZEfDk X
e TEEd, wEBRaT V2 F72Ev3) OCVEZFOFR A MEREZETDHITIE, 2Aa7T
PR THRE L1,

CVSSV2 58 2 a7 N 75 %2 5 CVE 2 OKR A FERB L ET,

| RPN



| 1o~>ry

cvsse A—z07 414 [

0: 42~ k)T 4)L5 CYSS

~+ Create an Inventory Filter

@ Defne 2) Summary

WOBAER Y R— P SET,

o [Z4l (Equality) ]: 5E S 72 CVSSV2 £721L CVSSV3 B A a7 &% 5 CVE & o7k
ANERLET,

o [FESE{M (Inequality) ] : & SAL72 CVSSV2 £ 721 CVSSV3 B2 27 2 db 5 CVE % #7-
TRWVWRA M EIRLET,

o [L D K&\ (Greater Than) ] : € I 472 CVSSV2 £721X CVSSv3 B2 a7 ZnEh &
D HREIVCVSSYV2 721X CVSSV3 B X a7 35D CVE R OB A M &R LET,

* [LL E (Greater Than or Equal To) ]: CVSSv2 £ 721 CVSSV3 28X a7 N Z N EHEE
72 CVSSV2 E721X CVSSV3 A a7 Ll EThH D CVE R OHR A M EZIRLET,

o [L D720y (Less Than) |: $5/E 472 CVSSV2 721X CVSSV3 X a7 ZnF LY
H/NS UV CVSSV2 £721F CVSSV3 X a7 3 H CVE ZFF DR A M &IRLET,

* [LLF (Less Than or Equal To) ]: CVSSv2 F£721L CVSSV3 R a7 NENZEIEE S 1L
72 CVSSV2 £71L CVSSV3 XA a7 LI N ThDH CVE ZHOHR A MEIRLET,

CVSSV2 R— XD T 4 LA

AR M) T 4 Z L, WEFRER A N ERFET D7D, Access Vector & T 7 B ADBEHES &
ERLTERTEET, 2N6DT7 21, ROZA TOBREETR—FLET,

* Equality : 7 4 W ZIZ B DMGINEDEE L Z T o1y r—V 2 FOBRA P ZIRLET,

* Inequality : 7 1 /W Z —IZ—ET DMegatE DR EL Z TRy =V & FFORA MEIRL
£

Access Vector

Access Vector 1X, WEgaMERN D Lol A7 a4 FENDIDE ML £9, WEE NI
VAT EAMBIEINDHIZFE, R—=ZRZ2aTIEEL R0 T, UTFOFRIL, SFIFE7% Access
Vector & Z DT 7B AE AR L TWET,

1o~y IR



B cvsser—z0714

1Ry |

S TOEADIES
LOCAL W E-IIe—mr (=)
ADJACENT NETWORK To— Ry A REFZaY D90
NETWORK VE—hTZZ 278 A FAHE,

THERADEHS

TOANY v riE, WERENERO AT AT I EATEE LYo =5%I10, Ets <
JATuA NTHABOEMIEZRELET, N—RRAaTE, 772 AOEMEIIIKIEI L E
T, XFXFEREATOT 7B AOEMIITRO LB T,

fE& 28
HIGH Kok 7 7 R ARMDBFEL £ T,
[ (Medium) ] T 7 AGEMTROR R T,
LOW Fek72 7 7 B ARMFIFE L S/ A

CVSSV3R—ZXAMD T 4 JLA

WEETLIX Sy, WEOEMER . BXUOEEIZ, CVSSV3 AT ICEEL 52 AT-DICNETHY |
AR NY T4 NEZTHERHTEET, 26D 7 4 V21T, ROEIEEZYFR—FLET,

- Equality : 7 4 L H BT BIETHEORBEZT 58y r—VaHORA MR LET,
A S T 7R U Ry r— U E R OR A R EIE L

i

s Inequality : 7 « /L # —IZ—3T D MaFHtED A
i‘g—c

KETXS

COANY 7T, MEEMEOTZ I AT a4 RAREICR DA TR A MERLET, TEREN
MEgg/ea s R—Ry "ML mEMNABIFE, X—22a73EL 20 ET, UToEIZ, SFX
FRWBTRSEEDOT 7 AEEEZ R LET,

[ T EADIEE
LOCAL B—H (F—R—F, arV—L) £iF
UE£—1h (SSH) .
PHYSICAL WIERI 72T 7 B ADME T,
ADJACENT NETWORK To—R¥y A REREFY Va0,
NETWORK JE—RT=r7 271 FAHE

| IR




| 1o~>by
4—ezx 7077410 |}

Attack Complexity

DA RY I, Mt E T A0 A NTATEDICHFET AMNERD D EEE TR LET,
NR—=2Z2Z2aT7E, HLBEMETHRVEBIZH L TRARTT, SESERFATDT 78 A0HEHE
Ik EBY TY,

[l HL):]
HIGH WHEEDORE & FATITIIZ KRR IR LETT,
LOW Rk 7 7 7 B ASLMIIFAE L EE A,

WEIFHEIR

ZDOARNY v 7iX, Mo A7 A NERIISE DI EBEENEF> TV DALERD
DHEBRL ANV ERLTNVET, X—RARa7 (L, HBLEEITTLHOOHERNLERNGEIZ
BT, LERMHEROSESE2EITROEBY TT,

E WHEITHERR
HIGH Magg 7 2 iR —% 2 BT 2 BRI &
et 3 D HERR,
LOW B CHRNY Y —ZA~DT 7 A% HAT5
U HERR,
NONE WO EITICRMEITILNIED D 5 A,

H—EX JAT774I)L

Cisco Secure Workload 1%, M4 —47 A L —&Z Z L THRY IAE 72T T® Kubernetes
P—E RO — FRT Y OREEEARME L FT, P— R T e T 7 A =TI,
EDOV —EXADFEMNERINET,

)

GE) YR TI A N_N—VEFIEIERGINL Y 7 ENTWET, h—ERT e 77 A
NEFRTDHHED 1 DF, BETHHIN TWA LI —EAOBRBLETTH LT
7,

RRIBAERNS, [h—E R (Services) | ¥ 7D FD [V —E A% (ServiceName) (%7 U v 7 L
T, ZOF 77 A NMIBEILET, ZOH—ERCTHONTIE, KOERLPFATE 4,

~ w4 — (Header)

Ny X FROER TR SN ET,

P VAYHE |



. Ry RFOT74L

Ry K70

1oy kY|

o [A—/ A b L—H44% (OrchestratorName) |: Z DV —ERAEZWE LIS A—7 A ML —
2 DA,

o [A— AL —%& %A (Orchestrator Type) |: #NA—F7 AN L —2DH AT,
o [£AiZE[ (Namespace) ]: 3 — B A DA RITZER,

s [P—ERHZ A7 (Service Type) ]: h—ERADZ A7, fliX, ClusterIP, NodePort,
LoadBalancer DV 4172 T9,

IP &R— K

ZORE, OV —ERIT 7 EATESIP LAR— FOTRTOARERMAEG DE DL
SN TVWET, NodePort ¥ A 7 DH—EADE, I DFIZIE ClusterIP:Port & Nodelp:NodePort
D7 DEHEMITF AR RSN ET,

A—H—-3<)
OV —ELRK L T2V —RNT v 7o —RKLETNABLOA 7 A L —% VAT AIZ
LoTHERENTZT DY X |,

#H
Ry BT LMD Y 2 b,

2714l

Cisco Secure Workload (Z. Kubernetes S A —4 A L —Z 2N L TRV IAENZTTO
Kubernetes 78~ ROBRMELZIRUE L FT, Ay R 77 A A_X—II2i%, BEDOR Y RO
MRFRINET,

\)

GE)

FRTHHED 1 21L, MBETHHALTWDEICR Y FOMBEETT L2 LT,

RNy RTR T 7 AN_=VEFSESERGHINLY V7 SNTHET, Ry KX 77 1%

RBFEREMNS, Ry F (Pod) |#7DOFD[KRy K4 (PodName) |27V v 27 LT, TDF
BT 7 AVCBELET, RNy FIZETIROBEHREZAFTEET,

~ w4 — (Header)
A~y A= TIROERTHER I N ET,

s [A—7 A L —%#4 (Orchestrator Name) ]: Z DRy Ra@RE LIAMTA—7r A L —
5 DAL,

e [F—7 A KL —%% A7 (Orchestrator Type) |: INHBA—F A ML —ZDE AT,

o [4HTZE[H (Namespace) ]: AN v KO£ FiZEM,

| IRy



| 1oRvbY

-

%

«[IP7 FL-A (IP Address) ]1: A"y RDOIP T FL A,

d1—H—5 /X)L (User Labels)

ZORy Rz L Ta—HF =7 v 77— RKLETINVEBIO®AE—F7 A M—% VAT A
FoTEREINTZT VDY X K,

2a—7
F—eANETHHEEADOY R K,

\}

GE)  IBRIIEEIE &H. KD Cisco Secure Workload U U — A CTHIBREH £,

T 7V r—va v EERT L, 2— -3 BN SN e —F — ¥ Z PN E Z &

W2, 7203 — ROy VR R 0 ED ) — REAOEBRIZOW TR Z BT ET,

T 7V r—a rTiE, MEEEOCT I — e, /=K, =y Y Ry T R—ADT T—
Fal, WS ODDE A TDOT 77— e ETHI b TEET,

\}

CE)  AiHREH

1 HHREE 2R 20 RY =2 BB LT, 74 702 A2 L TEBRIE
B o 7a2FoR LET, VT 7EFRT DI, BRI o — LTy THEME, 74 H
*OOETT TR NTERPMSIT DN TV DREND Y £, ** T4 NZ LT TAF
X, TA TN ERITHEHARAENN 2> TNETTA <V T =T AR=ZAD—{ThH D4
BERHY, DOV =7 AX=ADHMADO I THLBENH Y £,

2. EBEMIPERICIT, BEA T ) V2 AN L THUINT — 2 Ry s N T vy T u— R Eh
TWAKLENRH D 5,

3. EBEMIPEHR T, 2= —D Web 77 UL, vy T DL HF Y T DI Mapbox
APL ~DT 7 & AMENVFL T,

TR

WEEZIE, ZEO A =2 —0 [ (investigate) | 2H7T 7 EATE £ T,

BEMLIENEDAE

IEEIL, T To— MG THBINICAEICR Y £7,

R

/—F

oL IvN |



1oy kY|

B awr—sozx

o J— R, FATHOMERITERABNENC o TCNWE T IA~Y T TV r— g U—
JAR—=ZAD—ERTHHIFMETNIA RN T4 NVR 7 TAZTY, E6IT, 74
NHIIE, TA TN EITEANENIC /> TWND T — 7 A_— 2Tk 2 BT A &b

NULETT,
R71:7F)V5—23>54 THH

@ CiscoTetratizn Analytics™ = Applications

TetrationPrimaryApp =
o Tetration Primary App
- ZZZER Endpoints: 18 Last Run: Mar 15, 11:07 AM

v D  @Zones 4 Conversations (912) & Clusters (7
@

€ | = | | QuickAnaysis | Filters@  Fiter Policies
a FE—

Absolute Policies (0 | Default Policies 149 Catch All
-~

Priority  Action  Consumer

» QD

» D

»
LC ccow [l 1.1.1.6 |

10 QD

w o G

w e (S

L cow 1.1 ]

w  gmm

w o G

100 [atow il Tetration : Adhoc : AdhocServers |

HIREIE

= Policies (150

N Provided Services ¢ App View (0

Provider

[ cvocupioncbomiosdsanic

[ 111 ]

[111.2]

=

[ FrontEnsongo Mongosere |

[ ...Infrastructure : Monitoring : TSDB

...DistributedCoordinators : ZooKeeper

=

[
Lo

Add Default Policy

Services

TCP : 8080

TGP : 8081

TCP : 8080

TGP : 8301

TCP : 443 (HTTPS)

UDP : 123 (NTP)

TCP : 27017

TGP : 8301

TGP : 27017

TCP : 2376

TCP : 443 (HTTPS)

TCP : 4000

TCP : 4242

TCP : 80 (HTTP)

TCP : 2181

TCP : 8300

TCP : 443 (HTTPS)

TCP : 443 (HTTPS)

UDP : 8301

@

@

@

@

@

@

 Monitoring ~ 2 ~

o -

1 Switch Application

12 Policy Analysis 0 Enforcement

Q o

s AR RN T 4 NHE LT T AZIZONT, fHAx OFFHIZIL 500 DY A XHIRERH Y F

R

BERNEATIL, BFDOA R N T 4 E | RICKFDOZ T AZDIEICEZ bNET, &K

Brid, BRI CIRE Y £7,

EBET — 32 OEE

Neighborhood] 77U %27 YV v 7424 &, E=a—7 Neighborhood UL IZZE DY | iTET — X

PRRTDHZENTE LT,

Neighborhood IZ[£ 5 DDEGHEa—DHY FT,

1 HIFRA LR
2. HBET T R R
3. A LT REAN—

| IR



| 1oRvbY
wEr—s0rx |

4. T T RN RRAN—
5 /XX
K 72: 5B RRA T3y

® Inbound Connections ® Outbound Connections = Inbound neighbors ¢« Qutbound neighbors < Paths

HIE T — 5 DERFR
SRS 1L, MR — & & 2 SO 7T TR L £ T,

L AN\ R BEOHBEANE (HRE) »oREOHE (DFV 74 VK7 T AK)
~D7a—OEKE 2 —,

2. TUMNUURREOHIH (DFEV 7o VX/ 7T AK) MEFFEOMBINNE (E7
L) ~D7a—0EHE 22—,

HFEE = —X, 77— DOHMTIER, FEm/arya—<d#l (7Y bAT U R) 20X
SRS/ T AaNA B — i (N R) ZHESNTND Z LR LT ES 0, BRL
HIFEE = —NT, [EE/31 ML (Bytes Sent) | E£721E [5215/34 ML (Bytes Received) ] &%
RTExET,

| oL IvN |
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B73: 4N\ K HBHHEE >/ —F

“map

@ Default

@ Bytes Sent

@ Bytes Received

W oo~y



| 1o~vy

gH—rahtnzsTsns [

J4: 79 RINOU R/ — K> hIBRRE

RN

@ Default | N

| @ Bytes Sent] @ Bytes Received

(5[ejs1e34 - © Mapbox @ OpenStreetMap Improve this map

YR—bEhTWVET (LA
B 75: 7% &% SHMEEEERT 51004 T3>

CONNECTIONS FROM: Default ~ Jun 14 3:00pm - Jun 15 3:00pm ~

Range:[ ihr] 6hr | 1 day | Max (~7 days) | Custom ’

A

GE)  #WETHMET,

{URYbY
|



1Ry |

I6: 0BT —R2%F 74N ) 0 TFTBE=0o0F Ty

Filters @

Properties that can he filtered

Dst Address e.g.
Dst Port e.g.
Protocol e.g.
Fwd Bytes eg.
Rev Bytes e.g.
Fwd Packets e.g.
Rev Packets e.g.
Subdivision e.g.
Country e.g.
ASN e.g.
ASO e.g.

1.1.11,1123
80, 443, 8080
TCP, UDP, ICMP
10, 20, 50

10, 20, 50

10, 20, 50

10, 20, 50

CA, TX..

US, Canada..
109..

Cisco Systems, Inc.

Country =

Netherlands

Netherlands

Netherlands

Netherlands

& Downloac

~<r

T4V EATRERRIX, T-) BEH D VICERT S5 LT, A=, arva—<vT KL XA,
TunNAZ—T KLAD [ L o) 4% KR—=rLET, LT, G877 4 V& OHTT,

77:450 : 4L E ANREIFR—bD T, 29 R—FLET

SEARCH NEIGHBHORHOODS to: Tetration ~ Jul 14 10:00am - Jul 14 11:00am

Filters @ Provider Port = 443, 16020

Workloads:Infrastyc e:Moni ing:HBase
L2Vorkioads:Infrasrycqyr f0Ni10ring Bz |
Bas

ucture:DistributedCool

FEFS—Yay

 Tetration |

e 3
Workloads:Compute HORRg

ot | s
® Filter Neighborhood

@ Tetration

54 member hosts to 54 external hosts
Traffic Summary
Sent Received

9.5G8 9.5G8
11361132 packets 11,361,132 packets

[#3 (Geo) | R—VEFTEF— T BODELRRS Vb

FIE

RFYT1 ARy bUT 0T 7 AL (Inventory Profile) JIZBBILT, &0 %< O ROMMT —5 %
GRS R Y R TER L E T,

| RPN



| 1oRvbY

ATvT2
AFvT3
ATvT4
2ATFv S5
ATy T6
ATy T1
ATFvT8
2AFvT9
ATy 710
2Ty TN
ATv 12
ATy 713

ATy 714

ZOMDFER

zowozes: I

J— RE@RL £, ik BT — 2 BRI AT RERFIH O A3 w72 7 U 2 MIRRS
NET,

W IR 2 3 R L £ 9,

TANZERE T ET 7 )T R E T,

HENEE RSN T — 2%, [V DoOT—4, F1F [XVE] [l T—4
ELTHRREINET,

KENC 7 a0 —ORETNFEEEIZ, — F (ZZI0FR) Thoh, FRIFHRTH D0 00%
EhET,

B OB EFERE~ v 7 LTI —TEEINEGERH Y T, FOOLT A 2%, 7
TABHT Y w7 LTIR L, BRI ZHTE N EIDERLET,

ROMTE7 Vw7308, EERBERT 4 LEELTRESN, vy 7RI TEEOE
iR SinETd,

vy S HETINAT Y —F—RIZLET,

~ U AD FIZh D MR E I~y SRR LU E T,

~ v TN UET,

MY EFIEONBEIZRT v 7 LT, ~v7OHMEEELTC, XV 3DDOLI R4 LE
R

FREINTERy T T v EBITHMERANEATZIZLTC, T—F 7 FAZ ML ET,
Yy T OREFMOY A XEEBLC, vy TERLET—TNVORFERMLET,

sy T OATIZ, BR L7 [/ — R/#PH (Node/Scope) | MNFE RS NET, [B(F/31 Mk
(Bytes Sent) ] E 7213 [%15/31 M (Bytes Received) ] ZIER T £,

e RO TFEIZ, ISONT—XDHX 7 a— R U7 NERRENET,

oL IvN |
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78: BEORARRSINF-FES—aviRI Uk

CONNECTIONS FROM: Default ~ Jun 14 3:00pm - Jun 15 3:00pm ~

(0)ME[{=(33 © Mapbox © OpenstreetMap Improve this map
—

W oo~y

Country =
Netherlands

United States
United States

Unknown

-
0_—» ®Defaut |

® Bytes Received

3 ——»[ Y Filter H £ Manage Alerts

Subdivision =

Provincie Flevoland

California

Texas

Unknown

& Download table data as JSON

Bytes Sent =

\

7

6.2KB

33.3KB

1.4KB

1.0MB

Byte
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zotmozgs: M

[ 79: 15 0

3 Ve

1 e r 1'"':,.:--. - '.._'._ ll.r"':. 'z
e S o, X
Ay

@ Default | A P

.I-

-\-'- i
§

@ Bytes Sent | @ Bytes Received

. 1
[/ — R/l (Node/Scope) 147 U v 7§ 5L, [ v b7 a7 741 (nventory Profile) ]
W—@@JL&?O PV VAN A =Ryl 20 eV (541\0‘__?/\\)

fURU LY
I



A
\O
2
¢

|

B zotonss.

[ 80: 15 6

b

[ 5ytes S| @ Byt ecomes |

2T DI TR ENTRA L NDIN—T (FOT AL TH) 270 v o358,
JERENTHEED 7 T AX LS TzARA v S BHREIC/20 £57,
[ 81:151 7

CONNECTIONS FROM: Default ~ Jun 14 3:00pm - Jun 15 3:00pm ~

Filters @ ’ Country = and ivisi = F incie F ® |

Country ivisi s Destination Address +

Y Clear Filter I l L Manage Alerts

Netherlands Provincie Flevoland 173.38.201.67
Netherlands Provincie Flevoland 144.254.15.78
Netherlands Provincie Flevoland 144.254.15.68

Netherlands Provincie Flevoland 173.38.201.115

& Download table data as JSON

e N

F—TNDFTFE I v I ThHE, FanNTF AR T AAZICEESH, RSN TEROT R
ANRT—TIVICFERENET,

£YRY R
88 |



| 1o~>by

ZDMDEE R

v .

FFEDFEILESEZIBIRT D&, G 2 —0NKRy 77 v FRRENET,
X 82:LIFIDT7 FLRYR RE2—DTEY UV I LT, BHEL—5KRyT7vITRFT S

Geo Outbound Details for Default - Provincie Flevoland, Netherlands
Jun 14 4:00pm - Jun 15 4:00pm

Destination Address = Subdivision = Port = Bytes Sent < Bytes Received +
Jun 14 4:00pm 144.254.15.78 Provincie Flevoland 123 630.0B 630.0B
Jun 14 5:00pm 144.254.15.78 Provincie Flevoland 123 630.0B 630.0B
Jun 14 6:00pm 144.254.15.78 Provincie Flevoland 123 540.0B 540.0B
Jun 14 7:00pm 144.254.15.78 Provincie Flevoland 123 720.0B 720.0B
Jun 14 8:00pm 144.254.15.78 Provincie Flevoland 123 540.0B 540.0B
Jun 14 9:00pm 144.254.15.78 Provincie Flevoland 123 720.0B 720.0B
Jun 14 10:00pm 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 14 11:00pm 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 12:00am 144.254.15.78 Provincie Flevoland 720.0B 720.0B
Jun 15 1:00am 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 2:00am 144.254.15.78 Provincie Flevoland 720.0B 720.0B
Jun 15 3:00am 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 4:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 5:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 6:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 7:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 8:00am 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 9:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 10:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B

Jun 15 11:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B

« - 2 &

& Download table data as JSON ~ =———— 4

1. ZoF—2FFvrn—RKcEEd,

L YRYRY
I
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R

EFDOFER

2. HlZAZ7ue—) LT, 7a—WEY 7 72E0BMOINZEELET,

B 83:#ME1—THICRYO—)LLT=#

Geo Outbound Details for Default - Provincie Flevoland, Netherlands

Jun 14 4:00pm - Jun 15 4:00pm

Port = Bytes Sent = Bytes Received = Packets Sent = Packets Received = Protocol < Links =
bvoland 123 630.0B 630.0B 7 7 UDP Flow Search
bvoland 123 630.0B 630.0B T ¥ UDP Flow Search
bvoland 123 540.0B 540.0B 6 6 UDP Flow Search
bvoland 123 720.0B 720.0B 8 8 UDP Flow Search
bvoland 123 540.0B 540.0B 6 6 UDP Flow Search

M E 2= b0 Tr—RER) v,

BRDER

Rl —F @, 7412, 77 A2) T=FORBITITISON=TVa U BH Y E
hd—D

1L AR R @Ranle /) —Faeske T 2807 e —
2. TR BRENT ) —FEXRERETOIEN SN T n—

3. RR1ODEETL/ —RE 1O05k / — FRFIKENTWbs 77—, £RHEN-
Ea—Zibld/ —FKY—J =Ry VEERNLEZLOTTR, U TITEREFRT
HDHIEITERE LT EEN,

ANV REELEUVTI MDY FOER

HRD /) — Rz AT e zBRULET, KIS, AT FELIET Y AT ROV
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® Inbound Connections & Outbound Connections = Inbound neighbors < Outbound neighbors I & Paths

SEARCH NEIGHBORHOODS from: Tetration:Workloads:Collector ~ Jun 15 4:00pm - Jun 15 5:00pm
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DATA PLATFORM - TETRATION APPS - NEIGHBORHOOD

CiscoTetratien

‘ S Filters @ | Enter atiributes.
&
SEARCH NEIGHBORHOODS | Jul 24 3:00pm - Jul 24 4:00pi
@ ® Geo Inbound © Geo Outbound - Inbound neighbors « Outbound neighbors © Paths
3 Tetration
o i "
= Tetration:Compute:HDFS
Y
338 matching paths. Shortest path: 1 hop
=
s

FrontEnd ElastoSearch

Paths from Tetration to Tetration:Compute:HDFS

Hops «  From s T s

| Tetration: Compute : HFs |

2 = [ Tetration: Compute : HOFs |

ompute : HDFS ||

T4 ILA—F T 3> (Filter Options)

BIMOT7 4 NEA T arwRETHI LT, TS

DO Rl © Monitoring - ® -~ @F -

__V Filter Neighborhood || £ Manage Alerts

| Tetration

65979 member hosts to 65979 external hosts

Traffic Summary
Sent Received
164168 164168

60,488,206 packets 60,488,206 packets

& member hosts to 53 external hosts.

Traffic Summary
Sent Received
142,368 138.9G8

48410227 packets 47,706,530 packets

Tetration — Tetration:Compute:HDFS

Tetration — Tetration:Adhoc — Tetration:Compute:HDFS

THET 4 IVENHTE EI, BEY

R—=FENTNBET 4 NFIL, Ta X, F—KRK—r&7a baLcd,

vy
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Search Neighborhoods
Inbound neighbors | Outbound neighbors [ Paths £ Manage Alerts

161 member hosts to 161 external hosts
Tetration

Traffic Summary

Sent Received
29GB 29GB

6,841,257 packets 6,841,257 packats
Filters @ Provider Port # 8301 Protocol = TCP \ o Observed Sep 6 2.000m - Sep € 3.000m

T

sesul: |

ISIC; IMENESE 2
I0e0pAINAMSIC:E
odeg |

oyeupIook

nuysELU

cKafkaiadhockafkaxt-1 |
Datan,

1pI0ooPeN

i)

W I
whoc:AdhocKatka
4hoc: AdhocKal

pute |

IDFS;

IDF;/

| :Com

‘90S.LBuboiuo: aimonISEYU

i Bunoyuol

Adl

| Tetration | Enforoement:EnforcementPolicyStors |
e o g
88:INADT 4B Y
@ CiscoTetrati¥n® DATA PLATFORM - TETRATION APPS - NEIGHBORHOOD el & Monitoring ~ @ - 2 -
a -
Search Neighborhoods [ adhockafkaxi-1 ] ompute : HDFSS : Datanodes |
& Inbound neighbors | Outbound neighbors [\ Manage Alerts 1 member host to 17 external hasts 6 member hosts te 17 external hosts
Traffic Summary Traffic Summary
0 Tetration:Adhoc AdhocKafka-adhockafkaxi-1 Sent Received Sent Received
1, 34.5MB 16.4MB 420.3MB 482.6MB
+7 298520 packets 134,220 packets 441,070 packets 457,775 packets
& Tetration:Compute:HDFS:Datanodes
i

Observed Sep 6 200pm - Sep 6 3:00pm Observed Sep 6 2:00pm - Sep € 3:00pm

Filters @ Provider Port # 8301 Protocol = TCP | \ [ iter Neighborhood
4 9 .
maching paths. Shortest path: 2 haps

AVRU Y
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B 89: /85X DEEHE

2 Tetration : Adhoc : AdhocKafka \ Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:000m
[[@Tcr[ @ uor|

- 4pofswith3SMBoft@fc —————

3ports

« Packets  Packets — «— Bytes Bytes — #Unidir.  Proto Port -g e
44 a7 38.4KB 38.6KB o TCP 8301 (7 = =

6,944 5,238 512.0KB 2.9MB ) TCP 19091 &' 8 "

12 12 1.1KB 1.1KB 0 upp 128 & H §

232 232 30.7KB 31.4KB o ubP 8301 @ % g

B 8

Tetration:Adhoc:AdhocKafka

2 view all in Flow Search

INZRDEEH

INADFEMZIE, MENT 7 4w 7 ) HE, Fey 7, TCP2> bue—L7L—2 KR ML
Iy, BERE, SESERAN) v IO N—TERTEZTNEENTHET,

)

CE)  T7o—F—ZOREAY v RIZL->TEL, —8DOA M) v 7 ZHHTERVWEERH Y 7,

CHEE P
Bt b2 710y
2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

e ror e uoe]

B . 4poMswith35MBoftafic — 3ports

.
«—Packets Packets—  «—Bytes  Bytes—  #Unidin Proto Port 2 3
44 a7 38.4KB 38.6K8 o TCP 8301 7 & =

6,944 5,238 512.0k8 2.9MB o TCP 19091 7} 3 =

12 12 1.1KB 1.1KB o uop 123 7 g §

232 232 30.7KB 31.4K8 o upop 8301 7} g B

2 @

-
'.E
Q
X
2
o
=
3
)
o
L
3
g
2
£
k]

Bandwidth
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2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

. 4pofswih3SMBoftaflc — _3ports

— Memberavg SD Memberavg —  SD Proto 2
93.7Bps 0.68ps 94.0Bps  0.9Bps ToP 2o
145.68ps 1.9Bps 831.08ps  3.28ps TcP 3
1.5Bps  0.0Bps 15Bps  0.0Bps upP £
4.6Bps  2.0Bps 4.7Bps 1.9Bps UDP :

Tetration:Adhoc:AdhocKafka

Drops
2

Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

3ports_

« Retrans.  SD Retrans. »  SD DropInd.avg  SD Proto Port %
0.000 0.000 0.000 0.000 0.000 0.000 TCP 8301 7} =
0.000 0.000 0.000 0.000 0.000 0.000 TCP 19091 (7} S
0.000 0.000 0.000 0.000 0.000 0.000 UDP 123 2} g
0.000 0.000 0.000 0.000 0.000 0.000 ubP 8301 2} =

&

Tetration:Adhoc:AdhocKafka

-~ ~
TCPayv kO—)LTL—Y
& Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

- 4poMswith3SMBoftafic ———

3 ports

]
£
Gl
% ~
i Handshake Latency avg ~ SD Flow Durationavg ~ SD Proto 2
2 A N/A 3.77ms 514ps TCP =
8 N/A NA 9.18hr  17.3min TCcP S
2 NA NA NA NA UDP g
2 NA NA 56.5hr  17.4min UpP B
& =
1S 8
g
=

LRy o

AVRYRY
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2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:000m - Mar 15 6:00pm
[@cP| @ uor|

- pomswith3SMBoftafic — 3ports_

Cons. App  SD Prov.App  SD Networkavg D Proto Port
0.000 0.000 0.000 0.000 0.000 0.000 TCP 8301 7]
0.000 0.000 0.000 0.000 0,000 0.000 TCP 19091 7|
0.000 0.000 0.000 0.000 0,000 0.000 ubP 123 7]

0.000 0.000 0.000 0.000 0.000 0.000 ubP 8301 (7

Tetration:1.1.1.4*

Tetration:Adhoc:AdhocKafka
Tetration:Collector

o
EIE (Latency)
2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mer 15 6:00pm
@® TCP| @ UDP|

- 4poMswith35MBoftrafic ——————

3ports

NA NA NA N/A N/A UDP 8301 (7]

« Fabricavg  SD Fabricavg — SD SRTTavg SD Proto Port 3
NA NA NA NA N/A TCcP 8301 7 =

NA NA NA NA 1.89ms TCcP 19091 7 <

NA NA NA NA N/A ubP 123 7] 5

e

ki

Tetration:Collector

a
=
5
e
%
-]
3
2
3
o
3
<
b
=
£
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90:75— FDOERE

Configure Neighborhood Alerts

Configured Alerts
1 Node: Tetration when Country = Singapore
1 Node: Tetration when Direction = BIDIRECTIONAL and Country = Singapore
1 Between Source Node: Tetration and Destination Node: Tetration:Enforcement when Avg SRTT (ms) > 0
T Node: Tetration when Membership Count > 0
T Node: Tetration:FrontEnd:ElasticSearch when Membership Count > 0
Show more ...

Path ® Edge @ Node @

For Node: Tetration (2

When @ | condition > value

Severity - Critical Immediate Action

Hide Advanced Settings ~

Summary Alerts Daily

B2 YUHEIZIEIT o VEDBHIBREINTH, VTR EIT T X THRESNZT 7— MIH
BICHIBR SN ET A, FSEO7 =Y ZROH L7 7 2 X OBJ#METHERF S E T3, 7 7
AL FETXT ANENRFTOTA THNRY o—THERENRL RoTzfa, TNHDT T A
BETANZEMAT DT 77— MIERLSNT, W7 77— MREDERY £7, REINZT
F— hE2EMICRE LT, BEMEEZH R L CWD Z 2 ERTOILERH D £,

77— bFDRTAZE
THET 7 — MIxt L CA RN/ DataTap 3R T DM R H Y £9, 77— MM, L7
BAEOHRULICERSNET,
e T T — RT Y vy bilMFEIX, [77— b (Alerts) ] — [#:k (Configuration) ]

(Dv— MEFHOFT A (Root Scope Owners) | £ 721X [V 4 NEEEHE (Site Admins) ])
MHENTEET,

e 77— hEEL, DataTap Z5%ET DL, 77— ML, [77—F (Alerts) | — [BIED
77— K (Current Alerts) ] ® Ul THERTE £,

W oAy
I
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e 2—W—F, T 4 LHFERAR v 7 AT Type= NEIGHBORHOOD % CT& £,
FOMDT 4 NEY) T FT g Al onTIE, [HEDOT I—h 28BLTL
U,

T I—b Iy THE TI— FOFEMBRERIRINET,

B 91:38%7 5 — k

Alerts configuration &

Filters @  Status = ACTIVE  Type : NEIGHBORHOOD m

Event Time - status < AlertText < Severity - Type

1:00 PM Active Max SRTT > 1000 between and CRITICAL NEIGHBORHOOD
1:00 PM Active Membership Gount < 10 for [ TSR R CRITICAL NEIGHBORHOOD
1:00 PM Active (USSP Tetration:Collector F¥] Tetration:Compute | HIGH NEIGHBORHOOD
1:00 PM Active Avg SRTT > 90 betweenand HIGH NEIGHBORHOOD
1:00 PM Active [VRTRENYHPARRUIN Tetration:adhocMicroService | HIGH NEIGHBORHOOD

Details

Vertex Tetration:adhocMicroService

Alert Trigger  when Membership Count < 10

Adjacency Count For ... 12
Membership Count F...

Number Of Scopes

I AN

1:00 PM Active Avg SRTT > 1000 between ([ENEVINHIIIN TN and |QEtE T E TS Low NEIGHBORHOOD
2:00 PM Active Path > 1 between [[JETETGIE EITTS and [ ETETTT Hel ) L INEY HIGH NEIGHBORHOOD

Details

ELVL I Tetration:Collector
[N Tetration:Compute

Alert Trigger  when path > 1

Path Count

28
Example Path Tetration:Collector [fgd Tetration:FrontEnd:Mongo:MongoServer [Bd Tetration:Compute

2:00 PM Active Avg SRTT > 1000 between [RENENTNEILOITE and |@EENTL W A LT Low NEIGHBORHOOD
2:00 PM Active Membership Count < 10 for [ T ey HIGH NEIGHBORHOOD

75— hEFH

— 7T T — MEE L 7 0 — L RICBT A ERICHOWTIE, @7 5 — MG #8BRL
TL7ZEV, alert details 7 ¢ —/V RidtEE L SN TR Y, EHRT 77— FOROY T 7 4 —L N
NEENTHVET,

)

G Hr7v=2F (V—FOMES) 1, 77— &2 I V—LERE — FTT,

J4—ILK To3—r247 J+—< vk BL

neighborhood_subjects id | all string R, — R ID

AURURY
|
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B 5—ruam

1Ry |

J4—ILE T53—h547 PE AN Bz
neighborhood_subjects name | all string T — K4
internal_trigger all ALEEDT= 812 77—k MU T—%

W57V GEMIE
ROKXZZH)
country geo string =4
subdivision geo string X H[ 44
aso geo string FHAR A
flow geo string 77— e ) AT—L
77 m— DA (sre
B L Wdstip)
vertex. neighborhood subjects id | &l string neighbor_subjects_id &
[ C
adpoary court for eanple vax | ) — R integer BE ST ) — ROk
BHT b
marheshp qurt fr eenpk vatx | 7 — integer BEISNZ ) — RO A
YR— T
stc_neighborhood subjects id | edge, string EETEBROY 7Y -
path 7 hD (P, 77 A
Z. FTIET 4 H)
ste neighbothood subjects name | edge, string EETEROY 7Y -
oth 7 W4 G, 7 5 %
Z. FlFZT7 4 0F)
dst_neighborhood subjects id | edge, string SESCER DY T = 7
path ~ID (#pH, 77 A
. ETTT 4 H)
dt neighborhood subjects name | edge, string SEACITRR DY T =
path N4 (G, 7 7 A
Z. FTIET 4 H)
number of edges T integer TS5— MR MY H—X
hiexy VoK
max_srtt oY integer M N H—E T

71 —42{K7D SRTT O
e KAE

| IR
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75—+ |
J4—IL K 73—h547 I+—<vk Bz
avg_srtt Ty integer N T—&NTeT 77—
k7 17— SRTT M-
Y)fiE
unidirectional flow count | = « 3> string 7o— ()
eank peh egbothood shis d | path array[string] Y H—S iz —F+

H1 oD TR
LRERT HEIH, 7T
S AN 3 ol s A I
THEEL S5 ID DY
2k

eantt prh redtooad shs rene | path array[string] N U S — e —Ft
H1O0% TR A
GRS DHIH, 7 7
AL ETTT 4 NVH
THER SN DT V=
7 hDY AL

number_of unique paths | path integer Y H—fic—F+
BB D/RZDE

internal_trigger 7 ¢ —/L RiItE kS CBY . 77— NI H—DROYT 7 4 —)L RHRE

FNTVET,
J4—ILF TA—T vk i

datasource string TSG— R EAS

rules string g ) Ftin—nroa Ly
va Y

filters string MAEebd s )L—iLnl
AR

type string I Y=V EZ AT (eq. It,
gt72y. )

fig string 75— hREDZ—F— A
fiE

label string (79— DY H—]

I 1o~v+) IR



1Ry |
B ceo (as0) 75— > alert_details 1

Geo (ASO) 75— k@ alert_details D1l

"neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"country":"United States",
"subdivision":"Texas",
"internal trigger":({
"datasource":"geo",
"rules": {
"filters": [
{
"field":"direction",
"type":"eq",
"value" :"BIDIRECTIONAL"

"field":"aso",
"type":Teq"”,
"value" :"CISCOSYSTEMS"

]l
"type":"and"
}l
"label":"Alert Trigger"
}l
"neighborhood subjects name":"Default",
"vertex neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"flow":"72.163.32.44 -> Default"”
}

Geo (&) 75— ko alert_details D15l

"neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"country":"Netherlands",

"subdivision":"Provincie Flevoland",
"internal trigger":({
"datasource":"geo",
"rules":{

"field":"country",
"type:Teq"”,
"value":"Netherlands"

}7

"label":"Alert Trigger"

}7

"neighborhood subjects name":"Default",

"vertex neighborhood subjects id":"5efcfdf5497d4£f474£1707c2",

"flow":"173.38.201.67 -> Default"

J—F (BEH) 75— 0 alert_details Dl

"adjacency count for example vertex":7,
"neighborhood subjects id":"5efcfdf5497d4£f474£f1707c2:c_5f04b0efc5445388852786b6",
"internal trigger":({

"datasource":"vertex",

"rules":{
"field":"adjacency count",
"type" . "gt"
: ’
"value":-1

| IRy
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J—E (A= y TH) T 5— h0 alert_details Ol [l

}I
"label":"Alert Trigger"

}I
"neighborhood subjects name":"Default:cluster",
"vertex neighborhood subjects id":"5efcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b6"

J—FK (Aon—I9TH) 75— b0 alert_details D4l

"neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"internal trigger":({
"datasource":"vertex",

"rules": {
"field":"membership count",
"type™:Tgt”
. 14
"value":0

}l
"label":"Alert Trigger"
}l
"neighborhood subjects name":"Default",
"membership count for example vertex":156,
"vertex neighborhood subjects id":"5efcfdf5497d4£474£1707c2"

Edge (srtt avg) 7 5 — kO alert_details (D45

"internal trigger":({
"datasource":"edge",
"rules":{
"field":"srtt usec avg",
"type":"gt",
"value":-1

}!

"label":"Alert Trigger"

}!

"src_neighborhood subjects id":"5efcfe0f497d4f49%adebc74e",

"dst neighborhood subjects name":"Tetration:AdhocKafka",

"dst neighborhood subjects id":"5efcfe0f497d4f49%adebcbee",

"number of edges":2,

"max_ srtt":0,

"avg srtt":0,

"src_neighborhood subjects name":"Tetration:Collector"

Edge (maxsrtt) 75— kO alert_details M5

"internal trigger":({

"datasource":"edge",
"rules":{
"field":"srtt usec max",
"type" . "gt",
"value":-1

by
"label":"Alert Trigger"

b
"src_neighborhood subjects id":"5efcfe0f497d4f49adebc74e",

| oL IvN |
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B ciee 570 75—+ alent_details D

"dst neighborhood subjects name":"Tetration:AdhocKafka",
"dst neighborhood subjects_id":"5efcfe0f497d4f49adebcbee",
"number of edges":2,

"max_ srtt":0,

"avg srtt":0,
"src_neighborhood subjects name":"Tetration:Collector"

Edge (—AM7A—) 75— O alert_details (Dl

"unidirectional flow_count":1,
"internal trigger":({
"datasource":"edge",

"rules": {
"field":"num unidirectional flows",
"type™:Tgt”
. 4
"value":0

}l

"label":"Alert Trigger"
}l
"src_neighborhood subjects_id":"5efcfe0f497d4f49adebc74e",
"dst neighborhood subjects name":"Tetration:AdhocKafka",
"dst neighborhood subjects id":"5efcfe0f497d4f49%adebcbee",
"number of edges":1,
"src_neighborhood subjects name":"Tetration:Collector"

N EEEShF=220/—FBIOKRY THA4 X)) 75— kD alert_details D

"number of unique paths":2,

"example path neighborhood subjects id":|[
"Sefcfdf5497d4£474£1707c2",
"Sefcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b6",
"S5efcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b7"

]7

"internal trigger":({

"datasource":"hop",

"rules":{
"field":"hops",
"type":"gt",
"value":0

}7

"label":"Alert Trigger"

}7

"src_neighborhood subjects id":"5efcfdf5497d4£474£1707c2",

"dst neighborhood subjects name":"Default:collectorDatamover-*",

"dst_neighborhood subjects_ id":"5efcfdf5497d4£f474£1707c2:c_5f04b0efc5445388852786b7",

"src_neighborhood subjects name":"Default",
"example path neighborhood subjects name": [
"Default",

"Default:cluster",
"Default:collectorDatamover-*"

| IRy
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KR BRSNS/ — FEEELEVEEOR Y F) 75— b0 alert_details 051 [

NRR FEEENT/ —FEBHLBEWVERDORY F) 75— O alert_details D45l
{

"number of unique paths":2,

"example path neighborhood_subjects id": [
"S5efcfdf5497d4£474£1707c2",
"Sefcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b6",
"5efcfdf5497d4£f474£1707c2:c_5f04b0efc5445388852786b7"
] 4

"internal trigger":({

"datasource":"hop",

"rules":{

"filter":{
"field":"path by neighborhood subjects id",
"type":"contains",

"value":"5efcfdf5497d4f474£f1707c2:c_5f04b0efc5445388852786b5"
}l

"type™: "not"

}l

"label":"Alert Trigger"

}l
"src_neighborhood subjects id":"5efcfdf5497d4£474£1707c2",

"dst neighborhood subjects name":"Default:collectorDatamover-*",

"dst neighborhood subjects id":"5efcfdf5497d4£474£1707c2:c 5f04b0efc5445388852786b7
rﬁ",

"src _neighborhood subjects name":"Default",

"example path neighborhood subjects name": [

"Default",

"Default:cluster",
"Default:collectorDatamover—-*"
]

}
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