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Linux A RNTCA LA P—TF 2 )L AV VT "E&ab— 1L, chmod u+tx

tetration installer default sensor linux.sh 2 RZFEITL TR U7 MIETHIRZ A
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TV A UA M=V TBHIZDIT, — MERT

./tetration installer default sensor linux.sh avy REFITLET,

G¥) T—T 2 PR TF U MITTIIA VA =L ENTWAEEIE. A VA M—1%
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27 V7 FOERTIEOFMTIRESN TS LI, FFTF =y 7 2FATTH L et L
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Linux 4 YR =S5 X5 ) T rOERAEDEER :

bash tetration linux installer.sh [--pre-check] [--skip-pre-check=<option>] [--no-install]
[--logfile=<filename>] [--proxy=<proxy string>] [--no-proxy] [--help] [--version]
[--sensor-version=<version info>] [--1ls] [--file=<filename>] [--save=<filename>] [--new]
[--reinstall] [--unpriv-user] [--force-upgrade] [--upgrade-local]
[--upgrade-by-uuid=<filename>] [--basedir=<basedir>] [--logbasedir=<logbdir>]
[--tmpdir=<tmp dir>] [--visibility] [--golden-image]

--pre—-check: run pre-check only
--skip-pre-check=<option>: skip pre-installation check by given option; Valid options
include 'all', 'ipvé6' and 'enforcement'; e.g.: '--skip-pre-check=all' will skip all
pre-installation checks; All pre-checks will be performed by default
--no-install: will not download and install sensor package onto the system
--logfile=<filename>: write the log to the file specified by <filename>
--proxy=<proxy string>: set the value of CL HTTPS PROXY, the string should be formatted
as http://<proxy>:<port>
--no-proxy: bypass system wide proxy; this flag will be ignored if --proxy flag was
provided
--help: print this usage
--version: print current script's version
--sensor-version=<version info>: select sensor's version; e.g.:
'--sensor-version=3.4.1.0"'; will download the latest version by default if this flag was
not provided
--1ls: list all available sensor versions for your system (will not list pre-3.1
packages); will not download any package
-—-file=<filename>: provide local zip file to install sensor instead of downloading it
from cluster
--save=<filename>: download and save zip file as <filename>
--new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed
--reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than --new
--unpriv-user=<username>: use <username> for unpriv processes instead of tet-sensor
--force-upgrade: force sensor upgrade to version given by --sensor-version flag; e.g.:
'--sensor-version=3.4.1.0 --force-upgrade'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-local: trigger local sensor upgrade to version given by --sensor-version
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flag: e.g.: '--sensor-version=3.4.1.0 --upgrade-local'; apply the latest version by
default if --sensor-version flag was not provided
--upgrade-by-uuid=<filename>: trigger sensor whose uuid is listed in <filename> upgrade
to version given by --sensor-version flag; e.g.: '--sensor-version=3.4.1.0

--upgrade-by-uuid=/usr/local/tet/sensor id'; apply the latest version by default if
--sensor-version flag was not provided

--basedir=<base dir>: instead of using /usr/local use <base dir> to install agent. The
full path will be <base dir>/tetration

--logbasedir=<log base dir>: instead of logging to /usr/local/tet/log use <log base dir>.
The full path will be <log base dir>/tetration

-—tmpdir=<tmp dir>: instead of using /tmp use <tmp dir> as temp directory

--visibility: install deep visibility agent only; --reinstall would overwrite this
flag if previous installed agent type was enforcer

--golden-image: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally
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c1EIDH : A A M=F 227 VT MI1EIOHMEHTEET,

o REREIHIBR : A A D—F 27 VT hEfEATE D AERETEET,
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ATw T8 [F7rr—FR (Download) 1227 Vw7 L, 77 A /VvEr—)NT 4 AZITHRFLET,

ATYT9 A2 A =T ® PowerShell 27 V) 7 k Z BB D9 _T?D Windows 5 A Mo — L, &
EMER TR UV N EFITLET,

G¥) e VAT ADHFETEIZL > TI, oz~ ROFINZ, =<2 Kunblock-File DFE
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Windows 4 YA b—Z5 X9 ) T +rDFERAEDEM -

# powershell -File tetration windows installer.psl [-preCheck] [-skipPreCheck <Option>]
[-noInstall] [-logFile <FileName>] [-proxy <ProxyString>] [-noProxy] [-help] [-version]
[-sensorVersion <VersionInfo>] [-1ls] [-file <FileName>] [-save <FileName>] [-new]

[-reinstall] [

-npcap] [-forceUpgrade] [-upgradelocal] [-upgradeByUUID <FileName>] [-visibility]

[-goldenImage] [-installFolder <Installation Path>]

-preCheck: run pre-check only

-skipPreCheck <Option>: skip pre-installation check by given option; Valid options
include 'all', 'ipv6' and 'enforcement'; e.g.: '-skipPreCheck all' will skip all
pre-installation checks; All pre-checks will be performed by default

-noInstall: will not download and install sensor package onto the system

-logFile <FileName>: write the log to the file specified by <FileName>

-proxy <ProxyString>: set the value of HTTPS PROXY, the string should be formatted as
http://<proxy>:<port>

-noProxy: bypass system wide proxy; this flag will be ignored if -proxy flag was
provided

-help: print this usage

-version: print current script's version

-sensorVersion <VersionInfo>: select sensor's version; e.g.: '-sensorVersion
3.4.1.0.win64"'; will download the latest version by default if this flag was not provided

-1ls: list all available sensor versions for your system (will not list pre-3.1 packages);
will not download any package

-file <FileName>: provide local zip file to install sensor instead of downloading it
from cluster

-save <FileName>: downloaded and save zip file as <FileName>

-new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed

-reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than -new
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-npcap: overwrite existing npcap

-forceUpgrade: force sensor upgrade to version given by -sensorVersion flag; e.g.:
'-sensorVersion 3.4.1.0.win64 -forceUpgrade'; apply the latest version by default if
-sensorVersion flag was not provided

-upgradelLocal: trigger local sensor upgrade to version given by -sensorVersion flag;
e.g.: '-sensorVersion 3.4.1.0.win64 -upgradeLocal'; apply the latest version by default
if -sensorVersion flag was not provided

-upgradeByUUID <FileName>: trigger sensor whose uuid is listed in <FileName> upgrade
to version given by -sensorVersion flag; e.g.: '-sensorVersion 3.4.1.0.win64 -upgradeByUUID
"C:\\Program Files\\Cisco Tetration\\sensor id"'; apply the latest version by default
if -sensorVersion flag was not provided

-visibility: install deep visibility agent only; -reinstall would overwrite this flag
if previous installed agent type was enforcer

-goldenImage: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally

-installFolder: install Cisco Secure Workload Agent in a custom folder specified by
-installFolder e.g.: '-installFolder "c:\\custom sensor path"'; default path is "C:\Program
Files\Cisco Tetration"

I—CzV b A A=V AVAM—=—FAKXEFERAL=Windows T— x> DA VR =L

T—Vx Y NMA—VFREFEH L TC=—2 2 FEFEITA VA =75 BRI B2
RWRY . (BEMEESNTW3) A VA =T A7 )7 MR EMH LT Windows =— 3 =
VhEA VA=AV TEHI EEHERLET,

)

GE) AHRAPMTHEFEOZ—V =l "RTTIZEITENTWAEAIE, HVMSIZ—Y 2 3=V g
VEFEITEMLAVWTLIEE N,

N —PIZIFIROY A BT 7 A VBB FT,
«cacet (W) UV —i@{EHD CA GFAE,

s enforcer.cfg GERH BV —% A LV A =L T DHEEICORNAE) - #HTZY RARA > b
AT ENTVET,

« sensor_config (WZH) ALz AT o — O RERK,

e sensor_type: B —0D & A7 (M E I IFER AN

esitecfg (WZH) : Za—sL A b =2 RARA V> M ERL,

e user.cfg (SaaS DFANIMAE) B —T 7T 4 X—T g v F—L 70X MK,
BHREH

SaaS 7 7 AKX DL, BIXOBEEROT T "RSLA LT VIR TAZTT 74NV bTF
MZA A b=V LRWAIE, usercfg 7 7 1 /L C ACTIVATION KEY & HTTPS PROXY %
RETHMLENDHY T, FMICONTIE, (FEA VA =L DH) 2—HF—fE 7 7 A L
DEHFEBHBLTLLEEY, (FEA LA M—LDRK) 2—F—EK 7 7 A LOEH (302—
D)
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PRANEY ST DS Y |
B x4 S (VR =S HREBERALL Windows T—S > hOA VR k—IL

T—V 2 P A=V HFREFEH LT Windows =—V = b &a A VA =3 5121%, RD
FEEFITLET,

FIE

ATVl ==V FOA VA=V FRICBEITH72010, ROFIEEZEITLET,

D TOA—F—DFARIL, /A4 v I AZ— b7 4 F—FEEEL, [t—T = hOA
VA h—/L (Install Agents) ] %727 VU v 7 LET,

s O~ A T, [BE (Manage) |>[T—Y x>k (Agents) [ 227Uy 27 L, [AA
F—7 (Installer) ] ¥ 7 Z &R L ET,

ATV T2 [2—V =z b A=V A A h—7 (AgentImage Installer) ] %7 VU > 7 LET,

ATY T3 [FF v b7 +—24 (Platform) | 7 4 —/L RiZ, Windows & AJJLE T,

ATV VWHERT—Tx NIAT 2=V hON=Ta B AL, RPN ERNN—T g
DT—V=ry hedyra—FLET,

AT w75 tet-win-sensor<version>.win64-<clustername>.zip 7 7 - /L%, JBFIH DT T?D Windows 7 A
IZav—L%Ed,

ATy T6 BEIHEHRTZIP 7 7 A VAL ET,

ATV FT FRE L7 4V Z T, 2~ Kmsiexec.exe /i TetrationhgentInstaller.msi % 3T L Co—
VY NeA VA=V LET,
SHIC, MSIA YA =T TIFRDOA T v a »EEHTE 7,

RI1:MSIA VR b—5 CERAREEGLS T3y

TFoay Bz

agenttype=<AgentType> AgentType | %, A LEEHE 9 ML U T
sensor F 77 1% enforcer DTN T B MBS
b0 FEI, 774/ N T, sensor type 7 7
ANVDONENR L7 A NVENDA LA N—F
Lo TTF o7 I, EINTNRNTA—H
NEEXEIRET, L, ==Y bR
/quietE— R TA VA =L ENTWDHEHE,
DX TV a IIMETT,

. YIbrkYHz7I—CU b



| voryz7z—ozon

I—UIUhAA—D AR P—5HREEALIE Windows T—Sz > kDA V2 =L [

TF7oay

B

overwritenpcap=yes

Windows 2008 R2 D356, 7 7 /b b Tl

Npcap 23T CIAFHET 2 HEG, =—T = b
1Z Npcap 7 v 77 L— REFITLEH A,
TG A =R EPEF L BEFO Npeap 37
T L= RENFET, ZOF T a UREH
SNTWDLHHE, BitOT=—Y = FOHH)
7 w77 L — RT%, Npeap Y AR— ki
TWAHLWAR—=T g T v 7L — R
ET,

nostart=yes

T—Y = P —E R (tetsensor B L
tetenforcer) 23 HENAIZBAIE S LWL H 12§
L7292, VDIBREEZIZIVM 77 L— |
DIA—=NT oA A==z N A
A N—=IVT DA, ZONRT A—F BT
ERbVET, BRDLEFA N EFFO>I—/L
T A A=V MBAER S LTZ VDI/VM A A
RUATIL, 2L —E R I LEBY
WCHEICEB S E T,

installfolder=<FullPathCustomFolder>

AU A R=a=wy RORHBIZZD/RT A —
HEERAL T, DAX LT FNAICT— =
VhEA A=V LET,

serviceuser=<Service UserName>

A VA=A ROFEBRIZZDNT A—
ZEEHLT, —EARA2—P -2 L F
T T7AN OV —E R —P—IT
lLocalSystem] T,

0 —H/La—P—DIFA serviceuser=.\<Service
UserName>

RAA v a—F—DgE,
serviceuser=<domain_name>\<samaccount name>

P —bERa—PF—Tu—h L OEHEWERE
HOMERHD £9,

servicepassword=<Service UserPassword>

AUA M= aAvy RORKRIZZDNRT A —
B2EEHALT, h—bRZ—PF—D /AT —
RERRLET, SAT— RIS L —r 7%
A MERTHLIVERHY £,

proxy="<proxy_ address>"

ZDORT A—F & LT, Cisco Secure
Workload 7 5 A Z 2T 7B AT BT D
HTTPS 7 u ¥ e L7,
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B windows -z bo1 Uz b oHE

R SiBR

activationkey=<activation Key> TN T F U METFICZ—Y 2 P
VAP SNTORWESRIT, Z0/RT A —
ZTT T MEEELET,

\}

GE) s FH)A A b —/LHIT activation key 3 X WX proxy 47> a A AT 556, usercfg %

FHITHRT 2LETIH Y FH A,

e Npcap 23785 A MZA VA M= ENTW7aWEATL, Cisco Secure Workload —E 2D
tetsensor (& > T Npeap 28 HEIYIZ A A b=/ SN ET,

« Windows 2008 R2 LI#+ @ Windows OS DA, N—T 3 3817 v 77 L —RT5 &,
A VA F—/L & TV 5 Npeap 28 Windows T— = > M X > THEIRIZT > A > A b—
EIET,

e —V MR TTIZHRANMIA LA R LENTWVWAESIT, =—Vcr FEEA VA
= LRNWTLEE, ==V b aT v 7 7L —FR922F, V7 b7 xo—
Vxr bDOT v T T — K] EBRLTIEE N,

Windows T—2 x> FDA VR F—)LDFERR

ATy T

ATvT2

FIE

7 F LK C:\\Program Files\\Cisco Tetration (FFIXIAZ LT FIVE) 75’@?{?—5 EHE
R LET,

TetSensor ' —E A (EN/ZAAMET— = M) BEEL, ETRETH S Z L 2R
LET, BHEMHRET d.exe I~ REFEITLET,

sc query tetsensor 2 ¥ 2 REFETLET,

RAEZS Running Th 5 Z & 2R L £,

sc query tetsensor 2% REFE(TLE T,

DISPLAY-NAME 7} Cisco Secure Workload Deep Visibility T % 722 fER L £7,
EJ/ B

servicesmsc 2=~ REFETLET,

Cisco Secure Workload Deep Visibility &9 £ iiZ Ao £97,

RAEZY Running Th 5 Z L 2B L £,
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AT w73 TetEnforcer —E R (EHA=—Y = halF) BHEEL, FATRETHL Z L 2R LET,
EEEMEIR T cnd.exe I~ REFITLET,
sc query tetenforcer 2<% R&EFEIT L E T,
KHEAY Running THH Z & a8 LET,
sc gc tetenforcer 2v Y REE(TLET,
DISPLAY-NAME 7% Cisco Secure Workload Enforcement T 2 23 & ffgEd8 L £ 77,
Eel=t
services.msc 3< Y R&EFITLET,
Cisco Secure Workload Enforcement &\ 5 44 il & o £97,
RAEZS Running Th 5 Z & 2R L E T,

BRESINEY—ERXR 22— — a2 TFX DO Windows T—2 > FDFER

1. TetSensor (FERUA[FRAIED =) & TetEnforcer (EHADT=9) DV —E ANRE I 7=
P—bE R a2—P—aTFANTETINTNWDZ L 2R L E T, TetSensor & TetEnforcer
X, ALYy —b R a—P— a5 A NTEITEINET,

EEENEIR T cnd.exe 2~ FEFIATLET,

sc query tetsensor I REFEITLET,
SERVICE_START NAME <configured service user> Z 8 L £,
sc qc tetenforcer A¥ Y RAFEITLET,
SERVICE_START NAME <configured service user> Z il L £,
E e

services.msc 2 ¥ NEZFATLET,

Cisco Secure Workload Deep Visbility &9 £ HiE o £97,
<configured service user> ¢ Log On As % ffEsd L £ 97,

Cisco Secure Workload Enforcement &5 42 #%E L £,
<configured service user> > Log On As % ffgzd L £ 97,

E et

tasklist /v | find /i “tet” <Y REFATLET,

FirhorrntA0a——a T A bR LET SHIH)
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PRANEY ST DS Y |

Y—EXT7HOV FOER
Windows T— =2 h DA VA b= RICH—E AT I T FEEETHI2iE, ROWTHRHM
DHEEHEA LT, BEfFOER - RS KOO — A2 ET L £7,
» servicesmsc Z L £,
B 1:services.msc 7 h o> MZEDIKHY—ERTHIY FDOER

e —— o — e m

Cisco Secure Workload Deep Visibility Properties (Local Computer) x

General LogOn  Recovery Dependencies

Log on as:

() Local System account

(@) This account: |.'¢etlE!r Browse...

Pazsward:

Canfirm password:

fEBEDOY—RR—F 4 TV = a B AT, Y—E 22 R L ET,
cRDa~v REMEHLET,

1

2.

ERIE L L Cemd ZFEITLET,
WDa<y REFITLT, y—ERT IV "N EEA LT —ERXE2EERTLET,

1. sc config tetsensor obj=<service user name>’/SA VU — K=<password>

2. sc config tetenforcer obj= <service user name> password= <password>

WD a~<y REEIT L TR AR LET,
1. sc gc tetsensor

2. sc gc tetenforcer

WD a< R&EFEITL T, tetsensor & tetenforcer —E A ZHEA L 9,
1 sc stop tetsensor / tetenforcer

2. sc start tetsensor / tetenforcer

VDI A VAR VARERIEWM T TL—bADI—2 Y FOER (Windows)

TI7FNETE, ==V DA VAP ARV NP E AR HBERIZEIB SN
9, T—NAT oA AV VA=A TEERIT, A VAT 7T T HFERHLT, =—
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VDIBHE GV 7> TL— hOT—LF o A—SIcT—Sz v bEA VR b—1T 5 [

VY PP EARBIMENANE ST IRER DY £, A VALY ART AT A
A=V EMENS L, 2V r M PRI TRESB Y ICHBICHAShE T,

[AEEIC, Npeap T, =—Y = hDA A b—VEICHEBIMICA VA b—LENET (=—
Vv MR EEHFHELTORWES) o Npeap X T — /1T A A—VICHBIIZA VA h—)L
ENFEALN, BREIIEU T, T—=AT oA A=V NLEMINTZVMA VAKX  AIZHBEIN
WA VA=A INET, FEMIZOWVTIE, [Windows =— =2 b A A h—F & Npeap :
Windows 2008 R2 D55 #ZH L T3V,

T—Yx ¥ b TIEE—/LT Y VMIZNpeap 131 A h—/LSREFAN, LEIZETT, I—
NT oA A=V NLEMINTZVMA VAR AIZHBIIIZA VA h— LI ET, #ico
Wi, Windows =— = > h A > A h— & Npcap : Windows 2008 R2 D4 &ML
T,

WIRRFLEWM T T L—bOT—LT oA A—DICT—Vz 0 b EA VR F=LT B

FIE

ATFYT1 MSIA > A —FF 71T PowerShell f v A h—F5 27 U7 "2 LT, VDIEBEF/ZIZ VM
FoFL— b DT NTF oA A==V 2 "N EA VA R—L LET,

nostart=yes # & L 7= MSI A > A b —F — % ffi

M OVWTIE, =Y b A A=Y 4 A b—F &M L7z Windows ——
Sz hDOA VA R—L (11 %=) | ZBRLTLIEE N,

» msiexec.exe /<MSI installer> nostart=""yes” /quiet /norestart /I*v <installer log_file>
Eet e

-goldenlmage 7 7 7 % }& 7 L 7= PowerShell A > A b —F Zfi H

c FEHZOWTIE, 2=V =2 F 27 U7~ A4 A =T )7 & L 72 Windows = —
P DA A =L (8—=) | FBRLTLLIEEN,

X7_"y 702 7%’/]/5‘\ C:\\Program Files\\Cisco Tetration (iflﬂiﬁxg A7ﬂ'/1/5‘\) jxﬁﬁ'{"g’*é Z & i/

R LET,
AT w73 TetSensor — 2 (EN/-AHMT—x 0 M) DEEL, BIELTWAZ L2580
F9,

EEEMEMR T cnd.exe I~ FEFFTLET,
sc query tetsensor ¥ REEITLET,
IRAENN Stopped TH D Z & AR LET,
ATy 74 TetEnforcer ¥ — A (EHAT—T = MaF) NFEEL, HFILLTWD Z L 2R LET,
sc query tetenforcer =~ > F&EITL £,
IRHEEDS Stopped TH D Z & #fER L £,
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B ss5voi« x5z vm ot

ATFYTE ZHNTVM T L— "NREBEEINE LT,
ATFYT6 VMT L FL—1rE2 vy MY LET,

FI VDI A >R 5 2 X VM DIERK

FIE

ATYT1 VM T U7 L— hE2ERL T, B VDI A v AX A VM Z1ER L £,
ATFY T2 VDIA v AX A VM Z LS LET,

ATY T3 VDI A VAKX A VM ZHiERsh L7=#%, TetSensor (FEMIAIHIIEDT-) & TetEnforcer (i
DED) OFY—EARBEINTFV—E R TFEFA N TCETINTHWAE I L 2R LE
4, [Windows T— = hDA A M—/LDRER] SR L TLIEEN,

ATY T4 VDI A AZ L AVM T, NPCAP RT7 A NN A VA F—/LEN, FATENTND Z & R
LET,

AR Ta~2 Nend.exe FEITLET,
2= K sc query npcap ZFEITLET,
[3479# (Running) ] DIRREZ MR L £,

ATFYTE VDI A L AZ L AVM T, A7z sensor id AL Cm—Y = FABEENRTWDH I L%
R LET,

e A VA M=)V FI)VHE D sensor id 7 7 A IVERER L ET,
e sensor_id 78 Tuuid) TIEE D5 H. LAIUTHFLN7L sensor_id TIEH VD £ A,

e T—Uxy FOBERIZRREL L2 0 57, Secure Workload Web A o % — 7 = A A
WCo—xy FPBER A EFRRINTNDGE

*OpenAPI Z#fEH L Co—Y = FEHIFRL TS ZSVY, VY7 =T 2=V FOJE
Bl O TFOEGLESRLTIIZIN,

GE) e T— VT UAA—VFETIIVMT U AL — FOFR A MIFEE LN TLEE
Uy,
T~V DA VAN NBIZTNT A A=V EITIVMT T L— |
ZHEEE)T 2 &, BEEENIZIZ Secure Workload ' — B 2 D FEITNBHB I E T,
eVDIA LV AZ U AVMBERy NT—27 7a—0 LR— MR 584513,
[y NT—27 7a—%ELRNVDIA LV AZ U AVM ] #B LT
é l/\O
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Windows T—> = >
1.

Windows T—> 1 >

Di5E

Windows T—2 x> k4 > X b—73 & Npcap : Windows 2008 R2 D5 & .

b4 >R b—> & Npcap : Windows 2008 R2 D154

AR — F ZFL TV D Npeap 73— 3 2DV T, https://www.cisco.com/go/secure-workload/
requirements/agents DY R—r~ F U v 7 ZZZHRL T ZI0V,

A A R—)L

Npcap 231 ' A b=/ SN TWARWEE, ©—Y = MIY—E XD 10112
R—hENTWHENR—Var i A= LET, 2—HF =2 Npcap &= A > A h—/L L
TWVWThH, TR—=FENTWNENN=T g K EHWIEAE, Npcap 127 v 77 L— K& E
A, Npeap # 3 CT v 77 L—R/TUA VA N—=NLNT D, S av
overwritenpcap=yes * fiE L C=— = M VA =T ZF(TT H 7>, F72lL-npcap &
BFELTA VA=A VT MEFEITLT, AR —FZH TS Npeap 73— 3 » &1L
FLTLEEW, Npeap RTZANRNNT I r—va y CEHINTWAES, =— Y= v
MI#E T Npecap D7 v 77 L— RERAEET,

T oI I L=

Npcap 28 Windows T— = MZE > TA VA M=V &, TDON—=T g URHR— KX
TN BHN—=T 3 L0 WA Npeap 38— B ZADOBIAEDH 10FZICHR— R & T
WANR—=Ta T v 77— RENET, Npcap RTA NN TF U r—rar CEHAS
NTNEEAE, =—Y =2 MIE TNpeap DT v 77 L— RE&i A E£ 9, Npeap 2% Windows
TV MIESTA VA=A IR TGS, Npeap 137 v 77 L—RanEtd
oo

TAVA )b

Npcap ¥ Windows T—3 = MZ L5 TA A F—LENTWDHE. Npeap I3 Windows
TV MIESTT A VA M=V ENET, Npeap N —HF—IZL>TA A F—
LENTWTY, overwritenpcap=yes CTL— =V A VA —FIZL»>TCT v 77 L —
NENTGE, 7oA A M= ENFERA, Npecap RTANRNNT 7V r— 3 > CEH
ENTWDHHA, =T—T = ME Npeap 27 A Y A h—L LEHA,

k20— 3%+ 7F v : Windows 2008 R2 %[5 < X T Windows 0S

B&HT/N— a2 O Windows T— = F )b, =—2 = &, ndiscap.sys (Microsoft L7~
iAA) KT A /3% Windows ZfEfl L72A < F hL—R (ETW) 7L —AU—7 &AL
T, Ay NIV —27T7u—%Xx7Fx LET,

BENR—Car~0T7 v L— Rz, BLFOZ LR ThbhvET,

o« T— x> N7 npeap.sys 7> 5 ndiscap.sys (ZH] U 0 F 9,

T =V bR =T BROGEIC Npeap &7 A A M=/ LET,
eNpcap BN=—TV v MZESTA VA=A EINTND
* Npcap 23 LTz

+ OS 73— 5 % Windows 2008 R2 TlE72
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PANEY £ A
B ernrasncgRoronAXT—S10 k0 UR k=L

Ty h—E2NRBEIND L, ==V M3, ETW > 3>, CSW_MonNet,
FBELVCSW_MonDns (DNS 7—#H) ZEpkL., x>y hU—27m—DF v 7Fx Bl L
£,

\}

CGCE)  Windows 2012 TiZ. DNSTF—Z D%y U — 2737 > "B SHVET,

BNFAHREEERDEODODAXI—S O FPDOA VR =)L
A

G TrvRrYV— RNykr— (CVE) . BXUO 7LV 40k LiR— MEREIZ, AIX
TITEATEERA, SBIC, 2 HOREEO—IIL, 0S DHEIFRIZEY . P R— STV
57T N7 —LDORFED~AFT—V ) —ZATIIFIHTER2WEERH Y £9,

AXI—2zo bDA VR M—ILDOEH ERTIRES
e [HR—=FENTWET Ty F 74— EZ] 2L TIIZE,
o T2 FIRRPE D 7 60 DB INEA:
e —EREA A M=V LTETTDITIL, — MERBKLETT,
TV FBLYBR ST A NAD R b L— VB 0 500 MB,

CHRAREER L TCWDTRCOEX 2T 4 TV r— a3 TeXa )T 4 ORI
ERRTHZLICED, MoeXa2 VT T =Y arPe—T 2 fOA R
NN ERFT—V 2 DTV T4 T4 &7 a7 LRVWESICLEYT, &
X2 U7 4D 2L TITEEN,

cAIXIE, 20D Ry hFARAL AT —F ¥ T F ¥ Oz R—bLET (RX—V3
78 AIX 7.1 TL3 SP4 LIET ORI 6 [HDOF v T34 ) , BEREAHEET— =
Y ME mKI6EDOFR Y NU—7 TR, ZMHX v T F ¥ 2170, o 4 HOF v
TFxkyvarhE RN AT AHE (tepdump 72 &) ITHHMAGIZHEATE D &
2L ET,

cENTARMET—T 2 NI, ZOIERMEFEICT DT-OCKROZ EEITWVET,

cx—Vx Y MI, ==Y = bT 4 27 bU  (Jopt/cisco/tetration/chroot/dev/bpf0 -
Jopt/cisco/tetration/chroot/dev/bpfl5) @ FIZ 16 fHD bpf 7 /N4 X ) — R&/ER L E
ﬁ—o

« bpf ZEH T % tepdump B L RNZEDMD T AT LY — )WL, REHD /— K
(IEBUSY) MHAOMNDHET, VAT LT /XA A/ — K (/dev/bpfo-/dev/bpfl9) %
Ax ¥ LET,
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I-Ur b RIUTF AR —S5HREEALEAXI—Uz> boA VR b= [

e —V ¥ MIMER LIz bpf / — RET AT Lbpf / — RIFRIL AV v —/~A
FT—%HH L, EA Y —/~AFT—IT1ODA L AX A (tepdump F 72l —
T b)) XKoo ToORRINET,

s T—Vx Y MIVAT AT NA A — RIZT 7 EAET, tepdump D X 5 IZZH
5EVERR LEHA (tepdump-D 1Z /dev/bpf0. . . /dev/bpfl9 ZAFIE L2 WEAE Z D
EERRLET)

¢« VAT A Tiptrace & EI1T79 5 &, FEDTF U A Ttepdump F KL O 7= Al M- —
VY IhbDT7r—F%y I F xRS ET, ZIUTERE EOBRmORETH
V. IBM ICHEGR T DR ERH Y £7,

T =Vl NEA VA RN—ATDHRNCZ DT UABFETDINE ) D EfkERd
Ui, tepdump & EITLET, tcpdump BIOCSETIF: en0: Fileexists ® & 9 7¢
TT—A v —UNRFRRINDIELE, iptrace T 7 —F ¥ I FrETr v LT
WET, iptrace ZAFIET D & RIEDRR L E S

e AIX TlE., T RTOENZ AN R— SN TWE DI TIEH Y £8A, B
zIX, RN b=t 2AOTh T 4 TIF Y AR—FEINTWERT A,

« R Y — DI BT DBt

cIPEX=2 VT 4 7 A NEBRENII> TDLEE (B @ smitty ipsecd) . FRTTF = v
JCE—V 2 FDA VAN NARERLET, =—T 2 F oA A M—LTBHH]
W IP X2 VT 4 T4V F NI T D a3,

cIPEX = UT A DA TWBEE, Cisco Secure Workload =2 7 4 —H T —

TV FOFETHRIZZT =L LTHESN, BHT—Y 2 MIEHEZEIELET,

MHT—Y = ROFATHIZIP X2 VT 4 7 4 WV H B RRITENCT DI, W
IZBWEDELIZE W,

I—Cz Vb ROYT AR M=—FAKEZFERALEZAXI—S 0 bDA VR =)L

BN EZTERAOAIX 2=V 2 ME, 2=V =2 b AT VT A A =T
FEHLZWEA VA P—LTEEHE A,

)

G¥) o A VA M=V ENTZAIX T—V = ME, BRI S EHOm 2 AR — kL Tw

ij—o

7 74V b TlE, EAIXESIC o T ET, WHEEDIC E. U FERTE

777 ANVOER (68 X—) 2R T IEEW,

AT =—g

AIXT—V =z baAf VA P—AT500F, WOFIEEZEITLET,
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&M

2Ty T2
ATv73

ATvT4

ATy Th

ATvT6

ATy T17

FIE

T—=Vx bDOA A= AGRIIBET 572012, ROFNEEZFATLET,

D TOI—F—DPA{E, /A v 7 ZAF— b4 F—FREEBL, [T—V = DA
VA h—/L (Install Agents) | %7V v 7 LET,

s EDORA T, [EE (Manage) |>[T—Y x>k (Agents) | #27 U w27 L, [ A
h— (Installer) | % 7 Z &R L 9,

[t—Y = hAZ U T hA A N—7F (Agent Script Installer) | %72 U > 27 LET,
[7F > F 74 —2Di&ER (Select Platform) | R v 7 X U A=a—hb, [AIX] 28R L E
ﬁ—o

PR—=PFINTNDAIX 7Ty h7+—L5RKRTHITIE, [PAR—FEhTWL7F > b
7 4 —ALDFER (Show Supported Platforms) (%72 U v 7 LET,

=2 NEA VAN TET S NERIRLET,
GE) Cisco Secure Workload SaaS 7 7 A ¥ Tid, 77 v FE@ERNTAXLETIH Y FHA,
(AFvay) V=2uo—RZo~VEEYBTHIIL, T~ F—2E8RL, 7-VEE A
HLET,

AVAP—NENTEZZ—T 2 PRHARNTIP T RLAZHETDHE, ZOFARMILEHST
WESNZIPIZED B TOHENTWET v 7 a— RELDOBO CMDB 7L L E (i, 22T
BIRENTZA A F—F CMDB UL H LWIP 7 KL AICHBIMICEI D Y CTonET,
7 v 7 a— RiEHD CMDB 7L LA A h—F CMDB 7~ VO THRAEDRE LTHE
I, RO X HIZ7 0 £,
e EHE/RIP 7 RLRIZEID U TOHNZT VUL, V7 xRy MZEVYTHNEZT~ LD
HELEINET,

s EfE72IP 7 RLAIZEID Y CONTZEBEFEO T~ ViE, £ A —FD CMDB 7~L5 D
HLEREINET,

Cisco Secure Workload & DilfE(Z HTTP 7' & & U S MLBERGEIEL, [ITV (Yes) [ZERL, H
#his7 v X URL # AN LET,

[f A =T OFZHE (nstaller expiration) |27 2 a > T, FAMRERL 7T a b1
D ERLET,

« (AR L (No expiration) ]: A A M—F 227 V7 MR HEHTE ET,
c1EIDH : A A N=FZA7 VT MI1EIOHEHTEET,

o« RFREIHIR : A AR =T A7 VP MEMEHTE L HRAERETEET,

JEBAEL A VAN =T AT VT FEMATE LR AERETEET,
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ATvT8
2AFvT9
ATy 710

ATvIN

I-Ur b RIUTF AR —S5HREEALEAXI—Uz> boA VR b= [

[#DUru—R (Download) |27 Vw27 L, Z7A4NVER—TNT L ATITHRAFLET,
ALVAI=F V)V AT YT e, BETHIEDICTRTOAIX AA MZae—LET,

AT VT MIFATHERR &1 595 7291Z, chmod u+x tetration installer default sensor aix.sh
o< F\;&iﬁfbij—o
() A7 VT E, 2=V FPOIA T LRI E > TRARDBENH D 7,

TVl b A M=V TBHIZDIT, — MERT

./tetration _installer default sensor aix.sh av U REFETLET,

GE) TV FPRRAMITTIZA VA =L ENTWDGEEIE, A A M= &fE
TTEEEA,

227 V7 FOERGEOFMTHRES LTS L DI, FHF =y 7 2F T2 L oL
i‘j‘o

AIXA VR M=5R2 ) T rOERAEDEM :

ksh tetration installer default enforcer aix.sh [--pre-check] [--pre-check-user]
[--skip-pre-check=<option>] [--no-install] [--logfile=<filename>] [--proxy=<proxy string>]
[--no-proxy] [--help] [--version] [--sensor-version=<version info>] [--1s]
[--file=<filename>] [--osversion=<osversion>] [--save=<filename>] [--new] [--reinstall]
[--unpriv-user] [--libs=<libs.zip|tar.zZ>] [--force-upgrade] [--upgrade-local]
[--upgrade-by-uuid=<filename>] [--logbasedir=<logbdir>] [--tmpdir=<tmp dir>] [--visibility]
[--golden-image]
--pre—-check: run pre-check only
--pre-check-user: provide alternative to nobody user for pre-check su support
--skip-pre-check=<option>: skip pre-installation check by given option; Valid options
include 'all', 'ipvé6' and 'enforcement'; e.g.: '--skip-pre-check=all' will skip all
pre-installation checks; All pre-checks will be performed by default
--no-install: will not download and install sensor package onto the system
--logfile=<filename>: write the log to the file specified by <filename>
--proxy=<proxy string>: set the value of HTTPS PROXY, the string should be formatted
as http://<proxy>:<port>
-—-no-proxy: bypass system wide proxy; this flag will be ignored if --proxy flag was
provided
--help: print this usage
--version: print current script's version
--sensor-version=<version_info>: select sensor's version; e.g.:
'--sensor-version=3.4.1.0'; will download the latest version by default if this flag was
not provided
--1ls: list all available sensor versions for your system (will not list pre-3.3
packages); will not download any package
-—-file=<filename>: provide local zip file to install sensor instead of downloading it
from cluster

--osversion=<osversion>: specify osversion for --save flag;
--save=<filename>: download and save zip file as <filename>; will download package for
osversion given by --osversion flag; e.g.: '--save=myimage.aix72.tar.Z --osversion=7.2"

--new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed

--reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than --new

--unpriv-user=<username>: use <username> for unpriv processes instead of tet-snsr
--libs=<libs.zip|tar.Z>: install provided libs to be used by agents

--force-upgrade: force sensor upgrade to version given by --sensor-version flag; e.g.:
'--sensor-version=3.4.1.0 --force-upgrade'; apply the latest version by default if

YIb+hYz7I—z bk .
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--sensor-version flag was not provided
--upgrade-local: trigger local sensor upgrade to version given by --sensor-version

flag: e.g.: '--sensor-version=3.4.1.0 --upgrade-local'; apply the latest version by
default if --sensor-version flag was not provided
--upgrade-by-uuid=<filename>: trigger sensor whose uuid is listed in <filename> upgrade
to version given by --sensor-version flag; e.g.: '--sensor-version=3.4.1.0

--upgrade-by-uuid=/usr/local/tet/sensor id'; apply the latest version by default if
--sensor-version flag was not provided

--logbasedir=<log base dir>: instead of logging to /opt/cisco/tetration/log use
<log base dir>. The full path will be <log base dir>/tetration

-—tmpdir=<tmp dir>: instead of using /tmp use <tmp dir> as temp directory

--visibility: install deep visibility agent only; --reinstall would overwrite this
flag if previous installed agent type was enforcer

--golden-image: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally

AXIT—2z U bDA VA F—ILDFER

FIE

2= N 1slpp -c -1 tet-sensor.rte ZEITL, UTFTOX2C1 20 NI RHDHZ & ZmE
WLET,

GE) BT =213, X—=Ya Lo TRRDIGENRH D £,

$ sudo 1slpp -c -1 tet-sensor.rte /usr/lib/objrepos:tet-sensor.rte:3.4.1.19::COMMITTED:L:TET tet
sensor package:

$ sudo lssrc -s tet-sensor
Subsystem Group PID Statustet-sensor 1234567 active
$ sudo lssrc -s tet-enforcer

Subsystem Group PID Status tet-enforcer 7654321 active

ENT-rItRE & EHA D=6 D Kubernetes & 7= (& OpenShift T— = >
kDA 2R =)L

BEHH K VEHRES

Kubernetes 1.[16-22]
« RHEL : 7.[0-9] (x86 64 7 —X%7 7 F % DH)
* CentOS : 7.[0-8] (x86 64 7 —F7 7 F ¥ DFHr)

« Oracle Linux : 7.[0-8] (x86 64 7 —x7 7 F ¥ D7)

. YIbrkYHz7I—CU b



| voryz7z—zok
zussvmzzes

« Ubuntu : 16.04, 18.04, 20.04 (x86 64 7 —X%7 7 F ¥ D)
* SUSE Linux Enterprise Server : 12sp[0-5] (x86 64 7 —%7 7 F ¥ D)

 Amazon Linux 2 (x86 64 7 —%7 7 F v D)

Openshift 4.[5-9]
* Red Hat Enterprise Linux CoreOS : 4.[5-9] (x86 64 7 —X%7 7 F ¥ D &)

AVTFHF I 4L
* Docker
* CRI-O

* containerd (>=1.5.x)

)

(3X)  containerd 7 > ¥ A A TIL, config_path 235%E STV WEEAIE, configtoml (57 4L kdD
AT  Jetc/containerd/config.toml) ZWRD X HITEE L £,

[plugins.”’io.containerd.grpc.vil.cri”.registry] config path = “/etc/containerd/certs.d”
containerd 7 —E & FEHE) L £ 7,

BMOEH
e AVAN=NAT YT NI, VTR ) — TR —V = bRy REEET 5720
@ Kubernetes F 7213 OpenShift FHFH D1 7 A AFRPME T,

« Cisco Secure Workload — > ¢ T ( IZ. ‘tetration’ &\ 5 L& RIDLBIZERIIC/ERR SN E T,
« )= FREEIEIRY FOBF 2V T4 RY —1F, FHET— RORy REZHFATILEND
V) \i—g—o

e busybox:1.33 4 A —U1, FHENIA VA M= ENTWDHH, Docker Hub /nH X 0 b —
RA[BECTHHLLERH Y £,

* Kubernetes % 721% OpenShift = ko —1 7 L—2 ) — R THEITT HIZIE, -toleration 7 7
7 %AFEH LT, Secure Workload AR v RORRBAEPE ST Z LN TEEF, JHUTEE, Ay R
Nnaryho—L7L—r /) — RTETINRNE D ITT D NoSchedule A7 T,

R —EROEH
AT S A=A —2ary Iy R 74— A TR U—F#EHT LI TV M
RHEL 7.[0-9]. CentOS 7.[0-8]. = 7-1% Ubuntu 16.04/18.04/20.04 / — R CHHE— kX £+,

IPVS ~X— 2 D kube-proxy E— i, OpenShift TiZV AR — r I FEHA,
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B o= 290FF 1 2R =55 %M L1- Kubemetes 3 7[5 OpenShift T—S 1 > hDA VX b—)L

Inb0x—Y v ME, b=V ORFF (PreserveRules) [ 47V a v EFHMMILTHET D
VENHVET, 2=V MRET 7 7 A VDIER] 2B LTSN,

TN ETNCHERET H57-0121E, A VA R—ILENTWAHCNI T T 7 A DR DSA 2T
PERH Y F7,

e T RTD/—RERy RIZZ7 T b7 FURZER IP 1y hV—7) Z#RfkT5Z
Lo VIARBINBIEDTDIZY —ARYy RIPEYADL—RTHRXy NT—2 T T4
VEHAR— P ENTWERA,

» Secure Workload #H=— = > M7 % Linux iptables L —/VE 721X~ — 7 1T T L
NIl (=7 By F21BI201E, NodePort h—EAD N T 7 ¢ v 7 #FBIW
ST a7DIEHINET)

WD CNL 7' Z 7 A 0%, LRROBEHZMTETZENT A NI THET,

« IRD Felix #% i % £#> Calico (3.13) : (ChainlnsertMode: Append, Ipta- blesRefreshinterval: 0)
¥ 7213 (ChaininsertMode: Insert, I ptablesFilter AllowAction: Return, | ptablesMangleAllowAction:
Return, IptablesRefreshinterval: 0), T DDA 72 a 0%, TDOF 7 4 /v MEEMSH L £
j—o

INGDOF T a rOBREICETAEMIIONVTIE, Felix BEY 77 LU AEHHLUTLE

S,
I—Cz bRV YT R A2RM—=FAHZFHAL T Kubernetes F 7= OpenShift T—
DIV DAV AR M=

\)

GE) T—Vx ATV R AVA =T XTI, &b EEND /) —Rizo—Y = MY H
A A M= ENFET,

FIE

ATYT1 ==V 2 bDOA VA =N FRICBENTH7-012, ROFIEEFEITLET,

WD TO—YF—DFARIL, /A v I AX— T 4P —FEZEEL, [T—Y =2 bDA
VA h—)L (Install Agents) | %7 Vv 7 LET,

s ERIORA T, [BE (Manage) |>[T—Y x>k (Agents) |27 U w7 L, [ A
F—% (Installer) ] &% 7 &N L £,

ATY T2 [2—V 2 NAZ VT hA A h—7 (Agent Script Installer) 1 %27 V v 27 LET,
ARTY T3 [7T7v b7+ —LDER (Select Platform) | K2 v 7' X 7 A ==a—/»5, [Kubernetes] % i3
RLUET,
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BNI-aREDT=HD Solaris T— 2 FODA VR =L .

PR — h ZHL TS Kubernetes ¥ 7213 OpenShift 77 v N 7+ — L& R4 T 5121, [PA— b
ENTWELT Ty b7 4 —2LDFEA (Show Supported Platforms) ] %27 U v 7 L9,

ATFTYTE ==V 2 he A VA=V TEHTF U FEBIRLET,
GE) Cisco Secure Workload SaaS 7 7 A ¥ Tid, 77+ v FEERTAXLEIH Y FHA,

AT w75 Cisco Secure Workload & Mi@{EIZ HTTP 7' 12 = U BN B AR EA T, 1TV (Yes) (2R L, A
hie7m ¥ URL Z A LET,

ATYvT6 [¥7rua—F (Download) | #27 Vw27 L, Z7ANEa—INT 4 ATIRTFLET,

AT w771 Kubemetes APl —_—ZT7 7B AT&E, 74NV MDAV THALN, JTAH, a—H—L
L COEBRMER & £ kubectl #5 7 7 A W MFIET D Linux v > C, £ VA R—F A7
T NEEITLET,

AV A N—=TIX, T 74V EOHHT (~/ kube/config) 7HD T 7 A NDFHAIY R E T,
7272 L. -kubeconfig 2~ > RT7 A A7 v araMH L CHRIMICHEE TE £9°,

A AR=NVAT YT MIEY, £ A F—/LEFT= Cisco Secure Workload =— = > kD
Daemonset & AN v REHERT D720 OMHANRMEINET,

\)

6=

Fyra—RNEillo—y =0 b f VA =T X=U TR S HTTP 7’12 ¥ (%, Cisco
Secure Workload =— 3" = > k3 Cisco Secure Workload 27 7 A Z (%59~ 2% H kD & % il L &
T, ZDOFXEIX, Kubernetes F 72 (% OpenShift / — N{Z L % Docker A A — ¥ D HF H LTI
BLEHA, ZNOLD/)—KOarTFI7 44 LTI, MBOZaX VRENMIH IS
®»TF, Docker f A — % Cisco Secure Workload 7 7 A X /i 7 )V CTERWGEIL, a7
TUBALDA A= T NT A ADT Ny FSEZR Y | #Y)e HTTP 7' 1 % 2 OB
BN BGE NV 7,

Bnf-nfREnf-bdD Solaris T—> > FDA VR =L

Solaris T—

DIV bhDA VA MILDES ERTHREN

s [HAR—=FENTWET Ty 7 —2 L8] 2L TLTEEN,
s —EREA LA PM—/)LLTHEITTDHITIE, /V— MERPMLIETT,
I —VUxr MBI UBRST T FAADA L — M 1 GB,

cRAPMEEHRL WD EX2 VT 4 77— g TeXa )T 4 DB ERETDZ

Lizky, oexa2 VT4 TV b=y arBDe—2 0 RO VA =R —V
YADT T4 T TRy LBRNEIICLET, X2 VT ORI ESRL
TLEE N,
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B o=t 29UTF A R —5HREEA LT Solaris T—V x> DA VR b—)L

I—Cz o bhROVYTRA VAR M—=—F5AKEFERALSolarisT— 0 FDA VR b—

U

&M

ATvT2
ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

A VA R—/L I {72 Solaris =— ¥ = > NI, BRI L Ta R A0y — U O R
DTz R—bFLET,

FIE

T—Vxr DA A =NV EFRIZBENT 572012, WOTFNEEFEITLET,

D TOZ—YF—DHFHIL, 7 A v I AZ— R U4 F—REETHL, [T—T =2 FDA
VA h—/b (Install Agents) | %27 Vv 27 LET,

« DO A T, [BE (Manage) [>[T—2xz 2k (Agents) 227U v 7 L, [M A
h—7 (Installer) | % 7 &R L 9,

[T—Y = b AZ U T hA A F—7 (AgentScript Installer) 1227V v 7 LE7,
[T > 87 4+ —ALDER (Select Platform) | Ru > F'Z7 A =2 —Mm b [Solaris] Zi&R L
iﬁ‘o

PR—=FSNTWD Solaris 77 v b7 4 — Lz FoRm T 21203, [PAR—FSNATWDHT T v b
7 #—ALDF s (Show Supported Platforms) %7 U v 27 LE7,

TV A LAN—NTETF U N EERLET,
G¥) Cisco Secure Workload SaaS 7 7 A Z Tlx., 77+ v FEEIRIT A2 XLEIH Y £HA,

(FA7var) UV—=rua—RII~VvEEID L THITE, 7-0F—2@RL, 7VUEEZA
HLET,

AVAP—=NLENTZZ—V 2 PRARARTIP T FLAZHRETHE, ZOKRARMIE-T
WMESNTZIPIZED Y TOHENRTWDT v 7 a— REALDRIDO CMDB 7Lk iz, 22T
BIRXNTZA VAP —F CMDB 7L H LWIP 7 RL AICHBIBIZCEID Y ToHNRET,
7 w7 a— REHD CMDB 7L & A A h—F CMDB 7~V O THANIE LI2GE
. ROE D220 F,
« EREZR TP 7 RLAZEID S THNEZT~LE, 7%y MCEID S THENTZT~UL LD
LEEINET,

 EFERIP T FLAZEID B TOENTBEFEO T ~LL, £ A F—F® CMDB 7L L1
bEREINET,

Cisco Secure Workload & Di{Z 2 HTTP 7 1 L 3L E 2B A1, [13W (Yes) (2 ®IRL, A
a7 % URL # AN LET,

[ > A =T DHNWIER (Installer expiration) |2 2 »C, FHARERA T a b1
DEFTRLET,

s [BZABRZ2 L (No expiration) ]: A > A N—F X7 U7 MIAEIGEHTEXET,
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I—UzVhROYTRA VR —5HREGEA L Solaris T—S x> b VR k=L |

DI A A P—=FTZZ VT NI 1 BIOBMEHTE E9,
o BFREIHIBR : A VA —F 227 VP 2l TE L AMEZRETEET,
BB AV A =T R VT M EFEHATE AR AERETEET,

ATv7T8 [Fvrnr—FK (Download) 127V v7 L, Z7AVEa—LT ¢ A7 ITBRFLET,

ATFvTS9 Solaris RARTCA VA M—F ¥z A7 VT "2t — 1L, chmod u+x
tetration installer default sensor solaris.sh I¥ Ve ]‘%‘_’gﬁ%’ﬁi LTRAZY -7 k @:i/iﬁl‘%ﬁﬁ%
5 LET,

GE) 27 )T T, BIR LT —V 2 hOX A TP L > CTERRLZESRH
*7,

RTFYTI0 =—V "L LA N—ATHEDIZ, L— MERT

./tetration_installer default sensor solaris.sh avy REFETLET,

GH) T—VxV MRT U MITTIEA VA = LENTWDIHEAEIL, A VA b—VE

27 ) OB FIEOFEHTIEESNTWA LI, FRiF v 7 2FETTLHT LML
iﬁqo

Solaris4 YR =S R ) T rOFERAEDEM :

tetration installer default sensor solaris.sh [--pre-check] [--skip-pre-check=<option>]
[--no-install] [--logfile=<filename>] [--proxy=<proxy string>] [--no-proxy] [--help]
[--version] [--sensor-version=<version info>] [--1ls] [--file=<filename>]
[--save=<filename>] [--new] [--reinstall] [--unpriv-user] [--force-upgradel]
[--upgrade-local] [--upgrade-by-uuid=<filename>] [--basedir=<basedir>]
[--logbasedir=<logbdir>] [--tmpdir=<tmp dir>] [--visibility] [--golden-image]

--pre-check: run pre-check only
--skip-pre-check=<option>: skip pre-installation check by given option; Valid options
include 'all', 'ipv6' and 'enforcement'; e.g.: '--skip-pre-check=all' will skip all
pre-installation checks; All pre-checks will be performed by default
--no-install: will not download and install sensor package onto the system
--logfile=<filename>: write the log to the file specified by <filename>
--proxy=<proxy string>: set the value of CL HTTPS PROXY, the string should be formatted
as http://<proxy>:<port>
--no-proxy: bypass system wide proxy; this flag will be ignored if --proxy flag was
provided
--help: print this usage
--version: print current script's version
--sensor-version=<version info>: select sensor's version; e.g.:
'--sensor-version=3.4.1.0"'; will download the latest version by default if this flag was
not provided
--1s: list all available sensor versions for your system (will not list pre-3.1
packages); will not download any package
--file=<filename>: provide local zip file to install sensor instead of downloading it
from cluster
--save=<filename>: download and save zip file as <filename>
--new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed
--reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than --new
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--unpriv-user=<username>: use <username> for unpriv processes instead of nobody

--force-upgrade: force sensor upgrade to version given by --sensor-version flag; e.g.:

'--sensor-version=3.4.1.0 --force-upgrade'; apply the latest version by default if
--sensor-version flag was not provided

--upgrade-local: trigger local sensor upgrade to version given by --sensor-version

flag: e.g.: '--sensor-version=3.4.1.0 --upgrade-local'; apply the latest version by
default if --sensor-version flag was not provided
--upgrade-by-uuid=<filename>: trigger sensor whose uuid is listed in <filename> upgrade
to version given by --sensor-version flag; e.g.: '--sensor-version=3.4.1.0

--upgrade-by-uuid=/usr/local/tet/sensor id'; apply the latest version by default if
--sensor-version flag was not provided

--logbasedir=<log base dir>: instead of logging to /opt/cisco/secure-workload/log use
<log base dir>. The full path will be <log base dir>/secure-workload

-—tmpdir=<tmp dir>: instead of using /tmp use <tmp dir> as temp directory

--visibility: install deep visibility agent only; --reinstall would overwrite this
flag if previous installed agent type was enforcer

--golden-image: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally

Solaris T— x> DA VR M—ILDWER

FIE

Z;"yj'l a2+ K sudo pkg list tet-sensor & ST LET,

ATvT2 HWHE L TH—-OZ NI BRHLZ 2R LET, ZNICLD, Solaris=— = F23K A
MIA VA R=ILENTWVWDZ ENHERINE T,
YT

NAME (PUBLISHER) VERSION IFO
tet-sensor (cisco) 38.1.1 i--

G¥) HBESNEHAZ, 7799 h 74— 7 —FT 7 F ¥ IC Lo TERRLIBEEDRDHY
*7,

(FENAN VA M—ILDH) A—F—HEREIT7AMILDOEH

IFOFIEX, ROTRXTEELA A M= MZOHBNETT,

* Secure Workload SaaS. F 7213 DOT T " &2 FOA LT L IRI TR (T 74D
TF POBREHEATHE TV I AT T AZTIH, ZOFIEIZAZE)

s FEiA A F—b

e Linux ¥ 721 Windows 77 v K 7 4 — A
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zonz—vz rREOoY—L [

T—x ) b % Secure Workload 7 7 A X ZBEFRT HIZIE, VTR Z TV T 4 _"—ay F—
DMETT, BT, ==V "B Y T AZIZRIET 572D HTTPS 7' 1 % U B3 EE R
BT, TuX T EBEETHILENRSY T,

\}

GE)  WindowsEREE TIE, FENA VA M—ILIFICT 7T 4 R—=varF—Lrux 47y a o &ff
Jﬂﬁ‘é%ﬁ\ user.cfg & FH)THAT H2LEITH Y £HA,

A VA RN—VORNZ, 22—V —FEk 7 7 A VTR REREZRE L ET,

FIE

ATYTN 7O T 4= ard—0hE: [EE (Manage) |>[T—Y x> b (Agents) [ICBEIL., [
YA =7 (Installer) | #7 %27V v7 L, (KON r—2 A0 A N—F % LTz FEA
> A h—/ L (Manual Install using classic packaged installers) | &7 U v 7 L TChD, [T—Y =¥
N7 27T 4 _—3 3 % — (Agent ActivationKey) [ %27 U v 7 LET,

AT F2 Secure Workload =— = h DA VA M=V T FIVE T D user.cfg 7 7 A /L E W TIHRE
Li—g« ({ﬂ Linux @iE’Ali /usr/local/tet\ Windows @i;,‘%é.\&:t C:\\Program Files\\Cisco
Tetration) o — D7 7 A WITIX. EZATIZ 1 DT ery:valuej DR TEHD Y 2 ]\75)%3\35
ﬂ*(l/\ij—o

ARTY T3 TUT 4= 3 %—% ACTIVATION_KEY £ B L £, #i :

ACTIVATION KEY=7752163c635e£62e6568e9¢852d07bd21bfd60d0

ATwT4 =—V x> MIHTTPS 7' 1 X U RN ERIGEIL. HTTPS_PROXY £# % fiH L C http 7' =

havra ot —N— LR — %%EMLiﬁoW.

HTTPS PROXY=http://proxy.my-company.com:80

ZTRMOI— FRIBRDY—IL

AnyConnect T—> x> +

Network Visibility Module (NVM) % fifi 2 7= Cisco AnyConnect ¥ =7 EE U7 4 =—T = |

THR—FENDT Ty F 74+ —2TT, BID Secure Workload =— = > MIVLEH Y F

A, AnyConnect 2 %7 XX, ZNHDT—V = XL, 7u—@8llT—%, 12X

YRV T =% BIOT L% Secure Workload (2= AR — bt LET, ZEHIZOWLTIE,
[AnyConnect =227 % | #ZHL T 230,

Windows, Mac, Linux 77 v k7 4 —AIZ2WTIL, [CiscoAnyConnect ¥ =7 EE Y 7 ¢
74T T4 = R ZSRL TSN,

ISET—> x> b

Cisco Identity Services Engine (ISE) Bk SNz RARA b, ZTOxT 2 RARA > M Secure
Workload =— > = > MIMNEH Y £ A, ISE2R7 XL, ISET 7T A T > AD pxGrid ¥—
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S ALES

PRANEY ST DS Y |

EAZNLTISEDNDT Y RARA U MEETAAXT— 22 NELET, = RARA U b
Secure Workload CISE— = & LTEGERL, 2O RiRA > MIA XU P DTN

NeTyva LET, FEMCOWTI,

SPANT—C IV bk

SPAN =—3 = o MZ ERSPAN =i 7 & Ll L £,

A BBEBLTLIEEN,

P—FN—TAHGELVEND L RIHELEDHRE

* Secure Workload C

it

ax &

SERA—2r A R L —H EBRLTLIEZE,

* Secure Workload C

laxz 2 L3 2Z2RLTIZEN,

%Eéfﬁij*79€ﬁ@ﬁbthé}

SR OV T,

[SE =27 %] #ZRL TN,

[ERSPAN =t % 7

SNIAMNERA— 7 A b L—F 2] L2/ A

—RIZ, ==V PR T — RIZAf A =L E D L., Secure Workload 7 7 A Z Tk
AREINTNHENy 7Ty Rh—EA~ODZEOF y MU — 7 HgnmInEd, =—Y =
Y EDZAT L EORRITIE U T, S ORRIEZLRD £7,

ROFNT, SESERT—V = AT THESL STz & F S E e ER

32—’9‘«0

R2:T—C1v FDERE

ALTW

I—Czo b4 7 (avTaFxaL—23 aLov A BWHNYIIUER
> H—/N—

A (4713 | CFG-SERVER-IP:443 | COLLECTOR-IP:5640 |24 7 1

)

AL (SaaS) CFG-SERVER-IP:443 |COLLECTOR-IP:443 |24 7 |_

enforcement

(Ao 7L 3IR)

CFG-SERVER-1P:443

COLLECTOR-IP:5640

ENFORCER-IP:5660

@A (SaaS)

CFG-SERVER-IP:443

COLLECTOR-IP:443

ENFORCER-IP:443

Docker f A —

CFG-SERVER-1P:443

AV

%HI L

LA

* CFG-SERVER-IP |E, 2> 7 4 F a2l —T a3 B—"—DIPT7 FLREZRLET,
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| voryz7z—ozon
tx2u7sors ||

*« COLLECTOR-IP {X, 2= L7 XDIP 7 FL AR LET, M Rito—o 0 M E#EH
T—Vxr ME, FIHRERT X ToOa L7 X IR LET,

« ENFORCER-IP /%, A=Y RBAL L FDIPT KL AZERLET, #WHT—Y = NI
AR T RRA L hD I B 1 DORTHERE L E T,

» Kubernetes/Openshift =— = > b DOREEOHE, f VA M=V A7 VT MZZz—T = b
VIR 2T REENTWER A, =—V 2 MY 7 MU =7 Z&iTeDocker £ A — 1%,
4 Kubernetes/Openshift / — F{Z & - T Secure Workload 7 7 A X b7 v SnnEd, I
LORIX, 2T T T UHA LA A—VEIGA R —FR 2 ML o THENL S 1L,
CFG-SERVER-IP:443 & EIC 72 0 £7,

\}

GE) e Secure Workload =— = > "I, HWIZZ TFA T FE L THEREL, 77 AXNTHA R
NTCNDE Y —E A~ ARG LETN, ==L LR EGTL I EITH F
B A,

« BRIOEEBHHUIINZ T, 7y 77 b= RBFR— FENTOHFED T~V = h S A
TOHA, TV MIEMAIZ HTTPS B3k (R— b 443) %227 7 A X2 &% — VIP
(R UCTHEITL, HHARER Ny r—V 2R L £,

e — 2 MINAT V—R—DEHICHE CTE £9,

V=0 u—=RR7 74T U= ADOERIZHLHER, BmA L T 74T U4 —/b F—E AR
AT > TOVDHEE, 7 T AZ~OERPER SND AREMERAH 5 Z LITEET 2 2 L
HECTY, BHEL, WYORT 7 AT 04— VERY U—FER LT, DX AT
DWENDY £,

X)) T 1 DFRS

V7R zT =Ty M, BEOMEFICRA NOARL—TF ¢ TV RT A LRI
RFELET, ZHUCTED, VAN ARRSCEXF 2V T ==V MR ED, FANMIA A
F—=E&NTWBMDOEX2 VT 4 T 7V r—2 a0 N7 T —b %2R AEZE7-V . CiscoSecure
Workload T—Y = bDT 7 av a7y 7 L0 3TAENRHY £, 2D, =—
Ty MBRIEFEICA VA M= &, EELTWA Z L AMRRT DI, AAMEE=X—L
TWb X274 77—y a Tt Xa )T 0 ORI EHBKRTOXLERSH D F
7

RITI—C U MIETBZEFIVTABADTALY LY

RR k~ 0S TA4LI Y
AIX /opt/cisco/tetration
Linux /ust/local/tet & 7213 /opt/cisco/tetration or <user
chosen inst dir>

YIb+hYz7I—z bk .
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PRANEY ST DS Y |

X~ 0S

FA4LY MY

Windows

C:\Program Files\Cisco Tetration

KR4IV MBI HREFVTABRADTALY RY
A Z 08 FALI Y

AIX /opt/cisco/tetration

Linux /ust/local/tet F 7213 /opt/cisco/tetration or <user
chosen inst dir>
/var/opt/cisco/secure-workload

Windows C:\Program Files\Cisco Tetration
C:\ProgramData\Cisco Tetration

[Solaris] /opt/cisco/secure-workload

REI—CzU MBI EF T BADTOER

=Xk 0S 7B+ X (Processes)

AIX tet-engine, tet-sensor, tet-enforcer

Linux tet-engine, tet-sensor, tet-enforcer, tet-main,
enforcer

Windows TetSenEngine.exe, TetSen.exe,

TetEnfEgine.exe, TetEnfC.exe. TetEnf.exe,
TetUpdate.exe, tet-main.exe

R6:I—CxVMIETEREXV T BRADTAER

RX I~ 0S 7O+ X (Processes)
AIX csw-agent
tet-sensor

tet-enforcer

tet-main

. YIbrkYHz7I—CU b
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txay7s0kst 1

RX ~ 08

O+ X (Processes)

Linux

csw-agent

tet-sensor

tet-enforcer

tet-main

7 —

Windows

TetSenEngine.exe

TetSen.exe

TetEnfEgine.exe

TetEnfC.exe

TetEnf.exe

TetUpdate.exe

tet-main.exe

[Solaris]

csw-agent

tet-sensor

tet-main

R71:I—Cz U MIBET R EFVTBADTII Y

RX ~ 08

72 232 (Actions)

AIX

/dev/bpf*, /dev/ipl, /dev/kmem ~D7T 7 & A
curl DU L

Linux

fproc D A ¥ % > netlink sockets % B8 < . curl,
rpm/dpkg. ip[6]tables-save, ip[6]tables-restore,
ipset-restore % FFUNE

Windows

VOARNIASDT 7 RA T7AT U4 —)b
A XY SO

YIb+hYz7I—z bk .
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®8:IT—CxV MIBET R EFIVTABRADTII Y

PRANEY ST DS Y |

KAk 0S

7% < 3> (Actions)

AIX

/dev/bpf*, /dev/ipl, /dev/kmem ~D7 7 & A

cfg_ipf, curl, ipf, ippool. ipfstatlslpp. Isfilt,
prtconf OV L

/proc DA

Linux

curl, ip[6]tables-save, ip[6]tables-restore,
rpm/dpkg DU L

/proc D AF v > netlink ¥ 7 v k% B <

Windows

LA NI A~ADT 7R

T AT T —)bA R b ~D B

c:\windows\system32\netsh.exe DI L

[Solaris]

curl, Ispp. pkg. smbios DFFUNH L

/proc DA ¥

RII—Vx MBI 2 EFaUTABRADRY )T MERBAAF )T

RX K0S HFUHENBERT Y T MRS T Y

AIX ksh: fetch sensor id.sh, check conf update.sh
Linux bash : fetch sensor id.sh, check conf update.sh
Windows cmd : fetch sensor id.cmd,

check conf update.cmd. dmidecode.exe.
npcap-installer.exe, sensortools.exe, signtool.exe

£10:T—Cz O MIBET R EF T BADRI YT

hEEAALFYEST

RA ~ 0S

HUHENBERT Y T MRS FY

AIX

Linux

. YIbrkYHz7I—CU b




| voryz7z—ozon
z—vrviov—tzozz [

X K0S MUHENDEZRT YT MiNAFY)

Windows dmidecode.exe

npcap-installer.exe

sensortools.exe

signtool.exe

[Solaris] -

I— YV MDY —ERDERE

V72T 2=z ME, YAR—=FENTWETRTCOT Ty b7 +—ALTH—EREL
TERESNhET, 2okb7va T, SESFERBELE YTy b 74— DY —E A5 EH
T A5 HEICHOWTHBALET,

)

GE) BESHTOWARWVEREY ., ZOHEOTRCTOa<y Rk, E1+57-0120— MER  (Linux/Unix)
F AT EHEMER (Windows) DB T,

RHEL/Cent0S/OracleLinux-6.x 5 & U Ubuntu-14 DY —E X E1E
WO EEITHITIE, WOa~wy RERITLET,
B RDBE : start couagent
e H—EXMIELL : stop csw-agent
B RDERE : ceotart couagent
e H—ERXRXT—H ADHER : status csw-agent

RHEL/Cent0S/OracleLinux-7.x LAfFDH—E XD EE
Zoaxry R, LT ThEMTEET,
« AlmaLinux, Rocky Linux- 8.x LA
« Amazon Linux 2 DA
* Debian 8 LA
« SLES-12SPx LA

» Ubuntu-16.04 LL%

YIb+hYz7I—z bk .
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B windows 4 —/x—% 1213 Windows VDI 4 — £ 2 22

WD EHEATHIITE, WO~y REFITLET,
e H—EXDEIE : systemctl start csw-agent
e H—EZXMZIE : systemctl stop csw-agent
e H—EXDBHIRE : systemctl restart csw-agent

® 'U'_ tZZv_-—’;'l ZO)EEEE\ . systemctl status csw-agent

Windows H—/\—FE 7= & Windows VDI D5 —E X EIE
WRDOZLZATHITE, WDOa~xr FeRITLET,
. "j'— tX@Eﬁ#.‘:‘ . net start <service-name>

B LT PR — B R DA 13 net start tetsensor . 3 T — B A DA 1T net start
tetenforcer

° "j'— tZ@{éﬂ: . net stop <service-name>

B LT ATRME Y — B A DA T net stop tetsensor, i A Y — B A DA 1T net stop
tetenforcer

s H—EXDHBED :
1. net stop <service-name>

2. net start <service-name>

M "j'— tZZv_-—’;'l XO)EEEE\ . sc query <service-name>

B : T FEME Y — 2 DA 1T scquery tetsensor, i — B A DA 1T scquery
tetenfor cer

AXDH—ERXDEE
RO EZITHITIE, RDOa~y REETLET,
« H—EXDBAA : startsrc -s csw-agent
c H—EXDFL : stopsrc -s csw-agent

cH—EXDBIE :
1. stopsrc -s csw-agent

2. startsrc -s csw-agent

4 "j'— EZX7_'—/)7 ZUDEEE?E\ . lssrc -s csw-agent

. YIbrkYHz7I—CU b
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Kubernetes Agent 1 > 2 k—LTn¥—E2&E [

Kubernetes Agent f ' X h— )L TOH—ERXEE

cH—EXDBB/EL : =— Y = > MIEB OV —E R E LTTIEARLS, 7 722 2EKD
T—E By FELTA VA ML ENDTED, FFED /) — R Tx—Vxr M &EIRET
FBMT D5 2 LT TE EEA

e /—FEDI—2 Y FOBEH#E) : / — KT Cisco Secure Workload =T— = > F DR v K
Z RO, )72 Kubernetes 2~ F&FAT L CHREIIK T LET, &~y FIXHEBEICHE
BHLET,

. 7|'€“J F@Z;’—/j‘ Z@EEEE\ . kubectl get pod -n tetration i?‘:&i oc get pod -n tetration
(OpenShift DH56) % F479 5 & Kubernetes 7 7 A X NIZ&H 5§ T D Cisco Secure
Workload =—¥ = bRy RORAT =X AN —ETRRINET,

Solaris D —E X DEHE

I_

~

v

WD EHEATHITE, RO~y REFITLET,
e H—E XDRIE : svcadm enable csw-agent
e H—EZXMZIE : svcadm disable csw-agent
c H—EXDHEIEE : svcadm restart csw-agent

. "j'— tZZv_-—’;'l ZO)EEEE\ . svcs -1 csw-agent

Y RZ&BHRY) —DER

FIZHNVEITIEH, V=27 0—FRIZA VA b= ENTx—V =y MAIRY —Z i+ 51
B2V T3, BAITEDNCR>TWET, BHATEZL, REBMICESNT, b
DT—V 2 RERLEAA MR —2mATa2 L2012 TEET,

T—Yx MR U—Z#HTLE, 77 AT Ur— AR, FEIL, sk, A—h, Fa b
), FHREDNRT A—=FIZHESWVTHEED Ry NI—T "N T 7 4 v 7 2FFA[T50 Fa v
TTONERET D, AFTT on—EOL— A nEH SET, R —OFEHIC DT
X, TRV v—) 2L TSN,

I—Jxzr bEFERALEERICDONT
e —TxV MI, BX 2T R TCP/SSL F ¥ X NENLTHRY —%%FEY £4,

e — U MIKME RAA L TEITENE T, =—Y =2 NI, Linux ¥ > Tl root &
L CHEFITE. Windows ¥ > Tl SYSTEM & L CEITENET,

« 7Ty N7 —2IlLoTlE, RU —DEHBNFENN 2> TWHIGEA, =—Y 2 ME
T AT VA —NESERHEE LY . BEFORERH»L—L EEEE L CEfEL7- ) TX
i‘j‘o

YIb+hYz7I—z bk .
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PRANEY ST DS Y |
B x50 ror—scoz—vr ro@Em

WA T a DM, BEORZ =Y = FEANCLTRY =@M 2 L O ITRE
TOHHEZONWTIE, ==V = PRET R T 7 A VOERL (68 ~—) ZZML T
TEEW,

B

WHERNCT D E, ==Yz MR ay b —J R TE 5T 53— LT o —b
NTa 77 a3nEd, =—Y =2 ME, TLS/SSL 7' v k2L %4 LIZWIT B DR T ¥ F
NENLCarybo—I0iEMfA7 e b= K (EFE) C@BELET, 2 ha—I90560
Avb—=UE, R —DEREICL>TEAL I, =— V= ML THRESNE T,

T—Vx M, 2 be—Inb Ty T A —AIETE LRV AF— TR Y > —%%(E
LET, =—Vzr MI, 207 Ty F 7+ —AIEFELARWRI S —52 7Ty N T +—
LABEHDORY —IZEH L, = RRA L DT 7 AT O3 —NE2T 0l T LET,

Fl. T A T IA—NDORIEEZT VT 4 TICE=2— L, BWAINTERY —O A i
THE, FvY v aEdNER) V=277 AT U —VICEHEBRALEY, =—Y =2 M,
CPURAEN R DV AT LY V—ADHEELET=X—LET,

T—Y = M, EFERH CEHMICAT —F AL L AR— 2oy bo—F(2XELE
o AT =HAVER—= ML, 0T LASNIEEHORY) =27 =2 X (), Kk &
LRI T —) NEENET, HHLA—MNAUL, 7Ty b7 A=A UTER Y —HE
FFaEE Ry 7SNy RBXOANAS M) REENET,

Linux 75y 24 —LTHOI—x 2 FOER

Linux 77 v b 7 #— AT, =—¥ = bid iptables/ip6tables/ipset Zf#HH L T~ hT—72
ARV v—Z#EHALET, = RARANTCZ—Y o 2T DHE, 77 4/L T iptables
EHHB IO 0 7T LA LET, IPV6 Xy T —7 A2 v 7 AT > T DA,
ipétables Z 4 L CIPv6 7 7 A 7 U +—/LZ il L £,

Linux iptables/ip6tables

Linux 7 —R /Wi, IPVAB L OIPve Xy F 7 4 VW EZIV— VDT —T NVEty T v, #
Ff. BXOMET 2724 S5 iptables 35 X WVipbtables 23H 0 £, Ziud, S &F
REAERINEZT TV THERINTWET, £7—7 M2, FRIERINZT =—2 R
BENTEY, 2P —EBROTFT = E2FHLHILEHLTEET, INHOF = — T
DIL—IARNEENTEBY, ZNHOHNL—IL Ty hO—FILMELZFETE L £T, FHaiEE
N7 —7 WIZIL, raw, mangle, filter, nat X & ENET, FAIERSINTZT = — 2L,
INPUT, OUTPUT, FORWARD, PREROUTING, i X T'POSTROUTING 2 & £ FE T,

Secure Workload =— = > M, "7 v ha#FrEii Fay 7435 1L— a2 &7 V¥
F—=TNETa T A LET, T4 NET—T T, FEHEHESN-F = — 2 Th 5 INPUT,
OUTPUT, ¥ LU'FORWARD THERLSALET, ZNDHICIMA T, =— Y= MIT AKX A TA
Fz—rHBMLT, 2 ha—906R) U —%20HBLOEELET, TNHDTAT =—
it AU =B IRA L7z Secure Workload b—vE, =—2 = v M Lo TAEMEI -
N—NARNEENTVET, ==V M, 7T b7 4 —DIREFELROIL—VEZETD
&L NG EMRHT LT iptable/ip6table/ipset /L —/VICZEHE L, TN HDN—VE T A NET—T
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T
of
|

NDOTAERT = — A LET, 7747 U= AOTa s I7I0 7k, =—Y =z M
TrATUA—NVEERL, L= ARR ) o — ORI R L E T, @A H 555
X, 77AT7 U= NE/ IR T IIVTLET, £, 77 AT UA—ATTRT T LS
TR —%BHL, R —DRT—F ZAZEMIICay bo—F1H)EL £,

ZOEEE R T BIZRITTRLET,

Ty NI F—LRELR Ny T —27 R — Ay bB—T0— AR R T > —ORERL
IIRD EBY T,

source set id: “test-set-1"
destination set id: “test-set-2"
source ports: 20-30

destination ports: 40-50

ip protocol: TCP

action: ALLOW

set id: “test-set-1"
ip_addr: 1.2.0.0
prefix length: 16
address family: IPv4

set id: “test-set-2"
ip_addr: 3.4.0.0
prefix length: 16
address family: IPv4

T—Vxy ME, OEFRE EBIZ, ZORY—ZLE L, 7T v 74— AEH O ipset
B L Wiptabel L— /WIZEH L 7,

ipset rule:

Name: ta f7b05c30£f£fa338fc063081060bf3

Type: hash:net

Header: family inet hashsize 1024 maxelem 65536
Size in memory: 16784

References: 1

Members:

1.2.0.0/16

Name: ta 1b97bc50b3374829e11a3e020859

Type: hash:net

Header: family inet hashsize 1024 maxelem 65536
Size in memory: 16784

References: 1

Members:

3.4.0.0/16

iptables rule:

TA INPUT -p tcp -m set --match-set ta f7b05c30ffa338fc063081060bf3 src -m set --match-

«—set ta 1b97bc50b3374829e11a3e020859 dst -m multiport --sports 20:30 -m multiport --
«—~dports 40:50 -j ACCEPT

T
o

ipset I—RILED1—)L

T—Vxr MERT e T 7 AT A (Enforcement) | WHZNT, [L—/LD#iR; (Preserve
Rules) | MEENZ72 > TWD A, Linuk A A F TEITENTWDARIBEOT—V = M2 LV,
ipset 1 —R/VE Y 2 —/L D max_sets RENFARENT ENERESNET, BRENNLELRE
A, ==V xr MIipset 1 —FRNEY 2 —/LEF LV max sets AT r—RKLET, ftbb
W2 [V—/VOHEEE (PreserveRules) MM H N7 > TWAEE, =— T =2 MI LD BIED ipset

YIb+hYz7I—z bk .



PRANEY ST DS Y |
B war=— ko Windows 75 9 F I+ —LTOI—U x> FOER

EVa—/O max_sets [HENT = v 7 SHETH, BRITSNETA, BUERESNLTND
max_sets fE (X, cat/sys/module/ip set/parameters/max_sets CHER CX £ 7,

RRARIZ7AT9A—=ILDINV I T VT

T—Vxr MERT BT 7 A NV THIO T (Enforcement) [ AZNC725 &, Linux AR A b
THEITESNTWEHEDT—T = M, RAMDT 7 A T 7+ —/LEHIET HEZ, ipsetF
K Wip[6] 7 — 7 /WVOBLED =1 -7 27 % Jopt/cisco/tetration/backup |ZFRAF L £,

AR E Z T CTEIMEEITAMELTYH, FTLWANy 7 7 v F3AERSNEEAL, 20
TA4LT MU, 2=V 2 hDOT A A = )LERCHIBRENE T A,

WAF £E— KF® Windows 75 Y 74 —LTHDI—C v FDEA
Windows 7°7 v b 7 4 — AT, Secure Workload =— = > & Windows 7 7 A 7 7 4 — /L
EHEALCRy hU—2 R —%WHALET,

o) T4 h5RIES - Windows 774 74—/l

IKDEIIREA TOREIZESNT Ry NU—27 T 7 4 v 7 ZHHT 5, Windows DR A
T4 T AR —Fr N TT,

AN R XYy NI—2 "I T 4w 0 BT L5774 T U+ —L—)b
TN Ry NT—2 NI T7 4y 0 5HlT57 7 AT U4 — —)b

Ry NT =T NT T 4T DFEFEITLEFEIEDFBIEAT — X RIS T 7 AT U4 —/b
F—"—F A4 RN )b—)b

*IPSec T 7 4 w7 & Windows V' —ERIZEH I B NL—IL,
SecureWorkload * v hU—27 R o —F, £ NN REBXOT U AN T U ROT7 7 AT T4 —
NMN—NVEERALTT el 7 503 0FET,

Secure Workload JL—/JL & Windows 7 74 794 —JL

Windows 7°7 v b 7 #— A Tld, Secure Workload %> F U —27 R U v —3kD L H Iz &
nEJ,

L 7799 74 —AIRFELZWT 7 A4 T U g —/Lb—/L % Secure Workload x> h 7 —7%
ARY =5 Windows 7 7 A 7 0 F— A b—VIZEH L £,

2. Windows 7 7 A 7 U4 —/VTC)L—vEx 7T a7 A LET,
3. Windows 7 7 A 7 U 4 — /L3 b— L& H LE T,

4, Windows 7 7 A T U =L EZFDN—ty hOREEZE=X—LFT, TEIABREIN
72561, ®& A LA — L, Windows 7 7 A 7 7 #+ — /L Secure Workload % » F U —
77J<°U v—rmUty FLET,

. YIbrkYHz7I—CU b
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X2 T+4 FAT 74 (Security Profiles) .

X254 FTOT74)L (Security Profiles)

Windows 7 7 A 7 U A —/Lid, RA MBRBEERK L TWD Ry RU—Z 2SN TL—La T
=T LET, ZNBITTaT7 7 ANV EREHIIL, ROL D723 507077 AABHD F
KR

e RAAL VT 77 AL
o STAR—=F T T 4 — )b
RXTVwrTa7y AL

Secure Workload L —/UI T _RTCHOT 0 7 7 A /I T 0 T T AINTWETN, T T4 7R
07 7 A IVNONL— )LD IR S v E T,

MRAULRES S VERY A DR —

Windows 7 7 A 7 U —/LOb— bt M, BERIAMIZE SO TEFAHT S ThER A,

BEDON—NB1OO/NT Y MZ—ET 556, TR0 —L10 ) b bllROE LS D

DAV ET, 2F0, HELV—ANFAL— LIV ELEINET, FHMICOW T,
Microsoft TechNet (ZBH 9~ 5509 [HEE] A2 L T 7230,

TV MEMEZ Va6 DEEY XN GRFATBIUHEGOM ) RY —ofilizou
TEATHET,

. ALLOW 1.2.3.30 tcp port 80

. ALLOW 1.2.3.40 udp port 53

. BLOCK 1.2.3.0/24 ip

. ALLOW 1.2.0.0/16 ip

. Catch-all: DROP ingress, ALLOW egress

BRAR1.2330 DTCP R— K 8048 CDO/NNTy KW T 7 AT U+ —/WIEET S L, EiloT
RTCONL—=MZ—B L ETN, HLHIROFE LW L—A3IREHIN., X7y Mikny &
NET, ZOEEZ, V= ABIEFICFHME S CTOL— VI BNEH S, N7y RRFTERS
EWVIHIHIFRICK L E T,

Z OEMEDIEWE, BIHRO Windows 7 7 A 7 U 4 —/)LDOFRFHZ LY. Windows 77 v F 74—
ATTFHEND HDOTT, ZOEEIT, B2V —NAT I a U NRESNEZEEHT HL—L
EREOIRAGV A MRY —TCHETEET,

I &R L ET,

1. ALLOW 1.2.3.30 tcp
2. BLOCK 1.2.3.0/24 tcp

g w N

MDT7ATI9+—ILORY) S—hSDFik

Secure Workload * v h UV —27 RV U —%2BX L7 LBV ICEAT 5T, i—?:/l*ﬁ
Windows 7 7 A 7 7 4 — /LD FERDOH A 2] 55 Z L 2R L3, kO
TV MIRY - HEEICEA T ET A,

= RNR—=T A DT 7 AT VA —/VHPFEET D (Windows 7 7 A 7 U +—/LX, AA b E
TTITA4TRT7AT I —NVRMTHLUENRHY £T)

YIb+hYz7I—z bk .


https://social.technet.microsoft.com/wiki/contents/articles/13894.troubleshooting-windows-firewall-with-advanced-security-in-windows-server-2012.aspx#Rules_are_evaluated_in_a_specific_order

B <x—roraEm

AT—F7ILiEA

[
of

PRANEY ST DS Y |

s T AT UA—ADBEEDOT T 7 7 A I L TEDIZ /2> TN B,

AT AT AT U —RENTN—T R —ZfEA L CTEBEINTWS, LLTFDOHK
ETHANRETLIHAERH Y £97,

e T 7 AT U A —ILI—)b

CHEDT O T 7 A NMIERESINTT 7+ VDA NN RERIET 7 hART U KT
7 va BNl —Dx ¥ v FA— N —)L LT RR L5

c T AT UF—ANBEDT 0T 7 A )VTEBI > TODGEE

Windows Advanced Firewal (XA T— b2 7 7 A T U+ — L L B SVET, DFEV | FFED
v han (TCP/R L) IZX LT, 7747 U4+ — VIZNEIREOBMEZ R LT, 7747
U —NZEIET DH LTy RRBEFIOERICE L TV A0 E D hvEmH LET, BEAEO
BT 5% v ME, 77 AT U — N — A ERTHRLEZ LR HFINET, ik
V. BET—TNERIET =T NOMST TA—IVEHLT 5D 2 L7 WIGHBIE 2 ATREIC 72
nE9,

77 zI1E. Web r—_—ZoWNT, R— F M3~ADTARTOTCPIEHEEZITAND &)
N—NEEZ THET,

BRI TT, A— k443 TH——~DFTXTO TCP #ft & F AL, —"—n7 F
AT MIT CERETEDL2ICLET, ZOHA. BRET—7 /M, R— K443 TO
TCPHEfi Z7F Al T DN — N 1 DOHEFHFALE T, BIET T NVITHAT HLEDH H/NL—V
XH 0 FH A, ZHE Windows Advanced Firewall (2 2 » THEERAGIZA TN A T2 T,

RREBWRNE, BIRIZRBEBR AL B LOHERF SN —H o7 e ha oA In5s Z Lic
EELTLEZW, o7 o barofs, NFREEEAREIZT 572012, BREL—LEH
EL—NDWi a7 7T ATHMLERDY 3,

WHNE A, 78 I AN TCP OB, BEODESL— VIR TF— R LT
TILEINET (=T ME, 2V TFAMIESNT, V= NVEEBET—TNVEIEH
BT —7NDOELLIZHATLZNERELET) . o7 v har (ANY 25Tr) OLA,
BEN—IVERENL—IVOH N T 7T AENET,

KRR I FZPATO+r—INDINY I T VT

TV MFRET VT 7 AV THIO THEANARNT/2 S &, Windows 8 A~ TEITH OIS
T—Vxr ML, FANDT 7 AT U4 — Vil Z LGS D R02, BIED Windows & 7 7
AT U —NDaLT Y % Program- Data\Cisco\Tetration\backup (2= 27 AR — kL3,
HOBREZT TEMEEZITAIEL TS, LWy 77y FidERInETA, 20
F4L7 FUIE, ==V bOT A A M= VERCHIBRE N E R A,

. YIbrkYHz7I—CU b
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WFP E— KT Windows 75 v k74 —Alcz—U x> b @A

WFP E— FT® Windows 75w F 74— LICT— 2 F2EH
Windows 77 v F 7 #—AL Tk, ==Y = MIWFP 74 W ¥ 270 7T 745 %y b
U—7 R —%EHLET, Windows DFE/ 2T 7 AT U4 —/UiL, Xy NU—ZKY —
DOFEIIFEH N EE A,

WFP (Windows 7 4 JLR Y VT TS5y b7 4+—L)

WFP (Windows Filtering Platform) (%, *> NU—27 KT 7 4 v VABT 4 VX EHET DHT-
®IZ Microsoft N2 d 2 —# D API T3, Ry NUV—F 8T 7 4 v BT 4 V2L, T1—
TNV D APL B L —HF— L ~LD APL Z#fEH L TRRETE £9, WFP 7 4 /L X (%,
Iy NT—=71LAF, NTFVAR—bbAY, 77V r—2arbAYoiH (ALE) 72 &,
SFEIERVLA VP THRETE ET, Secure Workload WFP 7 ¢ /L X, Windows 7 7 A 7 7 4 —
=)L ERIERIZ, ALE VA Y TRESNE T, TNZENDO LA YITIE, BEAOEWNHEDOND
JIBWZ A~ 537 lz\< DOMOYFTLAYRHY T, BT LA TVYHNT, 74 VFITEADE
WHDMLBIRIZERBNET, *y NU—2 37y ME, TXTOV T LA YE2@EELET,
BEFTLAYT, Ry MU= "7y ME, BRZESWT BT L7 4 v F @i L, 7
FET7 a7 7 varERLET, TRTOY T LAY E@EE L%, 727 v a ik
DNTNT y EPRBLENET, Tuv T 7 g SiEEFR A — =T 4 FLET,

WAF (28115 WFP DO F =
« Windows 7 7 A 777 4 — VX E DA BLR % [A1kE
« GPO fil|[R72 L
BATL AR U —HILDORG S
o =PI K DR Y A OFIEH A FEE
« Windows 7 7 A 7 7 +— /L DRk 727 1w BN DR Y o —IEF % [E)8E
« R Y —FHRFD CPU A —/3—~~ v KOHI
o NI 11 RY —— 7 4 L Z DVERL

s BV U IV AT  FHEET

I—2xY MMIkdWFP DY R—

WS WFP 2925 L) ICREESNTWAEE. Secure Workload 7 1 /L % X Windows 7 7
AT TF—NN— VA —_"—=F 4 FLET,

WFPE—FKT, I—Vz U MISEITELWFPA IOV FERELET,

TN F— Ty NEERIMEHINET, Ny T Z ) o TITIERELEY
lvo GUID &£ RIDFEE SIVET,

YIb+hYz7I—z bk .



VPANEY S 2 DA |
B oz WP oY H— k& Windows 774 7o —L

T LAY — BT LA v—ITiE, 4H]. GUID, BIXOEANPHEEINET, Secure

Workload ¥ 7' L 4 ¥ —IZ. Windows Advanced Firewall -7 L A ¥ — X U & K& 7o 11T
THREINET,

« T4 NVE L 7 4 VFITIE, 4HT. GUID, ID, A, LA ¥Y—ID, 7 LAY —F— 7
733y (PERMIT/BLOCK) . BX O 7 4 VEZSEMHENRHY £4, WFP 7 4 L&, I—
VT —b BT —)L R —)L— LFIZRESN TWET, =— = M
A= Fr A%y U7 V2 BRELET, Secure Workload 7 4 VXL, 757
FWPM_FILTER FLAG CLEAR _ACTION RIGHT Z{iH L T EINET, ZDOT7F 7D
7= . Secure Workload 7 4 VX2 D7 7 >3 > % Microsoft 7 7 A4 7 7 —/L)L— LT J >
ThEEEXTLZEIITEEYA, SecureWorkload % " —F7 R Y o —L—L T &2, 5
M (AT RITo Ry R) E7a haniziE 3T, 1 2L ED WFP 7 4 L4
DREINET,

TCP A N KA v —DHhE
id: 14 , TCP Allow 10.195.210.184 Dir=In localport=3389

REINT= WFP 7 4 L4

Filter Name: Secure Workload Rule 14

EffectiveWeight: 18446744073709551589

LayerKey: FWPM_LAYER ALE AUTH LISTEN V4
Action: Permit

Local Port: 3389

Filter Name: Secure Workload Rule 14
EffectiveWeight: 18446744073709551589

LayerKey: FWPM_LAYER ALE AUTH RECV_ACCEPT_ V4
Action: Permit

RemotelIP: 10.195.210.184-10.195.210.184

Secure Workload =— 3 = > hi&, A > /37 K CATCH-ALL R U 2 —® Cisco SecureWorkload
TIHILEA I |~74’/1/?72 RTELET, SecureWorkload =— = ME, 77 kXY
' K CATCH-ALL "RV > —® Cisco SecureWorkload T 7+ )L b7 RINHO U K7 4 VX B3
E]\/\i—é—O

’

I—2x2 hWFP DY HR— k& Windows 774 7o 4—)L
e —Vxr ME, WAF L—/LVETITWAF 7’r 7 7 A LEBERLERA,
TV MEIT AT VA A DOREEERLEEA,
e =V hNTI, 77AT VA —NVOREZENTIHEETHY FHA.
e T—Vxr MIGPORY v —LHELERA,

MEULGHREE L TEEY X DR O—

WFP £— R CThOx—y = MEMAIZ, BEY A MERIZZ L=V XA FORY »—%HFHR—h
L/iﬁ‘O

. YIbrkYHz7I—CU b
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AT—hr2ILER

AT—hTIVER .

TV MEMEZ Va6 DEEY XN GRFABIUHEGOmT) R r—ofaE z
THET,

1. ALLOW 1.2.3.30 tcp port 80- wt1000
2. BLOCK 1.2.3.0/24 ip- wt998
3. ALLOW 1.2.0.0/16 ip- wt997
4. Catch-all: DROP ingress, ALLOWegress - wt996

BRAR1.2330tcp A— R 80 IZ[MMNINTy BT 7 AT U A —/VZEETHE, L—IL 11T
—HLET, LML, FAF12310IIZANI Ty ME, T4 0F20EDIITay 7 I
F9, RABN12210ZE»HI 28y ME, 7402 312K TEHFTENET,

Cisco Secure Workload ® WEFP 7 ¢ /L Z X, ALE LA Y Tl snEd, xv hI—27 b7
747X, Vv FO® connect(), listen(), 35 &K WNaccept() BAFIZKI L TT7 4 &Y 7 Eh
F9, UEERICEET Sy T —27 30y ME, SRS SN ET B D T ER
AN/ 3 DN

B EN=WFP 7 4 L2 D[R

1# 5% X 4172 Secure Workload WFP 7 ¢ /L [d, c:\program files\tetration\tetenf.exe % {# ] L TR
TEXFET, ROAFTvarBHR—hEnET,

o EHE | MRZFEH LT Tomdexe] Z3E(TLET

« c:\program files\tetration\tetenf.exe -1 -f <-verbose> <-output=outfile.txt> % 479 %

E e
o VEHE) MEBRZMEH LT lemdexe) 3 TLET
« netsh wip show filters % FAF3 %
« #E R S 7= Secure Workload 7 o /L Z 22\ filters.xml Z AT 5

WFP E— FTARATILRE— K I IILRAZEBHIZT S

ATvT1
ATvT2
ATvT3
RTv74

AFNVAE—RT 4 NE (R—FAXr T 4 VF) BT HFIEIRO LB T,

FIE

\conf\enforcer.cfg % e L £ 9"

disable wfp_stealth mode: 1 Z3iEI L F 7,

T ANERIFELET,

& PRE HEFR C TetEnforcer Hh— B A & FRidEh L £ 9,

a) <> K sc stop tetenforcer & F{T L T, TetEnforcer —E A &{E 1L L E7,
b) =¥ R sc start tetenforcer & F{T L T, TetEnforcer ¥ —E A ZBAME L £7°,

YIb+hYz7I—z bk .
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B =crs0owe o L08R

ATY TS5 KOTFIETHELET,
a) (%fi%ﬂ *@BE%@EHEJ LTz~ K cnd.exe %iﬁi Liﬁ_o

b) a< Fc:\program files\tetration\tetenf.exe -1 -f <-verbose> <-output=outfile.txt>

EIATLET,

“Tetration Internal Rule block portscan” filters are not configured.

ETEFHDWFP 7 4 )L3 DI

FXE & X7 Secure Workload WFP 7 ¢ /L% [ X, c:\program files\tetration\tetenf.exe % i L TFE
TEET, 74V ZE#HSTHIFRLZWE 22T 21X, =—F =2 [h—2 > (token) ] %
BETHLERDY £T, Hibka~r NEFEITT L, yyyy ZBEOH, mm ITBAEDH 25
ERRTELET, 2&xiE ARORMA2021 421 A 21 HOBE, F—27 03
[-token=202101] {2720 F9°,

ROA T arvhyR—rEsnExd,
o [EHE | MERZMEH L T Temdexel Z#EfTLET,

FXTE S 4729 T D Secure Workload 7 « /L4 ZHIERT 5121, c:\program
files\tetration\tetenf.exe -d -f -all - token=<yyyymm> % F17 L £ 7",

FRE SN 729 T D Secure Workload WFP 472 = 7 b+ & HIFR$ 5121%, c:\program
files\tetration\tetenf.exe -d -all -token=<yyyymm> % F17 L ¥ 77,

* Secure Workload WFP 7 1 )L % Z 4 8l CHIBRS 2 121%, c:\program files\tetration\tetenf.exe -d
-name=<WFP filter name> -token=<yyyymm> % 317 L £ 7,

BEEN D FIREH

cHEHE— FPAWFPICRESNTWDOHA, T—YV = FRET LT 7 A VD [b—L Dk
F# (Preserve Rules) |EXEILHENIZ 20 £,

Windows BN R 1) —DERTE
Windows N—ADU—27 1 — RIZRY =2l OEOBEZLZ S 5ICmD 57T, IROTT
ETRYy NV—I NI T4 0T 4N ) I TEET,
T TV = ar
« —E 24 (Service Name)
e 2—P—4 (=P =T N—TH FmiFe L)
ZhiE, WAFB L U'WFPE— R THAR— FETWET, WindowsOSN—AD 7 1 /L ZIE,

ERENTEXYy NU—2 R —Tarvsa—~<T7 4 NEZLFa M X —T7 4 L2IZHFEIN
F9, arva—~<~T4NHE, arva—~U—ru— RCHBENEZXYy hT—2 bT

. YIbrkYHz7I—CU b
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Windows BHED R o —DEE .

T T T4 NE YT LET, T, =T 4 VX2 F, TafF—U—Fa— KT
DXy NT—=T NTFT T4 w77 4NH )T LET,
IR B

COFIEL. BFEORY S —ZEFELTCWAZ ENFHEL 2V ¥4, WindowsOS™X—A D7 4
NEZEBMNTAHRY —ZER L TWRWEATE, RINCFORY —%ERk L E9,

|

EE Windows BMHZETeAR Y o —Z oWk, & (528—) BIOBEHMOHIRFE (52—
V) BB LTLIEEN,

FIE

ATy F1 [Pl (Defend) 1>[& 7 A>T —3 3 (Segmentation) | DIEIZIER L 9,

ATY 72  Windows OS N—AD T A VH ZRETLHRY) v—aGhe#@iflz s Vv 7 LET,

ATYT3 RV V—%RETLV—I AN—R%E27 ) v 7 LET,

ATv 74 [RU—OEHE (Manage Policies) 127V v 7 LE7,

ATv 75 RETLHIRY U—ZBRLET,
FEoayva—~tFuonS X — 2%, Windows V—27 00— ROLEEOHVLERH Y £9°,

ATYT6 WETHRY O —DOFT—TNAATT, [Fv ha bR — K (Protocols and Ports) || DOEETFEDE
Vw7 LET,

ATvT1  FHUOSA T [Fa hankR—bk (Protocols and Ports) ] D FIZdHh HBEFOEE 2V v o
LET,

ZOFITIE, [TCP:22(SSH) 227 Vw7 LET,

YIb+hYz7I—z bk .
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. Windows BEDRY & —DHRTE

Protocol and Port Edit

Rank Action Priority
Absolute 100
Consumer

@& vm-229
Provider

@® Default

Protocol and Port
TCP : 22 (SSH)

Description

Show advanced options

ATv 78 [fEMIA T 2 DFR (Show advanced options) %7 U v 27 LET,

While using process level controls a consumer/provider scope or filter should only
contain Windows agents. Otherwise, non-Windows 0Ss (Linux, AlX) will skip the
policy and report a sync error in Enforcement Status. See the user guide for more
infomation.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @

Praovider Service

Pravider Binary Path

Provider Users or User Groups @

ATFvF9 TV r—Tak, Y= R4, eV —LIHESNWTarva—~T7 4NV EZEERE
LET,

T T Y = a VAT NRARLICT ANERH Y F3,

. YIb+hYz7I—z bk
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Windows 0S R—X D #ER O —E .

« P—ERLIFENY—ERLICTILERH Y 7,
s a—Y—HT, BT a—PF =4 (tetter 0 L) T FAAS a2 —H—4

(sensor-dev(@sensor-dev.com, sensor-dev\sensor-dev 7 &) [ZTX E 9,

e =P —TN—T1F, v—INa—W =T N—T (FEHERE) FRIERAL =P —
7' )L—=" (domain users\\sensor-dev 72 &) |ZT& £,

cBHOZ—P—HBIV (F720F) 2= =7 —T4F ] TRUI->THRETEET

(f31 : sensor-dev\@sensor-dev.com,domain users\\sensor-dev) .

o b RL L =L IR E T EE A,

ATYFI0 TV r—arf, =24, T3 —T—LIESIWTTa M F—T 4 VE ZRE
L/i‘é—o

HIOAT vy T Daryva—<7 4N ERIUTA RTA ARV ET,
ATYvIN PEIUSUTANALF IV ~ORZAEASLET,
7= & ZI1%. c:\test\putty.exe E AL E T,

ATw 12 [EH (Update) 1227V v7 LET,

Windows 0S R— X DEAR) o —HKFE

TREZR AT, WICARY o —THR— e 7m haLziBELET, (FEOR— K, FEO T 1
Fa vz +T5Z LB LET AL

el 2 R—=re7m harofilfRzEd TERINIERY O —I3RDO L5120 £7,

dst ports {

start port: 22

end port: 22

consumer filters {

application name: "c:\\test\\putty.exe"

}

}}
ip protocol: TCP

KHRIIZ, EEO T m ha/L S EEOR— N &M H L Tiperfexe IZ X » TRG SNz v b
U — 7P i T A5 ARSI ORY U—ITIRO X ST £,

match set {
dst ports {
end port: 65535
consumer filters ({
application name: "c:\\test\\iperf.exe"
}
}
address family: IPv4
inspection point: EGRESS

YIb+hYz7I—z bk .
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XD HIPREIH

34
o

PRANEY ST DS Y |

match comment: "PolicyId=61008290755£f027a92291b9d:61005£90497d4f47cedacb86:"
}
ERROT 4 Z DG, Secure Workload (X7 02 NA X —D Ry NT—2 NT 7 4w 7 EFFRIT
BHRY == B RO X IV LET,

match set {
dst ports {
end port: 65535
}
address family: IPv4
inspection point: INGRESS
match comment: "PolicyId=61008290755f027a92291b9d:61005£90497d4f47cedacb86:"
}
ZOFy NT—I =t FRAL L —DFRTOR— M EHEET, LEOT 0 Fark

FEFHLTOS X—ADT7 4 VW EZEER LN LB LET,

» Windows 2008 R2 I, Windows OS X—ADT7 4 VKXV TR o —% PR —FLTWNFE
A,

e X MU= R —TH—D2—WF—4 THRETE I, MSFirewall UL IFHEE D~ —
P—% PR —hrLET,

« Windows OS X—Z2DRY V—ZFH L TWEHEE, arva—<7 (X —D#HiH
FET7 4V Z I I Windows T— = OB EEDDHMLERH Y 3, FH LAgne,
Windows LIk OS (Linux, AIX) TiEARY >—N2AF v 78N, AT —# 2 TR
T —BHRESINET,

o« 74V H U T EEDRFEV Windows OS 7 4 VX BAERR LW TL 72 &, RELR Ry b
U— 7R — P TREERH D £77,

Xy NU—=rT7un—DFutRAar7X¥A M a—¥F—ar7xX L FEH—ERa
VTR A MIBET AN Z L, FERNFE o772 W2z, R Y 2 —IZ Windows
OS X—=ZADT7 A NWENH LA, RV =P ERELET,

Windows 0S R—XD 7 4 LR ) VI BHEHEFER LR O—DHERE STV 2 —

T4

Windows OS X—Z2 D7 4 V&2 ) o T EERT 556813, RO My 7 ZEHL T, RV
NS BYVEET A LAY — 7 o — RO LE T,

Cisco TAC 1Z, MBS U TZDEREMEHA LT, ZOXIBRI S —D NI TN 2a—F ¢
VI EATHZEMNTEET,

. YIbrkYHz7I—CU b
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7Ius—vavaicgs<Ryv— ||

FIVr— 3 VBICEDILKRY o—
WOREREFERH LT, 77V r—3 9 U412H5< WindowsOS V—727 u— RORY o —Zfif
TABIRNN T TINVY a—TFT 4 7 LET,

WDt a Tl c:\test\putty.exe L LTASISNT FV r—2 a4 FUD
U—27u— IR =2 RRSELHETOVTHII L £,

TV r—2a v RITEDCRY O—0f)

dst ports {

start port: 22

end port: 22

consumer filters {

application name: “c:\test\putty.exe”
}

1}

ip protocol: TCP

address family: IPv4

inspection point: EGRESS

I YIb+hYz7I—z bk .
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B 77— acamizascrye—

Y BENf=-274T704+—ILIL—)L

Mwﬂmmwmumw

Tetration Rule 1 Properties XK

Y New!

Protocols and Ports Scope Advanced Local Principals ~ |¥  Filter
General Programs and Services Remote Computers T Filter
Prog[m V Filter
@] O A progams tht et the pectied conions View
IS PIOOrE G Refre:
i,":"t&ﬂt\ptl‘l'yﬁﬂ | Browse s Expor

ﬂ Help

Application Packages

', Specify the application packages to which = SO
~g¢- . this rule applies. Settings... '!hmn '
- isa

*

Cut

by

Services
Specify the services to which this rule Settings...

K%, woter Copy

Delet
Prope
Help

H |'.1! x I_II-:-

netsh Z{ERA L CERSIN=-T 1L A

BERRY =TT A NEZNEMENTND Z & E2XA T 4 7 D Windows Y —/L THERT 5
21X, ROFIREZFEITLET,

o ["EIE ) MERZMIF LT Temdexel Z#FEITLET
* Tnetsh wfp show filters| % 54T L £
o H17 7 A )V filtersxml 28, BUEDT 4 L7 M UIZAERSIET,

« /17 74 /v (filters.xml) ¢ FWPM_CONDITION ALE APP ID C7 7 U/ —3 a4 %
R LET,

. YIbkHz7I—CU bk
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g—ezgicxz3<Ryo— [

<fieldKey>FWPM CONDITION ALE APP ID</fieldKey>

«—5c006400650076006900630065005c00680061007200640064006900730060b0076006£006

<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>
<type>FWP BYTE BLOB TYPE</type>
<byteBlob>
<data>

—</data>
<asString>\device\harddiskvolume2\temp\putty.exe</
«—asString>
</byteBlob>
</conditionvValue>
tetenf.exe -1 -f Z{EA L TERSINT-WFP 7 1 L&
Filter Name: Secure Workload Rule 1
EffectiveWeight: 18446744073709551592
LayerKey: FWPM LAYER ALE AUTH CONNECT V4
Action: Permit
RemotelIP: 10.195.210.15-10.195.210.15
Remote Port: 22
Protocol: 6
AppID: \device\harddiskvolume2\test\putty.exe

TIVr—2a VEANENGIEE

* WAF

T RClL, YT S r— a B LT 74 7 74— — L BMERE X

NET,

* WFP

F— R TlL, EEhReT7T 7V r—3 g 4125 LT WEP 7 4 LV ZIIERENE R A
B, NPCIHHER SNFERHAL, TV MIEER -V a JIZE L, B DR

==L AR LT,

Y—ERZITE IR o—

WOERZAEHL T, —ERL4I2HS< Windows0S V—27 2 — RORY > —Z2ERB L)

oINS a—FT 4 T LET,

ROE7arTER, V== RIRY) v—2RRIELFETOWTHHALET,

H—ERBIZEDILLH VTR O—

dst ports {

start port: 22
end port: 22
provider_ filters {
service name: “sshd”
}
b}
ip protocol: TCP
address family: IPv4
inspection point: INGRESS

YIb+hYz7I—z bk .
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otocols and Pots ~ Scope  Advanced  Local Principals ~ Remote Users All &R NewRule..

General Programs and Services Remote Computers 2  Filter by Profile
Programa gl| ¥ Filter by State
= B/| 7 Filter by Group
R -
Customize Service Settings
Apply this rule as follows:
Application Packages Apply to all programs and se
=y Specify the application A -
~g-, thisrule applies.
Services Name Short Name )
3 M mtm KER - L, Netwark Connectivity Assistant NcaSve
- ' ., Network List Service netprofm
%, Network Location Awareness NiaSvc
e, Network Setup Service NetSetupSve
., Netwaork Store Interface Service nsi
%, Offline Files CscService
':w" OpenS5SH Authentication Agent ssh-agent
8%3 OpenSSH SSH Server sshd
.. Octimize drives defragsve e
|sshd

netsh Z{FRH L CTEREINF-T 1L A

EEERRY S —IZ T 4 A EZRBINENTWASZ &% %A T 4 7D Windows > —/L THEZRT 5
IZiE, MOFNEEZFEITLET,

o [EHE ] MERRZMA LT Temdexel ZFITLET
+ Tnetsh wfp show filters| % 1T L £
c 17 7 AL filtersxml WEAEDT 4 L7 F UV ITARKRENET

7 74 (filtersxml) T2——4 ¢ FWPM_CONDITION ALE USER _ID % ffi8 L
7

<item>
<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>
<type>FWP_SECURITY DESCRI PTOR_TYPE</type>

<sd>0:SYG:SYD: (A;;CCRC;;;S5-1-5-80-3847866527-469524349-687026318-

—516638107) </sd>
</conditionValue>
</item>

. YIbkHz7I—CU bk
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tetenf.exe -l f #ERAL TEBESNI=-WFP 7 1 /L%

Filter Name: Secure Workload Rule 3

EffectiveWeight: 18446744073709551590

LayerKey: FWPM LAYER ALE AUTH RECV ACCEPT V4
Action: Permit

Local Port: 22

Protocol: 6

User or Service: NT SERVICE\sshd

H—ERERFELREGE
cWAF F— R T, FIELRWHF—EZLIZH LTI 7 A4 T U4 — A — LB ERENET
* WFP &— R TlE, fFELRW—ERLIZ% LT WFP 7 4 VX IIERE N EF A

e b —VEASID ¥ A 1% MERIRR) £720% HIRH ] THLIXLERHD T, F—EAD
FEEEN (70 L) OBE. 774 T U4 —b—)L L WFP 7 4 L X ZBINTEXET 28, %)

Rz A,
SID # A 7 &MERT DX, ROa~<vy REFEITLET,

sc gsidtype <service name>

A—H—FI—TFEEIFa—HF—LZIZEIR) o —
WOBEREFEH LT, 22— = L —TLOFEII b LT, 22— —2125-5< Windows
OSU—7a—KOR) v—%ERBLI N TNV a—T 0 7 LET,
IDORMEYI7DEIZa TR, V=270 —RIRY —%FRTDHECHONTHALE
K
ZORME Y 7 OENL, ROEHREZFEH L TERESNEZRY —IZESNTWET,

YIb+hYz7I—z bk .



vyobryz7I—szo b |

B -5 r—Tsrga—v—smgs3Rky o —

Description

While using process level controls a consumer/provider scope or filter should only
contain Windows agents. Otherwise, non-Windows OSs (Linux, AlX) will skip the
policy and report a sync error in Enforcement Status. See the user guide for more
infomation.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @
sensor-devidomain users,sensor-dev@se

Provider Service

Provider Binary Path

Provider Users or User Groups @

A—HF—RZITE I TLRY o—

dst ports {

start port: 30000

end port: 30000

provider filters {

user name: “sensor-dev\sensor-dev”
}

1}
ip protocol: TCP
address family: IPv4
inspection point: EGRESS

A—H -G I—TEaA—HF—-RIZE IV TILKRY o —

dst_ports {

start _port: 30000

end_port: 30000

provider filters {

user_name: “sensor-dev\domain users, sensor-dev\sensor-dev
}

}}

ip protocol: TCP

address_family: IPv4

inspection point: EGRESS

”

. YIb+hYz7I—z bk
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1y L—TEkr—g—aE3<K o— [

ERENt=774T724—ILIL—IL
A—HY—RICE DI T7ATI24+—ILIL—)L
] o —H% —4 sensor-dev\\sensor-dev |ZF3< 77 A4 T U F—/LL—)L

Tetration Rule 1 Properties

[~ Only allow connections from these users

General Programs and Services
Protocols and Ports Scope Advanced
Authorized users

Remote Computers
Local Principals

% SENSOR-DEV\sensor-dev

Remove

Exceptions
[] Skip this rule for connections from these users

2

Add...

Hemaove

A—H—HFI)I—TEa—HF—ZITEIT7A4T7I94+—I)LIL—IL

] = —% —% sensor-dev\\sensor-dev 35 L (N — % — 7 /L —7 domain users\\sensor-dev {Z &3

7747 74 —Lb—)b

+

B X &

New F
Filter |
Filter |
Filter |
View

Refres
Export
Help

Tetration R

Disabl
Cut

Copy
Delete

Prope
Help

YIb+hYz7I—z bk .
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.ocal Address Remote Address Protocol Local Port

Remote Port

Authorized Computers

Tetration Rule 7 Properties

General Programs and Services
Protocols and Ports Scope Advanced

Authonzed users
[+] Only allow connections from these users

Remote Computers
Local Principals

&% SENSOR-DEV\Domain Users

Y
LY
Y
LY
[=
4
A
A SENSOR-DEVAsensor-dev
A

A

A

16
Exceptions
[] Skip this nule for connections from these users

2

Pl ol - A i - -

Cancel Apply

X

Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

netsh Z{FRH L CTEREINF-T 1L A

EERRY =TT A NNEZRBMENTND Z & E2 XA T 4 7 D Windows Y —/L THERT 5

Wi, ROFNEEZFATLET,

o [EHE) MHRAZFHAL T lemdexel ZFEITLET

+ Inetsh wfp show filters] % %E1TL £

o 717 7 A )V filtersxml 23, BUEDT 4 L7 N UIZERESIET,

/17 74 (filters.xml) CT—H—4 > FWPM_CONDITION ALE USER ID % 8 L

ij_o

Au

An
An
An
An
An
An
An
An
An
An

An
An
An
An
An
An
An

An
An
SEI

. YIbkHz7I—CU bk
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<item>
<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>
<type>FWP_SECURITY_DESCRIPTOR_TYPE</type>
<sd>0:LSD: (A;;CC;;;S-1-5-21-4172447896-825920244-2358685150) </sd>

</conditionValue>
</item>

tetenf.exe -1 -f Z AL TEBENT=WFP 7 4 /L%
A—H—RZIZE DI T 1A
5] . —% —4 SENSOR-DEV\sensor-dev {Z -3 < WFP /L—/L

Filter Name: Secure Workload Rule 1
EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4
Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15
Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\sensor-dev

A—HY—JI—TELa1—HF—RIZE DT ILAE

5] : = —% —4 SENSOR-DEV\\sensor-dev 3 L (N — % — 7 )L— 74 SENSOR-DEV\\Domain
Users IZ#-3< WFP /L— /L

Filter Name: Secure Workload Rule 1

EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\Domain Users, SENSOR-DEV\sensor-dev

Xy FT—=IRY) ==l — A L a— P L Z2RETDH I LITTEEEA,

1—F—BFLEI—Y— T L—THFELSE

s =P F TP =TT RERGE . Ry P U —2 R Y 2 —(X Windows = —
Ty MIEoTHERINET,

AX TS5y b ID+A—LTOI—T2 FDEH
AIX 7Ty "7+ —LTliE, =— = MIIPFiter =2 —F 4 VT 4 ZFERA LTy hU—2

A=A LET, =0 FRA P C—V=r FEFDICTDE, F7 40 FTIPVET ¢
NET—=TN EHEBL 0T v 7T ALET, IPve EAIEY R — FERTHWERA,

YIb+hYz7I—z bk .
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IPFilter

PANEY £ A

AIX D IPFilter N r—1%, 77 A 7 U+ — N —E 22T H7-DIEH I E T, AIX
T, I—FNWPEE Ny 7 L LCRIHTE E9, £/, I—FRWMERE Y 2 —L
(lust/lib/drivers/ipf) & L Tr—RESNET, ZOFY 22—V, ipfilter /L—/L & 71 7T A
T 57D &5 ipf. ippool, ipfstat, ipmon. ipfs. X Wipnat~r—7 4 VT 4 NEFEH
TEH, HEL—VTRTy hO—BHEEZIEE L ET, FFMIT OV TIEL, AIX @ IPFilter man
R=UESRLTIIZIN,

WHANE e E, =—Y = MIIPFilter ZfiH LT, IPvd 7y Na@FFrElzid ke vy
TAL—LEELIPVAT A NET—T N ETulSALET, =—2xr M, FRb0—
NEIZN—F LT, arba—InbR ) o—25HBLOEHLET, L—2id, R
— B IRAE L7= Secure Workload L—/L & . =— V= Mo TAERKRENTZL— L NS E
nEJ,

TV ME Ty T — ALK LRV VB RTIRD & LS O V— L A R
L T ipfilter/ippool L —/WNZEH L, T4 NET—T AL ET, 774 T V4 —LD7 1
7IIVTh, BWHT—Y 2 MIT 7 AT U — A EER L, R Y — DA e
WHHERB LET, RS LG, VAT U A E/ T eI LET, £,
T7AT OA—NTTa T T LEINEZR) =B L, RY —DRAT—% 2% EHICa
Yhe—JizHELET,

TIy F T F—LMIKIEL VR Yy T —27 R — A v —ID— R R Y o —ORERL
IIRD LB T,

source set id: "test-set-1"
destination set id: "test-set-2"
source ports: 20-30

destination ports: 40-50

ip protocol: UDP

action: ALLOW

set_id: "test-set-1"
ip addr: 1.2.0.0
prefix length: 16
address_family: IPv4
set_id: "test-set-2"
ip addr: 5.6.0.0
prefix length: 16
address_family: IPv4

T—Vxr ML, oFEHRE LB, ZORY I —FWH L, 7T v b7 4+ —LFEHD ippool
B X Wipfilter L—/WZE#H LT,

table role = ipf type = tree number = 51400
{ 1.2.0.0/16; };

table role = ipf type = tree number = 75966
{ 5.6.0.0/16; };

pass in quick proto udp from pool/51400 port 20:30 to pool/75966 port 40:50 group
TA INPUT

. YIbrkYHz7I—CU b
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T
il

BN D #IREE

~ O

T
o
|

KRR I FZPATOr—=INDINY I T VT

TV MRETR T 7 ANTHO THHANENZRD L AIXF A FTIEITINTN D3
BOT—Vxr NI, KA RDT 74T 75—V &HIET HHNC. ippool & ipfilter DHAED =
T % |opt/ciscoltetration/backup (ZARAF L £ 3, OB E & CTEMEE 1A
LTh, Il 27y FI3AERSNE A, 20T 427 MR, =— V= hOT A
VAR VRRIZHIBR S IV E A,

IPv6 EfIE Y AR — F SN TWERA,
Allow RY 2 —I2 L0, BEfFO UDP##:D T 7 4 v 7 NSNS AREMENH D £,

I—VT YV MDRAT—RRAEHETDRERR

AT 71
ATvT2
ATvT3
ATvT4
RATvTH

FIE

RO A =2 —75, [EH (Manage) 1>[T—Y = b (Agents) | DJEIZER N L F9,
[E=%— (Monitor) | ¥ 7 %7 Y27 LET,

[/ (Distribution) 1% 7% 27 U > 27 LET,

R=TD NS> —V 2 A TR ) v LET,

ZON—U T, CPUA ==~y K| g4 — =~y B, ==Y = FOIREE, Y7 b

VT Ty T T—hNAT—H A, ==V N YT N7 N—=Ta OG5, ==V
N OS DA AR TE £ T,
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Workload Agents - Enforcement - Endpoint Agents  ~ Flow Ingest Agents  ~ Inventory (XIS

Aug 4 5:57am - Aug 4 11:57am |

CPU Overhead Bandwidth Overhead
Mmean M sensor_bwilltotal_bw
022
100006 i
2 o8
¢ o e / .
5 . 7
O N t—— T N ~./ £
= —— )
2 o = to00a
3 5
01 bt
£ H
5 8002 =l
g
S soe2 3
2 son
< - et ————————:
20082
0GAM 0630  O7AM 0780  OBAM 0830  09AM 0930  10AM 1030 1AM 1130 0GAM 0630  O7AM 0780  OBAM 0830  09AM 0930  10AM 1030 1AM 1130
Agent Health = SW Upgrade Status =
Minactive 1.00K
100
10
5 T T
Successl Pending Falled
Agent Software Version Distribution < Agent OS Distribution <
1M1.0.0-20.309a6166 WCen0s-5.11
1911.0.0-20.a09a666.2y W Cent05-63
1.0.0-23.099097¢6 Cent0S-6.5

1.0.0-29.16934432 MSServer2008Datacents
194 (11.3%) erver2008Datacenter
M 1.00-55.59e029c W MSServer2008Enterprise
110191 [ Red-Enterprise
1.102.14-1 RedHatEnterpriseServer-5.3

1.102.17-1 RedHatEnterpriseServer-5.5

W 1.10218-1 722 (42.1%) W RedHatEnterpriseServer-5.9

1.102.19-1 19 RedHatEnterpriseServer-6.2
1.102.21-1 RedHatEnterpriseServer-6.4
1.102.22-1 RedHatEnterpriseServer-6.5

=1.m.1 2-1 W RedHatEnterpriseServer-6.6
1.103.1.5-1 intu-16.04
2.0.1.5.devel win64-enforcer EZelese) e

2.3.1.45 devel-1-enforcer
M Initalizing

ATFvT6 [EAAT—H2A] OELSRLTLIEEN,

I—oxy FEHIDRT

ZOFIETHEH, 12OV =7 a0 —REFIIWXCA VA =N ENTEZZ—V =2 MIETELELD
FMNFREND, [V—27u—RKF a7 7 AL (Workload Profile) | ~—IZBEIT 5 kD
1 >&=FHALET,

FIE

ATy 1 [ (Organize) > [#iPAE 1 > X2 U (Scopes and Inventory) ] Z %R L £,
ATv T2 FMERRTHI—u—REREBELET,
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AFYT3IPTRLREZ 27w LT, 2= "OEFEME, IPT LA, &, 1>_XV M) EA
7. MAIN—T ERIN—T 2= —FYL T T 4 v B (GFAA MNERIN Ty
N REOEERFEMERRILET,

FACHOWTIE, V=2 ue— R 7a 7 A VBT Ry 7 2SR TIEEN,

YOIz F7I—2x2 FOKRE

VIR T7I—2 0 FREDEH EHRES
o V3172 Secure Workload = —H—u— L3 H 5 Z L MR L E T,
« A MEBE
o W AH < —HIR— h

A, =Y —or—n btz MERA~DOT 7 EAX (658—) B LTL
722N,

BEEEFIINOF T EN -2 —F—RE{E TV —r o — R To—V o b — 22377
BIZDDIREA MR TAHEREZR > TWAZ 2R LEST, =Y bOY—E X
DER] 22 L T30,

e R—FEINTWDET Ty FT7+—45, B, BLOP=Z—V =22 DA A )L FJE%E
R LET, V7 27— ORI 2B L TLEE N,

A—H—OA—)LEI—D Y MERADT VR

1. — MNEHOFAEEIX., Ml a 77 A0 OfERkE TR A > 5 > b OEREIC D2
T EATEET,

2. N— MEFAOPTEEIZ. AT 2HAICOHBEMT SR T w7 7 A VAR L.
FAT 57 4 VERHPICEN T ATV = MIOBER T e 7 7 A VA TE
B

YIb+hYz7I—z bk .
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installer  Upgrade  Convert to Enforcement Agent  Configure

Agent Config Profiles
Name 1 Config

Enforcement
© Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
© Allow Broadcast
© Allow Multicast
@ Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB

Flow Visibility

Default © Flow Analysis Fidelity - Detailed
© Data Plane
© Auto-Upgrade
X PID Lookup
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB

Process Visibility and Forensics

X Forensics
X Meltdown Exploit Detection
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 256MB

View Deleted Agent Config Profiles

3 EEMERLI—Y—D[VI bDzT7I— 2 MER (Software Agent Config) 13 7

Distribution Agent List

Create Profile

Actions

Create Intent
oo |

Agent Config Intents

= Apply profile Default to filter [ Edit

View Deleted Agent Config Intents

Crea!e Intent

Interface Config Intents

No intents found

Crezte Config

Agent Remote VRF Configurations

No configs found

3. YA MEEHEZ YL, A X —T = AERA T &V E— N VRFEROIET %
aite, [=— Y= MEK (AgentConfig) ["N—Y DT XTOIAYR—R MIT 7 EAT

TET

Installer  Upgrade  Convert to Enforcement Agent  Configure

Agent Config Profiles
Name 1 Config

Enforcement
© Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
© Allow Broadcast
© Allow Multicast
© Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB
Flow Visibility
Default © Flow Analysis Fidelity - Detailed
© Data Plane
© Auto-Upgrade
X PID Lookup
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB
Process Visibility and Forensics
X Forensics
X Meltdown Exploit Detection
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 256MB

Enforcement
X Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
© Allow Broadcast
© Allow Multicast
© Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB
Flow Visibilty
M © Flow Analysis Fidelity - Detailed
© Data Plane
© Auto-Upgrade
X PID Lookup
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB
Process Visibility and Forensics
X Forensics
X Meltdown Exploit Detection
© CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 256MB

View Deleted Agent Config Profiles

YIb+hYz7I—z bk

4:94 FEBFEIL—Y—D[VIT bz T7I—2x 2 MER (Software Agent Config) ]3 7

Distribution Agent List

Create Profile

Actions

Create Intent

Agent Config Intents

= Apply profile Default to filter Tetration

Apply profile Default to filter Everything

View Deleted Agent Config Intent;

Creale Intent
Create Config

Interface Config Intents

= Apply VRF Default to filter Tetration

Agent Remote VRF Configurations

No configs found




| voryz7I—ozob
VI T7I—Cy FOER .

YIrDz7I—Cx FO¥ER

VIR 2T =V M, I=Cx Y MERTRI7ANLEA R M) T4 LR ET2iT
SEICEEMIT AT =V MERA VT b EERTH Z LIk > TSN E T, FEMLC
ONTEE, MRV OFEEZZRELTIEID, BOIC—H LA T v PRFT—
Ty MZEH ZIE T, Secure Workload EEHIZIL., FFEDHER T v 7 7 A MIZEEA T B
TWRNWTRTOT—V o MIEAEND, T 74V bOT—TV =2 MERPEITFEL E
T

R5:VI D F7I—CxY bOEE

Installer Upgrade Convert to Enforcement Agent Configure Monitor Distribution Agent List

Agent Config Profiles Create Profile Agent Config Intents Create Intent
N: L Confis Actie
e ome ctions = Apply profile Default to filter Tetration

Enforcement
© Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
© Allow Broadcast
© Allow Multicast

Apply profile Default to filter Everything

© Allow Link Local Addresses View Deleted Agent Config Intents i
© CPU Quota Mode - Adjusted (3%) el et
© Memory Quota Limit - 512MB Interface Config Intents
Flow Visibility
Flow Analysis Fidelity - Detailed =
Default O Flow Analysis Fideiity - Detaile Edit JE= = Apply VRF Default to filter Tetration Delete
© Data Plane
© Auto-Upgrade
X PID Lookup
© CPU Quota Mode - Adjusted (3%) Agent Remote VRF Configurations Create Config

@ Memory Quota Limit - 512MB
Process Visibility and Forensics

X Forensics

X Meltdown Exploit Detection

© CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 256MB

No configs found

Enforcement
X Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
© Allow Broadcast
© Allow Multicast
© Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB

Flow Visibility
M © Flow Analysis Fidelity - Detailed

© Data Plane

© Auto-Upgrade

X PID Lookup

© CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 512MB
Process Visibility and Forensics

X Forensics

X Meltdown Exploit Detection

© CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 256MB

View Deleted Agent Config Profiles £

YIb+hYz7I—z bk
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Software Agents Configure

I taalbasr Upgrack Convert io Enforcarmant Ageni Configurn Moritcr Diistribution Agem List

Agent Config Profiles m Agent Config Intents m

Mame Canhg Acmans -
Apply profie SENADEE 1o Hier SENAD2E_Agents 32 Eds

Enfercoment
O Enforcament
0 Vindows Enforcamen Mode - WHE
2 Pruserve Rules
B Alow Brosdcast
B Alow Mukicas!
@ Abioey Lisk Lol Adddiviced Apply profils Defaut 1o fitee Bverything
B CPU Cusna Mo - Asjustad (3%
B Mamary Cucta Limi - 512MB
Flo Visibiimy Wierer Daleted Agent Conhyg Interts 75

@ Flerw Anuibysis Fidaliny - Dumind R m
& oo - Interface Config Intents

Edit |1=

Apply profile SEMA0ZE to fiter SEN4O2E_Agaenis Ed=

Dalat
No interas found
dinn

Miode - Acjusted [3%])
& Mumary Qucta Limit - 51IMB

O Cleanup Beciod - 3 o
8 Flovws Disk Cucta - S12ME Agent Remote YRF Configurations m

Frocess Visbilty and Forensics
& Forenucs

Mix sdifie Touned

& TP et Mg Al uspacd (3
@ Memory Duasa Lirii - Z55ME

Enforcement
@ Enforcoment
@ Vindows Enforcement Mods - WP
. Prissanst Rules
& Alcay Brasdcast
O Alow Mukiasi
& Alcay Lisk Local Addoesses
B CPU Cuin Mode - Acjusied {7%)
@ reemary Quotm Limk - 51208
Frow Wisibi iy
@ Flzw analysis Fidoliyy - Conversaions
B Dt P

- @ Auto-Upgrade Edit
SERMOEE % PID Leckug =
¥ Servics Pratection =

@ CFU Cupia Mode - Adjusied {3%)

& tdmmary Cunta Limie - 57200

2 Cleanup Perled

0 Flevaic Dbk Chucitia - S12ME
Process Visiblty and Forensks

@ Faie

1 Pooses Visitl by

@ Package Visks ity

 Febulyeboan Expriit Daanctiann

& CPU Gunta Mode - Acjustsd {3%)

& Fedumary Oueta Limit - 25608

Wigwy Dabelud Agent Canbg Profikes iE

I—CIxVhEETOT7AMILDER

1R BHHIIZ
V7 N7 ==V = FEREOEM EAHESRM (65 X—) BB LTIEEN,

FIE

ATy T EloFesr—r a2 3—T, [BEE (Manage) |>[T—Y x> b (Agents) |27V v 27 LE
—éAO

AT w72 [Configure] ¥ 7% 27V v LET,

ATV T3 [T 7 A VDR (Create Profile) | RZ %27V w7 LET,

RT9T4 Ta7 7 ANVOARTEANIL WMH) | 7a 7 7 A NVEFATE 2FMHABRLET,

. YIbkHz7I—CU bk
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ATFYTE ORI A FENTWE T 4 —/L RIC#EYMEEZ AT LET,

= 1 EAKE
T ay £5ER
HE1T [£%) (Enable) |: =—Y = > hTORY v —HEANLET,
WHEENCT DL, ==V = MIRBICZE LR U—ky h&T
CIHEALET (FEETD58) .
[#£%) (Disable) | (F 74/ ) ==V MIRY O —ZEHALEH
Ao
GE) AL SN EHAZEN L THrLHEANCTSE, 774
T —NVORERZ VT S, Y v T A—LDT 7 4L b
T/ a v ALLOW IR E S E T,
V=L OEE  |[A%) (Enable) |: ==Y = NDEFED 7 7 A4 T 7 — L b— L A{RHF L
(Preserve e
Rules) ]

[ME5h (Disable) ] (57 4 /L k) : Secure Workload 7> 5@ AR U o —/L—
NEEHT RN, BBEDO 7 7 AT U — N b— %7 VT LET,

BEILT T F 74— Lo TRZRVET, £7 T v b7+ — LD

ERHEERT AL, ZTORF2 A FT [—LOfFE] R LTLEE
A

[Tr— %y R
~OFFR (Allow
Broadcast) |

[F%) (Enable) | (T 74/ 1K) : 77AT U4 — W —LEEBILT,
J—7u8—ROANBIOH N7 a—FXxy XA~ N7 7007 &8 LE
‘3‘0
[#%%h (Disable) ]: V—/vZBMLEHA, T—Y 2 bOT 74V FRY
=Ndeny THLHE, TR—FR¥FY AL NT T4y 73 NryFENE
7

[T Fx AR
DOFFA] (Allow
Multi-casting) ]

[£6%) (Enable) ] (7 4/ 1) : 77 AT T4 —/WIL—/LEBIMLT,
T—7a—ROATTBLOM NIV FXY AN NT 7 4 v 7 Z3F LET,

[#%7%h (Disable) ]: V—/AZBMLEHEA, =—V = bOFT 7 4/L bR Y
—Ndeny THLGE., vAVTHFX¥ AN NI 74y 7 I RuyranE
‘é—o

[V Zo7m—H)v
DOFFHA] (Allow
Link Local) ]

[5%h (Enable) 1 (T 74/ K) 77 AT U4 —M—LEBIMLT,
J—rua—RDYrr7a—hv7 RLVAD ST 7 4 v 7 & LET,
(&%) (Disable) ]: V—/VZBMLEFA, =—T 2 FOT 74/ RV
v—2deny THHHE, VAV FXXY AT 7073 Rey&nE
7

YIb+hYz7I—z bk .



B - rgedosrqLonm

PRANEY ST DS Y |

rFvay &5 BA
BRATAERAD KL (Adjusted) | (F 740 ) : CPUKIRIZ., A7 A Ed CPU
CPU ’7 =3 | OIS LTI SNET, 72L& 20F. CPURBIRRA3%IZERES TV T,
T—F AT AT 10D CPU B D H|H, ZOF—REBIRTHE, =2—V =
v MEAEF30% (EALCHIE) OFERBFFISvET,
[EA7 (Top) ]: CPUMIFRMEIX, P B 2 —&—F L ET, =& 2,
@Uﬁ@ﬂ?%pﬁiéhfwf VAT LT 10D CPU 3D & L E
T, TOBETH CPUMEMRIZI% OFF L7209, ZhiEnv#HliR
DEELWE— RTT DT, BERGHICORMEHL T ZIN,
[#%%h (Disable) ] : CPU HlIFREERED NI /2 4, =—V =2 ME, OS
TSN TS CPU Y V—R&HLET,
FEAMIZ OV TTIE, agent cpu slapdf Z#Z ML T 7Z &0,
[CPUZ #—Z il | ==Y = bIMEHTE 2 VAT LLERE IO EEOHIRZ /X—F > F T
IR (%) (CPU |[fEEL %7,
Quota Limit
(%)) ]
[(AEVZ 4 —F | TavARHEHTEHAEVHIREZ MB AL CIRELET, Yk ARZ
iR (MB) ORIRIZEST 2 &, FRE) L ET,
(Memory Quota

Limit (MB)) ]

[WindowsJi /]
Tk
(Windows
Enforcement
Mode) ]

Windows V—7 B2 — RTClX, =—Y = MIUTFEEHL TRy hU—7
Y =M TEET,
» [WFP] : Windows Filtering Platform (Windows Filter Engine C WFP 7 ¢
NEHEREETR T TIV T LET)

WFPE£— R TOWindows 77 v b 7 —AlIl—Y = baiEf (45
R—=) EZRLTIEIN,

+ [WAF] (7 /v }) : Windows Advanced Firewall,

WAF £— F®D Windows 77 v 7 4 —ALTHOZ—Y = hOwH (42

N=Y) ZRLTIIZEN,

. YIbrkYHz7I—CU b


https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/agent_cpu_sla.pdf

| voryz7z—ozon

—vryvrgernrrnonn ]

*12: 70—QaHEHSE

Fidelity) ]

T4—ILF Bl

[RENIENT D IEZE | [ > 73— 3 > (Conversations) |: X CTHOEUH—Th " t— 3
 (Flow YE—REAMITLET,

Analysis

[F£ff (Detailed) | (F 74/ 1K) T X_XTOEU—TiEME— REZAR)

W LET,

Data Plane (%) (Enable) | (F7 4/ 1K) =T = bRy FRAZITLR— M &k
fgcEdko2icLET,
[#£%) (Disable) |: =—Y = FDLR— M EZELIC L ET,
EEJJ?y 77 |[A%) (Enable) 1 (F 74/ b)  H LWy — U BRI AREIC R o7 &
L—F XT, ==V MEHBIMICT vy S L— R LT,

[#%h (Disable) |: =— Y= NEHBMIZT v 77 L—RLEHA,

[PID/V > 77 >
7" (PID
Lookup) ]

[£%) (Enable) |: =— Y= hCPIDIL Y7 T v 72N LET, A%
WZT5E, ==V ME, Xy NU—r Ta—%2U—7 u— RTHETH
OF e REEMTHLIRA N T 4 — N CTRAE T, ZOEET=
A RNDBDPNDLAEREERNH DT, =—V 2 MIFT T AKR— A 71
TERITSNDBIEOEZIH LT, CPUA——~y FEHIEL £, %
ERANZIR>TNTH, o7 —nE0 7 at 226 BEEAMIT 6
TWRWEENRH D 7,

[fE%h (Disable) ] (77 4/ )
MM LFER A,

2— 2 N TCPIDIVY I T A

YIb+hYz7I—z bk .
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PRANEY ST DS Y |

J4—ILF

Bl

$— B RO
(Service
Protection)

[6%h (Enable) ]: =—Y =¥ hCTH—ERADOL#EEENLET, AT
T5L, 2—P—lZL D —EROEHL, =—V =2 FDOT A A F—
NV, BEOY—E2OB/EEN, =—Yx MIEOWBRNET, 2720
P ADOR#EL TN T DL, 22— — T &FiEx=—T = FDELL
FLET AV A N—AETH) ZENTEET,

GE)

e —VxV FOBREOEET v 77 L— NELTHHEI.

P —ERADREETHZ LN TLTES N,

s T —Vxy bNOFET v T L— RETHOHAIT. —F

ADRHEEAIT LRV TL Z &0,

o —E2AOMHHEIT, WHT T —RKETay s LET

(f A N—=F A7 U7 KO -forceUpgrade 47> = > Offi

M7 E) .

= ADEHENEN 2> TVDBEE, VAT AL

TR ENTT v 77 L—RiZy— AL AITHERE L 9,
(M%) (Disable) ] (*) : 7 74/ FTlX, =—V =¥ hOY—ERDORH#
WX 2> TWVET,
[F£fl (Detailed) | (77 4L 1)
iLET,

GE) Z

LT RTOE Y —THME— FEAR)

DOFREIX, Windows =— Y = N TOAEHATE £,

[CPUZ +— %
£—F (CPU
Quota Mode) ]

[Fi#s % 7 (Adjusted) | (77 4/v ~) @ CPUIRIZ, A7 A LD CPU
OGS L CTIREINET, 72L& 21X, CPURIBRMN 3% IR E I N TV T,

VAT AIZ10fED CPU B H DG, ZOF—RFEZERTLE, =—V=x
v MEAEF30% (EALCHIE) ORI SivET,

[EA7 (Top) ]: CPUMIBRMEIX, F¥ i =—L— L3, =& 2,

CPU fIfR2N 3% ICRESNTWT, AT AIZ 10D CPURHDH & LE
T, TOBETHL CPUMHARIII% OEF LA F3, 220 HIR
DEEFLWE— RTTOT, LERGHEIZOHMEHAL TS ZI 0,

[#€%) (Disable) ]: CPU fill[REERENS MEZNIZ /20 £ 9, =— T = > ME, OS
TSN TWAHCPU Y V—R&EHLET,

FEARIZ DWW T, agent cpu slapdf ZZBM L T 72 &0,

[CPUZ % —# il
R (%) (CPU
Quota Limit

(%)) ]

T—Vxr FMERTE DV AT DMLBEE ) O FEEEOHIRZ /S—F > R T
RELET,

. YIbrkYHz7I—CU b


https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/agent_cpu_sla.pdf

| voryz7z—ozon

z—vrvrgrETnrrirons

T4—ILEF B2l

AV 75 —F |7 ARNEHATEDLAEVHIEEZ MB L THRELET, et RAnZ

HIBR (MB) OFIRIZET D &, Fi#) L ET,

(Memory Quota

Limit (MB)) ]

(V=279 | [G%) (Bnable) |: =— V=2 FNOEBZ U —0 T v 752 EDICLET, FF

H#iE (8) TIT 4T ler—Txr MEHIRTHETOREEATILET,

(Cleanup period B R ] )

(days)) ] [ (Disable) ] (F 74/ b)) ==V =V NTCHE}Z V=0T v 7%
BN LEREA,

[FRENMENT DEFE | [H > 73— 3 > (Conversations) | : T _XTCHOEH—Th " k— 3

. (Flow YE—FEZAMILET,

Analysis

Fidelity) ]

[FEM (Detailed) | (T 74/ k) : TXTCOE UV —TiEME— R HR

I LET,

Ta—0DT 4 A
70 F—F

(MB)  (Flows
Disk Quota
(MB))

RFSND 7 —7T —ZDEF A ZHilfR%4 MB BAL THE L 7,

71— DIRFfE
(h) (Flows
Time Window

(h))

TV bR T =Xy FF ¥ LT —DVARFET DLEN D S
M &AL T E LT,

[Za—0DF 4 A7 7 4 —4 (Flows Disk Quota) | 721 [7 v — D RERI#
(Flows Time Window) | (A A=A E 2| IRFIN—2A D —FT—3 3
V) HFERTEET, [7 2 —OKFHF: (Flows Time Window) ] Z 1% 7%
L. [7ue—DOF 4 AV 7 x—4 (Flows Disk Quota) 1% 16GB IZF%E X
i‘é’ [7a—®OF 4 A2 7 +—4 (Flows Disk Quota) ] % 0 [ZFXET 5
. COMERBIIESNIC R £, Ta—F —Zik, VA XHIRE ISR
%Uﬁﬁ EThHltue—T—TaryanEd,

YIb+hYz7I—z bk .



PRANEY ST DS Y |
B - rgedosrqLonm

6: 7 0—MaERM%E

Enforcement

Enforcement

Enable (®) Disable (|

Windows Enforcement Mode

WAF (& WFP (Default)

Preserve Rules

Enable (®) Disable (Def

Allow Broadcast

® Enable (Default) Disable

Allow Multicast

® Enable (Default) Disable

Allow Link Local Addresses

® Enable (Default) Disable

CPU Quota Mode

Disable @ Adjusted (Defz

CPU Quota Limit (%)
3

Memory Quota Limit (MB)
512
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| voryz7z—ozon
I—Vx U bRETOT7AILOER .

YIb+hYz7I—z bk .
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PRANEY ST DS Y |

R13:TOCRADAREE TA L VPV IRE

T4—ILF

Bl

THLUDYY

[4%) (Enable) |: =™—Y x> b CTH LU Vv 7 2HMILET, ZOK
AEIL. KD CPU IR CHE S L7iBIND CPU YA 7 V%44 5 rlRENE
NHDHZEITEELTLLESN, =L 21E, CPUHIRN 3% T, Z OHERE
MEN o TNEEES, =—Txr MIBETHRK 6% 2HHTX % &
BELET,

[#%) (Disable) | (77 4/ 1)
[/ i —a‘o

o=V T F LYy T BEIC

[Meltdown =27
27 mA Mg
(Meltdown
Exploit
Detection) ]

[£%) (Enable) ]: =— = kT Meltdown =7 27 11 A MEHEZANIC
LES, ZOMEZEMT DT, 74V y 7 2G0T 2 0ERD
DEF, FEMICOWTIZ, TE#HM] © T¥ A FFyxr] 22RLTL
7ZEW,

[#%7%)h (Disable) | (7 7 A4/L 1)
MR A D L E T,

: T—Yx b TMeltdown =7 A7 A

[CPUY +—#
E— K (CPU
Quota Mode) ]

[AHEHE A (Adjusted) | (F 74/ ) : CPUHIBRIL, A7 A LD CPU
OIS U TR SN E T, =& xIE, CPURIFRN 3%IZRE I TV T,
VAT AIZ10EHD CPU 3B 586, ZOF—REERIRTLHE, =—Tx
¥ MEEF30% (ERLTHIE) OERRFFTSET,

[ (A7 (Top) ]: CPURMIMRMEIX, F¥ i 2 —E—LET, =& xIiE,
CPU IR 3% ICREENTWNWT, AT AIC 108D CPU»RH5H & LE
T, TOHBETH CPUMARIL3% OFEF L7720 F9, T vk
DEELWVE— RTTDOT, LERGHICORFEH L T ZEN,

[#%7%) (Disable) ]: CPU HlFRAMSEENIENIZ /2 9, =—Y = ML, OS
THAIENTWDLCPU Y Y —2Z2FEH L E,

[CPUZ #+ —# #ll
R (%) (CPU
Quota Limit

(%)) ]

TV MIMEATE DU AT LLERES D EBEOHIRZ /S—k 2 F T
BELET,

[(AEV 7+ —%
iR (MB)
(Memory Quota
Limit (MB)) ]

Tav AMEHTE 5 AEYHIBAEZ MB EALCTIEELET, Frixinz
OFIBICEST S L. HiEE L £,

. YIbrkYHz7I—CU b

ATYT6 [R1F (Save) 1227V w7 LET,


cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_146

| voryz7z—ozon
-z Rl o7 rots

RDERY

DT T ANET =2 MERTEA T MCEEMTET, =V = MERRA T

cOERR (77 X—2) EZBLTLLEIN,
I—xr MERA TV FDOERK

48 SRS
« VT MU =TTV MEREOEM EHIHERME (65 =) ZZRLTILZEN,

TV MNRETO T ANEER LET, ==V FRET 0T 7 A LVDIERL (68
R—=) BEBRLTLIEE N,

FIE

ATy EloFEesr—ra 3=, [EE (Manage) |>[T—2 x> b (Agents) |27V v/ LE
-éAO
AT w72 [Configure] ¥ 7% 27V w7 LET,

ATY T3 [2—V = MERRA T & (Agent ConfigIntent) | R LORIZH D [ > T > b DIERKL
(Create Intent) | ARZ > %227 U w27 LET,

ATV T ORI A FENTWE T 44—/ RIC#EYMEEZ AT LET,

J4—ILEF Bz
[7u~ 7 A/ (Profile) ] (ZH) BFEOTm 7 7 A VDOLHZA L, Fry
THI A a—InLEDT a7 7 A V4%
BIRLET,
[7 4 V% (Filter) ] (WZ2H) TR D7 4 VB ETII3FHO LT 2 AT 5

N Rey X Ama—nb[H LT ¢
V2 DYERL (Create new filter) ] Z32R L £
R

T 4 VHE OLEROFERIZ oW T, T7 41
X BRI TSN,

ATv TS5 [fR17FE (Save) |27 U 27 LET,

YIb+hYz7I—z bk .
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PRANEY ST DS Y |
B - rove—rwsEorEm

E8:T—Uxy MERA YT b

Agent Config Intents

Apply profile Default to filter Everything

I—ox2 b®DY)E— b VRFEREDERK

Z XX, Secure Workload V¥ 7 k ‘73‘—77:1:»—“/“:‘/ NZ VRF #E0 Y4 CHERICHESE S D ik
T9, Secure Workload 777 A4 7 A%, ZOELMEH L T, Secure Workload 7 77 A 7
VANDEGERFIC T —Y = v M 2‘%75%5 V—ZPT RL ALY —ZR— MIHESNT,
VREZ Y7 =T Y —IZEY Y TE4,

FIE

AT o el —va =T, [EE (Manage) |>[T—2 x>k (Agents) |27V v/ L&
75

AT w72 [Configure] ¥ 7% 27V v LET,

ATFY T3 [2—V = FDOVUE— FVRFEE (Agent Remote VRF Configurations) | fLH L OR{IZH 5 [F%
TEDIERL (Create Config) | RZ %27V v 7 LET,

ATy T8 74—V Rl ez AL, [fRTF (Save) 127V v LET,

. YIbkHz7I—CU bk



| voryz7I—ozob

A3 —T(4 R

ATy I

ATvT2
ATvT3

ATvT4

1v8—71 42884 >7> roki ]

9:1)F— bk~ VRF%

Agent Remote VRF Configurations
Apply VRF
Source Subnet

Source Port Start
0

Source Port End
65535

¥RA T FOYERR

VRF #=— = MBI Y THHER SN D HiE, VE— b VRE KRR EZHHT 5 5k
TT, FNRS—ATTIN, T—V L FMRAMIBEROA L Z—T A AN, B s
VREFZEID Y CHLBERSH LGS, 22—V =AM v X —T = A AW A T " EERLTA
VHE—T 2 AZVRF #E DB THZENTEET,

FIE

ERoOFesr—v a2 3—7, [EE (Manage) |>[T—Y x> b (Agents) |27V v/ LZE
R

[Configure] # 7% 7 U v 7 LET,

[f > —T = A A& A > 7> b (Interface Config Intent) | R L DOFEIZHD [T > FD
YERK (Create Intent) | ARHZ %27 Vw7 LET,

WDOFIZY A NEINTWDT 4 —)L RIZHEYR2MEEZ AT LET,

TJ4—ILFK Bl

VRF (W) Fay X A =a—)5 VRF %
IR L E9,

YIb+hYz7I—z bk .



PANEY £ A

B sz rzxtm T rotR

J4—ILFK B

TaNE (WZH) BEGFD 7 4 V4 E T I#H 04 i %
AT DHH, Ray T HT A= o= [
LW 7 ¢ VX OVERL (Create new filter) | % 3%
RLUEF,

T 4NV DIEROFERNZ OV, T7 4
] BBRLTLIEEN,

ATY TS5 [R1F (Save) 1227V v 27 LET,

10: 428 —T A RZKEA VTV

Interface Config Intents

Apply VRF | Default v | to filter ’
@® Everything

@ Filter
No intents found @ Test
@ Default
Agent Remote VRF Configurgd  ® Unknown
@® Tetration

No configs found
@ Tetration:Campus

@ Tetration:Internet

Create new filter

5 of 42 matching scopes shown

G¥) CatchAll A > % —7 = A AERA 7 > b SN0 E W) BEEIORTEN & v
F9, ZhUE. KVEEIENOEmWA VX —T = A AERA T b Ea—
HIBRT 25 BICOARYTUTEV ET, TOEHI LGS, =— V= MIT 740 b
@ CatchAll £ T2 MZ 7+ —NA Ry 7 LER A,

. YIbkHz7I—CU bk
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| voryz7z—ozon

7—4 O0—

W ADE T

ATy T
ATvT2

ATvT3

RTv74

ATy TH

ATvT6
ATy 17

D—sn—kInTrALTOREEI—Cr Y txF—520%

7RI 7ML TOFMGTI -z bPRT—

FIE

FROFIEGEST, ==V FORAT—Z A &R LET,

[EMH=—Y=> & (Enforcement Agents) | ~X—3 T, [=—Y = hOSHAH (Agent OS
Distribution) ]2 27V v 27 LET, OSZERL, RNy 7 ZADL EBICHLT7 4 NFAA—T %
7Yy LET,

[VY7ho=zT7xT—V x> bU AL (Software Agents AgentList) |»X—Z, =—V = kL
RLUT=0S DN —HRRINET,

[T—Y =2 b (Agent) 1227V w7358, [2—Y = hOFFEM (Agent Details) 1 &7 3
UIFERENE T, PT KL A&7 Y v/ LT, [V—27u—K7ua~7 71/ (WorkloadProfile) ]
N=VICBELET,

[V—7u—K7a 77 A/ (Workload Profile) | X— T, "A NFmrT77A), =—T =
YRTRT AR, EiE, R e Sy = T AR Ty T ay b
B AE—T A X, FEh, RV —, ar7F R —RE oxz—r = MNEAF O
MFHRARRINET,

[%& (Config) 1# 7% 27Uy 7 LT, =V RKAMNDEELERRLET,

KV > — (Policies) 1 #7 %2V v 2 LT, =v KX MIEASNERY v—%Fr LE
T

YIb+hYz7I—z bk .
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1n:79—90—K70774)-%E

LABELS AND SCOPES Config

AGENT HEALTH

LONG LIVED PROCESSES

V7F7171—9I>F|

Config Intent ¢

Apply profile enforcer to filter Enf-Workloads

Config Profile ,#

PROCESS SNAPSHOTS

Enforcement

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH
CONTAINER POLICIES
NETWORK ANOMALIES
FILE HASHES

DOWNLOAD LOGS

12:0—50—F7a774)L-KR)—

LABELS AND SCOPES

Aug 3 12:20pm - Aug 4 12:20pm ~

Concrete Policies

AGENT HEALTH
LONG LIVED PROCESSES
© Enter attributes...

PROCESS SNAPSHOTS

Displaying 218 out of 218 concrete policies

@ Enforcement

@ Windows Enforcement Mode - WFP
X Preserve Rules

@ Allow Broadcast

@ Allow Multicast

@ Allow Link Local Addresses

@ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB

Flow Visibility

@ Flow Analysis Fidelity - Detailed
@ Data Plane

@ Auto-Upgrade

X PID Lookup

@ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB

Process Visibility and Forensics

X Forensics

X Meltdown Exploit Detection

@ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 256MB

INTERFACES Loading stats for 0 / 218 m
policies

PACKAGES Y oty 1 Packets 11 Bytes 11 Actions 11 Direction 11 Family 11 Proto Tl Src Inventory 11 srePorts 11 DestInventory 11 Dest Ports 11
VULNERABILITIES 1 N/A N/A ALLOW INGRESS 1Pva TP any any 172.21.95.163/32 22
CONFIG 2 N/A N/A ALLOW EGRESS 1Pua Tcp 172.21.95.163/32 22 any any
STATS 3 N/A N/A ALLOW INGRESS 1Pva Tcp any 22 172.21.95.163/32  any
ENFORCEMENT HEALTH 4 N/A N/A ALLOW EGRESS 1Pva Tcp 172.21.95.163/32  any any 22
ONCRETERGIBIES 5 N/A N/A ALLOW INGRESS 1Pua st ubuntuhosts any 172.21.95.163/32  any
CONTANEREOLICES 6 N/A N/A ALLOW EGRESS 1Pua st 172.21.95.163/32  any ubuntuhosts any

¥ N/A N/A ALLOW INGRESS 1Pva ST ubuntuhosts any 172.21.95.163/32 any
NETWORK ANOMALIES

8 N/A N/A ALLOW EGRESS 1Pva ST 172.21.95.163/32 any ubuntuhosts any
FILE HASHES

9 N/A N/A ALLOW INGRESS 1Pua stP ubuntuhosts any 172.21.95.163/32  any
DOWNLOAD LOGS

10 N/A N/A ALLOW EGRESS 1Pua stP 172.21.95.163/32  any ubuntuhosts any

17 N/A N/A ALLOW INGRESS 1Pva sTP ubuntuhosts any 172.21.95.163/32  any

12 N/A N/A ALLOW EGRESS 1Pva sTP 172.21.95.163/32  any ubuntuhosts any

13 N/A N/A ALLOW INGRESS 1Pua SUNND ubuntuhosts any 172.21.95.163/32  any
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| voryz7I—ozob
z—vrvioyh—i ||

>

N -~
I—ozxz2 DY) R—L
T—V 2 FOYFR—AT, BEEZL L T LI AND TaaS 2, £ TaaS b4 71 2
ANCRATT AT DIERENE T,
a—H¥o—)L
o A NEELE
e WAH < —HR— bk
TaaS |[ZBh#ET AB4T. HFIC TaaS 54> 7L I A~DBITEIT O BRI, N R— K
F— L EBEETHIVNERDH D 7,
J—4 70—

T I T4 RN—v g rF—, BUH—VIP, BLOkBUY—CAGEAEEZASNL, Uk—2
DL (83 X—) HITWET,

e UR—LTHT—T 2 FOFR (85 —) |

« VIR—LDWHE (86 X—) ,

)

CGE) VR —RAX, IV TARLERET T IAT UV ARIKDOT 7T 4 €T 4 T, —EICBHTE 5%
FIZ1O7EFTT, BT LEL, 2=V = FOYR—LAZENTLL2HRLET,

) R—LDEMIE

FIE

ATy EloF e —yvarA=a—7T, [F## (Manage) 1>[V—7 v— K (Workloads) ]>[=—
Yx b (Agents) 127U v LET,

AT9 T2 [2—V= Y A (AgentList) | ¥ 7 %27V 7 LET,

ATV T3 A=ma—TA4arvwr7)Vy s L, [2—Y =2 hDUr—2L (RehomeAgents) | 2R L EJ,
13: T—> x> DY) R—L (Rehome Agents)

Software Agents

Installer  Upgrade  Convert to Enforcement Agent  Configure  Monitor Distribution ~ Agent List

AGENTS FILTERED BY TENANT Default
© Erer atbutes. o i |

Displaying (1 to 3) of 3 matching results (1 selected) @

+ Download all resuits

Rehome Agents

First Check-in~ | 4 | Show| 20 v | ltems per page

YIb+hYz7I—z bk .



B vr—rosmt

PRANEY ST DS Y |

AT T4 [t—T = FDYAR—2 (AgentRehoming) |V 4> R T, WROFEMAEAI L E T,

TJ4—ILF

B

SEAEHIFH DT 7T 4 N—a L F—
(Destination Scope Activation Key)

1. [‘&# (Manage) |>[V—7u—K
(Workloads) ]>[T=— = I (Agents) ]
(BB L £,

2. [M>A =7 (nstaller) | ¥ 7 %27V >
7 LET,

3. ROy =V A A M—=T &AL
7= F#EA > A h—/L (Manual install using
classic packaged installers) | &R L £ 7,

4. [k~ (Next) 127V v 27 LET,

5 [=—Yxzr DT I T 4= arF—
(Agent ActivationKey) | %27 U v 27 L%
o

6. [F— (Key) |DfEix = — L, [5usc&ibH
DT 7T 4 _X— 3 F— (Destination
Scope Activation Key) ] 7« —/L RIZHE D
£,

%651 Y —VIP (Destination Sensor VIP)

1 [T v F74—2 (Platforms) [>[27 T A
2 % 7E (Cluster Configuration) ] (28 L
\ij‘o

2. [ ¥ —VIP (SensorVIP) &=t —L,
[585C1 > ¥ —VIP (Destination Sensor
VIP) |17 4 —/V RIZRE O (T £,

HTTPS 7O *% <

T RART Y RBEICTeX A FERT S
WIZE—T x> NTREE 72 D551,
TRFYRALERIIT RVRAEASNLE
R

565 Y —CAGEBAZE  (Destination Sensor CA
Cert)

1. [F7 v F7x—24 (Platforms) [>[7 T A
X & E (Cluster Configuration) ]IZFE)I L
7

2. [BErH—CAMHIEDF 7 n— |
(Download Sensor CA Cert) | %27 U w7
LEd,

. YIbrkYHz7I—CU b
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14: -2 bOYR—LOEHE

yh—sds—orv roER [

Software Agents

Installer ~ Upgrade  Convert to Enforcement Agent  Configure  Monitor  Distribution ~ Agent List

© Enter attributes... X

Displaying (1 to 3) of 3 matching results (0 selected) @

Y O Hostname Agent Type

collectorDatamover- 3 Enforcement
[m] collectorDatamover-2 © Deep Visibility
o collectorDatamover-1 © Deep Visibility

1P Addresses

.11 more

10 more

 Downloada resuts

[ First Checkin = [ 1 | show[ 20 + | items per page

SW Version Platform First Check-In

©3.8.1.2230120.21.43.maind...  Ubuntu-22.04 Feb 22023 11:41:40 an

©3.8.1.2230120.21.43.maind...  Cent0S-7.9 Jan 21 2023 06:26:02

© 3.8.1.2.230120.21.43.main.d... Cent0S-7.9 Jan 21 2023 06:26:02

ATy TH

[T—Y =2 bD Y KR—2DFZ (Enable Agent Rehomeing) ] %7 Vv 7 LET,

REPRIFESNET, [UAR—2L (Rehome) | RZ U3 BICRRENET,

JiR— LT HI—TTY

FIE

NOFESIN

ATy Tl =—V 2 FEERLET,
ATFv T2 [VUA—2L (Rehome) |27 U7 LET,
B15: ) R—LTEHI—2x FOER

Software Agents

Installer ~ Upgrade ~ Convert to Enforcement Agent  Configure ~ Monitor  Distribution ~ Agent List

© Enter attributes... x

Displaying (1 to 3) of 3 matching results (0 selected) @

Y O Hostname Agent Type

collectorDatamover- 3 Enforcement
m] collectorDatamover-2 © Deep Visibility
(m] collectorDatamover-1 © Deep Visibility

1P Addresses.

11 more

.10 more

2+ Download all results m
_Flrs‘ Check-in » -1‘ Show

SW Version Platform

Items per page

First Check-In

© 3.8.1.2.230120.21.43.main d... Ubuntu-22.04 Feb 2 2023 11:41:40 an

© 3.8.1.2.230120.21.43.main.d... Cent0S-7.9 Jan 21 2023 06:26:02

©3.8.1.2230120.21.43.maind... ~ Cent0S-7.9 Jan 21 2023 06:26:02

ATy T3 WO 1TV (Yes) 1227 U v 7 LET,

YIb+hYz7I—z bk




PRANEY ST DS Y |
B vr—rommi

) IR— L DEZNE
Y

GE)  TaaS L DM TEHEDOBERN ) F—LT 256, 4 MEREIZLEhORBEKZEIC
BETLO50EPRHYET, 2FED, UAR—LZEHIL TINTOREEZZ VT L, Lk
BRRIH LT R— L2/ LET,

FIE

AT A=a—TA4arvks )y 7L, [2—Y=> h®DUE—2 (RehomeAgents) | 2R L E7,
ATy T2 [2—Y =2 FD YA —2L (AgentRehomeing) |7V 4> KU T, [T—Y x> hD U KR—LDME
Zhft (Disable Agent Rehomeing) 1% 7 U v 27 LET,

16: T—2 x> bDY)R—LDESNE (Disable Agent Rehoming)

Agent Rehoming X

Enabling this configuration will allow rehoming of agent to a new tenant or a
new appliance entirely. First, enable this feature by providing information
about the new destination for the agents. Next, select the agents on the
agent list page and select the "rehome" button.

Currently enabled agent rehoming configuration:

Destination Scope Activation Key
Destination Sensor VIP

HTTPS proxy

not provided

i

Close Disable Agent Rehoming

ANENTHAIGEDHRANIPY FLADERE

BEHANENZ 2> TWDAERICHARDIPT RLAZEETLHE RANIPHRFRARN 774
T A= — )L TR S 4L, Catch Al MERIZERE SNV T WA IGAITENH 2 AlREMEN &
DNET, ZOTFIVATIE, WOFIETEARNIPT FLAZEFTLHZ 2B LE9,

. YIbkHz7I—CU bk
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ATy
ATvT2

ATvT3
ATvTa
ATy TH
ATvT6
ATy 71

ATvT8
ATvT9

Y bkDx

Ulmn™hohT—

vormz7I—srv a7y IsL—k |

FIE

Secure Workload ULl T, A ED L TH LWL —V =0 MEKR T2 77 A LV EERR L E9,

IP7 RLAZERTIHIMLERNHLHRALN, BIOZOHEWIPT FLAEHLWIPT KLAD
VA NG A YTy NEERLET,

HLLER LT —Y o MERT e 7 7 AN EZDA T MZER L, 47> M ERE
L7,

IO OBRINIZAA FTIE, EHZENZ L TEBMLERH Y 77,
INHDFRARDIPT RLAZEFELET,

Secure Workload Ul T, iFHND 7 4 NV H2 % ZLHDKRA MOF LWIP 7 RLATHEE L E
R

[T—Y = NU—2v—RFa 77 A/ (Agent Workload Profile) |"~—Y D[ v F—T A
A (Interfaces) |# 7 CTIPT FLADOEHEZMEZFLET, [AY T — (Policies) | ¥ 7T, KAV
=R LWIP Y RLATAERSNTWD Z L 2R LET,

FRTIER LA T PBIOT v 7 7 A LV 2HIBRL 9,

HPEHOITLOT— = MERT R 7 7 A NV TEHADEN 2> TWHEEIE, BHZAZNITL
£7

TFI—x DTV TTL—FK

I bhDT7YTIL—F

TV NMNEL, VTN =T 2=V hOKE] THLGH I TWSAZ—V 2 b
REA T NI —0 7u—%FH LT vy 77 L—RT&ET, ==V MRETR T 7
ANVORERIZ, [A%) (Enabled) ] 7213 [#£%) (Disabled) ]IZT&E 2 [HET v 727 L—FK
(AutoUpgrade) |47 > a vBNdEd, A7 a0 [A%) (Enabled) 1i1272-> TWAHEE,
AR RN T 4N BRI —FT o —2 = ME, FIHATREREHA—Ca DY 7 b
UV TICHBEMIZTY v 7 L— RSk T,

WDE s aryTiE, VIZ N7 o—Vxr NREA VT N — 7 7ua—5 LT, V
TN 2T 2=V bOT v 77— REHEEFRET B HIEICHOWTHBA L ET,

1. [A>~_Xr Y7 40% (InventoryFilters) ] ~—TA X2 b 7 4 VEZEZERLET,
FECOWTIE T7 4 v % 2TEL &N,

YIb+hYz7I—z bk .


cisco-secure-workload-user-guide-on-prem-v38_chapter6.pdf#nameddest=unique_148

VIb+bkDzF7I—YUk |

B vreoz—vrroryrsL—¢
177: 4R M) TS
— Create an Inventory Filter

o Define 2 ) Summary

Name

Development Linux VMs| 2]

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The labels can include
Hostname, Address/Subnet, OS, and more. The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
Hostname contains linux X

Show advanced options

2. FROA RN T4 FICE o TERSN =Y 2 Ma—F =0 @I 5= —
VU MRETR T ANEFERLET, TV 2 MRET R T 7 A UITIE, BRL
TV NEHBT v T L= RTLmE I DEHIEHT S [BETT v 77 L — 1 (Auto
Upgrade) | 472 a v idd 2 Z LIZIHEEL T Z3N,

YIb+hYz7I—z bk
88 |
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unsnr—vrvroryisL—r |

18:T—S12 FRE

Agent Config Profiles

Name 1 Config Actions

Enforcement
© Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
@ Allow Broadcast
© Allow Multicast
@ Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB
Flow Visibility
Default © Flow Analysis Fidelity - Detailed
@ Data Plane
© Auto-Upgrade
X PID Lookup
© CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB
Process Visibility and Forensics
X Forensics
X Meltdown Exploit Detection
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 256MB

Enforcement
X Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
@ Allow Broadcast
@ Allow Multicast
@ Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB

Edit Delete
VM © Flow Analysis Fidelity - Detailed

© Data Plane

© Auto-Upgrade

> PID Lookup

© CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 512MB
Process Visibility and Forensics

X Forensics

X Meltdown Exploit Detection

@ CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 256MB

View Deleted Agent Config Profiles i=

3 RIZ, BIRLERET w77 A VE, BRLEZZ—V =2 FOty MIEHT 5T —
Vv MREA VT MEERTAOMENHY EST (SR N T FEER) . B
7 ST — R a Vv NENC 5> TWAEES, BINLETRTOZ— = bR

YIb+hYz7I—z bk .



VIb+bkDzF7I—YUk |

B vreoz—vrroryrsL—¢

HE7 v 77 L — RFEhEd, @F. =—Vcr a7 7 A AR — ) MIEAX
Nz, ==V MR T v 7T L —RENDETITHRRKI0OG0NDZ ENRH Y £,

19: T—Cz U PREAVTU

Agent Config Intents

Apply profile Defaulﬂ to filter | Development L

Apply profile Default to filter Everything

N

ATv I

ATy T2

ATvT3

ATvT4

ATy Th

GE) FTI7ALV IOV R T7rANVOABT v Y L— REEIL., ERSPANIZEA S LE

j‘o

kD ra T, B —REA T N — Tan—E2 R TI, =V b EF
BTT v 7 L— KT B H5ECOWTHALET,

FIE

ERloFesr—ya 03—, [EE (Manage) |>[T—2 x> bk (Agents) |27V v LE
D

[7v 727 L—FR (Upgrade) | %7 %7 U2 LET,
AT e Y 2 ROABBRRREN, ==V NT R, Ty TS
L= RARERHT LW A—=Ya Y OBNY X MIERESNET, 7740 b T, ®H ==
YINERESNE T,

TANER Y J AR 2V 2 AL T, 2=V =PI AT 4 Z )T LET, o
&k 7161\ [Platform = Centos-7.6] & AJJ Li‘a—o

ZONR=Ta N T v T —RTAH5—V 2 hEBIRL, [T v 727 L— K (Upgrade) |
REHI V7 LET,

GE) WEORRTIE, T—Vxy MIT v 7/ L— REMIE S5 2 LS filt s h
EF., CABYE— b SR TOBEME—DT v 77 L— RFETT, 2—F—RHL
VW=V s Y EFETY Y n— FLCETROT— V= > MIEBE#E A 2107
T v 77 b— &l d 25613, L8 EOEEFHEICIEN-ODFITT 5 LR
HYET,

. YIbkHz7I—CU bk
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Kubernetes/Openshift T— = > FDEIED T v T L—FK .

Kubernetes/Openshift T—> = > FOEDT7 v T L— K

daemonset 1 > A h—F 27 U 7 %A ] L T Kubernetes/Openshift / — RIZA4 > A h—/L I
feo—Y = MI, BT T T L= RBRARETY, Ty L — R ek A, HENT v
T V— KA a k5T, F7213 Kubernetes/Openshift 7 Z A ¥ NOLED / — RIZxt
LTy 7 7L —FRaFE TR -T2 LIckoTHIENET, ZOBRETCOT v 77
L— RO A B =X LTIiL, daemonset {1t T Docker f A —V %27 v 77 L—FRLET, OF

L ROBETIHAT AL, 1 20—V hOT v 77 L— K2, daemonset (2 X o
Tﬁﬂ~éﬂé¢~f@i~V:/b’%mbi¢

Daemonset Pod {EEEAZE T &5 & Kubernetes/Openshift |27 L— A7 Ly v v hZ 7 % b
U —L., #H L\ Docker f A — % Hf% L T, Kubernetes/Openshift 7 7 A X NDFTXTD ) —
RC Secure Workload =— Y = > "Ry RERIGLES, UKD, Ty 77 L— REFFH
FTOLRYV =N FTAZND ) — ROV Ty MIOAZEHA SN L5HE5TH, ==Y =2 M
fhd /) —RTT7 v 77— RENET,

TRTO/—=RTHBE)T v 77 L— RN > TWDLHEERIT, HiLWA A R—=F 27
T hEFTa—RLTA VA M= VEZHRIATTLZLICEY, FET v 77 L— R ATHE
Ty A VA=AV ATZ UL MI, HTLOA VA=V EFEDA VA N—=LDT v 7T L—F

S HBEMEHL, A VA M—LFEALTHDLZ 2T 5 L., daemonset Ny K& FE)T
Ty T T =T HEDITHREELET,

YT RYIFI—Ury OB
EBnf-alflEE-IEEA Linux T—> > FOEIR

RPM R—ZXDA VA =)L :

1. =~Y Krpm-etet-sensor % #1779,

T2 DT A VA R=IA R SR TRAZIRAESN, [V b =2T 2=V
I (Software Agent) |"X—T TC—TV =V MRT U A VA M= NVFEHLLELTY—7 SNET,

[VZ7 hUxzTx—Y =~ (Software Agent) | X—Y D Ul b x=—Y = M FHEITHIFRL
FT, Flo, 22— —lI, ==V U FRETR T 7 ANANG [ V=27 v 7 (cleanup
period) |Z# AN L T, ==Y =Y FOHBZ V=0T v 7 E3HIBRE AT HZEHT
%\i‘a—o

)

GE)  T7xNVETHE [ZV—r7 v 7HM (cleanup period) ]1ZA4 727> TET,

Ubuntu.deb R—XDA VX k—JL :

Ubuntu T— =2 FOFHEA VA M—ATiL, FAT 47D deb AN FEHIND L 517
nNFE L.

YIb+hYz7I—z bk .



VPANEY S 2 DA |
B &nr-ainmmm widows T—o > FOBIKR

1. =~ K dpkg-purgetet-sensor % FE47 L £,
TV hDT A VA=A R SN T AFIZBASH, [T P 2T 2=V
(Software Agent) |"X—V C—V =z V "RT U A VA M= LFEHRLE L Te—7 INET,

[VZ7 hUxzTx—Y =~ (Software Agent) | X—Y D Ul 2bx=—Y = M FHEITHIFRL
F9, £, 2=V =3, ==V U MRETR T 7 ANNG [V =7 v 7 HIE (cleanup
period) 124N L T, ==Y = FOHBZ V=T v 7 EI3HIBREZENCTH2EH T
%iﬁ_o

N

GE) ¢« T 7NV ETIH, [Z7 V=7 v 7HiM (cleanup period) ]1XA4 7272 > TWET,

e —Vxy NOBERIC, —HOH—FNVET a— AR —FNMI Lo THEMIC— R
XNAFREMRH D £, 72& 21X, Linux TEAXBAZZ 2> TWAEA ., Netfilter &
Va—nARhue— RINDHARERHY T, ==V M, A= L oTr—F
INEZEY 2= VDY A BHDFEEAL, LENR-T, 2=V FDT A VA —)L
FlZ, I—RANEVa— a2 T ra— RTERWAREMERH Y £,

ATV MRV AT AT AT U AR —FEA LSS, =— V=2 b
HTUAVAN=NTBELE BHEINTERY =RV T I, VAT AT AT U4 —
N E ET,

Ba0: T—2z o b7 A VR F=ILT S —F

@ Cisco Secure Workload ooetat - @ 4. | ks

Installer  Upgrade  Convertto Enforcement Agent  Configure  Monitor  Distribution  Agent List

'AGENTS FILTERED BY TENANT Default

- [ ] show[ 20 - ] tems e page

Displaying (1 to 14) of 14 matching results (0 selected) @ irst Check-
HHHHHHHH ’ SW¥ersion Pittom FirstGheck-n n e
- % 2 ©635122301 3021-enfercer e e 92023 025920 pm (PST) Feb 9 2023 08:59:44 pm (PST) Detaut
orcement s

Uninstalled on Feb 8 9:49pm

©©3.5.1.2230130.21.4 Cent0s-7.6 Feb 5 2023 04:36:44 pm (PST) Feb 8 2023 09:33:26 pm (PST) Defauit

2

Feb 32023 12:02:31 am (PST) Feb 9 2023 09:01:28 pm (PST) Defautt

Feb 32023 12:01:08 am (PST) b 9 2023 09:23:27 pm (PST) Defauit

©0351223013021 3 maindev-e..  AX-7.2 Feb 12023 06:22:31 am (PST) Feb 9 2023 09:08:44 pm (PST)

vvvvvvvvvv

©035.12230130.21 43 maindev-s..  Cent0S-7.9 Jan 31 2023 08:08:47 pm (PST) Feb 9 2023 09:09:39 pm (PST)

Bnt-aIREE A Widnows T— = > FDHEIR

Secure Workload T— = b &2 T A VA =)L T BIZIE, IRDO2ODA T arNHh F
7,

. YIbkHz7I—CU bk



| vorwz7z—Czob
pnr-aatsrzanax - roii ]

FIE

ATvF1 [ hr— 8% (Control Panel) 1 — [/ 2 F & (Programs) | — [0 7 T L L HEHE
(Programs And Features) ]Z#5#) L. Cisco Secure Workload Agent (Cisco Tetration Agent) %
ToAA M=V LET,

ATwF2 F7/21%. [C:\ProgramFiles\Cisco Tetration] N® 3 3 — k4~ b Uningtall.Ink 2 £E17 L £,

ATFY T3 MHT—Y 2V FRVAT AT 7 AT U4 — MR Y —FEH LIS, =— V= NET
YA VARN=ATHE WHENTERY =R VTSN, VAT AT AT U —NE
£75

T=Vx Y hDOT A YR A S MR TALTBRMS N, [V T R =T =Y e
I (Software Agent) | X—Y T2—VxV IR T VA VA= LFEHLELTY—27 INET,

[V7 by xzT7x=— =z~ (Software Agent) ] X—T D Ul L T-—Y = b & FEITHIRRL
F9, £, 2=V —F, ==V U MRETR T 7 ANNG 7Y =27 v T HIE (cleanup
period) 124N T, =Yz hOHBZ U—>7 v FE - BHIBREEDCT 5L HT

TET,
GE) T 74/ NTHE, [Z V=7 v 7HIM (cleanup period) 1134 71272 > TWET,
GE) eV FDA A ML Npeap A A =L ENTWEHHE, Th

BT A VA =L EINFET,

T I FNbMOUT T ANTI, ToA VA M=V T 7 AV L EHE
THIBRENEFA, FNOHEEHIBRLEWVESIZ. U740 XTra— Iy
I UninstallAll.Ink 2547 L %7,

EBN=rAMREELEERAX T — 2 FOHIR

FIE

Z< > K ‘installp -u tet-sensor‘ % 34T L £ 9,

T=Y 2 hDT YA YA DA NS MR FAZTEMEN, [V T F U 2T =Y
I (Software Agent) | X—Y TCZ—V =V MRT U A VA R—NAFEHAELTY—7 INET,

[VZ7 U7 xT—T = b (Software Agent) | X—Y D Ul b x=—Y = & FEITHIFRL
9, £, 2=V, ==V U FNRETR T AN [Z V=0T v 7 HIM (cleanup
period) 14 NIZL T, ==V = FOHBENZ V—07 v 7P EITHIBREZANCTH2 L6 T
TET,

YIb+hYz7I—z bk .



VA EY S 2P
. A =/N—H )L Linux T—2 2 FOHEIRR

G¥) T 74N NTIE, [Z7 V=27 v 7HiI# (cleanup period) ]I1EA 712725 TV E
—§—O

s BN AR — = > M. System Resource Controller {2 > C tet-sensor &
LCHlE s g7, EEh, 5ik, HEsh, HIRAFRE T, ZoP—ErvRIL,
inittab % tet-sen-engine & L CEH L Tkl S E 7,

o i =—= > M, System Resource Controller (Z &> T tet-enforcer & L "CHil
HEnEd, EE) Sk, FFES), HIERATTEETYT, ZO%—E AL, inittab
% tet-enf-engine & L CTREM L Tkffb S £

s T—Vxy NOBERIZ, = DO —FNEY 2a— VBRI —FZEL->THE
I — RSNDAREMEDR &V £77, 7oL 21T, AIX TEHANADIZ /> T
%6, ipfilter EY 2 — A3 — RENFET, =—V = ML, I—FVIC
KoTe—RENEET2— VDY RAIRHY FHAL, LTERST, =—Tx
YRDOT AR =D, =N EY 2 — )V E T v a— RTEARVATRE
HERH Y FT,

ATV 2 MR VAT AT AT U A VIR Y —ZEH LA
TV NET A A=A TDHE BHENTRY =082 VT S,
VAT LT AT U —VRHE LT,

A=/N—H)LLinuxk T—2 2 FOEIRR

FIE

AT TN 7oA A R—/LAZ7 U7 | ‘Jusr/local/tet-light/uninstall.sh* % 3247 L %9,
ATY T2 [V7 =7 === b (Software Agent) | X—Y DUl NHT—Y =2 MEHIBRLET,

A =/\—%)L Windows T—> > FDOHEIFR

FIE

RTYFT1 7oA A M—LAZ Y7 | ‘C:\Program Files\Cisco Tetration\Lightweight Sensor\uninstall.cmd*
EFEITLET,
AT T2 [V7 hU=TxT—Y =2k (Software Agent) | " X—Y DUl NHT—Y x> bEHIBRLET,

. YIbrkYHz7I—CU b



| voryz7z—ozon
A Kubernetes 3 7= (& OpenShift T— 2 = > + OHIER .

3 FA Kubernetes & 7= (& OpenShift T— = > ~ D HIIB&

FIE

AT TN TOA LA R—=F A7 VT N&ER2F %0, Secure Workload UL B LWAZ U N&E XD
rvue—RLET,

ARTY T2 7oA VA=A T 3y ingal.sh-uningtall #5Zf7LEJ, A A h— AR CBEF
EHAEASNET,

* Linux x86_64 7 —X%7 7 F ¥ TOHYHR— KN ET,
« ~/kube/config IZE FN TV D EHE 21— —n 7 A UNEFREME T 52>, 721 kubeconfig
F 7 a v aEMH LT kubectl HEHEE 0 7 A NERT 7 ANVERELET,

ATFY T3 [V7 hU=Tx—Y x> b (Software Agent) ]3— D UI 553 TP Kubernetes / — KD
i_t\/\\ﬂ::/]\%%uﬁ/%biﬁ‘o

EBNTf-a[fR1 Solaris T— = > FDHIER

FIE

Z7_"7701 a<w N pkg uninstall tet-sensor %gﬂ%ﬁi Liﬁ—o
ATFY T2 [V7 =T x—Y x> b (Software Agent) ] X—Y Cxz—Y = FEHIRLET,

T—oO0—FI—Sx MIKYREETHIY RKR—F
ShedT—%

OB TaryTiE, V7M7Y NOEE IR —R Y b, Ny T RHh—E
ANDBERITE, SSHTETIE SN T ZAXIZT I AR — b ENDHT —HIZOWTHB L
iﬁ‘o

T—V 2 RRVATAIEFICA VA M=V ENT-5., & —BOHMMFE2BET 57~
W2, T—=V =z FENY Ty R —ERCEETALENH Y £, IROFEHRPBERER T
EEINET,

« RA N

YIb+hYz7I—z bk .



PRANEY ST DS Y |
B =—:rtorvrs—¢

* BIOS-UUID
« 77 v b7 x—LlEH (Cent0S-6.5 72 &)
c HOAER Y 74 7 » FREE (openssl 2~ > R TARK)
s x—Vxr hEAT (RIHMEE I3 M)
T—Vxy "R == OH%7 ID B TE o lza, BGT 5 £ CHATA kT

£, ==V PORRITIHFICEETY, BRSO TWRWEGE, ZO®%ISkE < oY —
B (abrgipl) LoBENTNTHEGSNET,

I—Sxo D7 TIL—FK

Ty MIEB (K30%) IRy 72y RP—ER A v E—V2FEL T, BED
N g v ERELET, Ry RP—ERF, =Ty FOID L FOBIEDNA—T 3
VEMBHLT, ILWY 7 R 2T Ry U R —Ux NTHEHTE 20 E 90 aHl L
9, ROERNPEFESNET,

e T—Vx FOID (CBEANERIZEFT)

cHBHEOT—T 2 FDONR—=T g3

Y —/\—
==z M, BRSNS SRR DR E = AR—FLE T,

* Hostname
s T—Vxr hOID CBERRIHICE)
AU E =T A ADY AL, BA X =T =2 ATHEENDLNE
1. AV H—T = A ADLH]
2. IP77 3V (IPv4 £721L IPv6)
IP7 RL2A

3

4, (v fh~<wA7
5. MAC7 RL =&
6

A B—=T A ADA VT T A

AVHE =T A AT aRT A NERINDE BEFEOA L H—T 2 ADIPT KL ADEHRE,
LA v X —T 2 ADEENRE) . 2OV XA MRFEHFSH, HR—"—C@E SN E
j—o

. YIbrkYHz7I—CU b
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2y ro—s70— |}

*y kD=9 70—

Fy T =7 7a—ERIL, VAT LERNDITXTONNTy NEEHLELOTYT, 71—
BHMEX Y 7T v T DI, FFHERFEDO2OOFE—RBH Y 9, 7 74/L N TiL, FEH

EF—ROX¥y 7FyNEFEHAINET, ¥y 7 FryINfz7e—Fal s Xzl AFR— &

. =7 AR— FENDHHERITITRO DN EENET,

s 7u—i#HlT  xy M= T —%—EIHM LET, i IPT e Fan, X5
TLESHRDIP, LAY —4R— 20— RIERIEENET,

IPEW:TIL. IP 757, "y D, IPF T ay, 797 A5 —ar7507%
EL P~y X —IlEREINDIERNGENET,

cTCPEH : > — /L 2AFE, ACKES., TCPA 7> a3, Revd 7 4 v Rt Xip &,
TCP ~v ¥ —|IEBREINDERDEGEENET,

e 7o—ER 7o —OKFHER (BT MR AR ML TCP 7 T JHEHE R
Ny NEEER. Y7y MREHERARE) | To—BBEsSNIEA v —T oA AA
YT w7 AL 7 a—ORRMGEER & TR

HonNt—grFT—RCEE, o=V Mithoaxso g b xMoyon—L Ly, KE
PRI D TCP 70— DI =7 AR— M LET, B E—T 3 F— FiX, Windows,
AIX, BLOLinux 77 v F 74— ALATHAR— SN TWET, I\ t—aF— DRt
HZDW\WTIZ,  [Conversation Mode] ZZB L TL7Z&E 0V,

)

GE)  K8EETIX, Ay K/ARA N7 u—oBEfHTiEh "t —ra = RTIEETINEYE
Po

EHEHDE—FRTH, 2=V MIKRO 72 —%2 7 AR —F LARWZ LICEELTLEE
Uy,

« ARP/RARP &%

TV b alb s Z DT a—

< UIER
<V UEBIZIE, RARTEITENTWVWDTRTCOT o ARNTERINTWET, X612, 7
o ACEEMIT SRy U= R E, e RIS v RREEN
TWET, vV U BRIIES =7 AR— &, ROBRPEENE T,

« [t AID (ProcessID) ]
o [2—H—ID (UserID) ]: 7' mk& ADFTHA
« [Bl7'm& A ID (Parent Process ID) ]

s ot RAOEMIERIND < RXFS
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| JEESEIN

« [V % v ME#H (Socketinformation) ]: 71 k=)L (UDP %7213 TCP72 &) | 7 KL A 4
A7 (IPv4 E£72131Pv6) | HEEILB L U%EE P, XEek L O%EEAR— ~, TCP IREE,
7'ut AOBGREL &R TR SA ) BB S8R

[7H LV 715 (Forensicinformation) ] : §EfMIC W Tk, THENE] o7 v a >
ERILTLLEEN,

I—2xr MiaEtiER

T—Yxr ME, VAT LAOMENCMA ORE 2 ST, RO K D R EE S ERKEIZ B L E
—éqO

« T— = b OBLAREH] & BRI

e —HPF—F— RNEH—FLE— RTOZ— = FDEFTHR
c PRy P ENZET =27y FO¥K

o FEhES L OVRHR L 72 SSL #5 D L
cKBTm— Ny ML S MK

sl X AR— b ENT7a—¢ 37y hOAE

e T—Tx FDOAEY B LT CPU O LRI

wWET7Z— k
WHT I — MTIZRD 3 S>DZ A TRHY £,

e T—Ux M ORERREM:

ZOT7T—MI, ==V MIBEETERWEEEHRIMLETS, 207 7— ML, =—
T PRTE SN A 2 T Secure Workload 7 5 2 & L3@1E Ledy> 72412 b
U —ENnFE7,
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Configure Enforcement Alerts

Configured Alerts

W Scope: Tetration when ~ Agent not reachable (seconds) > 300
W Scope: Tetration when  Firewall = Off
W Scope: Tetration when  Policy = Deviated
More details ...
Types

Agent Reachability @ Workload Firewall @

For Scope: Tetration

@ Agentnot reachable (seconds) > 3000

Severity

Low Medium High Critical Immediate Action

Workload Policy @

@ma7s—+ |

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

e U—Jua— K T77AT T F—)

ZOTT—hrE, V=2 o= RCHEHANEREINTWAILOD, U= —RK 77,47
TA—INNE T THDLIZEPRBMEINTHEARIC NI T—SNET, TOIREETIX, Secure
Workload T—Y =V bR T 7 4w 7R —% @A TE R 2572 TT,

YIb+hYz7I—z bk .
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Configure Enforcement Alerts X

Configured Alerts

W Scope: Tetration when  Agent not reachable (seconds) > 300
W Scope: Tetration when ~ Firewall = Off
W Scope: Tetration when  Policy = Deviated
More details ...
Types

Agent Reachability @ Workload Firewall @ Workload Policy @

For Scope: Tetration

@ Firewall is Off >4
Severity
Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

U= nu—FRY—

ZOTT7—HMI, V=0 —R 77T U4 —)LO)L—)LR, ZOT—7 ra— N A]
BEZ2 Secure Workload 7R Y o — (U —2Z a— R [TEAKRHZRRY >— ) LA IELIC
M) H—ENFET,

. YIbkHz7I—CU bk
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@ma7s—+ |

Configure Enforcement Alerts X
Configured Alerts
W Scope: Tetration when ~ Agent not reachable (seconds) > 300
W Scope: Tetration when  Firewall = Off
W Scope: Tetration when  Policy = Deviated

More details ...
Types

Agent Reachability @ Workload Firewall @ Workload Policy @
For Scope: Tetration
@ Policy is Deviated *
Severity

Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

7T — FDO[EKRE (Severity) |BIONEDMDE A ST LDRENTA—FERETEET,
WHT 77— FERETHICIE, 77— bESRLTITEIN,

YIb+hYz7I—z bk .


cisco-secure-workload-user-guide-on-prem-v38_chapter10.pdf#nameddest=unique_175

PANEY £ A

B =75+

B 21:58A7 5— FORE

Configure Enforcement Alerts X

Configured Alerts

W Scope: Tetration when ~ Agent not reachable (seconds) > 300
W Scope: Tetration when  Firewall = Off
W Scope: Tetration when  Policy = Deviated

More details ...

Types
Agent Reachability @ Workload Firewall @ Workload Policy @

For Scope: Tetration

© Agent not reachable (seconds) > 3000 X
Severity
Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

2: 73— FREXR—CTOREFAERT 5— FORTR

Alerts Trigger Rules

© Enter attributes... X Filter Alerts

Alert Type Tl Configuration T Actions 4
ENFORCEMENT Scope: Tetration when ¥

Agent not reachable (seconds) > 300
ENFORCEMENT Scope: Tetration when  Firewall = Off ™
ENFORCEMENT Scope: Tetration when  Policy = Deviated ]

. YIbkHz7I—CU bk
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@R Ul 75— b O
& 23: A7 7— O

Alerts configuration &

Filters @ Status = ACTIVE
Event Time Status Alert Text Severity
9:49 AM ACTIVE enforcementPolicyStore-1 CentOS-7.3 Policy Deviated MEDIUM

Details

Host Name  enforcementPolicyStore-1

Agent

Type ENFORCER

Agent UUID  1c5fc95866ae6f424973bcd4e2f130cd4078f102

Current Vel

Desired Vel

rsion  3.5.2.75180.happyhyz.mmpm.build-enforcer

rsion  3.5.2.75180.happyhyz.mipm.build-enforcer

BIOS  4232FBFC-79DE-2533-EB4E-D6C308620FFB
P 11152

Platform  Cent0S-7.3

S

cope  ® Tetration

VrfID 676767

B 24:RX FTTOFOBERITHES>TVIIGEEDERT 5 — OFHM

10:14 PM ACTIVE b4-ui-hj-centos76 CentOS-7.6 Flow Export Stopped MEDIUM
Details
HostName  bd-ui-hj-centos76
AgentType ENFORCER
AgentUUID  03194b139. 085¢ 0f30488df:

Current Version
Desired Version
BIOS

P

Platform

Scope

vrf ID

@A77 — kD

— 7R T T — MMEE L 7 0 —L RICET A ESRIC OV T,
TL &V, alert details 7 ¢ — /L Ri3#EE LS TEY

DEENTVET,

3.8.1.2.220919.17.48.main.dev-enforcer

59101142-3840-F571-2BC0-4186683D7BEC
172.20.207.106 (Gateway IP)
Cent0S-7.6

@ Default

1

aru7s5—roid |

Actions
ENFORGEMENT 70
SENSOR e

MMm7 7 — MEdE] 2210
WH7 5 — FOWRDOY T 7 4 —)L R

J4—ILFK 75—hrE247 24—y k

Bl

AgentType all string AV A N—NHATIT
J& U T TENFORCER]
F721% TSENSOR]

HostName all string T—Vxr FRER X

NTWBEA M
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PRANEY ST DS Y |
. WA7 7— 0 alert_details D15

TJ4—ILK TI3—hr247 TJ+—< vk 388

Ip all string J— REIZT—
YA DIPT LA

Bios all string / — K@ BIOS UUID

FS5 N T — A all string J—=FD7Z vk
74— L ETZIL 08 1
H

CurrentVersion all string R EDT—T
NV ANVEYE A
Varv

DesiredVersion all string T—x )y MO
VTR 2TN—T g
o~

LastConfigFetchAt all integer T—Vx  MBRREZIC
HTTPS U 7 = A k%%
{5 L7 & & D UNIX ¥
A DAR T

W7 2 — kO alert_details D45l

"AgentType" : "ENFORCER",
"Bios":"72EF1142-03A2-03BC-C2F8-F600567BA320",
"CurrentVersion":"3.5.1.1.mrpm.build.win64-enforcer",
"DesiredVersion":"",
"HostName":"win2kl2-production-db",
"IpP":"172.26.231.193",
"Platform":"MSServer2012R2Standard"

oY —FS5—k
“

GE)  VU—=R35LKE, B ¥ =7 I —MIT7 7 FREETNVEHEN L TRETEET,

YoV —T T = NIT T FREETNEFEH L THRETEES, TTNMIET 5 &7
HIZHOWTIE, 7T = REE—X /] 2L T ZEN,
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Configure Sensors Alerts

Configured Alerts

U Scope: Default when Agent Upgrade Status = Failed

U Scope: Default when Agent Flow Export Status = Stopped

O Scope: Default when Agent Check-In Service = Inactive
More details ...

Types CENABTEGNON Agent Flow Export @ Agent Check In ®

For Scope: Default

When ©® Agent Upgrade Status is Failed

Severity Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts Enable Disable

Summary Alerts None Hourly Daily

oY —T T — FREICIT, 3 O0DRRDEZZATDOT T— N eRETHHERENDHY, 2 —HP—
75— FOBEKRKERLFOMDZ A T TEDORENRNTA— B ERETETET,

YIb+hYz7I—z bk .
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Configure Sensors Alerts

Configured Alerts

O Scope: Default when Agent Upgrade Status = Failed

O Scope: Default when Agent Flow Export Status = Stopped

U Scope: Default when Agent Check-In Service = Inactive
More details ...

For Scope: Default
When ® Agent Upgrade Status is Failed

Severity Low Medium High Critical

Hide Advanced Settings A

Individual Alerts Enable Disable

Summary Alerts None Hourly Daily

Types VYo G EOR Agent Flow Export ® Agent Check In ®

Immediate Action

TV IBRT T = RICRR LT EEICHET DI —T 7 — b ERELE
T, ZOTT—MI, ==V MCEBHBIONR—=9 0~ADT v 77 L — RICRIRLTZ

BV T—SNET,

. YIbkHz7I—CU bk
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Configure Sensors Alerts

Configured Alerts

O Scope: Default when Agent Upgrade Status = Failed

O Scope: Default when Agent Flow Export Status = Stopped

U Scope: Default when Agent Check-In Service = Inactive
More details ...

Types Agent Upgrade @ WACENEA=ST 408 Agent Check In ®

For Scope: Default

When ® Agent Flow Export Status is Stopped

Severity Low Medium High Critical Immediate Action

Hide Advanced Settings A

Individual Alerts Enable Disable

Summary Alerts None Hourly Daily

T—Vxr 7 —DT Y AR— "PMEIL LR T ALY —T T — N ERE
LET, 2OT7T7— M, ==V b I TAXBOPERENE N TT a7 3, 7o—
RZDOMD Y AT MMEROEE F TR EN ST ONTHDIHEIC N —SnE T,

YIb+hYz7I—z bk .
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Configure Sensors Alerts

Configured Alerts
O Scope: Default when Agent Upgrade Status = Failed

More details ...

For Scope: Default

When ® Agent Check-In Service is Inactive

O Scope: Default when Agent Flow Export Status = Stopped
U Scope: Default when Agent Check-In Service = Inactive

Types Agent Upgrade @ Agent Flow Export @ BACEdel L ALN6)

Severity Low Medium Critical Immediate Action

Hide Advanced Settings A

Individual Alerts Enable Disable

Summary Alerts None Hourly

TV DT I ADEA LT NeBEHET ALY —T - ERELE
T, ZOTF— NI VIR EB—T 2 DT v 7 A VERE 90 S EZELT

WRWGAIZ MY =S E T,

B26:75— FRENR—CTOREFH LY —T 53— FORT

Alerts Trigger Rules

Filters ® Alert type = sensors

Alert Type $ Configuration

SENSORS Scope: Default when Agent Upgrade Status = Failed
SENSORS Scope: Default when Agent Flow Export Status = Stopped
SENSORS Scope: Default when Agent Check-In Service = Inactive

Filter Alerts

$ Actions $
g

u)

. YIbkHz7I—CU bk
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oY — Ul 75— FDOFEM
B 27: oY —T 35— O

Alerts configuration @

Filters ® Status = ACTIVE

toy—u75—roid |

Event Time Status Alert Text Severity Type Actions
11:13 AM ACTIVE b4-ui-centos76 CentOS-7.6 Agent Inactive MEDIUM SENSOR 7z @]
Details
Host Name  bd-ui-centos76
Agent Type  ENFORCER
Agent UUID 3b98d30ad! 0

Current Version
Desired Version
BIOS

»

Platform

Scope

vrfID

T —7 75— FDFH

3.6.1.2.201213.21.41.main.dev-enforcer

59101142-3840-F571-2BC0-4186683D7BEC
172.20.207.106
Cent0S-7.6

@ Default

1

—RERT T — MEE L T =L RICBET RIS OV T, @7 7 — Mg 228U
TL7ZEV, alert details 7 ¢ —/V RlIEL S THY | B =T 77— DROY T 7 ¢ —

VRN EENTHET,

J4—JLK 7o5—h247 T4—<T v k SR BA

AgentType all

string A VA M= HATIT
Jix UC TENFORCER|
F721% [SENSOR]

HostName all string T— )y NER X
NTWDHRA M
P all string = REFES— |

TxADIPT KL A

Bios all

string / — K@ BIOS UUID

7Ty N T —Dh all

string J—FO7Z7 vk
74— L F721F 0S 1
W

CurrentVersion all

string J)—FREFOZ—T 2
cOY T =T /N—
var
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B <975t alent_details Dl

PRANEY ST DS Y |

J4—ILE T53—h547 PE AN Bz
DesiredVersion all string T —x MIER
VAV Ny AT
Ve
LastConfigFetchAt all integer T— v FAMRIZIC

HTTPS U 7/ = A h & 1%
EL7=L & D UNIX ¥
A LA LT

5 —7 5 — LD alert_details D15l

"AgentType":"SENSOR",

"Bios":"72EF1142-03A2-03BC-C2F8-F600567BA320",
"CurrentVersion":"3.5.1.1.mrpm.build.win64-sensor",

"DesiredVersion":"",

"HostName" :"win2kl2-production-db",
"Ip":"172.26.231.193",
"Platform":"MSServer2012R2Standard"

JYI Y 7I—z o MDD RS TN a—Fa 05

T, V7 R 2T 2—v s NORERAPCEAPICBEENSEE T 5 EEED H 51 <
ONDOEIER I HOWTHEY B g4, 72, MED NI TV a—T 4 VIR TE

L7575, BRUOBERPEHNTE DWW O ORKZLE# L3,

— &

AT 774 0777 A/VIXiEE, <install-location>/logs F 721 <install-location>/log 7 #+ /L
FIRAFENET, Thoor 77 7 AL, Secure Workload $— B 22 & o TEHIB LY

n—F—3 g NET,

I—CxY FOEHR

Linux

Q: =~ K [rpm-Uvh tet-sensor-1.101.2-1.el6-dev.x86_64.rpm| %#FEf79 5L, =—T = |
DA LAPN—UZRIRL, RO=T—nAa—3NE LT,

error: can't create transaction lock on /var/lib/rpm/.rpm.lock (Permission denied) .

A: =V e AN NTHDOBEYRMERNRVNE D T, rootlZ8I 0 # 2 25M,
sudo ZFEHL Cm—Y 2 FEA VA P—LLTLZEN,

. YIbrkYHz7I—CU b
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Linux .

Q : [sudorpm -Uvh tet-sensor-1.0.0-121.1b1bb546.el6-dev.x86_64.rpm| Z#ZEfTTH L, IROT T —
DRAELE LT,

Preparing... FHAFHHHHA AR H AR A R [100%]

which: no lsb release in (/sbin:/bin:/usr/sbin:/usr/bin:/usr/X11R6/bin)

error: %pre(tet-sensor-site-1.0.0-121.1blbb546.x86 64) scriptlet failed, exit status
1

error: install: %pre scriptlet failed (2), skipping tet-sensor-site-1.0.0-121.1blbb546

A VAT AFE=V 2 baA VA M= AT LD OEMEZ L TV EEAL, SO —
ATlE, Isb_release > — /LI A VA h—/LENTWERHA, FEHIZOWNTIE
sw_agents_deployment-label 27 > 2 VAL L, LERKGFEGRE A VA =L LTS
AN

Q : [sudorpm -Uvh tet-sensor-1.0.0-121.1b1bb546.el6-dev.x86_64.rpm| Z#ZEfTTH L, IROT T —
DRAELE LT,

Unsupported OS openSUSE project

error: %pre(tet-sensor-1.101.1-1.x86 64) scriptlet failed, exit status 1

error: tet-sensor-1.101.1-1.x86_ 64: install failed

warning: %post(tet-sensor-site-1.101.1-1.x86 64) scriptlet failed, exit status 1
A:BHEVWOOS TE, Y7 hyxT72—Vxr hOFTRELEFR— S T0EEA (5
Bl —ATIL, TlopenSUSE project] (FH A — K& TWeWr Ty K74 —ATT) ., it
FMZ DT sw_agents deployment-label 77 33 VAL T 72 &0,

Q : TRTOERFBURNA A b=V ENTHY | WHIRHERTA A b=V EETLEL
oo AVAR—EI ELNE, TT—FAR—ENFHATLE, T—Vx FDA VA
M=V IRARBITEI L2 2 & 2RI DI2EE S THIE RN TT D,

A:T—x2 NOA LA RMN—NAEIZ, ZOavy REETLUTHRTEXET,

$ ps -ef | grep -e tet-sensor -e tet-engine

root 12655 1 0 08:26 2 00:00:00 tet-engine

root 12659 12655 0 08:26 ? 00:00:00 tet-engine check conf
root 12660 12655 0 08:26 ? 00:00:00 tet-sensor —-f sensor.conf

3oy MIRFREINET, 2203 tet-engine 7' 1 E AT, 1 Didtet-sensor 7' 12 & AT
T, TNHDOZ FUMNFITINTWARWEEIL, T4 L7 b /ust/local/tet 2ZFAEL TN D
MEIDERERLTLIIESWD, FELTWRWESIE, A A M—L KM L T\ 2 ATREMED
HYFET,

$ ps -ef | grep -e csw-agent -e tet-

root 14158 1 0 Apr03 2 00:00:00 csw-agent

root 14160 14158 0 Apr03 ? 00:00:00 csw-agent watch files

root 14161 14158 0 Apr03 ? 00:00:03 csw-agent check conf

root 14162 14158 0 Apr03 ? 00:01:03 tet-sensor -f conf/.sensor config
root 14163 14158 0 Apr03 ? 00:02:38 tet-main --sensoridfile=./sensor id
root 14164 14158 0 Apr03 ? 00:00:22 tet-enforcer --logtostderr

tet-sent+ 14173 14164 0 Apr03 ? 00:00:21 tet-enforcer --logtostderr

tet-sen+ 14192 14162 0 Apr03 ? 00:07:23 tet-sensor -f conf/.sensor config

YIb+hYz7I—z bk .
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Windows

PRANEY ST DS Y |

csw-agent D 3 DD kU & tet-sensor DR EH 2 0D Y RNERINTNDMEL
D FET, P—EARNFETINTOWRNGEEIL, ROT 4 L7 MU BMEHFIRETH DL Z & %
ALET, HARETRWES, A A F—WTRELET,
e /usr/local/tet (IZEAEDLinux T4 A MY Ea— a3 DEE)
» /opt/cisco/tetration (AIX. Ubuntu DGH

» /Jopt/cisco/secure-workload (Solaris, Debian Di55)

Q : PowerShell =—Y = N A VA N—F ZR7 U "N2FEITTH L, ROWVTNNOZT —R
TKRINET,

1 L8/ n—ALE L, ZERICTFHEDT T —RRBAELELL,
2. WBOTNTY ZLRIRNIZD, 74T v e —"—PEETEEEA

A:RARES—NR—THEINTWD SSL/TLS 71 F 2 LN AR—ThHh 5 Al fEtE N Emn T
T, kDa<wr REH LT, SSL/TLS N—2 3 VAR TEX 4,

[Net.ServicePointManager]::SecurityProtocol

PN b —F 925 L HITSSL/TLS 2% ET HI21F, kpa~y REFEHATEEd (T
KB 7R B ClER < . BIED PowerShell v 2 g V TO—HIREE CTHHZ LIZEELT
TIEEW)

[Net.ServicePointManager]::SecurityProtocol =
[System.Net.SecurityProtocolType]’Ssl3,Tls,Tlsll,Tlsl2’

Q: 47— RLENY RANLEMSIA VA =T %5FITT DL, ROZT—NFERINE
—g—o

This installation package could not be opened. Verify that the package exists and that
you can access 1it, or contact the application vendor to verify that this is a valid
Windows Installer package.

A : C\Windows\Iinstaller /SARFET B 2R LTLLESY, a2 RI7 A4 5 MSIA
VA= EFITTHHEAIL. msi V7 A NVERET D E X ANAEEDRNE HIZ LT
<FEEV, ELVWHEXORZ R LET,

msiexec /i “TetrationAgentInstaller.msi” /1*v “msi install.log” /norestart

Q : J&#& L 72 5 NIC 28 Nutanix VirtlO % v bV —27 RZ A "D #4 . Windows Sensor ¥ 7 k7 =
TOT w77 b— NIRRT 5L TY,

A : Npcap 0.9990 & . Nutanix VirtlO %~ b U —27 FZ A4 /X113 IO A—2 3 ORI,
FEHHIEORMBENRH Y £9°, F72. Receive Segment Coalescing 23H NI 72> TWE T,

Z OMBEA MR 5121E, Nutanix VirtlO X v U —2 R 7 A N —T 9 113 LIEICT »
T7L—RLET,

. YIbrkYHz7I—CU b
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Kubernetes

Kubernetes .

Q : Windows Sensor &1 > A h—/LLE L7z, TR —DBEINTWRNE I THY
sensor_id 7 7 A /LTI uuid-invalid-platform 235 £ TV ET,

A : Windows @ PATH Z%IZ system32 D372 WV ATREMEDS H D £77, system32 73 PATH (2 25 H»
EOMEHRLTIZEIN, RWEEIE, ROa~vr REFETLET,

set PATH=%PATHS;C:\Windows\System32\

Kubernetes Daemonset DA > A h—VHINZA LV A N—F A7 U X NPT HIHEES. Z<0HE
HEREZLNET,

Q: /— FLENEFREMRA A —VEARMT 5 Docker LA R U dH Y 37

A : Cisco Secure Workload 7 7 A X INHA A=V T NT 57 TAXIZETAHEA VY FET=
IXHTTPS ' a X v OfiEE T /Ny 7 LET,

Q: avTF 7 XA NTSSLITLS OLERTRNE T —E2HWEL TOETH,

A:arTFH T84 LOEIIREFTIZH 59X T D Kubernetes / — FIZ. Secure Workload
HTTPS CAGFHAEN A VA P — L ENTWABZ L ZfER L £,

Q N Docker I/T‘)Z ]‘ ) ntqué:/r 7( /& ]7/]3"—' ]\@utFTﬁ\g%E& Li L/7L~_75)

A:%/—Fb, Helm F v — MIX o TERR Sz —27 Ly F 96D Docker 7 /L2 —7
Ly hZ#f LT, Daemonset {1AED L 2 kU URL 7>6 Docker XN FHNTA A —T% 74
HEICLTATLESY, FEITOA A=V TV E RN LIS ET, MEZSIBICT Ny 7
925728, Secure Workload 7 7 A & D registryauth —E 2060 7% LT HMENH Y £

7

Q : Kubernetes 7 7 A # |& Secure Workload 7 77 A 7 ANTIEFIZA A F I TWET

AV TAZD[HP—EAART—H A (servicestatus) | X—V %2 F =7 LT, BiEHT 5T IT
DY —EANEF THDHZ 2R LET, [HBEFE (explore) [— M b dstool AT 7' a
MEFITL, A 72 BG L ET,

Q : Docker £ A —Y EAXF—F ANTETFTENTOET A,
A :dstool T 7B, BNV RT—EUNEITIN TSI L 2R LET,
Q : Docker f A—T % EL KT 5V a TIERML 70,

A dstool B 7. £ A—UMEL RIS TN &% RER L $9. Docker E/L KA |
a7 EFEHLT, ARy NEBETFOT—%2T Ny 7 TcEET, @Ha—T 4 x—%D
o7 EFHLT, EAROKKESSICTF Ay 7452 L4 alRETT,

Q : Helm F v — M ZAERT 5 ¥ a ZTIXRM L 30

A :dstool 2 75, Helm T v — FRMEEINTWVR2WTZ L 2R LET, BHa—TF % —
v ao)=w e ‘iHelm%ﬁE/a7@Hﬂ7‘]75‘ai2’biﬁ‘ Helm 5 ¥ — h O#EEEY 3 7 OO [Eff
REHET RNy T 50 TEET,

Q: A A —/bbash 227 U7 MR TUWE LTz,

YIb+hYz7I—z bk .



. Kubernetes

PANEY £ A

A: A Ar—)bbash A7 U7 v DX T a— REefEiTLET, bash A2 U7 ML, BN
DNRAF VT —=EZREENTNET, bash A7 VT 2T XA NZT 4 X THRELZD, T%
ARTZ7ANE LTRIFLIZVT DL, ST VT —FORERSIFNT FA =T 4 ZIT8 o
TR ERIIETINDSFREENH D £,

Q : Kubernetes 7 7 A X RE : #ifliL 7L —NR—NETEEY, /77 v 7 K8 &EHR—FL
TWET,

A : BEER) Kubernetes DHfEZ FEIT L TWA LG, BHEO I EIEREM T OEEE—
ROSEAT D ATREMEA B D 97, KIOBMEE DR L £ 1 kubectl 2~ > RIATORIL, helm
awy REFTORK, By FAA—VOF 7 m— FOKK, By FOHEE— R4+ 7> a
DA, Ry FAA=VOEHA T Y BLADORE, Ry FAA—=VDEF2Y T4 ZAx ¥
ORI Ry AL FVEITORR (T —F7 7 F ¥ DOA—F) | RNy R&FTLTH Secure
Workload #— & 2 OFHARNJHL, Secure Workload H— B A 23 B AR L T B 7@ EBR R 23

BT oo A AT —BIEAE,

Q : Kubernetes RBAC EA&IHHAN LI L TV E T 7D,

A : EFFE DaemonSet 2 1T T 4101, K8s 7 T A X 1Tk T AW HEMERN LI TT, kubectl %
ETT7AMI, B—F o "I TAZBLOFD I T AZOERE LFREO—F—%2F4TT
TAN DA THRANRIGDL I EEMRLET,

Q : BusyBox A A=V, T_XTHOITRAL ) — KWL HHARBELIZX V2 — RA[RETT
3,

A BEROMBEAZEEL, BusyBox f A=Y WX 7 a— RTELZEEFEHTTAMNLET,
Ny FHAE T & T % BusyBox D IEFERN— 3 E, T _XCHY T AH ) — R T
AHE (RIS — RER) F3X v o — RAETHLILERH Y 77,

Q: A VA M—HIZ, API T — =B X Weted =7 —F72ITBHEDO XA LT U7 MBI AEL F
L7222,

A : Kubernetes 7 7 A X NDFTXTD /— K TDaemonSet " R34 A X L 2L E B T28,
U T AED CPUIT 4 AV Ry MU =0 DARGNERIRANA 7T D AIRMERH Y £, Z DI
BT, BERREAOA A M=V OFEMICRE IKFLET, BAMPFKET, A2 F—n
THERA (TRXTD/) = RFTINENTT A AZIZEFEZRENDA A=) (TR NND T
X720, Kubernetes API —/3—_ F721% Secure Workload Docker L' A k' J =2 KR4 > |k
DAMIZ/R 720, X oth—_"— (REINTNDIER) D—RIICEARIZR -7
THAREERH D FT, TXTDO /) —RTA A=V DTIIVNET L, Kubernetes 7 7 AKX /) —
RO CPU/T 4 AV /%y N T —2 DRAMPBERENLDED LEF>Thb, £ VA M—LAY
U7 M EFEITLET, APl —/3—& Kubernetes 2> b2 —/ L7 L — 250 eted &7 —
IZ. Kubemetes 2> b — /L7 L—2 /) — K\ T7 oA —7abya=r T THdHN. 7774
BT o DZERD A 7 DR Z T TWAAREMEN H D Z L 2R L TWET,

Q : Secure Workload =— 3 = & F DEAETT o Z A LOREDNFEAEL TWET D,

ARy FPRELKERSN, ==Y =2 hOFITRBIN TN D, 7% A LAOREDN
FELTWDEAIE, Linnk ==Y =2 "D RNTF TNy a—T 40787 va kBRI TL
72&W, Kubernetes DJEBANIEFIZA v A b— Sk, By RBBENTZHZO N T Ty a—
T4 7 FIEZFE T TY,
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zx517 ||

BEeaA47J

ZiblE, Secure Workload T— = > hOFEHB L OVEHIFICY —27 70 —TRAT LR L —
WRHY 7R EE T,

7V T4THRI—D b
T—Vx MIED I TAZY—EAADTF =y 7 MEILLTWET, ZOBGUIKRD X 5 72
JRIKCTHAT DA RN H D £5,
cRARMRE T LTS AR S D
Xy NU—THERNENRTWED, 77 AT VA= — Lo Ty 7 STN5D

e —V =y M= ANMEIEL TS

TRTDTZY b T+—L4
cARANBT VT4 T TERTHDL I L EMEERLET
=V PP EANBREBRETH L L AR L ET
« JTARLSDRXy NI — T BRI L TWD 2 L AR LET

Ty T L—KND%KEK
I—Czo b7 TTL—FIZRBLELE, THE, ZDESTHENLDHDS—RXT Y

H—EnZFEzY,

Tz IA VAT YT IRy =V DX a— RERBITLEEEII RNy r—VRED
MO -T T L— KRy =B TE W, Ry —VADOA VA N—F%
MAEECTE 8 A,

¢ OS OMEE 72 ITKIEBMRIC L D4 v A h— T e 2D,

Windows
o CA /L— REFRHENRNIFEE LRV FEHEORE
e —Vx FRRANIMSI A VA F— R =V 5L CFETS, VA =L EN
HAEE, 22—V —TA KD [ 7T N7 3 —2ANBEFR—F SN TNWDENE I D EHE
B9 5] T, WindowsTFT 4 > a VN R—FINTWELT Ty FT7H—2DU A KE—
HTAENEIDEWHRLET,
* OS 7 Windows f > A b—FEERICE LRSI TWD Z & 2 LE 9 . Windows
Installer ® [ H
e TRA NMTHNDREXTFT 4 A 7N S D LR LET,

YIb+hYz7I—z bk .



- EEPANY

O N— MRBER

PANEY £ A

Linux

DT FDOA A R—ILUBICHRA R OS BT v 77 L— RENTVEES
X, 2=V —=HA FD [ 7Ty b7 —LNBHETR— FENTWENE I D EHER
%1 T, BHEOYV )V —=ARPR—=FENTNET Ty F 74 —LDY A RE—FLTND
ZLEMRLET,

e HIEI DA A b— VLI, VEIMEIFEBEAETEIN TWRWZ 2R LET, Zhbd
DOUEAFER 2 BRI A1T1%, no-install 7> a v #EELTz—Y 2 M A VA h—
F ATV "NEFITLET,

RA M RREST 4 AT o5 Z L e LET,

AIX

s HIRIDA A F—/VLIE, DBEREFBERPEE SN T RN 2R LET, Zhb
OIRGFREMR 2 BT 5120%, no-install 7> a v ZHREL(=—Y x> M A VA h—
Z A7V REETLET,

c RAMIFRREZIT 4 AT BN O D Z L ER L ET,

BUEDT—T = FEIATPRANDT—V = NIA T L —F LW, 23— FORRAT
WEA LT R LE L, ZOMET, =Y MRy r—Vk Xy ra— RT570(C
check in T L7= & &, FE7/2id wss —E A7 convert commnad % =—V = MIT v =
T&E ol & &I, BEOMEN RN TRAET L ATRBERH Y £,

TRTDTS5Y bTA—L

s =T, KD [ 7Ty 73— 2NBETR—FENTWDENE I DEIHERT D]
T, BEOV ) —2ABL R —V 2 ML TN, PR—FENTWETF Ty T+ —A
DIARLE—FHLTNWAZLEZMRLET,

TV bbb SAT BN AEMRE) hoRlos A7 (ERRL) ICERT D6
E, TR TCOZ—V = FBRHTEL2DITTEDY FHA, BHEFTTERNT—V
N CEBPER S NG, BREPRESNET,

RE S TULVGELARY O—

T—V 2y Mo THREBEICRESNEZBREDORY > — (NPC) RN—Va N, 7T AF—T
ERSNTEBEDON—Ta v e—HLEFA, ZNE, =— V2 e TAXHOBET
T—, TV MR HINT AT U —/LTRY —ZEATER, Fi=—V
VROBHY—EZARETENTWARWZ ERFRETH D AREMENH D 77,
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JAO—QIYAR—b :PeapA—T .

Windows

« WHE— K2 WAF D&, 774 7 U —VOFME, V—IOEM (b—LORF%
FTORET) .\ FRFT TN NT 7 a v ORELXT S GPO WA A MIFELAR
WZ EEHERLET, GPO DRTE

CTRARNE T FAXDORNCERPHD Z LM LET, SSLONTIT TN a—T 47
o AR E T — VDS 2000 R TH D Z L EHER L E T,

« WindowsAgentEngine % —EANETINTND Z & 2R L E T, scquery
windowsagentengine

HIMHEERI AT LY Y —=AN DD T & 2R LET,

Linux

«iptables 35 L WNipset =~ K& LC, iptables 3 & W ipset MFET D Z & a i L &
R

e RARNE T TAZDOMICHS DD Z L2 LET, SSLO NI TNy a—T 47
« tet-enforcer 7 ¥ ANEITENTND Z L 2R L E£9, ps-ef | grep tet-enforcer

AIX

cipf-Va~ 2 RFZEEH LT, ipfilter 234 > A h—/L S fL, FEITSNTWDHZ &R L
j—O
CTRARNE T TAXDORNERRHD Z &M LET, SSLONTIT TN a—T 47

« tet-enforcer 7 H Y ANFEITINTND Z & 2R L £, ps-ef | grep tet-enforcer

JA—DIYRKR—k :PeapA—T >

Secure Workload =— = > F3 Peap 7 /3NA A A —7 L LT 7 0—%X ¥ 7 F ¥ TERNG
H. TV MRZICET—REREINET, Peap T A AN IEFIZHAMNIZGEIZ, RO
XolcmESnET,

Windows 2 2 : C:\Program Files\Cisco Tetration\Logs\TetSen.exe.log

I0609 15:25:52.354 24248 Started capture thread for device <device name>
I0609 15:25:52.354 71912 Opening device {<device id>}

Linux = 27 : /usr/local/tet/|ogs/tet-sensor.log

I0610 03:24:22.354 16614 Opening device <device name>
[2020/06/10 03:24:23:3524] NOTICE: lws client connect 2: <device id>: address 172.29.
—136.139

J20—I9 XAR— b : HTTPS 5%

TV NI TAFBOEERIING TT Oy 7 SNTWDTD, 7a—F0/MOT AT
LIERBEE SN EFA, ZNERA N EORY V=T 77 A4 T U4 —/b, SSLEELY—

YIb+hYz7I—z bk .
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Al BAE 0D il 8

Windows

PRANEY ST DS Y |

A, FREY—RRR—=T 40X T oV MZET A1 ED
NTHRELET,

ARE DR AN R

TV NI TRAIDORNERD T 7 AT U —/VEIESSLEFbE X2 U T 47

NA ANH LB IE. T_TD Secure Workload = L7 Z & VIPD IP 7 R

HFAIENTWAZEEHERLTLLTIEEN, T VI RT T AZDFE.

L A~ DEfE )
L7 EZDY A

. Secure Workload Web 1 > #—7 = A ADEMIZH DT EFr—rvar"—D, [FF

TS a—T 4 2% (Troubleshoot) |>[{R#E< > (Virtual Machines)
WEF, collectorDatamover-* &M L T < 72 &V, Secure Workload 7 7 7
TAVENDLTXTOIPT RLARR—FZ LI A FENET,

] O FIC#R S
KB,

« SSLE AL B D0 E D A W9 572 91Z, openssls_client Z i U THEE A L L |
BENTFEPAELZR TR TEET, Fa—VIGEAENBNESND L, ==Y = DR —

HVCAILE»THAGENFET, SSLON T TNV a—T 47

MSI A > R b —3 DOFEBIEDHE
MSI A > A b =%, a— FEAREWFELHEH L TEA SN TOVET,
MSIL A v A =T DA, N— 3 2 3.6x LI LUV 3.5.1.31 LI
o U —7FEBE © Cisco Systems, Inc
 HJRERE : DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CAl
« JL— NFEBAE : DigiCert Trusted Root G4
MSI A Y A b =T D5 DRIO/NS—2 3 &~
« U —7GEPFE : Cisco Systems, Inc
o HIHRERAZE : Symantec Class 3 SHA256 Code Signing CA

» JL— NFEBAFE : VeriSign Class 3 Public Primary Certification Authority - G5

B A DAL TAEAEFEELEH L ET,
MSI A > A h—=TF DA /N— 3 1 3.6x LRI L 003.5.1.31 LA
« U —7GEBE : Symantec SHA256 TimeStamping Signer - G3
o« HFHRERAZE : Symantec SHA256 TimeStamping CA
« JL— RFEBAE : VeriSign Universal Root Certification Authority
MSI A > A b =T DG LREIONS—T a2 &~

« U — 7B : Symantec SHA256 Timestamping Signer - G2

. YIbrkYHz7I—CU b
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Windows .

« HIHFERE © Symantec SHA256 Timestamping CA

» JL— NREBAE © VeriSign Universal Root Certification Authority
MSIA VA N —=F DT T B )VELNES725E . Windows Sensor DA A h—/LETXT v 7
7 L— RIRBLET, ROBE. 7V FNVELITESDTT,

eMSI A VA =T DELN— FFAEFEFZIIMSIA VA —TDHA LAHF LT )L— |
SERAEN TERE S/ — NEFBRERT) X R Tz

MSIA VA R—FDEL )N — FEHEEIIMSIA VA N—=FTDH A LARHE T )L— |
SERAEAHIROIN /i3 L TV S

fERE 1

T—Yx ¥ hDA A h—/Li3 TetUpdate.exedog T Msi B4 MM I TV EH A, 0x800b0109
(Msi signature is not trusted. 0x800b0109) | £\ H =T —IZ XV RKTHZ DD D

T—Tx hDA A h—/LH check conf update.log T [TetrationAgentlnstallaer.msi [ 1F L <
BLHINTWERA, HIELET (TetrationAgentnstallaer.msi is not signed properly, aborting) |
VWO T —ICRV KT LD D

X%
cavwy R7ur 7 Ehbawy Reertmgr 23(TLET,

*MSIA VA b =T DFEHN— FEHEFEEZIIMSIA VA =T DX A LAZ T L— |
AEBAED (R S 4172/ — MAEBIFERS (Trusted Root Certification Authorities) ] A F 712 &
HINE I DEMHERLET,

AERAEZ [fEE S 472 /b— MREBIRERS (Trusted Root Certification Authorities) ] A b 712/
gL ET,

g 2

Windows Sensor @7 v 7° 7 L— R TetUpdate.exelog @ [Msi B4 N EFINTWERF A,
0x800B010C (Msi signature is not trusted. 0x800B010C) | &\ 9 =T —|Z XV KT 2

Windows Sensor D7 »» 7 L— K73, check conf update.log CERT TRUST STATUS.dwErrorStatus:
0x04000024 DR DT 7 —TRILT 5

CERT _TRUST STATUS.dwlInfoStatus: 0x04000024 SignTool Error: WinVerifyTrust returned error:
0x800B010C

AEHENRITE I L - THARRIZERY s TV ET,

*t ik
cawr R7urF ynbavy Reertmgr ZFETLET,

YIb+hYz7I—z bk .



. Windows

PRANEY ST DS Y |

MSI A A M—=FDELN— FEHEEIIMSIA VA M—=F DA LAZ T — |k
RERAEDS (B4 S vizb— MRERARERE (Trusted Root Certification Authorities) ] A k7128
DMEIDEHER L ET,

RERAEZ (R S 4L72/b— MAEBIRERS (Trusted Root Certification Authorities) ] A k7712 =
I:O“A L/ i —a—o

filed 3

Windows Sensor D7 7 7 L — K73 TetUpdate.exe.log @ [Msi B4 NEFH SN TOERA,
0x80096005 (Msi signature is not trusted. 0x80096005) | T 2

Windows Sensor D7 77 L— K73, check conf updatelog DK DT T —TRKT %

T T L— Ry = U ORGEICRIL L E L7z, ” “error code after running check conf update
=16” & T LET,

Eyl e

signtool verify /pa /v TetrationAgentInstallermsi [Z X > CTZ D=7 —PNAEKIIVET,
SignTool Error: WinVerifyTrust returned error: 0x80096005

A DAL T DELFENTGEE, HDWVIEZOM G ZRFAETE R o7, TBERPELL
by EEA,
xt A%
cavy R7uy T hpbavy R certmgr & EfTLETS
*MSIA VA b —=FDELNL— FEAEBLOMSIA VA =T DL A LAZ T L— |
AERAE DS MBSV — FREIRERE ) 2 R T ICH D0 E 9 EHEd L £
FEAED RO S RWEAIT, o~ b A vR— b LET,
FEAEE A VA R =T HICE, ROTFIEEZFEITLET,

ET. B LTI Y— 3= b | GEBE VeriSign Universal Root Certificate Authority
T AR—FLET, LFOFIEICHENET,

cavr R7ur 7 Ehbawy Reertmgr T LET,

s [[EHE SN 72— FIEBAREBE  (Trusted Root Certification Authorities) ] T D FEA E [VeriSign
Universal Root Certification Authority] #4527 U v 7 L, [TRTOX AT DT F AKR— | (Al
tasksExport) ] (2@ L £ 7,

s 3 A= b SRR EE BB OV — S —IC I E— LT D, FEEE A R — b
L\iﬂ—o
AEAEE A VA L —AT DI, ROFIREETLET,

ET. B LTI — N = b | GEFE VeriSign Universal Root Certificate Authority
T AR—FLET, LFOFIEICHENET,
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NPeAP 1 v 2 F—SoisEomnE i

ca~wr RS Enba~r Reertmgr #ETLET,

« [[E#H T & 5L — FBFE/E (Trusted Root Certification Authorities) ] D FiZ& 5 [FEHE
(certificates) | # 7 #4277 Vw7 L, [TXTCDOHX AT DA A — b (AlltasksImport) ]I
BELET,

e 2 — L72/b— FFEHEAEIRL, X FTITEMLET,

NPCAP 4 > X k—5 MIEAAE D RIRE

Windows 2012, Windows 2012R2, Windows 8. Windows 8.1 324 L F£3
NPCAP /3— 3 » : 1.55
NPCAP E 4 OFEHIE :
o U —7GEME © Insecure.Com LLC
« FIFEFER & : DigiCert EV Code Signing CA (SHA2)
« JL— NFEBIE © DigiCert High Assurance EV Root CA
NPCAP ¥ A LA K L T REAE:
« U — 7B © DigiCert Timestamp 2021
o« PIHRERE : DigiCert SHA2 Assured ID Timestamping CA

« JL— NEHTE © DigiCert Assured ID Root CA

1
Windows =—3 = > b DA A =LKL, msi installerlog iIZLA T DT T — X vt — N
RREINDZEVHD

CheckServiceStatus : Exception System.InvalidOperationException: Service npcap was not
found on computer

‘.. —> System.ComponentModel.Win32Exception: The specified service does not exist as
an installed service

*F A%
cavwr RFarF rnbawy Reertmgr 23T L%,

s [fE#EH T B /V— MEEFE/R (Trusted Root Certification Authority) ] A k7 @ [DigiCert High
Assurance EV Root CA] Z 38R L £ 9,

SERAER RSN L AWEASIT, o~ rnb A v R—FLET,

AEAEZ A A h—L 351203, ROFIAEZFTLET,

BET OV O— = HEEE [DigiCert High Assurance EV Root CA | Z F Az T
ZR— b LET, UTOFHEIHENET,

YIb+hYz7I—z bk .



VPANEY S 2 DA |
B weere ozt —SouEmEOME

ca~wr RS Enba~r Reertmgr #ETLET,

s [fE#CTX A /v— NiEWJE (Trusted Root Certification Authorities) ] @ FIZ# % [DigiCert High
Assurance EV Root CA] GEEZ L7 U v 7 LET,

e T AR— F ENTFEHEEZ BB T OV — ==L Thb, iEAEEZA VR—
LET,

FERAEAE A VA P T BIT0E, ROTFINEEZFEITLET,
cavr R7ur T Rhbavw s Reetmgr 3T LETS

s [fE#EHCTX %/ — MNEFER (Trusted Root Certification Authorities) | D FiZH 5 [FEAE
(certificates) | ¥ 7 & EH7 Vw7 L, [TRTDOX AT DA R —F (AlltasksImport) ]iZ
BEHLETS,

s I —L72/b— FFEHEAEIRL, A M TITEMLET,

Windows 2008 R2 [ =&
NPCAP /3—3 3 > : 0.991
NPCAP E4, DREVF

« J—7FEBE : Insecure.Com LLC

« HEFER 2 : DigiCert EV Code Signing CA

« /L — NEEBIE © DigiCert High Assurance EV Root CA

NPCAP % A LNAK VT FHEAE
« U —7GEBE : DigiCert Timestamp Responder
o« FIEGEBZE : DigiCert Assured ID CA-1

« JL— FFEBAE : VeriSign DigiCert Assured ID Root CA

e 1

Windows =—3 = > h DA A M=K L, msi_installerlog iIZLL T DT T — A v —I N
KREINDZERHD

CheckServiceStatus : Exception System.InvalidOperationException: Service npcap was not
found on

computer ‘.’. —> System.ComponentModel.Win32Exception: The specified service does not

exist as an
installed service

xt i
cavwr RFurF ynbavy Reertmgr ZFE(TLET,
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Windows 7R X F DB RIEE .

s [fE#E T B /V— NEEFER (Trusted Root Certification Authority) ] A k7 @ [DigiCert High
Assurance EV Root CA] Z3#4R L £9°,

SERAER RSN L AWESIT, o~ rnb A v R—FLET,

AEHEZ A A h—L 351203, ROFIAELFITLET,

BRI 0S¥ —/S— 7B FERE [DigiCert High Assurance EV Root CAJ % i =7
ZR— b LET, UTOFEIHENET,

cavwy RFar T hinbawy Reertmgr Z2E1TLET,

s fEHH T & 50— FEEWIR  (Trusted Root Certification Authorities) ] 124 % [DigiCert High
Assurance EV Root CA| FEAEZ A7 Y v 7 LET,

« =7 AWR— b ENTGERFEZFBH T OV — A —lat—LThb, GEHEEZ A v H— b
LET,
REAEAZ A A P = 51I2E, ROFNEZETLET,
cawr Ry F Epbawr R eertmgr 2ETLET,

« [[EHE T & 5/L— FBAER (Trusted Root Certification Authorities) ] D FiZ& % [FEIE
(certificates) | # 7 & A427 Vw7 L, [TXTCDOHX AT DA A — bk (AlltasksImport) ]IZ
BEILET,

At —L7oh— FREFFEZER L, 2 RSB L £,

Windows "X FDLERILE
F VU A 1 : Windows 78 2 s DARTEZEE L=, IP 7 RL 2 & VRE FHRAFR IRV
BEEET 5 TIE

*TaaSUI 5 (IP7 KL R L VREIEWAKREL TWAHLWKA MM ERD) = M &
HIBR L £,

» Windows 75 A2 F 735 [Cisco Secure Workload =— = h| 7 A A —/L L. [Cisco
Tetration] 7 4 L7 MU ZHIBRL 3 (W%, %49 5/ AL [C:Program FilesCisco
Tetration] ) o

» Windows 75 A ~Z [Cisco Secure Workload =— = ~| A VA b—/L L £7,
FROFEEAFITTHE, TaaSUL TZ— x> N IP 7 R A & VRFIEHR A L CIER
GRS ET,

U A 2 Bl & 372 Windows AR A R (FERIT) ARIZEEOFIE :

» Windows 7" A k2% [Cisco Secure Workload =—> = > | 7 A A =)L L. [Cisco
Tetration] 7 4 L7 b U ZHIBRL £ (8%, #2479 5/3A1% [C:Program FilesCisco
Tetration] ) .

» Windows 8 A F D4R Z A8 L CHEZE LE T,
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PANEY £ A
B 75 ror—srBEYR— rShTL BN E S hERRT S

 Windows 8 A Z [CiscoAgent] %A A h—/LLET GHFLWWAAR N ZEMH) . Secure
Workload

HEEIN/-ARA FNOLRIEEICET S FROFEICHE ST, ==V FEHFLWVWERZR 4T
TaaS UL IZB KT AL ERNH Y 77,

T29 b7+ —LABREYR—FSNhTWENESINEHERT S

Windows
o 1< K winverexe #E{TLE7,

o [HR—=FENTWET Ty N7 —L LT TSN THWINELZDY ) —2%
I AN

Linux
« cat Jetclos-release # FEIT L £ 7,

s [PHR—=FENTNDET Ty b7 —L LB M) [THEHESINTOWINELEZDY Y —R%
e UE+

AIX

e 2= Runame-a ZETLET

cHE AV RV g b FT N g R TWVET,

p7-ops2> # uname -a

AIX p7-ops2 1 7 00FB8AF944C00

« ZORFITIE, RA NLDOBOBEHOBTNR~A F—N"—Ta >y 2BHOBFNA Y ¥ —
NR=TarThiHED, AIXAX—=Va 712k Ed, [HR—-—FrINnTWE77 v b
T —L LT ICRE SN TWDINEE DYV —A& i L ET

Windows Installer ) [5]&&

« C:\Windows\Installer 5 4 L7 MU MMTFETDHZ E 2R L TLZE, 77 A /1r=
I AT —FZ I EIF R EINET A, MR ITIEL, CMD & v v a v TIREFET
+ 55T, dir C:\Windows\Installer

« Windows Installer #— & AN 72 > TWRWNE I NEMER L E3, H—E 2% F8)
WCHET HMERHD £97,
» Windows Installer (Z L > THOZ=T —NLAHA— FZNTWRWNE I DEHERLET,
[WindowsR 4" (WindowsLogs) ]>[7 74— 3> (Application) |>[#{E5T
(Source) >[Msilngtaller] C Windows & A7 LA X2 b Z &l LET,

. YIbrkYHz7I—CU b
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WE Windows —E X .

WE L Windows H—E X

LR, B2 > TV B BRI =V bDA VA b= BEICERT A2V —E 2D X
MCF, BN EAE—Y 2 FOYHAA VA N VIRB LT v 77— R,
INHDOY—EARBEITTCHDZ L EHERL 5,

= 14: HEH Windows H—E X

HJ—EX AR M—ILDOBEH

TNRAA Y N T v ~3x—V% Npcap 7 A /VZ RTAN—DA A ~h—VH
DT INA AR T A NEH

TRA ADA VA h—) L —E R Npcap 7 4 /v X KT A /80D A A b—/VZH
fERH I ET,

Windows A > A h—F T—Vx FDMSI NN =T DA A R—
/I/L:‘/Z‘E:/C‘j—o

Windows H7 7 A4 7 U #+—/1 WAF i & — RIZHE T,

Application Experience TAT L EOWREDFEITRET 7 A VA RIE

THLEDIHERSNET,

Y

GE) 77U — g URERY— 1 R 1. Windows Server 2008, 2008R2. 2012, 2012R2. B I W
Windows 7 DA MNRIERTT, M35 &, Npcap DA A M= LHIZT 7 A VD E v 7 R%
L, A VA M= VIZRIT A AHEMERH D 7,

Npcap D fEl=E

Npcap i% Windows =—3 = > FEE D PCAP Y — /L TF, =— V= MF—EXARHLELTH
510 12, Npcap DA VA R — /L E IV R — SN TNDENRN—=T g 0 ~DT v 77 L—
ROFEATENET, Npcap F—EADA VA R—LVFIXT v 77 L— RBRKRKLIZSGA.
T—V = MI30 LIS, VA =2l ITLET, 3EIKIT L, ==Y = MT
Npcap Z LRI DOH R — M@ AA—T g vicu— "y 7 LE 9 & LET EARERES) .
ZD%, =— = M) Npeap DA A h— /L& LD Z L1TH Y £H A, C\ProgramFiles\Cisco
Tetration\Logs\TetUpdate.exe.log 5 & T C:\Program Files\Cisco Tetration\Logs\npcap_install.log %
R LT, =7 —ZRETEET,

Npcap A7 v T L—FEnGW (FEIFLEFI—2 o2 MEH)

« 7t ANBUENpcap 7 A 77V EHEH L TWA8E, Npeap IZIEHIZT VA VA h—b
SNRNWZENRDHY T, FATRUZFRDLITIE, ROa~xy FEETLET,

PS C:\Program Files\Npcap> .\NPFInstall.exe -check dll
WindowsSensor.exe, Wireshark.exe, dumpcap.exe

YIb+hYz7I—z bk .



VPANEY S 2 DA |
. Npecap B34 VR k—LE A

T AN—EFRIRINDEEIEL, Npcap 7 v 77 L— R&EFITT HRNICENL DT nk® 2%
ZIETAMENH Y £9, Npeap Zi I L TWAH 7o An2WES, Eitoa~v s RickD
<NULL> DA MNRRRSIVET,

Npcap A1 VX k—JLE LY

¢ VAT AIA VAP )LEINTND CAFEHELZME LET : NPCAP 1 > A b — T DjiE
BAE [

» Windows -/ » A b—7 ORE % MRS L ¥ 7 : Windows Installer ¢ [

e VAT A LEDOMD =T =B Ry N =T A H—T o AIERBENMZ TN & &
R LET, ZAUDREETCOM B v 7 N3 EL., NDIS KT A4 NDONA » RPEETF 6
TWARREMEZ B Y £97,

Npcap NELIZA VR F—=)LENTWNEIMNE S HDFER

FIE

ATy 71 [A2bA—)L/ARIL (A2 FE—ILRAR)IL) |>[TRY 5 LEHEE (Programsand Features) |
F w7 LT, NpeapBA VA= NLEINTNWET TV r—ar LTI ARIRTWND
ME I MEHER LET,

RATY T2 Npcap 37 v b RTARNBREDONICIZNA » FERTWDLZ LR LET (Fovr~—
INFERINET)
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Npcap 2522121 VX k—LahTLanESrnkR |

& MNetwork Connections

4+ | E." v Control Panel » Metwork and Internet » Network Connections

Organize »  Disable this network device  Diagnose this connection  Rename this connection  View status of this cor

t L"' " Ethernet0
e tetsensordev.com

=

W2 vmxnet3 Ethernet Adapter 1l E|| !ﬂp P I_ES .

MNetworking

Connect using:

¥ vreanet3 Ethemet Adapter

This connection uses the following items:

& Cliert for Microsoft Networks

M |
gWindcws Wetwork Virtualization Fitter driver

=) 005 Packet Scheduler |
E‘, File and Printer Sharing for Microsoft Metworks
~& Hyper- Extensible Virtual Switch

[ -2 Microsoft Network Adapter Mult_iplemr Protocol W
<| ] [ |=

| >

| Install .. | Uninstall Properties

Description

A MDIS & fitter driver WFP callout driver to support packet
capturing and sending under Windows 7, 8 10

oK || Ccancel

ATV T3 RIANRBELLA VA R—=AINTNDENE I DR LET,

C:\Windows\system32>pnputil -e | findstr Nmap
Driver package provider : Nmap Project

ATV T4 RIANY—EANA VA M=V S, FETHTHLINE D PEMHEELET,

C:\Windows\system32>sc query npcap
SERVICE_NAME: npcap
TYPE : 1 KERNEL DRIVER
STATE : 4 RUNNING

ATY TS VIR NYDBHET D08 ) e i LE T (Npeap 289 CTITAET 5 2 & 2t
Hledblice—y = PTHERSNET)

C:\Windows\system32>reg query HKLM\software\wow6432node\npcap
HKEY LOCAL MACHINE\software\wow6432node\npcap

AdminOnly REG_DWORD 0x1

WinPcapCompatible REG DWORD 0x0

(Default) REG_SZ C:\Program Files\Npcap

YIb+hYz7I—z bk .



PRANEY ST DS Y |

B v oo R b ERET Y T L— FOEFROR Y FT— EEORE

ATYT6 AL AR—LENTWDNpeap 727 T LT 7 A NNTXRCEETDHNE I DR LET,

ATy T17

C:\Windows\system32>dir "c:\program files\npcap"
Directory of c:\program files\npcap
04/29/2020 02:42 PM <DIR> .
04/29/2020 02:42 PM <DIR> ..
01/22/2019 08:16 AM 868 CheckStatus.bat
11/29/2016 03:43 PM 1,034 DiagReport.bat
12/04/2018 11:12 PM 8,908 DiagReport.psl
01/09/2019 09:22 PM 2,959 FixInstall.bat
04/29/2020 02:42 PM 134,240 install.log
01/11/2019 08:52 AM 9,920 LICENSE
03/14/2019 08:59 PM 10,434 npcap.cat
03/14/2019 08:57 PM 8,657 npcap.inf
03/14/2019 09:00 PM 74,040 npcap.sys
03/14/2019 08:57 PM 2,404 npcap wfp.inf
03/14/2019 09:00 PM 270,648 NPFInstall.exe
04/29/2020 02:42 PM 107,783 NPFInstall.log
03/14/2019 09:01 PM 175,024 Uninstall.exe

13 File(s) 806,919 bytes

2 Dir(s) 264,417,628,160 bytes free

sys R A7 7 A L8 Windows D KT A NT F NV FZHDH0E D D EHERLET,

C:\Windows\system32>dir "C:\Windows\System32\Drivers\npcap.sys"
Directory of C:\Windows\System32\Drivers
03/14/2019 09:00 PM 74,040 npcap.sys

1 File(s) 74,040 bytes

NPCAP DA VR F—IILE=EZT7 v T L— FOETHRDORY FT— 9 EHEORE

Windows 2016 0 &= & FH

P—=KRX—=FT 4t DLWF (714 bU=A b7 4 %) KTA43— (netmon 72 &) b DHHE,
FldEy VT T TTF—I VI TETEBERINTEY, =—Y = FOREBFIZNPCAP
WA VA =L ENTWABIES, RO LD IRRIMBFAET A AHEMERH Y F7,

RDP 78 FHE#E S 11 %

NetBios ¥— B AN HEE) T 5

k72 % v b U — 27 BEiic B % [
Zhix. Windows2016 OS D/ MNEETY .

Npcap & D NIC F— = > OHEIBRMEDRIRE

— I 7 NIC #$8E1Z. #FEINIC (Intel. Broadcom. Realtek, MS{RMET Z 7 & 7 L) L F—
U RITA N (AA v TF_R—=ATE— RKNNT UV T EE T = — v — =% A,
BEDONICIZ/Nr » bEDET AT LT Y L) 23 ML L THET,

—H#FD NPCAP /X— 3 U Tlid, $IZ FNLDOF— U F NIC ~DRA v Kilz, F—3 07
NIC & OHEEDORIER H Y £,

IRTED SecureWorkload 24— 7 bz 71, Microsoft MY R— T 2B NICF—I 24
ZHEALTTRMEIATLET,

. YIbrkYHz7I—CU b
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v bo—soo—za@sLunvoiqzszwm [l

NIC type : Intel(R) 82574L Gigabit Network Connection

Teaming Mode : Switch Independent

Load Balancing Mode: Address Hash

0S : Windows 2012 , Windows 2012 R2, Windows 2016, Windows 2019
NPCAP version: 1.55

\)

GE¥)  Windows 2008R2 1%, Microsoft 23V 7" — k32 NIC F— 2 > Z1Z5%His L TWEH A,

2y b= 70—ZHELGELVDIA 2 REZ A VM

ATy
ATvT2
ATvT3
ATvT4

ATvT5
ATvT6
ATy 71
ATvT8

TetSensor $—E A (X, NPCAP —EANFETINTNDH L XIZ, HBINIZ VM DOX v b

U—7780—%Xx 7T ¥ LW ERHD ET, ZOREIT, MSIA A M—F %L T
[nostart] 7 7 772 L C—V 2 A VA F—LENTZEA. 23 VMT 7 L— kA —
VT A A—TTPowerShell £ A b —F ZfE ] L, [goldenlmage] 7 7 /72 L CT=—L = |k
WA LVA N VENTEERICRETDIZENH Y F1,

Z DA, Secure Workload =— ¥ = > b —E R I VM 7> 7 L— h CTHEITEBB L ET,

NPCAP/A VA R —/L &I, VMT VT L— DRy hT—J ALy 7L v RENET,
FHLOVM A VM 7> 7 L— b fEflS s & NPCAP IZH LS ERIES N VM D% > k
T—J AZy JIZELLS A RENERF A, ZOFRER, NPCAPIIHX Y NV —F 7u—%F v
TFr TEEHE AL

FIE

EEEWERTomdexe 2~ REFETLET,
scstop tetsensor =2~ > K% 3{7 L C, TetEnforcer — B R Z{5 1k L ¥ 9,
sc stop tetenforcer =@~ > K% %47 L C, TetEnforcer — B X &A1 L E T,

C:\Program Files\Npcap\NPFInstall.exe -check_dIl #5£/7LC, fio>7 7'V &7—< = > 7% Npcap
ERERAL TN 2R LET,

Npcap Zf# L C7 o A &ELE L £,

C:\Program Files\Npcap\NPFInstall.exe-r #3217 L C/NA T 4 7 Z FEE L7,
scstart tetsensor =2~ > K& 3T LT, TetSensor % — B A ZB#A L F 7,

sc start tetenforcer =~ > K% 597 L C, TetEnforcer —E A& Bills L £,

Npcap TORY FT—9 N\ T+—T R

Windows TetSensor +—EANFATINTND L, Ry T =T RXT o —< U ANEEL ST
52 ENER SN TUWET, Windows TetSensor —E A (tetsen.exe) (%, Npcap ZfHH L T

YIb+hYz7I—z bk .



PRANEY ST DS Y |
B veapcoxy r—s80 -2z

Fy MU= T7a—%Xx 7 Fx LET, Xy NV —27 70 —%F v 7 F ¥ 7§ 5 Npcap DFEH
L. tetsenexe ~DF v NU—7 7 —N Ry NI —I RT3 —< R TEEZRITLET,

TetSensor %A L A b — N1\ Xy NT—I T 3 —< U A& W 7547 b : Windows
2016

Npcap 1.55

TetSensor A% : WHIE— K WFP Z{f ] L72255E— F
H—/3— : Windows 2016

Npcap 1.55

TetSensor #§% : 1A E— N WFP Zfli ] L 7= &56€E— K

cmd DFEAT : iperf3.exe -c<server ip> -t 40

% 15:121071 : Npcap 1.55 TDXRy kT —9 8T+ —T VX

B 2y RT—H RTA—T R
TetSensor A1 > A h—/L [ID] A > & — /UG5 E e
Npcap 72 L [ 4]0.00 ~ 40.00 ¥ 18.2 S H /54 b 3.90 &4

NAME GEER)

[4]10.00 ~ 40.00 #> 18.2 ¥4 /31 | 3.90 77
A BB (R

TetSensor 1 > A h—/ L% I [ID] A > & — 7 )LHE ok e
Npcap 1 A b —/ L% [4]0.00 ~40.00 75 173 X4 /XA F 372 X4

A M (EEE)

[4]0.00 ~ 40.00 75 17.3 ¥ H /31 k 3.72 ¥4
NA N (ZEH)

Npcap 0.9990 TOR >y b T —T /N7 f—< A

TetSensor %A ' A F—N1RIZx Yy N —I R T 3 —< U AZ WG 7547 b : Windows
2016

Npcap 0.9990

TetSensor ##% : #HE— N WFP Zfi ] L7-23EE—

H—/3— : Windows 2016

Npcap 0.9990

TetSensor % : WHE— N WFP Z#ffi H L 7= &56€E— K

cmd D FEAT : iperf3.exe -c<server ip>-t40, 7 : Npcap 0.9990 DR T — 7 /X7 F—< 2 A

class longtable

. YIbrkYHz7I—CU b
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0s <7+ —vzvretonE [

RE Y RT—=H RTF—T VR
TetSensor { v A ~— /L [ID] A > & — /N UHRIR E S
Npeap | > A h—/L# 2 [4]0.00 ~ 40.00 # 163 £ 4 /34 k 3.50 £

A M GEERE)

[ 4] 0.00 ~ 40.00 ) 16.3 X H /XA k 3.50 X4
NA M (ZEE)

N\

GE) N7 —~v2 AL, A A F—/L STV S Windows Npcap 73— = &, Windows OS, 35 X

Oy N — IR K > TRRLGE1H 0 £77,

0S DN T A—T U APLEMHDRIRE

A VA R—=LEN TS NPCAP D/N— g oML Secure Workload Y 7 7 = 7 CTH AR —
FERNTWARWES . 0S THRHD/NRT +—< o ZAELLEMEOBEN R AT 5 i REER H
D iTO

PAR— K I TS NPCAP N—T 3 > @ 0.991 BLN1.55

GPO DX TE

RV —%@EHT2o—V 2 P T, =W AREELITIGPO DTN EEHA LT 7
AT A —NDIHEGNTHLENRH Y £, tMOTXTOGPOKEILITHT . [REE]
DFEFIZLTBLMENRNDHY F9,

cGPORENHEHZ 70 v 7 LTWEMNE I MEfERT 51X, C:\ProgramFiles\Cisco Tetra-
tion\Logs\TetEnf.exelog D= 7 2R L. RO T — BN ER L E T,

s TL—ILZEREFE=UULZ] ORETIL—ILORENRE: [T L—TK) U —IZRESN
NTNWDT7 7 AT 74+ —A0H Y £9, Secure Workload =— = > MZiX, T aHIkRY
DIHEENRH D FH A, |

c TJ7AT 94+ —IDBA TIZEESNTULS: [GPO A DomainProfile D7 7 A 7V 4 —/L %
NI L TUVWET

cTIHIWELT O AVHERESINTILS: [/ —TF 7K v—(X, DomainProfile 7 7 #
NVNNSET 7 ar L L TWVET]

e RAMIEHESNTWD GPO R Y —% i3 2I12I%. gpresult.exe /H gpreport.html % 5%
7L, ASN/ZHIML LAR— FE2BE £, LFOFITIR, Tr—azfkiE) 28 Tn
W2 IZRESNTWAIEA, SecureWorkload =— Y =2 DT 74 7 07— /L@
LHEEN—ME, EHE—Y 2 NEBALET,

YIb+hYz7I—z bk .
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B /sxsEE~0—vor

Settings
Security Seftings
Account Policics/Password Palicy
Account Policies/Account Lockout Policy
Local Policies/Uscr Rights Assignment
Local Policies!Security Options
Public Key Polices/Encrypiing File Sysiem
Windows Fircwall with Advanced Security
Global Settings
Domain Profile Sciings:
Policy Setling Winning GPO
Firewall state On Tetration Agent Firewall
Inbound connections Mot Configured
Cuibouit owristion Not Configured v Recommended Configuration
Apply local firewall rulss: Hot Configured Firewall state = On
Apply local connection security rules Not Configured All other settings = Not Configured
Display notifications Naot Configured
Allow unicast respanses Not Configured
Log dropped packets Not Configured
Log successful connections Not Configured
Log file path Not Configured
Log file maximum size (KB) Not Configured
Private Profile Seftings
Public Profile Seftings
T Inbound/Outbound Rules Not Recommended
HTTPS Inbound Rule Tetration Agent Firewall

This rule might contain some elements that cannot be interpreted by the current version of GPMC reporting
module

Enabled True

DI RARABE~NDI—T b
Secure Workload =— = > MI., BHOF ¥ 2L EZN LTI T AZ O AR L X7,
=V FOEIZL T, BRI ESY £,
EHOYA T
cWSS: 7 T ZAHF~DR— b 443 ZJr LT=kke 7 Y or Nk

cFIVHAL 15~205T L2 T AH~D HTTPS = — /L %47\, BUE DR % HeR
L. FaERL, JI9RXIZH L TC—V2r hOT I TF 4 7TRERZEHLET, Zh
X, Ty 77— RFokBbMELET,

c JO—IJARR—b: 70— RAEXT =X %) T RAZGEETDH-DD, "— b 443 (TaaS)
FT2IEL 5640 (AT LI R) EA LToakien 7 SSL

o BF : AR— | 443 (Taas) F721%5660 (7L I R) &4 LI-KkEead7s SSL #kic &
D, WHARY U —%2H0 A&, @HAREZ®RE LET,

3

EEEEFEEEREE

BEEE
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BRI RE D FERR

waneorz [

TerationUliX, 37277 4 77 (Fzv A4 Liplleotz) =—Y =2 b, ([#EF (Stats) ]
D[E—Yxr NI —7nm—R7a7 7 AL (Agent Workload Profile) | X—IICH D) =27 A
A—hIhTWinwre— FERRLEZEHOW TN EZHmE LET, =7 LT

V—/n—ROSEIEhn Ve L, MEORNEZREST L LN TEET,

k70 T4 TRIT—2 Vb

Windows = 2 : C:\Program Files\Cisco Tetration\Logs\TetUpdate.exe.log
Windows = 2 : C:\Program Files\Cisco Tetration\Logs\check conf_update.log
Linux 2 7 : /usr/local/tet/logs/check conf_update.log

HTTP )& 2 — R 304 WHEE SN TED, RTCOEENRWIZ L2 ERLET, =TF—a—F
=2 bRERICHEE SN E T, TDOMO HTTP )&% 22— RiX. Secure Workload 7 7 A & L WSS
P—EREBETHIEOREEZRLET,

Tue 06/09/2020 17:25:25.08 check conf update: "curl did not return 200 code, it's 304,

«— exiting"
Tue 06/09/2020 17:25:25.08 check_conf_update: "error code after running check conf

«—update = 2"
cBMEEINTEY, BEOEFIIOV FHA, FTov I/ A KRB LELE
« [401) BERIZKRIALE LTz, 77T 4 X— 3 F— (TaaS) Y FHA
«[403] ==Y = METTIZFE L UUID TZ 7 A Z 2SN TWES

« [000] SSLTO#f DRIEA R LE T, curl 28 WSS Y — _R—|CHRIFETE 2o 72, FEH
EICHERHVET, SSLONT TN a—F 47T SSLO N T TN a—F 47
FHER L TL 72 &0,

IYRAR—FEnTWWVELNIO—

Windows = 2 : C:\Program Files\Cisco Tetration\Logs\TetSen.exe.log
Linux & 7 : /usr/local/tet/logs/tet-sensor.log

LUFIE WSS ~OEERENE LT Z L AR LET

cfgserver.go:261] config server: StateConnected, wss://<config server ip>:443/wss/

«—<sensor_ id>/forensic, proxy:

UTEav s 2~ PR LI 2R L ET

collector.go:258] next collector: StateConnected, ssl://<collector ip>>:5640

WSS E£72iFa L7 X ~OFEHIC= T —NRELTESEEIE. 774 T U+ — VO TE % i
5, =— x> b & Secure Workload D] T SSL 18 BAL T TV RN E 5 A fileid
LTLEEY, SSLO T TNy a—T 407 2BBLTLIEEND,

YIb+hYz7I—z bk .



PRANEY ST DS Y |
B ssiorsonea—500

R —BRAD KK
Windows & 2 : C:\Program Files\Cisco Tetration\Logs\TetEnf.exe.log
Linux & 7 : /usr/local/tet/logs/tet-enforcer.log

ssl client.cpp:341] Successfully connected to EFE server

EFE Y — R— ORI T —PNRAELTZSGEIE. 77 AT U — VOREEMRT 50,
T—Y = k& Secure Workload DT SSL Tﬁﬁﬂﬁiﬂﬁibzhfb W E I EER L TLE
EW, SSLONTF TNy a—TFT 407 ZBRLTLITEE N,

SSLO LS TN a—TFTay
I-Cry NEEOEE

Secure Workload =— < = > b &, TLS Zf#EH L T Secure Workload Cloud SaaS #—/3—~®
TCP #fi R L7, T O OHRIL, RD 3 DOREAIR T ¥ XV HHINET,

e —x ) k>R — K TCP/443 (TLS) (sensorVIP) #&HH ™ Cisco Secure Workload SaaS
GilE7E e A2
ZAE, =— Y= F2Y Secure Workload IZBER TEX 5 K O ICT KA Y = — L DOHIETF v
FNTHY, BREDT w2l V7 v 2T T v 77— RBabE L £,

e T— 2 h->TCP/443 (TLS) (=L 7 %) #&H ® Cisco Secure Workload SaaS 7 = —
T—H

Ju—5—XiL, WEEINZ T —AXT—XIFRTHY, ZOT—XT—EIZ 16 HD
IP7 RLADOEY b IDICERSNET, 2BHOIP T RLADE Y MNIALZ /31
<Y, ZhE, EEOYV—NR—1TF7 T 4T DK 1~ 5% EEHDET,

e T—x 2 b ->TCP/443 (TLS) (efe) %I L7z Cisco Secure Workload Saa$ it i 7 — 4
W7 =5 F kM, BY =07 v va L R 2T 2 il
HAENAERY 2 — ADHIHEF v XL T,

o —id I“—V:‘/}\c‘: }:?6 A VAR—=LENTNBDEr—HI/LCAIZX LT, Secure
Workload 7 7 7 ROHlE, 7—% . BLOWEHY — =250 TLS GEELZMFEL 5, fill

@CAiﬁ%éﬂﬁwtb\i~7:/b;%héﬂ6@®£%%iﬁﬁ;%ﬁb\IFVI

‘/% R INFEA, BRI, ==V MIBE, Tyl A4, 7a—0%E, 2
TEHRY o —DZEEITORL 720 £7,

I—o1TY ﬁ%@m%574v7®ﬁﬁ

L OGEIERINS— ﬁxﬁ’]iﬁ%ﬁki T—Yxzr b (V—271—) & Secure Workload
mﬁ@ﬁ Fﬁ7747¢j~w& AL T 7Tax v 2EETHZ & TT,

. YIbrkYHz7I—CU b
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SSUTS G0 k5 ILva—7125 |

\)

GE¥)  Secure Workload 1%, v HR—F 4 7 HICHLF— 7 = A /NATIP [HFHREZNE L, T ME
RS A BB L £, R—X L THLWIP T FLAZBINT AP T KL A%
BESAES . EHIZIT Secure Workload 2 # v 712 L HHERR & AN MLE T,

TaaS R—H VT —F T = A/NATIP 7 RV AZBIMTHZ LM T, 7V MU RS
T4 w7 EEFINTWRNWNT T 4 7 BT 572012, 2y NT—ZIZEHIZEERL
BIZRDEERDH Y 7,

BR 77 A7 74 —/LCTLS/HTTPS /L7277 hNT7 v RAR— b 443 Z5Fa] 3%

B Web 7 DNMERENTWABEAIL, Web 7> TF 1 F /34 3% ¢ SSL/TLS
ANRNAERERR LET,

)

GE) FT—FEBr¥—THAMNE Web 70X AL TCWDEHEAIL, €D SaaSIP 7 KL 2 %
N—=T 4 T L NARZV—VERRT H0ERHY £7, £V —iX, ABHTTPS U ¥
A VL7 FEFITTERVEERTT,

TV = hOBFELEIP DY A ME, TaaS KR—F LV TAFTEET, 774 T U+ —LDT
T RN REERLE T U NA N RTBINT S IP 12X, collector-n, efe-n (3 A 2NEBE S U
TWAEEDHR) | BLWsensorVIP &9 TNANRITFoNET, @FE, =— V= MNEFE
BT D IP X 17 ~ 33 H D T2, TaaS WEkIZ K- TEENLL EFEZITLLFIZAR 5]
HEMERH Y £77,

SSUTLS D bS5 T a—Ta4 0T

o7 g THALZEBY, =—2 2 MBIED SSL/TLS {2 A RAT 57
W2, BRI E72ITBRA 72 Web 70 X U ARET DI ENEETT, NA RARKRESNT
WeWGE, Inboo XU El R b ER AL N H Y £

SS/TLS Fo 7 4 w71, BEOHFHES T —V 2y MOEETBEZLIEA T 7 4 v/ T
T ==V NI —HV CADHEMEN L CGENELRIET 2720, Zhb07 aXk 4R
BHEIC L TR 7 — D BELET,

JERIZIZ, =Z—V 2V PRI TAXIZBEETERN, TV MR TF v 7 A L7V,
TV BT a—%FE LRV, EAPENN/R S TWBEGEE) =—V = FRBRED
WHEZE L2WRERH Y £,

\}

GE) VUTONITAY2—T 4 7FIEEL, T 740 FDOA A M= ARAMER ST Z & &l
it L CWWE 7, Windows: C:Program FilesCisco Tetration Linux: /ust/local/tet. =—3" = > k Z j
DEGFNA A S =N LTI2ElE, FIRAZZOGEFNIESHZ TIE S,

SSL/TLS B OREIZ, =— Y= bu /7 THESINET, v ZICSSL=T—RNHE0E 5 »n
FHERT AT, BIEIN-EETAMEICH L TkROa~y REFITLET,

YIb+hYz7I—z bk .
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B ssunszgorsinsa—5400

Bk, FzvoAQ4 Y
Linux

grep "NSS error" /usr/local/tet/log/check conf update.log

Windows (PowerShell)

get-content "C:\Program Files\Cisco Tetration\logs\check conf update.log" | select-

«—~string -pattern "cSSL Certificate problem"

get-content "C:\Program Files\Cisco Tetration\logs\TetUpdate.exe.log" | select-

«—~string -pattern "curl failed SSL peer certificate"

78— (Flows)

W5 XD SSLITLS BRI DIZ & A BT, =— Y = v M ORI OER R L OB&EHICRE
LET, 7a—%XETHITE. ERERADENIBEFENTET LTWAIMLERHY 9, 22
TETREND SSL/ITLS =TT —i%, B —D VIPIPIZFFA SN TWAER, 2L T XD IP B
T ENTWRNT ERERE T,

Linux

grep "SSL connect error" /usr/local/tet/log/tet-sensor.log

Windows (PowerShell)

get-content "C:\Program Files\Cisco Tetration\logs\WindowsSensor*.log" | select-

«—~string -pattern "Certificate verification error"

W4T
Linux

grep "Unable to validate the signing cert" /usr/local/tet/log/tet-enforcer.log

Windows (PowerShell)

get-content "C:\Program Files\Cisco Tetration\logs\WindowsSensor*.log" | select-

.—string -pattern "Handshake failed"
FRon 7T =y 7IZSSLT T —RNRRINTZGEIT, ROa~v Ly REFEHALT, =—Y=»
MIFESN TV LHIEAELHER TEET,

Explicit Proxy - where a proxy is configured in user.cfg

Linux

curl -v -x http://<proxy address>:<port> https://<sensorVIP>:443

Windows (PowerShell)

cd "C:\Program Files\Cisco Tetration"
.\curl.exe -kv -x http://<proxy address>:<port> https://<sensorVIP>:443

BBAETOXS :usercfg 7RF VREEFIAETT, ZO7RF UL, =—V oY EhbA v
H—Fy hA~DTXTOHTTP (8) "7 7 4 v/ TRESNIZT X TT,
Linux

openssl s_client -connect <sensorVIP from TaaS Portal>:443 -CAfile /usr/local/tet/

«—cert/ca.cert
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Windows (PowerShell)

cd C:\Program Files\Cisco Tetration
.\openssl.exe s client -connect <sensorVIP from TaaS Portal>:443 -CAfile cert\ca.cert

openssl s_client respose TIRD b D AR L TWES

Verify return code: 0 (ok)

T T —RERINTZHEE, AEHEFEEZFHRTLEI N, GEE (Fx—) OflZiX, KOFE
HEOHLEZZDDVLENH Y £3 (CNIPIZ—HITT) ,

SEAES = —

0 s:/C=US/ST=CA/L=San Jose/0O=Cisco Systems, Inc./OU=Tetration, Insieme BU/CN=129.146.
«—155.109

i:/C=US/ST=CA/L=San Jose/O=Cisco Systems, Inc./OU=Tetration Analytics/CN=Customer CA
BINOFEAENRFRENDIEEIL, =— = k& Cisco Secure Workload D12 Web 15 51k
TaXTNHLARMENHY ET, X2V T 4 SNV—TE IRy FU— 2 70—
L, EiLD T2—=Y = MERFEOIP M7 7 4 v 7 DFRE] ¥ aTYARSATND IP
ZERALT, 7aF A R"ARREINTNDL T E MR L T EEN,

Windows 2016 ¥—/3—"T Windows Sensor DA > A h— VA7 U7 "NRT 5« [HKiZ2D
PN SIVE L7, ZERICTHILARANWT I =P RELELL] LWHTZT—RX -V
MERINDBZERHY £3, BEX LML, PowerShell TR E 41TV % SSL/TLS 73—
TaryThoHuagEERH Y 7,

FATSHTWD SSL/TLS N—2 a U i~ 212, ROa~r FEFTLET,
[Net.ServicePointManager]::SecurityProtocol

Fiioa~y RO ABRRTH 546

Ssl3, Tls

WIZ, UToavwr ReEH LTSN r harzZHl L, A A M ZHRITLT
<TIEEWY,

[Net.ServicePointManager]::SecurityProtocol = [System.Net.SecurityProtocolType]'Ssl3,
«—T1ls,Tlsll,Tlsl2’

Iy hOBME

Q: =—V=xV FEIEFIZA VA M=V LELEN, [UIkrY—F=%1 > (UISensor
Monitoring) ] N—VIZERINEH A,
A =—Vxy MREEZRBT DRI, 7 7 AZNTEITINTNDHE RNy 7 o Rh—3—
W=V FEBEKTOMENH D FT, =—T = FRUIR—VIIZRR SN WG EIT,
BEICKRM LT Z ERRRTHDL EEBEZLNET, WS O0DRA L baeTF oy 7 T5HZ L
T, BRI LA AR TE T,

TV PRy Ty R N—[OBHENRE L HREL TWDMNE I NER L E

ﬁqo

ccurl Y 72X bRy 72y R —N—|ZELSFHETE LN E I NEHRLET,

YIb+hYz7I—z bk .



B - romn

PANEY £ A

*HAProxy 7 7 EAXA & RNy /2y RYh—R"—pu /% F v 7 LT, B 72X MR —
NN E D iR L ET,

e 77 AN Teurl ) 7 T A MDLIRSINT T — 2R LET,
Q: -V VU IMBA VAR NEN, U=V To—Vxr MR TEE LN, [V 7

R =7 =g (SWVer) 151, N—2 a3 VERTXFHITIE2RL (IS e
(initializing) | & FR SN ET,

A:T—Vay FERPNCA VA A LTAY 7 2y R —A—lCR R LT th, =— V=
FRNR= g U ERETDLEIICRDETIHITI0520Y £7,

Q: = —VxV MIHEUIZT v 77 L —RFENTWETH, [VT7 hT=T "=V a (SW
Ver) 17 4 —/V RIZIZERMICHOTZ0 (B2 E) A= g URFRSINEEFIT -
Tb\i—é‘o

A:T—Vxy MREHICT v 77— Rand e, =—Y=r Miarl V7 =2 bE%EL
THEERITHFON—=Varz2RhEL, ALV IZZARNTHLOIAA=a v B3b R L LD
ELET, OEI WV ONOBEBIZEY, VZZA MRy 72 RIZEFETE R o7
AHEMEN B D F9,

VI TR INEZA LT ML, BEENIONEZRS TEEFEATLE,
Xy NT—=ZIZHBENEEL, ==V = MBIy 72 R —R—CHH TE EHAT
L7,
Q : RHEL/CentOS-6.x T=— = M & 7L, IEFIZENEL T\ EF, OS % RHEL/CentOS-7.x
W7 77 L—RTAH5FPETT, 777 b—FgEbo—V = MIBEL £
A:BIE, OSET v 77 L—FT5 U4 FRHIATVYy—V IV —2ADT v 77 L —R) 3%
A—=hFZINTWEHA, OSOT v 77 L— KEIZ—V oy NEEESE A2, ROFIE
EFEITLET,
HEFEO T — 2 N T NI 2T ET A A ML LET,
GEHEEZEDTRXTOT7 7 ANE I V=0T v LET,
cUlICREIL, =— b MY ZHIBRLET,
cOS HEHMONR—=Va T v 77— FLET,
cHLVWOSICZ—Y 2 NY T R 2T HA VA=V LET,
Q : RHEL/CentOS-6x T=— x> FEFEITL, EWICEMEL TCWET, SR NDOAHIZER
THTPETT, LHEIOLF/FEHE L= —V =2 MIBELET0?

A:x—Y )y DX, HRA M E biosswid Z & TR A FO—EHEICESWCHE IR E T,
RANLEEESTDHE, FAMDOIDBNEEINET, ROBIELZFEITT L L E2BEDLE
7,

WFEDT V2 N T N 2T ET A VA ML LET,
AEAEA G T RCOT A NE T V=T v LET,
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ULIZBENL, ivve—T 2 b R Y ZHIBRL 9,

» Windows 8 A hOAHIZZAE L CHEH L F7,

T~V N T NI 2T HEHA LA M=V LET,
Q : Windows 8 A N C, /L— /L OBMN/EIR/ERIZL>TT7 74 7 U+ — L OBRPSAFAEL F
Lize W= b EZEFIIZE I TIUZ IV TT 0?2

A BBAREND E, 2=V NET 7 AT Vg — AR NORED 15 BilE
['C:\Windows\System32\config\systemprofile\AppData\Roaming\tet\firewall events] (ZFC&k L =7,
BALDJFIR & 725 7= /L — VL, policy_dev <policyid> <timestamp>.txt & L CYERL S 7= etk D

T ANVTROMY 3,

Q : Windows " A MZx—V = MEEFIZA VA M=V LELER, Br—nhoD7a—
DEENRRINET A, BRETTN?

A : Windows 78 A h T7 o —Z T 521X, Npeap 2343 T9, Npeap (I, =— TV => bR
EFIZA A P—=AENTHE 10 BHEICA A =L EINET, BokoThbkr—n7
H—ZHELRWESIE, ==V ey 7y R — SO IE L <BEREL TV
HMEID, BELWNpeap DIELL A VAR — LI TNDENE I DEMHERL T TEIN,
Npcap D[t

Q : Windows /" A b (2008 R2) (= —Y = FEIEFIZIA A M—/L LE L7223, tetsensor
P—EADETPICV AT L7y 7B ) 7 P LEY, RETTN?

A i, Go B LT Windows 2008 R2 ORI DA T4, FFEHIIZ VW TiL, rGolang BX
" Win2008 R2| &ML TLESW,

tetsensor —E A D —# & L TEITEND 7 2 & X tet-main.exe IX, Go/X— = > 1.15 2
LTHEINTWET, FO70, tetsensor Y —EZDE[THICI AT A7 ay 7R R 7 k
LET,

Z ORBEIL. Windows2008R2 V— 72 01— RAAEENTP —"—F£ 72 F KA a3 ba—F
ZNTP H— =L LTHHTEI)ICHRESN TV DIGEEICRELE T,

EZ O DEREE
1. NTPIZEMIICZ vy 7 Z [ &8 £ 9 : w32tm /resync /force
2. tet-mainexe Z FECHNIZ L E T,

o [EHE ] HEBE T cemdexe #ETLET,

e regedit.exe ZFAT L E T,

« [HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services\TetSensor| (2% L &
R

o [ImagePath) X% 7L 27 Vv 7 LET,
o [HZ HmEE L. tet-main.exe ZHIFR L E 9,

B x— : “C:\Program Files\Cisco Tetration\TetSenEngine.exe” TetSensor TetSen.exe “-f
sensor_config” tet-main.exe ” ” TetUpdate.exe

YIb+hYz7I—z bk .
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PRANEY ST DS Y |
B - romn

7 7 #— : “C:\Program Files\Cisco Tetration\TetSenEngine.exe” TetSensor TetSen.exe “-f
sensor_config” TetUpdate.exe

s tetsensor ' —E A A FEEHE L £,
N

GE) TV MR T v T L — REN DN, tet-main.exe % HEX)
IZLTL7E&E0,

3. M NTP HF— —E B L E T,

=

e 2v 2 & 54T L £ : w32tm /config /update /manualpeerlist: /syncfromflags:manual
/reliable:yes

» Windows % A A% —E A W32Time % FLE) L £7,

COMBEOEEMICONTIX, [CSCwb8009| #&M L TL &V,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



