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N—KRy=x7 7a— T L AR =7 AR—= D7D Cisco ACI A /3 REFLORTEDORHESAE 2
Ny FRY O —ORE 3
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WET : 20238 A 24 8

IN—FRH9xz7278—FLARM)IZHORR— D=8
DACl 1 /Ny FEEHDETE

ZD RF¥= A2 FTIL, Cisco Tetration /~— K7 = 7 & > —HIZ Cisco ACI f /N> REBAERET D FIELZ R LE
KR

N—FDOxz7 28— TLA M) ITJXR—EDT=HD Cisco ACI
AN FEBDERTEDRHREN

N— Ry =7 7u— 7L A VU HIZ Cisco Application Centric Infrastructure (ACI) A > /32 REHEZFRTET 5 7D OH]
R EZRITRLET,

HR— FARN—FI9z7ELVY T 7

PHR— RO ACI N~ R =T AA vF, ACI Y7 v =7 /83— 3 Cisco Tetration /7 b 7 =7 /13— 3 (2
DUWTIX, Cisco Tetration 77 v N7 4 —ALDT —H 2 — |k

(https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/datasheet-c78-737256.html) % ZXF&
LTL7ZEuy,

mgmt 77 > bIZ inb VRF AL E
N—KRUz27T—Vz2 P TNHA—FRa—RENTWEZH, mgnt 7572 FTinb VRF Z2FHT2XLERZH Y £,
1. Cisco APIC VAT AT, mgmt 72 hDOT IV v P RAAL L O_R—=VIIBEHLET,

[T+ >k (Tenants) ]>[mgmt (mgmt) ]>[F*v kT—F 245 (Networking) ]>[F v FAAL > (Bridge
Domains) ]>[inb (inb) ]

2. [7VU v Y RAA Y -inb (Bridge Domain - inb) ] ~X—C, [/RKU I — (Policy) | ¥ 7 %27V vr LET,
[RY— (Policy) 1% 7 ®[—#% (General) 1 ¥ 7 ¥ 7N HBEMIERIRS N ET,
3. [VRF (VRF) | 74—/ RZERDF, mgmt 77 MIX LT inb VRF NEIRSNTNDEZ LR LET,

ALY N—F9 7 oY —IZIFN—F9 2 7I—Cz o b — b9z ELTRTTYU IS KALS Y TRy
FE{EA

AR N—FRT =T B —DRE, "— R 2T 2=V O = T2 L LTV P RAL YT Ry
FEFHTZNERHY 9, ZE, TLA R al s ZIZRETLEZOICLOu b LETHLZ E2ERLET,
ANAL VAL T TIE ) —RDOA N REHIP T RLAD ARP Wi S22 Td,

WORIE, Z O OB Z 7R L TWET,


https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/tetration-analytics/datasheet-c78-737256.html

APICs and ACI Switches are in
subnet 10.1 24

- BD Subnet
~] 10.1.11.254/24
7] (gateway of HW Agent)

ANV ERETY RATNY RIZDONTHOEEEIE

 INEREERG T U AT N REA N ROM T 528546, APIC PO EESN5 /37 v b (VMM & 72
E) lZiX, T AN BRTIEA AN KRB LTHERA S ET,

* Cisco APIC TiX, kD#zkr ¥y 7 BMEHINET,
Xy NIZELEA v E—T 2 A ZAEFCA V=T oA APLHTIEND

o EEEREGI R v N U — 7 &560c &35 Cisco APIC B ME SNT-/3r w M, EEEERSNI-A v X —T7 =4
AN

e VE—FxXy NU—27 %5555 L35 Cisco APIC 2 HIEEENT= 7 v MT

X, 7 AT R FED b A0
N RPERELTHEREIND

MRS T U AT N REEE L THERT 2581, IROGFTICEEI L 7,

[ AT L (System) 1> [V RATLERE (System Settings) | > [APICHE#EERTE (APIC Connectivity Preferences) |
Wiz, [N B A % —7 =4 A (Interface to use for external connections) ] 7 4 —/V K CT[7 U bA T
/N R (ooband) ] Z@IRNL £,

Ry R S—DERE

AN FEREZBET DN, TRy FRY O—2RETOLERHY £7T, Ny FRY —OREIX, ROF A
7 THERR SV E T,

*BGP/IL— R 7 LI ZDHRE
o NTP DR IE

* Cisco APIC T HTTP DA%t

FIE

RATYT1 APIC VAT A THASNTVDE Ry RRY = —T %R L E7,
a) [Ry KL 27 % (PodSelector) ] X—IIZBEILET,

[Z77Uwvy (Fabric) 1>[Z7 7 v KR — (FabricPolicies) ]>[7Rv F (Pods) |]>[7B 77
1)L (Profiles) [>[ Ry RTRI77A4ILDT 7+ (PodProfiledefault) ]1>[7 74 JL kb (default) ]



[Ny FEL 27 % -7 741 (Pod Selector - default) ] ~— Y NERRISNET,

b) [777 Vv KRY—7—7 (Fabric Policy Group) ] 7 4 —/V K& RO}, D7 4 —)b FIZFER
ENHRY KRR =T N—TDL4H %2 AT LET,
ATV T2 Ry RRYV =T N —FTHAESNTWSHBGP/L— ) 7 L7 & AfFEIG, BLXOEET 72 AD%
R —F BT ET,
a) [ARv KAKRY =2 —7 (PodPolicy Group) | X—VIZBEIL £,

[Z77Uvy (Fabric) 1>[Z7 71 vy R — (FabricPolicies) |>[Rv F (Pods) |>[RY —
5 )L—7 (Policy Groups) ]> pod_policy_group_name

[Ay RARY =27 —7 (Pod Policy Group) ] ~— U NERINET,

b) [A> KUY —2/—7 (PodPolicy Group) | X— TIRD T 4 —)V RERDTF, &7 4 —/L KT
AENTVWERY > —%AELET,

*BGPIL—Fk 1T LOA
« Bt &K UL (Dateand Time)
EETIER

ATYv T3 BGPL— U 7 L7 ZEHFHELET,
ACIL7 77 Vw7 DL —hK U727 %ZiT, wLF7a ha/LBGP (MP-BGP) 2L TC77>7 U v oK
WAL — 2R LET, ACLZ7 77V w7 TIL—h VT LI B A =TT DITE 777 >
I DEIENWN—F VT VLT RITIRDANRAL AL v F @R LT, HIEV AT A (AS) Hiafftd
HVERHY FT, =~ U TV I EZNACIY 77U v 7 THMIZAE, EEE I, My hT—7
~OEHRERETEET,
a) [BGP/L— VU 7 L7 % (BGP Route Reflector) ] ~<—IZBENL 7,

[ATL (System) 1> [V RATLEKTE (System Settings) 1> [BGPIL— k1) 7L %4 (BGP Route
Reflector) ]

b) BGP/L— MU T LI HDIRDT 4=V EREEHREINTWRWESITHRELET,

s [HfEY A7 L% S (Autonomous System Number) |: B A7 AFKFE, R—F—F—hT7=A
7w k@ (BGP) B —ZICRESN TV LHE. U —T7 AL v F R S NI — 2 RIEIC
—HTHMENRHY £9, AXT v 7 £721% Open Shortest Path First (OSPF) Z i L THFE
Niz— 2L T A EEIE. At AT AR SHEZAEEOADRMEICTE £,

A AT A& FIEL, 1 — 4294967295 DT L— T4 31 MITHZENTEET,

s[V—FU 7L 2% /—F (RouteReflectorNodes) ]: L — hU 7 L7 XL L TEHRR2ODAINNA v
J—FRERELET, TRMEDOTDIZ, 774~V BLOCEDFV = VT LT ZEBIEL
\i—a—o

ATy T4 NTP ZHEHEL £,
a) [HftEBEZARY > — (Date and Time Policy) ] X—I2BEH L £,



(277U v% (Fabric) 1>[27 71 voiKR)— (FabricPolicies) 1>[R1) &— (Policies) ]>[7Rv
K (Pod) ]>[B{t&EEZl (Dateand Time) |

b) [HAfEEEZIAR Y o — (Date and Time Policy) ] ~<— @ [NTPH#—,3— (NTP Servers) | 7 4 —/L K C
NTP »—R—NHEEINTWNWE Z & MR L E7,
NTP OFREDFEAMZ DOV TIL, APIC RF¥ 2 A2 =T H D [Cisco APIC EAFZRTEN A K] o [H
HIFEW & NTP] Ot 7> a 2L TLIEE N,
ATw 5 HITP G35 L1,

ZA FITHTTP Z N L CAPIC /) HNN— Ry =272 —V 2 ha X v rn— R4 5728, HTTP Z 8%
THLERHY £,

Cisco APIC 6.0(1) LARITO Y U — A
a) [FFLT 7 A (Management Access) | X—IZBEILET,

[Z77Yw%d (Fabric) 1>[Z7 U v KR — (FabricPolicies) |>[7R1) — (Policies) ]>[7Rw
K (Pod) 1>[B®7% X (Management Access) ]

b) [FHELT 7t A (Management Access) |-X—0 [HTTP (HTTP) ]#EIK T, ["&HLIREE (Admin State) |
T 4=V RO NU B [FR) (Enabled) JIZHESNTWDZ EEfHRLET,
74—V KOS [ (Disabled) [ IZEXE SN TWAEATE. RE% [F%) (Enabled) JIZEAF L, [25
(Submit) 1%#27 Vv 27 LET,

jaril

Cisco APIC 6.02) LARED U U — &
a) [FPLT 7k AX (Management Access) | X—VIZBEILET,
(277U v%y (Fabric) 1>[Z7 71 vo®KRY) — (FabricPolicies) 1>[R1) &— (Policies) |>[Rwv
F (Pod) 1>[B¥7% X (Management Access) | > policy_name
b) [fEE (Work) 131 T, [R1 >— (Policy) ]1>[Web7 7R (WebAccess) | ¥ 7 a3 L 7,
c) [FFLT 7 A (Management Access) ]-<— D [HTTP (HTTP) ]fEHIK T, [FFLIREE (Admin State) ]
74—V RO MU N [H5%) (Enabled) | ICRRESANTND Z AR LET,
74—V KOS [#%) (Disabled) JIZRXE SN TWAEATE. XE% [F%) (Enabled) JIZEAF L, [25
(Submit) 1% 27 Vw7 LET,

mf

RDZRY
N= R =7 7u— T LA MDD Cisco ACL A /3 FEHORE (5 3—) ([T#ERET,

N—FKO9xz7 28— FLAM)D=5H® CiscoACl 1 /\> K&
BOHRTE
UTOFETIE, RO MRa Y 2RERA & L THFEALET,


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

APICs and ACI Switches are in
subnet 192.168.136.0/24
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1R BRI

eN—RUxT7 Jua—F LA R =7 AR—=FrDZHD Cisco ACI A >3 REFLORE OIS 2 2—)
IR SN TV DIEREMER L, ZNICHE->TNWD Z L 2B LET,

e ARy RARU —DOE BX—) IZRHEINTWBHEREFAHL T, Xy RRYV—DNELLEESINTND
TLEERLET,

FIE

ATFvF1  VLAN 7— L Z&HEL£7,
a) [VLANZ—/LOfERK (Create VLAN Pool) | -<X— I8 L £,
[Z77VUwvy (Fabric) 1>[7 9 AR L— (AccessPolicies) ]>[Z7—JL (Pools) ] >[VLAN
(VLAN) 1 Z3&R L, £27 VU v 27 LT [VLANZ—/LDOIERL (Create VLAN Pool) ] Z3#R L £,

b) [VLANZ —/LO1ERL (Create VLAN Pool) ] X— YT, WROEMEEZFEITLET,

1. VLAN 7—/VO4EiZ AT LET,
2. (X7 ay) VLAN 77— Ao ZE A LET,
3. [V Y TE—NF (Allocation Mode) | 7 « —/L KT, [EFIUEIV 24T (Static Allocation) ] % R

LET,

THUE. FHEAY—AN—THERATAEDIZ, RA¥TF 47— (EPGDAXT 4 v 7 /XA
NAT 4T E) OFT—ANBRENDIGEIC—RIERA I NET,

4. [H7EMb7 a2 (EncapBlocks) |FEIKCLHEM (+) (Add(+) 127 Vv 27 LT, B7ENL
7wy 7 &8Nl ET,

7T v v 713 VLAN 7—/L D VLAN i 2 £ L1,
5. [#iPHOVERL (Create Ranges) | ~\— T, ROEREATI LET,



ATy T2

ATvT3

o [#iF (Range) 1: 27 4 —/L FIEEZ AN LET, ZOFITIE, D7 44—/ T (11
EANLET,

o [E]Y % CE— K (Allocation Mode) ] : [EFAU%E] D 24T (Static Allocation) ] Z R L £9,

s [E—/L (Role) ]: [AMBFE7=ITHHMR DI 7k (External or On the wire encapsulations) ]
BRI E T,

WIZ, [OK (OK) %7 Vw27 LT, [#PHDIER (Create Ranges) ] ~*— CAJ) LI-flH % RTF
[/jz—;«o

¢) [VLANZ—/L®O{Ek (Create VLAN Pool) |-X— T, [%f§ (Submit) 1227V v 27 LT, ZDO~—
PTCAN LB RAFLET,

WHLRAA & ABP 23 ELE7,

a) [WELR A A > DFERL (Create Physical Domain) | ~~— 2B E) L £,
[Z77Yv%y (Fabric) 1>[79 AR >— (AccessPolicies) |> [ RAAL U ENEBR AL Y

(Physical and External Domains) |>[#¥ KX 4 > (Physical Domains) | Z#&{RL, F7 Vv 7 L
T [WHE K A A > DERL (Create Physical Domain) | Z3#R L £,

b) [WEL RN A A > DOFERK (Create Physical Domain) | ~—C, WROBIEEZFEITLET,
1. WERAA L OLHTEADLET,

2. [BEEfHT o BEEFRE= T ¢+ 7 4 7’1 7 7 A /L (Associated Attachable Entity Profile) |~ 4 —
VR, APIC B2 S % AEP 2@ IR L £,

ZhiE, T 7 40 N D AEP DA O WT D AEP DA B H Y £, APIC A R K
BHA B —T = A ADEHE EPG BT 572012, APIC ##512H S 5 AEP #7%IR L £
ﬁ‘o

3. [VLANZ”—/L (VLANPool) ] 7 4 —/L R T, FIOFNETHE L7 VLAN 7 — /L ZEIRN L £ 7,

4. [EfE (Submit) [#27 VU v 7 LT, ZOX—YTANLIEEZEREFLET,

Cisco APIC IZH L TWAA v X —T 2 A AT 7B AR > —% @A LET,

a) [V—77278AKR— bR —T N —TDFERK (Create Leaf Access Port Policy Group) ] X— VI
LT, V=7 T778AR—bF RY o= V=T %2ELET,

[Z77Yv%s (Fablic) 1>[7Y2ARKR) — (AccessPolicies) >[4 2 —7 4 X (Jinterfaces) >
[V—24 28— x4 R (Leaf Interfaces) |>[R') &—45 )L—7T (Policy Groups) |>[V—27F%
XR— b+ (Leaf AccessPort) | Z#IRL, H27 Vv 7 LT[V =TT 7 EAFR—FrKRY v—7L—
7 OfERKL (Create Leaf Access Port Policy Group) ] Z8&R L £9°,

b) V=T 77 EBAR—F R — T N—TDHAIEATILThrD, =T 47470774
(Attached Entity Profile) |17 4 —/L R TA >N REHH D VLAN 7 — V3 % KA A 2 % FfD AEP
ZBIRL, [#E (Submit) 1 &2 U7 LET,

) [V—TA v #—TxA AT a7 57 A /LDOIERK (Create LeafInterface Profile) ]-X—IZBEIL T, U —
TAVE =T oA AR) U—FAERLET,



ATvT4

d)

g)

h)

)

[Z77Yv%y (Fabric) |>[7 YRR — (AccessPolicies) >[4 2 —7 4 X (Interfaces) >
[WV—7428—27x4 R (Leaf Interfaces) |>[FRT7A )L (Profiles) | ZIRL, £7 U7 L
T[V—TA =Tz AT 77 A /VOVEK (Create Leaf Interface Profile) ] 23R L £7°,

V=T A B—=T A A TR T 7 ANVDARTEATIL, [M v F—7 =1 AE1L7 % (Interface

Selectors) |fEIKCLEM (+) (Add(+) 127 Vv 7 LET,

[7 78 AR— L7 ZDIERK (Create Access Port Selector) | ~X— Y CHLEREREASI L, [~

H—T7 A AKRY 2 —27—7 (Interface Policy Group) ] 7 4 —/L KT, AIOFIETIER L=V —7

TI7RAR—FRY = IN—TERIRLET,

[OK (OK) %7 Uy 27 LTC[7Z7EAR— L7 ZDIERK (Create Access Port Selector) ] ~<—3

DOFEESET L, [E1F (Submit) |27 Vw7 LT[V —TA X —T = AT 077 A ILDOIERK
(Create Leaf Interface Profile) ] X—Y DR ELEE T LE T,

[V—77 757 A /LOVER (Create Leaf Profile) | ~—VIZBEIL T, V=777 7 A /VEERL

E AN

[Z77YUwy (Fabric) | >[7% XK1 o— (AccessPolicies) | >[R4 v F (Switches) ]>[1)—

JAA wF (Leaf Switches) |>[FR T 74 JL (Profiles) | IR L, £27 Vv 7 LTC[V—77 1

7 7 A JVOLERK (Create Leaf Profile) ] 28R L £ 9,

[U—77 a7 7 A VOIER (Create Leaf Profile) ] ~—C, LERFEHREAILET,

s [V—7%EL 7% (Leaf Selectors) ] fEIKCHEERY —T7 AL v FZRINL, ZNHDY —T X
Ay TFDAAL v F LI ZERERELET,

s [f =T AL X T 1T 7 A/ (Interface Selector Profiles) ] fEIk T, FiD—HDOTFIE
TR LIZY) =T A X =T 2 A A TR T 7 A VERIRLET,

(V=778 77 A VOIERK (Create Leaf Profile) ] -X— T [5€ T (Finish) 1227 VU v Z7 LET,

AR REPLEPG R ELET,

a)

b)

[f >3 REBREPGO1ERY (Create In-Band Management EPG) | X— V2B E) L £7,

[T+ >k (Tenant) ]>[mgmt (mgmt) ]1>[/ — FEEEPG (NodeManagement EPGs) | Zi&{R L,
E7 Vw7 LT[A Ny REBEPGOIER (Create In-Band Management EPG) | 23R L £7°,

[f >3y REBEPGO{ERL (Create In-Band Management EPG) ]-X— T, IRD 7 4 —/)L RIZHE /R
fwaE AT LET,

« [401 (Name) ]: A > /32 REHEPG OARNIT 74V FOFFICLET,

[ 7EME (Encap) |: 727 BADATRILEAN LET, 72L& iE ZoBITE, FlELD
(6 ~—) TASNLEERIZAEDLET IVian-11) E AT LET,

o [7V Y RAA Y (Bridge Domain) ]:mgmt 77> hDinb 7 U v RAA

ZOINb 7Y vV RAL U, TORF AL RO mgmt 77 M inb VRE 2S48 (2 ~—
D) Ok arTRHALETY v RAL L TT, HIICIE. mgmt VRFICH DT Y
RAAL L THIE, BIOTY vV RAL T HZEHLTEET,

[i%/§ (Submit) %7 Vv 7 LET,



ATvT5

ATvT6

)
a)

b)

¢)

EfoFesr—yar >y ) —o [/ — REHEPG (Node Management EPGs) ] fEIKk! ’i@i‘éﬂé%ﬁb
WA N REHEPGE 7 Y v 7 L, HLWEPGIZOWTHEENRFRINTWARNWT L 2R L
TO

— T AL F AN VAL S FITA N REHIP T FLAZEIY B TES,

[/ — REBT N L Z2DOERK (Create Node Management Addresses) | < X— JIZBEI L £7°,

[T+ > bk (Tenant) ]>[mgmt (mgmt) ]>[/ — FEEF7 FL X (NodeManagement Addresses) ]
ZENL, 7Y v 27 LT[/ — REHT KL ADIER (Create Node Management Addresses) ] % 1%
RLUET,

[/ — REHT KL ADERR (Create Node Management Addresses) | ~4— 2 CHE R E#REZ AN L E
R

1. [/ — RO (Select Nodes By) ] 7« —/v KT, [F& (Specific) ] Z@INL £7°,
[/ —F (Nodes) JfEIKT, V—T AL v FLANL AL v FORED /) — R BIRLET,
[%E (Config) |HEIK T, [/ > /3 K7 FL- A (In-Band Addresses) | Z3{R L £ 7,

A wDN

[f > /32 REEEPG (In-Band Management EPG) | 7 4 —/V K C, HIOFETERE LI=T 7+ /V
rDA N REH EPG 18R L F9,

5 [N K7 —FT =4 (In-Band Gateway) |7 1 —/LV K& [ >3 RIPT7 KL A (In-Band IP
Addresses) 17 4 —/V KT, AL v FDA LR KD =T xA LIPT RLAFHAZHEE L E
_a—o

[&fE (Submit) 227U v 7 LET,

APICIZA VR FEHIP 7 FL A ZE Y 3 TE4,

a)

b)

[/ — REHET KL ADER (Create Node Management Addresses) | ~— IZBEN L 7,

[7F > bk (Tenant) ]>[mgmt (mgmt) ]>[/— FEEF7 FLX (NodeManagement Addresses) ]
EEIRL, 27Uy LT[/ — REBET L ADIER (Create Node Management Addresses) | % i3
RLET,

[/ — REHET KL ADER (Create Node Management Addresses) | ~3— 2 CHE R E#RAE AN L E
e

1. [/ — RO (Select Nodes By) ] 7« —/L KT, [FE (Specific) ] ZEINL £,

2. [/ —F (Nodes) ]fEI T, APIC D¥ED /) — FEZEIRL ET ([z—/L (Role) 15Nc= b
n—7 L LTRRINET) o

3. [®E (Config) |fEIKT, [f > /3> F7 RL A (In-Band Addresses) ] Zi®R L £7,

4. [A > /N2 REBEPG (In-Band Management EPG) | 7 4 —/V R C, AIOFIETHE LT 7+ /v
FNDA R REBEPG IR L £,

5 [ Fr—F7U=A (In-BandGateway) ] 7 1 —/L & [ /3 FIPT F LA (In-Band IP
Addresses) 17 4 —/V R T, AL v FDA LN ROF— b T xA LIPT FUAHIPHZRRE L F
ﬁ—o



ATy 71

ATvT8

ATvT9

10

¢) [%fE (Submit) 127V v 7 LET,
inh 7V vV RAL YT Ry FEFRELET,
a) [V7 v FOER (Create Subnet) | <— I8N L £,
[TF >k (Tenant) ]>[mgmt (mgmt) ]>[+v bT—F >4 (Networking) |>[TUv P RFASLY
(BridgeDomains) 1>[inb (inb) 1 #&®IRL, 27V v 27 LT [H 7Ry FOFERK (Create Subnet) ]
IR L E7,
b) [V 7%y FDOVERK (Create Subnet) | ~<X— Y CHLERERE AT LET,

1. [#—F7=AIP (GatewayIP) | 74—/ N2, "— KT =7 T2—T x> bOF— 71 LL
THEHATA27 Vv AL TRy FEASLET,

2. [#iPH (Scope) ]fEIK T, [IMERIZT K34 A4 X (Advertise Externally) %27 U v 27 LET,

c) [XE (Submit) %27 U7 LET,

CNETORENERFRIZTET LI &2l LET,

a) V=72 v FLANAL AL v F D[/ — FEHT FL A (Node Management Addresses) ] ~—3
(BB L £,

[TF+ >k (Tenant) ]>[mgmt (mgmt) 1>[/ — F&EE7 KL X (NodeManagement Addresses) ] >
[X4 v F (Switches) ]

b) [AVUI—KHND ./ — R (Nodes Within the Policy) ]fHIk T, V—T7AA v F L AL AL v TF N [A
LRy REFEEIP (In-Band ManagementIP) 141138 KON A /3y REHS— R =4 (In-Band Management
Gateway) ]FNZIELK VA FSINTWHZ & &R LET,

c) APIC & AA v FPMHHEIZ ping ZFATTEHZ Lo LET,

Leafl# show ip route vrf mgmt:inb
<snip>
192.51.100.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.200.66%overlay-1, [1/0], 00:00:40, static
192.51.100.1/32, ubest/mbest: 1/0, attached, pervasive
*via 192.51.100.1, vlan6, [1/0], 00:00:40, local, local
192.51.100.24/32, ubest/mbest: 1/0, attached
*via 192.51.100.24, vlan6, [1/0], 00:00:40, local, local

Leafl# iping -V mgmt:inb 192.51.136.21

PING 192.51.100.21 (192.51.100.21) from 192.51.100.24: 56 data bytes
64 bytes from 192.51.100.21: icmp_seq=0 ttl=64 time=0.461 ms

L30ut EPG Z##% & L £,
a) [L34M% (L3 Outside) |1~ 3—IZBEN L £,

[TF >k (Tenant) ]>[mgmt (mgmt) |>[#v kT—F>% (Networking) ]>[L30ut (L3Outs) ]
ZBERL, £7 Y v 7 LT [L30utDERL (Create L30ut) ] AR L £,

b) [L30OutDfEmk (CreateL30ut) |V « #'— R THEREFEREZAT LET, EERBICITRO LB TT,
« [4HT (Name) ] 7 4 —/L RIZ, Z® L30ut D4RFTZ AN LET (Fl : L30out-mgmt) ,



ATy 710

ATvIN

ATV 712

* [VRF (VRF) ] 7 4—/L FT, inb:mgmt Z&R L £,

« [#MSEPG (External EPG) ] %A C. L30ut D45 EPG Z % & L £,

L30Out EPG & A /3 REBLEPG Ol =z T 7 F&2ER L £7,
a) L30OutEPG ® [z s T 7 FDIERL (Create Contract) | ~—IZBEIL £97,

[T+ >k (Tenant) 1>[mgmt (mgmt) ]>[2> k3% k (Contracts) ]>[#2#% (Standard) ] %%
WU, £H27 Vv 7 LT [=2 T2 FOER (Create Contract) ] ZER L £ 7,

b) [Z> bT 7 FOfERK (Create Contract) | X— Y CLEREHRE AL, [%F (Submit) (%227 VU v
7 LET,

¢) L30OutEPG @ [Ny hT—27 A L AKX A7 a7 7 AL (External Network Instance Profile) ]—
DICBELET,

[TF > b (Tenant) ]>[mgmt (mgmt) ]>[%v FT—F>% (Networking) ]>[L30ut (L3Outs) ]>
[L30ut-mgmt (L30Out-mgmt) ]1>[#v kT—% (Networks) ]>[E¥E (Mgmt) ]
d) L30utEPG @ [Ny hT—2 A L AKX A7 a7 7 AL (External Network Instance Profile) ]3—
VT, [Eftsiiza M7 7 & (Provided Contracts) JHEIKCTIER L7==2> bT 7 FEBINL £,
e) A2 /\» REHEPG @ [ >3 REPG (In-Band EPG) | _X—IZBE L £7,

[TF >k (Tenant) ]>[mgmt (mgmt) ]1>[/ — KE¥EEPG (NodeManagement EPGs) | >
in-band_management EPG_name

f) [HESNnD=2 +727 & (Consumed Contracts) | fHI CIER L7z b7 7 FEBIRLET,
L30ut ® inb 7 U v ¥ RAAL U E2FRELET,
a) [7V >y Y RAA > -inb (Bridge Domain - inb) | ~~—\ZB#E) L 9,
[TF >k (Tenant) ]>[mgmt (mgmt) ]>[rv bT—F >4 (Networking) |>[TU v RFALY
(Bridge Domains) ]>[inb (inb) ]

b) [ARVU— (Policy) |7 %7 Vw7 L, [L3##K (L3 Configurations) |7 ¥ 7 %27 U7 LET,

c) [BEftiEAL30ut (Associated L3Outs) |fEIECHEM (+) (Add(+) 1227 Vv 27 L, A7 >»79 (10
~R—) TEE L7z L30ut Z38 R L F 7,

d) [XE (Submit) 127 U > 27 LET,

AL FIPET LA NI AL ZZDOIP T RLAIZping & FATTCELZ L AR LET,

Leafl# iping -V mgmt:inb 10.28.121.132

PING 10.28.121.132 (10.28.121.132) from 192.100.0.26: 56 data bytes
64 bytes from 10.28.121.132: icmp seq=0 ttl=62 time=0.407 ms
64 bytes from 10.28.121.132: icmp seqg=1 ttl=62 time=0.455 ms
64 bytes from 10.28.121.132: icmp seq=2 ttl=62 time=0.344 ms

Spinel# iping -V mgmt:inb 10.28.121.132
PING 10.28.121.132 (10.28.121.132): 56 data bytes

64 bytes from 10.28.121.132: icmp seqg=0 ttl=61 time=0.592 ms
64 bytes from 10.28.121.132: icmp seg=1 ttl=61 time=0.433 ms

11
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64

bytes from 10.28.121.132: icmp_seg=2 ttl=61 time=0.411 ms

TUVARN)ILIZHZTA—FRy=zT7—YxF (RPM) ¥ u—RLET,

a)

b)

TULARN) VLI HT, [BE (Action) 174 2% 27 Y v 7 LT[=—V =2 F&E (AgentConfig) |
PEIRL, "Ry =T7 2=V hOF v a— R (Hardware Agent Download) | ¥ 7% 7 U v

7 LET,

N= Ry 2T 2=V NORH/N—V a3 vy OITE RO, 2070 [ r— R (Download) |
RE TV T LET,

N—Ry =27 T—Vx & APICIZT v’u— RLET,

a)

b)

¢)

d)

e)

APIC GUI T, ROBGATIZHE L £,
[BEE (Admin) |>[Z7—4LD2 7 (Firmware) |>[4 *—2 (Images) ]

[727 v ay (Actions) | RZ %27 Vv 7 L, [77—AU =T ZAPICIZIEN (Add Firmware to
APIC) | ZiEIRL £7,

(77— =T A A—OEFT (Firmware Image Location) | 7 4 —/V R C[a2—/V (Local) | %
RLUET,

[7 7 A V4 (FileName) | 7 4 —/L R C[&# (Browse) |7 Vv 7 L, BIOFIETHN—FKv =T
TV heFyra—RLlizarta—4 FOEFTICEE L ET,
Fyrua—RLEET77ANVEERRL, [77—ALT =7 ZAPICIZEN (Add Firmware to APIC) ] ~<—
PT[EF (Submit) 1227 U v 7 LET,

THTDTDODY —T AL v FOFEILIET B LIED RIRZ MR L £,
INGDOTFNEDOLBED W DO FNEIZETFIIZ, EITTHINREZOHAZEHML CBL ERILE

‘d—O

cTFUL AN AL T Y E, EXETFALUBD AL v FTORYR—FINET,
* EXFFX/FX2 BT NVDAA » FITRDONWTILNOET— R TIITTEET,

« HTESENERL

* NetFlow Sl

« 7 LA N UESEIAN

TLARN) Ly g N ENS T FIZOELRIBEM TH 5720, Z0OF— R&2LIFEOFIE
TR L E7,

o —EMAREOT-OIIC, J— RHIEIR Y > —% 1Bk U COotrERIEN 2 A2 LE 1,

« 777Uy IRY =T/ — IR Y) >—&2FRELET,

ROMIE, PIBEOFIETREST 22 RN—3 2 FPHAEICED X D IZHET 200 &R L TWET,



ATv 716

ATvT11

ATv 718

Fabric Policies
Switch Policies

Policies
Fabric Node Controls

Node Control Policy pd
Analytics Priority

Policy Groups

---------- '

777 Vw7 )= FHRY =R ELET,

a)

¢)

APIC f VX —T = A AT, WOBFTIIHEH L £,

[B¥E (Admin) |>[Z 77U v¥% (Fabric) |>[Z7 7Y v /K1 — (FabricPolicies) ]>[7)
L — (Policies) | >[E=%4"Y) >4 (Monitoring) 1>[Z7 77U v¥% /—K#lfEl (Fabric Node
Controls) |>[T 27 # /L & (default) ]

[#nEi%4] (Feature Selection) ] fEIK T, [Z#THESENANL (Analytics Priority) 1% 27V v 7 LET,

SHERIEANIZ LY, AL v FICA VA P—=NT BT VLA oV — VT hy=2T Ry a—
rFaih £,

(&5 (Submit) 227U v 27 LET,

SRR Y L —EERR L ET,

a)

b)

©)

APIC A »H—T = A AT, ROGFNBE L £,

[BE (Admin) 1>[Z7 7Y v¥ (Fabric) 1>[27 7 voiKR1) — (FabricPolicies) ]>[HR1)
< — (Policies) ]>[4# (Analytics) ] ZiEIR L., 27U > 7 LT[R Y > —D1ER (Create
Analytics Policy) ] ZIEIR L 7,

[HTAR U > —?D1ERL (Create Analytics Policy) ] X—C, XLERERE AL TOHRY v—%1E
L ET,
[X(& (Submit) 1%#7 Vv 7 LET,

VT AL v F L AR, VAL TF ORI > — T N—TE R LET,

a)

APIC A LV Z—T =2 A AT, [U—T AL v TF RV —7—TDOE (Create Leaf Switch Policy
Group) | _X—TIZBEL £,

[BHE (Admin) |>[Z7 7Y wv¥Y (Fabric) |>[Z7 7YY v K1) — (FabricPolicies) |>[RX A v
F (Switches) 1>[J—7 X4 v F (Leaf Switches) 1>[R1) >—4)L—TF (Policy Groups) ] % %R
L. A7V LTC[V—=TAAL vFKRY =7 )L—TDIERL (Create Leaf Switch Policy Group) ] %
BIRL T,

[V—=T AL v TFRY =7 N—TDOER (Create Leaf Switch Policy Group) ] ~X—3 T, IRD 7 1 —
v RICRBET e maE A LET,

13
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d)

f)

« [43#HTAR U > — (Analytics Policy) 1 : RO FINECTIER L= U > —Z IR L £,
o[/ — KR Y 2»— (Node Control Policy) ]1: A7 v 7 16 (13 %—Y) TRELZT 7 4V
N7 77V s 7 — RfIHRY o —Z28R L £,

[i%§ (Submit) %7 Vv 7 LET,
[ANA VAL FRY — 7 N—T"DfERL (Create Spine Switch Policy Group) | ~X—IZH#E) L &
R
[EH® (Admin) |>[Z7F v (Fabric) 1>[27 J Y v R — (FabricPolicies) 1>[X4 v
F (Switches) ]>[R/8f VR A vF (SpineSwitches) ]>[R1) —4 )L—TF (Policy Groups) ] %
BIRL, H7 U7 LT[ANRAL VAL v TFRY =T —7DERK (Create Spine Switch Policy
Group) ] Z®IRL £7,
[ASA VAL FRY =7 —TOfER (Create Spine Switch Policy Group) ] X—¥ T, IRD 7 1 —
IV RIZRBE R EHRE NI L ET,

« [/3#77R U >— (Analytics Policy) ]: RID FNATIER L7=o#rA U o —&&IR L E 5,

o[/ — R#l##I7R U >— (Node Control Policy) ]: A7 v 7 16 (13 X—Y) THELLT 74/L

FOT 7TV s ) — REEIARY > — 2 @R ES,

[EfE (Submit) 127 Y v 27 LET,

V=T AL v FLANL AL v F DT T 7 A NVEAEK L ET,

a)

b)

c)
d)

APIC A VX —T =2 A AT, [V—=T AL vF 777 A /V%&VERK (Create Leaf Switch Profile) ] ~X—
ICBELET,

[BHE (Admin) |>[Z7 7Y wv¥% (Fabric) |>[Z7 7Y vH9HK1) I — (FabricPolicies) |>[RX A v
F (Switches) | >[—7 R4 vF (Leaf Switches) 1>[F BT 74 JL (Profiles) | Zi&IRL., £
Vo7 LT[V —=T7AA v F 777 A N%{EE (Create Leaf Switch Profile) ] Z 3R L £ 7,

[V—=TAA vF 7177 A/VEVER (Create Leaf Switch Profile) ]X—3T, IRD 7 4 —)b RIZHHE
eiEHREANTILET,

o [AA v FOEHEAHT (Switch Associations) ]: U —7 AA v F &I L, AIOFNATIER L7z
U—7 2 v F RY v— F—T % Bt 9,

[1Xf& (Submit) 127V v 7 LET,

[ANA VAL v FT a7 74 /V%&VERK (Create Spine Switch Profile) ] X— @ L 9,

[BIE (Admin) [>[Z7 7Y v% (Fabric) |>[Z7 7Y v KR! — (FabricPolicies) |>[RA v
F (Switches) ]>[R/8f VR A wF (SpineSwitches) |>[FA 774 JL (Profiles) | &R L. £
IV I LT[ANA VAL v F T a7 7 A V%EVERK (Create Spine Switch Profile) ] Z &R L £9°,

[ARA AL v TFT 77 A VEERK (Create Spine Switch Profile) | ~<— T, IRD 7 4 —/)L R|Z
L[Z‘gf£‘r%$§%]\jj szj«o

s [AA v FOBEST T (Switch Associations) ] @ A/SA VAL v FERIR L, A0 FIETHERK L7-
ANRL Y AL v F RY = T N—T w BN T ET,



ATy T2

f)

[&fE (Submit) 227U v 7 LET,

RENPELSRESNTWVDZ LR LET,

a)

b)

APICCLIIZu /A4 L, ROXIITASILET,

apicl# fabric 101 show flow monitor

Node 101 (Leafl)

Feature Prio: Analytics

V=2 yFlZur7fL L, ROLIITADLET,

Leafl# ps -ef | grep ta_agent

root 19200 18286 0 04:42 pts/0 00:00:00 /usr/local/bin/node
/bootflash/tetration/ta_agent/ta agent.js
admin 33433 32405 0 04:44 pts/2 00:00:00 grep ta_agent

Leafl# cd /.aci/mitfs/sys/analytics/inst-analytics

Leafl# cat summary
# Netflow Instance

mode : analytics

adminSt : enabled

childAction

ctrl

dn : sys/analytics/inst-analytics
ipFiltAct : deny

lcOwn : local

modTs : 2017-12-18T18:22:16.751+00:00
monPolDn : uni/fabric/monfab-default
name

nwlssues

operErr :

operSt : enabled

operStQual

pltoperStQual

policyDn : uni/fabric/analytics/cluster-<cluster name>/cfgsrv-<analytics policy name>
rn : inst-analytics

status

Leafl# cd controller-<cluster name> <analytics policy name>

Leafl# cat summary
# Controller Reachability

name : <cluster name> <analytics policy name>

InstallOpersSt . success

InstallOperStQual : installed

childAction :

descr

dn :
sys/analytics/inst-analytics/controller-<cluster name> <analytics policy name>
dscp : CS4

dstAddr : 10.28.121.132

dstPort : 5640

imageUri : http://10.0.0.1:7777/fwrepo/aci-analyticsagent-dk9.default.bin
imageUri?2 : https://10.0.0.1/fwrepo/aci-analyticsagent-dk9.default.bin
imageVer : 2.2.1.31

lcOwn : local

modTs : 2017-12-18T18:22:18.432+00:00
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monPolDn : uni/fabric/monfab-default

nameAlias
rn : controller-<cluster name> <analytics policy name>
srcAddr : 192.5100.100.24/24
srcIf : unspecified
status :
uid : 0
vrfName : mgmt:inb
RE MR LET,

a)

TULARN) Ly 2T, [#E (Action) |HR¥ %27V v/ LTC[m—Y = MRE (AgentConfig) ]
ZBINL, "Ry =7=—Y x> MRE (Hardware Agent Conig) | ¥ 7 %7 U v 7 LET,

COEMIZY — T AL v F & AR, AL v FRERINET,
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