VATLEBIRYDELT

ZOETHHTIARIT. RO LBV T,

« VAT LEMOME (1 ~—)

T T IAT AREDRAF, n—F, BLXO®Y Yy M Q=)
» Cisco Secure Web Appliance 7 £ A (5§ ~X—7)

AT TTAT U ADT AR (24 =)

UE— MERBEAOFE (25 3—)
a—F—THT L FOFH (26 —)

a—P— TV Ty L ADER 32—
EHEORE (32 —Y)

a—HP— Ry U= T A (35X—)
BHENRZTZL—=20YV v b (36 %—)

AR ESNTA =V ORET RUADORE (36 X—)
77— hOFEH (37 X—)

FIPS Compliance (50 ~X—3)

VAT LADHBOER (52 X—)

SSL DFE (53 ~—)

FEAAEOE L (Certificate Management) (55 ~X—)

* AsyncOS for Web D7 v 77 L— L7 v 75—k (61 _*—)
« LLRTD/N— 2 > D AsyncOS for Web ~D T (70 ~<X—)
*SNMP # i L7 AT LDRIEDE=4 Y 7 (72 X—=2)
*Web N7 7 42 %7 (Web Traffic Tap) (77 ~~—2)

« HTTP 2.0 7’0 f /L DFEE (80 ~2—)

> — faran
DATLEEHOE
SVIV—XTFIAT AL, VAT LEBRHOSHEDOY — LV ERELET, [V AT 2EH
(System Administration) ] # 7 OFEREIZ. LA FD X A7 OERE B L ET,
T TITAT L ADKRIE
. FREX—
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RTLEBRIRYOEFT |
B 775 7 zx8xo0rE. -k BLUUEY +

o —W— T Hh U OB, WE. BIOHIR
¢ AsyncOS V7 v =T DT v T T L—RET v 75— b
o VAT LR

TFISATUVABREDRE. B— k., 8&UVUEY E
Secure Web Appliance DT X TOFRKEIL, 1 DODXML I 7 4 Fa2lb—Ta 77 ALV TEH
TEET,

T TFIAT UABKEDTR EFHIR] (2 L—)
T IIAT VARTET 7 A NVOHELE 2 2—)
T T IAT VARET 7 ANDER— K (3—)

T T IAT L AREDHMIET 7 A b ~D Yy b (4N—)

TIT547 VAREDIRT & IR

ATY 1 [V AT LEE (System Administration) ]> [fXE D%~ U — (Configuration Summary) ] Z#R L 7,
ATw T2 VST T, [REDY~ U — (Configuration Summary) |-~X— & FRrE2IXHRIL £,

TFISATUVREBREIT7M4ILDRE

ATy T [V AT LEH (System Administration) > [f%7E~ 7 A /L (Configuration File) ] Z3&R L £,
ATY T2 [RETZ 7 A/ (Configuration File) ]| DA 7 a2 ELET,

*TFoay SR
T A N T 5 D | R S RRE T 7 A L OMLE A R LT,
= R E T AT — I A Ea— T 7 A LR —

K (Download file to local computer to view or save) ]

[T ANEZDT TT AT A (wsa example.com) (Z{RTF (Savefile
to this appliance (example.com)) ]

o [7 7 ANEA—)LTEE (Emailfileto) ] (1 D F 7213 EEKOE A A —
VT RUAZEELET) .

B O ATLEEERIOET




| v2x7L8BE22H0ET

77547 2&E77 00—k ||

TF7oay

i B3

DFEE

IRAT L= R AT 3 v [BRETFAILTIRRIL—XET AV T % (Mask passphrasesin the

Configuration Files) ]

P AR— FEIIMRIEFEIND T 7 A VT, TONRAT L— %
Dewwkr | (ZEEXHZ FT, NATL—XBRY AT ENTRET 7 A
JV % [H 4% AsyncOS for Web |Z ) n— RFHZLIXTEERA,
[RIET 7 ANHND/INAT — K519 % (Encryptpassphrases in the
Configuration Files) ] : FIPS T— ]\ZJ AN INTWDIGE, 04
Tva CHMERTFIREIC /R Y £, FIPS E— FOAZMEIZ OV T,
FIPS & — FOAMLEIIZENE (52 ~—) 2ZMLTIES
VY,

N

Ty ANMGES T a D |BRET 7 A NVICLETEFT 2 HEEZERLET,

(VARTLIZKYER SN 74 LB ZEHER (Use system-gener ated
filename) |
[A—Y—FEI7AMILELEHER: (Useuser-defined filename:) ]

25y 73 [FEE (Submit)

TIT5ATRETE

12270y LET,

J7A4)LboO—F

WEEZR— T 2&, BUEOREN T N TRABICHIBRESNE T, LUTOBRELFITT DRI
ExERAFT DI LM HERELET,

URIO Y UV —=ANbEHDY V=R EZ 0 — N5 LR LE®A, "2&T v 77
L— T 5 LR ORELIRFFCEET,

FEITER LI T 7 A V2 — R4 5L, RT3 —< R EHEREORENFAT S el
BV ET,

GE)

BB Aa L 7 4 X2l —ary TrANADN, TFI5AT U ADBEA LA M—LEINT
WANR—T gV URL T I DOy hOTHWWAR—T g NSO TWNAEEES, a7 ¢
Xal—ary 77A4LDORY—L IDBHEBICEREINLBEERH Y £,
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B s 7oxgronmET I kAR Y

\)

GE) REZ7ANVEn— T 5L EEAERIET 7 — 284 LGEa1E, FEEOL— N CA %
Secure Web Appliance DS S N7z /v— b7 4 L7 FUIZT v 77— LT, RET 74V
EHEu—RNLET, L—hCAZT v 7 r—FFLHEICHONTL, FEFEOEHE (Certificate
Management) (55 X—) LTI 7ZE0,

AT9T1 [V AT LEE (System Administration) ]> [FXE 7 7 A /L (Configuration File) ] Z i8R L £,
ATw T2 [FE% 11— F (Load Configuration) | A7 > g btn— RT3 7 7/ NV EERLET, (F)
GE) cNAT L —=ANT AT INTWELT 7 AT — RTEEHA,
« 77 A TIEELF O~ =3 EETT,
<?xml version="1.0" encoding="IS0-8859-172> <!DOCTYPE config SYSTEM “config.dtd”>
Flo, ELL 77—~y bz configt /7 v a U MEITY,

<config> ...your configuration information in valid XML </config>

ATy T3 [m—F (Load) 127V 7 LET,
AT T4 FREINDEEEMBLET, LEOEREZMEB LD, [KifT (Continue) 127V v/ LET,

TIOAT VAR EDHRBET 724HILEAD) Y k
TITIATUAREE )y hTDHLEEI, BEHFEOR Yy N~ REERFTINE ) haik
WCTxFET,
ZOT7Tr7varTiE, aly FTAXNEERLD FH AL

48 HHEIIZ
TTTAT ANAER DGR E ZRFLET,

ATy T [VAT LB (System Administration) > [f%E 7 7 A /L (Configuration File) ] Z3®R L £,
ATYFT2 FHEWCAZv—L LT, #EDY ¥ >~ (Reset Configuration) | &7 v a v aF R LET,
ATV T3 N=VIERKRENTNERE TGS, ATV a VERRLET,

ATy 74 [VEy b (Reset) |27 U7 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
wEIrLonys7yIorE I

METFAILDINY I T v TDIRTE

BETT7ANN I T v THERICED, TRXRTOERTT I I7A4 T AOEREN LIRS, B
EDBRET 7 AV ED bEORET 7 A4 408, U E— MIRES NSy 77 v T —n—i2
FTP £7-1% SCP TEE SN E T,

RT9T1 [VAT LEE (System Administration) > [F%E 7 7 A /L (Configuration File) ] Z3&R L £,

AT T2 [REDNNY 7T v 7DOHZML (Enable Config Backup) | F = v /Ry 7 A4 LET,

RFYT3 BET 7 AMNRAT L— R B EHBEIE T (Yes) | 2IBINUET, BET 7 A AHHRAT L—
ZEBAT DT [ 2 (No) [ Z2EIRL £,

ATv T84 BEFEZERLET, ROAT T a 2@ RTEET,

«[UE— b —s3— LEODOFTP (FTPonRemoteServer) ]: FTPHRA R4, T4 L7 )| =2—F—4 B
o277 L —X% A LET,

«[VE— P —,3—LEDSCP (SCP on Remote Server) ] : SCP KA b4, R—+&EH, T4 L7 MU,

B2 —HF—HE AN LET,

ATw 75 [EE (Submit) 1227V v LET,
CLI =z~ KD configbackup AL TERET 7 ANV I T /70*%’@%{/;@‘@”:—;«5 ZEHTE jz—g*o

Cisco Secure Web Appliance 51 > X

s HEREX—DEH (5 —)
e Av—h YT T T4V T (6 3—)

AN
MEEX—DFEFR
e —I133 AT A L TCEAEOMEY A 2—T ML LET, F—13 T FS5A4A T ADT VT L
BEICEEDOL DT (BEXF—2MOT7 FI9A T ATHEEHTLIZ LT TEERA) &
HEREXF—DFIRETH (5 8—Y)
HEREXF— DO HEFREDLET (6 °—)

HWREX—DORTERH

ATY T [V AT LEH (System Administration) ]> [F¥RES— (Feature Keys) ] ZE4R L £,

AT T2 RETOX—DV A NEEHTHIE, HLF—%F =7 (Check forNewKeys) 1 %27 V27 LE
D
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RTLEBRIRYOEFT |
B zer—oErnrozs

AT T3 HLWHEEES—%2 FETBENT5I121E. [7A4 2 A F— (FeatureKeys) |7 4 —/L RIZxF—%&A50 11T 5
N AL, [F—%%E (SubmitKey) 127V v 7 LET, BEST—DHEDHRGAIL. £ OX— 1 HiH
WZiBMEivET,

ATy T8 [BREP DT A A (Pending Activation) 1V A h D LWEREX —% 7 7 7 1 7L 5121, %0)3? )
[ (Select) | F = 7Ry 7 ZA%EA A LT, BIRL7ZXF—%H%t (Activate Selected Keys) ] %
Vw7 LET,

FHLOF—DRITIN LS, F—ZFAHNICFY Ve — FBIOS VA M—LTDH L5, 7754
TUAEBRECTEET, ZOHE, [IREFTDT A A (Pending Activation) | —EILFITZEAIC/RY F

T, [TA B AF—0D%E (FeatureKey Settings) ]-X— Y CHENWEREZT 4 E—7 WMIZ LIZHETHH- T
H, [FrLWF—%F =77 (CheckforNewKeys) | RA &7V v +5Z L2k, HLOF—2ME
95X 9 AsyncOS IO THIFRTE £,

BEXr—DEHREDNERE
[T7A4 YA X —Df%E (Feature Key Settings) | ~<— 1%, HLWEREX — 2R L OX ¥

Y= RTHEMEINL, INEDOF—FZHEMIZT 7T 4 X—=FTD50E I 0EHIET 57
OITFEH L ET,

ATy T [VAT LEH (System Administration) >[7 A &> A F—DF%E (Feature Key Settings) | Z &R L 7,
AT T2 [REDOHLE (Edit Settings) %27V v 27 LET,
ATV T3 VEIELT[TA BV A F—0O%E (Feature Key Settings) | #ZEH L £,

73y Bz

(T4 A F—OHE) [ BEF—ZHHNICTF =y 7 LTHYr— L, #Urn—FL7HRES—
#H (Automatic Serving | Z# HBEIIZT 77 ¢ 7L L £ 7,

of Feature Keys) | LY ia;ﬁ BIZ1EIFEITINET A, HEEX—23 10 B K5 CHIFRY)
NI 5561 WEFETESNET, F—0RD%EDO 1 HRIEL, 1 HIZI
Iﬁliﬁéﬂifr 175>H BRI 5 & HIRRA G2 20— 13 HIR B AU /A BR
BnoxF—n U 2 MRS 78 £,

RATyT 4 EREAREFL, RIFLET,

ARX—hrYITrI9TT7 SA4EVIVY
M (7 =)
cAv— KNV T =T TARLTV U TDAF—T ML (9 =)
« Cisco Smart Software Manager COD7T 7T A 7 AD%Ek (10 2—)

¢« TA U ADENR (11 2—)

B O ATLEEERIOET



| v2x7L8BE22H0ET

M=

» Cisco Smart Software Manager 7> 5> D7 7T A 7 2 A DX EEER (12 X—)
» Cisco Smart Software Manager CD7 77 A 7 2 ADFEHEE (12 X—)

s IR EDEE (13 ~—)

« WAL LFEHEOTH (13—

AT —h =V FOEH (13 5—Y)

77—k (14~=)

e U RIA U A B =T 2 AKX (14 —2)

Av—=KNYT7 R =T T4V TEMMAT S L&, Cisco Secure Web Appliance® 7 A &
A=AV AEBBLOE=4—T&ET, AN— NIV T NI =T G4V RET VT 4
7Y BHI2iE. Cisco Smart Software Manager (CSSM) TT7 77 A 7 LV A& X% T 2 M E N H
£, CSSMIE, AL THAT 2T XTOYRafliliconT I A b A0 EMEEHT 5
—TfbENTT —HR—=R T, A~v— b TA U 2A&EHAT L, ®ALGRAEY— (PAK) %
fEH LT Web %4 b CREBIZEEET 5D TIER, B—D =27 U TBET HIENTEE
7

TIFIGAT U ARREET AL, TFIAT L ADT AL A%BH L. CSSMAR—F LIEHT
TA VL ADHERRNEERTEES, TT7IAT VAL VA= LENTND A~ — |k

TV ML, TTIAT AL CSSM 28t L, 7 A & AOERRMICEET 2 EH %

CSSM % LT, CSSM MEHRIA B CE 5 L 9ICLET,

Cisco Smart Software Manager (Z-DV Tl
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

ZZRLTIZEN,

1RO BRI
cZHHDOT T ITAT AP A U F—F oy MR TED L 2R LET,

+ Cisco Smart Software Manager 78— % /L (https://software.cisco.com/#module/SmartLicensing)
TV A B— /LA F—AZM\WEE 50, Cisco Smart Software Manager %7 7 1 F &
Fy R =AY A =L LTLEEY,

Cisco Smart Software Manager == —4* 7 1 7 > ks O1ERK % 721% Cisco Smart Software Manager
YT T4 FDA A b=V DOFICDONTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EHBLTLLES N,

TA 2 ZAOMERRGICET DM EZER A o —% > MTEE LTS Rna—F ol
4. CSSM F§REDH 7 » b Z M9 % Smart Software Manager 7 7 4 &4 7 L 3
ANA VA=A THZ B TEET, YT IANT TV —varvayurum—RLT
MALTEBIEL, A2 =2y FEMEALTCSSMIZT — 22X EETIT, 718 2%
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RTLEBRIRYOEFT |

U

O—H L TCERBICERTEXET, CSSMYT T4 ME, a2 7 77 RICEMC
F9,

\}

() Smart Software Manager %77 7 A K Z i3 %354 . Smart Software
Manager 77 A |k Enhanced Edition 6.1.0 Z i/ L T 72 &0,

palll

« (ko) 2773y FARVADEFL—F =1L, 7TV 7 T4V AEBAY— |
TA B AIBATT DRERH Y £7,
https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicz 2 ffi L T 72XV,

T TIAT VADYAT A 70y 7% CSSMDY AT A 7ay 7 EREBETI0END
NET, TTITATVADVAT L 7y 7 ECSSM DU AT A 7y 7 OF L, A
v — Tk FA B AEBEORKOIRRI L 720 £,

\)

GE) ArF—Fy MIERELTTax U RHATCSSM 18R T 258, [VATLEE (System
Adminigtration) 1> [7v 79 L—F&T7 v TT— bDEFRE (Upgrade and Update Settings) ]
EERALT, 77947 VAR ESN TS eX U LRI T a2 AT 208N/ H Y
i‘é—o

\)

GE) (o —H—0%AE, HLWPAK 7 7 AV (B EITEH) 2% ET 520N, 7141
2 TZrANEBERR L, TFI9A T AD T 7 A NVEu—RLET, 7742 —RNL#%
X, PAK ZA~— K A BV RACEBT HLERHVET, Av—F T4 A E—RT
X, 77 A4 rDua—FRh, S4BV R 77 A LVOBERES — B2 > a VITER S L, G
WMOABBHEHINET,

\)

GE) T 7I7A4T 2 A% AsyncOS DLIHIDONN—V a IR LGS, 77 I7A T VA FA~— K 7
AL AE—FRNDLITL YT T4 AE—FRIIBITLEYT, ZA~v— b T4 B A2 FH)
THEDCL, BRBERIA R AZERTLILERHY 7,

TFIAT A L TCARY— N VYT "o =T A8 T2HEMTHITE. ROFIE
BEFEATTHMERD Y 9,

BRIERAR FHIETEER
27 v 71 2w —hI T NI 2T A | Aw—F VYT =T 54k
NN ARY L5 4 T oA 32—k (9

~—D)

B O ATLEEERIOET I
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| v2x7L8BE22H0ET

23—t v7rz7 S14tvvvvosx—Tuit ]

BRIERE FHHBEER
AT 2 Cisco Smart Software Manager | Cisco Smart Software Manager ¢
TDTTITAT LV ADRE |07 547 A0 (10
)
AT w73 TA A (BHEX—) O | T ADOER (11 ~—
K )

ARX— b YT D7 540220504 1r—TILiE

ATy I

ATy T2

ATv73
ATv74

[V AT LE] (Sysem Administration) |>[AR— kYT bz T754 12224 (Smart Software
Licensing) ] #®IRL £,

[A~v—hK VYT =T T4 7 DOFHWME (Enable Smart Software Licensing) %27 U v 7 LE T,

A — KNIV T NT2T TRV TOEMIONTIE, AR— MY IRYZTT7 SA4EUO T DM
DY rE27Y w7 LET,

Av—=hF YT =T FA DU TIZONTOFERETATZR, [OK] 227V v 7 LET,
KR zRAFLET,

RDBRY

A=K YT NTx2T FAR VU TEENTDE, 7707 T4V AE—ROTRT
DOHEREN A~—F A4 B A = R THLHBBIHERATREICRV ES, 7973 v 7 TA4®
A FT— ROPFF2—F—DEE, CSSMTT 7 I7A4 T vV A28 TI2, Avx—h Y7 MU=
T IA v THRER M T 5 90 AR OB NSV F 9,

HHAR 3 X O O IR o riic, —EOHKE (90 HAl, 60 Hai, 30 HAG, 15 HAL, 5

Hal, BLORKEH) CEREDREREINET, fMEMBEOM E 713K T#IZ, CSSMTT 77
AT U AERETEET,

)

GE)

DI TARVAE—RIBITDT VT 4707 A AERTZIRVERT 7747
ADFH A=Y —DE A~v—F VY7 U7 T4V UTHERERAICLTH, B
MR ENERA, 79397 FAB VA E—RIBIFET VT4 T 534 8y A5
ORBT T AT o ADBAF— Y — DRI, I RS AVE T, FHEAR T T4 T
YA A=Y =PNRAv— bk T AEEOHEEZ /LT DL AL, YA LR F— A

WCHE L, Av— T HU s MIEMTA B 2AZBMLTL Z &, JiT A o A%, &
FAZICEHMEE R CEA SV ET,
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RTLEBRIRYOEFT |
. Cisco Smart Software Manager TD7 754 7 U AMDZ 5k

\)

GE) T77I9AT L ATAY—F T4V THREEZAENCTDHE, A~v—F T4 T
SIS GAELU U B— RIZe— AN I T AT RN TE L) £9,

\)

C¥)  A=—b I AKREZ AT 5 &, ROBENBBRICHES SN ET,

* Secure Web Appliance Web L B =7 —3 3 7 4 /L% (Web Reputation Filters)

» Secure Web Appliance 7 - /L A% (Sophos)
* Secure Web Appliance 7 - /L Axf%K  (Webroot)

* Secure Web Appliance Web 7’12 ¥ & DVS = ¥

Cisco Smart Software Manager TD7 754 7 > ADEEx

7 77 A T > A% Cisco Smart Software Manager (2887 5 121X, [ AT LEEL (System
Administration) | A =2 —CA~— K Y7 b =T TV U THEEZAENCTHLEND
D \i‘a_O

\}

GE) #HEOTTFIAT LV AEHE—DA VAR ATEETAZ LT TEXERA, TFIAT VA%
1 >OFTOBEETHMENH Y £,

ATy T [VATLEE (System Administration) |> [AX—k Y7 b7 5422225 (Smart Software
Licensing) | #i®R L £,

ATy T2 [A~v— T A&7 (SmartLicensing) |47 a VEAEIRLET,

ATv T3[R (Confim) %27 VU v 7 LET,

ATy T8 [FT AR~ Fi%E (Transport Settings) ] # A H T 2HAI2IL, [#RE (Edit) 1227V v 7 LET, kD
F T a vEEHTEET,

« [E# (Direct) |: 777 A 7> A% HTTPS #:H T Cisco Smart Software Manager {Z[EL#HRE L £ 97,
OFTvavik, TN NTERENNET,

[FSURKR—KF—bro A (TransportGateway) | : 77/ I7A TV A% N7 AKR— K F— U<
A F 72 1% Smart Software Manager 7 7 4 & C Cisco Smart Software Manager ([t L £§, ZOA
Tra BB R LGS, NI AR U — U = A £7213 Smart Software Manager 7 7 A ~ D
URLZANLTHB[OK 27 U w7 T H0ERHY ET, ZOF 7T a IEHTTP B8 X OHTTPS %
PAR—=FLET, FIPSE— FOHE., FT U AR—F 77— bV = A |ZHTTPS DA ZYR—F LET,

N7 UAR—=F T =T =AITOWTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EHHEL TSI,
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| v2x7L8BE22H0ET

ATy TH

sttrznzx |

(AFvary) [TARMH—TxA4A (Testlnterface) ]: A~v—h T4 B AEREHICT 774 T A
XGRS L X, [EHA U H—T = A A (Managementinterface) | £721X [T —HX A X —T7 =1 A (Data
interface) | ZIER L ET, ZiUL, BFIL—T 1 72HMDL, A~v— 7B AMITBRET 256
OB SET,

G¥) BENV—T 4 T WENIR > TORWEEIEL, [T A MM v Z—7 A A (TestInterface) | N
0y XYY A NTC[EHEA X —7 =4 A (Management interface) | 47 a > DI % fFE
T&EET,

nJA Ly 7 LT Yy EMA LT, Cisco Smart Software Manager 78— 4 /L

(https://software.cisco.com/#module/SmartLicensing) 127 7 A LT EEW, FHLW h—7 VBT 5
WX, ZOR—=FNLO AT 7>~ (Virtual Account) ] _X—IZEN L C [2f% (General) | ¥ 727
JRALES, TTIAT U AMORGA S AZ ARG —7 v a2ae—LET,

LA 2 AL 2 ARGk b — 7 DIERRIC O W T,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing Deployment Guide.html %
ZRLTLIZEN,

ATYT6 TTITAT LV RIRY , WA VAL ARG N — 7 a2 T ET,
ATy TT [Bék (Register) 1227V v 7 LET,
[(A~—R YT b Tx=T T4 (Smart Software Licensing) | X— T, [T TIZEZINTIL\S15
BlE. COHEBA R AEBEZRLET (Reregister thisproduct instanceif it isalready registered) ]
Tz IRy I RAEFANILT, TTIAT VAZHBERTHZ L TEET,
RDRERY
BB T 0 2 IS £, [Av— YT b 2T T4/ (SmartSoftware
Licensing) | "— Y THERFAT —F AL KRR TEET,
T4t ADEX
BERT BB ANEFICTE T Licth, 77 74T U AOHRED T A B AZER LT TR 5
ROGEENRH Y T,
ATy T [VATLEE (System Administration) 1>[5 4 2R (Licenses) | &R L £,

ATy T2 [BREOHE (EditSettings) 1227V v 7 LET,
ATV T3 BHRTDITA L RTHIGETD[TA B ADER/Y Y —Z (License Request/Release) 15|DF = v 7 R

I AxRF AT LET,

ATy T4 [EE (Submit) 1227V v LET,
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RTLEBRIRYOEFT |
B> tzx0uu—x

RDBERY

FA oA, HIRBEE-HBRONI a7 T 47 v AEK (00C) T— RIZz2Y .,
£T A4 A230 BREIOW TR 2SR S E 3, AR L TN00C 1R 0 R O Hif
12, —EOMR (30 Bai, 15 HAG, 5 HAl, BXOEKH) TEINREFRINET,

OOC M THWIRI OGN WME L &, T4 B AFEHTE T, B2 FHTE R0 E
T, EEICH 9 —ET 7 EATHITIE, CSSMA—F L TIA 8 AET v 77— LT, @&
AEE T OMERH Y £7,

A4V AD) ) =R

ATY T [VRTLEE (System Administration) 1>[54 2R (Licenses) | #i&IR L £,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATYT3 V=257 RATHIGET D [TA L ADHEK (License Request) [ ¥|DF =7 Ry 7 Aat >
WZLET,

ATw 74 [#FEIE (Submit) 1227V v 27 LET,

Cisco Smart Software Manager W5 D7 TS5 4 7 > A D& %R R

ATy T [YARTLEE (System Administration) | >[AY— kY7 k754204 (Smart Software
Licensing) | &N L £7°,

AT9 T2 [77var (Action) | Rey 7 X ur URNMG, BEEER (Deregister) ] 3N L, [FEIT (Go) 1%
707 LET,

ATw 73 [ZEIE (Submit) |22V v LET,

Cisco Smart Software Manager TD7 754 7 > ANDHBZEE%

ATY T [VRATLEE (System Administration) |>[AR—FY T bz 754 122224 (Smart Software
Licensing) ] =R L £,

AT9FT2 [77var (Action) | Kuvy 7 Xy UARnD, Bk (Register) | 28R L, [FE1T (Go) 27V »
7 LET,

RDEZRY

ek 1 AT OV T, Cisco Smart Software Manager CO 7 77 A 7 2 ADXEk (10 ~—
V) EESRLTLEEN,

EECE RN T FICBNTCE, T I9A T ADORTEEZ VY NLTEERICT 94T A
FREET D ENTEET,
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CSSM CT 7 I7A4 TV AEBET HENIDI, TV AR— MR EEEETEET,
Y

GE) Z2~—bF FA B ZEDNEDNR> TOAEARICDHR, F T AR— MNRELXZLEHTEE
To TTTAT UART TILBRESINTWDEE, NI UVAR— FNREEZEET LI, 77
FGAT UV ADKGEMET DINERSHYET, NTUAR—MREELE LI%RIZ, 7794
T ARG T OVERDY T,

h 7V AR— FREEZEFET D HIEIZOWTIL, Cisco Smart Software Manager THD 7 77 A 7
YADKG (10 —) ZZRLTIZSIN,

FOGE & REBAZE D EHT
Cisco Smart Software Manager C7 /7 A 7 v A& Bik LI=#4I2, FEHEL EH T E7,

\)

GE) T IAT U ANEFICRBRSNIZRIZOS, Btz FHTE £,

ATy T [YARTLEE (System Administration) | >[AY— kY7 bz 7S4S 24 (Smart Software
Licensing) | #E®IR L £,

AT T2 [FU2 3> (Acion) | Rey 7 Z oy VARG, @47y a vy 2RIRLET,

REAES T CEH

MHEEST CEH

ATv7T3 88 (Go) 1227 Vv s LET,

RDZRY

AVX—hFI—Cx O FOEH

TITIAT VAL VAR —IILENTWNWAARAY— 2=V NOXR—U g U2 FEHTHIC
. WMOFNEEZFEITLET,

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 22225 (Smart Software
Licensing) | &R L £7,

ATV T2 [AR—FI—C 1V FOEHRAT—HR X (Smart AgentUpdateStatus) | &2 2 a > T, [§9F CE#H (Update
Now) |27 U w27 L, 7rEAIZENET,
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GE) CLI =~ F saveconfig LT, E£IT [V R TLEE (System Administration) |> [E&TE
+#< 1) — (Configuration Summary) | Zf#iH LT Web A > % —7 = A AREH TR EL F & {R-AF
LEHDETDHE, Av—bF TA BV ABEOREIIRFEINLEE A,

RDLF Y A TEMPEE S NET,
cAv— b YT T TA RV UTBIERICAEMEE -
cAV— K YT T TA R T OAMUITRIE LT
o AR 23 B A S 47
o FEMEAR 2346 T Lz GREMEIH F3 K OHIRIRE T ReC— 7 O IFR CT4E)
« IEFIZBER ST
« BERIT R L7

EFICERIEE T

FRREIZ R LT

o IR S 4172

o BRI I LT

« ID REIENIER ICH B S e

« ID REAFE D FHTIZ KA L 72

FRRED A LR G 7=

ID FEBIE DA ZNHR A G 7=

s AT T AT U RBEMNMTHIBOWIRN O (27747 v AEKMETHRFB IO
HAMHE T BRI — & O I TE(E)

 EED A NIIRICBE T D AN DA AL U ZAFEAE LTS

ARV ESAAVE—T 4R
* license_smart (14 ~X—3")

« show license (18 ~X—3)

cloudserviceconfig

license_smart

« il (15 ~—2)
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G2

il 51k

01

MEHITE (15 ~—2)

Bl Av—F =V h P—EAHR—- FOERE (153—)
Ml ZA~w—F TA R ZOHEE (15 =)

« 5] : Smart Software Manager TDT 77 A 7 v AD%Gk (16 ~=2—)
il Av—hK TABLVADAT—H A (16 X—)

il A= TARLADAT—Z ZAOWE (17 =)

el : A~v— b hT U AKR— K URL OFE (17 <—)

Bl AR ADER (17 R—Y)

AL ADY Y —Z (18 X—)

A<w—h VT MU 2T T4 ABEORTE

fEE : Z0Oa~2 NiE Tcommit] DSMLEETY,

NYyF AT R Zoavwy RNy FEXZTR— KL TWET, FEMIZOWTIE, help
license smart =¥ FEAJILT, A1 ~NWT BRI TL fiéb\o

Bl Av—h ==Yz b P—ERHR— FOEE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

. A~—hF T4 ADHEL

example.com> license_ smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLT.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.
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AT LEEIRIOET |

Commit your changes to enable the Smart Licensing mode on your appliance.
All the features enabled in the Classic Licensing mode will be available in the Evaluation

period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy
> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TDT 75 A T v A DX

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[1>

ODR1OTM5MjItOTQzOS00YjYOLWEXZTULtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE ZzZNTR8W1pCQ1 1IMbGVMQOWRX

OXhuenN40WZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status

of registration.

Gl : A<w—K FA B ADAT—HF R

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
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Bl: 27—k 51£22027—52 2082 |

Bl s A=w— R~ FA B ADRAT —F XD

example.com> license_ smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Anti-Virus Webroot Eval

Web Security Appliance Anti-Virus Sophos Eval

Bl : A~—hk hT 2 AR—k URL DFETE

Bl FA L ADEKR

example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

N

GE) FETFIAT Lo AD—W—L, FA BV RAFZEREIZV U —RTARAEE. FOT 754

T AR HDMERDY F T,

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license
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Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Web Security Appliance Anti-Virus Sophos

Use license smart > summary command to check status of licenses.

Bl : 74 ADY U —A

example.com> license smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection

show_license

P (18 X—2))
il Aw— K FAEBLADATF—FZZ (18§ 2—)
il Aw— N FTABLUADAT—HX ZAOME (19 =2—)
A
A<—h TFGA BV ADAT —Z AL AT —Z ZAOMELZF R LET,
G| : A<=—K FA B ADAT—HF R

example.com> showlicense_smart
Choose the operation you want to perform:
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- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No
Product Instance Name: example.com

Bl: 27—k 51£22027—52 2082 |

53 minutes

Communication Attempted

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl s Aw— K A B ADRAT —F XD

cloudserviceconfig

B!

example.com> showlicense_smart
Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

Wi
- BT A

« 5] : Secure Web Appliance T® Cisco Cloud Services DA %1l

« 5l : Secure Web Appliance T Cisco Cloud Services ® 4L,

« f5i] : Cisco Cloud Services 7v— # /L~ Secure Web Appliance ™ % fk

« f5i] : Cisco Cloud Services 7 — # /L~ Secure Web Appliance® H B & &

« 5] : Cisco Cloud Services 7~ — % /L-7)» 5 @ Secure Web Appliance D X5 &k fEER

« 5l . Secure Web Appliance% Cisco Cloud Services 8" — % /LIZ#z#i 7% Cisco Secure Cloud

Server D ER

« ] : Cisco Talos Intelligence Services 78— 4 /L7 5 @ Cisco Cloud Services aEH]E & F— D &

vru—FR

« il : 7 F 47 MiEWFE updateconfig

cloudserviceconfig =~ > RIZR OB THEA L £,
« Secure Web Appliance T Cisco Cloud Services 78— % /L& H NI L £ 7,
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B &mrz

+ Secure Web Appliance T Cisco Cloud Services A~ — % /L& HE4hZ L £ 9,

» Cisco Cloud Services 43— % /L{Z Secure Web Appliance & &k L ¥ 37,

« Cisco Cloud Services 78— % /L{Z Secure Web Appliancez HBIHIZ B L £ 97,
« Cisco Cloud Services 78— % /L7355 Secure Web Appliance D % &k 2 fif ik L £ 9,

« Cisco Secure Cloud #—/3—Z &R L T, Secure Web Appliance Cisco Cloud Services 73—
FMTHERRE L £ 7

» Cisco Talos Intelligence Services 78— 4 /L-7)> &5 Cisco Cloud Services iEFAE & F—% X v 1 —
]\‘\ [./ i ‘j‘o

c I GAT Y NIEBELX—%T v Fu— FLET,

Y

GE) Zoa<r i, Av~—F 74 B RE— R TORBHATEET,

i 5%
cHETE : T~ FIT commit ITMEH VY FH A,
eNYFOTVER:: Zoavwr RNy TFEXREZFR—FLTWET,

%1 . Secure Web Appliance C® Cisco Cloud Services DA %Nt

RIZ, cloudserviceconfig>enable Y7 a2~ R&MEH LT, Secure Web Appliance T Cisco
Cloud Services Z AN T 2H1Z R L £

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
11> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

% . Secure Web Appliance T® Cisco Cloud Services D &N,

KIZ, cloudserviceconfig>disable W7 <1 R&MHH LT, Secure Web Appliance T Cisco
Cloud Services Z Nz D61 %R L ET,
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5] : Cisco Cloud Services

{51l : Cisco Cloud Services 7k— % )L~ Secure Web Appliance® & £ .

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >

R—HZ ~D Secure Web Appliance? & &k

RIZ. cloudserviceconfig > register 7 2~ K& H LT, Cisco Cloud Services i"n— % /L
IZ Secure Web Appliance & BT 52~ LE T,

)

GE) Zo¥Tavr NI, Av—hF Y7 =T IRV TREDTR o TORVIRIET
Secure Web Appliance?’ Cisco Smart Software Manager (2% §k XL TV R W HICOAEH T

£

N

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd9a31227eaab50dea873062c

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

% : Cisco Cloud Services 'R— % /L ~@ Secure Web Appliance® [ Bl &

7}/—{@:\ cloudserviceconfig > autoregister ¥ %%1%)% L T. Cisco Cloud Services N—H )L
IZ Secure Web Appliance & & &k 4 % 5 %~ LE T,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
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. {5 : Cisco Cloud Services R— % JLHv > O Secure Web Appliance ) & $3 254

[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

%1 : Cisco Cloud Services 8 — % /L7555 @D Secure Web Appliance & &k

KIZ. cloudserviceconfig > deregister 7 < R&fiH LT, Cisco Cloud Services 78— %
JLD26 Secure Web Appliance D X5 gk & fiRbR7 5B %~ L £ 7,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

%5 . Secure Web Appliance%: Cisco Cloud Services 78— % )W ¥55¢ 7 % Cisco Secure Cloud Server DR

chi\ cloudserviceconfig > settrs “9'7 a<w K %@Eﬂﬂ L T. Secure Web Appliance%f Cisco
Cloud Services AN — & VI HEGE T 5 7= OIZ M BE 7L Cisco Secure Cloud Server % 3& R4 261 %27~ L
S

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

%1 : Cisco Talos Intelligence Services 75— % L& @ Cisco Cloud Services iEE L F—DF 7 o — R

KIZ, cloudserviceconfig > fetchcerificate 7 2~ K& LT, Cisco Talos Intelligence
Services " — % /L2 & Cisco Cloud Services alFlE & ¥ —%2 X 7 o — KT 5612~ LET,
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\)

X))  Zo¥T7awr X, BEFO Cisco Cloud Services il FH E DA AR 23 8)30 TV D IRBE T, Cisco
Smart Software Manager (Z Secure Web Appliance % %6k L TW A EICOAEH TE 7,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate

Successfully downloaded the Cisco Talos certificate and key
example.com >

Bl . 2 Z 47T REWFE updateconfig

ka—\ Updateconfig>clientcertificate YT a<w K % {i LT%E%%& F—rT v IE—R
THHERLET,

example.com > updateconfig

Service (images): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:

Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates

Upgrade notification: enabled
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Choose the operation you want to perform:

- SETUP - Edit update configuration.

- CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is wvalid for 179 days

Do you like to overwrite the existing certificate and key [YIN] 2?2 []> vy
Paste the certificate.

Press CTRL-D on a blank line when done.

~D

AEAE LB e — OFFZ AL 0 AT £ 97, REAE & F—ITIERICRFSNET,

Async0S 140 LIED AR — VYT b7 4 VA F—HRA 2+

e Av—h VT 2T TAVURAEHT L TEET S &, Cisco Cloud Service 23H T
2. HEIWIZBRER SN E T,

+ Cisco Cloud Services AEFAZEDOH AR NEIN TV 554 1%. CLI T cloudserviceconfig >
fetchcertificate 7 2~ K&l L C Cisco Talos Intelligence Services 78— & /L7 5 H
LWiEELZ XY om— R T&EET,

e A — h T A B U AT — FDOEE . Cisco Cloud Services D B BB $FILFEITTE 4
Mo

RET7ITSATIOADTIA R

Cisco Web Security (KB T 77 A 7 A TlE, RA N ETHERBT 774 7 2 A% F(79 5187
A APNLETT,

WART AT ADT A& AOFEAI OV T, [Cisco Content Security Virtual Appliance
Installation Guide] #ZM L T 7Z&WV, ZO RF a2 A ME
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MHOAFTTEET,
~

GE) T TIAT L ADTA VL AL VA N—LVTBEIZ, T =NV HR—F DR RNL%E
< ZEixTxERA,

FAB L ZADOHIBNUINT %, TTI7A4 T 2%, 180 AflEFx =2V F 1 —E R LT,
Web 7 b LCEMEZMGELET, ZOHEF, EX2 V7 0 P—EREHEHFINEE
Moo

FTAV L AOHIBYNICET AEEEZZETDIEIIC, TTIAT UV AERETEET,

B O ATLEEERIOET I
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| v2x7L8BE22H0ET
FE7 7517 20512 2012 =L

ESPEREYS
« T T —FOEH (37 X—Y)

RE7ISATUVADTAECVADA VA =)L

['Cisco Content Security Virtual Appliance Installation Guide] ZZ ML T 7Z&Vvy, 2D Ko A
NN B
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[FE] PO AFTEET,

) E— FERERBERADEIEL

4R8O H RIS

cHHADU T— FEEHRA RPC) R—ra2tFaT7 Xy U —7ICHEBE, 7 —7 45
LET, OV TIL, BEVWOT T IALT VA ETNADON—RT =T A K&
LTLEEY, ZORF2 A FOBEFICOVWTIZ, Fx¥xaAr by FEBRBRLTLE
S,

T TFAT VA —NEIEET DICOICMERR— b R E, TTIAT AN E— |
T RARMRETHL Z L e LET,

s ZOMREEFEHT DX, EHOY E— NERFEAS VX —T 24 ADO—E D IPv4 T
RUAMRMETT, 2O X —T A AL, ZO€ I a3y THAINLTWHAERIBETD
X TERIBE T, ipeonfig 2~ RAMH L TRET HZ LIXTTEEE A,

« T TAT L ADEREFHRAT HIZIE, Intelligent Platform Management Interface (IPMI)
N=T a2 20%HHR—T5HT /314 R %*@@T“% DY — FR—=F 4 Y — LU TT,
ZOEIRY—NEFATELL)ICHE SN TVD Z 2B LET,

e AU RTA A VE =T 2 ANDT 7B AT HEMONWTIE, 2B L T
VW, avURIA A H—T AR
RPC Z#XELTCEREZME LD, 10 ~ 15 0FfF> THLFERH LA RPCIZEFELET, 2
DOFFEIFREI 12, Secure Web Appliance 73 RCP — b 2 Z#1#{L L £,
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TIIAT VADBEREZ)VE— T vy FT 5485 IOk varyTHBHINTWSL R
EZfEH LT, Z OMEEEZ FRNIIA DI \£ELT%<%%ﬁ%DiTO

ATy 1 SSHERIZV I T ary Y — b R—rE2FEHA LT, a~ FIA A F—T 2 AT 7 EALET,
ATw T2 EHEWRERST Y LTl A LET,
ATFv T3 UFoavry REAHLET,

2785852907 |]


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
wsa-userguide-14-5_appendix3.pdf#nameddest=unique_30
wsa-userguide-14-5_appendix2.pdf#nameddest=unique_758

RTLEBRIRYOEFT |
B =2+57rv 0

remotepower
setup
ATYTE Tar7 M- T, LFOFEREREEL E7,
c ZOBREFEHOIP T RLALE Xy b AIBLRT— U =A,
c BROFRA T~y REFTT LD B ha—FH LR T L —X,
INHDI VT Uy ME, TTIATVANDT 7R AERT MO LT v oy MITEF L%
A,

AT 75 commit = ANTJ] L’C%E%f%ﬁ L/iﬁ—o

ATFYT6 REEZTAN L, T I9AT UV ADOERZVE— N CEHTXAZ L 2R LET,

RT9TT ANLEZ VT oy i, 5k, WOTHLHEHTES 2R LET, L xE, ZoERELe:
BNRE L, ZOX A7 ZFITTHMERNHLEHREN, BRI LT Uy VWIT VT EATELH LD
I LET,

RDRARY
BEEIER
e N—RNULT TTITAT VAR T TITAT U ADERD Y E— K VT b

X . ==
A—Y—7ho o FOEHE
PUTFOEATDa—Y—Z, TTIAT AT AL LT, TTIAT LV AEEHTESE
j—o
cO—A)A—H—, 7774 T VAR —INIa—F—EERTEET,

cHERATLIZERSNFA—Y—, T I9AT AR A 0 d5a—Y =% 5
7212, #ME8 LDAP £ 7213 RADIUS Y — N~ Z8T D LT T4 TV AZHRET
%\iﬂ—o

\}

GE)  WebA o Z—T ARl AThH0, SSHEFEHATA2REOEEDOHFEXHER LT, 77
FA T RO T AL TEET,

BEEIER
e — ) a—P—=THyr hOEH (27 =)
* RADIUS —H—383E (30 ~X—)

o LDAP Y — _—Z L B EBRRAEDOFR E

B O ATLEEERIOET I


wsa-userguide-14-5_appendix1.pdf#nameddest=unique_759
wsa-userguide-14-5_chapter6.pdf#nameddest=unique_213

| v2x7L8BE22H0ET

a—nna—y—7hvo rogE |

O—A)la1—Y—7hor bOEHE
Secure Web Appliancel ALEDOE D2 —HF 42 1 — I IZERTE LT,
T 7N NDYAT Ladmin T AV 2 ME, TRTOEBREHEREZ R > C0ET, admin 74
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b, F72IECIDR 7 RLAZEETCEET, 774V TR 7
TIALT VATV BATEDLHT RL A2 —EFRT 5 L. BE
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)

GE) TDHEA LT T NOEERET HIZIL, CLI adminaccessconfig > timeout HEHTAZEH T
TET,

ATY 1 [V AT LEH (System Administration) ]>[F > b —2 727 & X (Network Access) ] Z R L £,
ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,

2785852907 |]



RTLEBRIRYOEFT |
B ez 20200ty

ATV T3 [ByvavdET 77 47 #4577 & (Session Inactivity Timeout) ] 7 4 —/V KiZ, =2/ 7D h§5ET
CHFRT 22—V =0T 77 1 THRMESMTAS LET,

5~ 1440 73 (24 B¢fH]) OFEPHTH A L7 U MHRZERLE T £, 7 7 4/L MEIZ 30 55 TT,
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FTRCOBEHHF L~V DO2—HF— %, ladmin] 2—HF—D 27 L — X5 EHECXET,
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EDAR—F NEITHRICEEL TWET,

\}

GE) 77— hEBHA— VBN EZIETHI0E, TTITA TV ANBFA I A o=V ~D%E(EF

WM % SMTP V L— R A M ERIET DMLENH Y 7,

—rDDTELERE

T I —MIEENLERIT. 77— FORBHEBEREICL>TREV £, 77— FEHIZ
EETDHT7T 7 b oHEERELRETEET,

<
N|

AsyncOS IZLL F DX A T DT 77— X ELET,
« A7 L (System)
e /n—Rv =7 (Hardware)
« 7 v 77 —%4 (Updater)
* Web 7' % 3 (Web Proxy)
« VT = TR (Anti-Malware)
* AMP
*L4 T 7 1 v 2 E=%— (L4 Traffic Monitor)
« M5 URL 77 =V (External URL Categories)
« RY > —DAHNHIR

77— hFODEXE
7T — ME, KOEREI > TERESHET,

c Z VT 4 v T BT DB B ) T,

MG ABRESS D VU PRERMEE I T —, TCICHARLERGEE b H Y F
B

AFWR : T ADN—T 4 UHERETAER S LD TH R,
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RTLEBRIRYOEFT |
B - rzEz0um

To5—FREBFEODEE
D
(GE) AT LDE v b7 w7 AutoSupport & A F— 7 I LT BE LTCE %x~w7k
K#Nf@ikﬁﬁi@&?x®7?~b%%@bi#(77%»%) DFEEIFTND
THEETEET,

AT T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3®K L F 7,
AT9 T2 [77— +32(E#H (AlertRecipients) ] VA N CZEHEEZ 7V v 7 LTRET 20, [ZEHFOEMN (Add
Recipient) | %7 UV v 7 LTHLWZEEZEBMLET,

ATV T3 ZEEDEFA—NT FLAZBMELIIRELE T, BHOT KL AEZ D ~TRUIS-TANTHZ L
HTXET,

ATYTE XTT— N ZATTLIC, ZIETDHTI7—FOEREZBRLET,
ATy TE BEEXEL, RELET,

75— L ZEBDHIFR

ATy 1 [V AT LEH (System Administration) ]>[7 7 — b (Alerts) ] Z#IR L £,

AT9 T2 [77— 32{E#H (AlertRecipient) | DY A NT, 77— MNZEHFITHIGTHIAIH/TA 2270 v 7L
THEELET,

AT9T3 BEREARGFLET,

= ) S
75— FRTFEEDRTE
TI— MNREITTa— LR BETHDHID, T_XTOT 77— FOEMEICHE L £,

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATYT3 MBEIELT, 77— FOREMERELET,
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75—ruzt |}

TIFay BLl

77— bDOEETT BT T — b EEET D & ST D RFC 2822 #Eflod> [Header From:| 7 KL%,
LA (From Address to | A7 LD A R ( Talert@<hostname>] ) 123DV TT R LA % HEVERKT
Use When Sending HA T a v ESHTOET,

Alerts)

HET 77— PEERO | HET 7 — FORHMMEZHEELET, 2 DORENRHY 7,

%J@%FHEJ (Wa}t Before [EET 7 — MMIEREERFORFHERE ()  (Initial Number of Seconds to Wait Before
Sending a Duplicate . . s SN i 5
Alert) Sending a Du?hcate A‘lert) lo ZOfEZ 0ICRRE LTSS, BELET 77— 1 @‘H:
< U=l FEEERT, RDVICT_XRTOREBELLET T— FB Y TIL A MTEE
SINET (FERFICKEOEFA—NVE2ZETHAEENHY £7) . HELL
T = eEETOETITHET20EIE., 77— hMEXETH-ONTHINL £
T HEINT 2RI, AIEIOFFERIRO 2 (50 E2 2 LT, 2F0, =
DA SICRET DL, 77— MISBEZ, 158#%., 358%., 158%. 1558
%, 315 L VST TER SNET,

[T 7 — FEERORAREHEFE () (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) ], [E#HT 57 7 —h A v =T 2XET HHIIC
FERE3 2 e RO E (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V FZfEH LT, FRERIBROMBUCHIRZRRIT 5 Z &N TEET,
el z2E WHMEZ S ICREL., RKIEZ 60 ICRET DL, 77— MES
o158, 358, 60 70, 120 Bb7e K ORIME CEE S E T,

Cisco AutoSupport VAU TOEMERET D0 E I DERELET,

s VAT ATHERENTZTRTOTT—F AyvkE—YDabr—
o VAT LOBMBIKR], status 72 RO, BROMEH STV 5 AsyncOS
N— g VU EEAT 5

Fo, VAW ERBLELLDAEA vV a—2NEOT T — FZIEEHIT
EETHINEIPERELET, Ziuk, EREN MEHR (Information) | D
AT ETT— b eZETHLIREINTWEIZEHICOABAINET,

ATy T4 ERzFEEL, RFLET,

75—k URE

UTFOHETE, DEINCT 7— e —EFR R LET, FHEHOEIZIX, 77— b4 (NECEH
Db descriptor) . 77— FOEEOTFA M, B, ERE (Z VT 4 B, 1EHR, EE
W) BIOAvE—VDT XA NMIEENDNNT A—F (HFETDHHE) PEaEhLTnE
7

2785852907 |]
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IN—FKDTT7 75—F
LIFO#IE, AsyncOS TAEM SIS SEXERNA—FT 2T 75— rDOU X M TF, 75—

\u
N
I
L\
\J
dl

rOFHA EBEBRENTLHI N TWET,

RTLEBRIRYOEFT |

Serror

Ayt—T TI2—FDE |[INFA—4
RE
A RAID-event has occurred: L 2 $error : RAID =7 —D T F A

(Warning)

I\O

—k

LT OZFIL, AsyncOS THAMSND S EISERVAT AT I— DIV ARNTT, 77— D

il & BRENRLM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
Startup script $name exited with error: $message | 7 U ¢ F7/L [$name: 27 U 7 N DL HI,

(Critical) .

$message : =T — A vtE—¥
5"“’%7\ }\o

System halt failed: $exit_status: $output',

7 V7 4 1w
(Critical)

$exit_status: =~ RO T
a— K

o

Soutput : =<2 KD OH
jjo

System reboot failed: $exit_status: $output

707 4 1V
(Critical)

Pexit_status: a2~ ROKT
a— K,

Soutput : =T~v 2 RIHODH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 41V
(Critical) .

$name : 71t 2 D4 HI,

$dependency : —FFE R I T
WD AR DA T,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

70T 4 b
(Critical)

$name : 7 12 2 DA,

$dependency : —EF R I T
WA IRTEE D4 I,

Process $name listed itself as a dependency.

7 U7 41V
(Critical) .

$name : 7ot X D4 HI,

B O ATLEEERIOET
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v257875—+ |

Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency asa dependency | 7 J 5+ ¢ H /L |$name : 7 © & 2 D4 i,

multiple times.

(Critical)

$dependency : —FEFE R Z 4T
WD ARFEME DA T,

Dependency cycle detected: $cycle.

70T 4 v
(Critical)

$cycle : I 7 MCEHRT DT
v RAL4LDY AN,

An error occurred while attempting to share L S2 Serror : FIAMCESEATIT B
statistical data through the Network Participation (Warning) . |T=F— A vt&—%,

feature. Please forward this tracking information to

your support provider:

Error: $error.

There is an error with “$name”. U 45V |$name: 2T 7 7 A IVEAER

(Critical) .

L7=7 a® ZAD4HTI,

An application fault occurred: “$error” 7 UF A |$earor : =5 —DOTF XA~ (@

(Critical) . [#1F hL—Av7)
Appliance: $appliance, User: $username, Source | 5§ Sappliance : £ E D Secure Web
IP: $ip, Event: Account locked due to X failed login |  (jnfiymation) Appliance® 1D,

attempts.

User $username is locked after X consecutive login
failures. Last login attempt was from $ip.

$username : $FED 2 ——
T RO ID,

$ip: v A URRITSNIZIP
7 R,

Tech support: Service tunnel has been enabled, port | | $port : F—E R kL RITSE
$port (Information) , | SNBHR— F&E S,
Tech support: Service tunnel has been disabled. IEER WAL
(Information)
SATLEBI R ORT

"



RTLEBRIRYOEFT |

Ayt—9 INT A—45

* The host at $ip has been added to the blocked

$ip: v/ A RIS NZIP
list because of an SSH DOS attack.

7 KL &,
ERBH -

SSHZNLCT I I7A4T A
O ERATNDN, A
i VT o L ERIRL
WP 7 R A3, 2 450N
W EL ERATIZ R L7285
&V SSHO7 w27 A KT
EMsvET,

FIUIP 7 RLANSZ—HFN
EFicerlZf o35, 0
IP 7 RURIEFFAI Y A MZiE
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TR IIER I BRI Y
7 U A Kb BHEIRIZHIBR X
nNE9,

* The host at $ip has been permanently added to
the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

\)

=)

VAT AT T — M, HESX—7 7 —h, XTI —h, LAR—FT T FREENFE
T, INEDOTT— NI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D
] & HREN G SN TWET,

Ayt—o To—rDE |[INTA—4

RE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,
server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .

B O ATLEEERIOET
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e

~

575—F

nx>s 75—+ I

representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETOHK,

LT DL, AsyncOS THEREINLHIESERVFXF LY TI7— DY ARNTT, 77— FD

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |[INFA—4
RE
Serror. 15 $arror : TG —D FL—ZNy
(Information) . | 7 L5571,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

a4,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R KX RDIP T
N

$reason : T T —IZ O T
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ YT A7 U S
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
ERAVAE

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

7T 4 v
(Critical)

$name: 1/ BT A7 VT
a4,

$ip: VE—FFAFDIPT
FL =&,

$port : UE—h KA FDKR—
SR

$reason : B SIZ DV TCHLA
TAHTEA b,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

AytE— TF5—FDE | /INTA—4
RE
Log Error: 'Subscription $name: Failed to connect | 7 J 5+ ¢ /L |$name: 22 727 U

to $hostname ($ip): Serror.

(Critical)

va v,

$hostname : Syslog —/3—®
RA N,

$ip : Syslog —"—DIP 7 K
L,

$error : =TT — AvE—TD
5"“’%;{ }\o

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 V7 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog % —/3—®
AR N,

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wybE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7 U7 4 v
(Critical)

$name: 7/ TRy U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/"—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

70T 4 b
(Critical)

$name: 7/ YT A7 U
~a v,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®DIP 7 K
LA,
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LR— bk 75—k

vik—+t 75—+ [}

$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 3 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 7 2
7Yy a T EICHRER
D7 7 A NVDORRE

$files removed : HIFR S 7=
TrANDY A K,

PLFDOFIL, AsyncOS THEREIND I EFIERLA—KN TI7— DU ARTT, 77— D

il & BERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
KE
The reporting system is unable to maintain therate | 7 J 5 ¢ % WAL
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LAR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$report _title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A

report $report _title' the expected domain
specification file could not be found at ‘$file name’.
No reports were sent.

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 471V
(Critical)

$report_title: LAR— F DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

70T 4 v
(Critical)

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

Ak
=

(Warning)

$threshold : L = VM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

TvIT—32TF53—F
LT DFIEL, AsyncOS THEKREINDSEISERT v I T—4 77— DIV ARNTY, 77—

~ T & HARE RS TVET,
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RILITTHETI— b .

Ayt—T To5—rDE [T A=A
RE

The $app application tried and failed $attempts L Zae $app : Secure Web Appliancez
times to successfully complete an update. This may (Warning) . |¥= U7 4 F—E R4,

be due to a network configuration issue or temporary )

outage. $attempts : FATEIEL,

The updater has been unable to communicate with | 2k $threshold: : L X U ME OB,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 VT 4 S1)v | $traceback : b L—RA Ny 71

(Critical)

o

the certificate is valid.

Certificate Revoke: OCSP validation failed for the
UPDATER Server Certificate ($host:$port). Ensure

Critical

$host : UPDATER H#—/3—®
KA N,

$port : UPDATER #—/3—0D
A= b,

TILDTTRERETT— b

Secure Endpoint (ZBFHET 57T 7 — MI-DWTIX, Secure Endpoint DEIZE T 57 7 — K Dfif

AMP 75—k

FERZEFEEZRL TSN,

LLFDOFRIT, AsyncOS THBRIND SESERAMP 77— DY X MTE, 77— Ot

EERKENTHINTVET,
AytE— TI—bDE [T A—4
XE

AMP for Endpoints = > Y — /L ~DT 77 AT | #ikE Serror : =T — X vE—,
ADBERIZRIL L E LT, (Warning)
$error
AMP for Endpoints =22 Y — /A nH DT 75 A | E4E $devname : T /NA A4,

: BRERARERRIZ i = .
:/X ($devname) DEERARFRIZIALL E L | (Warning) Serror : =5 Ay,
$error

Web 7OFX 75— F

LT DI, AsyncOS THKSND S EIER Web 72X 77— DY ARNTY, 77—

rMOFHA EEBRENTH I N TWET,

VATLEERARYDET

"
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B websoxo75—+

RTLEBRIRYOEFT |

Ayt—o TI7—FDE |[INFA—4
KE
T A A GHMY [EE AT T =P | R $info: FEXIAENLAT V=

LE L,

I M, ATV YA X
EDBEMNIEH,

$error

Web 7B F 0%, ¥ v I 8—F 1 g |HH $errorstring: ¥ v v 2

COWNENETHD Z LR LE L, T NN T o - B B

Xryvak 7Ty vaTbHE, RENHR 92BN,

THEERHY £,

$errorstring

BENRTA—HDTT—, %t $errorstring : /X7 A—X L %

$errorstring DIEDW )T 2 Edte, /NT A —
ZAED T T — O FEM 727,

7747 v MUOKRERED L& VERIRZ |24 $info : JENNMEH,

A2 FE L, KEr7e iz —Rric ieghic

o TWET,

$info

FIE SN T2 WCCPV2 JL— H — NS £ 7 | $info : BINTE .,

BIFERFETT,

$info

BRESINEZT v 7 AR —AERET 0oy |25 $info : JENNMEH,

MEJ & F T I3 BIEAREE T,

$info

Web a7 at AN AE Y ARG CHER) |25 $info : JENNEHEL,

LEL

$info

snmp 7 A 77 VNTZT—NRAELE Lz, |&4 $info : EE® snmp V 7 = &

Sinfo k72 & 0BG,

ZOMOTT—IZL D, Web 7 RKT |5 $info : IBMfEHR GX4T 5%

L L7, a) .

$info

DNS ut 20T LE L, gk $info : BIMEHR G4 T 5%

$info

/) .
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smuRLhrSU7s5—+

Ayt—o TS5S—rDE | INSA—4

KE
AT ARNKT LE L, gt Sinfo : ;ENNEHR GXY7T 5%
$info &) o
Web 7B Xk, et AoREHIZEE R |7 VT 0 b |$info: & F I F R EERNG
WEST — ZEEHIC AT 2 PR TEERA T —HEEDOY A X E DA
<L, NG
$info
T AT A [EX AL T —NAE |7 )T 4 v |$info: EXIAENDIA T V=
LE L, I h, F T MY A R
Sinfo E DB,

AEBURL AT IV T 5—

PLFDFIL, AsyncOS THR SN S EIERNHURL 7 VT I — DYV ARNTT, 7
77— hOFBH L ERENTH SN TOET,

Ayt—T TI3—rDE |[INTA—4

XE
$errmsg gk [Serrmsg] : =7 — A vtE—,
$errmsg T [Serrmsg] : =T — A vE—,
$errmsg 7 U7 471 |[$errmsg] 1 =T — A vE—,

Br>3T749v9 E=E2—75—F

PLFDFIEL, AsyncOS TSNS EISERIML N T T4 v F=H—T 77— DY AT
T 77— hOBHEEBRERLTHSATOET,

Ayt—o To7—FDE |[INFTA—4

KE
Serrmsg g®iE [Serrmsg] : =7 — A v &—,
Serrmsg ¥ [Serrmsg] : =T — A vE—,
$errmsg JUT 4 [$armsy: =T — A vE—,

R —DEIRINT 5— F

WDOFIE, AsyncOS TERIND S EFSERARV =T 77— DUV ARNTT, 77— hDji
HERERENTH SN TNET,

2785852907 |]
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. FIPS Compliance

Ayt—T To5—rDE [T A=A

XE
'$PolicyType': '$GroupName' |Z, BAZIHAR O |1FH# $PolicyType: 1%, Web 7"V
EDTSD, T 42— MIENTOET, T BA TR T IR

RY o HRY =T,

$GroupName: i, AU — 7
=T DAFTTT,

'$PolicyType' : '$GroupName' |Z, 3 HZLIZHAIR | 1FH $PolicyType: iZ. Web 7~ U
ey £, = A A TIHESL T 'R

Y S —HHY =TT,

$GroupName: (%, AU — 7
N—TDARITT,

FIPS Compliance

Federal Information Processing Standard (FIPS) %, & {f#H CTd 2 DHEER N S TWVZR NG

WMERET D720, TRTOENERETHEN SN DO SLEY 2 — LV OEFZHIE L TV E
¥ FIPS 13, WFHBINOY X2 VT 4 LT =2 T T4 N —BHEOBTE I T D720

TSI B E T, FESARMEBIRAFZEAT (NIST) 12 & > THA%E &7z FIPS 1, 8@ FREUMT 0> B 4 i
T IHER DR R WGBS E T,

Secure Web Applianceld Cisco Common Cryptographic Module (C3M) %M L C FIPS E— R
FIPS 140-2 ¥l 2 B L £ 3, 7 7 4L b T, FIPS £— RiE7 4 E—7 L TT,

BEEIER
« FIPS £— KDORE

FIPS GEEAZE D EH

FIPS &€ — R TClZ. Secure Web Appliance T R — 7 /UIZ/2 > TN BT X TORF B — B XIZ
DUWT FIPS #ELOGEHEEZF AT 2L ERH Y £9, Zud, LLTOR by — e X125 H
SnFET,

« HTTPS 7' =& % &

o
*SaaS DT AT T AT 4 T A H—
« TS TAT v AEE HTTPS h—E A
s &% =27 ICAP #1568 DLP 3% &

* Identity Services Engine

B O ATLEEERIOET
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| v2x7L8BE22H0ET
rps simzEomE

« SSL O IE

1|

* SSH O E

\)

G¥)  FIPS T— K& A X —7VIZT DRNT, FIPS EHGEHAEEZHEH L CT7 77 A 7 o A& HTTPS
P—EAERETDHILENDHY £9, MO B — BRI X —TNICTHXLETIH D 8
/\/0

FIPS YELOREAFII LT OB 2w 7o T ERH Y £

iEAE | 7T |BRETLTYRLA FRC
Y UN
X509 RSA shalWithRSAEncryption | @728 Bk X7 +—~< 2 R &+ x =

sha256WithRSAEncryption | Y 7 ZFEBLT D720, 1024 By FOF—
A RXEHRELES, By P A XL EHI
RELTDHE, EX2 VT 13M ELETH,
BEAALDNT =< P AT LET,

FIPS SEBAE D H&ELE
FIPS E— KN A R—TNVDBPE, T T I7A4 T AFROEREF = v 7 ZEITLET,

« Secure Web AppliancelZ7 v 7’0 — R EN7TXTOFEAEIL, UlIZk>T7 v 7 r—FR
ENT=DON, Fhk certconfigCLI &+ RiZE»TT7 v 7 a— FENT=ONTE%RZ
<. CCHEMEIZRASITHE D K O ITHAEESLE T, Secure Web Appliance DIEHHA k77 N D
BB S ARRE SN TWARWVIEAEIL, 7y 7 r— RTEEHA,

BT D/ ARGEC L - GEHEZEOBAPRIES I, T X TOBELEIEIEICR L TH
%E{ﬁ%‘@ basicConstrains BJ:U\ CAFlag D& > ]\ W_J: oTuEHﬂ%//\E‘ﬁﬂF @Eﬁé /\/75 *ﬁ
RESALET,

« ) A MK U CREB A MRGET 5 7212 OCSP Mk & il T & £, ik
certconfig CLI ==+ KNEMFEHLCE ﬁf%i?

)

GE)  #HLWH 7 2~ K 0CcSPVALIDATION FOR_SERVER CERT 73 A A /(D
CLI =z~ K certconfig DO FIEBEMENE L7z, %ﬁ LW 7 a<
¥ R % & LDAP — iEERL L OT v 77— 23—
/NREBAE O OCSP WGEZ AN TE £9, FEHEORRENAZNIC
2o TWDYE, BEICERT DFEAFENRT 2T T — MR
FREINET,

BEAS AR FEBHERGEIC DN T (56 X—) BB LT 7E& W,
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B res = roamitEEnE

FIPS E— FOAEMEF =T ERE

1R BRI

T T IAT VARED NN 7T w7 abt—2ERLET LITE2ER) . 77947
ARET 7 A NOEAE 2 2—)

e FIPS B — R CE SN DEFHE T, FIPS 1402 SREDOANHFT— 713U XANEH S
TWL Z 2R LET (FIPS iEHEOEM (50 X—) &) |

\}

GE) *FIPS E— REZEFTBHEL, TT7I7A TV ANHESENET,

« FIPS &— R&Z N L7=H4A. SSLEBLUSSH #% & (FIPS T— RBARNC SN TW5H
AL, BEIIZFIPS XHGIC2 D K 5 ICT H5%0E) L7 74V MEICY By S ER A,
Bt DS, B TR SSH/SSL REEMH LT ZA4 7 "R TEH L HI2T D
VERS H561E, RO OREEZELTHLERSH Y 7, FEMICOVTIL,
SSL DF%E (53 X—) #ZL T E &,

ATY T [V AT LEH (System Administration) ]>[FIPS ®€— K (FIPS Mode) ] Z#R L £,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATY T3 [FIPSa2 7747 ADH%NE (Enable FIPS Compliance) ]2 4 2 LT, FIPS 27 T4 T 2 A& HE)
W LET,

[FIPS 22> 77 A 7 > ADA %t (Enable FIPS Compliance) | 24 1245 &, [EKALHEENE T A —X
(CSP) DK 5k & HZhZT 5 (Enable encryption of Critical Sensitive Parameters (CSP)) ] F = v 7R v 7 &
DAY £,

ATY T4 R"AU—F FWEEEH, GEAE, X2 EORET — X O AL 2 AT 2 5A 1%, [ERHEE M
INT A —4 (CSP) DEFEALZHZNZT 5 (Enable encryption of Critical Sensitive Parameters (CSP)) | & 4>
, Lij‘o

ATw 75 [%E (Submit) 1227V v LET,
ATvT6 [#iT (Continue) 1% 27V v 7 LT, T7I7AT  AOHEEZTFTLET,

VATLOBRFOEHE

c B AL —DFE (53 4—)
eNTP —R_—2 LBV AT A 7y ZORE (53 2—)

B O ATLEEERIOET



| v2x7L8BE22H0ET
sq4nv—nzz |

BALYJ—2VDERTE

ATY T [VAT LEH (System Administration) ]>[# A & ' — > (Time Zone) | Zi&R L £,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 Hugk, EH, BLXOFAL Y=V ERERT LN, GMT A7y FEERLET,

ATy T4 BEREREEEL, RIFELET,

NTP H—/N\—IZ KDL AT L Ay Y DREEH

TTI7AT ACTTECRRMZRET DD TIERL, Fv NU—2 XA L7 haji (NTP)
PR ZHES U CBIfED HIRF 2B C& % X 912 Secure Web Appliance % 5 ET 5 Z & 25
BoLET, UL, BIZT 774 T U APMOT AL A LFEE SN T DHHEEICHY L E
T, MESINTZTXTOT A ANRE L NTP == EHT 20BN’ H Y 7,

ATy T [VAT LEH (System Administration) ]> [FFRE] D% E (Time Settings) ] Z 3R L £ 97,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 [RZI O E S (Time Keeping Method) ] & L C[NTP (Network Time Protocol) % {# ] (Use Network Time
Protocol) ] Zi®R L £ 7,

ATy T4 b= R_—OBMBPLERGAE. fTOBEM (AddRow) %727 U 27 LT, NTP % — —0D 52 EAfik A
NG ETZIXIP T RLAZASLET,

AFvTE5 (FE) NTP 72V =TT 7 IA TV ADE Yy NI —7 A B —T x4 A XA (BRI
T=Z2OWTNN) ICHEM TR TWD, V=T 4 7 T =T e BRLEd, Zad, NTPZ =) —
MEESNDIPT FLAIZRY 7,

GH) ZOFTaNE TTIFGATART =2 8774w V7 HEEIR T 7 4 v 7 &I —
T4 T EEHL TV DG RICDARELTTEET,

ATvT6 EREzEEL, RFLET,

SSL DEXTE

TR VT4 2A EIEEEOHIT, W ONDY—ERATSSLV3 EXFIERR—Tg3 000
TLS %A X —TNEIEZT A =TI TEET, HZEOLYX 2V T 4 2FBTH=0I, T
RCOV—ERATSSLV3I&T 4 B—TNMZTHZE2BEOLET, T 740 FTIE, T
TONR—=Y 3 D TLS BA F—TIVIERE S, SSLABT 4 =T VR ESNET,
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B ssio

ks
filt

\)

GE) IO OBREIE, sslconfigCLI A~y FEMEA L TA X =TV ERLETT 1 E—7/MZT 52
& HT&EEJ, Secure Web Appliance CLI 2~ > RZEZM L T 72X,

\)

GE)  TLSH; BN/ 5 SSLE A EES/IILEE LA, 77V r—va v #HEsLF
7,

ATy 1 [VAT LEEL (System Administration) ]>[SSL #%7E (SSL Configuration) | Z &R L 7,
ATv T2 [REOHE (EditSettings) 127 U v 7 LET,
ATYT3 ZNHDOH—EATSSLV3 & TLSvlx A X —7 /I 2T, MIET2F =y 7Ry 7 ZaA 2L
£
(TTTAT v AEE Web 22— — A X —7 =14 X (Appliance Management Web User Interface) ] :
COREEERTDHE, TXTOT 7T 47 22— —OEwLtir S E 7,
s [FEF T P —ERX (ProxyServices) |: E¥a7 7747 NHOHTTPS V’rX v &/ LTy
ESENEENET, 20k va VITFU T L EERTOET,
s [ HHEE (Cipher(s)toUse) |: 7 a3 +—E R LDOBEIZHEHAT2BMOBEEAAL — K&
ANTEET, A= ORIV IZiZarvy () Z2EHLET, FEOK ZOEH L IET 51T
I, ZFOLFHNOSFICEEEELF (1) ZEMLUET, 72 & 21T 1Exp-pHE-RSA-DES-CBC-sHA & AJJ L
£
B 7~ TLS/SSL /N—2 a NG A A — FDHE AT H LI LTI EI W, FEffld &
W5 U A MZDOW T, https://www.openssl.org/docs/manmaster/man1/ciphers.htmlZ 2 L T< 72
éb\o
TFTAT AL TLSVI3 N— 3 &SR — N L TWET, K TLs AES 256 GoM SHA384 3T
T b OB Y A MBS E LT, 774/ M T TLSVI3 E7 7747 2 ETHA)
(2720 £,

AsyncOS /X —7 5 > 14.0 TiX, Kf5 70s aBS 128 GoM sHA256 33 L UNTLS CHACHA20 POLY1305 SHA256
T 7V FOKEE Y A MIBMShET,

AsyncOS 73— 3 > 9.0 LLREITDT 7 /L b OKFB1E, pEFAULT:+kEDHE T,

AsyncOS X— 2 9.1 ~ 11.8 DT 7 4/ b O FIX, RO LBV TT,

EECDH:DSS:RSA: !NULL: !eNULL: !EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: ! DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZO%AE,. T 74/ h O EIX ECDHE 5 ORI L > TEDLLILERH D £,
AsyncOS /X— 3 > 12,0 IEDT 7 )V OB EIX, RO EBY TY,

EECDH:DSS:RSA: INULL: ! eNULL: ! aNULL: | EXPORT: | 3DES: | SEED: | CAMELLIA
: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384
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| v2x7L8BE22H0ET

SIBAEZENEHE (Certificate Management) .

EECDH:DSS:RSA: !NULL: !eNULL: !aNULL: !EXPORT: ! 3DES: ! SEED: ! CAMELLIA

:!SRP:!IDEA: ! DHE-DSS-AES256-SHA: ! AES256-SHA: DHE-RSA-AES128-SHA:

TLS_AES_256_GCM_SHA384:TLS_AES_128 GCM_SHA256: TLS_CHACHA20_POLY1305_ SHA256

G¥) H LW AsyncOS N—2 a N7 v 77 L— RT3 58I, T 74/ bOREEAAL — h &

HFHLET, B5AA— MIBBMWICEHT SNEE A, LETDO/N—2 3 2025 AsyncOS
ROLINRIZT v 77 b — R 55813, WAL — 2RO X DICHEHTLHZ Lo
["LET,

EECDH:DSS:RSA: !NULL: !eNULL: !'aNULL: 'EXPORT: ! 3DES: ! SEED: ! CAMELLIA

: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384

EECDH:DSS:RSA: !INULL: !eNULL: ! aNULL: ! EXPORT: ! 3DES: ! SEED: | CAMELLIA
:!SRP: ! IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

o [TLS JEME O Mh{. (H2E)  (Disable TLS Compression (Recommended)) ] : TLS [ & Hhi2 9%
ZiE, ZOF =27 Ry 7 AA I LET, REOEX 2V T 4 2RI DIF. ZOREN
LRSI FET,

« [ =27 LDAP % —E X (Secure LDAP Services) ] : ibalk, FMBRGE, B LN EF =27 LY T 40
HENET,
s [EX 2 TICAPY—E A2 (SMEDLP)  (Secure ICAP Services (External DLP)) |: 777 A 7 2 A & 458

DLP (F—#iwHh1E) Y— R—RD ICAP /5 DB AT 5 7 e bV &2RIR L E9, R
DNTIL, AEEDLP — R — DR TEEZER L T EE W,

s [—ERDOHEH (Update Service) ]: 7774 7 ALFIMARRRT v 77—~ —"—HO@EIC
T 278 hara@RLET, —EROEFHOFEMIZ OV TIX, AsyncOS for Web D7 7

GE)

ATy 74 [#EE

L—h&T v 77 —hF (61 X—2) LTI,

VAADT v T — K P —=N"—FSSLv3 ZY R —F L TWEHA, L7 ->T, TLS1.0 L E
% Cisco 7 v 7T — K P —ERATA X—T NI LTREIMERHYET, 7272L, a—h
Ty 7T —F Y= _"—TIEBED SSLVIZEHT 22N TEET (FOXHITHRESNT
WHEE) . ENHOH— N—=THR—FZIN TS SSL/TLS DX—V 3 U AR L TL 12 &
U,

(Submit) 127V v 7 LET,

REBAZE D EE (Certificate Management)

TTIAT AT, TUXNGERELHEN L TS LIRS a L. md. REL X7,
[FEAEDOE B (Certificate Management) ] ~— Tl BIfEOFEAED 2 NORRLEH, 5
T — FEAEOER, 5Ly 7 SNGEREORREIT) ZENTEET,
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VRTLEBERIORT |
B ssnasmesmoonc

\)

GE)  TITIATUARA U Z =2y MBS TWRWES, [REFIHFER (Certificate
Management) | ~X— D1 — RIZKERIRDN0 | ZA LT U RT3 =03 ELET, I HIT,
FEEZ B — R L7k, [v=7 = A FZ2EUGTEEHATL (Failedto fetch manifest) | >
T —27 =5 — [REFAEDOEH (Certificate Updates) | U A MIFRREINFET,

BEEIER

SEHERL L O —2onT (57 2—)
FERAEOREH (58 X—))

cfEHTE A N— NEHEOER (57 X—)
e 70y 7 SNIAEHEORR (58 X—)

ST REBAZREEIC DLV T
AsyncOS 10.5 TOFIPSE— REHD Y UV — ATV, R SNHFEAEITT T, 7y Fr—
RANZZEY 7747 U7 (CC) FEMEIZHEILL T\ D 2 & Z R T 5 72 D& I HRGE S U E
T, REAEZREAELRDY A b ERE L THREEYT 51213, OCSP MGEz il T& £7,
WY AR AE A Secure Web Appliancell 7 v 70— RENTWAHZ & & T _RTOMHE
Y= N—=THIERSSLNY Ry = 7 2 FTTEL LI, ARTER 2 7 RAERFENT T
DOBHEY— R —THEEINTND I L ZERTHLERNH Y £,
JERS TR REERGEIL, ROFENFEOT v 7o — RICEH S E T,
sHTTPS 7u X ([E¥ = U7 4% —¥E A (Security Services) ]>[HTTPSZ' =% (HTTPS
Proxy) ])

s 77 AN — = (X =V T 4P —E R (Security Services) |>[~/L 7 = 7 %K &
L E=7—3 3 (Anti-Malware and Reputation) |>[7 7 A VAT DFEMMELE (Advanced
Settings for File Analysis) ]>[7 7 A /L4341 —/3— (File Analysis Server) ]: [T A ~X—
N7 27 RE X OFGER  (Private Cloud & Certificate Authority) |: [7 v 7' v — K&z
AEJR DM (Use Uploaded Certificate Authority) 1)

fEEHTX H— hEHE ([(*>y U —27 (Network) ]>[FEAEDEH (Certificate
Management) ])

« I — NVRREDORE (v T —7 (Network) |>[#%iE (Authentication) ]>[Z7 7 —/3
JVERREDE E  (Global Authentication Settings) ])

*SaaSDID 7' A X ([Fv hU—2 (Network) ]>[SaaS DID 7,34 4 (Identity Provider
for SaaS) 1)

» Identity Services Engine ([% >~ bV —2 (Network) ]> [Identity Services Engine])

« 83 DLP ¥—/3— ([*r >~ U —7% (Network) ]>[#Mi{DLPH—/3— (External DLP
Servers) ])
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ingssvE—onT [

*LDAP B XU ¥ =7 LDAP ([ b7 —72 (Network) ]>[3%iE (Authentication) ]>[l
/b2 (Realm) ])

FIPS Compliance (50 ~~—) HZH LTI,

SIBAERS L UF—IZDUVT

2P CRRRE A BRI D L X, T T UYITEX 2T HTTPS #5524 H L C Web 7' %
WCRBREZ LT v v v aEIR(E L ET, Secure Web AppliancelX. T 7 # /v ~ THfJE® [Cisco

WebtX= T 4 77 T7A4T AT EFEHE (Cisco Web Security Appliance Demo Certificate) |
EERLT, 7747 & DO HTTPS #fii 2L LET, £< D7 7 UY TiE, GEFHEE
HTHDHEVINEDEENRRENET, BORIHFICHTLIA v E—VE2a—W— &
ALRNESICT DL, 77V r—va U CHBMICRB SN IFEAE L X —DXT 27 v
Frm—RLET,

EEIRE

EAE L X —0T v T — REIFAER (58 X—)
AEEEAL R (60 ~—2)

« PRGEHZE (60 ~—2)

EFETEHI— FEAZEDEHE

&
ATy T2

ATvT3

ATv74

Secure Web AppliancelZ1E, [ TE 50— FMEAEDO U X MMFE L, DM SV E T,
ETE DFEAFEL RO Web 1 M Tld, HALIIHNEH Y £ A,

FHETZ 2FEHFEDO Y X MIGEHELZBIL, HEErIREELZHIRT 5 &, (B TE 55N
EDOU R NEEFHETEET, Secure Web Appliance Ti&, 77 A~ U U A hH 5 aERIEXHIFR
SNEHEAN, 2=V —ERHFEOEHZENTEET, ZNT, BETEL Y A M LFE
BHESHEEERICHIBR S U E T,

[FICE B — MMM, LBE . Fvra—RT3i0E, UTFOFREETLET,

[r> FTU—2 (Network) ]>[REBAZDOEEL (Certificate Management) ] DNEIZEN L 97,

[REFAEDE L (Certificate Management) |-X— D [{FHTZ 5/b— FEHAEDOEH (Manage Trusted Root
Certificates) | %7 V v 7 L7,

VA AREFE Y A MRS N TORWGERER OZLA MW A X LOFETE 20— MEAELZIB
42120, WFOFIHRZETLET,

[f >»A—b (mport) 127 Y v 27 L, GEAET 7 A V2SR L TGERL, X5 (Submit) | LET,

1 DU ED VR af@iBiE A HEOEEY LEXT 52, UTFOFEEZFEITLET,
a) FEXITAHEZEPMNIOUEHEEZ EEZ (Override Trust) | F =y 7Ry 7 R&F I LET,
b) [#E (Submit) 1 %227 U2 LET,
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RTLEBRIRYOEFT |
B aszo=s

RATY TS FFEOGEAEOa—%2 4 7 u— K752, LFOFIEEZFEITLET,
a) VAADFEEHTE 50— MEHAED R FTREAFEOARTZ 2 U vy 7 L, = M ZRALET,
b) [EFIEZZ 71— K (Download Certificate) 1 %7 U > 7 L&,

AEBAE D EFR

[F# (Updates) |BZ > aidid, 77 I9A T VA LDV AaDEfTE H0— FEHEL T
2y 27 URRDONRY RUZONT, N—=T 3 UNEFREEEERERD —BEERRINET, Zh
HONY RIVITESRICEFT I E T,

[FEREDOEH (Certificate Management) |X— T[4 T <HEH (UpdateNow) 1227 Vw7 L, T v /T —
RATREAR T _TONY FAZFEH LET,

70y ENt-AZEDRTR

VARV EHTHD LHESNTT By 7 SNIREAED Y X P 2RRT52iE, LFO
FIEZFTL £

[7va vy 7 EHIEHEEFR (View Blocked Certificates) | %27V v 7 LE9,

RS X —D7 v T O— FERFIEER

—HBD AsyncOSHERE Tl HEMEDMENL, TERE. FIIREDTOITFEF & F— 0B TT,
72 & Z1X. Identity Services Engine (ISE) 72 & DRERENS ZAUZHZYS LE T, BEAFOGEHE L F—
7 v 7a—RL7ED, HWIEEZHRETHEZITH LWGEAELE X —2 4K LY TEE7,

SIREFLUVF—DT7TyJTO—F
T ITAT VAT v a— FT5EAEIL, UTOBEFEZEZLTWOINERH D £,
e X509 EHEAFEHL TWDH I &,

« T AWMEXF—NPEMHEXTEEN TS L, DERERIFHR—FENTWHER
Moo

ATV T [Ty 7 r— RENERELE F—% ] (Use Uploaded Certificate and Key) ] Z#IR L E 7,

AT w72 [[EAZE (Certificate] 7 4 —/L R T[ZM Browse) 1227V v/ L, Ty 7u—KT57 7 AV ERKELE
7
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ATvT3

RATvT4
ATvy7T5

anzssvr—osn [

GE) Web 7' 1 203, 77 A VADRMOEREELITF—2MEA L3, EAET 7 1 VIZPEM
R TDUENRH Y £, DER BRI AR —FSnTHEEA,

[¥F— (Key) ] 74—V RT[ZM Browse) |27V v27 L, 7y7u—F 577 A VEFEELET,

GE) F—DF XE512, 1024, F72132048 8y FTHHAMENH Y £3, MEX— 7 74 LIIPEM
TRt IEe 0w £¥ A, DER BRI A — FENTWER A,

F =D FL I TWAGAIEL, [F—IFZ b TWET (Keyis Encrypted) ] Z i8R L £,
[Z77ANDT v 7Fra—1F (UploadFile) 1227 U v 27 L%,

AAES L UF—DAERK

&
ATy T2

ATvT3

ATy T4

[k S IV 7-FEAE & X — % il (Use Generated Certificate and Key) ] Z3&IR L £,
[ LWGEBE & S —% 4% (Generate New Certificate and Key) | %27 U v 27 LET,

a) [REMFE L X —% Rk (Generate Certificateand Key) |4 A 7 2 7R v 7 AT, LERAEREHRE AT L
ij‘o

GE) [H@4 (CommonName) |17 4 —/V RiZid, AT v =2 (/) ZHR<AEE D ASCIL XXF% A
JTEET,

b) [FEHAE & ¥ —% &K (Generate Certificate and Key) | ¥ A 7 2 7R v 7 AT, [4 (Generate) ] %7
Vw27 LET,

ERRINSE T T 5 &L [FEE (Certificate) |22 v a 10, iEAEDIERE 250 ) v 7 (FEAELZ
7 > v — RDownload Certificate] & [FERIEFZE A ERD X 7 m— | (Download Certificate Signing
Request) ) DFERINET, F7z, #ikR (CA) NOBAMEIMNHELZEFE LI, ThEeT v
Ta— RTL7OIMEHT 2 B4 EFEIE (Signed Certificate) | 47> a Vb RRSNET,

[FEREA 4 v v — RDownload Certificate] & 7 U w7 LC, 7774 T L AILT v a— KT 58 LWL

HELF T o—RFLET,

[REBEZE 4 ERDO X 7 m— K (Download Certificate Signing Request) |27 U v 27 LT, B4 DT-DIZFR

FEfE (CA) ICEET O LWGEAEZ v A V2 XU ra— RLET, ZOMEOFEMIZOWTI, FEE

BAER (60 X—) ZZRLTIEEN,

a) CAMOEAMZFEMENEINT O, [REWFE (Certificate) |7 1 —/V RO [F4 4T ZFEHE (Signed
Certificate) ] T[S (Browse) %7 U v 7 LT, BAMNEIHNAFET 7 A NVEREL, [T 7ANVDT v
7m— K (UploadFile) |27 Vw7 LTCTFIAT AT v 7 u—RLET,

b) CADNL— bEAERT 774 TV ADEETE 50— MEHE) 2 MCEENTWD Z L &R L E
Fo VA RMIRWHAITEMLET, FMICOWTIE, FHETE 50— MEFEOEH (57—)
EZRLTLLIEEN,
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B avzzs=x

AEBAEE L EK

Secure Web AppliancelX, 777 A4 7 L AILT v 7 r— FINICREFEOEHFEA ERK (CSR)
EERTHILIETEEHA, TOD, 77747 ARICERESNIZEAEEZFEHT 51
X, BTV AT AN ELEREFITTOMERHYVET, BTT T IAT VAL VA F—
NTBUBERH LD, 2O AT L0 PEM IBEROXF—%2{#1FE L 7,

FH/N—2 a2 @D 0penSSLA U A h—/L3fLic, fEEOUNIX v U2 TE £, CSR
T T ITAT VADKRA NGRS D Z L Zffgid L T IZE VY, OpenSSL Z i L 7= CSR O/
FROFERICDOWTIL, BLTFOBATCH LT A RIA4 2SR LT IZ30,
http://www.modssl.org/docs/2.8/ssl fag.html#ToC28

CSR a6, it/ (CA) IZHELEJ, CAIL, iEFHELZ PEMEXTK L £7,

WO CREAFEZRET 25613, A1 2 —xy ]\ T [certificate authority services SSL server
certificates (SSL #—/3— ftﬁﬂi%ﬁf LTWHREGEER) | ZHR LT, BEO=—XIZKb
WL —EAZER LT, V—E 2ADOFIMEIHES T, SSLAFHEZ RS LT,

)

GE) MEOFEAFELER L TELTLHZ L TEET, %@fC@@y_/Vﬁihttp://www.openssl.org
DOHEEELD Y 7 v =7 OpenSSL (2 £ TWET,

PRREBRE

Jo— FEERERI(CA)DFEERRFEICN Z T, AsyncOS Tix, "G EDOKAEDMEH & 4R — k
SNET, PHFEAZFE L ITEHTE 20— FRRERIC L > TRITSNZGEAETH Y . BIIO
FEAEZAERR T D7D SN ET, Zhid, BEOEEEZER L ET, 72L& 2F, BT
& Db — FRRERIC K o TREFEZFAT T D HERI DS 5- 2 54172 example.com (T K > TREHFED
FATSNIZE LET, example.com (2 X > TRIT S NFEHFIL, example.com DFLEE F—3F5 K
WMEEHTE DL — FRGEROME X — A L TRIET 2L ERH Y £7,

P—=—iF, SSLNY Ry =A 27T GEREF=— ) ZXMEL. 77470 (T U%R

Y, ZOHEITZHTTPS 7% ThD Secure Web Appliance) N — N—%FWFETE 5 L 9D

IZLE9, W, P N—FEAEIPRGERAEIC L D B4 S, PREGREIAEIIEETE L —

FEAFIZ LV EBAL S, N Ry A 7Y — =3 E L 2RO ETF =— R 7

ATy MIRRSNET, BE, /L— MEFZEX Secure Web Appliance D{EHH T & 5 FiEIE A
TIAHAET 27280, FEAET = — ORGEIR L E T,

7eiZL, =" —=TxZ UV RSV b= T 4 T A iEHENEREINTSGE, LT =—IZ
WEIR TN FEITSNER by TORER, F—X—ISSL/N Y Y=o 7 T — " —FEE
DI % F< L, Secure Web Appliance 7' 2 % U X IFEIENFE L e W OREET = —
ERGECE £ A,

PIRTOD YV 2 —3 3 > ClE,  Secure Web Appliance EELE N FE) T AL, G T HarHE
A MTICE R REREAEEL T » 7 e — RLTWE L7z, BlfEIX, CLIa2<w» K
advancedproxyconfig > HTTPS > Do you want to enable automatic discovery and download of
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Web H AsyncOS 237 7 A LV D#REE Z DO FE FRHET 2 L O ITET D, T _XTOT7 7 AL
RIS TICE R AT £7,

« ottt WY 7T A ~ U HERRIC Secure Web Appliance % BHfH T 2 L E N H Y £9, &
NUASNDEE, BX 2 VT A BHT 7747 2 A05 Secure Web AppliancelZ i E % 7
TadHERTHAREENRH D FT,

LIRTD/N— 3 >~ D Web FHD Async0S D1E T
A\

FE  Secure Web Appliance DAL —7F ( > 7 VAT AOETTILIEF ITHHERN 2 BETH Y | 37
TORER 7 LT = RX=ARHIFRENET, EHIT, TTIAT U ABRHRESNDE T,
BIIZE S TWeb T 7 4 v VBN HFET S E T, #IHAD Secure Web Appliancei® EIZIG U
T, ZOBRERR Y NV —2 OREEWET 2560800 £7, ZOX 5 RGE. HxoFET
RICT T TAT L AOYER e — )V T 7 B ARBEITRY) 7,

Y
GE) URL AT IV By b7 w77 — BRI ATRERG AT, AsyncOS OE TTHRIZZ I 5 M35 H
XNET,

15 H B HIIC
« Cisco Quality Assurance [ZflWVE T, B E T 2E LR EITARENE 9 AR L TL
ZEW, (BS: ZhE, D by 7o MERWRERANA—Ya ] B2 a VOBERT
T THNIERENE I DVEREATT, )

2785852907 |]



SRTLEB R OET |
B swezgmLE 25 LoRBOEZS2 Y Y

« Secure Web Appliance?» S0~ & AL FOERE NNy 77 v 7 LET,
VAT A AT 4 Xalb—vary Ty ONAT L=k~ A7 LIRWIREE
AREF T A S Ty A,
REFT D LAR— R,
T T IAT VAMRFEINDDAZ A RSy R a—P—lm~—,
T TIAT A BT SILTWD PAC 7 7 A /b,

ATFTYT1 R=Va BRI T IIA T ADCLIICe 7 A LET,

GE) WDAT 7T revert A~ ROFEITTHLEIZ, WS ONDOEE T 0 7 MRFITINE
T, INHLOELETn T NMIFEET S E, ISV a rERTEMESEBLES, 20
7o, WOt I FIENE T3 2 FE T, B/ meAZEB LR TSN,

ATV T2 revert a2 REANLET,

ARTYT3 WL TRATT DT T I7A4 7 > A% 2 AR L £,

ATy T4 BHRAMRERNA—Va D 1 DEBRLET,
TIIAT AR 2| 7T — R LET,

GE) BT ot RIERONPNDNETT, BN T LT, 7T I3AT LV ANDIAy Y —)L 77
T ARFHOFIHAEEIC 2D £ TIZIE, 15 ~20 9000 £7,

TTIAT A, BRENT- Web /X — 3 > D AsyncOS 2 L T L £9°, Web 7 7 7 %75 Web
AV E—T A AT 7V EBATEET,

SNMP #{FAH L= R TLDIKEDE=S21) VT

AsyncOS A X L—7 4 7 VAT AlE, SNMP (7 Ry NU—7E#H T han) &
AL AT ART —HADFE=F—) TP R—FLTOET, (SNMPDIEMIZ-DOW
T, RFC 1065, 1066, B L1067 ZZMBL T &)

PLFORICEELTLEEN,
«SNMP (%, T 74V N TA IR £9,
«SNMPSET#IfE (o7 4 Fal—ay) ITEEINFEFRA,

* AsyncOS [ SNMPv1, v2, BIOWV3 ZH AR —F L TWET, SNMPv3 DFEMIZ OV TIL,
RFC 2571-2575 #Z M L T 7230y,

-%Nﬁ@%%? TMCT DG, AvtE— Vaﬂ&%%M@Mﬁf¢ SHSEDISA T
L —RXLEEITEL > TWRITIER Y ¥ A, RT3 ) XAICITAES (S
72IZDES #ETXF 4, W7 T Y X AL SHA-1 (HELE) F7-1ZMD5 #HETX
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me 7741 [

F9, WITsnmpeonfig =2~ REETT DL XL, a~vr RIZZONRZAT L—X0 [5
I ShTunEd,

* SNMPv3 = —H#—4 % v3get TI,
> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 serv.example.com

* SNMPvl £721X SNMPV2 OAZFEATHLEE51E, 23a2=7 4 A NI U TE2BRETDHL
BERHVET, ZI2=2FT 4 ARV T public iZT 74/ PRESINTE R A,

« SNMPvI 5 L OV SNMPv2 DA, EDxy hU—27 7350 SNMP GET ERK %= 1) AL D
MEIRET DHENDH Y £,

c NI v T EMHTHITIE. SNMP YR —T % (AsyncOSIZIEE N TWERA) BETH
THY, ZOIPT RVAR RN T v T Z—40 >y hELTANINTWDAHLERSHY £ (K
ANZEFRATEETN, ZOHE. b7 v 71X DNS REIEL TWD & ZIZR Y FHEE
1) .

MIBZ7AJL

MIB 7 7 A JVi&

http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html

MHAFTEET,
£ MIB 7 7 A NOEFN—Ta U EGHLET,
DLTOEHDOMIB 7 7 AL H Y £3,

* syncoswebsecurityappliance-mib.txt : Secure Web Appliance D= % —7"F 4 X MIB O
SNMPv2 A#DFHiH],

*« ASYNCOS-MAIL-MIB.txt : BF A =N ¥FX 2 VT 4 T IAT LV AHOT L Z—FF 4
A MIB @ SNMPv2 A #8H,

« IRONPORT-SMLtxt : Z @ MER{EHMEE] 7 7 A /1%, asyncoswebsecurityappliance-mib
DEENEERLET,

DV Y =R, REC1213B L N1907 IZHE STV D MIB-II DFi A0 FHHD B 7% v
MNEEINTWHET,

SNMP 2L CT 774 T ATCPUMEAREE=X—1 75 HIEIHOWTIL,

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/1184 1 5-technote-wsa-00.html
ML T TZSN,

SNMP E=42—1 5 DA +—T )L EETE

TITIATVADY AT AT — 2 AEREINET S L HIZSNMP 2FHET HITIE, a~v
KZ7A4 v A% —TxAA (CLI) Tsnmpeonfig 2~ > REMHLET, A1 ¥ —T = AD
BEBINL, BELKZDE, 77747 2 A% SNMPV3 GET E:RITISE LE T,

SNMP E=4—V v 72 FEHT 28546, LFTORITERL T LIV,
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c INHDN—T g UIFRIZIE, BT DHRRATL—ANRNEENTWAILERH Y 9,

e F TN RTIH, A=V a1 BIUO2ERITESSNET,

e AX—TNWIZTDHEAIF, N—VarlBIOERIC—HTLaIa=T 4 AN T
DEENTVWDHILENHY 9,

> AN
N—Fk2zT7 ATV b
Intelligent Platform Management Interface Specification (IPMI) Y##LD/N— R =7 & —(Z
FoT, BE, 77 AE—F, BRETY 2—/L AT —Z AR EOBERN/ME S ET,

FoF— Y TR R 2T EEOF TV 7 b (77 o ORRCENVEREHE Y &
BETHINE, TTIFAT LV AETFTADON—RT T A REBB LT E I,

ESPERCRS
e RF¥a A MY I

SNMP 5 v 7

SNMP (Z1%, 1 DFZITBEHORMENEBE LI X T v 7 (F7i3@m) 25 L CEH
TV = a L EAEEMED > TWET, Ty ElE. T T ERETH VA
TLADaAR—R MIBET LT —F&250r%y NU—27 Xy 8T, M7 v 7L, SNMP
T—T =z b (Z DA Cisco Secure Web Appliance) T, & 5 5 05m 7z S 25E 14K
ENFET, SUENBEENDE, SNMP=— x> MEISNMP %%~ %R L., SNMP &5
A= T N =T PBEETHHRA MIERFLET,

A2 —T A A LUTSNMP % A X—7 5B L X2, SNMP T v 72 E (BED
Ty FERA =T IULETITT B —T k) TE £,

BEONT T X—=y "OFRTEHE: "I X =Sy NDODATTROLNTZEEIT, b
VI TRYSEIP T RLAE 10EE AN TEET,

ESPEREENS

« SNMP @ connectivityFailure k7 v 7122\ T (74 ~X—)

SNMP O connectivityFailure k5 (DU T

connectivityFailure b 7 > 71X, 4 LV F =Ry b~DT T I7A4T L ADEERiAE=F —F D720
WCHERESNET, Zhid, 5~7TRIT L2 1 SDOABH— —THEH¢ LT HTTP GET 2R & %
BRI FETENET, T 74V T, E=4—31 5 URL 1THA— |k 80 Lo

downloads.ironport.com VC‘“@—O

E£=#%—75% URL FEAR—F %%E?‘éé:&i\ snmpconfig I ¥ }‘é’gﬂ%ﬁi L.
connecivityFailure N7 v 7% A x—7 /I LET (T TITA X =TT > TV DGE S FET
L%d) ., URLEZERT LT a7 MRERENET,

B O ATLEEERIOET


wsa-userguide-14-5_appendix3.pdf#nameddest=unique_30

| >27L8BE2DES

CLI @45l : snmpconfig .

connectivityFailure k7 v 7% I 2 L— F$ 572912, dnsconfig CLI 3~ RZEH LT,
ARIEHD DNS H— =% AJJ§ %5 Z £ T& £7, downloads.ironport.com DFRERIFTIH L |
S~ LI N T vy TR ESRET, TARMRET LZH, DNSH— 2o —/ 11—

ICRLTL7EE,

CLI @45l : snmpconfig

wsa.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> SETUP

Do you want to enable SNMP?
[Yr>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: wsa.example.com)

[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[1]> 2

Please select SNMPv3 privacy protocol:

1. DES
2. AES
[1]> 2

Enter the SNMPv3 authentication passphrase.
[1>

Please enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[r>

Please enter the SNMPv3 privacy passphrase again to confirm.

(1>

Service SNMP V1/V2c requests?
[N]> Y

Enter the SNMP V1/V2c community string.
[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?
[Y]>
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From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.
[127.0.0.1/321>

Enter the Trap target as a host name, IP address or list of IP
addresses separated by commas (IP address preferred). Enter "None" to disable traps.

[127.0.0.11> 203.0.113.1

Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled
Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Yl>y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas.
[1>1,7,12

What threshold would you like to set for CPU utilization?
[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.
[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3

Enter the System Contact string.
[snmp@localhost]> wsa-admin@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32 .
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: wsa-admin@example.com
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Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

wsa.example.com> commit

Please enter some comments describing your changes:
[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT
wsa.example.com>

Web k574 v 27 (Web Traffic Tap)

BB 9 BRIIC : Web N7 7 4 v o THEEEZANCT DL, TTIATVARNE T £
H—=T 2 AA =% ab—FT57DDBMDO CPU VA 7 vE AT U NKNEITRD
TITIATAD N T H 7 va BRE ISV 72 AN BMETFTDHZ Lk
D\i‘a_o

\}

GE) Web NT77 1y 27 #y THIBICK D7 4 —~  ADRELRNT 2121%, #E7 Web k7
TA4v 7 BT R —REL, Ay TEINDIT T4 v 7 DEEZREL LET,

Z OFEREIX. Amazon Web Services (AWS) TIXV AR — FINEH A,

Web N7 7 4 v 7 Fy THEREIZLD, T T4 T 2 RAE/NAZ)L—13 5 HTTP B L UVHTTPS
DWeb T 7 4w Z0N%yTRIGEIZRY, VTN EALT—H NTF77 07 L L HiIT Secure
Web Appliance f v X —7 = A AZA T A 2 TaAb—FTL5 NTEET, Fy Ik b
T 7 4 v 7T —H%%EET D Secure Web Appliance 1 >4 —7 = A AZRRTHZ LN TEF
T, Xy T ENIENT T 4 ZICHTITPS DT — 2 BEENTWDIEAE, ¥y T A2 —T <
AATHEETDANS, 7T IAT AL TEEZRY U=l SWTEF S E T, HAb
WY=L TLTEEN,

BIREINTH T A H—T oA AX, 8, FE, BELOT =4 70D, SMHTOEx =

VT 4 T8 R CEESER T HOVLERH Y 9, F2id, HEHOVLAN LD L2 XA v F 1282
BLET,

\)

GE) Zo7 A F =T AR TV T ENEZNT T4 v 71F, 41—V Fy NERATTn—
FEy A&, IPL—T 4 e LTWOWER A, Lo T, L2 AA v FIZEERT S
AT, H5HO VLAN BB T,

ZOMEETIE, Web N7 7 4 v X7 R U—%FRETHI b TEET, BEMICK-
TERINT-INOLDORY — T4 NRIZESE, TTFIA T RN OEX 2T 4 F
INA A THERAEE/RR Web b T 7 4 v 7 &I T—V 7 LET, Web T 7 1 v 7 X THEE
\ZE Y, HTTPS b7 7 4 v 7 ~O AN FEI L 7,
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B oweb 55195 59 ToaME

XU T WS B, BEEEGRINZ I TA T N EP—R—[TRELIZGA., B2
TCP (Transmission Control Protocol) A b U —ADOFHEELZFE L7,

{iAE Secure Web Appliance TiL, Web F 7 7 1 v 7 &% v THEREN AR — F S E 7,
)

CE)  SSLbT7 74 v 7 OMET 7 v aid, FER) =0T A BT rBLWEIFEOESIE
IMBENECDGENRDHY £3, VAT EO LI RIEMNFRB LADT, 0O L5 elEmZ:
F IR Y —FRIZHE - T Secure Web Appliance® Web b7 7 ¢ v 7 % v FHiEZFEH T 5
Z L, EHESERTEEZAVET,

TIIAT AR LT Web N7 7 4 v 7128y 73 5121%, ROFIAEETT 20N
HYET,

1. Web FT7 74w 2y THEREDHERNME

2. Web "9 7 4y BT RY —DEE

REEIER
eWeb FT 7 4 w7 Xy T OHEME (78 X—)

eWeb FT T 47 Ay T R —DFRE (79 2—)

Web F571 99 2y TDEME

458 DRI

Web b7 7 1> 7 X THRRIET 7 4V F TR 2> TWET, Web 77 47 X
TRV —ZERTDHENC, [WebtF2UT 1 v Rr—T % (Web Security Manager) > [Web
N7 4w %7K Y — (Web Traffic Tap Policies) [ Z{#FEMH LT, Web hT7 7 4 v 7 X v
THREEZ AT DLERDH Y £7,

)

GE) HTITPS b H o7 v arvady 7T 51003, HEobR) v —42ERTLHILENLY T, &
FAERY =R LT EE,

ATYF1 [fv bU—2 (Network) ]>[Web N7 7 4 w2 %7 (Web Traffic Tap) ] 2R L 9,

ATy T2 [REOHE (EditSettings) 1227 Vv 7 LET,

ATYT3 [Web NT77 4 w7 ¥y 7 Of%E (Edit Web Traffic Tap) 13— T, [£%) (Enable) | F=v 7Ry 7 2%
AT L, Web 8T 7 4 w7 2y THEBEERNCLET,
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Web k5742 gy TRy s—nsE [

G¥) Web 877 ¢ v 7 X v THREE N HIZIL, [F#ME (Enable) | F=v /Ry 7 A%t T
WCLET, Web N7 7 4w Xy THEEZENZT DL, Web N T 7 4w Xy R —
DRERRRMENTEETA, RV T —DORTFOMELIT O 1TIE, BWEZFOHENCT 202N
H0FEF,

RTYT8 [y TA X —TxAA (Tapnterface) | Ky 7 XU URAMNL, Xy T ENTZNT T4 v 7T —H
%1557 5 Secure Web Appliancef v % —7 = A AZ@RINLET, AV F—T = ADA T 3 %, Pl
P2, Tl, T2 T, A >V F—T A AZOWTOFEMIL, 7774 TV ADHRHESZRL T E &0,

GE) BIRINTF T A F—T oA AL, W, HE. BLOT =04 7070, HMTOEFX =
VT 4 T A EEE T A ERNH Y £7, £, HHD VLAN LD L2 A A v F T
HLET, BIRENTZA T A E—T oA RIPREN, AT —ZANT 7T 47 ThHhHN
ERHVET, TITRWEGEEIL, ¥y 7SN NT 740 7DIT7—V U TI3RBRLET,

ATy T5 [4F (Submit) |27V v/ L, BHEEZ=aI v LET,

Web k574w 2y TR O—DERTE

ATy 1 [Webtx=UT 4 ~F—% (WebSecurityManager) |>[Web F7 7 (v 7 % v 7R 2— (Web Traffic
Tap Policies) ] ZIZER L £7,

ATwFT2 [RY—%EBM (AddPolicy) %27 U7 LET,
R —OEROFIAIZHEN, FTLWWWeb T 7 47 X7 R o—ZBIMLET,
(6=3) HoBEVTRERLOTe— NV N TG T 47 Xy TR —F, [Web b T T 4w X
AR Y 2 — (Web Traffic Tap Policies) |X—Y T, 7 74/ FCHEHTEET (WebtFX =V

T 4 % — % (Web Security Manager) | >[Web hT 7 v 7 ¥ v 7 R 2 — (Web Traffic
Tap Policies) ]) .

AT9 T3 [RY— A "DEF (Policy Member Definition) ]8I [FEMIEXE (Advanced) | &7 > a V&R L
T, BLFOWeb N7 7 4 w7 2y THOBIMD I N—T A N"—2y T aBIMLET,

o 7' fab  HTTP £ 721X HTTPS 7' 2 f /L DWT Dy, EIFXEDOMFZEIRL T, Web N7 7 1 v
7 B2y TR —EAER L ET,

GE) HTTPS N7 7 4 v 7 &2 v 7 F 51213, —BIH58HER) U —2ERTLOILERDH Y £
([Web X = VU7 4 =F—3 % (Web Security Manager) |> [ &1t Y > — (Decryption
Policies) 1) .

Web N T 7 4w 7 Xy TR —iZ, AT 47 DFTP & SOCKS 72 ka2 /L& HR—k
LTWEHA,
7 %> (Subnets)

cURL 77 3V : WL U T, URL 74 VT 7 YVRIZ[Z v 755 (Tap) | E70E[F >
7 L7\ (NoTap) 2R ELET, ROEDOURLThTI 74 v 7 Xy T HRETHIZIX, ROED
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URLD Ry 77Xy YR IND[Zy 732 (Tap) 1Z2BRL T, [HF (Submit (XF) 1227V »
7 L/jzj—o

e a2—H—x— =k (User Agents)
BIMDITN—T AN —=2y TOEMEOERITHOWTCFEMEZ R T 2I120%, N —DERkESR L TL
7230,

GEx) BT TBNT T 49T, Web T 7 497 Xy TR —TERINZTRTOT 4 VA
ST L CWARENRD Y £97,

[WebtF¥=UTF ¢ ~F—+ (WebSecurity Manager) |>[Web 8T 7 4 v 7 % v 7R 2 — (Web Traffic
Tap Policies) | ZfH L C, URL 7 4 V& V> 7 OEMNS URL AT IV BT HZEHTEET,

G¥) T CIZ[FEAEEE (Advanced) |7 v a3 YIZURLO AT Y BRBEMES T D84, URL 7 o
NEZY o TORTFIENSDAT AV DHPERINET (WebtF2UT 4 v 12—y
(Web Security Manager) ]>[Web N7 7 ¢ v 27 & > 77" > — (Web Traffic Tap Policies) ]) .

Web b T 7 497 2T R —DIEFIZOWTEHLLLIE, R —DEFZSRL T ZE N,

O E |
HTTP2.0 70 O JLDERE
Cisco AsyncOS 14.0 73— =3 %, TLS 4 L7= Web U 7 =X M5 L OURE AT IZ HTTP 2.0
EYR—FLET,

TLS # /- L7-Web U 7 = 2 B L OISZE @ HTTP 2.0, HTTP 2.0 A" — M., TLS 1.2 L4
D R— g o TOIMFEHTIEESR TLS ALPN XR— 2 DR I m—3 g U RNNE T,

DY Y —ATiX, HTTPS 2.0 TR OHEEECIX T A — F SN TV EH A,
*Web N7 7 42 %<7 (Web Traffic Tap)
« 415 DLP (External DLP)

« BIROHENE & 7 7V r— g v OEHRIE

)

GE) 774 /L N CILHTTP 2.0 BERE BENIZ 72 > T D728, CLI =2~ K HTTP 2 % L CHHE
EEDCLET,

HTTP 2.0 #6HECld. WAV FR—FLFET,
« K 4,096 DY v g 2L 128 DIFEIFEA U —A

s ALPNIZH DT XTOHITP 7’ ha )L &7 RARZ A AEZNTZALPNIZH DK T OO
o ka3,

o T RYA XM 16k D~ H—,
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\)

GE) 2.0 ORI T v % %79 5 CONNECT & HTTP 1.1 TR L 9

HTTP2OXEZ AN EZIXEACT 572D, HLWCLI a2~ Rurree VEAINE LT,
[ Secure Web Appliance CLI =~ > K] 2L T &0,
TIITAT Y AD Web 2—WA X —T A A% L THTTP2.0 #H2hE 7213z L7
D, RAALVEFIRBLEZYDT5Z L3 TEFEH A, HTTP 2.0 %X El. Cisco Secure Email and
Web Manager (Y Aa@ar7 o Yedxa V74 E8Y 747 ) TEYAR—FIhTn
FH A,
« URL 2AHTTP2 B4k U & b & /%A Z/)L—URL 7 2V Ol 5 TR L7-54E . HTTP2 2
INAZN—F 0 HEE SN ET,

« ALPN v 7%, /NAA/L—URL A7 T VITKH L T—EHERH D £ A,
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