VATLEBIRYDELT

oL, WOBETHRSNWTVET,

« VAT NEIOME (1 =)

T IIAT VAREDRA, m—F, BIQ®VEY M 23—)
s BB —fH (4 =)

AT T ITAT L ADT AR (5 =)

« JE— MERFEAOHEML (6—)

=Y THT FOEFR (7 —)

ca—HF FY T LU ADEE (13 3—)

cHHEORE (13 —)

ca—HPF Xy hT—7 T EA (16 3—)

HEPRE N AT L—ZXD Yy b (17 =)

AERENTA v E—VOBRET RLADOHE (17 —)

T T—FOEH (17 %)

* FIPS Compliance (28 ~—1)

« VAT LD HBEOEFEHE (30 2—)

« SSL OFEE (31 _—7)

FEAAEOE L (Certificate Management) (33 ~X—13)

» AsyncOS for Web D7 v 77 L—hr &7 v 75— K (38 —2)
« LLRTD/N—30 2 > D AsyncOS for Web ~DE T (47 ~<X—)
*SNMP # il L7z AT AOWREDOET=4 VY 7 (49 _X—)

VATLEEHOBME

SVIV—XTFITAT VAL, VAT LAEBHOEKEEDY — VAL F9, [T\/X?A%@
(System Administration) | % 7 DORBEIX, LT DX 27 OEME L L ET,
T T ITAT VADRE
« BERE X —
c 2—Y T AT FOBM, WE. B LOHIER
¢ AsyncOS V7 "N =T DT v 7T 1L—RET v 75— b
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SRTLEBERIDES |
B 775 7 zx8xo0rE. -k BLUUEY +

o AT A

y = ) S N s N
TITOAT7VARAEEDRE,. A—F, 8&LUV0UEY k

Web X274 7T ITAT LV ADTRTOREIT, | OODXML 27 4 Fal— g
77 AINTEETEET,

T FIIAT U ARTEDORREHR (2 =—)

T TIITAT VARET 7 A VORAE (2 2—2)

T FIAT UVARET 7ANDE—K (32—)

TS ITAT VAREDOHMMEET 74 b ~D VY b (4 3—)

TITS4AT D RREDRT &I

A==

ATY T [V AT L (System Administration) ]> [fXE D%~ U — (Configuration Summary) ] % E4R L £,
ATY T2 VEILU T, [FEDY~Y — (Configuration Summary) ]-~*— % F/RFZIXFIRIL £9,

TFISATUVREBRET7AILDRE

RAT9T1 [V AT LEE (System Administration) ]> [FXE 7 7 A /L (Configuration File) ] Z 38R L £,

L

ATw T2 [RET 7 A/ (Configuration File) | DAL a % EL £,

FIoay SR BA
Ty ANVIEA T g o Ofe | ERESNTZRET 7 A VOB EZEIR L F9,
= EREERGT AR AL F T AN ES T T —

K (Download file to local computer to view or save) |
[T ANEZDT FTAT A (wsa_example.com) (ZfRTF (Savefile
to this appliance (example.com)) ]
o [7 7 A NE A—/)LTIE (Emailfileto) | (1 D F 21T OEF A —
VT RUAZREELET) .

B O ATLEEERIOET




| v2x7L8BE22H0ET

7Is547vzgerrron—F I

AT ay

Bl

DFEE

INAT L — AT 3 v C[BRETF7AITNRAIL—XET AU F % (Mask passphrases in the

Configuration Files) |

T AR NERIIRTFEEND 7 7 A VT, TO/NRAT L —X%
[rrssk | | CBEXHZ FT, NRATL—ANT AT SNERET 74
JV% B4 AsyncOS for Web [V B — R$ 5 Z LIXTEEHA,
[RET 7 ANVNDO/NAT — R&EK5{t 9%  (Encrypt passphrases in the
Configuration Files) ]: FIPS E— RRAZ SN TWDHGE, ZOF
TV a UHIMERFTREIC 2 W F£97, FIPS E— ROA LI OV T,
FIPS £ — FOAYMLE TN (29 ~—2) 2ZML TS
VY,

N

Ty ANRGEA T a DR | RET 7 AIICLARIET D HEERIRLET,

VARTLIZEYERESN-T 742 ZER (Use system-generated
file name) |
[A—YEET7AILEBEHER : (Use user-defined file name:) |

ATw 73 [EE (Submit) 1227V v LET,

FISATUVARAEBEI7A4)IL0OA—F

A

IE

\}

REZHR— T 5L, BUEORENT N TRAICHIRESNE T, LLUFO#EELZ T HR1IHR
EaRfFT D2 &2 <HEREL £,

VRIO Y U =2 bigfid ) U —ATREZ R — N5 Z LidHERsnEtA, ~2A&27 v
L= T LR OREERFFCTE £,

GE)

HEWEO AL T4 Xal—a T7ANN, TFIAT U ADBEA A F—LENT
WANR— g IV URLAITFIY DBy hOHWAI—T 5 NZHESWTWABES, a7 4
X2l —ary T7ANLDORY—L D PHEICEREINLEEDRH Y 7,

ATY T [V AT LEH (System Administration) > [fX%E 7 7 A /v (Configuration File) ] Z 3R L £,
ATv T2 [RE%2 12— F (Load Configuration) | A7 artnu—KRT57 7 A VEEIRLET, (GF)
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RTLEBRIRYOEFT |
B s 7oxgronmET I kAR Y

GE) e NRATVLV—APTAT INTWE 77 A /MiTu— R TxFEHA,
o 77 A NMTIZEL F D~y X —IN BT,

<?xml version="”1.0" encoding="IS0-8859-1"?> <!DOCTYPE config SYSTEM “config.dtd”>
Flo, ELLK 7 —~vy bz config k7 3 b MBEITT,

<config> ...your configuration information in valid XML </config>

ATy F3 [m—F (Load) 127V vZ LET,
ATy T8 FRENHIEELHERLET, WBLOREZHR L7725, [H1T (Continue) 15227V v 7 LET,

TFISAT VAREBREDHER_RT IAHILEADY Y F

TTIATVAREE ) By bT A, BEFEOXR Y NI — I REEREFT 2089 DEEIRT
F7,

ZOT7varyTiEH, 2y MTAMEEHD FHAL

IR B
TTITAT LV ANBEEDGATCREEZRELET,

RT9T1 [V AT LEE (System Administration) ]> [FXE 7 7 A /L (Configuration File) ] Z 38R L £,
RATv T2 FHMCAZa—L LT, KDY+t~ kb (Reset Configuration) | &7 v a v 2R RLET,
RATYT3 XR=VICRKRESNNERE TS, A7 a v aBIRLET,

ATy T4 [VEYy b (Reset) |27 VU7 LET,

MR —DEHA
BEREX —133 AT L L CHEAOHEZ A 2 —T b LES, F—IZT7 FF5A T ZADT YT

FHIZEAOLDOTY X —2hloT 7747 ATHMEMNTLZ LI TEEREA)
cBEREF —DFIR L HHT (4 —)

s BEREF —OHFREDEE (5 —)

BEF—DORREEHR

ATy T [VAT LB (System Administration) ]> [#AE=-— (Feature Keys) | Z 3R L £7°,

AT9 T2 REFPOX—DV A NEEHFTDHIZIE, FTLVF—%F = v (Check forNewKeys) |27V v/ L&
D

B O ATLEEERIOET



| v2x7L8BE22H0ET
wrr—ozrnzozs [

AT T3 HLWHEEES—%2 FETBEINT 5I121E, [7A4 2 A F— (FeatureKeys) |7 4 —/b RIZxF—%&A50 11T 5
N AL, [F—%%E (SubmitKey) 127V v 7 LET, HEST—DNHEDHRGAIL. £ OX— 1 HiH
WZiBmEivET,

ATy T4 BT DT A& A (PendingActivation) ] U A hDH LWERER—% T 7 7 4 LT 512X, £ DOF—D
[ (Select) | T = 7Ry 7 A%A LT, BINL7ZX—%FH%b (Activate Selected Keys) ] % 7
Vw7 LET,

FLOF—DRITINE &I, F—Z ANV e — FBIXOS VA M—LTDH L5, 7754
TUAERETEET, ZOHE, IREFTDT A A (Pending Activation) | —BITFIZZEAIZ/2D £
T, [TA B AF—0DKE (FeatureKey Settings) ]X— Y CHEWERZT 4 E—T7 I LIZHETHH- T
H, [HrLWF—%F =77 (CheckforNewKeys) | RA &7V v +5Z L2k, HrLOF—2ME
T 5 L9 AsyncOS IV D THI R TE E7,

L A — DI
BEEF—DEFRTEDNER
[T7A4 YA F—DOF%E (Feature Key Settings) | ~X— 1%, #HLWEREXF— 2R L O¥ ¥

YHE—RTLNEINR, INODF—HHEIZT 7T 4 X— T o0 E D EiliET 57
DI L £

AT T [VAT LEH (System Administration) [>[7 A £ A F—Di%E (Feature Key Settings) ] ZER L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATy T3 VEIELT[TA B A F—0DRE (Feature Key Settings) | #ZEH L %7,

73y ERBA

(A A F—DHE) [ BEF—ZHHNCT =y 7 LTHF Y e— L, FUru—RFL7HESY—
#H (Automatic Serving | & HENWIZT 77 4 7L L £ 7,

of Feature Keys) ] BB = v 2 . FIC | TS UE TS, MR — A% 10 BRI CHIIRE)
MU DGEIT T RIS EFATINE T, F—DRDEO 1 HHIE. 1 A2
EFEATENET, 1 AP RET S & WIRSEII T 2 — 13 IR YA/ R
Pnox—n U 2 MIRENRL 72D £7,

RATYyT4 BEREAZREL, RIFLET,

o — —
RET7ITSATVADTA VR
Cisco Web Security (RAET 77 A4 7 ATlE, AA N ETEBT 7747 A% FTT 587
A B APMLETT,

BT 7T A4 T L ADTA L ADFEMIZOWTIE, [ Cisco Content Security Virtual Appliance
Installation Guidel] % ZM L T IEEW, ZO RF¥ o A M,
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RTLEBRIRYOEFT |
. RE7ISATUVRADTA2VADA VR =)L

http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MHAFTEET,
A\

CE) (KRBT TFI9A T ADTA RV RAEA VA M—)LFT BRI, T =DV YHR—FD M X%
B Z EixTE A,

SA v AZADOHENTINTH%, TTIA4 T A E, 180 HRElEX 2 U5 4 —E X LT,
Web 7 ¥ & L CEIERZMGELET, ZOMEF, X2V 7 4 P—EREITEHFINER
/\/o

TA B ADWIRIINICET 2EEL2XET LIS, TTIAT UV AZRETEET,

REEIER
e 7T — FOER (17 3—2)

RE7ISATUVADSTACVADA VA =)L

[ Cisco Content Security Virtual Appliance Installation Guidel] % ZH L T &\, ZD K¥F = A
NS
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

[FE] MO AFTEET,

) E— FERERBERADEINEL

4R8O SRS

cHHADOVET— MNEFREHEA (RPC) K—ra2tXxaT ry NT—JICHEEE F—7 NV Hk
LT, oW TIE, BEWVWOT 774 T A ETADON— R =T T4 N&5H
LTLEEN, ZORF2 AL FOBFAIZHOWVWTIE, FFaAr by hE2BBRLTLE
&,

T7AT U4V EEET DO — b 2 E, TTIAT AR YE— |
T RARRETH D EEMHRLET,

ZOMEETIX, HEHO U T— NERFEEAAL v F—T oA AFIZ—EDO IPvA 7 KL AN
METT, O A —TxA AL, ZO&7 2 a3 TRAIN TS FIETOREE ]
AECY, ipconfig 2~ REMAH L Cq E?‘ZD LIITEEEA,

TS TAT v ADOEWRE FEAT HIZIL, Intelligent Platform Management Interface  (IPMI)
W= gq20%%HR—FT57 34 X%*@@T“% Lt — RN—=F B — L PEETT,
ORI —NVEEHTEDLDITHERHINTND Z L 2R L ET,

e AV RTIA AU E—T 2 A A~DT 7B RAETAHEEMIZONTIE, 28R LTLE
EV, AV RIA A E =T oA R

TITIAT ATy —2DERYVE—F Ty bTHHEEIZ, 80 vV —A N—Ko=7T
TORMEHATEET,

B O ATLEEERIOET
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| v2x7L8BE22H0ET

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

1—47nvrogz |

TII7A T ADEREZVE—FCU Yy bTD25AF. 207 varTHESNLTWD T
EZEH L C, ZOMELZFRNZANICL, FELTBSLERH Y 7,

SSHEFIF U T ary ) — LR —F a2HLT, 2~y I v A v X —T 2 AT VA LET,
BHEMREFST I "EERA LA LET,
PUIFoa<r R FEANLET,

remotepower

setup

a7 MIES T, LTOEREEELET,
s ZOMRHEHOIP 7 RLALE, Xy bR BLNF— U= A,
cEROFHA T~ REFITT 0B ERa—FH LA T L —X,

INEDIVF U ME, TTIAT U ANDT 78 ZFHATHMO 7 LF oo % MITIRIE L F
A,

commit %j\jj LVCD&RE%{%T? Li‘j_o

WEZTAMLT, 77I9A T ADERLZVE— N CEHRTELZ L 2R LET,

AL VT oo X AR, R, WOTHBEHATELZL2MRLET, &2, ZoFRELZeR
BTCREE L. ZOX A7 2 FETTHMERHHEHEN, LB LTy VTV EATXAH L)
ZLET,

RDARY
REEIER
e N—RNUT TTIAT VR TTIAT L ADERD Y E— K V¥ b

A—YH F7hOUMOEE

DTFOEATO2—=FE, TTIAT L AIu Tl A LT, TTIAT UV AZETEE9,
cO—AlaA—4, 77747 AARKICE— I N2 —FEERTEET,

B RATLIZERSNFA—Y, T 774 T A a0 52—V EEHET 5720
12, SMHBLDAP £ 72 1XRADIUS H— NZHft T 5 LT 7 IA4 T U A EHETEET,

GE)  WebA o Z—T AR T A TEB0, SSHEFEHAT A2 EEOEEOHFIEZHER LT, 77
FAT v ARIZe T A TEET,
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RTLEBRIRYOEFT |
B ocrravrnysross

REETIE B
n—A) a—F T h T hOEH (8 3—)
* RADIUS = —#G8GE (10 =X—72)

* LDAP Y — N2 K DA ERERREDRR T

O—AIlLaA—YF7HOUDOEE

Webtx=a)T 4 T I7A4AT VA EBEOED 22— 20— VIIERTEET,
F7 4N EDYAT A admin T ATV Y ME, TRTOEEREHER R > T\E$

o admin 7%
VY b NAT L —XEERTEETH

DT I N EREETZITHEIBRTEEE A,

N

CE) admin 21— XA T7 L —X%EHKLIEHEEIZ. YA PiR—k e/ X—|ZflngbE L
TLIEEW,

A—AhILaA—Y 7hHor bDEM

1R BRI

FTARTCO2=Y THT Y bPED NIRRT L— RBH 2 E

EHLFET, BBV 27
L —REHORE (133—=2) 22 LTLEEN,

ATY T [V AT LEH (System Administration) ]>[—% (Users) ] 3R L £,
ATFw T2 [2—F DB (AddUser) 127V v 7 LET,
ATV T3 UFOL—/WIEELT, 2—HFLE AN LET,

s 2—PHITPLT, BT B0 vy va () REEEATLILIEITEEIR, BHOXTES
22T DT EIFTEE A,

o 2—FLIL 16 LFLUF TS

e =YL LTI AT LATTPHIINTWDREEA ( Toperator] X° Troot] 72&) ZFRET H I &IET
TEE A,

o ShE uqu%{ﬁﬁH‘é—éiB/\i :f—“—"j‘%i))% uuuﬁéﬂfgi“—qj_%ki%ﬁbf@b\ij LTLEENY,

ATy T4 2—HFORLE AN LET,
ATy TE a—% Z A4 TEBEIRLET,

B O ATLEEERIOET
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| v2x7L8BE22H0ET

a—+47n9>robik [

A—H 44 T (User| A

Type)

%’Sﬁ% T’\’C@:/x%b\éﬁﬁﬂlifﬁ‘f)%/ﬁfﬁ?ﬂ?X%%§$ﬂ Liﬁ‘o 7LC7LC L/\ upgradecheck

(Administrator) B upgradeinstall CLI =T~ ]\6i\ :‘/X?‘AE%O) fadminj T R )
DHITTEET,

{5 a—YF T HUr NEER, RE. BLOHIBRTEEHA, AL —% JL—T7T

X, LFDOCLI 2~ FOFEHABHIRS £,

®* resetconfig
®* upgradecheck
® upgradeinstall

FR—% TA—TTlE, VAT LBy T v 7 o4 —FROBEHALEHIBRBINE
TO

F R —% (FEHEL

Zou—LOa—Y T hvr ML,

D%Fﬁ) L= . >

(Read-Only REBREFR R TETET,

Operator)  BREDORE T EL R T DTEDICEFT 2T TEEIXTEETN, 23y M
TExEH¥A,
Xy ak I YT LEY, T7ANBIRGTDEREDT 7547 v A~
DEFEZMZDZEITTEER A
e 77 AN AT AL, FTP, £72I1XSCPIZT 7B ATEEHA,

A FARNITN—=TDa—H L, LHER— "I T X T RE VAT LADRAT—H A

BWMOBZROLEFITTEET,

ATYT6 RAT V=% AT 50, £23ER L £,
ATFw Tl BEFREZEEFEL, BRIFELET,

A—HTFThor ORI

ATy T [VAT LB (System Administration) ]>[=—% (Users) ] Zi&R L F7,
AT9 T2 a7 IRERENEDL, "BERINTWD2—FAHICHIETDIIFT A2 %27 ) v 7 L THER

L/i‘a—o

AT9T3 ERzEEL. RFLET,
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RTLEBRIRYOEFT |
B =2+s7r9ro8s

A—HY T7Hho FOwESE

ATy T [VAT LEH (System Administration) ]>[=— (Users) ] Zi&R L F7,
ATFY T2 2=V H%Es Vv 7 LET,

ATY T3 LESUT, [2—VOfE (EditUser) | X— Y T —WFIIEFEMZFT,
ATy T4 BEEFREL, RFLET,

INAITL—XDEE

BEa A LTNDTHT Y FONAT L—REEFTLHIZE, V1 Ruofs LT, [4
7> a v (Options) |>[/SA 7 L—ADZAH (Change Passphrase) | Z##{R L £,

Ty NOBGEIE, [R—V 2 —HFE (Local User Settings) [-X—C, 77 K
EWELTRATL—RXEEHTLET,

ESPEREENS

e —Y T hH UL hORE (10 2—)
cBHI—YFONRAT L —XBHEOHRE (13 2—)

RADIUS 1 —F 52

Webt¥=2UT 4 77747 ALRADIUS T 4 L7 b U H—EZZHH L T, HTTP,
HTTPS. SSH. %&ﬁmeiw?fﬁ47yxcm74/¢5nw%%mﬁbi¢ PAP ¥
721X CHAPRRREZ A L T, FRAED 7= DI DI — LT D L5, 77747
AEBRETEET, A2V DI N—T%2 Web X2 VT 4 TTIAT LV ADSEIER
a—Ho—)L XA TSI BT TEET,

RADIUS SZZEDA R FDU—H U R

NEBFRAEN B2 > TWA BRI =N Web X2 VT 4 77T A4 TRl A7
e, TIFISAT VAU TFTEETLET,

Z—PFNRT AT AEFRD Tadmin) TH T N THLINE I hEERLET,

2. Tadmin)] 7H U M TRVWEAIE, 7. RESNTWDHIMNBEY—"ETF =7 L, 22—
PIRZEDYP—NRTEZEINTNEINE I DEHERLET,

3. IO — N TE WS, 77747 A XU A FNORDINEE Y — 3%
Fxv 7 LET,

4. TTTA TV APIEY — N CERWGE, 77 74T A X WebEFX 2 U7 o
TFIAT VATERESN e — )L 2—P L L Ta—PE2RIELLY & LET,

5. FOaA—WFRHNBY—NRNEIIT FIA T v AHEELEWES . 03— E-

T2RATZ =X NN LTZGEIE. TTI9A TV ANDT 7 2 AREEINET,

=

B O ATLEEERIOET



| v2x7L8BE22H0ET

RADIUS %A L=zt oamit [

RADIUS Z (& L /=S EREREEDH 1L

ATv T

ATFvT2
ATvT3

ATvT4
ATy T5
ATvT6

ATy 71

ATvT8

[ AT LB (System Administration) ]>[—% (Users) ] — T, [SMTRRAEEZ AT 2 (Enable
External Authentication) ] %7 U v 7 L£7,

FREEX A 7L LT [RADIUS] Z3&IR L £,

RADIUS #— DK A b4, R—bEE, E—7 Ly h XZATL—=X% AN LES, T74/V D
A— FE 1812 T,

BA LT RNETIET T TAT VAR =N DISE O EZ A CTAS LET,

RADIUS %—"MEH T 25857 2 h a2 /L 28R L £,

((E&) [fT70EM (AddRow) 1% 7 VU w27 LTHID RADIUS — %BIIL %9, 4 RADIUS #—|Z
ONT, 1 ~5DAT v 7 &R LET,

GE) &K 10D RADIUS — & BINTE 9,

FFRAED 72 DIZFF O RADIUS H— NIZHEkE 2 £ TIZ, AsyncOS DIIMMFRAEY VT v ¥ v VER(FT D8
% [IVERERER v v =2 XA A7 7 b~ (External Authentication Cache Timeout) | 7 4 —/L FIZ AT L F
T, T 74 NI 0 T,

GE) RADIUS H— NI LB A LNZATL—X (2L 213, =T U BIERENA AT 1L —X)
HEAT 256, B (00 ZANLET, HEERICRET D L. AsyncOSIE, BifEOE Y v =
U HNZERFEED 72812 RADIUS — NICHT 7B A LEH A,

IN—T <o TERELET, TR TCOINRFIEEINT-2— T 2B 2EHE— LIy B 795
N, BRATTIIGAT AP a— N XA I T T ANERRLET,
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SRTLEB R OET |
B rrows 2R LS RO AN

RIE Bl

AMEBRSAE S AL/ — %48 |RADIUSCLASS BYE CEZR SN/ N—T X2 AL, TTIAT o A m—
Bov—hnLa— (VAL TERRLETS, (TOEM (AddRow) 27V v 27 LT, SHltr—
~ v b7, (Map Ny BT EBIITEET,

externally authenticated users

AsyncOS [, RADIUS CLASS B2\ T, RADIUS 2 —H%7 /747
VA = WZEI) M TET, CLASS BIEOEM

o B/ 33T

« BOK 253 T

cany, hrw, FEIIEATT R L

« % RADIUS =t—HIZ%f L 1 DLl ED~ » 7§ CLASS B (Z ORE
ZEAT 254, AsyncOS (X, ~ v 7 A CLASS &M 72\ RADIUS
2—PFADT IV EAEEELET)

#i%c D CLASS JBMED & 5 RADIUS = —H D4 AsyncOS 135k bR S

Teue— &8 Y TES, =& 2IE, Operator 2 —/VZ~v v BV 7 ETH

% CLASS B & . Read-Only Operator 2 —/LIZ< > B 7 I TUV % CLASS
JBMED 2 578 RADIUS 2 —WIZH 54, AsyncOS 1%, Operator 2 —/L X 1

& il F & 4172 Read-Only Operator & —/L{Z RADIUS = —# %[0 4 TE 5,

PFOT7 7747 A a—id, KLHIEPE LS O BIIEFEIZIE ATV
F7,

« EHE  (Administrator)

o HHE T

o AL —4& (FEAHD HA)  (Read-Only Operator)
« A b

to multiple local roles.)

ERFERE SN2 T _XTD | AsyncOS 1% T TP RADIUS = — % Administrator 7 —/L{ZEI D 4 TE 9,
a—HEEHo— Yy
7 LET,

ATYyT9 EHEEZREL, RFLET,

RDEARY
ESPERENS

« SRR

cm—HN 2= THTL FOBEM =),

B O ATLEEERIOET
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| v2x7L8BE22H0ET
1—H TYIT7LURADESR

A—H TJYITJ7LUADEE

LR—=FDOERIERREDT) 77 LU AREF, F2—F T LIREFESN, 2—FR D
FGAT U RN T T IAT AT AT EMNMIERARLSFURENEHINET,

ATYF1 [A7 a3 (Options) |> [BefEakE (Preferences) ]| Z I L 7,
ATY T2 [2—PERE (User Preferences) | X— T, [ €% (EditPreferences) | %727 U v 7 LET,
ATy T3 BEIELT, TV 77 LU AERELET,

T IT7 L UREE EBA

SiaOFR (Language Web A % —7 =4 AB L O CLI THEHT 5 57ED Web H AsyncOS,

Display)

TUOT AT R=Y I—PNRT TS IAT LRI TA T HEEIIRRINDN—T,
(Landing Page)

FoREND LA — NREEEFH [[LA— b (Reporting) ] ¥ 7 CLAR— MIX L TERTDHT 7 4L b DR
(Reporting Time Range Eifakiin
Displayed) (77 4/V 1)

Fort B LIR— MTO F TV R THELR— MNIEREND T —F OFTHL
(Number of Reporting Rows
Displayed)

ATy T8 EREFEEL, RFLET,

EEADRE

EH1—YDN\RAIL—XEHDET

TTIAT VAT —DNVERBEINTZEHA—TFONRRT L — XA RET DL, LLTO
FlEZFITLET,

ATy T [V AT LEH (System Administration) ]> [ —% (Users) ] 2R L £,

AT T2 [RAT7 L —XD%E (Passphrase Settings) |77 a3 > T, [RELMmE (Edit Settings) |27 Vv 27 L%
7

ATV T3 UTOFTvavinbRRLET,
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B 775 7 romvscicnd s wra U F o BEDEM

TF7oay

Bl

XA T L — A THFA] L7RVVEL
FEDO—'E (List of words to

disallow in passphrases)

AT L IR HEER AL xt 7 7 A NVEERR L, FD7 7 A L5 &
WLTTy7e—FNLET, #HiDT v 7 r— RL>TURIOT v 7Fr—
RN EEXINET,

IRAT L— R DR
(Passphrase Strength)

BHA—PRNHF LV AT L= 52 ANTHEEIT, AT L —RREA
VU — A ERRTEET,

ZOREITHRE IR RAT L—XDOMERE FEITT DT TEHY A, A
NENTZRAT L— XN EORREMHEICHER SN2 0 ErmT 720 T,
AP —REErtT i — L EERLET, RIC, BRLEZEZE o —C
SLT, Pokd b REWEEEZ AN LET, BEARKEWITEE, 874
NATL—RL LTREEINTFRAT L—IARHERIRNEETH A = L 2k
LET, TORECITHRKRENH Y AN, EFICREREMEEZIEET
5L RAT L— RAOVER S IEE I NI 722 0 £,
SEIERWEERT LT, Kb EMEmZTHMEAMRL T ZE0,
IRAT L— RO I EETHE SE T, FHfiX, NIST SP 800-63
FRIA DEFRICYEIT 5 | KEENEAESFZEF O b e B — L—/L
IS TVWET,

— RN, REZRRA T L—XILLTF O X O R A 2 T ET,

.Eb\

« RILF, /INF, BFE, FBRCFEREENLTVWD

s O X O BREFH/BCHONFEICH D HFENE EN TV
INS DR MEM AT NA T L—XE AT 51215, 20— Ok
EEMBHLET,

RATYyT 4 EREAEREFL, RIFLET,

TISATVADENYETIZHT 2EF 2! T4 REDIEN

CLI =<~ K adminaccessconfig 2 LT, BEENT TI7A4 T R Za 7 A4 T 5550
TR RABEREEC D LI WebEX 2 UT 4 TTIAT UV RAERETHIENTEE

D

B O ATLEEERIOET



| v2x7L8BE22H0ET

FISATURDEIY AT a2 ¥y T ZEoEm [

a<v > K (Command)

B

adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 &' D
EEDOA L E—T A AEFH L CERENT I I74 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI 7m 7 NMZUE T 270, Web X =2 UT 4 77747~
ANZHDLTHRARN T 7ANDLaA—FTHI LT, WAXLTF
ANEBR—RT&EET, 77ANVNPLTHRANET v a— KT
D12, T FTP 2FEH L TT 77 4 7 2 AD configuration 7 A
V7 MU 7 A NVEERIELET,

adminaccessconfig >

welcome

T, BEEIR A IR LI E ZICERINDHRA R

TA N F—TF, ZOTFHARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 TV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHENWeb X2 T 4 TTIAT VAT VAT HEEZD
it 1P 7 FLUAZHIE L E3, FHE X, TEO~ U F
IR E LI —BEHNDIPT RLAZFOY U NBT T T VA
W27 7 BATEET,

T RALZFTAY A MIHIRT 255, IP7T RLA, 7y
b, F72IECIDR 7 RLAZEETCEET, 774/ TR 7
TIALT VAT I BATEDLHT RL A2 —EFRRT 5 L. BE
D~ DIPT RUARFF[Y 2 NORYIOT KL AL LT &
FRINFET, FAIV A IDPLBED~ T DOIP T KL A ILHIBR
TEXEHA, ZOBRIT, WebUIZEH L THERTHZLEHTE
T4, 2=V Xy b= Tk Z2 (16 4—V) Z2BRLTL
72 &0,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZH LT, Znnd
T DD END, WebUL D7 1 24~ B4 E#
HEREZ AN LE 9, RO EX =2 VT ¢ 2RI HITIE,
CSRF {#i#% A F—T7 M T D L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%FHTLLOBRELET,

F 7 4V b T, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA NNy X —Z2HLUSELET, EXa Y
TAE@BmDBIZDI, TTIAT U ABEBEDERA NG, DEDT
TITA T AITEEE SIT24HT (wsa_04.1o0cal 72 E) OFH M
LOSETHEIITWeb UL ZRETDHZENTEET,

2785852907 |]
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B2+t 7582

a< >k (Command) HL:l
adminaccessconfig > ETIT AT A DXA LT Y MAME, 2FV 2= BTy
timeout MTBETIZIET 77 4 7T TWHNAHIR (%) ZEELET,

5~1440 4y (24 I§[H]) OfEAFEETEET, 7 7 4 /L MEIE 30
DT, ZOERIE, Web Ul 2L TRRTHZ L HTEE
T, 2—F Ry hT—2 TrER (16%—) #BRLTLLE

W,
adminaccessconfig > ERLEN L VRS2 SSLKEE (56 By MiEEALLLE) LT
strictssl R— 8443 D Web A v H—T AR T AL TELLIIT,
TFIAT L ARAERELET,

KV I72 SSLIEHAMBE LT HL T S T4 T LV AEHRET
HE, TOERITHTTPS #EH L CEEOBNTTY 774 7 A
W27 7B AT LEHEFEICOAHEH S ET, HTTPS i L T
Web 7B X U SN TWAOR Yy NU—2 NT 7 4 v 71T
WA S ER AL

A—HY Ry b IT—0 701X
AsyncOSS, T TA TV ANLIET 7T 4 T ipa—Y%2u /7y b5 E CORMZEET
FET, o, AT 2 —VEROX A TEEET OB TEET,

o alr ZALTT NI, BEELZED, WebUIl £/21XCLIICR A LTWHTRTD
2—PICHEA SN ET, AsyncOSA 77U hLiza—WE, TTIA4 T A0l A 2 ~_—
IV EAL VT FERET,

\}

GE) TDAALT YU MOMEEFRET HIZ1E, CLI adninaccessconfig > timeout ZHHTAHZEH T
TET,

ATY 1 [V AT L& (System Administration) ]>[% > b —2 77 & A (Network Access) ] Z R L £,
ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,
AT T3 [Bvva T VT 47 XA LT Tk (Session Inactivity Timeout) ] 7 4 —/L NIZ, v/ 77 b9 5FT
WCHRT 22—V DIET 7T ¢ TR Z 0 TATILET,
5~ 1440 73 (24 BfH]) OFEPHATH A 27U MHRZERL T £, 77 4/L MEIZ 30 5 TT,

ATY T8 [2—F TR (UserAccess) |7 a T, 2—VFDVAT AT 7 vAZHBE L9, EEOHR
Z#FF] (Allow Any Connection) | 3 7213 [ & D H4#5i D A% FF A (Only Allow Specific Connections) ] DV 4
Nkt Az LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
gEEz7L—2X0uty b+ [

[HFE DHE#E D I % FF 7] (Only Allow Specific Connections) ] % A N2 T 2546, FFEOERKGAZIPT KL A,
IP#iPH, /X CIDRAHE LTERLET, V94T RIPT RLAREEBIZ, TTIATUAIPT
RUAMN [—H 7 7 & X (User Access) ] EZ7 ¥ a THBERIBMSILET,

ATYTE BEREEZFEL., RIFLET,

EEENXIL—ADYtvY k

1R BRI
cadmin 7 U RORAT L—ANARARGEIT, WALZ~v— P R— | T F—|Z
L THRATZL—X%2 VY PLTLEZE,
« RRAT L—ADEFIIREICHEN/R 0, BREEZEETHIHNEIIHY FH A,
TRTCOFEHE L~V O2—HWE, ladmin) 2—HFDORAT7 L —XEEHWTXET,

ATY T [EHET 7747 A (Management Appliance) ]>[> A7 LA EL (System Administration) ]>[—% (Users) ]|
IR ET,

ATFv T2 [User (=—H) JUAMTladmin] V> 27 %27V v 27 LET,
ATY T3 [NAT7 L —XDEHE (Change Passphrase) | Z#IR L £,
RTYT8 FHLWWSRAT L —XEERT D0, £ ANLET,

ERENt=AYvE—CDRET FLADETE

VAR — FHIZ AsyncOS IZ L > TR SN A —VDIRIET FUAZRETEET,

ATY T [V AT LEH (System Administration) > [I{E557 KL A (Return Addresses) ] ZER L £,
AT T2 [REOMWE (Edit Settings) %27 V27 LET,

RATYT3 Krf, 2—P4 BIORNAAS A2 AN LET,

ATy T4 BHEEFEL, REFLET,

75— FDEE

77— h&IE, CiscoWeb X VT 4 TTT7A4T U ATRELTNDA XY MZBET HIEH
NEHENTNDE, BFA—NMCEDBEHDOZ LT, ZNHDA Xy MIE~AF— (F
W) oAy — (Z VT V) ECOEEE (FIFEKRE) LMRHY, T
TIAT LV ADKED 2 R —F 2 M ETITHEREICBE L Tu\E9,
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\}

GE) TI—bEBMA—NBHEZETHIZNE. TTIATVANES A=V A vE—T~DK[E
A9 2 SMTP Y L— R R FARETAHAMLERH D £9,

To3—rDRBEERE

T I MIEENLERIT. T FODBHEEREICL>TRED T, 77— FREEHIZ
EETLHT7T 7B EERELRETEET,

AsyncOS (XL F DX A 7T DT 77— FEEELE T,
o A7 A (System)
e /n— K77 =7 (Hardware)
« 7 w77 —%4 (Updater)
* Web 7' %3 (Web Proxy)
e vV =T %K (Anti-Malware)
L4 N7 7 ¢ v 27 E=4 (L4 Traffic Monitor)

« M5 URL 77 =V (External URL Categories)

77— FDEXE
77— ME. BFOBKEICE S TRIESHET,

7 UT 4 v T BT DB B ) T,

MG AB%E=LY) VI BMBRIEELITIT T —, TICRHLRLERGELH Y E
R

AFWR : T ADN—T 4 UBERE TR S LD H R,

75— FREEOEE
S

GE) AT AL0OE v M7 7R AutoSupport & A X —7 M LTeE, BELLEETA—ALT K
VAT RTCOBEBREBLIOV ZAOT77— aZELET (T 740 1) o ZOREITND
THERETEET,

B O ATLEEERIOET
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75— tre2iEzoenssvEE

75— FREFOEME XUVESE

ATy T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] 23K L F 9,

AT9 T2 [7T7— +3%(E#H (AlertRecipients) ] VA N CTZEFEEZ 7V v 7 L TRET 20, [ZEFOEMN (Add
Recipient) | %27V v 7 L TH LW EZZBIL 7,

ATV T3 ZEFOEFA—NT FLRAZBNEIZFRELET, BEOT FLAZN L~ TR >TANTLI L
HTEET,

RARTYT8 HETT— N 2ATTLI, ZETDHT 77— bPOEREZRRL E7,

ATv TS BHEEFEL, RIFLET,

75— FZEBDHIFR

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZER L £,

AT9 T2 [77— 32{E#H (AlertRecipient) | DY A NT, 77— MNZEHFICHIGTHIAIH/TA 2270 v 7L
THEELET,

RAT9T3 EREARFLET,

=
na
ENZT = SVIRRETH D0, TTOT 77— FOBEITHEL £,

anh
X3

75—t

on

XEED
7

7—h

o

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
ATY T3 MEELT, 77— FOREMEHREL 7,

73y SR BA

77— DREILT N7 T7— FaRET 5 & &I 25 RFC 2822 #EHLod Header From:| 7 R LA,
L' A (From Address to | > A7 LD A b4 ( Talert@<hostname>] ) (ZHESWTT KL A& HEERRT
Use When Sending ABEFarnHEIRTWET,

Alerts)

2785852907 |]
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RTLEBRIRYOEFT |

TF7oay

Bl

HET 7 — FEERFO
FEHEER (Wait Before
Sending a Duplicate
Alert)

HET 7 — bORHHEEZIEELEY, 2 DORERHY £7,

[E#E T 7 — MOIELREERF O HIERE (B))  (Initial Number of Seconds to Wait Before
Sending a Duplicate Alert) |, Z DfE% 0 [Z5XE L7126, EHELET 72— FoH
<V —IIEEEINT, ROVICTRTOEHELEZT 7— BV TIAZ A LIERE
SNFET EREMICKEDETA— NV EZETAHIARERHY ) , EELE
77— NaeEETHETICFET 2L, 77— FE2XET 7NN L £
T ZOHINE, FET 2R8I, BERIOBIRO 2 52 MA b DIl £4,
DFED, TOMESWICERET DL E, TT— MISBH, 15BHR, 35 B&, 75
g, 155 %, 315 ke EORIBRTIEE SN ET,

[EHET L7 7— b A vE—UE2EET DR T 2 HRKOME (Maximum
Number of Seconds to Wait Before Sending a Duplicate Alert) 1.7 4 —/L K& H L
T, FEMBOBEICHIRZ#Z T EnTExd, L xiX, PIHEE 5 i
REL, mANEZOMICRET DL, 77— MISH, 158, 358, 607, 120
e P ORIRTEESNET,

Cisco AutoSupport

VAL T OBREERFTHEINE I DERELET,
s VAT ATHAEREINEZTRTDT 77— M Avk—YDab’—
o VAT LOBERR], status 2~ RO, BLOMH ST 5 AsyncOS
N—=T g U EET DI
Fr. VAATEELEHLDAAvE—TVDa b —EFRNEOT T — FNEEIC
EETEINEIDERELET, Jiux, ERED MMEH (Information) | D
ATETIT— eZET DL IBEINTWEIZEFICOABERINET,

ATy T4 ERZEFL, RFLET,

772—FUJRE

DITOETIZ, HEINCT 79— he—EFHFRLET, FEOEICIT, 77— (N CTFEH
SiDb descriptor) . 77— FOEEOT A M B, ERE (Z VT4 A IEHR E20E
HE) BXOAvE—VDT XA MIEENDI T A—F ((FETLIHE) NEEh 0

B

LIFDFIE, AsyncOS THEM SN D S ESEREREF— 77— FD U X T, 77— 1D
] L EHRENRH SN TWET,

B O ATLEEERIOET
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n—rvz7 75—+ |

Ayt—T To5—rDE [T A=A

RE
A “$feature” key was downloaded from the key | 4 $feature : HEHRE D4 I,
server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired.Please | #&/E5 $feature : HRE D4 T,
contact your authorized sales representative. (Warning) .

Your “$feature” evaluation key will expire in under
$days day(s).Please contact your authorized sales
representative.

He
15

(Warning) ,

$feature : HERE D4 I,

$days : FEEEF — DO IR GIN
5 ETOHE,

N—FK9z7 75—+
LT D#FEIZ, AsyncOS THERSINDHIESERN—RKV =T 77— DY AT, 77—

F OB L ERENTH SN TNET,

Ayte—o T5—FDE | /INTA—4
XE
A RAID-event has occurred: Ly 2o $Serror : RAID =5 — D7 % A

$error

}\O

ax>J 75—+
IFDFRIZ, AsyncOS THEMRINHSIESERFXF T TI7— DIV AT, 77— D

B L ERERTEH SN TVET,

Ayt—o T53—FDE |[INFF—4
RE
Serror. T Serror : =7 —D h L—ZA /Ry
(Information) . | 7 L4,
Log Error: Subscription $name: Log partitionisfull. | 7 U5 ¢ /L |$name : 27 7 27 U 7

(Critical)

a4,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$Sname : 727 BT A U
va v,

$ip: VE—FFRRAPDOIPT
N

Sreason : #EHi T T —{Z OV T
BT AT R b,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

FTP command failed to $ip: $reason.

Ayt—o TS5—FDE [INTA—4
XE
Log Error: Push error for subscription $name: An | 7 Y5+ ¢ H /L |$name : 27 7 27 U

(Critical)

a4,
$ip: VE—FFRRbDOIPT
KL%,

$reason : [EE SOV CERBA
THT7TFA b,

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason',

7 VT 471V
(Critical)

$name : 727 BT A U
va v,

$ip: VE—FFRRAIDOIPT
N

$port : UE— FRA FDR—
rE .

$reason : [LJEE ST SOV THLA
THTHA B,

Log Error: 'Subscription $name: Failed to connect
to $hostname ($ip): Serror.

7 VT 4 1)V
(Critical)

$Sname : 727 BT A U
a4,

$hostname : Syslog F— 3D 7R
A M,

$ip : Syslog —/"DIP 7 F L
A

Serror : =7 — A vob—TD
THXA b,

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

70T 41V
(Critical) .

$Sname : 727 BT A U
a4,

$hostname : Syslog #— D7k
A M,

$ip : Syslog h—/"D P 7 F L
Ao

Serror : =57 — X oEB—TD
TX AR,

B O ATLEEERIOET
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vk—+r 75—+ |

seconds sending data to syslog server $hostname

($ip).

Ayt—T T5—FDE (IS A—4
RE
Subscription $name: Timed out after $timeout ZUF A ($name : 0 TR Y S

(Critical)

va v,

$timeout : FYHLDO X A LT T

o

$hostname : Syslog ¥— D7k
S E

$ip : Syslog F—/"D 1P 7 F L
XO

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

70T 4 S1v
(Critical) »

$Sname : 727 BT A U
a4,

$hostname : Syslog #— D7k
A M,

$ip : Syslog F—/ D 1P 7 F L
Ao

Subscription $name: Oldest log file(s) were removed
because log files reached the maximum number of
$max num files.Files removed include:

$files_removed.

1%
(Information)

Sname : 7 YT A7 Y
va s,

$max_num_files : 7 7 7 &
7V FvarlEilEFTER
57 7 A NVORKE,

$files_removed : HIFR S 4172
TrANDY AR,

LiR—k 75—+
LFDFRIZ, AsyncOS THEMRINDHSIESERLVA—RFNTIF— DIV RANTY, 77— 1D

B L ERERTEH SN TVET,

Ayt—o TI3—rDE |[INFTA—4
RE
The reporting system is unable to maintain therate | 7 U 5 ¢ L |@EH 7 L
of data being generated.Any new data generated (Critical) .
will be lost.
The reporting system is now able to handle new | [&F# WAL
data. (Information)
SATLEBERY DEFT

"
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RTLEBRIRYOEFT |

Ayt—o To5—rDE [T A=A
RE
A failure occurred while building periodic report | 7 U 5 ¢ /7)1 | $report_title : L 7R— kDX A

‘$report _title’.

This subscription should be examined and deleted
if its configuration details are no longer valid.

(Critical)

RV,

A failure occurred while emailing periodic report
‘$report _title’.

This subscription has been removed from the
scheduler.

707 4 1V
(Critical)

Sreport title : LA R— F DX A
kv,

Processing of collected reporting data has been
disabled due to lack of logging disk space.Disk
usage is above $threshold percent.Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

%
i

(Warning.)

$threshold: : L &V ME,

PERIODIC REPORTS: While building periodic
report $report _title' the expected domain
specification file could not be found at

‘$file_ name’.No reports were sent.

70T 4 v
(Critical) .

$report_title : L'7R— FD ¥ A
kv,

$file_name : 7 7 1 /L DA4HI,

Counter group “$counter_group” does not exist.

70T 4 v
(Critical) .

Scounter_group : counter group
D4l

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file_ name’ was empty.No reports were sent.

70T 4 v
(Critical) .

$report_title : L'7RN— FD ¥ A
kv,

$file_name : 7 7 1 /L DA R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report
‘$report_title’. Any line which has any reported
problem had no report sent.

$error_text

7 VT 471V
(Critical)

$report title : L 7K— ~ DX A
kb,

$file_name : 7 7 1 /L DRI,

Serror_text : AL T —
DY Ak,

B O ATLEEERIOET
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v257875—+ |

Ayt—o

INTA—4H

Processing of collected reporting data has been
disabled due to lack of logging disk space.Disk
usage is above $threshold percent.Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

$threshold : L %\ fii,

The reporting system has encountered a critical error
while opening the database.In order to prevent
disruption of other services, reporting has been
disabled on this machine.Please contact customer
support to have reporting enabled.

The error message is:

$err msg

707 4 1V
(Critical)

Serr msg: =7 — A vyb—Y
THA N,

SRFLTT—h
LT D#FRIZ, AsyncOS THEMINDSESERVAT AT I— DIV ANTT, 77— D

Al & RS STV ET,

Ayt—T TI7—FDE |INFA—4
RE
Startup script $name exited with error: Smessage | 7 U ¢ AL |[$name : 27 U 7 F DL,

(Critical) .

$message : =7 — A vE—
THXAR,

System halt failed: $exit status: $output',

70T 4 v
(Critical)

$exit_status : I~ KO T
a— K,

Soutput : =~ R HOH
jjo

System reboot failed: $exit_status: $output

70T 41V
(Critical) .

$exit_status : T~ ROKT
o— K

o

Soutput : =~ > K HOH
il

Process $name listed $dependency as a dependency,
but it does not exist.

7 VT 4 1)V
(Critical)

$name : 7 12 2ADLTHI,

$dependency : —EFR /NI4T
WD ARFFPED 47T,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

Aytw— To—hrDE | INTA—4
XE
Process $name listed $dependency as a dependency, | 7 ) 5~ ¢ #7 /L |$name : 7 & & 2 D4 I,

but $dependency is not a wait_init process.

(Critical)

$dependency : —EHK RSN T
W D ARAFE D44 il

Process $name listed itself as a dependency.

70T 4 v
(Critical) .

$name : 7 1 ADLHI,

Process $name listed $dependency as a dependency
multiple times.

70T 4 v
(Critical) .

$name : 7 2t 2ADLHI,

$dependency : —EFR/RINT
WD AR DA L,

Dependency cycle detected: $cycle.

7 VT 471V
(Critical)

$cyele : VA 7 WMZBURT DT
o240 AN,

An error occurred while attempting to share Ly 2o Serror : FIZMZ B EAT T S
statistical data through the Network Participation (Warning) . |TZF— A vt&—1,
feature.Please forward this tracking information to

your support provider:

Error: Serror.

There is an error with “$name”. VT 45V |$name : 2T T 7 A IVEARL

(Critical)

L7 ut AD4Hi,

An application fault occurred: “$Serror”

7 U7 4V
(Critical) .

Serror : =7 —DOTF A~ (@
ﬁ@i]‘l/*‘x/§y7) o

Appliance: $appliance, User: $username, Source | fE#f; $appliance : £5E D WSA O
IP: $ip, Event: Account locked due to X failed login | (jnfymation) . |1ID,
attempts.
CRFED—Y T

User $username is locked after X consecutive login i;lf;l:a:l Oe) I]fj‘:m 7
failures.Last login attempt was from $ip. °

$ip : A URITES N IP

7 R,
Tech support: Service tunnel has been enabled, port | {3 % $port : —E X | RIUITHE
$port (Information) . | S AN — &5,
Tech support: Service tunnel has been disabled. 15 WAL

(Information)

B O ATLEEERIOET
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7v77—5275—+ |}

Ayt—o —rDE | INFTA—4

Wm

-
X
ik

* The host at $ip has been added to the blacklist
because of an SSH DOS attack.

* The host at $ip has been permanently added to

of

$ip : 7 A URITE NP
(Warning) . |7 FLZ,

the ssh whitelist. [Z%BA (Description) | :
* The host at $ip has been removed from the SSHENLTCT IS4 T v A
blacklist

DGR ERATWDMN,
g VT o v IVEER L
RWIP T RL AT, 2 50U
(210 B PLERRITIC R L7285
AV SSHDO7Z w7 A RC
BinEhEd,

FUIPT RLANDSDZ—HF
a7 A RS LTS, &
DIPT7 FLAZARTA FU R
MBI hvET,

RUA R A RNMZHEERLTY
HT7 RLRIX, 7997 U R
MIBEENTWEHEATYH
TR AR S NET,

0177/7 )X %ﬁ)%ﬁ%ﬁ]é‘]
WZHIBR S E T,

O mmmt™

TYvIT—2 F7o5—Fh

LIFOFEIE, AsyncOS THEREND SESERT v I TF =2 T7I— DI ATY, 77—
FOBP EERENLRS N TOET,

Ayt—o T73—bDE IS A=4
RE
The $app application tried and failed $attempts B $app : Web EX =2 UT 1 7

times to successfully complete an update.This may

cdan (Warning) , |74 7 > A H—EXDA4H,
be due to a network configuration issue or temporary

outage. $attempts : FIT[EIEL,

The updater has been unable to communicate with | 24 Sthreshold: : L X\ MEDR,
the update server for at least $threshold. (Warning) .

Unknown error occurred: $traceback. 7 VT 4 51)v |$traceback : b L— ANy 7 1F

(Critical) . | ¥,
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RTLEBRIRYOEFT |

TILDTTRETT— b

EER~LY = T RICEET AT T — MIOWTIE, @ER~ /LY = 7 BiE O REIC B
D7 7 — bOZEOWRESRL TLIEIN,

FIPS Compliance

Federal Information Processing Standard (FIPS) &, #EEEIEHR T 2 BEEHR N I TWRWE
WMERET D7D, TRTCOENEETHEA SN O ELEY 2 — VOBEFZHEL TV E
. FIPSIE, @HENOEF 2T 4 LT =% TITAN—BHOBETFEHERITT D201
BB FET, ENAEUERMTHFZCAT (NIST) 12 & - CTBH%E S 417z FIPS 1, i FBUR O B 4
T EEDORME B WSS IS ET,

WSA (% Cisco Common Cryptographic Module(C3M) % fii F§ L T FIPS &— K@ FIPS 140-2 #&HL %
FEELET, T 74/ bTiE, FIPS T— RiZF 4 =71 T7,
BEIEE

* FIPS &— NOHE

FIPS STFAE D E 4

\)

FIPS E— R TlE, Web X =2 UT 4 7774 T VAT, F—T /IR >TNDT X TOREE
LY — BRI DWW TFIPS EROFEAEEZFHTOIMLERNH Y 3, Ik, LT O S{LY—
BRI S NET,

« HTTPS 7' 1 % ¥

W
*SaaS DT ATV T 4T 4 TraNA X —
T T TAT U AEEHTTPS ¥ —E A
« £ =27 ICAP 4Mi DLP i iE

* Identity Services Engine

* SSL DK IE

« SSH OFKE

GE)

FIPS £ — R%& A 32 —7 /WM T BHIIZ, FIPS WERLGEAELAMEHA LT 774 7 2 A& HTTPS
P —ERAEBRETIHILERD D FT, MO —ERIA X—T N THMEETHY £H
/Uo

FIPS #EPLOFEBAEIILL T OB 257~ T L ERH Y 97,

B O ATLEEERIOET
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| v2x7L8BE22H0ET
rps simzEomE

SIEAZE  |(7udY |BETILTUXL ;52 (Notes)
N
(SNMP
(v3) Auth.
Alrorithm)

X509 RSA shal WithRSAEncryption | fii# 7218 AL/ 87 4+ —~ 2 R L4378 ¥ =
sha256WithRSAEncryption | Y 7 1 & FHA 572012, 1024 £ hDF—
YA XEWRLET, By P A XE2EHIT
RE<F2E, BFaUT 0 3mELETN,
BEACDRT =< P RTHBELET,

FIPS SFRAE D HREL
FIPS T — RN A X —TNDPWE. T I7A T  AIROFTEREF = v 7 2FTLET,
cWSAIZT v 7 u— RENTZTRTCOFERER, ULIZL->TT v ue—REnzonr, *
e D certconfigCLI a2 RIZ Ko TT v 77— RENTZONZERR S, CC IR

FEASIZAE D KO ITREESAILE T, WSA DFFEA M 7T NOEGIZ2EHE/ S AN E S LT
ROGEREIL, Ty T r— R TEEHA,

B CX B /NARRGEZ K > TIEEOBLA BPRFES L, T X TOBAEEIEICH L THR
%E(ﬁ%!@ basicConstrains %JZU\ CAFlag Dt D4 ]\ Iz ) “C%E%%/’.&F%ﬁ 5?‘“‘0)5& é/\/z)‘*ﬁ
REENET,

« Kzh ) A MIxt U CREBEA REET 5 7212 OCSP kA i T £9°, Ziud,
certconfig CLI @~ R&ZEHA L THRETE 7,

RS ZRREB FRGEIC DWW T 33 =) B L T ZE0y,

FIPS E— FOAEMIEF =T ERE

1R BHHIIZ
T TIITAT VAREDONNy 7T w7 ab—aERLET CLTEER) , 777947
ABET 7 ANDIRLE 2 2—)

« FIPS & — R CEH SN D EFHE T, FIPS 1402 SREDAHFT— 713 XANMEH S
TWAZ LR LET (FIPSFFHEOEM (28 X—) 2B]K) |
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RTLEBRIRYOEFT |
B x7roBB0EE

\}

GE) *FIPS E— FE2LHFESTBHL, TT7I7A4 T U ANHFEHEINET,

« FIPS & — RZ MM L72B4E. SSLBLUSSH #%7E (FIPS T— RAFRIcENTW5HE
AL, BEIRIZFIPS XHGIC72 2 K HICT H8%E) 1E7 74V MEICY By hSLEE A,
Poe T DR, Wi TRV SSH/SSL R EZHH L T A4 7 v bR TE L L1275
VBN HEEIE, PIRMICINOORELZEELTL20ENH Y £9, GOV T,
SSL D% E (31 _—) 2L T ZEW,

AT T [VAT LB (System Administration) ]> [FIPS ®€— K (FIPS Mode) ] #3ER L £,

AT T2 [REDOHE (Edit Settings) 127V v 7 LET,

ATV T3 [FIPSa2 7T 47 ADH%NE (Enable FIPS Compliance) ]2 4 2L C, FIPS 227 T4 T 2 A& HE)
WZLET,

[FIPS 2> 7T A 7 ADA%Ml (Enable FIPS Compliance) | &4 12§ 5 &, [ERREEML T A —F
(CSP) DE; 51k & H %235 (Enable encryption of Critical Sensitive Parameters (CSP)) ] F = v 7R v 7 A
DHENZRY 7,
ATy T8 NR"AT— K WEEER, GEAE, WHEX - EOBRET — X O ELE AT 25 E1E, [ER2EEME
T A =% (CSP) DOKFEALZANZT % (Enable encryption of Critical Sensitive Parameters (CSP)) ] & 74 >
IZLET,

ATy F5 [%F (Submit) 1227 VU v LET,
AT w76 [#ifT (Continue) |27V v/ LT, T7I7A4 TV AOHEHZFHFATLET,

VATLOBROEE

e H ALY —DFRTE (30 2—)
eNTP #— LDV AT L 7y 7R 31 2—)

W E I—.—I
BALYV—2DERTE
ATy T [VAT LEH (System Administration) ]>[# A A Y —> (Time Zone) ] Z#IR L 9,
ATw T2 [REDOHSE (Edit Settings) 1227V v 7 LET,

ATv 73 ik, H, BXOZA LY —VEBRT L0, GMT A7y FE2RIRL ET,
ATyT4 EREAZREL, RIFLET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
NP —izk 3 x7a o0y 0RH [

NTP H—NICK DV RTL VB Y DR

TTIAT ATFHCTHMERETHDOTIERL, Xy hU—2 XA 571 k=L (NTP)
PR ) — L CHEDOHZ BTk, WebtX2 )T 4 T7I9A4T7 A%
WETHZEEHERELET, T, BRCT 7 I7A4 T U ABPDOT A A LFHEA L T DS
WA TT, MASNEZT_XTOT /A ZARE U NTP — 2T 508N 5,

ATY T [V AT LEH (System Administration) ] > [Bf O E (Time Settings) ] 23R L £,

ATv T2 [REOHE (EditSettings) 127 U v 27 LET,

ATv T3 [FZORE ¥ (Time Keeping Method) ] & L C[NTP (Network Time Protocol) % 1{# ] (Use Network Time
Protocol) | Z&#INL 77,

ATy T4 = _"OBMNLERGEX, (TOEM (AddRow) 1% 7 VU w27 LT, NTP — "DO5ELEHiR A b
FIZIPT FLAEZ AN LET,

ATV TS ({EE) NTP /=) — (il 2T7 7 IA TV ADFy NI =7 A B —T 2 A X7 (FHELIT
T =2 OWTNN) IZEEMNT N TS, V=T 4 7 T =7 NEBRLET, Zhud, NTPZ = U —
MIEENDIPT RLAIZARD 75,

B ZoFTvaiddt TITIATVART =2 b7 749 7 HEFER T 7 4 v 7 RICHEIL—
T4 T EEAL T HBICORERTE ET,

AT T6 BEEEEL, RELET,

SSL DEXTE

X2 VT 4 PEEDZD, W OO —EATSSLV3 BILOREIEIE NN~V 9 0 TLS
EAR—TNVERLITT 4 B—TMITEET, HREOEX 2V T 4 Z2FEBT DL, T3TD
P —BEATSSLV3IZT 4 B—TNCT D ERHREINET, T 74/ FTIE, T XTH/N—
Ta D TLS A R —T M, SSLITT 4 B—T7 WZEESNTWET,

\}

GE) ZhbEREIX, ssiconfigCLI 2~ REEALTA R—TNAERIET 42— NMIZT 52
CHTEET, Web X2 UT 4 7794 T ADOCLI 2~y RESBRB LT IFEN,

ATy T [VAT LEH (System Administration) ]> [SSL 5%7E (SSL Configuration) ] % 3®R L £ 7,

AT T2 [REDOHE (Edit Settings) %27V v 27 LET,

ATYT3 ZNHOHF—EATSSLV3, TLSvIx &4 R2—7 /T DHITE, *UETHF =y I/ Ry 7 A%+ I LE
bdéo

(TS TAT o AEH Web 11— A X% —7 = A X (Appliance Management Web User Interface) ]: Z
DRELXERTDHE, TXTCOT VT 47 a—FOERNEIF S ET,
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RTLEBRIRYOEFT |
B ssiozx

s [FuFT —E R (ProxyServices) |: X7 7747 NHAOHTIPS 7uX bt Loy
U b NG ENE T, 2o a i, LTFbEEnE1,

s [fEFH3 D155 (Cipher(s)toUse) |: 7% % —E R & OBEICHHT 2BMOREE A A — h %
ANTEET, AAM—bFOREVIZIFarvr ) 2FEHALET, FEOKEOEHZIET 51
X, FOXFTHNOIEEIEERF (1) ZiBMLET, =& 21X 1Exp-pEE-RsA-DES-cBC-sHA & AT L
iﬁdo

ERBHE 7~ D TLS/SSL /N—2 a NG RAA — b DOBAE AT TH LI LTSI, #fflids &
WHES U A MZDUW T, https://www.openssl.org/docs/manmaster/man1/ciphers.htmlz 28 L T < 72
AN

AsyncOS /N— = 9.0 LLRTDT 7 4 /L k OKEE1%, pEFAULT: +kEDH T3, AsyncOS /3— 3 v
9.1 UBEDT 7 4L b O ZIE, RO LIBY TT,

EECDH:DSS:RSA: !INULL: !eNULL: ! EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: | DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

W O%E ., ECDHE Bf 5 OB IUZ L > TEDL D AREMERH D £,

GE) 777, A=V a B, HTLWAsyncOS N—2 3 NZT v 77 L— R B ERIC
T 74V NOREFIIEDLY T A, T2& 2E BHION—2 3 VD Async0S9.1127
TV — RT8E, 77 4/V N OWEEIE peFavLT: +kEDE TF, DFED, Ty ST L —
ROBICBIEDOR 5 AL — N2 —VHEPREHTLILERH D 7, IRKOKE T AA —
MIFEHT5Z LRI E T,
EECDH:DSS:RSA: INULL: | eNULL: | EXPORT : | 3DES: |RC4: IRC2: | DES: | SEED: | CAMELLIA

:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: ! ECDHE-RSA-AES256-SHA: | DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

o [TLS JEAE O D (Hi2E)  (Disable TLS Compression (Recommended)) ] : TLS &5 & H2hi2 9%
ZiE, ZOF =27 Ry 7 AA T LET, KREOEX2 VT 4 2RI DITF, ZOREN
LRI ET,

« [E% =7 LDAP #— 1t & (Secure LDAP Services) | : adilb. FMTREAE, BILOEF =27 EEU 7 42
HENETS,

o [EF¥ =7 ICAP H—E & (445 DLP) (Secure ICAP Services (External DLP)) ]: 777 A4 7 v A &4
¥ DLP (7 — X ImiEBh1E) H— "D ICAP OBEEERETADOIHEHIND 7 r ha L z@RLE
T, BEHIZ OV T, S DL —ROREZSR LT FE,

o [—ERXDOHEH (Update Service) |: 7774 7 A ELFIHARER T v 77— b — [ OEE I
A+57n barz@RLET, = 2AOFEHOFEM OV TIL, AsyncOSforWeb D7 v 7 7' L—
MeT v T7TF—F (B8X—) ZRRL TN,

GE) Cisco7 v 7T —bF = NELSSLv3 VR — b LTWERA, L7223-> T, TLS 1.0 2L E#% Cisco
Ty T T = F Y —EATA R—=T ML THEBRERHY £T, EL, e—AINLT v 7 TF—Fh
P— R TIFBEDS SSLV3 ZHHT A2 ZENTEET (FOLITHEEINTWDEAR) , 20
P— R THR— FENTWS SSL/ITLS DA— g U 2HERTAHVENDH Y 77,

B O ATLEEERIOET
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| v2x7L8BE22H0ET

SIBAEZENEHE (Certificate Management) .

ATy T4 [EE (Submit) 1227V v LET,

REBAZE D EE (Certificate Management)

TTIAT AT, TUXNGERFELMEN L TS LIRS e, md. gL X7,
[FERAEDOE P (Certificate Management) ] -<X— Tl BIEDOREHE Y 2 FORRLHER, F
T 50— FEHEOEMH, BLUOT7n v/ SNICGGEREDORREIT) Z LN TEET,

ESPERCRS

FEAEB IO —ZoWnT (34 =)
FEAEORHT (35 ~—)

< fRIHTE Db — FREIEOEE (34 ~—)
Ty SRTGERAFEDORR (35 ~—)

ST REBAZREEIC DLV T

AsyncO0S10.5 TOFIPS E— FEF O Y U —RIZEWD, RSN HEAFITT T, 7y r—
RENZZE 7747 V7 (CC) HEHEITHERLL TWD Z & ikl T 5 7 ORI ICRAES L E
T REAFZFEAERL Y X F G L THREET 2I12i%. OCSP MGEAfEH T& £7,

WY CHMLRTEAEDN WSAIZT v 7r— RS TnDH I L & T TOMEY— S THER
SSLNY Ry oA 7 HFATTEH LI, AR TSR o 7 7ib ] EN T X C o — S TF%
ESNTNDZ L afEBT 20ENHD £,

RS 7R RE ERREEIL, ROFEAEDT v 7 u— FIZEH S g7,

sHTTPS 7u X% ([E¥= VU7 1 % —E R (Security Services) |>[HTTPS 7'z % (HTTPS
Proxy) ])

s 77 A NG —N ([BEFX =2 VT ¥ —E A (Security Services) |>[~ /L7 =T kK & L
E'=7—3 =2 (Anti-Malware and Reputation) 1> [7 7 A /L3 OFEMERE  (Advanced
Settings for File Analysis) 1> [~ 7 A /L3 #r#—~3 (File Analysis Server) ]:[7'7 A ~— |
759 RBLOGEEER (Private Cloud & Certificate Authority) ]: [7 > 7 02— R &N 7273
JAOiH  (Use Uploaded Certificate Authority) 1)

EHETE DN — MEHE ((fy hT7—2 (Network) ]> [FEBHEDEH (Certificate
Management) ])

. 7 lj“_‘/\}l/uu FEDOFRTE ([Fv FTU—2 (Network) ]>[7%FE (Authentication) |>[Z =7 —/\
LABAEDERE (Global Authentication Settings) 1)

*SaaS D ID 7' u /A X — (x> T —72 (Network) ]>[SaaS ® ID 7’1231 &% — (Identity
Provider for SaaS) ])

« Identity Services Engine ([ > kYU —72 (Network) ]> [Identity Services Engine])
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RTLEBRIRYOEFT |

B ivsssvs—couc

« S DLP B —2% ([* > b U —2 (Network) ]>[#Mii DLP % —/3 (External DLP Servers) ])

* LDAP B X O % =7 LDAP ([*>» RV —72 (Network) ]>[#8iE (Authentication) ]>[L
/L2 (Realm) 1)

FIPS Compliance (28 ~X—7) HZH LT &0,

SFAER X UF—IZTDLVT

2—PICRAEZ ERT D L XIS, 7T U X a7 HTTPS #5626 LT Web 7' 12 % 2|2
WAL LT v vy VERGELET, WebeXa T4 7774 T AL, 774/ N THIE
® [CiscoWeb X = VUT ¢ 77T 7 A T EGEHE (Cisco Web Security Appliance Demo
Certificate) | ZH/ILC, 7 747> b &OHITPS Bt A ML LT, £< DT 7 UHT
X, GEAENESD THD L VI NEOEENFREINET, EHREHECETI A v -
Fa—PIIRFELRNE ST BITE, Ty — 2 CHBIMICRM S N DA E L X —
DOXT %7 v a—RFLET,

BEEIER
SEAEL X —OT v T u— FEidgRE 35 2—)

GEREBLTR (37 4—)
< RRIEENIE (37 <)

EEETZ B I)IL— FIBHEDEE

ATy T
ATvT2

ATvT3

RATv74

Web X2 UTF 4 77747 AE, BETELL— FNEHEOY X MBRMHELTEY,
INBHEEF SN E T, BHETX 2EAELZEFS Web 1 FTlid, B LIZVELHD FTHA,
BETE2FEHED Y X MIGEHELZ BN L, BEREMIZIERZEZHIRT 5 &, (B TE 55EH
EOYVANEEHTEES, WebtEXa VT 4 77 I7A4T L AX, vAX— U R NDGILGE
BHEAHIR L EEAN, AHEDOEEAENCT L ENTEET, 2T, EEHTESU X
7> B EEBERI AR E A HIBR v E T,

B TE D — FIEHEZEM, LEE, Furo— K753, UTFOFIEEZFEITLET,

[*> RU—7 (Network) ]>[FEFIZEDEH (Certificate Management) | DJAIZER L £ 7,

[REFAEDE L (Certificate Management) | -X— D [{F#ETX 5/b— FEHAEDEH (Manage Trusted Root
Certificates) | %7 V v 7 L&,

VA AR AV A MRS N TWRWRFER DB BN AL LOEETE 50— M EL B
T 25121x, LTFTOFIRZFEITLET,

[f > AH—=b (Import) %22V v 7 L, EWHET 7 A VEBBRLTGERL, (%5 (Submit) ] LET,
1 DL LD v 2 A G8RE A EOEEAE L#EE T 213, LTOFIEEFTLET,

a) FEXITAHEZEPMNIOUEHEEZ EEZX (Override Trust) | F =y 7Ry 7 REF I LET,
b) [#E (Submit) 1227 U2 LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
anzoEs ]

RT9 TS FFEDOMHEDa—%2 4 v rn— R 512E, LFOFIEZETLET,
a) VAADFEEHTE 50— MEHED R FTREAFEOARTZ 2 U vy 7 L, = M EZRALET,
b) [EFIEEZ 71— K (Download Certificate) 1 %7 U > 27 L&,

HIEEEIEE )

[#3#r (Updates) |27 > ailid, 7794 T VA DT AaDEEHTE 50— MEHAEL T
Ty I URARDNY RAZONWT, N—=V a AFREREKEFHERN LIRS NET, Zh
BNy RVTERICEHT S ET,

[FERAEDOE R (Certificate Management) |X— Y T[4 T <HEH (UpdateNow) 1227 Vw7 L, Ty 77—
RNATREZR T R TONY RAEEHF L ET,

720y EN-RAZEDRTR

VARV EHTHD LHESNTT By 7 SNIREAED Y X FE2FRRTHI2iE, LTFO
FIEZFATLET,

[Ty 7 EHFEHEEFR (View Blocked Certificates) | %27V v 7 LE9,

AEAE E X —D7 v T O— FERIFERK

—HBD AsyncOSHERE Tl EKEDMENL, TRl FIIREDTOITFEF & F— 02 TT,
7= & 2%, Identity Services Engine (ISE) 72 EOMEEEN Z Y LET, BEGFOEHE L F—
7y 7a—RLeh, WEEEZHRETHEZITH LWIEREE X —2 Ak LY TEET,

EEREFLUVF—DT7TyJTO—F
TIIAT AT v a— RT5HER, UTOBEFEZmHIZL TWAMENRHY 7,
¢ X509 EHEAZFEH L TWAH I &,

« —HTAWMBEXF—NPEM R TEEN TS L, DERERIFHR—FENTWHER
/\/o

ATV T [Ty 7 r— RENAHELE F—% i (Use Uploaded Certificate and Key) ] Z3#IR L £ 7,

ATY T2 [[EHE (Certificate] 7 4 —/L RT[BM Browse) 127 Vv 7 L, Ty Fu—RKT57 74 L E2HRTFLE
T
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RTLEBRIRYOEFT |
B ivsssvr—oxm

GE)  Web7uxiid, 77 A NVHNORMOERAEF I —2MEH L ET, FEAEY 7 A L% PEM
RICTHVERH Y £9, DER EXITVAR—F SN TWHEREA,

AT9T3 [¥— (Key) ] 74— /L RT[BH Browse) 127 Vv 7 L, Tv7a—FRT57 7 A NVERELET,

G¥) F—DR XL 512, 1024, F72132048 By N THAHIVLENH Y £9, fEF— 7 7 A /LiL PEM
R TRTNERY %A, DER ERIIVFR—FERTHWERA,

ATV T4 F=DREHALES N TV DEAIE, [F—IiEi b TET (Key is Encrypted) ] &38R L 7,
AT9TS [77ANVDT »7a—1R (UploadFile) 1227V v 7 LET,

AAERS S UVF—DAER

AT [ERSTRERE S —% i H (Use Generated Certificate and Key) ] 23R L £,
RATY T2 HLWVGEHE L +—%45 (Generate New Certificate and Key) 1% 7 U v 7 LE T,
a) [FERAE & X —% Rk (Generate Certificateand Key) | XA 7 R 7R v 7 AT, LBERARE#RE AL

i—a‘o
G¥)  [JLE4 (CommonName) ] 7 4 —/V RiZiZ, AT v = () ZBRAEED ASCH XT4a2 AT
TEET,
b) [FEHAEE F—% 4% (Generate Certificate and Key) | # A4 7 a7 AR v 7 AT, [4RK (Generate) | %7
Uy 7 LET,

ERRNTET 95 & [FEHE (Certificate) 1727 ¥ a 12, dEHEDIFERE 2 >0V 7 (GEHELEF
7 > v — RDownload Certificate] & [iﬁﬁﬂi%ﬁ RO HF 7 m— R (Download Certificate Signing
Request) ]) 7 ?E/Téi(biﬁ‘ F7o, WikR (CA) MOBAMEFAZELZZE L&, ThET v
Tu— RTLOIEHT 2 [BAATE .&Bﬂ% (Signed Certificate) 147+ a v bFERENET,

ATy T3 [[EHEL X 71— FDownload Certtificate] 7 U v 7 LC, 7774 T VAT v 7 a— KT 58 LWE
BEA X —RLET,
ATy T4 [GEAZBELEROZ 7 v — K (Download Certificate Signing Request) %7 U v 7 LT, BADHIZR
AEfR (CA) ICEET O LWVEEHE Y 7 A Va2 v rm— RLET, ZORBEOFEMRICOWTIE, GEFEH
EBAER BT R—Y) ZZRLTIEIN,
a) CANLEBEAMZXFEAZENRESINT O, REAZE (Certificate) |7 4 —/V RO B4 T ZFEHE (Signed
Certificate) ] C[ZH (Browse) (%7 U v 27 LT, BAMEZMHETZ 7 A VEREL, [Z77ALVDT >
7v— R (UploadFile) 127 Vv 7 LCT FIAT VAT v7r— KL%,
b) CADNL— FEAENT FIF7A4 7 ADEFTE L0 — FEAFEY A MIEEN TS Z L 2R LE
o VA MIRWEAIFBMLET, S W TE, BETE 20— MNEHEOEH (343—)
B TLTEEN,

B O ATLEEERIOET



| >27L8BE2DES
T ET |

AEAEZERER

Webt X2 UT 4 TTIT3ATURE, TTI7ATVRILT v 7 a— REINTEAEOER #E
BLER (CSR) ZERTEETAL, TDORED, T7T7A4 T 2 ARITHER S 7= REBH E %
T HIIE, DDV AT AN BALEREFITTOMERNHY ET, BTT T I7A4 T VAL >
A N— VT AENERH LT, 2OV AT AN PEMIERO X — 4R 7FELE T,

HH/N—2 a2 D 0penSSLA A h—/LIfLic, fEEOUNIX v U2 TE £, CSR
T TITAT VADKRA NGRS DH Z L i L T IZEV, OpenSSL Z i L7- CSR O
FROFEMICDOWTIL, BLTFOBATICH LA RIS RL T IZ30,

http://www.modssl.org/docs/2.8/ssl fag.html#ToC28
CSR WER S N= b, Wik (CA) IZHELFET, CAX, iE¥EL PEM A TIRL 7,

WO CEEAFE LIS T 25615, 1 % —x% > T [certificate authority services SSL server
certificates (SSL *j‘—/\uftﬁﬂi%%f LTWHRGEER) | 28R LT, BREO=—X |2 biE
LY —eR22@RLES, Y—E2ADOFIRIHE- T, SSLAEHEZBSFL £,

GE) B E OFEHEE AR LCEBATHILELTEET, %@flﬁ)@y_/Vlihttp://www.openssl.org
DOEERLD Y 7~ =7 OpenSSL IZEEFNTWET,

PRREBRE

Jb— NBRER(CA)DFEERAECAIN 2 T, AsyncOS TiX, HHREFEORGEOMEH VA — k
SNET, PHFEAZFE L ITEHTE 20— FRRERIC L > TRITSNZERAFETH Y . BIIO
FEAEZAERR T D7D SN ET, Zhid, BEHOEEZER L ET, 72L& 2E, BT
& D — FRRERIC K o TREEFEZFAT T D HERI DS 5- 2 54172 example.com (T X > TREHFD
FATSNIZE LET, example.com (2 X » TRIT S N-FEHFIL, example.com DFLEE F—35 K
WMEHETE 50— MBGEROREx — LG L TRIET 20 E R H Y 77,

%Hﬂi SSL Y Ry xzA 7 C [GEAEF=— ] ZXEFELTIIAT N (7 0¥
E. ZOLAITHTTPS Ve X ThDH WSA) BH— R"EZFIETEH oI LEd, @H.

P SFEAE T FREAEIC L B4 S, PRGEAREILEETE 20— FEAFEIC L B4
S, Ny Rz A 7| ﬁ~/\nﬁlﬂ)ﬂik£ﬂ<0)nﬁ@%£%:~/75w FATV MNMIERENE
7, . — NEEBEIT WSA OFEH CTEX 25EHER T ICHEAET 720, fEHETF = —
DORRGEILAEN L ET,

L, =Ty FRA U b2 T 4 T AREHENERE SNIZHGE. LT =— I
%@Eﬁ# FITSNER A, ZORR, = NISSLAY Ry = A 7 RIS —GEHEO H %
FoR L. WSA 7' TP RGEHEDSFIE L2V OEHET = — 2 RAETE 8 A,
VIO Y U 2— g o Tld, WSA FEE R FEHTHAL, BETE 2EHER M7 I8 ER
PMEEHEEZT v 7 r— KL TCWE L7z, BfEIL, CLI 2~ K advancedproxyconfig > HTTPS
> Do you want to enable automatic discovery and download of missing Intermediate
Certificates? %‘f{%ﬁﬁ L/T\ rqjﬁfﬁgﬁw%%@*ﬁﬂjJ %ﬁ;ﬁ&\:f%ijﬁo :ﬂfi\ WSA75§:ZVLE
DRV TFEFIREZHYIRL L9 LT 272D+ 27 r k2 TY,

2785852907 |]



RTLEBRIRYOEFT |
B Asyncostorweb 7y THL— R ETFYTF— 1

¢WE%£®@&T TATAGEBHR) EW o HEEERH L ET, ZoHFETIE, FETERN
AEAENFIET 25A . WSA 3% OFEI#EIZ [Authority Information Access) &\ 9 HLAEE
#%éﬂ&&biﬁo;®#%M$ I, A7 a VO CAFRITEDURL Y 4 —/V RBREEN
TWET, 207 1 —/L FITIE, W%@%~A£%¥®%% A SN A FITHIEEZ RS
THIENTEET, ZHBNEHARRIC/AD &, WSA 13— b D CAGEAENTIS SN D £
THRATH O EZ FIRICESE L, T — v Z2HERIEL LD & LET,

AsyncOS forWeb D7y T L—hrET7YTT—

AT, AsyncOS for Web & Z D arR—x halFiz, 7y 77 L—F Ly 7 b
VT N—=Tay) &7 v 7 T—h BEOY T =T RN—=Ta VOER) ZEHICY
J—ALTWET,

AsyncOSforWeb 27 v T L— K3 5=8HDRRX kTS50 FT4 X

« T U L— RERMMT LRI, [ AT LEH (System Administration) > [fRE 7 7 A
Jb (Configuration File) ] “\*—:/i 7oiZ saveconfig =~ RZMEH LT, WebEFx =V T 4
TITIAT o AMB XML a7 4 Falb—vay 77 A VERFELET,

*PACT 7 ANRHAX A A LTy Ra—PRHNX—TRE, T IT7AT 2 AT E
NTWaAMoO7 7 A NVERFELET,

T T L— FIRZIE, EE8EART T N TEWEBEEZ D LAV T EE N,
TCPEy v arvBF U a—RHIZHXA LT ML TCLESTSGA, Ty 77 L— Kk
B4 BAREMENH Y £,

T T L —RNETLIEH, XML 7 7 A MCHREERERFELET,
BEETE B
T TIIAT VAREDIRAFE, B— K, BIO®V Y F Q=)
AsyncOSH L UVEFa1 T H—ERXRAVKR—R DTV THTL—
KTy TT—F
TyvITOL—KDAHYa—FELA VR =)L

1R BHHIIZ

TFIGAT AP T 4 Fal—ay Z7ANEBRGELET (T 7547 v ARTEOHE
7. B— K, BLWI vy b Q=) 25H1) ,

B O ATLEEERIOET
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\}

FuIoL—kogyrn—reqvz b= |

G¥)

AsyncOS % Cisco =026 Tl B = =G 1 EIOBETH Vo — KT v
U= RT5581F Ty 77— RNIF v e — RRICAEBICETINET, Ty 77 L—
h7mtx0%#ﬁ_\ﬂf N0 BHEREINET, ZORFT—RNFREN TV R

CrlZf L7 CTCE2MT L, ¥ rm— NORGBANCTY v 77 L — Rt 2% §& T T
£,

I EOBECH D a—REALS VA M=NEITIND, FZEFNN I TTU L RTHE Y a— R
LB TA A R—LTEET,

ATy T [V AT LEH (System Administration) ]>[3 A7 A 7 v 77 L— K (System Upgrade) ] Z 3R L 7,
AT T2 [Ty 77 VL— K47 a (Upgrade Options) ] %27 VU v 7 LET,
TyTTVV—=RAT a7y 77— R A A—VERRLET,

RIE

B

v DIEIR

Ty T T = RAF T g e[ u—KEA A=/ (Downloadandinstall) ]: 1 [AIDEETT »

ST L—FREX o a—RLTA A= LET,

FTTIA VA I=THF T ru— L TWLI5E, BMFo¥ v om— K%
EEETLLORDOENET,

s [ ua— KD& (Downloadonly) |: 7 v 7L —RKA VA N—=TF %K
7oua—RLETNH, 42 M=UIITVER A,

TTICA VA N—=TEX Dy a— KL TWBA5HA, BEIFOX v — K%
EEEXIEIROONET, AV AT FV—EREHWTH LR
AN I 7T RTCHFyu—RLET,
Fyra—RKRETT5HE, [4 A M= (Install) ] RZ U PERE
T, TORF L EI )V LT, Fyra—RNLET v 77 L—FR&aA
VA R—=VLET,

[Ty 77— RS —=N_THEAERT v 77— R A A=V T 7LDV A
I (List of available upgrade images files at upgrade server) | H, ¥ ma—FR
FTBT v T T L= R A A=V EBIRT Bir, F7rm—FLTA % b= L
T T T —=RAXA—=VEEIRLET,
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LELFEIRR T—4 RDEF

RIE

B

T 7T L — RO U

CBUEDREDNNY VT v a—%T 7747 A D configuration
TA L7 MVISREFTDIE, [Ty 77 b= R 5HIC, BUEDREE
configuration 7 4 L7 K UIZLR{F (Save the current configuration to the
configuration directory before upgrading) ] &4 12 LE T,

o« [BAEDRRE Z 147 (Save current configuration) ] 47> a3 A4 1T/ -
TWBHEA, [RETZ 7 A NVHDO/NNAT — REFET (Mask passwords in the
configuration file) | A4 I LTy 77 v 7 a B —NOHAEDTTD
W7 V= REe~v A7 $TH5ZENTEET, L, WA= RRv X
7 SN T 7 A WL, [E% 2 — K (Load Configuration) ] 2~
T%, CLIloadconfig A~¥ R THHE—RTLZENTEEREA,

FIPS E— FRAEMZ SN TWEIGE, [RET 7 A4 VND/SZA T — K&
543 % (Encrypt passphrases in the Configuration Files) | % 41295 Z &
MTEET, ZNHLDT77AME, Vr—RTL52ENTEET,

o [BITE DR E Z /17 (Save current configuration) |4 7' a3 VA (2725
TWAGE, [77 A VEA—/LTE(E (Emailfileto) ] 7 4 —/L FIT 1D
UELOBEFA—NT RLAZATTEET, ANLEET RLRIZ, Ny
VT v TRET7ANDAE—=NEFA—NLVTEEINET, W~ TH
BoT7 FL22XEY £,

RATv T3 [#ifT (Proceed) 127V v

7 LET,

A VA N—=NAHDLGE, RITHENET,

a) YukvARpoTarr
b) ETERDLTm T

MISETEDEICL TSN,
KT, [ <HES (RebootNow) 127V v 27 LET,

) M09k, TTIAT VAT 7REA LT A LET,

Ty T L— ROMBEBEET H72OILT 74T AOEREHRERATLILENH L L Bbhs S
Bl HEENE 20 UL E2EE L T L HEAL TS,

NY DTS5 R Ao 0—RFDXy ILERIFEIBRRAT—2 ADOEKRT

ATy T [VAT LEH (System Administration) > [ AT A 7 w727 L— R (System Upgrade) ] Z3%&R L F9°,
ATV T2 [Ty 77— RAT7 a2 (UpgradeOptions) 1 %727 UV v 7 LET,
ATV T3 ROFT v a v wRRLET,
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BRBLUFRLET v ITF— Ty TTL—Fnszy— |

S BEFIR

Fyoa—RKAT—=HA|RX=VDOHFREMRL T IEIN,

e HATEDF 7 b R 5 L OF D o a— FSZT LCA v 2 b LS DD %
FoTWVDBLDONRWEARIE, F¥Ure— RORAT—X AFRITFRINER
/L/o

Foyra—RKOFxFxy ot [ R=VoFRiZHD, [F U ue— R&EX+y /L (Cancel Download) 784 >
JL 7 Vv LET,

DX T at, Furn— KT FRRENET,

Hyona—RERizA v | R=Yohgichsd, [77 A VEHIERE (DeleteFile) | RZ %27 U v 27 LE

A b —Z OHIER R
TOFTasE A VA P=TINE T a— RENTWABRBICDOAFRE
nET,

ATvT4 (LR Ty7 7 bv—RaZ xR LET,

RDBERY
A&
=NV BLOVE—F T T T— = (L2—)

BASKUVFEHI&BIT7YITIT—MNT7YTITIL—FDH T —

AsyncOS 1Z, #HT LW AsyncOS 7 v 77 L — R&ERLS, 7 XTOEF2V T 4 —ERX 2

=R F~DOF LT v 77— b3 anin, BT v 77— F = bEE

T AsyncOS %7 v 77 L— R 5I21%, AsyncOS BMER A[RER T v 77 L— REfWH bt
&5, FEICTERTHLENSH Y £9, AsyncOS WEHAFEEREX 2V T 4 h—ER T v
TT—hEMWEDEDL XS, FEITERTSZZELTEET, FFMICOVTIR, LRio/N—
¥ 3 D AsyncOS for Web ~D1E5c (47 X—2) R LT IZIV,

AsyncOS N7 v 7T — FNEET v 77 L—RKDT v 75— h—_ERETHEE1L. L
TOFRZFETLET,

1. 7y77— k=N GoEET,
VAATE, Ty T—bF = NUTOY =2 & TEET,

«Cisco 7V TT— bk H—\, FEMTHOWTIL, Cisco 7 v 7 F— h =607 v
TF—= T T T =K 43—) EBRLTIEEN,

s O—AJI H—s\, FEHIZONWTIE, B— DN =N EDT v T 7 L— K (44 <_—
V) BERLTLEIN,
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B cr2v7/9—Er0avK—% FOFBIZ L BEH

2. ATFHEERT v 7T — bE7IEXAsyncOS DT v 77 L— K R3—V 3 v & —EHFKKT 5 XML
TrANEZELET, ZOXML 77 A0F [~=7 =2 ] EFEEINET,

3. T T— b ERWRT TR A A=Y Ty ANV EX T 0 — RLET,

tXxa)TF4 H—ERDaAVER—RY FOFENIZ L DEH

ATvT1

ATy T2
ATv7T3
ATvT4

FIFINLIFTIE. X2 T 0 —ER IR —x%2 ME. Cisco 7 v 75—k B—3
BT —HR—AT =T NZEINCT v 7T — b eZFE LET, 7277l FHTT—FX—2
T—T N EEHTXET,

Y

GE) —¥o7 v T — MI. BEICHEE L7 GUIX—U bt T~y RTRIATE £,

Je

EXYbh ToTFTF=u T T ANDT T T =T VT A BT 4 ORLEREFR LT ES N, [V R
7 L HE (System Administration) |>[R 2 %7 A7 U 73 3 (Log Subscriptions) ]~X— D
Ty T=Euls Ty AR LET,

Y

G WHEHFOT v 7 T— MIFMTEEHA, TRTOUEFOT v 77— ME, B LWEE I HE
HENDENCE T THOLERH Y 7,

[T AT LEPE (System Administration) 1> [7 v 77 L— K& 7 v 77— FO%E (Upgrade and Update
Settings) | ZiE#IR L 7,

[ % & Z MRt (Edit Update Settings) 122 VU v 27 LE£7,

ToTT—hF 77 ANVOBFERELET,

[BEX=U7 ¢ % —ERX (Security Services) | ¥ 7IZHDarHm—3> b =D [4F HEH (Update
Now) |#pEXF—%2MHAL T v 77— 2B LET, & XX [BX=2 VT 1 —E X (Security
Services) |>[Web L' E'=7—3 3> 7 (/L% (Web Reputation Filters) ] ~~—3 T,

B mt 2 CLIBEOWeb 7 7V r—va A 02 —T A AL, IWENES 2o T
RIS T VT DGR HY £7,

A—AILBEIVCYE—FT7YvTT—FH—N

T 74/ R TIE, AsyncOS L, T 7T — M A A=V ET v T T =R A A=V BN~ =
72 AKRXML 7 7 A MIDOWNWT, CiscoT v 7T — bk P—NICHWEDLEET, 2720, Ty
TITV—R A A=Y T T T—h A A—VBILO~Y=T 2 AN 77 A VX ra— T

B O ATLEEERIOET



| v2x7L8BE22H0ET
Cisco 7Y FT—hr Y=\ oDT7 Yy FTF— 7y TIL—F .

LN CE £T, UTOHBENL, A A=Y 77 A NVEFIv=T = A F 77 AT
H—=HN T T T =k P=RNEEHLET,

cRBEICTYTIL—FRITBT7TSATURABNEHDYET, £ T —7 D Web H—

NZT T T V= RA A=V FX7a—RLT, Xy NT—IHNOTXTOTFI7A47T
AIHEHTEET,

e T 7AT 9+ —ILDHREIZIE, Cisco 7Y TT— b H—1IDRET4 v I IPT7 FLAN
WETY, Cisco7 v 7T —hH—NF, X4 FIvIIPT RLAZFEHAHLET, 774
TOA—NVR) = LRELTWDSE, 7y 77— FBI AsyncOS 7 v 77
L— RIZk L TR BREZRET H2MLERS LA 0/H Y £7, FHMlc OV TL,
Cisco 7 v 7T —h W —"OREXT v 7 T RUVAORE @A3X—) 2R LTLE
S0,

)

GE) wm— A7 v7TF—hH—NgEeFxal7 4 $—E2OT7 v 77T — b HBWIIZELEE
No AsyncOSDT v 77 L— RDHZEZFELET, AsyncOSDT v 77 L—RiZa—hLVT v
TT—=h Y= REGHLI-EIE, Ty 7T — e T v 77— ROREEZEE LT, HUCisco
TyTT—= Y=L LET, ZHICEY, EF2 VT 0 = ZARHUA
BT v 7T = hEND LT £,

Cisco 7Y IT—hHY—n\DhoD7YvTTF—rET7YTHTL—FK
Web X2 UT 4 7774 T AL, Cisco7 v 75— bk —NCEEEw LT, Ty 7Y
L— R A A=Vt EeXFa2 ) T4 V=R T v 75— 24700 —RC&Ed, 7774
TUAX, AT v ST = T L —FRE Xy u— RNLET,

Cisco 7Y TT—hH—IDRE T4 Y9 7T RLADEE
Cisco7 v 7T —h V=%, 4TI IPT RLAZFHALETST, 77 AT U4 —L iR
Vy—% L<HEELTWDIEHA, 7Ty 7T — FBLWAsyncOS 7 v 77 L— Rk L CH
E’Jﬁﬁﬁﬁﬁ'ﬁ%ﬁﬁﬁ‘?‘ézgﬂ%é SAENH Y F7,

ATVl VRa hAFv— P HR—FHEDLE T, AZT 427 URLT FLAZEEBLET,

AT9 T2 [VAT LEH (System Administration) |>[7 v 77 L— K& 7 v 77— D% E (Upgrade and Update
Settings) | ~— Y DNAICHER, [BHTERE & fwe (Edit Update Settings) 1427 U v 27 LE7,

ARTY T3 [T 7T — P ELMmE (Edit Update Settings) ] X— D [T v 7T — b —s3 (f A—)  (Update
Servers (images)) |27 v a > C, [m—H /T v 77— k¥ —,3 (Local Update Servers) [ Zi®IRL, AT v
T 1 TCHRfFLIAZT 427 URLT RLRAEATILET,

AT T4 [Ty 7T —F %= (UA L) (UpdateServers (list) ]2 3> TCisco 7 v 7T — b — 38R X
NTWAZ EEmRLET,

ATy s BHEEEL, RELET,
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B o—rrs—vroryrsL—r

A—AILY—n\hoD7yTJL—F

O—AlLT7yIFToL—

Y

Webt X UT 4 TFF7A4AT A, Cisco7 v 7T —h =BT v 77— REEER
HBTaRbVIC, Fy hT—=TNOP— 15 AsyncOS DT v 7 L— K& X7 n— KT
XFET, ZOMREEFERATLE, VAANDLIRIEG T v TS — R A A=V EF 7 a—FK
LT, Xy hIT—=FTNOTRTDOWebxa T4 TTIAT LV ATENEMEHATDHZ LN
TXET,

WOKNZ, Web BFX 2 UT 4 T TXIAT LV ATA—HIN P —NRINST v S L —ReF 7
B—RTBHLL AERLET,
R1:O0—hILH—n"DOo5DT7yFTTL—FK

Cisco Update Servers

S 1 TP connection to Intemet through firewall
S DA

= —
, ——
e

-+ =
— local HTTP connections
-4

Local web server with
access to the Internet

Web Security Appliances

KY—\ON—Fz7EELEVCYVI Oz 7EHR

AsyncOS7 v 77 L—R 77 A NDX 7 a— KT, Web”7 7 U TZNEA > U —
TV AT DEREETHNENRH Y, CiscoT v T T—h V=R L F—Fv 8T 7 A
DRHEZ72 0 F9,

GE)

DT RUVASNOHTIP T VB AETFATDHT7 7 AT U — IR EMEERETIOVLEND DY
B BEDIPT RLATIEZR DNSEAZHEA L CRETAHALELRDH Y £1,

AsyncOS 7 v 77 L— R 77 A VDKRAT 4 7 TiE, WiEkx v vV —7 LoV — %, LA
N OBEBE A FF2 Microsoft IIS  (Internet Information Services) 72 &' Web #—/3F 72 1% Apache
DA—=T v V=AY =N fHORERDY 7,

U FEBAZDT AL NV EFIEI T 7 ANLDOEREYR— L TWNWAZ &

B O RATLEBIRIDET



| v2x7L8BE22H0ET

A—ANLH—nDsDT7 v FTJTL— EDKE .

T 4L N)DOBRATEEH L
cEL GRREZZ L) F73EA (IfEi5) ) BiEAICERESN TS

« % AsyncOS 7 v 77— b A A —VITHRAK 350 MB LA EDZEE T 4 2 2 FHIBMFET D
ze

O—AILF—n\hoDF7y T L—FDE

ATy T
ATy T2

ATv7T3
ATvT4

ATy TH

\}

CE) 7977 VL—FRORTRICEF2UT 4 —E X arviR—xr b5 BEIFEHREIND
X2, 7o TF— T o7 T L—FROREEEF LT, Cisco7 v 7T —h P—n (XA
FIVIFEREFAZXT 47 T RUVRAEHERH) #FHTL2Z L 2HLEL 5,

ToTT— R 77 AN ERSEBLIMMMET LI —I v —R"ERELET,
Ty T —NRzip 7y ANVEX T ra— RLET,

a—AN Y= EDT7 T W EMEH LT, http://updates.ironport.com/fetch manifesthtml (27 27 A LCTT >
TITV—= R A A=V Dzip 77 A NEF Y a—RLET, A A—VEFXTra—RT52F, Y70
FE WHT 7747 v AM) £1EVIN BT 7747 0 2AH) BT T IA T ADN—=V a3 v
Ba AN LET, FRWRERT v 77V —FOY A MBRRRENET, ¥Vra—RFT57 v 77 L—
RR—=Tarvzr7Vy s LET,

T4 LI NIEAEFEETICa— I =DV — T 4 LT NIIZHDBZIP 7 7 A NV L £,

[ AT LB (System Administration) ]>[7 v 77 L — K& 7 v 75— FDOFFE (Upgrade and Update
Settings) ] ~X— % 721% updateconfig =~ > REMHEHL T, =0V —"EMHHT LT 7747
VALERRELET,

[ AT LB (System Administration) ]> [ AT A 7 v 77 L— K (System Upgrade) ]-X—C, [fff
WRE7R T v 77 L— K (Available Upgrades) | %7 U v 7 357>, upgrade 2~ RZFETLET,

O—AIEYE—HMZBITFETYTIL—FAEDHEE

LR OFHERIL, Cisco 7 v 77— b =06 TlER <, B—L $— 305 AsyncOS %
Ty T T L= RTLGEEICHEYLET,

e Ay — Rz, Ty 77 L —RZEBA VA =0T ICETENET,

T T T L— K T et RAOBBENC, NF—B 10 BEFREINET, ZONFT—BEKR
INTWAEIX, Control I LT-JREETC 24 &, Fvuro— ROBRWBRNZT v 77
L— R o2& TTExET,
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B 777 —rss09—Ex 7y TF—roRE

7T L—FBLUVH—ERT7YTT— FDETE

WebEXa2 U7 4 TFI3ATUAREX2 YT 0 —E R T v 77—~ AsyncOS for Web
DT v FTL—Ragdvran— RT3 HEZRECEET, LEAE 7rAMvaeyvrm—
T2 EEIHERHT IRy NI A H—T oA AEBIR L2, T v 77— MR EHRE
Lz, B8 v 77— a7 4 E—7 ML TEET,

ATY T [V AT LEH (System Administration) |>[7 v 77 L— K& 7 v 75— D% E (Upgrade and Update

Settings) ] ZI®IRL 7,

ATY T2 [EHHEEMmE (Edit Update Settings) 1227 U v 27 LET,

ATYv T3 UTOEHRESEICLT,

REMEZRELET,

RIE

Bl

HEI ST (Automatic
Updates)

X2 VT4 AR R—R NOBRBT v T T — b A X =TT DN E I
EERLES, ABEHZRINT 256, FEBBEZADLET, 77410
(IA X =TT, BHERILS 5 TT

T w77 L— RO@H
(Upgrade Notifications)

AsyncOS ~DHFHOT v 77 L— RN AFAHETH HGEIT, Web A ¥ —
T2 A ADEICBNERRT HNEIDNEBRLET, 77747 AT,
EEEICH L TORZOBAERRELET,

SRR OV T, AsyncOSforWeb D7 v 77 L—Kh &7 v 75—k (38—
V) BEZRL TSN,

ZR)
(list))

7T F— b =S (Y

(Update Servers

FRMEERT v T 7L —RET v T T—b DI AR (v=7=A XML 77
A)N) %, Cisco7 v 7T —hH—"EEFr—F L WebH—DEL LMD
Zyva— RTHnE®ERLET,
=GN T v TTF— NP RNEBIR LTS, V=07 7 A VA B LR —
FEEEET, VAMD~Y=7xAMXML 77 A VDORERNAZ AT LFE
T, R—FDT7 4=V FEZEDOEFIZLIZHA. AsyncOS (FA— b 80 %1
LET, W—\DRAEEZ LT LT 256, AiRa—FH e AT L —XH A
HLET,
e N—=RU T TTIAT LV ADY =T = A MBS 5760 URL 1ZLL
ToEEsh T,

https://update-manifests.ironport.com

AT FIAT L ADY=T 2 A NERET LD URLIZLLTD LB
D ‘/C:‘TO

https://update-manifests.sco.cisco.com
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LIRTD/8—< 3 >0 Async0S for Web ~DE T .

RIE B

TyTT= b= (M| T T T V=R A A=VRT v T T = A A= %, CiscoT v 77— b H—
A—)  (Update Servers | /NE72lZ 2 — /L Web P — "D ELLNB X T — R 50 &BIRLET,
(images)) 02—V T 7T — N = NERIR LA, /3D —ZX URL &R —
FEFEZANLET, R—=FD7 4=V REZEOEFIZLTEHA. AsyncOSIE

R—F8EHHALET, V—RRFEEZMLELTHHE, Ara—V4 L
INRATL—AHb AN LET,

HEEV—vx—E ToTT= =N T DL XL, EORYy NT—7 A F—T A A
(Routing Table) DON—T 4T T—TNEMEHT N EERLET,

Xy —s3N (Proxy |7 v AR —LDTBX P —"BNEEL, SRIEDN MBS AL, 1
Server) (A7 ay) |, 2—V4, BIORSRTZL—X%2ZZICANLET,

RATYyT4 BEREAEREFL, RIFLET,

RDZRY
HEIR R
e —HINBLRVE—F T v 7T —h = (423—)
cHEIBLORTFENC L AT v I T —NT v 7T L — RO — (41 _—)
s AsyncOS BLUEF 2 VT 4 F—ER AV R—% hOT v F I/ L—RET v FF— |
(38 =)

LLETD/N—2 3 > D Async0S for Web ~D1E T

Web [ AsyncOS (213, BRAKFIZ Web A XL —7 1 7 2 27 A AsyncOS % LART DFREFH
ﬁ@B»FKE#% ENRD Y £,

N

GE)  N—=T =375 KV HETD Web ] AsyncOS D/3— 3 VNIRRT EE A,

BT TSAT U ADAsync0S ZE T LIZIGEDSA U RA~NDEE

AsyncOS 8.0 (ZHH T LA, 77 IAT ANt X 2 ) T 1 HEFE/R L TWeb 7 %7 3
VEMIET S 180 HOMTHIIESH Y FHA, T4 AOHEHMBIIEELZ T EH A,
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. BER7OERATOAY T4 FaL—2a 2y T7MILOER

ExAtERATOaV T4 XaL—3Y T7M4ILDFER

NR=Ta VISTHEHTHY, TRUEODN—=Va T v I 7= R84, 7Ty 7 7 L—
N7t I WebtXa )T 4 TTFIAT U ADT 7 A NMIBUED T AT LERE A HEIIC
RELET (L, Rl T7 o7 LT, arvJ4Fab—rary 7y Vka—iL~
VUCFEITRET A ZEAHRELET) . UKo T, LHION—T 9 B L LTk,
AsyncOS for Web 23 LARTDO U UV —AC#EST 2 a0 7 4 Falb—ary 77 /bxr— RT&
FI, L, BrgFEITTLE, BEA YT oA RAZBIEOR Yy NU— T REEFEHL
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* SNMPv3 = —H 4% v3get T9,
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CLI @45l : snmpconfig

wsa.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> SETUP

Do you want to enable SNMP?
[Yr>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: wsa.example.com)

[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[1]> 2

Please select SNMPv3 privacy protocol:

1. DES
2. AES
[1]> 2

Enter the SNMPv3 authentication passphrase.
[1>

Please enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[r>

Please enter the SNMPv3 privacy passphrase again to confirm.

(1>

Service SNMP V1/V2c requests?
[N]> Y

Enter the SNMP V1/V2c community string.
[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?
[Y]>

B O ATLEEERIOET



| >27L8BE2DES

CLI @45l : snmpconfig .

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.
[127.0.0.1/32]1>

Enter the Trap target as a host name, IP address or list of IP
addresses separated by commas (IP address preferred). Enter "None" to disable traps.

[127.0.0.11> 203.0.113.1

Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled
Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Yl> y

Enter number or numbers of traps to enable.
commas .

[1>1,7,12

Separate multiple numbers with

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check
[http://downloads.ironport.com]>

for connectivity failure?

What threshold would you like to
[95]>

set for memory utilization?

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> wsa-admin@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1
SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32 .
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west;
System Contact: wsa-admin@example.com

port 161.

rack #30, position 3

ey
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. CLI D45l : snmpconfig

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

wsa.example.com> commit

Please enter some comments describing your changes:
[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT
wsa.example.com>
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