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Identification Profiles and Users: | Select One or More Identification Profiles

Identification Profile Authorized Users and Groups Add Identity
IdentityPolicy2 - @ All Authenticated Users
Realm: NTLMRealm2 -
—p ") Selected Groups and Users @

Groups: Mo groups entered
Users: No users entered

IdentityPolicy1 -~ 7 All Authenticated Users

I @ selected Groups and Users
Groups:
Realm: NTLMRealm1
WGANAdministratorl ]
WGA\Cert Publishers
WGA\Domain Guests
Users: No users entered

) Guests (users failing authentication)

I IdentityPolicyForFTP  ~  No authentication required i}
IdentityPolicy4 - ) All Authenticated Users
) Selected Groups and Users
Groups: No groups entered @

Users: No users entered

@ Guests (users falling authentication)
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(Authentication | ¥ ¥ /L 23iB 7 0 7 7 A VORGFEEM L — T AHLERH Y 9,
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e [IP7 FL AP Address)]:Web 7 2% NI HEDIP 7 FL A
DFBREH A —H 2 38HF U E 37, B = — kB 05513,
COF T arEERLET,
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F—a T EIlKE RIS v X —F AT DD
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R=U T VT VU VDS bET 4 E—T7 M LTt & X
DOHERTEET,

o [RM7 U — RESRICHE UV 17— MR E 2 i M (Apply
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ERT 20 n s — s 2R ERICEAT 5258412
FT (7 LTy VOB SALS BEIIC A R —T 22 ) %
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T-FTERMSN TV OBAICOAFRENET,

) [/ v —LERGERR E (Global Authentication Settings)] T, 9

NTOERIZHT HGET 0 7S — b DX A L7 7 MaZE
BTEET,

FIE 8 [A 23— v T DEFE (Membership Definition) ] & 7 > 3 & TR L7zfkA =l Lz A >
N= T NRGRA=FE/ELET LU TORIRTA TV g L T TO—FE ol
ATEX b TiEHY 8 A,
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Za haBIRA D E
# (Define Members by
Protocol)

ZOWM T Ty A NEENT 57 b ava IR L E
L3 _RTOTr barz@R LT EIN,

[HTTP/HTTPS]:FTP over HTTP. B X O & ~7 1 vt L
T HTTP £ 721X HTTPS Z i ¥ 2T X CTOERIZHEH S E
I, HefE o~ v b = 021X FTP over HTTP, 3 L OV HTTP
CONNECT #fEH LT R R U v 7 3ndbZDMmo7 e k=
b EENET,

[+ 7 « 7 FTP(Native FTP)]: %A 7 4 7 FTP Z:RIZ D Zjii
HEiET,

[SOCKS]:SOCKS RV > —IlzO L Sk,

<2V IDICELB A N—
D EZ (Define Members
by Machine D)

()

[ZORY =TI~ ID ZHH L7220 T < 72 &0 (Do Not
Use Machine ID in This Policy) ]: = — %X~ > ID IZ X - Tillk
B ER A,

['7\:/\/ID é’/\\**xﬁ L/ﬁ_:L _‘j-nu_‘niET J /*‘O) (Define
User Authentication Policy Based on Machine ID) |: = —# [ Fi AR
FIZ~ > ID IR > TlB S L E T,

[« 7 /b—7 (Machine Groups) ] #Hk% 7 UV v 7 LT[R
AEYE &~ o v 7 )L— 7 (Authorized Machine Groups) ] ~X— %
HRLET,

BT K7 NV—72812 [T 4 V7 b UK (Directory
Search)] 7 4 —/V RIZIBINT B 7 Vv—7" D412 AT L. B
MAdD) 1 %27V v 7 LET VR NDLITNA—T2HIRT 5
WX 70— %8R LT [HIBR (Remove) | &2 V) v 7 LE7,

[56 7 (Done) ] 2 27 V v 7 LTHIOR—=IIZEY £97,

[—v > ID (Machine IDs) ] 83k % 7 U v 7 U C. [FRFEH A~ >
> (Authorized Machines) | ~— Y & F /R~ L £77,

[FREEH A~ o (Authorized Machines)] C.~ 3 > ID & AJ]
LCARY v —IZBEfT 58T (Done) ] #27 V v 7 LET,

~ v 1D @\—J:}:)nmu ‘iSZ\7 & £ — F@%T-ﬁ‘j‘“— }‘ é
U, Active Directory = % B & L F 7,
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AR E (Advanced) TR arEREBELTOEBMDOA U AN— y FEEZER L
ESc

« [7'm* ¥ AR— b (Proxy Ports)]:Web 7’2 ¥ > ~D7 7 & AT
T2 12U EOT %y F— P aRELET A— b
oE o~ TREI S TAD LET, BURBI RS O 56
Tuxy R—MITITUPTHRESNET,

B DS EIE SR — M LR L TY,

AR— RO ID OEFRIZ.T T T4 7 > ABRHR R E5E —
RCEENTWIEE. FHREF 794 T BT 77347
AN R E R ZRET D5/ Ik b L<HMELET. 7 7
AT v FERNGERINZT T I7AT AV EAL LT NER
DAL AR — RO ID DERIZ L > T—HOBERPIES &
nNaszendn £4,

« [URL # 7 =V (URL Categories) |: =—VEFR L T2 ILERF HD
URL 77 YV &R LET, T 74/ FTIE WD A /83—
Ty TR S IE T, OE D (LEIN(AAD) ] FITIER STV
RVNRYD Web 7 X 3T _XTONT Y A MELET,

URL B 7 SV L S TAUN— A ERTALERD S
LE. O T IV T HRAMERNGRATLILEDSH D
LEXIXID SN —TICDOBREFLET,

o [Z2—H =—T x> F(User Agents)]: 7 T4 7 > FERTHD
Mhofea—HF -V NITEIZKR) v— 7 V—TF A
Ny TERERLET, —KHWICERINL TV —V =
M ERIRT 50 EREBZFEH L CMBO T 7 U2 EXT
%\i—g—O

Frr.onNb0a—YF 2 —T 2 NOIBEEE D DRI

DMBIEELET DED A=V TOERITER LT

A=Y =V NOREEGODLPGRR L Tc2—F =—T =
v MRS T ENE ) EfRRELET,

FIE 9 EHEEE L THE L ET (255 (Submit) ] & [E W % # € (Commit Changes) ]) »

REEIEH
e TV Ra—F Z LTy LORSGOME(5-1 <—)
o RYT— HRATIZLD Web EROEFFLAMEE (10-3 ~<—2)

|D OB/
XU BT
o BT T AN ET 4T NZTDHE HETLIRY —EZOMB T a7 7 A R
HIBEN 2D THEEL TS EE N,
e WHITH T s ANEHEAX—TNMILTH. ZOMBHT e 7 7 A VIR Y O —ITHOBEE
fHF s Ew A,

FJE 1 [Web X = VU T 1 <= F—+ (Web Security Manager) | > [ 7" & 7 7 - /L (Identification
Profiles)] Z3&R L £9-,

FIFE 2 AT TrANT—TNDOTO T A NET )T LT FOTO T ANDERN T a7 5
A )V (Identification Profile) ] “X— Y Z Bl & £,
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FIE 3 [ZTA4T 2 Max—Hi#B 717 7 A VD% E (Client/User Identification Profile Settings) ] D E. |
H5 [#A~7 a7 7 A v DEFZNY (Enable dentification IProfile) ] 2 4 > £72i34 712 L F 9,

FE 4 AHEEE L THEE L ET (255 (Submit) ] & [ZF % i E (Commit Changes) ),

BT 0T 7 A L &AL
WO GRN T 0 7 7 ANVPREMEHT 2L ICHESNTND L EIT Web X0 T 7
AT v NERE#RMN T 07 7 A WK UCRHIiT 2 HiEE R~ LET,
o WEEY BT —R72L
o WIEY S —HRELTOIPT RLA
o BEMEREGHTLIREI S —FELTDT v F—

o BARMERZMERTAIHEYI ey — e LTOY v X — (7 LTy LD BN A % —
TN T S TWBES)

& 6-1 R 7 22 7 A N FERRFF T 2R Y2l — PEBLNIP N—XDY 2 — pR L

C Receive request from client. )

.| Compare the dient request against the next (or first)
[dentification Profile in the policies table.

Yes

A,
‘No Is the dlient subnet in the ldentification

Profile’s list of subnet(s)?

Yes, or none defined

No Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

Yes, or none defined

No Is the user agent in the policy group’s list
of user agents in the Advanced section?

Yes, or none defined

_No | Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

Yes, or none defined
v

4"—0{ Does the Identification Profile require authentication?
Yes

v
Yes Does the client successfully authenticate as a
member of the applicable realm or sequence?

No

v
Does the Identification Profile support guest No
privileges for users failing authentication?

Yes
v

Assign the Identification Profile and then evaluate TE:;;;attE z:::n:eﬂfl::;t
the request against the other policy types. - .

authentication required.
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B @i oo (L3

WO GBI 7 1 7 7 A VRFREEY 17—~ & LT Cookie ZFEHA L. 7 LT v ¥ ¥ LOREE4L
AU CVERDHARMICIEE SN L) ICERESN TS L EIT Web 70X RT T A
T NERERN T T s A L CREMT A FEAE R LE T,

& 6-2 BB 7 e 7 7 FERGET 2t R :Cookie N— X DS — h

( Receive request from client. )

No Is this a transparently redirected encrypted HTTPS
transaction received before an HTIP transaction?

Yes
A4

Is the HTTPS Proxy configured to decrypt No
the request for authentication purposes?

¢ Yes

Compare the client request against the next
(or first) Identification Profile in the policies table.

Yes
oMo Is the client subnet in the Identification
Profile’s list of subnet(s)?
Yes, or none defined
_No Is the proxy port in the Identification
) Profile’s list of ports in the Advanced section?
Yes, or none defined
No Is the user agent in the policy group’s list

A

of user agents in the Advanced section?

Yes, or none defined

No | Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

A

Yes, or none defined
v

4N—0| Does the Identification Profile require authentication?
Yes

A
Yes Does the dient successfully authenticate as a
member of the applicable realm or sequence?

No

v
Does the Identification Profile support guest No
privileges for users failing authentication?

Yes
v

Cl\ssign the Identification Profile and then evalua@ Terminate the request.

. . Reply to client with
the request against the other policy types. authle)sr)l'tication required.
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o HAGRREICEAT SR (A-3 ~—)
o RUT—IZHET LI (A-17 =X—)
o AU A IV (A-18 X—)
e« RUL—DFIT TNV a—=T 47 YV—)LiRY — FL—2Z(A-19 X—)
o Ty 7 AN —4h T X IBT DM A25 2—)
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