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(\: Receive requeit from dlient. )

Compare the client request against the next

™ (or first) Identification Profile in the policies table.
‘ Is the current policy group the global policy? }Yeis
No

No Is the transaction assigned to one of the policy group’s configured Identification
Profiles, or does the policy group use “All Identification Profiles™?

Pa

4@ Is the current time in the policy group’s configured time range in the Advanced section? ‘

i‘fes, or no time range defined

4&{ Is the client subnet in the policy group’s list of subnet(s) in the Advanced section? ‘
l‘fes. or none defined
Qﬁ{ Is the proxy port in the policy group’s list of ports in the Advanced section? ‘
l\'es. or none defined

4&{ Is the protocol in the policy group’s list of protocol(s) in the Advanced section? ‘
i‘fes. or none defined

4@ Is the user agent in the policy group’s list of user agents in the Advanced section? ‘
i\'es. or none defined

Mo Is the URL category of the request URL in the policy
group’s list of URL categories in the Advanced section?

i‘fes, or none defined

Is the user one of the authorized users listed in the policy group? (List of authorized

No users can be a list of user names, user groups, all authenticated users, guest users,

or All Users. If the policy group only uses Identification Profiles with no
authentication, then all clients are authorized.)

Yes
v ¢ i
Apply the Access Policy group settings to the client request. )
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AKX 27 J)v—7 % 7 (Authorized Secure Group Tags)] U A k75 1 DLL E®D SGT %
EJ'JI‘??‘ZD VIR 2= R U 2@ R L [HIFR (Delete) ] 22 U v 7 LET,

[56 T (Done)] %7 VU w27 LT [/ /—T7 DB E I3 (Add/Edit Group) ] ~— VIR D 7,

BEE A
o FFRE#EPHRS L0 4 —4
s RV —=TOIIAT LN T TV r—3a O]

RY S —DBRE

R — T =T NDOETIEIRY) —TFEFEZEL . SINNIZORY) O —EREOFREX—T~D
Vo7 REENTHET,

PLTFORY S —FJ/EILVR—F MZOWT URL 74 NEZ Y v T OHEMH L CIds 4+
valrEREETEET,

FFTa v A

o rajta— [T ral~oOR) =TI AOFHIBE. . BLIOETED I TA TN T
PFr—Txr k TV r— g (A VAR N Aye—T 254 T b Web 75 7
(Protocols and A H—=Fy NEFHFP—E R )07 ey JREIHEHEINE T, /-,
User Agents) F¥E DR — k@ HTTP CONNECT K% F RV T LR OIT7 7 I74 7
VAEBRETAHIELTEET, bRV I WA X—TNVDRFE T
FTAT VAT HTTP N7 7 4 v 7 & GHIETIC B E S icA— MEil
TELET,
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W xy—onE

TS av

B!

URL 7 4 V%Y
> 7 (URL
Filtering)

AsyncOS for Web TlX. 7 7T A 7 > A8 K& D HTTP B3Rk £ 7213 HTTPS
FEROURL AT AVIWHSNWT AT o7 v a BT 5 HIEEZHRE
TEET EREFEAONT IV VAMEFEHL T 74 —4% X—2F X
K] — 2D 7 4 N B HT=F Ty 7 BEETITRET D& ER
TEET,

FIAAZLURL AT IV B L C W AX L BT U ND Web A
MDY —52 R—=RAFERFREFRR—RAO T g N E 2T ay 7 VEAL
7 N B X S AT A ERINT AL TEET LA
2B I URL BT I Y OIERICOWTIX A X A8 L O URL 5 =2
U DOVERR & e (9-16 =) B L TL &V,

FIo MMBRABETTZRa T Y070y 7 OFSNEZENTHZ LD
TEEY,

TV = a v

Application Visibility and Control => ¥ > (AVC) = > VX . T 7 v 4 7
= A RY)—DariR—x2 hTHY Web T 7 4 v 7 BBAEL
T 77V r—varyTHEHEND NI 70 v 7 2L 0FEL SR LA
MLET . TTIATVATRH T IV r—vary X472 03 E~
DT TV r—arl el 77V r—varvker7uy 7 38T 5
Lol Web 7 X 2RECEET ELNFEDT T r—2a VNO
YEOT 7V r—a VEME(T 7 A MERIER E) I E S TE £,
REDFEMZONWTIZI Web 77U r— g o ~DT7 72 ADER
(15-1 X=) 2R LTIV,

FTVx Tk

) hboF7TyarzHL T Web 7T RN7 7 A )LOKE
(Z7ANDY AR . T7ANDE AT MIME ¥ A 772 E)ITFESn
TI77ANVDE T a—ReT7ay 7 TELXICHELET A
TVl TS R ICEIR Ty e — N AT m—
R.BIOWHCTEAHAZHELET. Ty ENA TV
FORTEIZOWTIE. T 78RR — ATV =27 b7 uF
Y7 (10-13 R—=) =B L TS0,

N =T RIE L
Va7 —var
(Anti-Malware and
Reputation)

Web L EaTF—3 gy ZANEEHFHATEE WebX—ZAD L B o —

vay AaF7 & URLIZEIV Y C URL X—ADV LT =T RNEENTH
HAREME R ECE T~ T =2 T RAF v A2k Y  Web _— A2 D

<NV 2T OB AN L CHLELET mER~ILY = T EERE .

Ao —RLET77ANVHNOLY =7 Z3%8 LET,

AT =T L E 2T =Yy R — I FarR—%xr h LI
I —SNVRENOHAKSNET (X2 U T 1 P —E A (Security
Services)] > [/ U = TRk & L B =7 —3 3 > (Anti-Malware and
Reputation) ] TIX. v/ 7 =7 AF¥ ¥ VOHEIZIESWTE=HF E121L7
By TH5EEYNT =T AT IV EDAZA ALY Web LE =
T=Yary AAaTDLEVMEEZ N AS A AT HENTEET, v
TxT7 AT IAVIERY) —HNTELWEHAFA RATCEET .77
AN bEaT—vary =R Lo —E RO v — N LEREHRH
HHDET,

FEIZONWTIE. T 7 BA R =BT~ A T 2T HRBLO L B
T—2aryOREU3-10X=I)BLOT 7 A0 LE 2T — 3 U
EOHTRERE DR E (14-5 R—D) 2B L T IEE W,
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Ryo—ozne B

TIRBAR) O —: X7V bOTayxr s

[727EBA RV —: 477 b (Access Policies: Objects) ] ~— DA 7 a U &2H LT,
T7ANYA X T 7 AN ZAT MIME Z A TI2EDT 7 A VFEIZIEDSE T 7 A DX T
H—R&E70y 7 CEET ATV=7 FEIT—RNC lLITER Ty e — R Fyrm—
FBLOUHTEL2HBAZELE T,

a7 72 R — BLIOXIZTa— L R —ICLoTC EFEIERA TV F ¥4
TEHE T IRBIHEETEET . I NODOF T2 N BATNE T —IA T F¥xa X
N E AT FITARET— R Web RX— a v F o EnaEnEd,

FIE 1 [7Z7EA KU —(Access Policies)] — ([Web ZF¥ = U 7 ¢ <~ F— T+ (Web Security
Manager) ] > [7 7 & A &R U 3 — (Access Policies)]) T HRERNRDORY > —2RITITO [TV =
7k (Objects) 1 FNeHrn V> 27 %7 ) v 7 LET,

FIE2 ZOTI78AR) =TT Ryl T5F 7V bDOIATHRIRLET,

o [Ta—rV R —FT V= b Ty 7 ERE R (Use Global Policy Objects Blocking
Settings) ]: ZDOAR Y o —TIX, 77— L RY IR LTERINLTWDLA T V=2 b7
ny ZREXEHLET, ZNOORET HARY FHE— FTERREINET RECZEH
FTHE 7 u—r L RY v —OREERELET,

o [WAXLNFT U=/ b T8y iEDIES (Define Custom Objects Blocking Settings) ]: & &
RV —=DFTRXRTOFT V=V b 7Ry VREZWETEET,

e [ZORVv—DFT7T V=7 b 7 ry 7 &2 F 5 (Disable Object Blocking for this Policy) ]:
ZORV DA TV b TRy I EEHILET ATV N TRy s OF T a
IERRINERA,
FIE3 BIDOAT YT T[HAXL AT V=7 F 7y 7 %EDER (Define Custom Objects Blocking

Settings) ] Z BRI L72GE [T 27 BA KU T —: 47 =7 b (Access Policies: Objects) ] ~—3
T HES L TAT Y27 s Tayrs04Fvarztd 7 LET,

FT2 7 bOF AR

Fyra—RKHPAXESNWTC AT V27 NeTry 7 TEET,

« [HTTP/HTTPS Iix K ¥ 7 > v — K %A X (HTTP/HTTPS Max
Download Size) |:HTTP/HTTPS ¥ vV > v — RO KA T V=7 b
YA RXERETINEFRELLEYA XLV KREWFT V=7 MiE
7nuvy s SET) HTTP/HTTPS TX v n— RK$547 V=7
Mz KT A XOHKIBREZF TNV EE2BELET,

o [FTP KX v > 1 — K ¥4 X (FTP Max Download Size) |:FTP %
T ua—RORRAT V27 b A XEBETHNEEE LY
ARXEYVRENAT V=7 MEIT ey 7 SNET) FTP TH 7 v
n— RNT547 V=7 NIRRT A XOFKIRZR T2V & %25
ELET,

Tuy 3354372 bEATS

7 —X A 7 (Archives) |Z D7 a VERBEL T . 7a v T A537—AT T4 A ILDZ
A 7T ERERLET, 2D Y A ML, ARC, BinHex, Stufflt 72 KD 7 —
HAT A TREENET,
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I VPRT

BRERRERRT—HIA |27 va%EBHL BEARRT—HAT7 77 A NVOREDH
7 (Inspectable A FIZOWTFFA (Allow) ] T 572> [7 & v 7 (Block)] T2 7 [H
Archives) (Inspect) ] T2 02 A BRI L T MRAEFRE/RT — I A 7 LI1X WSA V&
BILC. ZEZIEENAE T 7ANVERELTC T ANV E AT Ty
7 RV —%WHATCEDT— WA T T ANETTE T 7 A VD
E T A FRRER T — A 7 DY A ML, 7zip. Microsoft CAB,
RAR. TAR R EDT — A7 XA THREENET,

T=AA T OREIIT L TFOZ EREM S ET,

o [MRE (Inspect)] E~—27 SNTT —hA T XA TETBEAI N
ThHREINET,

o —FEIIMETEALT—HA 711 21 T, [RFICHE R REZ
T—=HATRIZHLHEETH. ZNEDOT =0 A TIIREIN
FH A

« BMEINDT—HA T BIEORY > —T[7 1 v (Block)] 7
72 a N0 TENTWD 7 7 ANV XA TREENDHE.
TFAIEND T 7 AN A TREENTNDLELTH . T —HAT
RN T v w7 INET,

e VPR—FENBRNT —HAT XA THEATODIRENET —
A 7VE A ¥ ¥ A (unscannable) ] L ~—27 S ET, 71 vr
KGEDT — AT ZATREENTWDGE. T —0A4T1X7
0y 7 ENET,

o NRAU— REEINTBEBILT — A4 713V R — hIneniz
W, [ A%y R0 (unscannable) | & L TC~—727 SNFET,

« REFRRT = WA TRAREETHLPHAL TV o856 T2
% ¥ R H[ (unscannable) | & L T~—727 & FE 7,

e [T THREL LY 25— 3 (Anti-Malware and
Reputation) ] 7' v —/VEGEICHEE SN [DVS = P A7
Yz b A% ¥ OH|FR (DVS Engine Object Scanning Limits)] @
MBI REFRERT =04 7OV A Xz b@EHINET HBEIN
VAR TWALT Ty MITAX Y R0
(unscannable) | & L C~—27 &NFET, 204 TV =7 b %4 Xl
RICOWTIZ AV 2T HERBLOLV 2T —v gy 7404
DA RX—=T AL (13-8 X—=)EZ B LT EE VY,

e A% % AW (unscannable) | & L C~—7 SN ERRERT —
A TWX T —HATEERT a7 SNDEZNHFRINDENDN
TN TT,

T—A TREDOETEIZOWTEHELLIEX. T —IA THREDOHKTE

(10-15 =) ZZHR L T30,

FEaAMEAT |Z0®7aZREBALT. 708y 3T857F A R¥a2 A DX

(Document Types) A T HEERLET, Z DY A ML FrameMaker, Microsoft Office, PDF
RED KX a2 A N XA TREENET,
EITAHEa— ok varEERLTC. Yy 7T 5F TRREa— RO X A Tk

(Executable Code) BIRLFET, 2DV R MZik Java 77 L K UNIX EITA[EET 7 A

Jv Windows FZITAREY 7 A LG ENET,
AVAR—ZF Ty I FTHALA LA N=TDHA T ERIRLET, 2O YU A NI,

(Installers) UNIX/LINUX N r— U BNEENE T,
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FIE 4

Rys—oze N

ATA4T T I TEATAT T7ANDEAL TR LET, 20U A M
FVEALET A B I OVEEE GO T + —~ » b (TIFF/PSD) 28 & %
nEI,

P2P A Z 77 AV Z® VU A MZIE BitTorrent U > 7 (.torrent) 23 & FALE 7,

(P2P Metafiles)

Web X— arv7y |[ZOVANMNII 7T v 2Bl A—UREENE T,

7 (Web Page

Content)

Z Dfh ZOVANMII AL UE = TFT—ERNEENET,

(Miscellaneous)

BHAE L MIME 2 A7
MIME % A 2SN T T ay 7358047 =2 N7 74V
FEFTEET,

[7 w2 v 7325 MIME % A 7(Block Custom MIME Types)] 7 1 —/L R
\Z.1 2L ED MIME 4 4 7% A1 LET,

[2%1E (Submit) | 27 U v 7 LE T,

u(ll

T—HA TREDRE

FIE 1

FIg 2

a7 78R R) =T LT HELA TOREARERT —hA T2 Ty s £
IRET D ENTEET RERERT — DA 7 LT WSAREHEL . ZZICEENI KT 7
ANERELTC T 7ANZA T Tay 7 R —2EATELT7—0A7 77 A NVEFITER
Tr7ANDIZETTMHAXDT 7 A R) =TT =T A THREZHFRETDHIECONTIEL
KW TI7BARI— ATV DT yX 7 (10-13 X—=V) ML T ZEN,

T—=NATHRETII. XA NENTAT V2 "IN T A AT ICEZATENTHRESINEST. 7 7
ANVDOBRECTHERAFRERT A AV KEIZ.MEF 1GB T, Z0OF 4 A7 HEOR KA X%
HBXDT—HAT 77 A ML A% ¥ A0 (unscannable) | & L T~—727 ENFET,

WSA @ [BEHFFR =2 b 2 — L (Acceptable Use Controls) ] ~X— 2%, v A 7 A EKO R Al HE
BT —=NATREPFRRSNET, CNODOREIF. T 7 AR =TT —=UA 7 Ohhi &
BEREDNCENTWAEEIELTEICT — A 72 S E T,

[ =Y 7 ¢ ¥ —t A (Security Services)] > [ H7F 7] = > s @ — /L (Acceptable Use Controls) ]
PN LET,

[7—h A 75 EDOHmE (Edit Archives Settings) ] R¥ %227V v 7 LE 7,
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W (S ¥svavEROTuy s FT VALY L

FIE 3 MEIGUTCHREARERT —IA TREEZWREL T,

o [ITRMEEINTZT — B A T ORI 2 (Maximum Encapsulated Archive Extractions) ] : i
HLUTHETD I AT SNTT — A T ORRE, SDF 0 MOBAERIGERT — A
TINEENDT —NA T ERETLHRRKESTT W7 vMbENTT — 047 L ITBIO
T—=HAT T 7 ANMCEENDT —HAT DL TT, ARRMEIZO~S5 T HESIE A
WCAARSNTWDETZ 7 ANV E 1 ELTHY Y FENET,

WET =T A4 7 T 7 AMIET D77 ANV ERRENET, ZOFR R MO KEEEZ
D77 ANVNT —HATICEENTWDIEAE. T —IA 7L A% ¥ A7 (unscannable) | &
LT~ ENET, ZOBEIFI NN T AV L ARICEBLEE 2 A7 LIIEELTLE XN,

o MAETEXRWT —HA 7% 7 1 v 7 (Block Uninspectable Archives)]: Z DA 7'+ a &4
T2 L WSAITR L TRAETE Rl 7 =4 7270y 7 LET,

FiE 4 ZHEAEELTHEE L E T (X5 (Submit) ] & [ % & (Commit Changes) ])

— > N N S > N = Ny
KRGS rgrvERDTayr F . UXAL 17 B
Web 73 F o HF 7 v g BROIA—FHIZERSILERY o —I12HSVT . Web b
Z7 47 EHBELET,
o [EFFI (Allow) ], Web 7' &2 & 21X FIWT O 22 WL 2 77 7] L & 37, 7F o] S V7= ke i3 . DVS —
DN TAFR Y U ERTWARWAREENH Y £,
o« [7rvZ (Block)],Web 7' % U id A dF 3. 7oy 7 0OBEMBZHHAT IR
a—P@RMR—EERLET,
o« [UXA L7 b (Redirect)], Web 7' & & I3 e WIZ B R SN 7236 00— S~ DB & FF ]+

T IHEINEHNO URLICESE LET (T 27EA RIS —TCOINFT T4 7DUXAL LT K
EHR),

) ERRor7rivarid Web 7 axvns 47 PERICH L TETTLAIRET 73 T,
TI7RAR)V—IZH L TRECEIZE=F T/ a 3 m& 77 a s Tiidn 8 A,

BHE T T4V I7IZ T UAR— Fa ha M EOSONWT SESERZ A TDORY —IT
XoTHlEshET,

RY —
247 7u kan YR—FENDBT 7 av
T
TuyZ| W | UFA 1| (Monito
T A X X X X X X X
(Access)
SOCKS X X X
SAAS X X
1#51k X X X
(Decryption)
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FLHsvarvERDTuy s FA VS B

R S—
A4S ua kan HYR—NENDBT 7 av
=X
Zuys| A | VFA | (Monito

HTTP | HTTPS FTP SOCKS | (Block) | (Allow) A r)

T—4 X X X X X X

U 7 ¢ (Data

Security)

A5 DLP S X X X

(External

DLP)

FE~<LT o X X X X X

T AX ¥

(Outbound

Malware

Scanning)

/1/‘_‘5“/( V7 X X X X

) BRI —1IT7T 722 R —IZEBELET,

WO Web 72X NEEDT 78 A R 2 —ZBRIZEIY Y T-%IC, FOERTEITT
DT arERETDHHEERLETBET—/YXO Web L E 2T —3 3> A7 BiHLS
NAHEZDT 1T EZT TR ZOMBIZRET T —D 2 OOKRA » FCTHEAINET,
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B (s .¥s7vavBEROTRy s FTVULALLS b

& 10-3 FIERFY—DT g D

- - ~
(_ Receive request from client. )

|

v
| Is the request on a blocked HTTP CONNECT port? }Y“—b
|Nn. continue to monitor.
v
[ Is the request coming from a blocked custom user agent! }m—f
|Nn. continue to monitor.
v
| Is the request coming from a blocked suspect user agent? }Y“—r
|Nn. continue to monitor.
v
| Is the request using a blocked protocol? |Y“ >
Yes, action |Nn. continue to monitor. Yes, action
is Allow. Y is Block.
Yes, action Is the URL category of the request URL in the Access Yes, action
is Redirect. Policy group’s list of custom URL categories? is Warn.
— - .
Yes, action is Monitor. | No, continue to monitor. Yes, action
T ; s Wam._ Did the user
Is the URL category of the request URL in the Access Yes, action h
Policy group’s list of predefined URL categories? is Block. a::ﬂti"tg;
Yes, action is Monitor. T|N" ﬁﬂ#ﬂ
- . - _IS arm. 1
What is the configured action for uncategorized URLs? Action g
is Block. Yes No
1 |A(tinn is Monitor. ii »
L 4 L 4
Is Safe Search enabled and configured to block unsupported engines, | Yes .
and is the transaction an unsafe request to an unsupported engine? .
lNo continue to monitor S acon Did the user
‘ . is Block.
Yes action™ accept the
) _ s, action -
Is Site Content Rating enabled? is Wam. - warning:
lNo, continue to monitor. i—r L T ‘""
o
No Does the reputation score of the destination server !'“I-“:“l:““
indicate to block or scan the connection? & Pock.
l\'es, action is Scan.
Does the malware scanning verdict based on the URL Yes
request indicate to block the connection request?
I lNo, continue to monitor.
v
Is the request to an application configured to be blocked? }m—b
lHo, continue to monitor.
("Fetch the response from the server or cache. )
U P l -/
| Is the request on a blocked HTTP CONNECT port? |Tes >
lNo. continue to monitor.
| Is the response size larger than the maximum allowed? }m—b
lNo. continue to monitor.
Did the response match an application Yes .
that is configured to be blocked?
iHo, continue to monitor.
Yes Does the reputation score of the destination
server indicate to allow the connection?
lNo. continue to monitor.
Does the malware scanning verdict based on the Yes N
response indicate to block the response? i
h lNo pnm— ;
Redirection the transaction. - (_Block the transaction. )

»{_Display the content to the end user.)
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754777V r—var M

JIAT U NT TV r—vay

IITAT T TV =g ilonT

IIAT N TV r—vay(Web 77 ¥R E)TERETOLEDIHEHSNET, 7 T4
T TTV =g lESNWTRY) V— A RN—V TR TERTEET, 2 HIHRT
EIELED 2I9AT U T 75— a U EARIENPORATEET, 20X T U & —
arRI LTV VDA EBERTERWGAICELLET,

RV —TOIIFGAT U TV r—a  OfEH
TIGAT VN TV Ir—2a ik BRY — A=y FTOES

FJE 1 [WebtF = U T 4 w3 —3 % (Web Security Manager) ] A == —/nHARY — XA T HEINL
EJr AN

FE2 AV —TFT—TNANORI—4%E27 )y 7 LET,

FIE 3 [FEMEXE (Advanced) | B 7 v a v EREB LT [/ FA4 T b 77U r—3 a2 (Client
Applications)] 7 4 —/V RNDO Y 27 %27V v 7 LET,

FE4 7T7AT T TV r—varid 1l DU EERELET,

Z 10-1

FFav ik

ERFEH7 AT |[7F 7Y (Browser)] & [Z DO (Other)] 7 v a v 2R L T MLERY
Yh TV r— FTATY N T TV r—varvDFzv IRy 7 Akt Iz LET,

va v EBRRT D EY R ARER G AIE [T TP/ N— 3 > (Any Version) | 472 3

FIEERLET, INICL T EEDOL TV a v E&RIRT S

LV RT g —<ANMHELFET,

HABIL T FAT |[[HAXLN T TA4T 2~ 77 Y r—3 3 (Custom Client Applications) ]

R T r— T 4=V R R ERERE AT LE T, LB U T RATIZEM

varEEHRTDL | OEBRIAEATILET,

evh  ERBHOFZZBTHIIENZIAT N TT) r—s
> D3 — 5| (Example Client Applications Patterns)] % 27 U v
7 l./\i—g_‘o

FES5 (ER)ERLIZIIATY R T TV r—vadAOTRTOIIALT v b TV r—v 3
IR = A N= T HEDPE DT EBR LT T4 T b 77 ) r—3a o USk
DF~TIZ—F (Match All Except The Selected Client Applications Definitions) ] 47> 3 > R &
a7 Uy LET,

FIE6 [T (Done)| 27V vr7 LET,
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N BERER L0 +—4

IIGAT N TV r—a itk ARY —EIHEREDESR

FIE 1

FIg 2
FIE 3

FiE 4

FIE 5

FIE 6

[Web ¥ = U7 ¢ ¥ — % (Web Security Manager)] A == —02HAR U o — XA 7 ZERL
i‘j‘o

R V= T =T N TRERR) V= RRLET,

FUCATO [Fm havek s 547 k77U r— =3 (Protocols and Client Applications) ] 51
V%Y v LET,

[(ZTa harBrOr I74 7 N 7Y r—a U EDHmSE (Edit Protocols and Client
Applications Settings)] XA > D R v 7 Z 7 U A NND [ A X LR E % TF% (Define
Custom Settings) ] ZiE RN L £ T (EZHE L TWRWEE),

EHRTDIIAT N T TV r—2a kT B [(DAXL T TAT o N T TV r—va v
(Custom Client Applications)] 7 4 —/L NIZIERIERBLA A S UE S LIS UCOHEATIZEN
DIEMKRHEZ AL ET,

Je

erh EMEROZZRTDICIIZ IAT N T TV = arond— 4
(Example Client Application Patterns)] 27 U v 7 L £,

Ko zEE L IRFLET,

BANDDI FTAT vk TV r—v a v oS

FIE |#=x¥ vy
FIE 1 AN REOBR T 7 7 7 A VEAERT 5, 2—FBLRNIFTA TN VT
T =7 O45FE
FE 2 s+ 2294 T N TFY r—varLCEMTE KU —TOIIA T N TS
Tr7AINDRA N2 TERET D, Vi — 3w Offi
FE 3 | Lo T 7 7 A NSO TR COHE T 7 7 R —D)EFE

A )V GRIENNEERRY > —DFT — T I)VICERET 5,

FrfalEPH R KON +— 4

2—YNRT I ATE LM, 2 — W O KEER R £ 72137 — & & (THkE 7 +— % 1) &2
R4 D720, 778 A R —BLOMESLRY o — R, M7 +— 2 R Y 22— 24
I —FEBEHTEET,

o RNYT—BIOERZH T2 b — L ORI (10-21 *—)

o EMBLIUORY 2—24 7 4 —%(10-21 X—7)

Bl AsyncOS 10.1for Cisco Web Security Appliances =—¥% 44 F



| 108 Ao ¥—%y NERZHETIRY —DER

GRS Lz +—x B

RY I —BIXOMERHFR = b —/LOREE&HE
FF#EEIC Lo T R =B I OMEHFr oy b — 2 EHT 282 ERZ L £,
N

GE)  FFHEEEEZEH LT 2 — VRIS LR M 2 ERT 5 2 LI3TE 8 A BIEE TR
Tu Ty A TERSNET S REREHT YA —hShEEA,

o WP O MR (10-21 ~—27)

P ] 6 PR O AR

FIE 1 [Web EF =2 VU7 4~ — % (Web Security Manager) | > [Ff[Hl#iHI L OV +—F DEFH
(Define Time Ranges and Quotas)] % 3R L £7°,

FIE 2 [FFM&PFA OB (Add Time Range)] #7 U v 7 L ¥ 7,
FIg 3 BEEEFHOLETEZ AT LET,
FIE 4 [#A 2L YV —2(Time Zone)] DA 7 a & ER L E9,

 [TTTAT U ADEA LY — U iRGE A ] (Use Time Zone Setting from Appliance) ] - Web &
X2 VT4 TTIAT L ALRUSA LY = 2 LET,

o [Z OWF[HFIPHD & A Y — % F57E (Specify Time Zone for this Time Range) ] - [GMTA 7
> M (GMT Offset) ] & L C, E72iTZ OE O, [H. B X OFED X A LY — & LT R
RHEAA L= EERLET,

FE S 12 ED [MEH (Day of Week) ] = v 7 ARy 7 A% A N2 LET,
FIE 6 [l (Time of Day) ] DA 7' v a 2 ®INL £97,
o [#H (All Day)] - 24 B il T& £9°,

« [BA%h (From)] & [# T (To)] - H5iE O RFRIHIIA 2 78 L %37 HH:MM (24 B¢ ) TPRAA R
N ERRTRAZ NI LET,

Je

b b KRR BRI K TR OB R 2 ER L ET . 72 & 2 1£.8:00 ~ 17:00 = A
F19 584 .8:00:00 ~ 16:59:59 |12 —FH L £ 97% 17:00:00 (21 —F U E 8 A, BAEIZ. B
BRRFZIAS 00:00 58 THFEZI2Y 24:00 & L CHRET A LERNH D 17,

FlE 7 AEZEEL MHRELET,

BB EORY 2— A 7 4 —&

I —REEHTHE BN T— 2 ELFMEZHEWNESE T Maroa—WF LA 2 —
Fy R VY —R(EFA v F—Fy b VY —R 7 FR)ZT 7 EATEET, AsyncOS I,
HTTP.HTTPS.FTP N T 7 4 v ZJICER SN 7 +—FZ WAL £7,

2—PFRRHEETIIARY 2 — L 7+ —FITET DH & AsyncOS ITRPNCE L 2R R L KIZT
2y X—=UERRLET,
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N BRGEER L0 +—4

B K OARY 22— 7 4 —F OEHIZ OV T UL FORICIERE L T Z &0,

« AsyncOS NiBiEE— R TR SN HTTPS 72X VBT 4 =7 VD54 FK— |k 443 Tl
Uy AryEnT ERiZ ey 7anE 4, 2IEEDOBE T, AsyncOS 2AHRE— R
TRESNTWAIHRIT. T 78RR =27 4+ —F &R ETEET,

HTTPS 7' 2 % V3 A 2 — 7 )V ORA  BRIZK U TEITARER T 7 v a I /N A A )L—,
BHEb. Fay P FRFE=F R0 ET . 2N BT LR O —D 7 +—F[F/XA R
N— T TV ICORBEAENET,

WNRAAN—=DEEIZ R RNV VT T4 I DI —FERETHA T arbdb T,
TIRARN)—=TRELIL +—FIEF T 7 1 v 7 IZ@E@H SN D720 HELTIE
ZOF T a IHTE TR A,

« URL 7 4 NE U VI NTF 4 =T LOBERx =M T& 220 A AsyncOS 1% URL O
T Y EZFBTE [T 7 A KU — (Access Policy) ] -> [URL 7 4 /L% U > 7' (URL
Filtering) | X— VL7 4 =7 MRV T, LR T 7 +—F EZHET HITIX HEE
X—NHEEL. T8 TE TN =2 RY V=B X =T N2> TVWDLRERDH Y £,

« Facebook ° Gmail 72 & . %< ® Web VA F CITHE T v 75— FONEEICK -V 4 FHH
LTWARWTTOY 0 4 RyRZTTIDLH 7 Web A FEBIWEEFIZLTHL
L a—VORMBIORY a—Ah 73— NHEESINFITET,

e THXTVOHEEILI T/ ARV Yy FEN. TEILVHLEZL DT 7 EZANHFRI SN
HAREMENH ET, e X OFEMIEELE. 7T v a v O T— MR LI
Lo TRETAZ LR T, BHFIT S 0L OFEIMIC OV CHRIZEZ I 20
72, %D OIRELNAEC D A[EEMENDH Y F9,

« decrypt-for-EUN 47 5 v X —7 /L DBETH HTTPS (2% L T EUN ~— 3 (#i5 L
Tay Ol ERTFTEEEA,

N

&) BEOIV+—FEFEOZ—FICEMN LGSR FITRBHIRAE LW +— 2 BEH S
£,

o RY a—Ah 73 —HDOFHF(10-22 X—)
o Y b — & OFE (10-23 X—)
e HEBIVORY 2—A 7 3 —FDEF(10-23 2—3)

RY a—h 7 +—XDEHE

R a—Ah 7 —HOFHEFEILTDO LB TT,

o HTTP BLOEEIL S/ HTTPS b7 7 4 v 2 :HTTP BXR EJSEDKRILND 7 +—FZ D E
B LTy hENFET B RN X —LIRE Ny X — T ERICKLTH Y P ER
FH A,

« by T T 4w 7 (b FAALHTTPS 25 10) : AsyncOS 13, o R L b T 7 4 v 7
B TAT U I —AN(BLOREOH)BENT AT T, b Rxfb b T T 4 v
DF—ZBRENR . 7 +— 2D ERICH LTI hERET,

o FTIP:HIEEER b7 7 4 v 713U FENFERFA Ty 70— RBLOF Y ro—R&Eh
277 ANDY A NI 7+ —FDERIZHFLTHY S FENET,

N

JE ATV MIADIT 7407 DHNRT =20 ERIZHLTHT Y FERFE T ILEN
FY v albEEEINTTEETHL I IAT U MIDO NI 7 4 v I BERMRINDZTZD . Fv v
VadnlzarrTryY b ERIIH LTI FERET,
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| 108 Ao ¥—%y NERZHETIRY —DER

GRS Lz +—x B

FFf# 7 +— & DFR

RFfE] 7 4 — 2 OFHR AT T O LB 0 T,

¢ HTTP B L WMEFL S HTTPS b7 7 ¢ v 7 :[dAl U URL 7 = U ~D & 4EHe e ] (7
MHYIWTE TIC 1 a2 AR M7 +— 2O ERICHF L TChH U bEnEd.1 %
PANIZIRI U URL A7 V3 L CTEEOER B ThN G E . N bid 1 Dokt v
arviklThvrhEnEy v aryrOi%(OED DR ES 1 5DIEERRD%)IZD
1 yhEMENE T,

e hrxV bT7 74w 7 (b RIALHTTPS % &Te): b RV OFEBROHIM (FeXLH Sk
FTOON 7 A —FDOERIZHF LTI hENET EHEOERICKT 5 EFROFREIL, b
YA N T T 4 v I bEHENET,

« FTP:FTP il > > a » OEEOHIM (FENLDUIWE T) N 7 +—Z D ERICK LTh
7y hENET EBEOERIZKRT S ERROFHFEILFTP N7 7 4 v 7 ICbEA I ET,

REBELORY 2—L 7+ —FDESH

FIE 1

FIE 2
FIE 3
FE 4

FIE 5

FIE 6

FIg 7

U ® BRI
o [EFXx=VUF 1 ¥—E X (Security Services)] > [ffHFFAI = > k @ —/ L (Acceptable Use
Controls) | (BB L 2> ba— L&A 2—T7 VI LET,

o BHOHIRE LT +—Z 20l LW a i3 WP 2 &3 U £ 3 Bk L OR
Va—h 7 4x—4DEHREZSMLTIIZEN,

[Web % = U7 <= 3— % (Web Security Manager) | > [FRFfE]#iIHIS LN +— & D EFH
(Define Time Ranges and Quotas) ] (Zf#EI L £797,

[ 4 —H% DENM(Add Quota) | &7 U v 7 LET,

[ +— %4 (Quota Name) | I — B D7 +— X4 & AN LET,

Jx—FxHRAY Yy NTHIIEEBAZIOY +—4%% U & v h 3 2K (Reset this quota daily
a)] IR, 7 4 — /L NI 12 REIERXCTRA Z AT L A== —D0 5 [AM] 721X [PM] % &

WUFET, ERIT [ FRIEEINFFEFEE 7 7 7 7 A4 V%3 L F 7 (Select a predefined time
range profile) ] Z &N L £ 7,

R 7 4 — X 2R @4 DI [ 7 + —ZTime Quota] F = v 7 R v 7 A% A4 A2 LT [FF
Bl(hrs)] A =2 —2 BB % 4 (mins)] A =2 =0 HEBIRL . Yo (Eio7Tay 7)
M 23 K 59 20 F CORRIBMAERE L ET,

RV a—A I 4 —FEBRTETDHITIE. 74—V RIZEFEAN L A =2—05 [KB](Fr /A
F)JMB](A H3A ) E721F [GBI(FH A ) BRI L £,

[3%15 (Submit) ] #7 U v 7 L RIZ [EH % i€ (Commit Changes)] &7 VU v 7 L CEHE %
LET.FT [Frvo L (Cance) | 227 Y v 7 LTEREZBFEIE L F T,

WOIFE
o (EBE)[EFx=VU 7« ¥—E A (Security Services)] > [~ K= —H i@ % (End-User
Notification) ] ICBEI L. 7 #— X HADO T R —F@maERE L E7,
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W RLITIVICEBT 7 EREHHE

URL 7

TV BT 7' 2 HIH

S5 Web A OB T T VITHESNT Web EREZFRBILTT 72 a v 2FEITTCEET,
Web X2 UT 4 77747 AT SHDERFEHS URL BT TV (Web X—ZADFEF A —
NI E)PHEBEISNTWET,

ERELONT AV BLORZNSICEEMNT SN TS Web A MEI WebtF=2UT 4 77
TAT VA HEINTWDE T4 NE) T FT—=EAR=ATCEEINET ., 2NHDT—X
AR— R %, Cisco |2 L > CHEIIZERFTOREICHERFSNET FHBELEZFA RN EIP T KL A
IR L TCHAZ LA URL DT IV 2ERTHZ L TEET,

URL 77 IV X BERZHT DR —%R T _RTORY —CTHEHTEE4, £/, 8K
T varEEATARY — (T 78 A BEE{L HTTPS FEL. 77— % X% 2 U 7 4 ) THEE
HTxEd,

HAH N URL BT TV OERIZOW TR D A Z L8 L OWNE URL 07 2 U OERL & e
(9-16 X—) S L T E &,

URL 7 I VIZ X5 Web ERDFRA

FIE 1

FIE 2
FIE 3

FIE 4

FIE 5
FIE 6

URL Z7 3V

N

()

XU BN
e [AHR o e — L EAEHICLET(URL 74V HE ) T 2P DREESBR),

e (FEBE)IAXALURL AT IV Z/ERLET (I AX LB ILOSNEE URL 47 2 U OFERK &
£ (9-16 X—) B M),

[Web ¥ = U7 ¢ ¥ % — v (Web Security Manager)] A == —22574R U v — Z A 7 (SaaS LA
) IR L £,

RV =T —=TNVHNORI =% 7 )y 7 LET(ERITH LAY —ZBIMLET),

[FEAEY E (Advanced) ] €7 v a2 » & EB L C.[URL 77 =Y (URL Categories)] 7 4 —/\ KN D
Voo2%&7Yy 7 LET,

Web B R OFRBNIMHE A2 URL 77 I VK& T 5 [EBMAAD 1 FoELE 7 T v 7 LET,
ZOBEE W AKX LA URL AT 3V EEHZRFAURL AT IV DY A RMIXLTEITLET,

(58T (Done) | &7 Vw7 LET,
EREERE L REFELET,

ZXBWeb BRA~DT 79

XU BT
e BRI b — L EAEHICLET(URL 74V EZ V7 2P DOREEZSBR),

o (EBE)NAXLURL AT Y BB LET (I AKX LB LUSNEE URL 77 2V OFERL & fRte
HBM),

AU —NTEEL L TCTURLIT IV EZHEHL TWASEAEIX.RURY —NIZLTTr 2
VarvERETDHEEIENLOANT A EFEMATEE T, FORED, FieoL 7T arn
—HRER ST FHTER2WZ ERHY F5,
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| 85108 AY&—Fy MERZHETIRY P —DIER

FIE 1

FIE 2
FIE 3
FE 4

FIE 5

FIE 6

FIg 7

ye—ta—y N

[Web €% = U7 4 =% —3% (Web Security Manager)] A == —/n6 [T 7 A KR —
(Access Policies) ], [Cisco 7— 4 &&= U7 4 & U 2 — (Cisco Data Security Policies) ], F 72 1% [
51t HTTPS % 2 (Encrypted HTTPS Management) ] DWW 410 &2 &R L £ 77,

RY = T =TV TRERRY = EBRLET,

[f C4T®D [URL 7 ¢ /L4 Y 2 (URL Filtering) | ¥lDEN V7 %7 U w7 LET,
(FB) M AZ AURL 7 AV ZBIMLET,

a [BAF L 17 3V DR (Select Custom Categories) | 7 U v 7 LET,

b. ZORY —IZEHDLHAX L URL 7 Y 2R L C @M (Apply) ] #27 U v 7 LET,

URL 7 ANE ) T 2T TA4T VEREBATDHHDAZLURL AT Y &3
WLET,URLZANEZ Y T 2D 2 I9A TV FEREGEN TS T AKX L
URL #7 =Y %:ttixbia“ RS- AZ L URL AT AV ITE\EENET,URL 7 «
NE) T 2D R EREHFO URL A7 Y XD . & FNTWVWAH A A X A URL
TV LT IA4T FEQWDURL e L FE 9,

R —=IlEENTWDIHAX LA URL AT I VI [ AAXLURL DT IVDT 4 vH Y
> 7" (Custom URL Category Filtering) | £ 7 v a Y IZFK RSN E T,

B RS KB EOERESOR URL BT Y OT 7 23 BB LET,
)

() FHHAERT 73 a I hAX L DT I EEEFELNDT IV TR KR o—
HATIZEL - THRERRY 5,

[ iﬁiﬁéh@‘;u\ URL (Uncategorized URLs) | &7 ¥ 3 » CUEHRF A £ 721E 0 A X LD URL
TAVICHEENRNWeb VA h~D7 T AT 2 FESRICH L TEITTHT 7V a VEBIRL
£7,

EREZXEEL REFELET,

) £ b 2

o UE—F 2 —HFIZoONT(10-25 =—)
e UE—Fh 2—YDID ZHFET 5 I1E(10-26 —)
e« ASADUET—h 2—Y A7 —% X LB HROER(10-28 2—)

JE—F 2—HFZDONT

Cisco AnyConnect Secure Mobility |~ T —7HEREZVE—F = RARA  METHE L,
Web BEX 2T 4 TFITAT L AZED Web 74 NV Z2 ) T P —EAD Y — LV ARHREE
FHLET,

U E— b 2—HPELILOE/A )L 22— Cisco AnyConnect Secure VPN (A8 77 4 _X— |k % v
NT—2)Y 54T FEFEHLC @Mt X2 T ¢ 77547 Z(ASA) & @D VPN &
avEMLLETASAITIP T RLA L2 —FLIZ L D2 —VilBlEHRE & HIT Web b T
T4 T EWebEXFa2 VT 4 TFIAT LV ACERE LET Web X2 U T 4 77547 0 %
EF T T4 I ARy LT 282 TN a—2 R —2EHAL. EX2U T 1 ED
BRPO 2 —T o2 RE L ET . X2 T4 T I9AT AT B ENTE. 22— Nz
FANARERT R TO T 7 4 v 7 BIRLET,
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yE—F 2—F

Secure Mobility 731 % —7 /L OHFAILID LR Y v —%FHE L, 2 —FOPFFIIE LT —Fiz

HHTEE7,

c VE—bF 2P, INLD02—PFI VPN ZHA LTI E— FOEFNL Ry U —7 T8
#t S 4L E 9, Cisco ASA & Cisco AnyConnect 7 7 A 7 N DM J73 VPN 7 7 & 2 &
NHGEWeb X2 VT 4 TTI7A4T ATV E— b a—HFE2HBICHLET. Th
SN DGE Web X2 VT ¢ 77747 L AERETIPT FLUADOHEAEZREL T, Y
T b 2—VERETILERNDHY £7,

s B—HN a—F, b0 —FX HRELIIVA VL ATR Y P =7 ICHERESNLET,

Web X2 UT 4 77T A4T A% CiscoASA LA T D& RirEniza—VLAIcL Y 2—¥
ZIHWMINCENT DL OICREL T VE—F 22—V TN YA A BEHTEET,

JE—F 2—¥FDID ZRETHFHiE

2R R PT
1. VE—hFa2—H¥0OID% |VE—F 2—HDID OFEE (10-26 2—)
HET D,

2 VE—Fa2—H¥OID% |2—HFRBIOIIAT LN VYT M =2TONIEG-3 —)

ks 2. a. [—WFDOEFHHIA /X —0DE 7% (Define Members by User
Location)] 7 3 > C.[m—W /L 2 —HF D% (Local
Users Only) ] Z3i&R L £,

b. [FRAEZ &2 X > /3% E# (Define Members by
Authentication)] 77 ¥ =3 > T.[Cisco ASA #i&%E LU T
o — Y& FmAI #0595 (Identify Users Transparently
through Cisco ASA Integration)] Z &R L £7°,

3 UE—bFa2—=¥DOKY R Y 2= DAER (10-7 ~—2)
V=2 ERT D,

UE—h 2—H D ID DFRE

FIE 1

[E¥ = U7 ¢ ¥ — ¥ A (Security Services) ] > [AnyConnect ¥ = 7 € & U 7 ¢ (AnyConnect
Secure Mobility) ] C.[H%I (Enable)] %27 U v 7 LE T,

FJE 2 AnyConnect t¥ =27 EEUT 4 DT A LU ARKEDLRE L HiA.[[FET S (Accept) ] & 7

Uy LET,
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ye—ta—y N

FIFE3 VE—bF 2—FOHAGFTEEHFRTLET,
FFay |BH Z DL DFIE
P7 KLVA | TFIF7AT AN E— ]k |1 [IP §iPH (IP Range)] 7 4 —/L RIZIP 7 KL A
(IP Address)] |7 /31 AIZEID ¥ THNT OHEiFHEZ AT L E T,
WHERRTIPT RLA — PR
2. AT v 4\ .
ORI A U T 7T AERRT
Cisco ASA  |WebtHX=2VUF 4 777 |1 Cisco ASA DKRANMLEIZIPT KL A% A
W4 (Cisco AT AREETSE 12U HLET,
Ao (L0 Cisco ASA BHIEL R 15 ASA ~O T 7RIS B K~ R EFEA
Integration) |7, Cisco ASAIZIP 7 F L 1L %9 Cisco ASA OF 7 4 /b b H— |5
ALa—FOwy BTk 1 11999 T
R L. Z O %2 Web & ° g
X2 UF 4 TTIALTY |3 7T AANITHEELD Cisco ASA BREESHT
ZNAEE L E 9. Web 7 12 WA AIL ATOENM(AddRow) | &2 U v 7
XUIENTUHF I a v E L. T AXNDE ASA #HELET,
SARTHEPT FLAE gr) 250 Cisco ASA 738 AT ML REE ST
BAFLIP 7 R LA La— WBEAE, 72 F ¢ 77 Cisco ASA D 15
YO~vy e 7Tz DAEARNGEFRIZIP T RLADHE AFL
LCa— o fiE LET, -
Cisco ASA E#iHG L T—
P ERTET L5513V 4. CiscoASA DT VA NRATL—R% AL
e N AP % e
ﬁ%gg;%4*%7”/<&> I CANTBAAT L— KL EE LT
- ° Cisco ASA FICEE SN TV DT 7 A X
AT V=R —HTHLERIHY £,
5. ((FE)[7 A MBHtA (Start Test) ] 227 U v 7 L
T Web X2 T 4 TTIT3AT LV ANKES
T 5 Cisco ASAIZHERI TX D Z L =B L
iﬁ‘o
FIE 4 EHEEZEEL CHEE LTI ([EE (Submit) ] & [ HE % # & (Commit Changes) 1),
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W Ry —wETB T TAYa—Tq T

ASA DY E— b 22— X7 —F 2 LEFHEROET

Web X2 UT 4 TFITATUANASA EFHEAEINTWAEEIFX U TOavr RefEH LT
Secure Mobility IZBE# T D HF @A R R L E7,

a<w K
(Comman
d)

G|

musstatus

Zoavy RZE UToERBERINET,

e WebtXal)T 4 T TAT VAL ASA L DEEREAT — 4 A,

« Web X2 UT 4 7TFTA4T ALK ASA & DOBERIER (43 HfL) ,
e BASAMBDYUE—F 754 T 2 FDK,

o F—ERHEOUE—F V54T b O, ZHNIZ Web X2 F 4 T
FAT UV AEN LT T 74 v I DZFELEIToTZVE—F T4 T b
DT,

« UE—bF 27 T7A4T7 v FOAERH,

[o] ~ — NS ~ — >
RI—WETBEINT TN a—T 47
o HTTPSIZKLTT 7B A RY T —%FHE TRV (A-17 X—)
o —#B®D Microsoft Office 7 7 A VT 1w 7 SR (A-17 _X—)

o DOS DIFATH[HEA T V=V b ¥ A 7% 71w 732 &E Windows OneCare D FEH N7 1 v
7 &5 (A-18 X—)

e HRITE T ANARRY —nHHIEREN D (A-18 X—3)
o ARU =DM IRV (A-18 =)
« HTTP B XL ONFTP over HTTP RN FRREA ML LW T 7B A R U —IZDH—HT 5

(A-18 X—7)

o HTTPS %:k$ L O FTP over HTTP R DG HIC2—F RN a0 — L R Y o—|2—#%
(A-19 _—7)

o WIS ET 7R RY —NED L THEND (A-19 X—)

e RIS —DINT TN a—F 47 V—L:RY > — FL—R(A-19 X—)
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