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AT IBEHAT S DNS P — X ETEULUDNS RA MABERESNTWALERDH Y £4,

c) [Applyl %7 U w7 LET,

GE) A v H—T o RAIEFEZMZ 25813, BREENMT 572DV A UL LA oy
fe—7ZHEdELE9,

Cisco DNA Spaces # & A9 % =& D FlexConnect E— FDEXE
Ffe 2 A v FE-ITe—h L AL v FDOF— RIZ FlexConnect % E CTE £,

FlexConnect PR X A v F E—F
FlexConnect 1 & A A+ FE— KT Cisco DNA Spaces #fifl 35 L HicvAa v/ vL R a
M —F%2EETHITE, WOFIREZFEITLET,

7 7% A RA L D FlexConnect &=— R & 3XET 5

Z DR ENL, FlexConnect DR A A v FBIONa—bNLVAAL v FE—RNIZEHAENEST, 7
7% AR A > MIZ FlexConnect TR A A » FF— REZRET AL, ROFIEEZFEITLET,

RTYT1 YR TAF LR arba—FDAA T 4 RUT, [Wireless] ¥ 7% 27V v 7 LET,
TRTCODT IV BARA Y IPR—EFRRINET,
GE)  TIERRAFOFHEMIIONTL, Y AaVASYLRaryie—J0a—F—01 FEZZHRL

TLEE,

RTw T2 F— K% FlexConnect (ZRET DT VA KRS ves Vv LET,

ATY 73 [General| ¥ 7 &7 U v 7 LET,

AT w74 [APMode] K v 7% 7 U A R D [FlexConnect] 38R L 9,

ATYT5 [Applyl %7V v/ LCERELXBHAL, 778A RS 2V T —FLET,

A2 TJAF¥ LA ar ha—T TO FlexConnect T 9 A2 A <~ FF— KD SSID DIERK
2 —H/E— ROYAE LR U FIETSSID #{Ek LE3, GO VWTIE, A2 UL P LA
22 hr—7TOSSID DIER (6 %—) 2L T ZEW,

FlexConnect H R 2 A v F F— FOT 7B AHIH U A N O/ERL

o0—HNE— FOEELFACFEAZEALC, 778X arbo—L U2 M2ERLET,
AN OWTIE, TR arrae— L VR MEERTD @—) LTS
W,
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RIEA 2 H—T A ADRE .

RAEA VB —T = ADHEE
WA o H—T 2 AEFBETDHITIE, WOFIEEZZITLET,

AT w71 [Controller] > [Interfaces] %z &R L £,
ATw T2 [Vitwall] Vo7 %27V v 7 LET,
AT 73 FREND [Interfaces] > [Edit] X—T T, RDONRT A= E AL ET,

a) [IPaddress] 7 1 —/L R, REIV B TBIOREROF— v =A 1PT KL A (FETLHHE) A
HLET,
b) [DNS Host Name] 7  —/L FiZ, DNS s A N (TFETH85E) # AL ET,

GE) HEMIIX, 207 40—V RIZZEAICRY £97,

GE) 5t LT Web 3R3EAHENL T HI21%, DNS UV — NS v X —T = ZABKRA L LT
WARERH O £, (RIS H—T 21 ATDNSHEA MBRREENTWAEAIL. 7T
AT v "IMEHTS DNS 3 — N ETCHECDNS RA MMRRESNTWDARLENDH Y 97,

c) [Applyl 27 V> LET,

GE) A A —T oA ATEF 2 MZ T35 CEEENBTAEDICVATITAL LR T
fe—Z7Z2H/EE L E9,

FlexConnect O—AJ)L XA vy F E—F

FlexConnect 2 — % /LA A »» FF— R T Cisco DNA Spaces Z i[5 L H v Az U4 LA
arhe—7 ZHRETHIIE, KOFIEEZFATLET,

« 77 A RA » ;@ FlexConnect & — BETDH (10 3—)

T 7B A RA 2 D FlexConnect &— RERET D

DFEIL. FlexConnect DF A A v FBLIORE—H)LAAL vFET—RIZHEHEENET, 7
7‘JZXT/I'/]\ FlexConnect H - A A v FE— REHTET HIZ1E. WOFMEEEITLET,

ATYT1 VAT TIAFY LA aryba—JDAA 27 42 RUT, [Wireless] ¥ 7% 27V v 7 LET,
TRTCOT T EARA Y bR BRRINET,
GE)  TI7EARAL U ROFEMIZOWTIL, Y Aa UL RAaryha—J0a—F—0A FELZHRL
TLIEEY,

RATw T2 F— R% FlexConnect |IZFRETHT 7 A RA L "2V w7 LET,
ATY T3 [General| ¥ 7 %7V v 7 LET,
AT w74 [APMode] K v 7% 7 U A R D [FlexConnect] 38R L %97,
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B o x271%Lx 3> F0—5T0 FlexConnect 1—H LR A v FE— KF SSID D

ATYTS [Applyl #27 Vw7 LCEEZBEHL, 77E8A KRS b2 T7T—MLET,

VAaA AL R ay ba—TFTOD FlexConnect @ — 1)V AA > FF— K SSID DIERK

ATv 1
ATvT2

ATvT3

ATy T4

ATy TH
ATv 76

ATy 717
ATvT8

\}

GE)  SSIDIE. CiscoCMX TlEe<, YAa UA ¥ L A ar bha—F TERENET,

FlexConnect D &2 — % /)L A A »F F— KO CUWN T SSID Z 1Bkt 5 12iE. ROTFNEEZ FEITL
iﬁqo

VAATAYVLRA A B —TDAAL LT 4 RYT, [WLANS] Z 7 %227 Y v 7 LET,

WLAN Z{ERK T 2121E, Vo4 v FRUOLHIicH D K w7 X U A T [Create New] Z 3R L, [Go]
27Uy 7 LET,

FRS4D [New] ¥ 1 > KT, [Type]. [Profile Name], [SSID] 72 &' WLAN Oitiia AI L E T,
[Applyl &7 U v 7 LE7T,

[Edit <SSID Name>] ¥ « &~ RUMNFRINET,

SSID % Cisco DNA Spaces & > & = 7h— RIZIEM L £,
VA TAX LA arybha—F AL 02 KU [General] # 7 C. [Broadcast SSID] F = v 7 R v 7
A A7 LET,

GE) SSID7er—RXx X MRHW S, REEXT T THRNIIEEN SSIDIZT 78 AF 5 Z &AHE
WESNET,

[Security] > [Layer 2] %% L C. [MAC Filtering] 7= v 7 R v 7 A& 41 L£7,
[Layer3] # 7 C, WEHRELET,
a) [Layer 3 security] K27 & 7 U A R)vb, [Web Policy] 234 L £9°,

GE) [WebPohcy]li VAAUTUAYLR Ay b= Ty ST 4 TR H NV ERETED L
(29 % [Layer3) D Fx = VT 447 a2 TY,

b) [On Mac Filter Failure] 7 VAR ¥ > @I L £77,

¢) [Preauthentication ACL] i} G, [WebAuth FlexACL] K12 v 7 Z U 2 kb HRICER SN T
W5 ACL iR L %7,

d) AV—TIREDI T AT FD[Enable] F = 7Ry 7 A4 LET,

GE) RV—TREOIITAT L FNEAMNITHIEIIMATIEDHY A, T2 LA
&L BREZRICA Y — 7 — RIZR > TV DB NETE S RERINIC A U — 7 RRE ﬁ%@
JGH LI E . REER LTS E T, Web BEEICKRII LT=F A N T 78 A &2 F> 7 T4
TRt vl AT 4 RUNBHIOFTEFE T v 2R 2 FETETICRAY — 7B I OEIRT
L2 EEFNENTOVET, FRiESAMEICRDETAY =T REICHD 7 T4 T 2 MR
FhEk SN A MM 2 E T 9, AT 1 K25 720 BEf 30 H) T, T 7 4L
MIREMTT, chdktyvary XA L7 0 ERUICRDONPEBENTY,
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$23 74 YL 3 kO—5TO HexConnect A— A X A v FE— KA sSID et [

e) [Over-ride Global Config] ® [Enable] = v 7 R v 7 A% A N LE T,

(3¥)  [Override Global Config] # HZNZ T 2% &, K%M URL Thd 5 Cisco DNA Spaces URL (T
YEA VL7 FTEET,

f) [Web Auth Type] K1 v 7 # U A kv, [External] 23R L £ 97,

(G¥)  Cisco DNA Spaces X— Ly b a—7 TIERINBYI—_R—THA NI 5729, [Web
Auth Type] 1% [External] THHLMLENH Y £,

g) F/REN S [URL] 7 1 —/b KIZ, Cisco DNA Spaces DA77 v = URL # AT LET,

CUWNT B Dy hDAT T w2 URL ZFKART HIZIEL, CiscoDNA Spaces ¥ > ¥ = 78— R D [SSIDs]
7 4 > K7 T CUWN SSID @ [Configure Manually] V > 27 %27 U » 27 L'£79, [Configure Manually] V
> 7%, Cisco AireOS SSID ZiBIN L 72 ICOAFRENET,

GE) AU BR—F ¢ IR D Cisco DNA Spaces Web _X— IV XA L7 &b K oHITA
TT v aN—UERETHINENDY ET,
h) [Apply] #7 VU v/ LET,
ATw 79 [Advanced| ¥ 7 EH 7 U v LET,

AT w710 [EnableSession Timeout] 7 4 —/L KiZ Jé%iﬁz v aBALT Y MEEMBEMATAALET, 2Lk
X, By va AL T T RN 30 508AE, 1800 E AT LET,

AT w71 [FlexConnect] {1 T, FlexConnect @ — 4 /LA A »F > 7D [Enabled] F= v 7Ry 7 ZAEA 12 LT,
[Applyl 7 V v 7 LET,

AT w T 12 [General] ¥ 7 T, [Status] 3 X O [Broadcast SSID] 473 = > @ [Enabled] F = v 7 R 7 A% A4 12 L
T, SSID ZAMC L ET,

ATYT1B avr R7ar 7 TROa~vy REFITLT, Fx T T4 T NA RAEWHICLET, KIZ, VY
V2Aaybhe—J2BE# L xS,
config network web-auth captive-bypass disable
GE) X T A TN RADRENT > TWBEE, CNAILIOS T3 AZX L TRy T T w7 L
FH A,
AT w14 [Management] > [HTTP-HTTPS] #&ER L £,
AT w15 FIREND [HTTP-HTTPS Configuration] 7 o > K7 T, kEFEITLET,
a) [HTTP Access] K> 7% 7 U & )b, [Disabled] Z 38R L £,
b) [HTTPS Access] Ke v 7*#7 U X h)26 | [Enabled] 28R L £ 7,
c) [WebAuth SecureWeb] Rr2 7% 7 2 ki, [Disabled] 38R L £ 9,
d) [Applyl &7 U2 LET,
AT w716 [Security] > [Web Auth] > [Web Login Page] DJIEIZ#EIR L, [Redirect URL after login] 7 4 —/L K322 C
DL L EHRLET,

GE) U XA L2 MURL 7 4 —/b RiX, [Layer3] Tix & 417z Cisco DNA Spaces D A 77 v ¥ = URL
Z EEZI L2V IZEAIRTOILERH Y £,
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B recomect n—nLza v FE—ROTHLREIEY R DR

FlexConnect @ —H )V AA v FE— DT 7 AHl#H U A s DIERK

ATvT1
ATvT2
ATvT3
ATvT4

ATy Th
ATvT6

ATvT1

ATvT8

EEDA A —F v 8T 7 AZHIPR L, SSID (Z#4f¢ L 7= & X |2 Cisco DNA Spaces A7 7 v
v aX—Y URL~D7 7B ADH%EFFA[T 5I1Z1%,. ACL T Cisco DNA Spaces D IP (7 +—/L
=7 V) ZRETLLENRHY ET, T, BENSSIDICHRTHE, ATy ia
N=UNERICRRINET,

ACL T—HBDMELZR IP 3 E ST WA, Cisco DNA Spaces 238 URL & fL7g S 41,
BRI L THEERIO Y 74 L7 FAFEAELEY,

FlexConnect D2 — )L AA v F F— RTHOT VA 3 ba—)L R FE{ERT DI
WO FNEZELZITLET,

vAavUArYLRAaryia—Tou A EREFEHLT, VAL Ravrie—JicarsA4 > LET,
[Security] > [Access Control Lists] > [FlexConnect ACLs] DJIEIZEIR L £,

ACL ZBINT 5121%, [New] #27 VU » 7 LET,
FRINT[New] V4 > KU, RO X HICATILET,

a) [Access Control List Name] 7 4 —/L KiZ#H L\ ACL D4 i&E A LET,

GE) BRI XFOFEETEANTTEET,
b) [Apply] %7 Vv 7 LET,

[Access Control Lists] 7 > FUNFERRINTZH, FHLWACL D4RTIZZ Y v 7 LET,
FoREND [Edit] 7 4 > R T, [AddNewRule] 227 U v 7 LET,

[Rules] > [New] 7 1 &~ FUMFRINET,
MBI — )L H—F L OFBFIZZ D ACL DL— L E2FHELET,

T =V H—T > O#EiPHZ FIRT HIZIL, CiscoDNA Spaces 7 v 3 = 7R — KD [SSIDs] 7 1 > K7 TCUWN
SSID @ [Configure Manually] UV 7 %27 U v 7 LE T,

ACLV—/VEEHRT DHEEITIE, ROLHITEEAFRELET,
« Direction : Any
* Protocol : Any
* Source Port Range : 0-65535
* Destination Port Range : 0-65535
« DSCP : Any
* Action : Permit
R—=H Y — v VRGEER R T 2561, YV — Y vy VRGERIZ Y 3 — T —F & bR T D 05

N FEF, V— ,ﬁwwwmﬂq&@#éﬁ%#%éﬁj*ﬁ%ﬁ~fy® A OV, Y —T v L
FAFICANT T2 A Y L ARy NU—7 DOFTE] OB I a3 ZBRLUTLIEEN,
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RIEA 2 H—T A ADRE .

(6z3) V=¥ VEGERICRESNT-Z O T +— )V —F EEIC L 0 . BRI SSID (2B L7214
X TT 4 TR—=F N EBEHETIT, T _XTO HTTPS Web 1 MIEBET 7 A TE £,

REBA B —T = A ADHRTE
BABA 2 F =T oA REBET DI, ROFIREFITLET,

AT w71 [Controller] > [Interfaces] Z &R L £7°,
ATwF2 [Vitwall] Vo7 %7V v 7 LET,
ATw T3 FREND [Interfaces] > [Edit] X— T, RONRTA—=FE AT LET,

a) [IPaddress] 7 1 —/V R, REIV B TBIOREHOY— v =A IPT KL A (FEETDHHE) A
HLET,
b) [DNS Host Name] 7 4 —/L KiZ, DNS s A b4 ((FET5HA) # AN LET,

GE) BB, 207 40—V RIZZZAIZz 0 £9,

GE) B L C Web 3RiE&2 NI 5121, DNS b — NI E IS v X —T =2 A A& RA 2 b LT
WAMERHD F4, KA Z—T A ATDNSHEA MENREINTWAERITZ. 7T
AT hMEMATS DNS 3 — N ETHEECDNS RA MMRRESINTWAMLENDH Y 97,

c) [Applyl 27 V7 LET,

GE) A X —T oA AIEREMAT- 58T, BERENMT 720 Aa LY LA ay
fe—J2/E8E L E9,

AV8—3xy b TOEY3aZU T E XU RADIUS BREED =D 2 X T
TA¥YLR Y FO—5DERE
F ¥ 7T 4 T AR—ZVITIE RADIUS RBREAEH T2 Z L 25 < @ L7,
Y

(GX)  Cisco DNA Spaces 7 7 7 R RADIUS #—/3—{X, Web RADIUS §8iEH D PAP DA% H 7R — b
LEJ, CHAPIIV A — SN TWERA, 7747 v MEGEO KRR ZEHET 51213, v A=
UA¥Y LA a2y ba—7TWebRADIUS FBFEH A& LTPAP 2% ETHMLENH VY 97,

ROBEREIL, RADIUS #FEA R E LT HBICDOABERE L £77,
e V—LLARA UE—Fy N TrETVa=r T
YRSy v a VHIM L A X — % o MHETIRIE,
A U =Xy FOHA
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Cisco DNA Space [CF (752 X0 T4 ¥ LR a¥ bA—3 & & U Cisco Catalyst9800 ') —X 2> hO—35 D% |
B o550 ToESa - I BEURAIS BEDEHO LRI TA VLR T2 hO—5DRE

. XY T T A TR —ENC L DR R—FT 4 R, A —xy e g =
:/7 BQEZ] '/[Z‘g‘@‘g_o

RADIUSDALDE&/»—-Z)\[/XV-&/],/&‘—_Z\/}\7DE/374/7% 'ﬁ?@’é i /k@illﬁ T}]l_:
I/\ivé—o

ATFYT1 vRaTvA¥LRaria—=JoulA AFREEALT v Ra /¥R arita—ZiZnrsA
YLET,

ATwF2 [Cisco Wireless Controller] D A A > 7 > KT, Security ¥ 7% 27 U7 LET,

AT w73 [Radius] > [Authentication] DJIEIZIER L %9,

[Radius Authentication Servers] 7  » RUNRRIIET,

ATw 74 [AuthCalled Station ID Type] K2 v 7 Z 7 U X kv, [AP MAC Address:SSID] Z 841 L 97,
ATwT5  [MAC-Delimiter] K2 v 7% 7 Z k)35, [Hyphen] 2R L £,
ATY 76 [New] &7 Vw7 LET,
AFyT1  FRERZ[Newl]V 4 v RUT, #—"—DIPT7 RL A, H— &G, fEHR S, iAo RADIUS
*}‘—/*‘ﬁﬂ)?‘ifﬁﬁ Z ANJJ L. [Server Status] C [Enabled] ZE8&4R L. [Applyl %7 U v 27 LET,
R 1812
()  Cisco DNA Spaces RADIUS —/ 8 —DH &% ETX £, RADIUS #—/3—D [P 7 KL % & fil
WA #9521, Cisco DNA Spaces # v 3 = 7h— K C, [SSIDs] 7 1 > K7 ?® CUWN SSID
® [Configure Manually] U 7 %27 U » 7 L£9, [Configure Manually] U > 7%, Cisco AireOS
SSID Z B/l L7 RICHOAFRSNET, T T~V Ll Y) DOWJ O Radius ¥—/3— IP
ZiE L ¥, Cisco DNA Spaces VAR — hF—AIZHfET 52 & H TEET,

AT w78 [Radius] > [Accounting] DJEIZER L £,
[Radius Accounting Servers] 7 4 > RUNRRINET,

AT w79 [Acct Called Station ID] % A 775, [AP MAC Address:SSID] Z3#R L %9,

ATv 710 [MAC-Delimiter] K2 v 7% > U A k55, [Hyphen] 28R L £,

ATV TN [New] 227V v LET,

ATY 12 FRENTE[New] V4 > R T, —=R_—=DIPT RV A, KR— &5, WERRE, ThorT7 4007
F® RADIUS ¥— X—D3f#li %2 AJJ L. [Server Status] C [Enabled] Z3#R L., [Apply] &7 U v 7 LZE
o
Port Number: 1813

(3¥)  Cisco DNA Spaces ® Radius ' —/3\—DH A E TE £7, Cisco DNA Spaces D Radius H—/3—
DFHZEFETEET, RADIUS —"—D P 7 KL R L FlE#EZ £~ T H121%, Cisco DNA
Spaces # v ¥ =R — K, [SSIDs] 7 « > K7 ® CUWN SSID ® [Configure Manually] V > 7 %
7V w7 LET,
ATYT1B VAT TIAY LAy bhva—JDAL T4 RUT, [WLANs] ¥ 7 %27 U v 7 LET,
ATFY T8 Xx 7T 4 TR—=ZNLL—L®DSSID D [WLAN]| 227 U v 7 LET,
AT w15 [Security] Zi&IR L £7°,
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AT w16 [Layer2] # 7 T, [MAC Filtering] = v 7 R 7 A% AN LET,

AT9 11 [Layer3] # 7 C, WAHFRESINTNDZ &%%ﬁbiﬁ
[Layer 3 security] K&z > 7"# 7 X F T, [Web Policy] WER I TCW5 Z & F 7= [Mac Filter Failure]
TIUARZ PERS N TND Z &o

GE)  SSID Z{ERT 5 & X2, [Layer3] TINHDORENFITSNET,

AT v T 18 [AAA Servers] % 7 @, [Radius Servers] fEIK T, DO FNEEZ FEITL £,
a) [Authentication Servers] @ [Enabled] = v 7 R v 7 A% 4 2 LET,
a) [Server1] Ka w7 &7 U A NT, JEIZEF L7 RADIUS — —Z 3R L £ 7,
AT w719  [web-auth user] fHIK DOFRFEDELNENLIZ, [Order Used for Authentication] R v 77 A T, [Radius] % I
BHICERE L E T,
GE)  [Upl BLO [Down] R¥ o ZfH L, IEFZIEOEZ £,

ATv T2 [Advanced] ¥ 7% 7 UV v 7 L. [Allow AAA Override] @ [Enabled] = v 7 R v 7 A& 4 (2 LE T,

AT9T2N [Applyl 27V w7 LET,

AT w F22 [Cisco Wireless Controller] D A A > 7 > KT, [Security] ¥ 7% 27V v 7 LET,

ATwv 723 [AAA]>[MAC Filtering] DJIEIZEIR L E 5,

ATv T2 FoREN 5 [MAC Filtering] 7« > KU T, ROFNEEZFATLET,
a) [RADIUS Compatibility Mode] K= » 7 5*“ 7 YU A RhE, [Cisco ACS] # IR L E T,
b) [MAC-Delimiter] Kz v 7" Z 7 U R | . [Hyphen] 781%?&' LET,
¢) [Applyl 27V v2o LET,

ATYTH® Ur— N H—FTUNACLIJE L THRESNTWA Z EE2EERLET, UVar— W —F v OfilEF£RT
5121%. Cisco DNA Spaces # v =R — K, [SSID] 7 .+ > K ?® CUWN SSID ® [Configure Manually]
Vo2 %27 Y v 27 LET, [Configure Manually] V > 7 (X, Cisco AireOS SSID % B L 722D HFER S
NET,

N =I5 - N —— L=

Y— v LEBAD-HDL R T4V LR O FO—5DETE
Cisco Unified Wireless Network ~D Y — 3 ¥ VHGED T OIZiE, v A2 YA LA a3 fr—
FICEREEITOLENDY £9°,
V) — 3 JLUEREED 72 81T Cisco Unified Wireless Network Z @& €9 5 121%, kOFNEEZEITL £
7

ATV Tl a4 UEREEHLT, YRAa U4 LRAaryia—Fical A LET,
AT w72 [Security] > [Access Control Lists] > [Access Control Lists] Z 3R L 9,

ATw T3 FIREND [Access Control List] 7 ¢ > K7 T, Cisco DNA Spaces D 7= DIZERE SN2 7 7 & AHlE Y A b
Vv LET,

[AddNew Rule] 7 UV » 27 L, IROFEHRZFFDO 2 DOEMA— L ZEBINLET,
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Cisco DNA Space [2#(75 <22 T4 YL X 2 hA—35§ & U Cisco Catalyst 9800 > ) —X 3> bO—5DHE |
B —rmsorsnszaorvLz Y ro—SoRE

WWx  |7Hva BEXIP7R|EEIPTE | Ok [#fEx |5Es5HK— |DSCP 7
v LR/ b2 [ LR[Fy b [T R— & | ~EE
Y YR £
1 Permit 0.0.0.0/0.0.0.0 |0.0.0.0/0.0.0.0 | TCP HTTPS WA DR [T
(Any) (Any) (Any)
2 Permit 0.0.0.0/0.0.0.0 |0.0.0.0/0.0.0.0 | TCP W |HTTPS [ s | b3
(Any) (Any) (Any)
GE) V= VRHFRICRERR SN0 +— L T —F I L 0 . BRI SSID ([CH L7

B, ¥ T T4 T HR=FZNEFERAETIC, T _XTOHTTPS Web V1 MIEHET 7 v AT £4,

PREIZHERT Y=y v Rry NS E, V=%V T Ty N7 —2EAED RAA % ACL &
LCEMLET, Y= %L RAAL % ACL & LCGEMNMT 5121, ROFIEAZFITLET,

a)
b)
<)
d)
e)

VAAUALY LA aryba—F Xy aR— KT, [Security] >[AccessControl Lists] 3% L £ 9,

Cisco DNA Spaces FHIZERE SN2 T 7 B A4 Y A k@ [More Actions] #7 U v 7 L £,

[Add Remove URL] %7 U v 7 L7,

V—s v LURLAZAS L, [Add] %7 U v LET,

RAAL T2, FlHcE dE2MYIELET,

(B ZABORAS VAT = x ks FT—IC Lo TERER, WOTHERETX T,
Flo, INBHDO RAAL AT, BMIRIZ KL > TERINDAREERH D 9, MENEAEL
72356 1%. Cisco DNA Spaces Y748 — b F—AIZBREWEDE L E 0,

SFEISERY VY NT Ty b7 — LT HRIUIHEHASND RAAL VATRO LB TT,

*®2:

J—xw)LRAALY
Facebook

facebook.com

static.xx.fbcdn.net

www.gstatic.com

m.facebook.com

fbcdn.net

fbsbx.com

LinkedIn

www.linkedin.com

static-exp1.licdn.com

Twitter
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WLC (& #$##t & 1= [ Cisco DNA Spaces O~ # Z{Ef L 1=. Cisco Catalyst9800 ') —X A ¥ LR Oy bA—5FE[EFIRa T4 LR O
> b B—73® Cisco DNA Spaces ~ Dt

V=L x)LRASY

abs.twimg.com

syndication.twitter.com

twitter.com

analytics.twitter.com

Instagram

instagram.com

* instagram.com

api.instagram.com

d36xtkk24g8jdx.cloudfront.net

www.facebook.com

connect.facebook.net

* akamaihd.net

WLC E#E#E# = 1= (X Cisco DNA Spaces IRV 2 AL
f=. CiscoCatalyst9800> ') —X JA/ ¥ L X tO—F
FIE X374 L X a2 O—>® Cisco DNA
Spaces ~ D 1E#HE

Cisco9800 vV —AX UA ¥ LR aryia—J3FEFvAa UL L R arbr—F (CMX

72L) 75 CiscoDNA A~ —Rizalr—3 g va A Vik— T 5121%, &Pz nso oz
7 &I L Car hr—7 % Cisco DNA Spaces (285t T 2 LB N H D £,

[Cisco WLC Direct Connect] & [Cisco DNA Spaces Connector] Difii 2% 7 X%, A3 UA ¥ L
Z @ hwu—F & Cisco Catalyst 9800 )V — X U A ¥ L X 2 b —F O FIMEHTE £
j—O
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Cisco DNA Space [CF (752 X0 T4 ¥ LR a¥ bA—3 & & U Cisco Catalyst9800 ') —X 2> hO—35 D% |
. Cisco WLC Direct Connect % {# F L 1= Cisco DNA Spaces D> X3 74 ¥ L X a2 k A—S5~DEH

\}

GE) e VA UAFY LAy ha—7F % Cisco CMX & Cisco DNA Spaces O[] J7 |2 [A]IRF I 4% #5¢
%356 1%. Cisco DNA Spaces 217 Z T 2 MENHV £, 7272L, 1 >D=a |
1 — 7 % Cisco DNA Spaces & Cisco CMX Dl FIZ[RIRHI T2 & ST HERE L 8 A,

«fTEh A N U 7 A72 XD Cisco DNA Spaces L' R— MIERINDLT —HF &2, VA2 TAF
VA 3y b —7F70% Cisco CMX IZRREINDT —F LR LW E S ICBEID LE
T, HKAHZ Ko TRRENDT —FRBRBRL DR THINDTZHTT,

« 1 fh B —F % Cisco DNA Spaces |21 > R— h T 512i%, D7l &b 12D AP BEDF;
EOA MR —ZTHRHREN TS ZE 2R LT ZE0,

e hE—F T, HLWLWAP R hu—JZBMEnD &, BIMS7- AP IZkO =2
FE—ZRMOBRICABICA VAR — SN ET, A1 R — SN AP R fr—7F
NOHIRISNIZGE. T OEEIE 48 IFfl#EE L 72 & Cisco DNA Spaces |2 S L+
o T212 0, EH SR AP T, HEHIMLO AP 705 4E STV D AT D 7 48 FE
BRICHIBRESNE T, 72& 2013, 10D AP BEEINTWVWT, 2 OO AP 32> ha— 7#
LHIBRENTZHA. HIBRENZ2 5D AP 1L, fhdd 8 DD AP 6 HHINZAE SNT-
\Z D F Cisco DNA Spaces 2> HHIFR S v E T,

AP 3 hu—F & OBREfT T 2 iR S V726, Cisco DNA Spaces 7267~ IZHIBR &
NTAPEICKMEND Z EH D EHA, D AP L, 48 IEfil#E L 72\ & Cisco DNA
Spaces 7 HHIFR SV EH A

IAYLVAAay hu—7Lax7 03 ESIERMEAEDEITHERFEITRO LBY T,

Cisco WLC Direct Connect % {&£H L 7= Cisco DNA Spaces D> X1 J A v
LR 2y bA—3 DR

SAATA Y LA ALy hE—F N—2 5283 LUK (Cisco CMX DA A F—L72 L) %
Cisco DNA Spaces mﬁ‘fﬁ‘« SAATAFLA AL hB—F EZDT 7L ARA ¥ b Cisco
DNA Spaces |21 > AR— FF5121%, ROFINELZETLET,

1R BHHEIIZ
e RA ULV LR arybua—F RN—Tg 83 UM KLE T,

e VA UA YL A 2 hr—7 % Cisco DNA Spaces (24 AR — b T 5121, D7l Lt
1 ODAPNEDRFED Y A ALY LA 2y hu—F TSN TWAZ 2GR LT
<&,

e VA TUA Y LA 2y hr—7X, HTTPS #H T Cisco DNA Spaces 7 7 U RIZE|#ETX
LHILENRHY ET,

A TUAV LR aryba—F I —Fy MR TEALERH Y £9°,
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Cisco WLC Direct Connect % {1 L /= Cisco DNA Spaces D> X3 T4 ¥ L X a2 b A—35 ~D#E#i .

* CiscoDNA Spaces &7 ' 1 —E— RCTHEHTHITIEL, 7o h—ar br—JF— R LA

Ay == RO Ty Aa UL YL A aryta—F&%%y hU—27 BT 50
ERHYEF, Fy NT—7RERAICT v h—ar br—FF— KL Bar e —FF—
RO AT TAFXY LA arybe—IRNGENTWHIGESE, 20ty a rTulllT 5=
< REFEHLC, WDz ha—F T Cisco WLC Direct Connect % A ZhZ 3 2 MBS
bVET, BT, EHLHLDOE—FOVRAATUAFLRAaryba—T4, HTTPS BH T
Cisco DNA Spaces 7 7 7 FIZEIZETE 548N H Y £9, 7272 L. Cisco DNA Spaces (3.
ToA—F— ROV A TA Y LA arytr—7 13— 831024 AR —KLTWNE
A,

» Cisco WLC Direct Connect % f§ L T Cisco AirtOS VA ¥ L A 2 ha—F X—T 383
LLK& % Cisco DNA Spaces (2 IEH (292 121%, DigiCert CA 23 FAT3 % /L — MRERIEN
VETT, Xy NT—JREICT I —arbr—JF— RNz he—FF— KD
VAT TAYLRA ary hr—IRNEENTWDLHE, MFOE—RFOYAa UL FPL R
ay b —FIiEREERZA VAR NTALERHY T,

AT w71 DigiCert CA /L — FiEWEE A R — F LET,

ATy T2

a)

b)

d)

e)

ROV 7 b — MERAEELES Y —FLET,

https://global-root-ca.chain-demos.digicert.com/info/index.html

J— FEEHEONE % cerILiEFD 7 7 A M2 — L, 77 A /L% {your filename}.cer & L CTEEIEL
£7.

{your_filename}.cer 7 7 A /L% TFTP 4y —\—EDFT 74V F 7 4 L7 FUIZabt—LET,
VAT TIAY LA br—FOCLIIZu AL, ROa~vy REFETLET,

transfer download datatype cmx-serv-ca-cert

transfer download mode tftp

transfer download filename {your filename}.cer

transfer download serverip {your tftp server ip}
transfer download start

YEANLTT v 7u— RERBLET,
LW L— MERAENEFICT vy 7 a—RaEn=6, ROa~<y R&EFEITLTCiscoCMX 7 77 K¥—
EAEMHI L, FO%RTHENMILET,

config cloud-services cmx disable
config cloud-services cmx enable

GE) N—PhERAELZT vy T —FLE®R, YA VALY LRar ba—J7OREHNRD bE
T FEHZBEIO LE TN, HATEDY T A, WTNOHRE BIEHENA X F—L
SNETS

DigiCert CA 283317 L7z b D TIdeVv W b— FEAFE LM L TU A ¥ L 2= h v —7F % Cisco DNA Spaces
WCEHEL LD &9 D8, ROZT—DPREAELET,

https:SSL certificate problem: unable to get local issuer certificate

A TUAY LA fe—FDCLIE— RT, ROa<wy REFETLET,
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Cisco DNA Space [2#(75 <22 T4 YL X 2 hA—35§ & U Cisco Catalyst 9800 > ) —X 3> bO—5DHE |
. Cisco WLC Direct Connect % {# F L 1= Cisco DNA Spaces D> X3 74 ¥ L X a2 k A—S5~DEH

config cloud-services cmx disable

config cloud-services server url https://{Customer Path Key}.{LB Domain} {LB IP Address}
config cloud-services server id-token <Customer JWT Token>

config network dns serverip <dns server ip>

config cloud-services cmx enable

(G(¥)  {Customer Path Key}. {LB Domain}, {LB IP Address}. I XU {Customer JWT Token} % F/~9 5
21X, Cisco DNA Spaces ¥ v > ah— Ricn A4 L, ¥y vah— ROEEIIERRIND 3 A
MDA =a—T A%k Vw27 LET, [Setup]>[Wireless Networks] DIIEIZEIR L £ 9, &I,
[Connect WLC / Catalyst 9800 Directly] Z &R L, [View Token] &7 U v 7 LE¥, [WLC] ¥ 7 %7
Uy 79%&, A7 7 1b T {Customer Path Key}, {LBDomain}, 3 & T {LBIP Address} &, A
7w 7" 1¢ C {Customer JWT Token} # &K/ R CTZ £,

ATYT3 Woa~vry FEfHL T, BEEMRLET,
show cloud-services cmx summary
fERPFRSNETS,

Cisco DNA Spaces # v 3 = /R — K C, [Add a Wireless Network] 7 .t > K7 [CUWN-WLC] Z 3R 5 & |
WLC N —EFRENFET, ZHITLY, £D WLC ® AP % Cisco DNA Spaces |21 >R — F TX F9°,

i -

BRI IL

(Cisco Controller) >show cloud-services cmx summary

CMX Service

SEIVEr .o https://$customerpathkey.dnaspaces.io
IP Address......ccooceeeeveeienieeeene <Local System IP Address>
ConNectivity.......oeevuereenerereniennnnn https: UP

Service Status ........occevveevrererrreennns TIT 4T

Last Request Status.........cccccevereenen. HTTP/1.1 200 OK

Heartbeat Status ........ccccceceeveeuenene. OK

INT, YA UALFYL R ha—7 % Cisco DNA Spaces 17— 3 VEEIZA VAR—FTE5 L9
W2 ELE, ~ v/ —ERELIT I EARASA N T LT 4w 7 ABFHL RS —Va ik Ay
RN—hrTExEF,
T IVVBARNA LV " DTS VT 47 AESNTar—ya AV R— b TA12%, 778 ARA Y
N LT 4w AERERLI-a =23 DA AR— N ESRLTLLTEE N,
ey T =R L Calr—Ya AR — T BT, vy =X R LI — g
vour—g UEBAAOA R — N ESERL TN,
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| CiscoDNASpace (2&1F%5 20 74 ¥ LR 3> hB—3 & & U Cisco Catalyst 9800 & 1) —X 3> FD—%O)?QE
BASEULK— FAOSZI T4 ¥LZ Y ka—5 (CiscoeMX L) 0B [

RDBERY

V=¥ VEBGE, RADIUSFEAE, BL A v ¥ —F v b TubVa = 7o TiL, koE
JrvarvERRLTIEEN,

e A UHA =Xy N R EYa = B LRADIUS SREED - D 223 UL ¥ L A 2 |
2 — 7 OFEE
AU E—%Xy h TR EYa = SBIORADIUS HAFD /-0 D Za UL L2 a2 |
72— DOEE

BABELIUVLAR—FADI R I74¥ LR a2 FA—F (CiscoCMX 7 L) DEHTE

Cisco CMX #ffi ] L 72\ 4. WLC Direct Connect}s & UF Cisco DNA Spaces T 7 % L\ o 7=
aRx I HEMFHLT, A2 UL YL A 3 hra—7 % Cisco DNA Spaces (2t TX £,

ZOEIpGE, WML VAR— MIBERBREIL, YA VA VLA arbr—7%&4 K-
Mo & SICHBMICATONET,

(GE)  Cisco DNA Spaces C WLC Direct Connect F 72 (% Cisco DNA Spaces 2R 7 ¥ Z{fi [ L T\ 55
A, avbe—FF [Zxr—Vrartn—7] F—RKTHLOILENDD £,

Cisco WLC Direct Connect % &£ L 7= Cisco DNA Spaces O Cisco Catalyst
9800 > 1) —X JA VY LR a2 bO—5~DEH

48 HHIIZ

» Cisco Catalyst 9800 > U —X U A ¥ L 2 =2 h @ —F % Cisco DNA Spaces |21 ' A"— 3"
LG, iR L h 1 DD AP RF DOFFED Cisco Catalyst 9800 U — X U A ¥ LA 2>
Fa—Z B SNTWND I 2R LTI EIN,

« Cisco Catalyst 9800 > U — X U A ¥ L2 @2 hm—7|%, HTTPS #H T Cisco DNA Spaces
770 RICREETELOMLERNH Y £7,

» Cisco Catalyst 9800 >V —X U AL R ar b —TF, 4% —Xy MR TX 54

ERdHD ET,

» Cisco WLC Direct Connect %’fﬁﬁﬁ L T Cisco Catalyst 9800 >V —X U A ¥ L R 2 fa—
< % Cisco DNA Spaces |Z W D12, A aMERT D0 — FREAESMLET
R

Cisco Catalyst 9800 > U — X =2 h #—F % Cisco DNA Spaces |[Z#ft L, D hu—7 &
ZDT 7% ARA L k% Cisco DNA Spaces (24 AR — b9 5121k, ROFINEEZFEITLET,
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Cisco DNA Space [2#(75 <22 T4 YL X 2 hA—35§ & U Cisco Catalyst 9800 > ) —X 3> bO—5DHE |

. Cisco WLC Direct Connect % {#F L 7= Cisco DNA Spaces O Cisco Catalyst9800 ') —X T4 ¥ L X O kO—5 D

ATv T

ATvT2

ATvT3

ATy T4

VAAMADEBETELL—MNANT HA AR — LT, 2 hr—7|Z DigiCert 7 7 —/3L/L— | CA
EAVARM—ILLET,
a) WOa~wy REFEHALOV— MNEHEZZ Y e—RNLET,

(config) #crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b

b) kD=~ FEMEHLTREHEDA A =L ERGEEL £7,

#show crypto pki trustpool | section DigiCert Global Root CA
cn=DigiCert Global Root CA
cn=DigiCert Global Root CA

GF) HhzaFzyZ7LT, FPTART=ANELA VA= ENTWD Z L 2R D LEND
nEI,

Cisco Catalyst 9800 ' U — X =2 b —F T, kD=~ K&l LT, DNS A Cisco DNA Spaces URL %
R CE L L IICLET,

a. (config)#ip name-server <Primary IP> <Secondary IP>
b. (config)#ip domain lookup
c. (config)#ip route 0.0.0.0 0.0.0.0 <default gw_ ip addr>

HTTPS #2H C Cisco DNA Spaces Cloud & i#{5 3 5728, Cisco Catalyst 9800 'V — X =2 k ©— 7 T nmsp
cloud-services Z N LET,

a. (config)#nmsp cloud-services server url <URL>

(

b. (config)#nmsp cloud-services server token <Customer JWT TOKEN>

c. (config)#nmsp cloud-services http-proxy <proxy ip_ addr> <proxy port> -This command is optional,
and must be used only if the proxy server needs to reach the internet.

d. (config) #nmsp cloud-services enable

G¥) Y —"—DOURL & h—7 > %F /T 521X, Cisco DNA Spaces ¥ v > ah— Rizrn 74 > L,
By alR— ROERIERENDIIAMOA =2 —T A a7V v 7 LET, [Setup]>[Wireless
Networks] DJEIZEZEIR L £ 9, &KIZ, [Connect WLC / Catalyst 9800 Directly] Z B L. [View Token]
27V w27 LET, [CiscoCatalyst9800] ¥ 7% 7 U v 7§25 &, AT v 7 2b TURLDFERIIL,
ATy 72 Th—0 VINERENET,

WD a~ > R&94T L C, Cisco Catalyst 9800 > U — X =2 h 1 —7 & Cisco DNA Spaces Cloud [ D #2f5¢
e L £

#show nmsp cloud-services summary

FERITZKDO L D272 £,

£

BRYUIL

H— 3— : https://abc.dnaspaces.io

CMX ¥—FE X : Enabled

B¢ : https: UP
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| CiscoDNASpace (2815220 74 ¥ LR 3> hB—5 & & U Cisco Catalyst 9800 ') —X 3>~ FO—S5 DHE
CUEFRALIF v T T 1 TK—FILBELVIUS—S A L7 7O CiscoCatalyst9800 &) —X T ¥ LR A hO—3F (A—HLE— I
F) ORE

P—ERAAT—H A Active
BEOIP T FLA : <o—AL Y AT AP T RLA>
K#%“D) 7 2 A NAT—H A : HTTP/1.1 200 OK
N—RE—hAF—H% A : 0K
Z XU T, Cisco Catalyst 9800 'V — R U A ¥ L A 2> h1— % Cisco DNA Spaces D 17— = U HEEIC
AVR—=FTEDL LR £T,
AF VTS TIT A TIHT VT 4 7 I CiscoCMX 2 7 REERROBER & F AT 51T, kOav Y FEFITLET,

#show nmsp status

(G¥)  Cisco DNA Spaces Cloud #fit ~DHEHEIkIE A R T £ 7,

ATV T6 T_XTDT 7T 1772 Cisco DNA Spaces 7 7 7 REHROEM ST A7 ) 7o a v oOlEEZRRIT S
WZix, koa~vr REFATLET,
# show nmsp subscription summary

GE) B WESL SN D & Cisco DNA Spaces Cloud 2388k L CTW A —EAEERTEET,

ATwF1 vlr—3 3% CiscoDNA Spaces ¥ v ¥ 2R — RIZA VR—FLET, ar— 3 DA KR— FOFEH
IZOW X, TCisco Catalyst9800 > U —X UA LR arba—JFLFvAa UL A ay ba—
7 (CiscoCMX 72 L) our—a VEEOER] 28R LT EE0,

ATY T8 v TT 4 TiR—FIIBLOEngagements 7 7 U ZHEHT 585413, ITD ) bULERREEZFITLE
j—O

CLUZFERLIEXYTT4 TR—FNLELIVI S =D A2 7 F1) D Cisco Catalyst
9800 ) —X JA ¥ LRXRarvrA—5 (A—AHILE—F) DEHTFE

\)

GE) 4 7K— h &1 Cisco Catalyst 9800 2 U — X TA ¥ L& 3> ha—F DRy S— = 13,
16.10.20181030 T~

X¥ I T AT R=ENEBLOT 7= A h 7 7Y HIZ Cisco Catalyst 9800 ~J — X U A ¥
VA Ay hu—=T Z@ETHIE, ROFIRZFATLET,

AT w F1 Cisco DNA Spaces % v ¥ = 7/R— R T, Cisco Catalyst SSID Z % E L £9°, SSID D% E DFEAIZ OV T,
[Cisco Unified Wireless Network FH?D SSID O A AR — K] 7 v a v ESRLTIEIN,

GE)  SSIDIZIHMEE D4 HIZ EFTE £, Cisco Catalyst 9800 >V — A UA YL A ary ha—T &k
ELIZEZ LU SSIDAZEATLILERNH Y £,

AT w72 CiscoCatalyst 9800 >V —X U A ¥ L A 2> hr—7C, RO X HIZHTTP & HTTPS AN L £,
ip http server
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Cisco DNA Space [2#(75 <22 T4 YL X 2 hA—35§ & U Cisco Catalyst 9800 > ) —X 3> bO—5DHE |

I CLUZFERALEF ¥ TT4 IR—FILELXVI ST =D A2 b7 F1) FOD Cisco Catalyst9800 & ') —X I/ ¥ LR a2V hA—F (A—AHJILE—
F) OF%E

ATvT3

ATvT4

ATy TH

ip http secure-server

II7AT DY EA VI NHDONRTA—=2 <y TagiE LET,
parameter-map type webauth <map name>

type consent

timeout init-state sec 600

redirect for-login <splash page URL>

redirect append ap-mac tag ap_mac

redirect append wlan-ssid tag wlan

redirect append client-mac tag client_mac

redirect portal ipv4 <IP Address>

logout-window-disabled

success-window-disable

G¥) A7Z 92 URLEIPT KL AIZOWTIE, Cisco DNA Spaces % 3 = /R— K¢, Captive Portal
TV E7 Vw7 LET, [SSIDs] 27 Vw27 L, A7 v 1 TYER L7z Cisco Catalyst SSID @
[ConfigureManually] Y > 27 %27 UV v 7 LEd, CUWNT HV hDATZ v 2 URLIX, [Creating
the SSIDs in CUWN-WLC] &7 > a2 12U A hZfvEd, IP 7T KL A%, [Creating the Access Control
Listl B 7 va M BERRINET, VANMIHDIPT RLAOWTIN 1 DOBLEHEHT 504
TS Y F9, Cisco DNA Spaces A — FF—AZH#AETHZ &L TXET,

27AT RV ZA VT MAOREIP T RV AZBELET,

parameter-map type webauth global

virtual-ip ipv4 192.0.2.0

intercept-https-enable

GE) «ipV4192.0.2.0 DRV IZ, EEDOHRAIP 2 T 4, virtual-ip &, V—7 1 > 7 RAlhE
BRARMHOIP T RLATHLZULERDHY £7,

+ Cisco Catalyst 9800 ' U — A U A ¥ L R a2 b —F (AR IP/ K A A > DA %7 SSL ZEH =
A AN NTLOREDR DY T,

FQDNURL 7 4 VX U > T hHFELET,

2 A F D WLAN D&, URL 7 4 V2 U Z MIR D =707 7 A VIR S ET,
urlfilter list social login fqdn_central

action permit

url <splash page domain>

GE)  FIE3 THRELE FAA % [redirect for-login] IR E L £,

url *.fbcdn.net

url *.licdn.com
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CLUZEFEARALEF Y TT4 ITR—FILEIUVI U= A 7 1) D Cisco Catalyst9800 > 1) —X DA ¥ LR OV rA—F (A—AHILE— I
F) ORE

url *.licdn.net

url *.twimg.com

url *.gstatic.com

url *.twitter.com

url *.akamaihd.net

url *.facebook.com

url *.facebook.net

url * linkedin.com

url ssl.gstatic.com

url *.googleapis.com

url static.licdn.com

url *.accounts.google.com

url *.connect.facebook.net

url oauth.googleusercontent.com

wireless profile policy default-policy-profile
urlfilter list pre-auth-filter social login fqdn_central
7Ly 27 AWLAN D&, URL 7 AV Z VXA MIT Ly 7 2707 7 A VIS SvET,
urlfilter list social _login_fqdn flex

action permit

url <splash page domain>

GE)  FME3 THRELTZ FAA % [redirect for-login) FAIZEE L ET,

url *.fbcdn.net

url *.licdn.com

url * licdn.net

url *.twimg.com
url *.gstatic.com
url * twitter.com
url *.akamaihd.net
url *.facebook.com
url *.facebook.net
url *.linkedin.com
url ssl.gstatic.com
url *.googleapis.com

url static.licdn.com
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Cisco DNA Space (28511523 74 ¥ LR 2> hA—5# & U Cisco Catalyst 9800 & 1) —X 3> FA—SOHE |
I CLUZFERALEF ¥ TT4 IR—FILELXVI ST =D A2 b7 F1) FOD Cisco Catalyst9800 & ') —X I/ ¥ LR a2V hA—F (A—AHJILE—
F) OFRE

url *.accounts.google.com
url *.connect.facebook.net
url oauth.googleusercontent.com
urlfilter list social login fqdn_central
wireless profile flex default-flex-profile
acl-policy <WA-sec-<ip>>
urlfilter list social login fqdn flex
description "default flex profile"
AT 76 RADIUS —"—%RELET,
aaa new-model
aaa group server radius <group name>
server name <radius server name>
subscriber mac-filtering security-mode mac
mac-delimiter hyphen
aaa accounting login <authentication> group <group name>
aaa authorization network <Authorization> group <Group Name>
aaa accounting identity <Accounting> start-stop group <Group Name>
aaa server radius dynamic-author
client <Radius Server IP> server-key <Radius Secret>
aaa session-id common
radius-server attribute wireless accounting call-station-id ap-macaddress-ssid
radius server <Radius Name>
address ipv4 <Radius Server IP> auth-port 1812 acct-port 1813

key <Radius Secret>

(3F)  Cisco DNA Spaces @ Radius #—/S—DH AR ETE £7, Radius —X—REH D ipV4IP 7 F
LA, FESER L OVR— &R DX, Cisco DNA Spaces & ¥ = /" — R C, [Captive Portal]
TV E7 Vw7 LET, [SSIDs] 27 Vv L, A7 v 1 TYER L7z Cisco Catalyst SSID @
[Configure Manually] U > 2 %7 U » 2 L£7, Radius —/3—D7FEHIL, [Radius Server Configuration]
kI varoY A MIFRENES, FTA <V LAY OO Radius H—/3— [P 3%
E LEF, Cisco DNA Spaces AR — hF—AICHERKTHZ EHTEET,
AFYT1 RV —Fu7r7 A VeRELET,
wireless profile policy default-policy-profile
aaa-override

accounting-list <Accounting Server>

autoqos mode voice
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FrIT4ITR—BUBLUVI VST —DA Y b7 T HD Cisco Catalyst9800 1) —X DA ¥ L X 3> fE—3F GUI (A—HJILE—F) .

ATvT8

ATvT9

description "default policy profile"
service-policy input platinum-up
service-policy output platinum

urlfilter list pre-auth-filter <url filter>

vlan <id>

no shutdown

WLAN Z@&E L £

wlan <WLAN name >

ip access-group web <ACL Name>

no security wpa

no security wpa akm dotlx

no security wpa wpa2 ciphers aes

security web-auth

security web-auth authentication-list default
security web-auth parameter-map <map name>

no shutdown

GE) ZZTHRETH WLANZ A, A7 » 7 1 T Cisco DNA Spaces T /E L72SSID 4 & —H3 5 2 &
EHERL TS IZE,

DNS fi#ik % A0 LT, Cisco Catalyst 9800 >V — X UA ¥ LA 2 b —FZF 74V h 7 —h 7 = A
MRESNTWD Z & a2 LET,

ip name-server <dns_ip address>

ip domain-lookup

ip route 0.0.0.0 0.0.0.0 <default gw ip addr>

% D#% ., SSID % Cisco DNA Spaces |21 »AR—F L, ¥ 77 7HR—=FN/—)LA&fH LT SSID DF ¥
TT 4T R—=ENVERELET,

X TT 4 TR—BILBEXUVI VS —D AL 7T HD Cisco Catalyst 9800 < ') — X
J4v¥LRXRarrA—5G6GUI (A—AIIE—F)

N

(GE)  HF—FEN 5 Cisco Catalyst 9800 ' U — X T A ¥ LA 3 ha—F Di/h3—Y 3 U,
16.10.1E $ L 11 16.10.11 T3,

Xx ST 4 TR NEBLOR= = A 77U HIZ Cisco Catalyst 9800 > U — X U A ¥
VA a3y he—J%FETHI2E, ROFEEFEITLET,
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AT w71 Cisco DNA Spaces % v ¥ = 7/R— R T, Cisco Catalyst SSID Z &% E L 9, SSID D% E DFEAIZ DV T,
[Cisco Unified Wireless Network 1D SSID DA AR — K] 7 v a U ESRLTLEEN,

ATYT2 NITA=F<yTHERLET,

a)
b)

c)
d)

e)

g)

h)

)

Cisco Catalyst 9800 ¥V —X U A YL A av hr—Jilus/ A LET,
[Configuration] > [Security] > [Web Auth] DJIEIZER L E 5,
[Web Auth Parameter Map] % 7 C, [Add] Z27 V v 7 LET,
[Parameter-map name] 7 4 —/L RIZ, NTF A=~y T HE ANTTLET,
[Type] Ru > 7% 7 A~ [Consent] Zi&IR L, [Apply to Device] 27 U v 7 LET,
B LB & 7237 A —H ~ » 7 ) [Web Auth Parameter Map] % 7 D U A MIFERINET,
# L < AVERE &7z [Parameter Map] &7 U v 7 LET,
[General] % 7 C, [Disable Success Window] 7= = 7 7R »» 77 A & [Disable Logout Window] & = »» 7 7~ v
I RAuEF AT LET,
[Advanced] # 7 C, IROBEAEZIATLE T,
* [Redirect for log-in] 7 4 —/L FIZ, ZA7'T v 2~—® URL
(https://<domain>/p2/<customerPathKey>) % AJJ L F£ 7,

* [Redirect Append for AP MAC Address] 7 « —/L KiZ, lap mac] Z AL FET,
* [Redirect Append for Client MAC Address] 7 « —/V RiZ, lclient mac] Z AL ET,
* [Redirect Append for WLAN SSID] 7 « —/V Fi{Z, wlan # A7 LE T,

* [Portal IPV4 Address] 7 4 —/V RIZ, #FrA] & 415 Cisco DNA Spaces IP # A ) L E 5,

GE)  FFAIShDIPT RLR&EFKRT HIZIE, CiscoDNA Spaces & v & =2 7h— RC, [Captive Portals]
77V %27V LET, [SSIDs] 22 U 2 LTHh b, Cisco Catalyst SSID @ [Configure
Manually] V> 7 %27 U v 27 L¥d, IP7 RL R|X, [Creating the Access Control List] &7 =
NBERRINET, VANIZHDIPT FRLZADOWTNN 1 DOHZHEHT 25813 Y
F9, KO DOIP I, ACL OIERIRFIZHEE SV EJ, [Configure Manually] U > 7 1%, Cisco
Catalyst SSID Z 3B/ 5 F TRRINEE A,

[Update and Apply] #27 U v 7 L¥ 7,

ATV T3 Web BIAGFFHES A VA =L L, TB—RANRFGRA—F< oy FEHELET,

Cisco Catalyst 9800 >V — A U A ¥ L A 2> ha—F B IP/ KA A » DF 72 SSLEEHELY A > A h—
NTDVERHY T, AEEDOTVA N NI — REEHELEATE ET,

a)
b)

<)
d)
e)
f)

Cisco Catalyst 9800 'V — X U A YL A av hu—Flul/ A LET,

Cisco Catalyst 9800 Series Wireless Controller %+ 3 = 78— RC, [Configuration] > [Security] > [Web
Auth] Z R L £7°,

NI A—=H <74 [globall] &7 V v 7 LET,

[Maximum Http connections] % [100] {Z5%E L £

[Init-State Timeout(Secs)] % [120] {ZFXE L £ 97,

[General] # 7D [Type] Ku v 7 XU R hovd, [Webauth] Z88R L £97,
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| CiscoDNASpace (2815220 74 ¥ LR 3> hB—5 & & U Cisco Catalyst 9800 ') —X 3>~ FO—S5 DHE
FrIT4ITR—BUBLUVI VST —DA Y b7 T HD Cisco Catalyst9800 1) —X DA ¥ L X 3> fE—3F GUI (A—HJILE—F) .

g)  ENENDOT 44—V RTEMEIPvE T R A (AEIP) F /I3 AEIPVA R A " (RAA YY) ZIEE
l/\ijqo

h)  [Watch List Expiry Timeout(Secs)] % [600] (Z%E L £ 7,
i) [Web Auth intercept HTTPS] F = v 7 R v 7 A% A 2 LT,
j) [Update & Apply] %27 V v 7 LET,
k)  FERAEZ pkesl2 (ZAH L F7,

77 ANMERIT pl2 12720 £,
)} 77 A% TFTP —_—la’— L £7,
m) ROFNEZFEH LT, TFTP y——|labt—ShizitHEE2 ¥ v e— KL ET,

« Cisco Catalyst 9800 > U — A U A ¥ L A 2 ha—FDOCLI T, kOa~<v> RE A LET,

crypto pki import <name> pkcsl2 tftp://<tftp server ip>:/ password <certificate password>
o tfitp —N—D IP ZHEET HI121E, Tyes) EATILET,
FEETZ s AN EAN LET, =& 21F Twildcard. wifi-mx.com.pl2] DX HIZATILET,
AEAENR A T e — RIS ET,

n A ARAENTNDHIAEAELZ MR T HIZIE, Cisco Catalyst 9800 Series Wireless Controller % ¥ =
R— K. [Configuration] > [Web Auth] > [Certificate] % R L £,

Fora— RSP EL, VA MRROGEHEL LTRRINET,

0) AVAR—AINAAELZY = TRENT A —F <y Iy B 7T 5HITIE, Cisco Catalyst 9800
VIU—=XTA XYL A arha—IDCLIT, kDavy REFTLET,

¢ Conf t

® parameter-map type webauth global

® trustpoint <installed trustpool name > ex: trustpool name
® end

*wr (to save the configuration)

Cisco Catalyst 9800 ¥V — X UA ¥ L X ar ha—J7% ) a—RKLET,

ATY T4 URL 7 4 V& &8 LT ACL 2R L £7,
a)  [Configuration] > [Security] > [URL Filter] Z &R L £,
b) [URLFilters] V> RUT, [Add] %2 U v 7 LET,
¢) [ListName] 7 4 —/LV RiZ, VX FNOARTZ AT LET,
d)  [Action] D AT —H A% [Permit] {(ZZE LE7,
e) [URLs] 74— /L RIZ, AT v 7 2h (IRTA—F~<v) TRELIEAT Ty aX—Y RNASf %
ABLET,
V=T VIGEE AN T HEAIE. RO RAAL VU EBIIL £,
« * fbcdn.net

* * licdn.com
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* * licdn.net

* * twimg.com

* * gstatic.com

* * twitter.com

* * akamaihd.net

* * facebook.com

* * facebook.net

* * linkedin.com

* ssl.gstatic.com

* * googleapis.com

* static.licdn.com

* * accounts.google.com
* * connect.facebook.net

+ oauth.googleusercontent.com

f) [Configuration] > [Tags and Profiles] > [Policy] % &R L =9,

2) [Policy Profile] ™ > K/ C, [default-policy-profile] %7 V v 7 L9,

h)  [Edit Policy Profile] 7 -t > K7 C, [Access Policies] ¥ 7% 27 UV v 7 L ¥ 7,

i) [URL Filters] =V 7 @ [Pre Auth] K22 > 7 XU 2 kvt PIRNCIERR L7 ACL 23R L £,
j) [Update & Apply to Device] #7 U v 7 L £,

ATw 75 SSID ZER L £,
a) [Configuration] > [Tagsand Profiles] > [WLANs] Z#&R L ¥,
b) [Ad] %2V v s LET,
a) [General] # 7 C. [Profile Name] 7 4 —/V NiZ7 a7 v A V4 & ASTLET,
b) [SSID] 7 4 —/V RIZ, AT v 71 CTEFKLZSSIDAE AT LET,
¢) AT —H A% [Enabled] I E L 7,
d) [Security] ¥ 7% 27 Vw7 LT, [Layer]| 7 %227V v 27 LET,
e) [Layer 2 Security Mode] K= v 7% 7 Z k)25, [None] %R L £7,
f) [Layer3| ¥ 7 %27 Uv 7 LET,
g) [WebPolicyl] F=v 7Ry I AEA N LET,
h) [Web Auth Parameter Map] K2 v 7 Z 7 U 2 kv, AT v 72 TYERK L2 Web fBilE/ 8T A — % < v
TERIERLET,
i) [Save & Apply to Device] 27 V v 7 L ¥ 7,

AT w76 RADIUS —_Z&HEL £,
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| CiscoDNASpace (2815220 74 ¥ LR 3> hB—5 & & U Cisco Catalyst 9800 ') —X 3>~ FO—S5 DHE
FrIT4ITR—BUBLUVI VST —DA Y b7 T HD Cisco Catalyst9800 1) —X DA ¥ L X 3> fE—3F GUI (A—HJILE—F) .

GE)

2
h)

)
k)
D
n)

0)
p)

Q)

X ¥ 7T 4 TIR—HIVZIZRADIUSSRGE A 95 2 L A< HELE L £, ROMEREIZ. RADIUS
BAFERE LTS AICORMEATE £,

e V—ALVARA U H—Fy N o Ta= S
e v g VR DIE R
R At SR N E¥

[Configuration] > [Security] > [AAA] DIEIZEIR L F 7,

[Authentication Authorization and Accounting] 7 4 > K7 C, [Servers/Groups] # 7% 7 U v 7 LE 7,
[Radius] > [Servers] Z3&R LT, [Add] &2V v 7 LET,

[Name] 7 4 —/V RiZ, Radius ——DO4HIZ A LET,

[IPv4/IPv6 Server Address] 7 4 —/V KiZ, Radius V—X—D7 KL 2 & AN LE,

((¥)  Cisco DNA Spaces @ Radius h—/3\—D AL %3 E TE £7, Radius F—/S—DIP T KL R &
g2 & " 7 521X, Cisco DNA Spaces & v 3/ = 7k — RC, [Captive Portal] 77"V % 7
Vw27 LET, [SSIDs] Z#7 U > 7 LThb, A7 v 7 1 TERL L7z Cisco Catalyst SSID ™
[Configure Manually] U > 27 %27V v 7 LE¥7d, #rahid V4 R T, Radius —r3—
DFEAMAS [Radius Server Configuration] 27 > 2 @D U A MIFRINET, 774/~ I B X
W H &Y Radius — 3D S D IP 25 & L £ 7, Cisco DNA Spaces 7" — k F— AT
T2 b TEET,

[Key] 7 4 —/V RIZ&%—% AJjL. [ConfirmKey] 7 4 —/LV R CHx—%Z MR LE T,
[Auth Port] 7 ¢ —/L RiZ T1812) £ AL ET,

[Acct Port] 7 4 —/L FiZ T1813] L ABLET,

[Save & Apply to Device]l 7 U v 7 L £,

BinE iz — =L, [Servers] V A MZFERENET,

[Radius] > [Server Groups] Z =R LT, [Add] Z# 7 VU v 7 L&,

[Name] 7 « —/V FIZ, 4Aiz AJLET,

[MAC-Delimiter] K& v 7 &7 2 k725, [hyphen] 23R L £,

[MAC-Filtering] K& > 7% 7 U A k)b [mac] Z#IR L £,

RKENAR K 2 LT, LARNZPERL L 7= Radius $—/3—% [Available Servers] 7> & [Assigned Servers]
CBELET,

[Save & Apply to Device] 7 U v 7 L7,

[Authentication Authorization and Accounting] 7 « > K7 C, [AAA Method List] # 7% 7 U v 7 L&
R

[Authentication] &7 U w7 L, [Add] %7 V » 7 LT, ROFEMEEELE T,

1. [Method List Name] 7 4 —/L FiZ, A Y v KU X hOLRTEZ AN LET,
2. [Type] ka v 7 XU R b, [Login] Z3&R L £,
3. [Group Type] K>y X7 U X kb, [Group] ZiEIR L E T,

4. LENZER LIz — =7 —7 (X7 v 7 b AT v 7 0) % [Available Server Groups] 7 5
[Assigned Servers Groups] [Zf%#) L, [Save & Apply to Device] #27 U v 7 LE T,
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[AAA Method List] % 77 C, [Authorization] #7 U v 7 L, [Add] %7 UV v 27 LT, IROFEMZIEE L
\55 —a—o

1. [Method List Name] 7 . —/V RiZ, A Y v KU A MDLREiZATILET,

2. [Type] ka w7 XU ARG, [Network] ZER L £,

3. [Group Type] K v 7 H U A k)b, [Group] 23R L £,

4. RHIRHZ CEMEH LT, BANAER LTZ Y — "=V —T (AT v T b AT v 7 o) &
[Available Servers] 7> & [Assigned Servers] (Zf#) L, [Save & Apply to Device] #7 U » 27 L £,

[AAA Method List] % 7 C, [Accounting] #7 U > 27 L, [Add] %7 U > 27 LT, ROFFEMEZREELE
ﬁ‘o

1. [Method List Name] 7 4 —/L K2, AY v U 2 FOL4RTEZATTLET,
2. [Type] ka7 Z U ARG, [Identity] 2R L F 7,
3. [Group Type] Ka v 7H 7 U A ki, [Group] Z iR L £ 7,

4, REVRHZ CEERH LT, LENHER LT — =20 —T (AT v jInb AT v 7 0) &
[Available Servers] 2> & [Assigned Servers] (Zf58) L. [Save & Apply to Device] #27 UV v 7 L7,

ATFY T L3BLOL2EIE MAC 7 4R U 7)) HEICLET,
Radius F8RED/NT A —H < v 7T, [Type] & LT [webauth] BN SN TNDHZ L 2B L ET,

GE)

g)
h)
i)
i)
k)
)

L3 BLPL2RBFHEEHRET DL, SSID ZER L, AT v 7 5SOT R TCORELEZETLTWNDHD
LR LT E SV, D%, SSID % CiscoDNA Spaces (21 Y R— kL, ¥ 77 4 7H—%
NW— VB LTSSID DX ¥ 77 4 TAHR—ZNVERELET,

[Configuration] > [Tags and Profiles] > [WLANs] Z3&R L £,

L2 BILOL3FBREZRET D SSID &2 ) v 7 LET,

[Edit WLAN] 7 ¢ > R C [Security] # 7% 7 UV v 7 LET,

[Layer3] # 7 C. [Authentication] K2 v 7 Z 7> U X hinig, LIEHZ (AT v 7 6qT) FHELT
Radius FFEA IR L £7,

[Layer2] # 7 C. [MAC Filtering] = v 7 Ry 7 A% A2 LT, MAC 7 4 V& ) v THAHZL
ES AN

FR &% [Authorization List] K2 v 72 7 U A Rk LLREHZ (AT v 7 6r T) 1B L77F Al
P _—Z @R L £,

[Show Advanced Settings] =27 U v 7 L¥ 7,

[On Mac Filter Failure] &= v 7 Ry 7 A% A N LET,

[Update & Apply to Device] 7 U v 7 LE7,

[Configuration] > [Tags and Profiles] > [Policy] % 3R L £,

[default-policy-profile] 27 V v 7 L £ 7,

[Advanced] % 7 @ [AAA Policy] = U 7 C. [Allow AAA Override] = v 7R v 7 A& 4 N LET,
[Policy Name] K2 > "X 7 U A Ninbh, 774/ hOD [aaa] R Y O —NER STV D Z & AR
LET,
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XX TT4 TR—BILEBLVI VS -S4 77 BAD Cisco Catalyst9800 > ) —X T4 ¥ L X a2y tO—56Ul (JLYy Y RE—FES

I% Mobility Express) I

n)  [Update & Apply to Device] #27 U v 7 L E7,

X TT 4 TR—=FILEIUVI VS =AY 7 T FHD Cisco Catalyst 9800 < ') — X
T4V LR a2 rA—5GUlI (7L vY XE— FFE7F=IE Mobility Express)

ATvT1

ATy T2

ATvT3

\}

G¥)  HYAR— b EZND Cisco Catalyst 9800 >V — R U A ¥ LA 2 b —F Dfg/h3—T 3 03,
16.10.1E 3 £ 10 16.10.11 T,

X T AT ER—HINBLR =T A v T FUHIC 70w 7 XF— KO Cisco Catalyst
9800 > U —AXTUA¥LARarha—7 | 72X [Mobility Express % fif X 7= Cisco Catalyst 9800
VI=AUAY LR arbu—7] ZRETDHITIE, ROFIELFATLET,

7 L w7 AF— KD Cisco Catalyst 9800 >V — X U A ¥ L X 2 hua—F ZRET HITIE, IROKENE
TLTWAZ LR LET,

Z OFXE L. Mobility Express (143 H D A,

a) Cisco Catalyst9800 >V —X VA ¥ L X ar tr—Jul/ A LET,
b) [Configuration] > [Tags] > [Site] &K L £,
c) WERY A M EBIRL £,
d) [Enabled Local Site] &= v 7R v 7 A&A47IZLET,
e) [Update & Apply to Device] #7 U v 7 L £,
f) [Configuration] > [Policy] &R L £,
g) WMERARY —AETIRL LT,
h) [Central Switching] % #5012 L &7,
i) [Update & Apply to Device] %7 V v 7 L7,
(G¥)  [Local Mode] 7% [Flex Mode] IZZEH 325 &, AP HEZH L TV AL A2y br—FIZHFS
TLHEENRHY £7,

Cisco DNA Spaces % v ¥ =2 78— R C, Cisco Catalyst SSID Z#%E L £7, SSID DFEDFEMIZ- DOV TIL,
[Cisco Unified Wireless Network F1® SSID DA ' iR— b ] B v a V2B LT EEW,
NI A=< TEERLET,
a) Cisco Catalyst9800 'V —RX VA YL X av ta—Jllual/ A LET,
b) [Configuration] > [Security] > [Web Auth] DJIEIZEER L £,
c) [Web Auth Parameter Map] % 7 C, [Add] %7 V v 7 LET,
d) [Parameter-map name] 7 A —/L RIZ, T A=~y L2 ATLET,
e) [Type] Ka w7 #7 U A L)y [Consent] 21341 L, [Apply to Device] #7 U v 7 L7,
B L SAERE T2/ T A — 2~ > 7 ) [Web Auth Parameter Map] % 7D U A MIFRINLET,
f)  #H L <fER S 7= [Parameter Map] 27 U v 7 L £,
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ATv74

g) [General] %# 7 C, [Disable Success Window] &= v 7 /R v 7 A & [Disable Logout Window] 7 = » 7 78 »
JAEA AT LET,

h) [Advanced] ¥ 7 C, ROBEIEEFATLET,

» [Redirect for log-in] 7 4 —/V KiZ, A7 F v 2~—T® URL
(https://<domain>/p2/<customerPathKey>) % AJJL ¥,

* [Redirect Append for AP MAC Address] 7 4 —/L NiZ, ap mac # AJJLE T,
» [Redirect Append for Client MAC Address] 77 1 —/V RIZ, client mac # ASJ L E 7,
* [Redirect Append for WLAN SSID] 7 4 —/V Fi{Z, wlan # AJ L E 7,

* [Portal IPV4 Address] 7 4 —/V RIZ, #FA] & 415 Cisco DNA Spaces IP # A ) L E T,

GE)  FFAESNDIPT L AZERT HITIE, CiscoDNA Spaces % & & = 7h— . [Captive Portals]
77)%7)/7Liﬂ[%mﬂ%?)/7bfﬁ5\QMNGMM6$D®WM@MG
Manually] Vo2& 27Y w27 LET, IPT FLAIX, [Creating the Access Control List] &7 3 =

C—ERRENET, VANMIHDIPT RLAOWTNN 1 2OBEHEHATLMERH Y
iﬁ‘o Y OIP L, ACL OVERKIRFIZHEE S 41 E 7, [Configure Manually] UV > 7 %, Cisco
Catalyst SSID ZBf13 % £ TR RSN EH A,

i) [Update and Apply] &7 U v 27 LE7,

Web SBREREEZ A VA =L L, 70— U RF A=<y T EFELET,

Cisco Catalyst 9800 >V —RX U A ¥ L A 2> ha—J B IP/ KA A L DF 7 SSLAEHEL A > A h—

NTDHERHY ET, AEEDOTVA N NI — REEHELEATE LT,

a)  Cisco Catalyst9800 >V —X UA ¥ LA ar e —JZrn/ A LET,

b)  Cisco Catalyst 9800 Series Wireless Controller % »» 3 = 78— KT, [Configuration] > [Security] > [Web
Auth] 2R L £,

) NIA—EF~wyTH[globall| 7 Vv T LET,

d)  [Maximum Http connections] % [100] {Z5%E L £

€) [Init-State Timeout(Secs)] % [120] IZFRE L £ T,

f) [General] # 7 @ [Type] K1 v X7 X ~pb, [Webauth] 23R L £ 7,

g  ETNENDOT 4 —/L FTHARIPVE T R LA (ABIP) F72IIARIPVA R A M4 (RAA V) ZHaTE
LE7,

h)  [Watch List Expiry Timeout(Secs)] % [600] {Z5%E L £,

i) [Web Auth intercept HTTPS] F = v 7 /R v 7 A% A 2 LET,

) [Update & Applyl 227 U v 7 LET,

k)  REBHEZ pkesl2 ICAEH L £77,
77 A NMERIT pl2 12720 £T,

1) 77 A V& TFTP r—_—|lab— L £7,

m) ROFEZFEH LT, TFTP — "=t EEZ X v v—RFLET,

« Cisco Catalyst 9800 >V — X U A YL X 2 hu—F @ CLI T, IkOa~v>r RE AN LET,

crypto pki import <name> pkcsl2 tftp://<tftp server ip>:/ password <certificate password>
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XX TT4 TR—BILEBLVI VS -S4 77 BAD Cisco Catalyst9800 > ) —X T4 ¥ L X a2y tO—56Ul (JLYy Y RE—FES

0)

I% Mobility Express) I

o tftp 4—N—D IP BT 521X, Tyes) EATILET,
FERRAET s A N4 AN LET, 72 & 20E Twildeard wifi-mx.com.pl2] DX S I AT LET,
REAEN A D m— RILET,

A VAN ENTWDEEHEZ R T HI2IE, Cisco Catalyst 9800 Series Wireless Controller 47 > =
A — R, [Configuration] > [Web Auth] > [Certificate] Z 5K L £ 9,

Fora— RSP EL, VA MKROFEAEL LTRRINET,

A VANV SNICFEREZ T = TR T A —H v v ST~ v B 7§ 5I2IE, Cisco Catalyst 9800
VIV—=X UL VLA arba—IDOCLIT, kROavry REFETLET,

® Conf t

® parameter-map type webauth global

® trustpoint <installed trustpool name > ex: trustpool name
® end

*wr (to save the configuration)

Cisco Catalyst 9800 ¥ U — X UA ¥ L X ar tua—J7% ) a—RKLET,

ATFw 5 URL 7 (/L Z ZBII LT ACL Z{ERR L £,

a)
b)
<)
d)
e)

[Configuration] > [Security] > [URL Filter] Z3®R L £,

[URL Filters] 7 4 > RU T, [Add] %7 UV v 7 LET,

[List Name] 7 4 —/L FiZ, U A FDOAFIZAT LET,

[Action] D AT —H# A % [Permit] IZEE L E 7,

[URLs] 7 4 —/V RIZ, A7 v 73h (INTA—F <) THRELILAT T v aX—V RNAL %
ASLET,

V= VIBREE AN T D5 AR RO FAAL 2B LET,
* * fbcdn.net
* * licdn.com
* * licdn.net
* * twimg.com
* * gstatic.com
* * twitter.com
« * akamaihd.net
* * facebook.com
* * facebook.net
* * linkedin.com

* ssl.gstatic.com
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* * googleapis.com

» static.licdn.com

* * accounts.google.com
* * connect.facebook.net

* oauth.googleusercontent.com

[Configuration] > [Tags and Profiles] > [Policy] Z &R L £ 79,

[Policy Profile] ™ 1 > K/ T, [default-policy-profile] %27 UV v 7 L £,

[Edit Policy Profile] 7 « > K7 C, [Access Policies] # 7% 27 U v 7 LET,

[URL Filters] =V 7 @ [Pre Auth] K2 v 7 &7 U A2 h)ve, LLRNCHERR L7z ACL 23R L £,

[Update & Apply to Device] #27 U v 7 LE7,

[Configuration] > [Tags and Profiles] > [Flex] #i8&4R L £,

EHPOTe T s ANE ) v LET,

R &35 [Edit Flex Profile] 7 ¢ > K7 C, [Policy ACL] # 7% 7 Vv 7 L%,

[Add] 227V v 7 LET,

[ACLName] RE v XU X Rk [WA-sec-<ip>] ZiBIR L 77,

[Pre Auth URL Filter] K= > 7% 7 U X ~ipnb . BARTNIZPERL L7z URL 7 1 /L& ACL Z R L £ 7
(AT v 7 5amb Se) o

[Save] #27 U v 7 LET,

[Update & Apply to Device] #7 V v 7 LE7,

AT w6 SSID Z{ERL L E T,

a)
b)
a)
b)
c)
d)
e)
f)

2
h)

)

[Configuration] > [Tags and Profiles] > [WLANs] Z3&{R L 9,

[Add] %7 VU v 7 LET,

[General] % 7 C. [Profile Name] 7 4 —/V RiZ7 07 7 A V& &E ATJLET,
[SSID] 7 4 —/V RIZ, AT v 72 CEFKLTZSSIDAE AT LET,

AT — 4 A% [Enabled] [Zf% € L £,

[Security] # 7% 7 U » 7 LThb, [Layer2] ¥ 7% 27V v 7 LET,
[Layer 2 Security Mode] K& v 74 7 U X h/i5, [None] Z#IN L £,
[Layer3] # 7% 27 U w7 LET,

[Web Policy] = v 7 Ry 7 A&A 12 LET,

[Web Auth Parameter Map] K22 v 7% 7 U A i, A7 v 7 3 TYERK L7z Web 5BAE/XT A — 2 < v
TERIERLET,

[Save & Apply to Devicel 7 U v 7 LET,

AT v 7F7 RADIUS 4 —_Z@RELET,
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XX TT4 TR—BILEBLVI VS -S4 77 BAD Cisco Catalyst9800 > ) —X T4 ¥ L X a2y tO—56Ul (JLYy Y RE—FES

GE)

2
h)

)
k)
D
n)

0)
p)

Q)

I% Mobility Express) I

X ¥ 7T 4 T AR—F T Radius FRFEAEA T2 2 L A< HERE L9, IROMHEIL. Radius 33
HEEARE LTS AICOMEHTX ET,

e V—ALVARA U H—Fy N o Ta= S
e v g VR DIE R
R At SR N E¥

[Configuration] > [Security] > [AAA] DIEIZEIR L F 7,

[Authentication Authorization and Accounting] 7 4 > K7 C, [Servers/Groups] # 7% 7 U v 7 LE 7,
[Radius] > [Servers] Z3&R LT, [Add] &2V v 7 LET,

[Name] 7 4 —/V RiZ, Radius ——DO4HIZ A LET,

[IPv4/IPv6 Server Address] 7 4 —/V KiZ, Radius V—X—D7 KL 2 & AN LE,

((¥)  Cisco DNA Spaces @ Radius h—/3\—D AL %3 E TE £7, Radius F—/S—DIP T KL R &
g2 & " 7 521X, Cisco DNA Spaces & v 3/ = 7k — RC, [Captive Portal] 77"V % 7
Uo7 LET, [SSIDs] &2 Vw2 L, AT w72 TERL L 7= Cisco Catalyst SSID @ [Configure
Manually] U > 7 %27 Vv 7 LET, RRSINDHT 42 KU T, Radius —/N—DFEMN
[Radius Server Configuration] £27 > a > DU X NMIFRRENET, T4~ VB L
4 Radius 1 —/ 3Dl 5 D IP 5% E L9, Cisco DNA Spaces H7h— kb F— AITHHET 5
TLHTEET,

[Key] 7 4 —/V RIZ&%—% AJjL. [ConfirmKey] 7 4 —/LV R CHx—%Z MR LE T,
[Auth Port] 7 ¢ —/L RiZ T1812) £ AL ET,

[Acct Port] 7 4 —/L FiZ T1813] L ABLET,

[Save & Apply to Device]l 7 U v 7 L £,

BinE iz — =L, [Servers] V A MZFERENET,

[Radius] > [Server Groups] Z =R LT, [Add] Z# 7 VU v 7 L&,

[Name] 7 « —/V FIZ, 4Aiz AJLET,

[MAC-Delimiter] K& v 7 &7 2 k725, [hyphen] 23R L £,

[MAC-Filtering] K& > 7% 7 U A k)b [mac] Z#IR L £,

RKENAR K 2 LT, LARNZPERL L 7= Radius $—/3—% [Available Servers] 7> & [Assigned Servers]
CBELET,

[Save & Apply to Device] 7 U v 7 L7,

[Authentication Authorization and Accounting] 7 « > K7 C, [AAA Method List] # 7% 7 U v 7 L&
R

[Authentication] &7 U w7 L, [Add] %7 V » 7 LT, ROFEMEEELE T,

1. [Method List Name] 7 4 —/L FiZ, A Y v KU X hOLRTEZ AN LET,
2. [Type] ka v 7 XU R b, [Login] Z3&R L £,
3. [Group Type] K>y X7 U X kb, [Group] ZiEIR L E T,

4. LENZER LIz — =7 —7 (X7 v 7 b AT v 7 0) % [Available Server Groups] 7 5
[Assigned Servers Groups] [Zf%#) L, [Save & Apply to Device] #27 U v 7 LE T,
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[AAA Method List] % 77 C, [Authorization] #7 U v 7 L, [Add] %7 UV v 27 LT, IROFEMZIEE L
\55 —a—o

1. [Method List Name] 7 . —/V RiZ, A Y v KU A MDLREiZATILET,

2. [Type] ka w7 XU ARG, [Network] ZER L £,

3. [Group Type] K v 7 H U A k)b, [Group] 23R L £,

4. RHIRHZ CEMEH LT, BANAER LTZ Y — "=V —T (AT v T b AT v 7 o) &
[Available Servers] 7> & [Assigned Servers] (Zf#) L, [Save & Apply to Device] #7 U » 27 L £,

[AAA Method List] % 7 C, [Accounting] #7 U > 27 L, [Add] %7 U > 27 LT, ROFFEMEZREELE
ﬁ‘o

1. [Method List Name] 7 4 —/L K2, AY v U 2 FOL4RTEZATTLET,
2. [Type] ka7 Z U ARG, [Identity] 2R L F 7,
3. [Group Type] Ka v 7H 7 U A ki, [Group] Z iR L £ 7,

4, REVRHZ CEERH LT, LENHER LT — =20 —T (AT v jInb AT v 7 0) &
[Available Servers] 2> & [Assigned Servers] (Zf58) L. [Save & Apply to Device] #27 UV v 7 L7,

ATY T8 L3BLOL2#EIE MAC 74 MZ U D) HHEICLET,
Radius F8RED/NT A —H < v 7T, [Type] & LT [webauth] BN SN TNDHZ L 2B L ET,

GE)

g)
h)
i)
i)
k)
)

L3 BLPL2BFHEEHRET DL, SSID ZER L, AT v 7 6 DTN TCORELEZETLTWNDHD
LR LT E SV, D%, SSID % CiscoDNA Spaces (21 Y R— kL, ¥ 77 4 7H—%
NW— VB LTSSID DX ¥ 77 4 TAHR—ZNVERELET,

[Configuration] > [Tags and Profiles] > [WLANs] Z3&R L £,

L2 BILOL3FBREZRET D SSID &2 ) v 7 LET,

[Edit WLAN] 7 ¢ > R C [Security] # 7% 7 UV v 7 LET,

[Layer3] # 7 C. [Authentication] K2 v 7 Z 7> U X hinig, LIEHZ (AT v 7 7qT) FHELE
Radius FFEA IR L £7,

[Layer2] # 7 C. [MAC Filtering] = v 7 Ry 7 A% A2 LT, MAC 7 4 V& ) v THAHZL
ES AN

FR &% [Authorization List] K2 v 72 7 U A Rinb o LLREIZ (AT v 7 7r T) 1B L77F AT
P _—Z @R L £,

[Show Advanced Settings] =27 U v 7 L¥ 7,

[On Mac Filter Failure] &= v 7 Ry 7 A% A N LET,

[Update & Apply to Device] 7 U v 7 LE7,

[Configuration] > [Tags and Profiles] > [Policy] % 3R L £,

[default-policy-profile] 27 V v 7 L £ 7,

[Advanced] % 7 @ [AAA Policy] = U 7 C. [Allow AAA Override] = v 7R v 7 A& 4 N LET,
[Policy Name] K2 > "X 7 U A Ninbh, 774/ hOD [aaa] R Y O —NER STV D Z & AR
LET,
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Cisco DNA Spaces 1 # # {5 L /=. Cisco DNA Spaces O Cisco Aire0S 7 1 " L X 3 > k B—3 F {1z Cisco Catalyst 9800 > ') —X 7 A ¥ L
R aY bA—3 DR

n)  [Update & Apply to Device] #27 U v 7 L E7,

CiscoDNASpacesI 1~ &2 {8 L 7=. CiscoDNASpaces® CiscoAire0S
D4 L X3 kAO—5F =1 Cisco Catalyst 9800 ') —X T A ¥ L
v bO—3~DEkx
CiscoDNA Spaces ARV 2 #{§Af- VX2 J4¥v¥L X av+tO—5

Cisco DNA Spaces = 7 4 % f#i ] L C Cisco AireOS 7 A ¥ L A 2> k 7 — 7 % Cisco DNA Spaces
IZHERE L. v 7T 4 TR Z NV ORIEE TR ABET HI121E, ROFIHEZFEITLET,

« [CiscoDNASpaces : X7 X a7 4 Fal—ar A R ICEEEShTWbFIEE
S L7273 5, Cisco DNA Spaces =2 %7 & Z{# ] L T Cisco AireOS VA Y L A2 ha—
< % Cisco DNA Spaces (28t L £ 97,

* Cisco AireOS =2 > f 2 — % Cisco DNA Spaces |ZHft L7k, /1 > ¥ —F v N 7o by
=V 7B L ORADIUSTEAED =D DT A T A ¥ LA 2 ha—F OREDHINTHEN,
RADIUS 8iEE A VX —F vy h FubVa = T haEELET,

o X T 4 TIR—FIVEEED LB RS, SSID A v AR— R~ L, MERHEEHEY A T
X FT 4 THR—=EZVEER L, [ 7T 4 TR—2LT7YVOMH] OETHHIN
TWABFRIBICESE, ¥ T4 T R—FILIIL— L ERELET,

s XX T T TR LN Y = VRIS BB AL, (Y — Y Y VRBIED 20D A
T4 LRy b —TFDHETE (17/\>—\‘/) ] DAL &_T/f’)f V= VERREE R
ELET,

« Cisco DNA Spaces Z i ] L TilA A2 X5 555 1X,. | Engagements 7 7"V (2 K Sl %D
EE] OBETHHIN TV D FIRICESE, =2 F—V AV M—LEZRELET,

Cisco DNA Spaces 314 4 %z 1= Cisco Catalyst 9800 1) —X T4 ¥ LR arv kA—7

Cisco DNA Spaces = 7 # Z{#i f} L T Cisco Catalyst 9800 >V — 7(‘ JA¥YL A ay T\ n—7 %
Cisco DNA Spaces (285t L. ¥ 77 4 VAR —Z VOREL 2 IXEMEZRET DI1E, kOTF
A 54T L ET,

» Cisco DNA Spaces == 7 # % {#i ] L T Cisco Catalyst 9800 >V —X U A ¥ L A 2> fr—
7 % Cisco DNA Spaces (242t 3" 5 121X, [CiscoDNA Spaces : IRV ¥ 27 4 F o L—
vary A R] ICEBHEESNTHDFIEZZRL T EEN,

« Cisco Catalyst 9800 'V — X U A ¥ L 2 =1 k 1 —F % Cisco DNA Spaces (Z#5ft L 7= 1%
Y =¥ ¥ ViRFE, RADIUSFEGE, BET (Fv TF4 TR—FLT SV LT UF—D Ay
T VA DD) A2 —Fy TR EY a = TIZONTE, ROEETHEY
arESBLTIEIN,

cCLIZMEHLIZFX ¥ 7T 4 TAHR—FNEBLO= 7 —T A 577U O Cisco Catalyst
9800 >V —AX UA ¥ LR artr—7 (B—HLE—NR) OFE (253—)
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Cisco DNA Space [CF (752 X0 T4 ¥ LR a¥ bA—3 & & U Cisco Catalyst9800 ') —X 2> hO—35 D% |
. Cisco DNA Spaces &&# 3 5 1= 5H D Mobility Express D%

XX T T 4T HR—HANBLO= =T A 8T 7Y H® Cisco Catalyst 9800 + J —
AIAL¥ LA arybe—7GUl (B—/LE—F) (29~<—)

XX T T AT HR—HNBLOZ =T A N T 7Y O Cisco Catalyst 9800 + U —
AUAFY LR ayba—7 GUI (7 vy 7 AF— FE721% Mobility Express) (35
~N=)

'%’\777‘4’7? &/l/ntun /'43::—’9,«%) j: SSID%’(/T*‘]‘L ngcﬁntunﬁé?/r7f
Xy 7T T HR— &w%W&L [ 7T 4 TR—=FZALTFVOMFEH] OETHFAIN
TWAFEICHKSE, v T T 4 TR—FNN—NVERELET,

» Cisco DNA Spaces #ffi ] L CHlEZX(ET 255 [ Engagements 7 7" U |2 K 2@ %10
EE] OBETHHINTWDFIEICES X, 1/7*“/% Y M=V ERELET,

Cisco DNA Spaces & E#£3 5 1= 8 D Mobility Express D% E

Z OIATIL, Cisco DNA Spaces % i 132 72 ¥ 1Z Mobility Express = & k @ — 5 TIT 9 R EIC
DWTEH L ET,

Z%iﬁ&ﬁ Z. Mobility Express ®/N— 2 2 8- THERAR Y F£9°, Mobility Express 73— =
VRIDBGE ST iR ERITR LET,

Cisco DNA Spaces Fi® Mobility Express 8.7 LI D% E
Cisco DNA A~X— 2 F{IZ Mobility Express 8.7 LR & 5% T 521X, IO FIEEFATLET,

Mobility Express T SSID M ERK
Mobility Express C SSID & {ER T 511X, ROFIEEZFATLET,

ATv T v lA U AFEHEMH LT [Mobility Express] (27 27 A > L £ 7,

ATY T2 AL D4 RUT, A D [Wireless Settings] 27 U v 7 LE T,
ATvF3 [WLAN (WLANs) (%7 VU v 27 L%9,

ATv T4  WLAN Z{E%T 5121, [AddNew WLAN] %27 U » 7 L &7,

ATYTFTE  FRENDT 42 KU [General] # 7T, [Type]. [Profile Name]. [SSID] 7% &' ® WLAN O#FEfA AT L
i‘g—o

ATw7T6 [Applyl 227 Vv LET,
[Add New WLAN/RLAN] 7 4 > RUBRFERSNET,

ATw 71 [WLAN Security] #7 U v 7 L7,

AT w78 [GuestNetwork] F 7 VAL v F G LET,

AT w79  [Captive Network Assistant] b 7 /v A A v FEHMMI L ET,

AT w710 [Captive Portal] K2 > 74 7 U X K5 [External Splash Page] #3830 L £ 9,
ATY TN [Access Type] K 7 &7 U A~k [Web Consent] 238K L 97,
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ATvT12

ATy 713
ATV 714

ATvT15

ATv 716

Mobility Express 8.7 L% T Radius F2EE D% E .

F/R X5 [Captive Portal URL] 7 « —/L KiZ, Cisco DNA Spaces D A7 5 v = URL Z AJJLET,
ME 7Dy NDATZ w3 2 URL #FKT 5HI21%, Cisco DNA Spaces & 3 = 7R — K [SSIDs] ¥ «
> K7 C CUWN SSID @ [Configure Manually] Y > 7 %27 U v 7 LET,

[Applyl] #7 U » 7 LE7,

SSID Z# AN L T7 r— R¥ ¥ X b9 5I21E, [General] ¥ 7@ [Admin] Ka v XU X ki
[Enabled] % 3%#R L. [Broadcast SSID] k7 /LA A v FEZHMMLET,

g R7ar 7 R TROa<r RE2FEFT LT, secure webauth & — REZEGNZ LET, D%, ME %
HE#HLET,

config network web-auth secureweb disable

awr R 7ur 7 N TCROa~<> R&%EFT LT, webauth login success page % [Default] 7% [None] (22
HLET,

config custom-web webauth-login-success-page none

Mobility Express 8.7 LL# T ® Radius F2EED % E

ATvT1
ATvT2
ATvT3
ATv74
ATvTH
ATv 76

ATy T17
ATvT8

Mobility Express 8.7 LA#% C Radius 3L & X ET HI2IX. RO FEEZEITLET,

1 7 A R % L C [Mobility Express] (22 7 A > L £,

MEDAA T 4 RUT, U2 RUAED [Switch to Expert View] 27 U v 7 LET,

FRENDRYTT 774 RUT, [OK] Z&IRLET,

A A T, [Management] > [Admin Accounts] 227 U v 7 LE7,

FRENDTU 4 FUT, [Radivs] # 7% 27 Vw7 LET,

[Add RADIUS Authentication Server] #72 U v 7 L £,

[Add/ Edit Radius Authentication Server] 7 « R 733 /R &7z 6, Radius H— N—IZBF R DFEM %

ATTLET,

a) [Server IP Address] 7 4 —/V K{Z. Radius —/X—DIP 7 KL A& AN L ET,

b) [Shared Secret] 7 4 —/L F|Z, Radius f&#EZ= AT L E T,

¢) [Confirm Shared Secret] 7 4 —/L NIiZ, Radius ¥4 AT LE T,

(3¥)  Cisco DNA Spaces @ Radius ' —/X\—DH & E TE £ 7, Radius ——FEHDIP 7 N

U R LR A R " T HITIE, Cisco DNA Spaces & v 3 = 74— KT, [Captive Portal] 7 7" U
7V v 7 LET, [SSIDs] %727 U w7 L, KIZ Cisco Unified Wireless Network (Cisco AireOS)
SSID @ [Configure Manually] U > 27 Z 27 U » 27 L %79, [Configure SSID in CUWN-WLC] #
T%7 Y w27 LET, Radius b—/3—0DFEAMIL, [Radius Server Configuration] &2 &3 »®
VA MIFERENET, 774~V BIPED > F Y Radius V—/3—DMl D IP #5%7E L
%7, Cisco DNA Spaces 7R — hF—AIZHfETHZ L HTEET,

[Apply] 22 U v 7 L £,
[Mobility Express] A 7 ¢ > R T, O~ A > D [Wireless Settings] 27 U » 27 LE T,

Cisco DNA Space 215223 74 ¥ LR 3> kO—35 & & U Cisco Catalyst 9800 ) —X 3> bO—50HE [



Cisco DNA Space [2#(75 <22 T4 YL X 2 hA—35§ & U Cisco Catalyst 9800 > ) —X 3> bO—5DHE |
B Mobitity Express 87 LI T 7 & £ 1Y R R OIER

ATv7F9 [WLANs]%#27 Vw27 LET,
[WLAN/RLAN Configuration] 7 f > K 7{Z SSID U A ki3 F/RSNET,
ATw 10 DIRHCHERR L7= SSID @ [Edit] 74 2> %227 U v 7 LET,
ATy 7N FREIN5 [Edit WLAN] 7 > K7 T [WLAN Security] # 7% 27 UV v 7 LE 7,
RATY 12 [Access Type] K v 7 &7 U A R)d, [Radius] Z3RINL F7,
AT w713 [Radius Server] ¥ 7%~ U v~ L. [Add Radius Authentication Server] 27 V v 7 L ¥7,
AT w14 [ServerIP Address] K12 v 7 & 72U &2 kv Radius —/N—Z38R L, [Apply] &7V v 7 LET,
AT w15 [Edit WLAN] 7 > KU T, [Apply]l 27 V v 7 LE7,

Z LT, Mobility Express 8.7 LAR# 2% Radius H— N—FBREHICR E S E LT,

Mobility Express 8.7 LIETD 7 7 £ X Fl{E# 1) X ~ DIERL
Mobility Express 8.7 LAFETT 7 & A Hilfll U 2 N & ER T 512X, RO FIAEZITVET,

ATy T v s A NEHRZMH LT Mobility Express (21 74 > LET,
AT w72 Mobility Express D A A > 7 4 > KT, ZE@DO~A > D [Wireless Settings] 7 U » 7 LET,
AT w73 [WLAN (WLANs) 1227 VU v 27 LE7,
[WLAN/RLAN Configuration] 7 4 > K 7|2 SSID U A h3F/RENET,
AT T4 LANZ/ER L7z SSID @ [Edit]) 7 A 2% 27 V) v 7 LET,
FR &5 [Edit WLAN] 7 ¢ > K7 C [WLAN Security] # 7% 27 UV v 7 LET,
AT9 75 [Pre AuthACLs| ¥ 7 %27 U v 7 LET,
ATv 76 [AddIPRules] 27 VU v 7 L¥7,
AT w71 [Add/EditIP ACLs] C, ROMERD/L— LV EAER L ET,
FHoay |[FEETIPFR|[SEEIPFRL | IO |FEETHR—~ |5E5AKR— &5 | DSCP
LRy b |R[RY PR & B
Ry 9
ZEa] 0.0.0.0/0.0.0.0 |\ 417 WP WP WP
(Any) (Any) (Any) (Any)
ZrA 0.0.0.0/0.0.0.0 | 3BRBDFIIDD | 1 AN A I WL WU
(Any) (Any) (Any) (Any)
Ea| DIABPIIIDS | 0.0.0.0/0.0.0.0 | 31> WP WP W
(Any) (Any) (Any) (Any)
H) 0.0.0.0/0.0.0.0 | 2FBIPVIRID | ) W W W
(Any) (Any) (Any) (Any)
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Y — v JLEBEED 1= 5> O Mobility Express 8.7 LIFE DR TE .

EU U— 3 D5A ., 34.235.248.212, 52.55.235.39% 54.77.207.183, 34.252.175.120 (J{& & #
ZAVENRDHY £7,

ACLV—1VEZEHFETH L EITE. ROLHIITHEEZHREL £,

GE)

* Protocol : Any
* DSCP : Any

« Action : Permit

ATv T8 [Applyl 27 U v 27 LET,

Y — % )LEBEED 1= 6 D Mobility Express 8.7 LIFZ D% €

XX TIT 4 THR—=END Y — v VYA UFRFEHIZ Mobility Express &8¢ &3 121X, ROF
g2 5217 L E T,
ATy T v s A AR Z M L Mobility Express (21 74 > LE T,
AT w72 Mobility Express D A A > 7 4 2 KT, MDA D [Wireless Settings] %27 U >~ 7 LET,
ATv T3 [WLAN (WLANs) 1227V v 27 L7,
[WLAN/RLAN Configuration] 7 4 > K2 SSID U A hRFE/RENET,
AT T4 LFNZ/ER L7= SSID @ [Edit) 7 A 2> %27 V) v 7 LET,
FR &4 5 [Edit WLAN] 7 « > K7 C [WLAN Security] # 7% 27 VU v 7 LET,
AT9 75 [PreAuth ACLs]| ¥ 7 %27 U v 7 LET,
ATv 76 [AddIPRules] 227V v 7 LE T,
AT w771 [Add/EditIP ACLs] T, BEfFD ACL L— /TR T, KD 2 HODNL—LEHRELET,
7o |[REXTIPTEL |BEIP7RLR/|FO D [#ETXAR—F |sE5%/K— ~§ |DSCP
> RIFY FIRRY |2y FIRY L &
e 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 TCP HTTPS WP WP
(Any) (Any)
2] 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 TCP WP HTTPS WP
(Any) (Any)

Mobility Express 8.7 LLf& T® URL D EF 7]
Mobility Express 8.7 LAFE T URL Z#F A1 §- 521X, IROFIEEZITVET,
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B =506 5 6L K— ~F Mobility Express D& E

ATY T v s A 5% LT Mobility Express (22 71 > LE T,
AT 72 Mobility Express D A A > 7 4 > KT, E~A D [Wireless Settings] 27 V v 7 LE7,
ATwv 73 [WLAN (WLANs) 127V v 27 LET,
[WLAN/RLAN Configuration] 7 f > K 7{Z SSID U A I3 F/RSILET,
AT T4 LFNZ/ER L7Z SSID @ [Edit) 7 A 2% 27 V) v 7 LET,
ATy T FoREND [Edit WLAN] 7 ¢ > R C [WLAN Security] # 7% 27 U v 7 LET,
ATY 76 [PreAuthACLs| ¥ 7 %27 U v 7 LET,

AT 77 [AddURLRules] #2 V v 7 LE7,
AT 78 F/REIND [ADA/Edit URL ACLs] 7 4 > KT, #Fa[ U A MIE®HD URL Zi%E L E7,

URL L —V & EFRT D & ETE, RO LI ITEERE L ET
* [URL] : domain

« Action : Permit

ATw 79 [HH (Update) 127V v LET,

BHIE & U L7R— kA Mobility Express D% E

WLC #f#5¢ T Mobility Express Z ] L TW2 GG, o7 —a VOREFEZRET D121, kO
FMaEFETLET,

AT7TvFT1 YRATAYLRArbA—=5DCLI T, kOa~vr FaEITLET,
config cloud-services cmx disable
config cloud-services server url https://{Customer Path Key}.{LB Domain} {LB IP Address}

1
2
3. config cloud-services server id-token {Customer JWT Token}
4. config network dns serverip <dns server ip>

5

config cloud-services cmx enable

(3¥)  CustomerPathKey}, {LBDomain}, {LBIP Address}. {CustomerJWT Token} &/ ~9 5IZi%, Cisco
DNA Spaces % v ¥ 28— R® [SSID] ¥ « > KT, CUWN SSID @ [Configure Manually] V >~
27 V> 27 LET, Cisco DNA Spaces VAR — hF—AZHERKTHZ b TEET, KEEIIE
FHIZAR=ARBZN L 2R LET,
ATYyT2 Woa~vy FEfRLT, BEEMRLET,

show cloud-services cmx summary

fERDFRSNET,
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Cisco DNA Spaces F @ Mobility Express 8.6 LIBT D% E .

Cisco DNA Spaces # v 3 = /R — K C, [Add a Wireless Network] 7 ¢ > K7 ® [CUWN-WLC] 23R 5 & |
WLC N —EFRRENEd, Zhickv, D WLC ® AP % Cisco DNA Spaces (ZA > 7R— b T& £,

BRYUITIL
(Cisco Controller) >show cloud-services cmx summary

CMX Service

NS 4SS R https://$customerpathkey.dnaspaces.io
IP Address.....ccoceveveneeneneneenennnn 50.16.12.224
COoNNECtIVILY.....eeveveeererreereerrenieans https: UP
Service Status ......ccceveveveveveuerenenen TIT 4T
Last Request Status.......cc..ccocveenuennee. HTTP/1.1 200 OK
Heartbeat Status ........ccccceeeeerennene OK

RDBERY

INT, VAT UL ¥ LA ar hra—7F % Cisco DNA Spaces D17 —3 3 VB IZA 2R —
FCEDLLIITRVET, YRAATIAL VLR a—FLZDT 7 RARA L FOA U KR—
s DFEMIZ W TIE,  TCisco WLC Direct Connect % {# ] L 7= Cisco DNA Spaces D A =1 U A
YULRaryhe—7~0H Q0—) | THHINTWDATFIEORT » 7401637 L
TLTEE,

Cisco DNA Spaces 0 Mobility Express 8.6 LLH D&% E

Cisco DNA Spaces H1Z Mobility Express 8.6 AR Z 5% & T 121X, RO FINEEZFEITLET,

Mobility Express 8.6 LI T® SSID M ERK
Mobility Express 8.6 LAR(C SSID % A3 % FIHIX. Mobility Express 8.7 LA DI5EG & R U T
T, BEFMAIZOVTIE, Mobility Express TO SSID OFERL (42 ~—2) ZZML TS
v,

Mobility Express 8.6 LRI T ® Radius F2ZE D% E
Mobility Express 8.6 LART DA, Radius — N—Z BN ET 2 2 LIXTEEHA,
Mobility Express 8.6 LAHiTC Radius f8aE 25X E T 2 I121L, ROFNEZFEITLET,

ATy 1 v s A %M LT [Mobility Express] (2 74 > LE7,
AT w72 [Mobility Express] A A > 7 4 > KT, IO~ A > P [Wireless Settings] #27 U v 7 LET,
RATv T3 [WLAN (WLANs) 1 %27 U v 7 LET,

[WLAN/RLAN Configuration] 7 > K 7|2 SSID U A hI3F/RENET,

ATy T4 LBNTHERRL L= SSID @ [Edit] 7T A 2> %27 Y v 7 LET,
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B Mobitity Express 8.6 18T T ACL D fERE

AT w75 FREID [Edit WLAN] 7 1 > K7 C [WLAN Security] ¥ 7% 27 U v 7 LET,
AT Y76 [Access Type] Ku v 7 Z U A Rdh, [Radius] Z &R L E 5,

AT w71 Radius — =BT 5HI21%, [Add] 227V v 7 LET,

ATV T8 KFRENDY 4 FUT, RO Radius h—"—DFEMAE A L ET,

1. [Server IP Address] 7 « —/V KiZ, Radius %—/X—DIP 7 KL A& A LET,

2. [Shared Secret] 7 4 —/L F|Z, Radius fi&#EA A1 LET,

3. [Confirm Shared Secret] 7 . —/ N{Z, Radius f#& %2 AT L E9,
4. [Applyl 27V v 7 LET,

GE)

Cisco DNA Spaces @ Radius H—/N\—D A% 5% E TX £, Radius F—N—ZEHDOIPT FL R L
g fk & 327k 5 121E. CiscoDNA Spaces # v 3 = 7R — K C, [CaptivePortal] 7 7' U &7 U v 7 L
F9, [SSIDs] %7 U v 7 L. ¥KIZ Cisco Unified Wireless Network (Cisco AireOS) SSID @ [Configure
Manually] Y > 7 %27V v 7 LE7, [Configure SSIDin CUWN-WLC] ¥ 7% 7 U~ 2 L%, Radius
H— N—DFEMIL, [Radius Server Configuration| £ 27 v a > DU A MIEREINET, 774~ )
BLOvA LAY Radlus P —R—DE G DIP Zi%E L £, Cisco DNA Spaces ¥ — K F— A
KT HZ b TEET,

ATv 79 [Edit WLAN] 7 1 > R T, [Applyl #7 UV v LET,
Z L, Cisco DNA Spaces & ¥ 77 « 7 78— # /LD Radius ¥ —/3—323EAS Mobility Express [Z5%E S 4L E L

[

Mobility Express 8.6 LLFT T ACL D 1ERK

BRE & U LAK—

Mobility Express 8.6 LARIZIX, 77 B AHIH Y A M ERET HTedoD2—W—Af L F—T 2 A
AMBHY FHA, ZDTD, ACLEER L, VY — VX ViGEERET DI, a~vr R
T REERTDZHERHY ET, ZhHO ACL OFEICHEMT 53~ Rigon T,
[Mobility Express 2~ KU 77 LU AT A K] 2B LT ZE0,

INT, VAT UA ¥ LA a3 hr—7 % Cisco DNA Spaces D2 r—3 3 VHEREIZA R —
FCELIIICRVET, YAaVUAfA¥LRAarytn—J¢ YRAaTUAfFLAarysiu—
TDT T RARA L FDA VR — FOFEHIZOWTIX,  [Cisco WLC Direct Connect % fifi fii
L 72 Cisco DNA Spaces D> A A ¥ LA 2y hr—J7~OHkE (20—) | THHX
NTWDLFIEDAT v 7305 FEITLTLIEEN,

& F Mobility Express D%

WLC #f5¢ T Mobility Express Z {8 L TW2 GG, 07— a VORFEZRET D121, kD
FIEAZFEITLET,

ATy 71 YR TA4¥ LR a2 A—FDCLI T, ROa~r REFEITLET,

1. config cloud-services cmx disable

l CiscoDNA Space (217520 T4 Y LR 3> hO—35 & & U Cisco Catalyst 9800 & ') —X 3> hO—S5 DHE



| CiscoDNASpace (2815220 74 ¥ LR 3> hB—5 & & U Cisco Catalyst 9800 ') —X 3>~ FO—S5 DHE

ATy T2

Cisco DNA Spaces F Aironet 4800 - ') — X Mobility Express 3 > k 0 —5 8.10.150.0 D% E .

N

config cloud-services server url https://{Customer Path Key}.{LLB Domain} {LB IP Address}

3. config cloud-services server id-token {Customer JWT Token}

4. config network dns serverip <dns server ip>

5. config cloud-services cmx enable

(G¥)  CustomerPathKey}., {LBDomain}, {LBIP Address}. {CustomerJWT Token} %2 ~7 5I(ZI%, Cisco

DNA Spaces % v ¥ =78h— KD [SSID] ¥ « > K¢, CUWN SSID @ [Configure Manually] U > 7
27V w27 LET, Cisco DNA Spaces AR — hTF—AZHKTHZ L HTEET, KEEITE
BHICAR—=ANRNZ L 2R L E T,

WKDOa~vy REFRLCT, MELHRALET,

show cloud-services cmx summary

FERDFRINET,

Cisco DNA Spaces % 3 = /R — K C, [Add a Wireless Network] 7 -t > K7 @ [CUWN-WLC] Z#R55 & |
WLC N —EFRRENET, ZNICLY, ZD WLC @ AP % Cisco DNA Spaces (21 > R— b T& £,

BERYUTIL

(Cisco Controller) >show cloud-services cmx summary

CMX Service
SEIVer ..ooveveiiieiciceeccceeee https://$customerpathkey.dnaspaces.io
IP Address......ccccovevveerercncnennenn 50.16.12.224
COoNNECtIVILY.....oevereeeeerieierieeienne https: UP
Service Status .......cocevveevecierenennns TIT AT
Last Request Status..........c.cccoeeeeneee HTTP/1.1 200 OK
Heartbeat Status ..........ccccceveverienne OK
RDZRY

T, YA IA LR 3y ha—7 % Cisco DNA Spaces DR 7 —3 3 VEEICA A —
FCEALLIHITIARVET, VAT TAFX LA b a—FEFOT IR ARAL L FOA AR —
h DFEMIZ DWW TIE,  TCisco WLC Direct Connect % {# ] L 7= Cisco DNA Spaces D A =1 U A
YLRarhbo—7~0O8HH Q0—) | TAHINTWLFIHEORAT v 74N EFETL
TLIEE W,

Cisco DNA Spaces Fi Aironet 4800 3 ') — X Mobility Express 3 > + 0 —3 8.10.150.0 D& E

Cisco DNA Spaces ]l AireOS 4800 ) — X Mobility Express = > b 2 —7 8.10.150.0 X E T 5
IZiE, ROFNEZFEITLET,
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Cisco DNA Space [CF (752 X0 T4 ¥ LR a¥ bA—3 & & U Cisco Catalyst9800 ') —X 2> hO—35 D%
B Mobility Express 8.10.150.0 28 5E

Mobility Express 8.10.150.0 )% 7

Cisco DNA Spaces 112 Mobility Express 8.10.105.0 Z 5% ET 5%, WO TFIAZEFEITL E T,

RTvT1 vl A AFHZ M LT Mobility Express (21 7 > LT,

AT w72 [Advanced] > [Security Settings] (B8 L 97,

AT9 73 [AddNewACL] %7 U v 7 LET,

AT T4 [AddACLRule] 7 > R T, ACL Otz A LET,
a) [ACLType] K v 7H T U X Ronb, [IPv4] Z&EIRL £97,
b) [ACL Name] 7 4 —/V RIZ, #H L\ ACL O4dlTa2 AT LET,
¢) [AddURLRules]Z7 VU v 7 LE7,

[Add /Edit URL ACLs] ¥V « > RUMEKRINET,

d) [URL] 74—V RIZ, A7 T v aX—=YDURL KAA 2 AN LET,
@[mmumyfﬁvaxﬁf[%mm%EWLiﬁo
) Y=y LiBREE AT ZiE, ACLIZIRD RAAL &2BMLET,

* * facebook.com

* * facebook.com

* ssl.gstatic.com

» static.licdn.com

* * fbcdn.net

* * akamaihd.net

* * twitter.com

* * twimg.com

* oauth.googleusercontent.com
* * googleapis.com

* * accounts.google.com
* * gstatic.com

* * linkedin.com

* * licdn.net

* * licdn.com
ZOFNEIX, Y=V ¥ ViBREE AN T AL A OHMETT,

g) [H#r (Update) 127V v LET,

AT w5 RADIUS —R—%2RET D FEIL, ROLEEBH TT,
a) ACL Z{Ep L £7°,

l CiscoDNA Space (217520 T4 Y LR 3> hO—35 & & U Cisco Catalyst 9800 & ') —X 3> hO—S5 DHE



| CiscoDNASpace (2815220 74 ¥ LR 3> hB—5 & & U Cisco Catalyst 9800 ') —X 3>~ FO—S5 DHE
Mobility Express 8.10.150.0 )% & .

b) [Expert View] Z G0 LET,

¢) [Managenent] > [Admin Accounts] > [Radius] (&8 L £,

d) [Authentication Call StationID Type] K72 > 7' Z 7> U 2 k7526, [APMAC Address:SSID] &R L £ 9,
e) [Authentication MAC Delimiter] K& v 74 7> U X k)36, [Hyphen] %8R L £,

f) [Accounting Call Station ID Type] K2 > 7 Z 7> U 2 k)25, [AP MAC Address:SSID] % #4R L £ 77,
g) [Accounting MAC Delimiter] K7 > 7 # 72U 2 k726 [Hyphen] 28R L £,

h) [Fallback Mode] K= v & U X kb [Off] 3R L £7,

i) [Applyl &2 V> 27 LET,

AT v 76 [AddRadius Authentication Server] 27 V v 7 L. #/R &% [Add/Edit Radius Authentication Server] T, KD
A A LET,
a) [CoA] ZMEZHIZ L £,
b) [Server Ip Address] 7 4 —/b RiZ RADIUS —/_"—D P 7 KL AZ AN LET,
c) [Shared Secret] 7 4 —/V N2, FiE#EE AT LET,
d) [Confirm Shared Secret] 7 1 —/L N2, RO =D DFLEHEEZ AT L E7,
e) [Applyl %7 U v 7 LET,

BN E 7= Radius —/3—[%, Radius ' —/_"— U XA "D FIZRREINFET,

(i)  Cisco DNA Spaces ® Radius #—/3—D L& ik E TE 9, Radius P —X—REDIP T FL-A
& RSk A R ox 3 521X, Cisco DNA Spaces # v ¥ = 7R— K C, [Captive Portals] 77V % 7
Uy 7 LET, [SSIDs] #7 U v 7 L, IKIZ Cisco Unified Wireless Network (Cisco AireOS)
SSID @ [Configure Manually] UV > 27 %27 U v 27 L %7, Radius —/3—DFEMIE, [Radius
Server Configuration] 7 ¥ a VR REINET, 774~V L& H ¥ U D50 Radius —
N—1IP %% E LEF, Cisco DNA Spaces R — hF—AIZHEHETHZ L TEXET,

AT w71 Radius —/3—0 [WLAN] 2% ET HI21E, ROFIEEZFEITLET,
a) [Cisco Aironet ME] # v o = 7R — R C, [Wireless Settings] > [WLAN] &R L £,
b) [General] ¥ 7% 7V v 7 LET,
c)  [Profile Name] 7 1 —/L RiZ, SSID D4 HiZ AT LET,
d)  [Admin State] K72 v 7" & 72U X M5, [Enabled] 28R L £ 3,
e)  [RadioPolicy] Ku v 7 Z U A hnd, [ALL] 23R L 9,
f)  [WLAN Security] # 7% 7 U v 7 LE7,
g)  [Guest Network] B2z LE T,
h)  [Captive Network Assistant] A ZhZ L 97,
i) [Captive Portal URL] 7 4 —/V RIZ, v 77 4 7HR—4% /LD URL # AT LET,

GE)  Fx 774 7R —HNVOURL %R T HIZIE, CiscoDNA Spaces & v 3 = 7R — RC, [Captive
Portals]| 7 7V %27 U » 27 LE9, [SSIDs] %727 U 7 L, IRIZ Cisco Unified Wireless Network
(Cisco AireOS) SSID @ [Configure Manually] U > 27 %2 U » 2 L'¥9, WLC Direct Connect

D SSID DR > a BB LET, FlH7g TURL BWERINET,

j) [Access Type] 7>5 ., [RADIUS] Zi&R L 7,
k)  [ACL Name (IPV4)] T, FJE 4b TFHE L7 ACL D4 HTZEIR L £,
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B =506 5 6L K— ~F Mobility Express D& E

1) Radius ¥ —/3— D4, [Add Radius Authentication Server] 7 V » 7 L'£79,

m) U AR5, FlE6b TiEH L7 Radius —/3—D [P IR L £,

AT w78 Radius L2 38FED A, [MAC Filtering] & [ON MAC Filter failure] 2 7202 L £,

ATvT9

[Applyl 27 U v 7 LET,

WENH & U L7R— + F Mobility Express D% E

ATy I

ATy T2

WLC ##5¢ T Mobility Express Z i L TW2 GG, vl —a VOREFZHRET 521X, kD
FIEZFATLE T,

SAATAYLR AV FA—=FDOCLI T, RO~y FEFTLET,
config cloud-services cmx disable
config cloud-services server url https://{Customer Path Key}.{LLB Domain} {LB IP Address}

1
2
3. config cloud-services server id-token {Customer JWT Token}
4. config network dns serverip <dns server ip>

5

config cloud-services cmx enable

(G¥)  CustomerPathKey}, {LBDomain}, {LBIP Address}. {CustomerJWT Token} %2 ~% 5I1Zi%, Cisco
DNA Spaces % v ¥ =7 — R® [SSID] ¥ « > K¢, CUWN SSID @ [Configure Manually] U > 7
#7 Vw27 L%EJ, Cisco DNA Spaces 7 "— hF— ALK T L L b TExET, KEFLITE
FHIC A= AN L 2R L £ T,
WD~y REMALC, MEZRERALET,
show cloud-services cmx summary
FERDRRINET,

Cisco DNA Spaces % = /R — K C, [Add a Wireless Network] 7 -t > K7 @ [CUWN-WLC] 3= 55 & |
WLC AN —EFREnEd, ZHCLY., £D WLC @ AP % Cisco DNA Spaces (21 > R— hT& £,

BEREYUTNL

(Cisco Controller) >show cloud-services cmx summary

CMX Service

NS 4 U https://$customerpathkey.dnaspaces.io
IP Address.....cccooeveveneenenennnenn 50.16.12.224
ConNectivity.......oceveereeerereeenieenennn https: UP

Service Status ........coceeeevereeenierenes TIT AT

Last Request Status.........ccccceveeeenen. HTTP/1.1 200 OK
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Heartbeat Status ...........ccoovveeennennnee OK

RDEZRY

IIT, YA IA ¥ VLA ar ha—7 % Cisco DNA Spaces DB 7r—3 = UREEIZA VR—
FNCXALHTRVET, AT TAFXLRAAL ha—FLFDTIEARA Y FDA L R—
N DOFEHIZ DWW TIEX,  [Cisco WLC Direct Connect % i ] L 7= Cisco DNA Spaces D A 21 U A
YULA Iy b= ~08H 20"—) | THHSNTWELFIEOAT v 741537 L

TLTEENY,

Cisco DNA Spaces $LiENVF T —2

N

® 3 HROBE

SNO Cisco DNA Spaces | Cisco WLC Direct Connect CMX TH 12y
= I
75w 74— | Cisco AireOS Cisco AireOS Cisco Catalyst 9800 | Cisco AireOS
=X

PAR— ST
DT ITAT VA
TOEKRILE

12500 &5 D AP,
250000 5D Z
AT b

75{5 NMSP %,
10500 £ > &—/
WEHEZDZ L
TEEHA,

50 5D AP & 50
BT TAT
I

50 5D AP & 50
BT TAT b

60000 5D 7 T A
7k, 5000 &
DAP. 50000 f& D
RFID % /'

LEVT 47 -
100 77 &4~
27250 B0 AP
D~/

PR AR — h S
Ty J—2A

= S A
> 2.1.1 & docker
v2.0.204

8.8MR2

16.12, 17.1

8.8MR2 & CMX
10.6 (/A =
®)

GE)

HIFE. Mobility Express IZILBEIZ %G L TWER A,
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