IPv4d ACL D& 5E

© BRRENF M OMER, 1 ~—

*ACLIZk DXy NU—7 X2 VT 4 OREDORHESRM, 1 _—
*ACLIZk DXy NU—7 X2 VT 4 OREDOHIKFEHE, 2 =
* ACLIZXE DRy bU—7 X2 U T 22T 2E®R, 3 X—

* ACL OREFIE, 18 R_—
* IPVAACL DE=X VY 7 42 ~—

* ACL OREH], 43 _—

4Dk l=E =53

PWEREIFER D MERR
THHOY 7 R UY—RATIE, ZOFY 22— L THBHEINET R TOMENRYR— K&
TS EIERY FHA, EFOMREERL X OEEZOWTL, HT57 7y 7 +—2B X
WYY 7 b7 =7 VU —AD BugSearchTool LY V—R /= FZ2ZHLTIZE, Z0OF
Va2 /MR EN TV DDA MK L, FEENY A—hEh TV V=20 X K
EHERT D56 1E. ZOEY 22— VORKIZH HEBREIFROXRLZZRL T ZI N,
TT 9 N7 A —BDOFR— PRIV R YT v =T A A=V OV R— MIBET D IERE HHR
9 51Z1&. Cisco Feature Navigator % il L 9", Cisco Feature Navigator {2/ http://www.cisco.com/
goletn N T 7B AL ET, Ciscocom DT 7Y MIMLEHY FHA,

ACLICKASAARAYy FI—U X1 T4 DEREDRREH
ZITIE, TR arybe—/L URN (ACL) (L5 %y bU—2 X2 U T 4 OREDH]
R E R LET,

*LANR—ZX 7 4 —F % By F2FITLTWDL AL v FTlE, VLAN v v 73 R—FSh
A,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &

K TUN2960 CX X A v F)
| .&lll


http://www.cisco.com/go/cfn
http://www.cisco.com/go/cfn

IPVAACL DEE |
B AcLicE2%Ry rT—5 €320 T OREOHIKHEER

ACLICK ARy FT—Y X2 T4 DEEDNHIFER

— B Ry FO— X ) T4
Wi, ACLIZEAXy NU—2 X2V F 4 OB EOHIFIEETT,
* FoftE ACL I TX 2T _RTha~vy RBLEITE ACL THEETE 2 TiEdh v
FHA, A AT 2 A ADNry N T4 AEZBLOL— K 7 4L ZHO ACL TiE. 4
PERATXEY, £, VLANV Y Y CHLANEIEETXET,
* FEHE ACL & HE3E ACL IR CA4RNIERA T 8 A,

*appletalk [T, 2~ RT7A D~V T A MY U TICEREINETH, deny I XU permit
MACT Z7EA YA K ar7 4 Falb—vary E—Favy FO—HE&M4LE LTHR—
InTWERA,

IPACLARY FTD—D A3 —T x4 R
WOHIBEEN, 2y NT—7 A B —T A A~D IPv4 ACL IZHEMA S NET,

A VBE—T 2 A ANDT 7B AEHKIET D56, AEiftE ACL £7213F 51X ACL 2
TEET,

*VLANIZJBLTWALA Y2 A X —T A4 ZACACLEZHALI-BE, LAY 2 (K—1)
ACL X VLAN A > ¥ —7 = A AZEHA SN AT F RO LA ¥ 3 ACL, F£721% VLAN (Zi#
HAESN/ZVLAN v v 7 X0 L L ET,

LAV IAUH =T A AZACL BEA SN, AL vF ETU—TFT 4 VI RAF—TNIZ
72 o TWRWEEATE, SNMP, Telnet, Web b7 7 1 v 772 &, CPU THLEIE N D /37 v b
M7z anz) o 7InEd,

LAV 2A =T A RZACL 2T 56, V=T 4> 75 F—TNWIZT HHHE
3TH0 FHA,

GE) RIEy IRV AXIA L E =T 2 A ADT I VA ITN—TIXo THHEREINEZSGA, T 74
VR TIE, —ZIXICMPRIEARGEA v —V R ELET, T/ BATNA—TI2L > TER
INTZINLDONRT Yy NMIn—RyzT7 TCRay 7S, A4 vFOCPUILTY v T
ST, ICMP BEFEARREA v E—V &2 ER LET, A— h ACLITICMP RFEARGEA v E—Y
AR LERF A, ICMP EIEARFE A vE—1X, /L—4% ACL T no ip unreachables - % —
TR avy REFEALTCTF 4 E—7McTEET,

LA4v24252—T x4 XD MACACL

MACACL Z1Ef L. ZNZ LA Y2 A X —T oA AZHWATDHE, TDOA U H—T A AT
FETDHIP N T T4 v 7T 4 NE Y 7 TEET, MACACL 2T 2 & &2, RO¥E
BHREICHELTIZEN,

B #ETS5ybI4—La2T X2 L—2 32 74 K, CiscolOSRelease 15.2(3)E (Catalyst 3560-CX
LU 290CX XA v F)



| 1PuACcLOEE

ACLIZkZRy bT—4 X251 1cBT2EE [

*FULLAY2A L HE—T A AN, IPTIZ7EBRAIYUARNLEMACT 7R YA RE DT
LOEACEEYA, IPT7EA VANMIIP ANy NETFZ 7400 ZY) 7L, MACT
THAUVRANIFEIP Xy a7 40X ) 7 LET,

1 ODVLAY2A L H—T =24 RTWHATEEMACT KLA YR MI 12T TT, T
ICMACACL BRREREENTWALAY2A L H—T 2 A ACMACT 7 A VA NEZHEAT
He REHEHFD ACL B3H LW ACL ICE Xz bvET,

GE)

mac access-group { > X — T A A AT 4 X2l —aravr NI HL A2 14
B—T7 oA AZHAINDHBEORETT, T~ RiE, EtherChannel A — kb F ¥ %
TIEATE EE A,

EENEYD
A H—T A A~D IPv4 ACL O, (31 2—)
IPv4 ACL DA X —T = A AZHT HEEFHE, (17 —)

£ HifF & MAC #58E ACL O1ERE, (33 ~X—3)
LAY2A4 % —TxAAZA~DMACACL O, (353—)

ACLICKAARY NT—Y X2 T 41T 5155

ACL D Z

TOETIE., TR bhr—L YA (ACL) LT, A vFDORy hI—2 ¥Fa
VF 4 BRETHFECOWTIHHALES, a<v 2 FRPETIH, ACLZT Z7EA Y X NEFEST
ELHFET,

WNry KT NBEVTE Ry NT—7 N7 407 2REL, BEDOL—FEILT A A
LD 3y N7 OFERERIRT S 5 2 TEHEILLET, ACLIZN—F FITAA v F &@ilEd
HRIT AT ETANEY T L, FEDA v H—7 = A AT X VLAN ({4 LAN) T/%
Ty NEFRL, ERIFESLET, ACLIE, 7y MOEHA SN AEER L OES SR
FfHTon-8£F0 T, Xy "B A U H—T A RZEETDHE. AL vFIF 7y FHD
T4V REEHEND ACL L, 72782 U X MIUEESHIEEECESNT, N7y
N DHRE LB IR MERR A FF o TV AN E I DR LET, 727E8A VX MNOEHEEZ 1T O
T, Ry bETAMLET, O —HLESMHICL T, AL TRy M EZIT AR
LHZESTLOD0PRESNET, AA v TR —HLIZRRTT A MEHRIET 50T, R
MIEMEERET DIERPEE T, —HT 25003005, AL v F 37y FEESLE
T, AA v FIE, FIREER R NGEII T v FEEE L, §IREERH 2551337y & R
o0y 7 LET, AA vFiE, VLANHRTT U o P 7 ENE 7y hE2EH T, kIS T
TOR7w MZACL ZEH L ET,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &

FU2960CX 21 vF) i}



IPdACL DBE |
HHK— kSN B ACL

Fv NU—=JIZHEARN X2 )T 4 BEATHHAIE, V—F ERE LA Y3 AL v TFITT 7
TAVARNEHRELET, ACLZHE LRTIUEL, A v T Z@imT 5T XTONT Y MRR Y
NT—27DHLWAHE CHRISNDAREMENRHY 9, ACLEEATEZ L, *v NT—7 DL
AT &7 7 BAARERARA NEZHIE LD, VX A X —T oA ATEHEEE LT Tr v 7 &
NHNT7 74y 7 OBEEZRELLD TEET, L2 ETA N NTF T 4 v 7 OEEEFF
"L, Telnet N7 7 4 v 7 OUREEIFLRETHZ EHLTEET, ACLEERE NI 74 v 7, BE B
TT74v7, FRIFFOMEET Oy 7 THLIICHRETHILELTEXET,

79X arvka—)LxT MY

ACL{ZIZ, 77®Aarbu— = Y (ACE) DIEFAMTTHNTZY A2 BN EGEERTVET,

% ACE \ZIX, permit £7-1X deny &, /37 v NN ACE & —BT 57Dz T HEDOH % 8D
S EREELET, permit £721% deny DEIRIL, ACLBERAEIND2 2 TF A MIL-TED

D i‘a_o

ACL THR—FrENB24 T
AA v Fix, IPACL £ A4 —H¥F*v b (MAC) ACLEZHV AR —FLTWET,

*IPACL (%, TCP, =—¥ 5F—X 7 Z s 7 bz (UDP) . A X —Xv kb T A—7FH
v hasn (IGMP) . BLOA ¥ —x >y Ml A v&—Y 7r b2 (ICMP) 72 &D
IPvd b7 7 4o BT ANE DT LET,

*A—H%Fy NACLIFIEIP hT 74 v & T4 NE Y T LET,

ZDAA v FIE, Quality of Service (QoS) 73¥1 ACL AR — L TWET,

HR— ka5 ACL

2L F T, VT T7 497527 4NF) 7T HDIC, RIRT 3FIED ACL 23R — k&
NTWET,

*AR—HFACLIX, VA ¥2A4A L F—T A AIIAND T T4 75T 78Aaba—LL
FT, LA V24X —T oA AZHWHATEDLDIFIPT7E®AVARE 1 2L MACT K
LA YRAREL1DFETTYT,

*JL—HX ACLIL, VLANEICNL—T 4 VT ENT N T 74 v 7 DT 7 AL, LA1¥
3AUHE—T oA ATHEDHN GEEERIFEE) CHEAsET,

* VLANACL F7IZVLAN~ v X, X COXRTy b (Vv Ry hBIXOL—T v
Ry ) OF 78 2AZ2H#LET, VLAN v~y 7&2@H4 25 L. F L VLAN HDOF R
A A TEEIND NI T4 v I BT 4 VE ) 7 TEET, VLANY v L, IPvAD LA
Y37 RLRIZESWTCT 78R arba— 45 lFESNTVEST, A1 —VFRy
NACE Zfi+5 & MACT RLRIZED, %f YNGRV A S = =%/ Ny /i S
avbhr—AENET, VLAN~Y v 7% VLANIZHEHT 5 L. VLANIZADT_XTO/r
F =7y R Xy hERIETZT Y vV Ry b)) BVLAN 7 EREShES, S

B #ETS5ybI4—La2T X2 L—2 32 74 K, CiscolOSRelease 15.2(3)E (Catalyst 3560-CX
LU 290CX XA v F)



IPva ACL DERE

yR—rxhzact [l

ry bME, AA v F R—FEN LT, 0%, =T 4 7N Ty FOBE. —
T RAR—Fr24 LT, VLANICADLZ EMTEET,

ACL 125t Sz

VLAN <> 7, "— K ACL, BEXUOIL—F ACLDBFRILAA v FITHRESNTWDIEES., 741
2 OESENEN (TR DR/ TR — M ACL, /L—# ACL, IRIZVLAN~ v 7T, ROFIT,
fif B 7 1 A& §LRA L £ 97,

* AJIAR—FACL &£ VLAN~ v Dl & bEAINTWAEEEIC, A— M ACL 2N EA S U
TR — MRy FREETDLE. 2Oy MIFR—FACLIZE > T4V Z ) T &
NET, FoOMO Ny M, VLAN Y S LTI 4 &2 ) v 7 EnE7,

CAA TR A o HZ—T = A A (SVD) I[ZATJ—% ACL BELWATIAR— b ACL D% IE &
NTWBEAIZ, A= FACLBEA SN TWER— MIATr Y ERERETDE, 2Oy
MIR—=RMACLICL ST 4NV 7 3INET, MOR—FTCZELEEEOL—T 1
Y IP Sy MR, V—Z ACLD 7 (VAR ENET, o7y MI7 441
YT EINERA

*SVIIZH/1—4% ACL B L OANR—F ACL B3RESNTWAEAIC, R— ~ ACL 255@ H
ENTWVWAR— My "REETHE, 207y MIFR—KFACLICE>TT 4 L%
Vor7snEd, BETHIL—T 71PNy MZiX, W—% ACLD 7 (VX RiEHH S
NFET, oy y MITANZY U TENERA,

*SVIIZ VLAN ¥ > 7' AJjb—% ACL, BE AR — b ACL BEE SN TWDHEHEEIT,
AR—=FACL DEH SN TWAHR—MIAT Yy MREETLHE, 2037y MIA— b ACL
LTz rangEgd, tor— N TZELEEEOL—T 4 VT IP/Vr
MZiE, VLAN v 7B X U0V —% ACLDO 7 4 M ZRNEHSNET, o7 v M,
VLAN =~ v 707 4 A EZ R EA SN £,

*SVI|Z VLAN ¥ v 7, HJjb—4% ACL, BIXOPANFR— K ACL BNREINTWBHIHEIT,
A—FMACL DA SN TWER— M Ty "REEFETLHE, 2087y MIA— b ACL
FHizkoTrona2 ) v ranEd, ¥BETLHLV—T 107 1IP3T » ML, VLAN~Y v
TELON—Z ACLOT7 4 VEREHINET, Moy MIiX, VLAN Yy 7D 7 4
AT REHA S ET,

EENEYD
ACLIZE DXy hT—27 X2 U T 4 OFEOHKIFHE, Q2—)

R— ~ ACL

R—FACLIZ, AA v TFDLA Y2 A X —T A ATG@HAESNS ACL TF, &~— h ACL %
fEHTE 201X, WA ¥ —7 A X717 TY, EtherChannel f > % —7 = A AT T
FHA, F—HFACLIZ, BEBIOBEEA =T oA ACHEHATEET, ROT 7R U A
M3 AR— b ENTWET,

CEEILT RVRAEFEHTHIP T 78X U AR

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &

FU2960CX 21 vF) i}



- IPdACL DBE |
HHK— kSN B ACL

CERTBLUSEEDT KL AL EETT e bajL X4 TEREFHCXZEIP 7T 7R
U Ak

CEETLBIUSEHEDO MAC T RLALEE T hal ¥ 4 FEREHEHTX %5 MAC J53E
T8 A YA

AA v FNE, A HF—T A AEDACL ZifiX, 7 v BB ACLINOTZ FU EEDLHIT—
T DEMNCESNT Ny FOEREAHFAEZITER LET, 205912, ACLBRXy hU—7
FEIR Y MU= O ~DOT 7B A EHIE L £,

wIZ, T_XTCHOIT—7 A7 —3 3 UABE CVLANIZH BBEICAR— FACLEHEHA L TRy hU—
I ~DT IR AEGHET LM ERLET, LAY 2OEEFEICEA SN ACL I, AA KA
Nea—vr VY —ARy NT—JIZT 7 BATHILEHFAILETH, AXFBRE—DOFR v
ND—2ZT7 78 AT 52 LA LET, A—FACLIX, HEHFEDOLA VY24 F—T =
A ARG TE T,

1:ACLIZE 23y FT—0RD LS 7 4y OFlH

ﬁi gm

W e

Heoat B
Hu r'nan Research &
Resoumes Devebpmeant
natwork network

® = ACL denying traffic from Host B
and permitting traffic from Host A
-+ = Packst

101288

A—FMACLZ T 7 R—MCWEHATEE, ACLIZEFD NT 7 iIR— bk LD+ ~_T?DVLAN T
NG T4 T g NE Y T LET, A—bFACL Z35%F VLAN AA— MI@EMT 5 L. ACL I
F—H VLAN L FFE VLAN OB TR T 7490 %7 4 VE ) 7 LET,

AR—MACLTIE, IPT 7R VRANEFEHALTIP N7 74 v 7 %7 4 0H ) T TE, MAC
TRUVREBHFHALTHIP N T 74 v 7227 4 NVE VT TEET, RACLAP2A 0 —T A
AETIPNT7 74y 7 I PN T T4 v VDM FET ANZ ) T T HITE, £ F—T
AAZIPTZ7EAVAREMACT Z7E®RX VR MDOWFEEALET,

B #ETS5ybI4—La2T X2 L—2 32 74 K, CiscolOSRelease 15.2(3)E (Catalyst 3560-CX
LU 290CX XA v F)



IPva ACL DERE

A

—txnzact [

G¥)

JL—% ACL

LAXY2A L H—T oA AZHHATELZDEF,. IPT7EBAVANIDEMACT 7R Y R
F1O7ETTY, T TICIPTZ7EAVARNELIIMACT Z7EA URXAIBFRESINTNS L
AYXY2A L BZ—T A AT, HILWIPTZEZ VRARNELIIMACT 72 U A &M
B &, BICERE L7c ACL 238 LW ACL ICEZ 2 0 £,

VLAN~D LA ¥3A B =T 2 A ATHHAL v FREA o Z—T A A (SVD) | WERE3 A
VH—Tx A A, BLOLA ¥ 3 EtherChannel 1 % —7 = A A2, L—H& ACL @ T& £
T, N—X ACLIFA V¥ —T = A ADQRED T GEEEITE) I L THEHSNET,
1 ODA B —T =2 A ADFHMIT L2, V—4% ACL % 1 D TX £,

2ZA o FIF, IPvA " T T 4 v T DIRODT 7 A VAR R—FLTWET,
CHEHMEIP T /A U A NTIL, BREBEIZEETT RLREHEHALET,

CHWEIP 77 A YANMI, BELT RLA, 5T FLA, BXOA T aroFa ha
VB A TIEREAEH L T B ATV ET,

R— M ACLOHE L FRE, AL v FIEA v H—T = A ZTFRE STV DHEREIC BT Hh T
WHACLBREEINET, Ty MRS v T DA U F—T oA RAIHERTDHE, TOAL L H—
Tz ATHEEN TV DTN TOHEHRIEICHIET 5 ACL NRASHET, <7 v FiL—
TAUTINTOLRT AR Ry FICHEIND ETORIZ, A ¥ —7 A4 RTRE SN
TeRAEREREICKTIG T 29X TD ACL BRASNET,

ACLIZACLNOx= > N £y FO—EFERIZIS U T, N7y MREZFFRIT 50, AT
HERDEST, ACLEZMHEHTAE, Xy NUV—J2KFERIEIXY NTU—T ORI DT 7
2 ay hue—APT2ET,

VLAN ¥ v 7

VLANACL £72Z VLAN Y v 72 LT, 9 XCDO NI 74w 75T 78X 2 hu—/T
&F9, VLANE DB TL—T 4 7 EN5D, FHIEAAL v FE720TAA vF A v 7 D VLAN
WNTT ) w7 ENET_RCO7y MZ, VLAN~ 7 &2mEA L7,

VLAN~ > P13 EXa VT 4 Xy h 7402 IR LTL &V, VLAN v v FTF
m CERELIIREE) HERINEHA,

VLAN < v 7%BHEL T, IPV4 b T 7 4 v 7 DL AY3T RLAEZRAETEET,
FTRTOIEIP 71 ha2iE, MACVLAN ¥ v 72 LT, MAC 7 KL 23 L O Ethertype |Z
fFoTrs7k8R arybta—naEnEd (AP 77 4 v Zid. MAC VACL < » 7' Tix7 7 & &
HENEFAL) o VLANT Y I AS v F 2l 4537y M EATEEd, N7 LEEx

T2 DAL v FITHERSNRIDAAL v F FORA RO NT 7 4 v 712i%, VLAN = 7%
HAESELZZENTEERA,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &

FU2960CX 21 vF) i}



IPdACL DBE |
B ACEBEUTISTAVMEENE RS T VI ETTTAY MESRTOWEV RS T4 9%

VLAN = v 7% fifd 5 L, ~ v FAIHREEINTET 72 a AN TR o b OIRENTFA £
TidER S ET,

WRIZ, VLAN~ v 7%2EA LT, ED T 7 4 v XA 7% VLAN 10 DFE A h A D HEEET
ERVWEIICHRETDHEZRLET, % VLANIZIE, VLAN v 7% 1 S #EHTE £9°,

K2: IANT Y FI2&3 57499 O

g & &

Host & Host B
VLAM 10) VLAN 10)

# = WLAN map denying specific type
of traffic fom Host A
—» = Packst

=== 1]

ACEBE LUV TSI AVMEESNI=Z S Ta v O ETTTAUMESA
TWEWrS 74099

IP Xy MI, 2y FT—Z 2 FBTHLEEICTTTAL MEEShA2Z b 9, F0iE
A, TCP £721XUDP R— FHESRICMP # A 7B LI Na— R ED LA Y 4ERIZ, 7y b
BADOE NS D7 T T A NEFIZEENET, D7 T 7 A2 MalX, ZoFE#RIIHY £H
Mo

Tr7®Aarba—)L U (ACE) (2IE, VA Y4FEREF = v 7 Lo, 3T
Ty RN T7IZTANMIEHEINDGLORHY T, LA VAEREZMID ACEIL, 777 A
MEENTZIP Ny FDIEEAEDT T 7 AL MIERERN R FETITEA T A, 777X
V%VV4V4Mﬁ@ainfk%¢\ME#~%@V4%4%$%%I/7¢6 &, —&%
N— VIR DO LS ICERESNET,

*TFITRAL RO LA T 3fEHR (TCPRUDP 28D m 2L XA TaEt) &#F =y
T2 ACE I3, GEN TRV LA Y 4FROFEIC»»PDOLT, 7T 7 A he—%
T5ERARENET,

LAY AERET =y 7T HIEEACEIR, 777 AL MIVA TV AFRBEERTHARN
RO, 7772 b LEEA,

Bl : ACEB LU ITTITAVMEENTI=Z,S Ta v D ETTTAD MeEEIN TV
cST74099
WD a<y TSI, 777 A MeEn=3 2037y MZ@HIND T 78X U X b
102 Z BN E > TR L £,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp

B #ETS5ybI4—La2T X2 L—2 32 74 K, CiscolOSRelease 15.2(3)E (Catalyst 3560-CX
LU 290CX XA v F)



| PvaAcLoE
z#piacL s vtk iPuact [l
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200 ~ 299 Fuhal A4 Fa—R TR Y| No
300 ~ 399 DECnet 77 £ A U A No
400 ~ 499 XNS %7 7 & 2 J Z b No
500 ~ 599 XNS LT 7 A U A K No
600 ~ 699 AppleTalk 7 7 & % U % |k No
700 ~ 799 48y FMACT RLA 727t 2A U AR No
800 ~ 899 IPX 7 7 & 2 U A |k No
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| PvaAcLoE
g pvacL suitEiPaact [l

TR YR ES 247 HR—tHY
900 ~ 999 IPX LT 782 U A R No
1000 ~ 1099 IPXSAP 7272 U Ak No
1100 ~ 1199 JEAR48 By NMAC Y~ —F7 KL A 77+ A 1D |No
D2
1200 ~ 1299 IPX#~VU—TF7 KLATZERURK No
1300 ~ 1999 IPIERET 7 A2 U A b (JLIE#PH) Yes
2000 ~ 2699 IPHHET 7 A U A b (JLIE#DH) Yes

Tt X HENE ACL B X OE BT &4 ACL Iz, P AR— N ENDEZ &ML CLRIT &=
Y ACL 3 L ORI & JE5E ACL HAERTE 3, AP ACL O4HTIE 1 ~ 99 T, $L3#EIP ACL
DARNL 100 ~ 199 TH, FSfFEX U X FORDIZARIFTE ACL ZEHAT 5 Z &2k, =
NU ZEBNCHIBRCTE B E WO FLENRH Y 7,

BE T S1R4E IPv4 ACL

ACL Z1ERd % & 121X, ACLOKRIZT 7 4 /v b THERAYZ2 deny A7 — b A > RANBEINIE A,
ACL DDV ICEIET HE CT—HT HRMEDRONE RN T _XToONNT Yy MTEH S D Z
CICEBELTLES Y, EHET 722 U R T, BEEMTONTZIPAA N T KL A ACL OfF
ENDL~Y AT BT DHE, 00008~ A7 ERARAINET,

AA v F it host —EHRUERH BT MU & don'tcare ~ A7 0.0.00 ZEGTr—ESEMNHLHT
RUMY A NOEIAIZEBEI L, 0 LISND don'tcare ~ A7 ZEgiem ) LD LENINMET D LD
2 BET 722 VR MOIEFEZ2ESHRAET, ZOD, show a2~ FOHIRL=a T 4 F =
L—yaly 7740 TE, ACERLT L AN SN LIV DA CRE S IEE A,

VERR L 7= B B S HEHEIPv4 ACL % VLAN, uiREHR, FoidA v ¥ —7 oA RAZHEHATE £9,

B 5 {4 S Hi5k IPv4 ACL

FEUE ACL TIFPRAICEE LT RV AT 2 LE 928, JE ACL Tk, BEBIEICEE LT
RURESET RUAEMHATE, EETT e baL XA FEREMHH L THIEO X O S %
BHDHLIENTEEY, BEMNEIEET 78R UAMDACE 2{EKT 2 & &2, 1Bl L7=

ACENY A FORRBIZEMEND Z LICEELTLEEY, HiofH& U A FTIE, ACE DJEF
EEELIED, UANNORETOHATICR L TACE ZBMEIFHIBRLEZY TEEH A,

DAL TN, XA T IvIFERFIVIVLI LT TI7BA VA METR—FLTWHERTA,
Flm. XA T A7 P—E X (ToS) @ minimize-monetary-cost £ MIIES 7 4% U 744
A—hFLTWEHA,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &

& T 2960 CX 2 A F)
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IPi4ACL DBE |
B =% PuACL £ & U3 IPvA ACL

—ERDT T k3L, FFEDNRT A= —TU — b #EH SN E T,

YE9E TCP, UDP. ICMP. IGMP. E7/-I1XZ DD IPACL ZEFTExE T, F/-. ZDOARAL vF
b IP 7 haLzdR— K LET,

Gx) ICMP = a— 5B IX 7 4 NVZ ) o 7 TEFEHA, MO ICMP 22— RE72132 A 71k, T
TANKE) T TEET,

NSO Fu bR YR— hERET,
* WFE~> ¥ — 7v k2L (ahp)
*HEE A m—F (esp)
* Enhanced Interior Gateway Routing Protocol (eigrp)
HKFRIL—T 4 7 TR (gre)
AU —Fy Ml A v E—Y 71 h a2/ (iemp)
A=y b TA—TEHT 1 baL (igmp)
*TRTORNEHT e Fan (ip)
*IPinIP h> Y 7 (ipinip)
* KA9Q NOS AHaIP over IP h > % U > 7 (nos)
* Open Shortest Path First L —7 ¢ > (ospf)
* A m— REMZ 7 b =L (pep)
7 b aVMNIRl L F X ¢ A K (pim)
AREHIE 7 1 k=L (tep)

*o— F—H 755 7a kL (udp)

£ Bt = IPvd ACL

IPVAACL #3325 P& LT, BEETEHRSEETFORA N 7 (4l ZHEHATEEST, 4
AiffE ACL 2T 2 &, W—F ETESMNET /2R VR RNDEAEIVZLDIPVEAT 7 A
VARNERETEET, 778XV R NOHBTELE L CAREERATALEOE—FLavy
RRESCIE, B AT B8 L1320 RL £, 2L, IPT 278 A VA EFEHT LT
TOavwy RELFMET 782 UAXANEATELZDITTIEHY FHA,

A

GE) FEAE ACL F 7 13PE3E ACL IZFRET 2401, 7278 A URANEFOYR—FINHHFAN
DEFEFICTHIELTEET, EAEIPACL DARIE1~99 T, , FBFFEY A MoRbY
WZAHITE ACL 235 Z 2121, =2 FY ZEBNCHIBRETE 2 E WO RENH Y £,
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IPva ACL DERE

Nn—EyrrssvvIrozrizsspacionE i

ARIfTE ACL AR ET D & T2, ROFEFHIIHELTIIZIN,
*FEe, BEAE ACL BEATEET,
* fEHE ACL & i8R ACL IZ[F LA RNIIEA T 1A,
*VLAN~ v FI2i%, #E%EACL £7-13ME ACL (4RifT & £/213B 5 &) AT %7,

ACLO ¥

A

AP 7 78X U A MIEoTHFAERITES SNy MIET L0 7 A yvbk—U0 R
AvFDOY 7 U =TIZEoTERENET, DFEV, ACL &L —ET LTy bbb o756

E, ZONT Yy MIET e ZEHMA vy —URar = IEEESNET, a3 Y —VIERR
ENDHAvE—=VDL LT, Syslog A vE—V%HIET a7 ar y— a<2 KRGl
INET,

G¥)

N—T A TFN—FRU =TT, aXo IV 7 My =T CEITESNET, LzR-T, log
X—U— REETiF (permit) F7213467 (deny) ACE & —ET 2%/ v NBREHAFET D
e, Y7 b7 E = Ry =7 OUEEE BN T ERTE RN, —# o Ty
MIr X 7 INBWGERH Y 7,

ACLAZE® L2 AIDO/ 7 MIZOWTIE, 27 XA v —URN 9 CICERINETHN, TR
DIy PIZHOWTHE, 5 B OIERBARE L TorbErEzidnx o rsranhsd, ns

Ao —=VIZEZT 78R YR NERS, XFry "OBFAELITERICET AR, X7y FOEE
JTIPT LA, BXOERIO S GRICHTERITES SNZRETLL Oy VB RENE
ﬁ‘o

N—FOI7HELEVY T,z 7IZLSIPACL DALIE

A

ACL LB I N— R =7 CEITEINET, N— R =7 TACL OREZRGFT DL R T
HE, ZEDOAVE—T 2 A A EOTXTONRNTFy FR Ry LET,

GE)

AA v TFFEFFAF T A=Y I —ARENRKTHN— R = T7IZACL ZRE T2
WA, WEESZIT LD, AL v TFICFEE LSS VLANWNOD N T 7 0 v 77217 T,

N—24 ACL O%AE1E, IROLGEIZ/NTr Yy R CPUILKESINDZ EBHY 7,
*log ¥—U— R&fiHT 5,
*ICMP ZiERRERA v b — VR AKT D,

cNoT7 4wy Tu—0uX S EREOMFEITIEAE, BEiE N~ Ny =7 TREINET
N, aX o737 N2 T TRBTAIVERHYET, N—Ru=T Y7 b7 TIEN
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IPVAACL DEE |
B v~y JoBREROTESE

Ty MUEBENN R D70, nX¥ o ZPTHL TN TOT7r— FFA7n—LER7m—) O
AEMFBRIE N IEF IR EWIEAIL, RSN Try ho—H ZzrX o 7 TEEdA,

show ip access-lists 571 EXEC =~ > R&Z AN LT7cHG, RrShd —8A v MiE, ~—F
VT TT 7 RANHEEIND Ny MEEEREYA, AL v F Ty bBXOAV—FT > K
N7y MCBT 5 — R U =7 O ACL O SRR 22 i HE A2 BS54 23554 1%, show platform acl
counters hardware %54 EXEC =2~ R&fH L £,

JL—4 ACL OFEREIZ., (kD LB TI,

*JEUE ACL B L OMEE ACL (ANBIOHEN) O T 7 v a oElRET 7 arin—F
YT CHIBEIL, 772 a2y be—n0vXxa T 0 2B LET,

* ip unreachables 13T 4 B —T NVDOHE, log HFRELRWE, EX =2 YT 4 ACL @ deny A
T—RAVNE—ETETa B N— Ry =TIl LoTRayFSNET, pemit A7 — k
A PEe=HTLHT7u—F, "= RV =T TCAA v Fr7InE7d,

*)L—% ACL D ACE (Zlog ¥ —U— RZBMT 5L, ~7y FOat—73 CPUIZIEE I,
aX I EFMToNET, ACED permit A7 — s AV FOBEL, Xy MMIn—FKy =
T CAAL v F U TBLONV—T 4 7 ENET,

VLAN ¥ v DR ERFDTEEIE

VLAN < > 71X, VLANINTZ 4 L2 U 7% HIHT 52— D HETT, VLAN v > FIZidHm
DOIENH Y FH A, VLANY Y 7EZFEH LT, FFEOHFMDONT 74 v 72T 4 NZ ) 7T
HITIE, FFEDKFEILEITSET RUABEE SN ACLEZEMT 208N H Y £9, VLAN
<~y TGy b XA T (IP £721E MAC) (IZxPd 5 match M]3 H 56, T 7 4/L h T
X, v~ vy 7RO EDO= MU —HE LW STy NI Ry FanEd, is4 X7y b A4~
IZxF9 % match 2~ 2 RBZRWEA, T 740 FTiE, 27y MREREINE T,

Rix. VLAN ~ v TREDERFHTT,

A UH—T 2 A ATI I 74w 7 HBHEETDHILOICHKESINTZ ACL 2372<, VLAN~v v~
DRESINTWRWEE, TXTO N7 4 v 7 0N3FafSnET,

*%& VLAN v v Zid—io=> b TR ESNET, VLANvy 7Ox> Y OIEFIFEE
TT, A v FIZERB LYy ME, VLANY v 70RO h UK LTT A &
F7, —HELIEEGAIEL. VLANY vy 7OZDOESIIEESNTT 7 v a URFEITESNET,
—H Lol GE, Ny NI~y 7RHOROZ M VIZH L TT A RERET,

MRy b AT (IP £721X MAC) 12%9 % match A1J7% VLAN ~ v 712 1 D 7= 13485k
HAHEETH, Xy RBRZENS D match Al —F LWEE. T 74V E T3y b2
FayPENFET, 4347y b Z 4 F12xET % match )75 VLAN =~ FIRIZ 72 WA
T 7 F I/ TRy PAREREENE T,

*VLAN = v 7’ouaX o 73R — N TWHEREA,

LAV 2A U E—T A ACHWHAEINTZIP T 727X VA MNETEZMACT 7R URARNBA

A v FITH>T, B— FRET S VLAN IZ VLAN v v 72 EHAT 584, &A—  ACL
VLAN < v FITEE L £,
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| 1PuACcLOEE

vian< v 7eEr—42Ack

*N— R TIZVLANY v 7 OREZ WA TE 2WIGEIL. TOVLANHNOTXTO/RNT
rXFe Yy LET,

VLAN ¥ v & J)L—% ACL

TV T ENTEZ T T4 I RBION—T 4 T ENTZ N T 7 4 v 7 OBFITHLTCT 7
Ay ha—/LE{THITIL, VLAN~ v 7 ZRMCHEMAT 50, £72i30—# ACL & VLAN~ v
TEMBEDETHERALEST, ADEHABGDONL—T v RVLANA VX —T = A T/L—H
ACLZERLIZY, 7V o TSN N TG 747 DT 78R %Eay hr—/LT25VLAN Y >
TEEFELZY TEET,

Ny b 7=/ ACLINVLAN ¥~ v 7D deny A7 — b A2 b —HLEHE, L—% ACL D
REICERZ, Ny b 7a— 3 ERESNET,

GE)

Jb—H& ACL % VLAN v v 7 LA EDLETHEAL, V—4% ACL TORX U T2 MNELTDH
sy RIS VLAN = » P TTHESINTZGEE., 2o ry MIuefXr7a3nEtdi,

MRy X AT (IPEZIEMAC) 26T 5 matchH)23 VLAN < » FIZH D HETH, 7y
MRFDOX A TIZ—F LWGE, T 74V ETIEANry b RFay7EnET, VLANV
PIZ match A)2872< . 7273 a U NMREESN TV ARWEAS, EFOVLAN~y 7 = b &t —3
LRV Ry MEdsk S E 7,

VLAN T v J L )L—4 ACL DR ERDTESEIR

R ENEESHEIZ, L —4% ACLBEXUVLAN v 7% [ U VLAN EClEH+ 208
NHHIJECHEHAEINET, L—F ACLBLXWVLAN v v 7% 8725 VLAN IZE Y ¥ THERE
X, I oEEFHITEA S ET A,
N—4 ACLB L UNVLAN < » 7 %[F U VLAN|[ZRRET D HE N H H5E1E. /+—% ACL & VLAN
<~ TOMGOFEICE L, Z 2 CHT EEFREICMKE - T EE W,

*VLANA v Z—7 = A A LD TH (AJ1BLOH ) ICTVLAN~ v 7B X OUL—4Z D ACL
Z1OTOIRYVBRETCEET,
TREZRBRY . T R_RTHOZ L NI DT 7 g VE—T, REDODTFT 74V T 7 a 2R
KO E AT ERDIIICACLERRLET, KOWTHLOEXEHEHL T, ACL 2
wLES,
permit... permit... permit... deny ip any any

E e
deny... deny... deny... permit ip any any

*ACLINTEHROT 7 v ay G, R 2EHTIHEIT. FNEThoT s var 44
TEHEEHDT, =M UEEAHIBL XY,
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IPdACL DBE |

*ACLINIZ LA VAERZRELRNWTLEZN, LA Y4EREZEMNTHE, HHE7TaER
M2 0 £9, ACLOTZ 4K U 70, full-flow GEEFEILIP 7 LA, SEEIP 7 N
VA, 7rbhar, BLOTa haviR—h) TR, IPT FLR (FEEFELBXL0%%E) I
EDONWTITONAGEIT, RERTAERN/GEONET, ARERRY ., IPT R A iZiddont
care ¥y FEEH LT ZEW,

IP ACE & L A ¥ 4 f§$ % & ¢ TCP/UDP/ICMP ACE » /i /5 & & ACL WIZfF/E L. full-flow

T— REHETTHILENRDD &L, LA TY4ACEZ IV A NOKRRBICEHELET, Z 0O
RLIPT RLVRZESS NI T4 w7 DT7 4 VF ) U TREREINET,

VACLOX >4

VACL v 2 7 R ET 28613, RORWTHESG SN IP /37 v MIx LT Syslog A v kE—
NERSNET,

c—KFT LDy N EZIE LIESGA

%D 5 M —T 537 v b EZE LSS

S5 RERT ARNC LEVEIZEL TW A A
0y XAyb—VIF 7 —HMNTERENET, 7o—i, FALIPT RLABLIULA ¥4 (UDP
FIETCP) N— bFEEFONNr Yy FELTERINTET, 7e—T50M 7y bEZEL
WS, ZEOT7a— X ¥ v anbHIfRSIET, Syslog A v E—UNERKIND L, FA
~—BLONTry b o EAR )y RENET,
VACL 7 ¥ > 7 OHf|[RFHITRD 80 T,

CHETBINZIP Ny bETRRESNET,

*BER—MACL THRFX VI RMLER N » T, VACL TG SNZHE, nX o/ an%
A,

ACL oD R fi] 3 B

time-range 72—/ N)L 27 4 Xa Lb—T gy avy REEHT5 2 LICX - T, BB X O
FIZEEDWTHRE ACL 238 RIICE M T £, £, FRREMHOARTZER L, £ O

AN O ZIFB L O AN EITER ZRELE T, KIS, ACLZEALTT 78X U A MIHIR

ARET H L EITHRHEH A2 A LEd, BpR#E@MHA2#EN 35 L. ACLOFFR AT — A &
TIES AT — M A b RHIE FEEHMNIEERR 0 L) 2ERTEET, time-range
XF—U— FBLOFEIC DN T, AR EB X OE S EIBEACLY A7 ORESR L T2
S,

I HLPH 2 92 W < O OR R 2RISR L E T,

T r—variEDY V—2 IPT RLALES AT DORT | BLOKR— M&ESTikA)
NOZ—Y T I AL BEICHTEIESTEET,
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IPva ACL DERE

IPAACLD A v 52— T x4 2(1zEF 5385 E |

*mJ Aye—VEHIETEET, ACLTY b AL TREDHANZBE L TOA N7
T4 v EAX T TELD, U=V RRICAERSNDZHOu 725 L Th,
BT 7 B AZEARTEET,

B_R—2DT7 782 U A i+ 5 L, CPUCAMNELET, Zhit, 778X VA O
R ELZMOMAESL, "—FY 27 AEVICe— RENTEMABEHAORE L ~— VT HHLEN
HDHIDTT, TOH, BEOT 72U A AVEICEK LT (AWIZESUNIZ) A%
ERDEIBRBREL LR VEIICEETLHILERH Y 7,

GE)

RRH#PHIL, A v FDOU AT A 7y 7IZESEET, LEeno T, BHTE L 7n 7
V= ZAPMETY, Ry hU—7 XA LT m bal (NTP) 2L TAAS v F sy s %
I SE5 2 L2 L ET,

BENEYY
ACL OFMFH O E, 28 X—)

IPUACL DA VB3 —TJ A RIZEHT A FEEIE

ip access-group f > ¥ —T7 A A AT 4 FXal—aravr ReELA VY3 X —T AR

(SVI, LA -¥ 3 EtherChannel, £72/3/V—7 > RA— 1K) ICEHATDHITIE, £ X —T = A
AP T RUARRESNNTWOLLERHY T, LA Y37 278X 7V —71%, CPUD LA
Y3ITREBERCR S TN—T 4 U ELEFZEINITy VT4 V2V T LEST, 07
N—T1X, VLANINTT Y v 7 E3NbH37y MIEEE G2 8,

G ACL OSE, /N7 NOZERAAL v FIT 37y h& ACL LA LET, ACLBS X7 v b
EIFAIT D56 AA v FI3NT y hORE AR L 3, ACL T > NEEST 256, A
Ay FIF Ty NEREELET,

WG ACLOY S, N7y MEZE LEEIXSRA v X —T 2 RNV—T g T Lizb e, AA v
FIE Ty & ACL ERRELET, ACLDBANNT v REFFAI LTS E1E. A v FIE\ry M &
FEELET, ACLA Ty MEESTLHE, AL v T3y NEFEELET,

T 7 xRN THE, ANy RRBEEINEGAIE. TORERNBATIA X —T7 24 ADACL F 721
BEA L Z—T =2 ADACLONTNTH>ThH, WAL F—7 =4 25 ICMP BlEAR
BEA Y E—URREEINET, ICMP BERGEA v — VI3l ., AJJA ¥ —7 A A 12|
DX, 0SHTLIC1 O ERESNET, E L, ZOEIL ip iemp rate-limit unreachable 7
oD—)L Ay 7 4 F¥al—gry avy R LTEETEET,

REFDACLEA L F—T A AZWATHE. AL v FIXTACLBA X —T = A AT X
NTWARWEHIIL, T_XTORTry b2FAILET, Xy FU—27 8% T 4 DIZDICRE
FOACLEZHHAT2H5E8F. ZOLIBRBEENRELLZLICEELTLEIY,
BEErEYY

AU H =T 2 A A~D IPv4 ACL O, (31 *—)

ACLIZE Dy NU—7 BX 2 U T OREDOHIFIEFE, Q~3—)
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B AcLomess

ACL DERTE A

IPvd ACL D% E

ZDAA v FTIPACL ZHT 5 FIEIZRD LB T,
FIEDOHE

1. 77F8RA VXA NOBESFHIZLETET V7 BALMEE2IEE LT, ACL Z#1/ERR L E T,

2. ZOACLEA VA —T = A AEITMABRRICEA L9, EHES X OYEIEIP ACL 2 VLAN

~ v SICEATAZ b TEET,
FlED 4
avY REERFRT7IYIY =EL:§]
ATy T TIEA YA NDERERIILETET 7 B ASMEEAIEE LT, ACL #{EK L £
R
ATvT2 FTDACLEA VX —T = A ZAFEIFT0RERRICEH LE4, EHER X UYLETP
ACL % VLAN v v FIZ#EHT 5 &b TEE£7,

BE (TS24 ACL DR

T EHENE ACL ZERT 2 121%, RO FIHEICHES TS ZE 0,

FIRDHE

enable

configureterminal

access-listaccess-list-number {deny | permit} source source-wildcard[log]
end

show running-config

A A

copy running-config startup-config

B #ETS5ybI4—La2T X2 L—2 32 74 K, CiscolOSRelease 15.2(3)E (Catalyst 3560-CX
LU 290CX XA v F)



| 1PuACcLOEE

gem=EeacLorlr I

F B D FEHE
av U RFEEET7TIa Y =]:g]
ATy 1 enable FHE EXEC E— R&EA F—7 ML ET, "AU—K&EANLZE
T (FEREINEZHE) .
{1
Switch> enable
ATy T2 configureterminal sua— L ar 7 4 Xal—vary - RERBLET,
{1
Switch# configure terminal
2Ty T3 access-listaccess-list-number {deny |3E{Z 7T RL AL UA NV KA — REfEH L CTEAEIPVE T 7 ER Y
| permit} source source-wildcard[log] | = | %31 £,
Bl - access-list-number \Z1%, 1~ 99 F 721 1300 ~ 1999 O 10 HEX i %
' BELET,
Switch (config)# access-list 2 . -
deny your_host %14373‘—@@ Lfi%éﬁx’—? 7 kA %?Eéj—é%é\(i deny, FFAT %
LA permit ZH8E L £ 7,
source\Zi%, /N7y ROEETLERDRY NU—T FEFEHFA D
7 R RAZROEATRHRELET,
* My Mix 10#XTZICE %32 €y FEDHE,
* &% —7— Fany (£ 0.0.0.0 255.255.255.255 &\ 9 source 35 L T
source-wildcard DEWEIE T, source-wildcard & A J) 3 25 M3
TH0 A,
* % — T — K host [ 11515 755 L W source 0.0.0.0 D source-wildcard
DAEMETE T,
(EE) source-wildcard X, VANV KI—RKEy Na#ExXT R
ANTHEA L ET,
UEE) log #Z AT56E, = b &E—&KT D57y FOFEM%E
RTBEFXFU T Avb—URNary—LcEEESNnET,
G¥) nX o7, LAY IAUE—T oA RAZEIYYTHR
72 ACL T AR—FEhET,
ATvT4 end ¥EHE EXEC £— RIZEY £,
{51

Switch (config) # end
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- R T

ARV RFERRETIVa Y =]
25y T5 show running-config AN =R LET,
Switch# show running-config
ATvT6 copy running-config startup-config| ({£.i) =7 4 Fal—ar 77 A VIIREZRFLET,

Switch# copy running-config
startup-config

EENEY D

VLAN <= v 7O E, (37 3—)

B =+ S HL5k ACL DR

FIEDHEE

F 5 EPRGR ACL ZABERT 51213, IROFIAIZHE-> TS 7ZE 0,

configureterminal

access-listaccess-list-number {deny | permit} protocol source source-wildcard destination
destination-wildcard [precedenceprecedence] [tos tos] [fragments] [log [log-input]
[time-rangetime-range-name] [dscpdscp]

access-listaccess-list-number {deny | permit} tcpsourcesource-wildcard [operator port] destination
destination-wildcard [operator port] [established] [precedenceprecedence] [tostos] [fragments] [log
[log-input] [time-rangetime-range-name] [dscpdscp] [flag]

access-listaccess-list-number {deny | permit} udp source source-wildcard [operator port] destination
destination-wildcard [operator port] [precedenceprecedence] [tostos] [fragments] [log [log-input]
[time-rangetime-range-name] [dscpdscp]

access-listaccess-list-number {deny | permit} icmpsourcesource-wildcard destination destination-wildcard
[icmp-type | [[icmp-type icmp-code] | [icmp-message]] [precedenceprecedence] [tostos] [fragments]
[time-rangetime-range-name] [dscpdscp]

access-listaccess-list-number {deny | permit} igmpsourcesource-wildcard destination destination-wildcard
[igmp-type] [precedenceprecedence] [tostos] [fragments] [log [log-input] [time-rangetime-range-name]
[dscpdscp]

end
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FIEDFH

ger=meacLorsr I

ARV RFEEETIa Y

=)

Z v | configureterminal Jua—sr v aryZ 4 FXalb—vary E—RREREBELET,
71

151 :

Switch# configure terminal
ATy |access-listaccess-list-number {deny | |\JLiEIPvA 7 7 A VA MBIOT 7 ¥ A& 2ER L £,
-2 permit} protocol source

source-wildcard destination
destination-wildcard
[precedenceprecedence] [tos tos]
[fragments] [log [log-input]
[time-rangetime-range-name]
[dscpdscp]

&1

Switch(config)# access-list 101
permit ip host 10.1.1.2 any
precedence 0 tos 0 log

access-list-number \Z1%. 100 ~ 199 F 7213 2000 ~ 2699 D 10 EH =5 E
LET,

FEN—E LG EINT » R EEGRT 555513 deny,
I% permit % f57E Li?‘o

protocol IZ1%, IP 7’1 b 2 VDL RTEITESEZFEELE T, ahp,
eigrp. esp. gre. icmp., igmp. igrp. ip. ipinip. nos. ospf. pcp. pim,
tep. 72T udp. HDWITIP 71 b 2K B EFKT 0~255 OFiPHDOIK
HrfceEd, —BFHL LT F—xy FFr ban (ICMP,
TCP, UDP 72 &) Z4ETTHI21E, ¥—V—FRip ZFEHL F7,

Gx) COFIEICIK, AFEAEDOIP a baLDF Ty a VNG E
mﬂ\iﬂ“ TCP, UDP. ICMP. X NIGMP OBIMMOKE

T A—=HIONTIE, IROAT v T 2B T a0
source \Z ﬂ . /\77‘ BOY(ETLECTHDHF Y KT—7 £ TR A FOEK

FERELET,
source-wildcard 1%, VANV KI— Rty hEIEETLT KL AT
TO

destination \Z1%, NTA—Z DL THDHIRy NT—7 FiFZHA D
HEERELET,

destination-wildcard 1%, VA /V KA —F Ev b &7 FLAIZHEAHL
e

source, source-wildcard, destination, 33 J N destination-wildcard OfE I3

KOFATHRELET,
* Ny MbE 10 #RTICE D 32 By FEDIHE,
*0.0.0.0 255.255.255.255 ({EEDARA L) 2FTHF—TU— K any,
*H—0OKRA K 0.0.0.0 2FKTF—7— I host,

CHREE T

WAL E

ZOMDF—U—RIF T a o THY, ROEKREZFFLET,

* precedence : /X7 > h & 0~ 7 DF S E XL FITCTHRET HELE
EHSELILAICAN LET, FETE 2MEIX. routine (0) |
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ES{+ EHi5R ACL DIERL

IPdACL DBE |

AR RFEREETOVa Y

E:)

priority (1) . immediate (2) . flash (3) . flash-override (4) .
critical (5) . internet (6) . network (7) T,

*fragments : 2 DHUED 7 7 7 A NaTF oy 7T H5EEICAT
LET,

‘tos: X7 v FEO~ISOFFELITLRTIRET 2V —E R XA
T LoYLE =S EDBGAICAN LET, FRETE 51HIE. normal
(0) . max-reliability (2) . max-throughput (4) . min-delay (8)
‘(“—g’—o

‘log: =2 M) &—T 5y MCBT IR Z@AA vE—D%
B L, 222 — W2k 5 LE 9, log-input Z45ETH L, n s
T RMVICANA B —T oA APBIMENET,

* time-range : FFHIEIHA 2 fRE L £,

*dsep : 0~ 63 DEFEFTHESINT-DSCPEEZHH LTy b
MELES, &l () 2728, EHMRERMEO Y 2 hn
FREINET,

GE) dscp % AJ) L7855, tos £ 7213 precedence [IAJ) CTX &
T, dsep & AT L7RWIGA L, tos & precedence E D[] J7
T ANTJTEET,

2Ty
73

access-listaccess-list-number {deny |
permit} tepsourcesource-wildcard
[operator port] destination
destination-wildcard [operator port]
[established] [precedenceprecedence]
[tostos] [fragments] [log [log-input]
[time-rangetime-range-name]
[dscpdscp] [flag]

51 -

Switch (config)# access-1list 101
permit tcp any any eq 500

WIETCP 7 7R VA NBLIOT 7 v ALME2ERZELE7,

WIS 2R X . 59 IPv4 ACLICKH L CRlBA4 %535 X —& L [F
CRT A= EHEHLET,

UER) operator 3 &L QR port  AT1T5 &, EILA— b (source
source-wildcard DI AT LT2GE) £7213585E R — b (destination
destination-wildcard DN LTc6) D sivE 4, A EEZ
FEETIT, eq FELVY) | gt (Y KEW) (It (ED/EW) | neq

(ZF L <72 | range (WE#IPH) 72T, HEIIIAR— &S
ERRETOIMLENDHY £7 (range DHFHIT 2 DOHR— hEHE AL—
AT > THRET HHERHY £7) |
port \Z1%, 10 XL (0 ~ 65535) DFR— FEFH EIETCP R— Mz A

JILET, TCPET7 4 NEZ ) 7T 5EL&2E, TCPAR— hDOFFF
XAl T EERLET,

MoOA7 g OF—U—RKOBEKRITZRDO LB T,
* established : FEN. S NT- 8 E MAETAHEBICANLET, 2D

F—U— KL, ack £7-1drst 77 7V TORE LR UMRES 7= L
F7,
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| 1PuACcLOEE

ger=meacLorsr I

AR FFEREETOVa Y

E:)

‘flag : FEESNIZTCP ~v ¥ — By & RECLTHRAELET,
ANTEL 77 701%, ack (HEISZE) | fin (]7T) | psh (7>
va) st (VY R) [ osyn (R . £oi3urg (BE) T,

X Fw |access-listaccess-list-number {deny | (EE) VEBEUDP 77 A VA NBLIORT 7 A2 ERLET,

ol | permit} udp source source-wildcard L st B 1 L . e
[operator port] destination UDP /"7 A —% Ei TCP Ujﬁfﬁ Iz %O'é INTG A= & IEOL“CTO 7’;71 L.
destination-wildcard [operator port]  |[operator [port]] A= hEHRIIIAR— ML, UDP AR — FO&FZE/IX
[precedenceprecedence] [tostos] ZHITCRIT IR £ A, F72. UDP Tid, flag 35 L N established
[fragments] [log [log-input] X —U— NZEZTT,

[time-rangetime-range-name]
[dsepdscp]

i

Switch (config)# access-list 101
permit udp any any eq 100

ATy | access-listaccess-list-number {deny | |JLEEICMP 727X VA NBIWNT 7 A&t 2ER LET,

75 permit} icmpsourcesource-wildcard L , . o
destination destination-wildcard ICMP /37 A — 2 3HLIRIPVAACL D IP 7’0 b 2 L OFBHIC B 5 /3T A —
[icmp-type | [[icmp-type icmp-code] | ZLIZEAERLETTN, ICMP X v tE—Y A4 7BLRNa— R X7
[icmp-messagel]] A—=HEPBEMEINTWET, 7 arOF—U— ROEKRIIKRO L
[precedenceprecedence] [tostos] n T,

[fragments] . ) R
[time-rangetime-range-name] *icmp-type : ICMP A &= B A FTT 4 NE Y U TTHEEICA
[dsepdscp] JILET, HBETE HMEOHMIL. 0~255TY,
| * icmp-code : ICMP /N> F&ICMP A v —Y a— KX A T7 4
B B YL TFBBEICAS LET, HETE HHOMEIT, 0~
Switch (config) # access-list 101 255 T,
permit icmp any any 200
* icmp-message : ICMP /37> N % ICMP A v&— # A 74 £
ICMP A v &=V 2 A 7L a— R KATTANVZ ) TTHEEICA
HLET,

X Fw |access-listaccess-list-number {deny | (LE) TEEIGMP 7 72 A U A NBLORT 7 AL E2ERZ LET,

~6 permit} igmpsourcesource-wildcard

destination destination-wildcard
[igmp-type] [precedenceprecedence]
[tostos] [fragments] [log [log-input]
[time-rangetime-range-name]
[dscpdscp]

&1 -

Switch(config)# access-list 101

IGMP /37 A —Z IR IPVAACL D IP 7' 1 b 2 VORI & 5 /3T A —
FLIFEAEFUTTN, WITRTAT v a O T7 A= EBINSh
TWET,

igmp-type : IGMP 2 v — XA 7 LWET HITIE, 0~150F 5% A
T 50, F72E A vE—4TH D dvmrp, host-query, host-report,
pim, F7-i trace x AJJLET,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &

FU2960CX 21 vF) i}



IPvdACL DB E |
B e EEEAcLOER

AR RFEREETOVa Y ]3]

permit igmp any any 14

ATw |end HefE EXEC B— IR Y 9,
71
1 -

Switch (config) # end

EENEYD
VLAN ~ v 7O E, (37 X—)

AR S 1224 ACL D1ERL

AT ZEH LT ACL Z/ERT 51213, RO FIEICHE > T 7230y,

FIRDHE

enable
configureterminal

ip access-list standardname

ROV N2/ L ET,

* deny {source [source-wildcard] | hostsource | any} [log]

BN =

* permit {source [source-wildcard] | hostsource | any} [log]

5 end
6. show running-config

1. copy running-config startup-config

FIEDFH

ARV RFEREFTIVaY =)

2TFv I enable ¥#E EXEC E— R& A 2 —7 /W LET, AT —
READLET (EREINZHE)
% -

Switch> enable
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| PvaacLo

BRAE

BT =424 ACL DYERL

AR RERERETIVa Y

E:g)

ATy T2 configureterminal sua—s ) ary7 4 Xal—varyT—REiBL
i‘j‘o
i
Switch# configure terminal
27w T3 ip access-list standardname K Fi A U O IPVA 7 /£ A U A R AERL.
TI7EAVAN a7 4F¥alb—rar E—KeH
i MLET,
Switch(config)# ip access-list standard 20 | ZFijlZ(L,. 1 ~99 ODF S EHFEHTE £4,
ATy T4 ROWFTINZHEH L ET, TI7EAVANar74F¥ab— 3 E—FT,
o deny {source [source-wildcard] | hostsource /\/7:‘/ h &S5 O ]\F v 7IS @bﬁ;%ﬂ%mﬁ‘é
| any} [log] 1 ’DUJ:@?EE%ﬁ:i f: !iﬁ?ﬁf%ﬁ:% j:El}:E L/i‘j‘o
. permit {SOI/IVCQ [Source_wildcard] | ° hOStSOurce . source 00000000 @%1%%}54:6
hostsource | any} [log] EEILTA N RI—FR,
* any : source ¥ & UF source wildcard D1 0.0.0.0
255.255.255.255,
£
Switch (config-std-nacl)# deny 192.168.0.0
0.0.255.255 255.255.0.0 0.0.255.255
Eell=t
Switch (config-std-nacl) # permit 10.108.0.0
0.0.0.0 255.255.255.0 0.0.0.0
ATvT5 end i EXEC £— RIZRY £,
1 -
Switch (config-std-nacl)# end
25y T6 show running-config AHEHRLET,
£
Switch# show running-config
ATFvT7 copy running-config startup-config (FEE) a7 4Xa2lb—vay 77 A VICERER

&1 -

Switch# copy running-config startup-config

RAELET
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IPVAACL DEE |
B zoiEmEACLO%R

ARt E sk ACL DE K

£ A& A L CHETR ACL Z1ERT 2 12iE, IROFIBEIZHE- T 7ZE W,

FIEDHE
1. enable
2. configureterminal
3. ip access-list extendedname
4. {deny|permit} protocol {source [source-wildcard] | hostsource | any} {destination [destination-wildcard|
| host destination | any} [precedenceprecedence] [tostos] [established] [log] [time-rangetime-range-name)
5. end
6. show running-config
1. copy running-config startup-config
F a8
ARV EFFERETIVa Yy =[]
ATy T enable FiME EXEC E— K& A 12— 7/ LET, XAV — K%
ADLES BRSNS .
i -
Switch> enable
RATFw T2 configureterminal Jua—nN)ary7 4 Xal—ary T— REHEBLE
j—O
i
Switch# configure terminal
ATv7T3 ip access-list extendedname ZHiEERA L CIREIPVE T 72 A U A REERL, T2
YA VAN ar7 4 X¥al—vary E— RFEMMBLE
51 4,
Switch (config) # ip access-list extended|Z FijlZ|X., 100 ~ 199 OF =2 H TE £7,
150
ATy T4 {deny | permit} protocol {source TIZHA VAN ary74F¥al—vary ®—KT, #F
[source-wildcard] | hostsource | any} AR E TSRS AR ELET, log¥—7— K%
{des.tina.tion [destination-wildcard] | host HHLT, BRAST. T/EAUARBELS Ay
destination | any} [precedenceprecedence] T DA L E
[tostos] [established] [log] T °
[time-rangetime-range-name]
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gat=mEAcLorn I

ARV RFERRTI VY

=)

B -

Switch (config-ext-nacl)# permit 0 any
any

* hostsource : source 0.0.0.0.0.0.0.0 DiE{E L L OEE
FTIAINRAI— R,

* hostdestintation : destination 0.0.0.0 D %648 L O%E G
ANV KHI—F

* any : source 5 & U source wildcard D & 7= 1%
destination 33 & O destination wildcard DfE T 5

0.0.0.0 255.255.255.255
ATYT5 end FitE EXEC £— RICR YD £,
i -
Switch (config-ext-nacl)# end
2576 show running-config A EHERLET,
i
Switch# show running-config
A7y T1 copy running-config startup-config (EE) av 74 Xal—ay 77 A NIRELRIT

1 -

Switch# copy running-config
startup-config

L/i‘é—o

JEIR ACL 2 1ERK T % & 121, ACL OKJBIZT 7 4 /L b CTHEER 72 deny A7 — bk A > R A%EN
S, ACLOKDVIZEET DET—ET DR UEDRONE R oT2 T XTO/NT Y MIEH S

NDZEITERELTIIZEN,

U ACL TlE. BIEMITONTZIPARA RN T RLATZEX Y

A NDIEENOL~Y AT BB TH L, 0000083~ A7 LRAISNET,

ACLDFERRZICIEM L7z MU X, UR MOKRRBIZEMENET, ACL=2 F U ZFED ACL
IERINMICBINCE R A, 7L, nopermitis X Unodeny 7 7 EA YA N a7 4 Falb—
varyE—Ravr REFEHTHE, LRITE ACLD L= MY ZHIFRTEET,

T E ACL TId7Ze < AR & ACL 23 28D 1 2L LT, 4#iff & ACL TIF T 28R

LTHIBRCE 2 Z Lib ) £,
RDEE

VERS L4 RifTE ACLIZ., A1 v Z—T x4 ZAF-IZ VLAN ICEHTX £,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &
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B AcosmEERoRE

ACL DEFREIZEFE DR TE

ACL ORFEIHEIH /T A —F iR ET 21213 IROFIAICHE > TS0,

IPva ACL DERE

FIEDOHME
1. enable
2. configureterminal
3. time-rangetime-range-name
4 KkonwTFhrkEHLET,
« absolute [starttime date] [endtime date]
* periodicday-of-the-week hh:mmto [day-of-the-week| hh:mm
* periodic {weekdays | weekend | daily} iZh:mm to hh:mm
5. end
6. show running-config
1. copy running-config startup-config
FIED
ARV NERERETIVa Yy B
AT T enable b EXEC E— R& A X—7LICLET, AT —R
AN LET ERSNEHE) .
i -
Switch(config)# enable
2TFw T2 configureterminal Ja—nR) a7 4 F¥al—rarE— R2BLE
R
i
Switch# configure terminal
ATvT3 time-rangetime-range-name VERC 2 RERHIREIRICIXE R D & D41 (workhours 72 &)
ZE| YT, BEEHa S 7 X2l —v gy =R
U BB LET, ARNCAR—ARRMGE2EHL 2 &
Switch (config) # time-range workhours T iV@:/Vo ES f:\ j{if)l Eﬁé&) DN HY i@—o
ATvTAa ROWTNPELERLET, W R OEREDS W OEIERREIC R DA E LT,

« absolute [starttime date] [endtime date]

* periodicday-of-the-week hh:mmto
[day-of-the-week] hh:mm

s BHERSEEPHIZ X, absolute 27— h A > & 17T
fFRTEEd, EHD absolute A7 — A b &
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| PvancL oz
mxEm~opaacLoEE [l

ARV RFERIETIaY B#Y
« periodic {weekdays | weekend | daily} RELTEEAIT. RBICRELIZAT— AV b
hh:mm to hh:mm T RFATSNET,
* B periodic A7 — b AL MEAJITEET,
bl ok ZUT, TR LRI BN A R T
7

Switch (config-time-range) # absolute start
00:00 1 Jan 2006 end 23:59 1 Jan 2006 _ R
REFIZZH LTI TEE0,

EJ s

Switch (config-time-range) # periodic
weekdays 8:00 to 12:00

2Ty T5 end HibE EXEC E— RIZREY 97,

1

Switch (config) # end

ZAFvT6 show running-config AN e LR

1 -

Switch# show running-config

ATvT1 copy running-config startup-config (HFEE) av74X¥alb—vary 774 MVTREER
FLET,
1 -

Switch# copy running-config startup-config

RDIEZE
BEOER 22N TR DREHICAENCT 25613, EROFIHZHYIEL TS0,

EErEY Y
ACL DORF[EIEPH, (16 ~—2)

i >k [l R ~ O IPv4 ACL 03 F
B X ACLZH LT, 1 5% - BBORAKBSRA~OT 7 € A ZHETE T, SRBHRIC

IAHITE ACL 2 T& £t A, TN TORMBHEREIRS 2 — 28509 D TRErED & 5 72
B, TANTICRE CHIRERET DLERH D 195,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &
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B xE8~0 IPuACL OER

IPdACL DBE |

(RARBE KA & ACLICHS E S -7 R L AR OEEEES L OREEE 2 HIRT 51213, koOF

NEZ 34T L £
FIEDOHME
1. enable
2. configureterminal
3. line [console | vty] line-number
4. access-classaccess-list-number {in | out}
5. end
6. show running-config
1. copy running-config startup-config
FIEDFH
ARV KRFERETI VA Y B#)
ATv I enable ¥bE EXEC E— R&ZA X—7 ML ET, "AU— K%
AN LET ERSn=HE) .
i
Switch(config)# enable
2ATFwS2 configureterminal ra— a7 4 X al—yg T — RERBLET,
i -
Switch# configure terminal
25w T3 line [console | vty] line-number HETAEEIEEL, A IFIAf v a7 4 Fal— 3
Y E—FERMBLET,
i -
*console : = Y — /LK AFEE L3, 2 Y —
Switch (config)# line console 0 L R— F % DCE jfjfo
vty : UE—F a3V —nN T 7 2AHOEEREE
E L i —éAO
line-number (%, [EfH A 7T HAGET DA, HET Dl
ot 7 N— TN TRADIEFRE ST, FHETE DHAILO0
~ 16T,
ATy T4 access-classaccess-list-number {in | out} | (F/X4 2~D) HHFEORMEMKEIRE T 72 U R M

151

Switch(config-line)# access-class 10
in

fRESNIZT R LA OFERRR L ORI ER 2 IR L
\i‘ﬁ—‘o
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18— 2~0PuAcL0ER

ARV RFEREETOVa Y

Sl

ATvT5

end

151 -

Switch (config-line)# end

ke EXEC E— RIZREY £1°,

ATvT6

show running-config

151 -

Switch# show running-config

ANz B LET,

ATy IT1

copy running-config startup-config

1 :

Switch# copy running-config
startup-config

EE) av 74X al—vary 77 A VICHEEMRFL
£7

A3 =4 A~D IPv4 ACL DiEFE

2T, IPVAACLZ Ry NT—7 A B —T x4 A~NEHT D HFEICHOWTEHALE T,
A B =T 2 ANDT 72 AZHIETHEHIZIL., FFHEEXECE— RCTROFIEZZFZEITLET,

FIEDHE

configureterminal

interface interface-id

end

show running-config

U A o o

copy running-config startup-config

ip access-group {access-list-number | name} {in | out}

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &
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B 571X~ D IPUACLDER

IPdACL DBE |

FIE
aAv U RFERET7TIVa Y B#)
2Ty T1 configureterminal Jsua—s b ar7 4 Xal—varyT— NelBLE
j—O
f5l
Switch# configure terminal
ATvT2 interface interface-id RETHA =T 2 AAEREL, A F—T AR
a7 4 Fa2l—ary ET— RE2RBLET,
B BT e AU, LAY 2 A T A A
Switch (config) # interface (R—PFACL) F/ZbA¥3IA L H—T =24 A (Jb—
gigabitethernetl1/0/1 5% ACL) %i5/mTx £+
ATFvT3 ip access-group {access-list-number | name} |8 E SN/ A v X —T = A4 A~DT 7 2 AZHIH L E
{in | out} 3+,
Bl - out ¥F—U—RKiZLA¥2 A4 X—T x4 A (K—F
' ACL) TiI#aAR—hrShEE A,
Switch (config-if)# ip access-group 2
in
ATv74 end ¥iME EXEC £— RIZEY £7,
{5l
Switch (config-if)# end
ATvT5 show running-config TIEA VA NOREEZRRLET,
fA
Switch# show running-config
ATvT6 copy running-config startup-config (FE) a7 44Xl —ay 77 A IVICERTE IR

&1

Switch# copy running-config
startup-config

fFLET,

EENEY D

IPv4d ACL DA B — T = A AT 5 EFE,
NO—27 X2 UT ¢ OFREDHKIGIHE,

ACLIZ L D%

(17 =—%)

2=V
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itz mac g AcLotesr [l

# Rt E MAC f:5& ACL O ERX

VLAN Z 72013 b A Y24 0 —T 2 A ATIHIPVE ST T 4 w7 BT 4 N2V 74 5121%, MAC
T R AB IO & MAC HEIE ACL #fEH L ¥4, FOFNEIL, fthofmif) =kiE ACL %
BET HHE EFEETT,

£ i & MAC J53E ACL Z1ERT D 121E, RO FIAIZHES T ZE W,

FIEDOHE
1. enable
2. configureterminal
3. mac access-list extendedname
4. {deny | permit} {any | hostsource MAC address | source MAC address mask} {any | hostdestination
MAC address | destination MAC address mask} [type mask | Isaplsap mask | aarp | amber | dec-spanning
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | mop-console | mop-dump |
msdos | mumps | netbios | vines-echo | vines-ip | xns-idp | 0-65535] [coscos]
5 end
6. show running-config
1. copy running-config startup-config
FIEDFH
AU bFERETOIVaY B8
ATy 71 |enable FiHE EXEC £ — K& A F—7 /L LET, SAT—FR%A
HALET (ERSNZHE) .
i -
Switch> enable
2Ty T2 configureterminal Ja—)ar7 4 FXal—ary ET— R LET,
il -
Switch# configure terminal
ATVT3 mac access-list extendedname ZEEH L TCMACIERY 782 UA MEERLET,
il -
Switch (config)# mac access-list extended
macl
ATvT4 {deny | permit} {any | hostsource MAC JEBEMAC T 782 VAN 274 F¥al—var E—FK
addreos source MAC address mask] (any || €15, T (any) G MAC 7 FLx, <27 i &
ostdestination address | destination EETEMAC T R AL £ 138 E0R 2 k (host) 12T
MAC address mask} [type mask | Isaplsap mask &R ' g (host) (AT

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &
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B 2804 = MAC ¥53E ACL D4ERL

IPdACL DBE |

ARV RFERRETI VY

Sl

| aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 |
lat | lave-sca | mop-console | mop-dump |
msdos | mumps | netbios | vines-echo |
vines-ip | xns-idp | 0-65535] [coscos]

1

Switch (config-ext-macl)# deny any any
decnet-iv

ER/l e

Switch (config-ext-macl)# permit any any

MAC 7 RL A, BLOTRTO (any) %65 MAC 7 KL
A, RAINESIEMACT R A, £33 E D565 MAC
7 KL A2, permit £7213 deny Z$5E L £,

EE) RO Ty ara ANTHZEETEET,

* type mask : Ethernet I1 & 7213 SNAP T 7 E/W b s 7z
X7y N DEE D EtherType %75, 10 #8516 #E5%,
FrE R TR TEET, —BEDHNIC, LB
THRETE D don't care ¥y kD~ A7 75 EtherType IZ
WHIET,

* Isaplsap mask : IEEE802.2 CTH /&b & iz 37 » K
D LSAP F 5, 108, 16 #E8, F7213 8 #E5 THRiL
TEXFEJ, [EE Tdontcare By "D~ AT HEETE
7,

* aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lave-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip
| xns-idp—A non-IP protocol.

*coscos : TTA AV T 4 HFRET D 0~TDIEEE802.1Q
CoS F =,
ATw 75 end ¥ibE EXEC £— RICRED £7°,
1 -
Switch (config-ext-macl)# end
Z5w 76 | show running-config AN &R LET,
1 -
Switch# show running-config
ATFvT1T copy running-config startup-config (FE) a7 4FXa2lb—ay 77 A NVICEREZHREL

1 -

Switch# copy running-config
startup-config

i‘a—o
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LAY 2428 —7 x4 X~0DMACACL DiEFH

FIRDHE

FIEDFH

EENEY D

ACLIZE DXy FUY—27 EF 2T 4D

VLAN = v 7 ORE, (37 —)

B E Dl FIHIH,

Lav24v8—2x4Z~0OMACACLDER I}

(2~—Y)

LA Y2A X =T 2 A ADT IV AZHNETLHT-OICMACT 7 A U A NE#EHET 52,

ROFNEZ EITLET,

enable

configureterminal
interfaceinterface-id

mac access-group {name} {in | out }

end

show running-config

© NSO AR =

copy running-config startup-config

show mac access-group [interfaceinterface-id|

ARV KRNFEREETI VA Y

ATy T

enable

Bl -

Switch> enable

¥HEEXEC £t — F& A X —7 M LEd, ATU—F
EANLET (FERINTZHE)

ATy T2

configureterminal

51 -

Switch# configure terminal

Jao—r\ )L ar7 4 Xal—ary ET— REEEGELE

ATvT3

interfaceinterface-id

&1 -

Switch(config)# interface
gigabitethernetl/0/2

BEDA L E—T 2 A AZREL, A F—T AR
OV 7 4F¥al—yaryE—FERBLES, HBET
HAVE—T oA AT LAV 2A X —T = A
(R—F ACL) TRUIFNEZY /A,
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B L1 ¥2142%—714Z~DMACACLDEF

IPdACL DBE |

AU RFERETIVa Y B
ATvT4 mac access-group {name} {in | out } MAC7 7R VA MEMALT, EEINIA L Z—
T2 ANDT I AEHEL E3,
: H— b ACL IZ5(E 5 L 0GR (R H iR H— h SR ET,
Switch(config-if)# mac access-group
macl in
ATy 75 end ¥iME EXEC £— RIZERY £,
51 -
Switch (config-if)# end
ATFvT6 show mac access-group FOALUE—T 2 A AFELIFTTRTOULA T2, L Z—
[interfaceinterface-id] 7oA ACHEAIN TS MACT 722 U A b ek
~LET,
B :
Switch# show mac access-group interface
gigabitethernetl/0/2
25y T show running-config AN EWRLET,
£
Switch# show running-config
ATvT8 copy running-config startup-config (FEE) av 74 Xalb—ay 77 A VICRELE R

51 -

Switch# copy running-config
startup-config

ﬁbi‘a—o

2L v FIE. Ty FEZETSHE, BEACL Ny FERELET., ACL VN7 y M &2
I BEE. A v FiEoN Ty FOWE MG LE T, ACLB Xy NEIEGT 3568, A A v

FlI Ty PEBEELES, RER

DACLEAVH—T oA AZEHT B L. A1 vFiT ACL

WA B — 7:4x_%%énfw&mk#ﬁb TRCONRTry bEFRLET, F*vy hU—

L << fféb‘o

EELEY D

FO ACL 2T 2561

I, ZOXIRFERPELDZ EITHE

ACLIZE DRy NU—7 BX 2 U T  OREOHIFIFE, Q~3—)
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[TURSP R

VLAN ¥ JDEFE

VLAN~ v ZZ2ERR LT, 1 DFE 13O VLANICHE AT A120E. ROAT v P2 FETLET,

[F L& BHIIZ
VLAN (23 3 DA% 4E IPv4 ACL £ 721 34L5E IP ACL, £ 7134 mifh & MAC 458k ACL Z Bk L %
—é‘O
FIEDHE
1. vlan access-map name [number]
2. match {ip | mac} address {name | number} [name | number]
3P Xy NERIFFEIP Ty b BEFIO IMACT RLADOZREMST) F8EL, 1 DL L
DACL (BEWEFEIITIER) L2007y NERET DITIE, RO~ ROL \T?(wﬁ AL
£7.
* action { forward}
Switch (config-access-map) # action forward
* action { drop}
Switch(config-access-map) # action drop
4. vlan filter mapname vlan-list list
FIEDFH
ARV RFERIETI3 Y E]:3]
ATY vlan access-map name [number] VLAN ¥ v 7 ZAEi L, 4file, EETE T 2T Ed, H5id
71 VY TADTY ) DY —r U AEGTT,
il -

B CARIDOVLAN < > P 2B T2 &, 10T 28I 5 F5NIEIC
Switch (config) # vlan access-map B YBTonEdT, v B ERELIFHIBRTDL E X, %4 T5
mep_t 20 vy 7 2 N OFBEANTEET,

VUWVyf?ﬂ\%i@mmmik@@w%~v—F%ﬁ%Li
Hh, VLANY Y 7E2FEH L TNy EEST DT, X7 > B
AT 5 ACL 2B L C, 77y3y%Fm/7:ﬁﬁLi¢
ACL N permit I%, —E9 25 & W) EWTT, ACL ND deny I,
—HE LR EW D BT,

Zoa~vry REANTTHE, TRy a7 4 ¥al—3 g
v E—RIIEDY F9,
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VLAN 7 v 7O E

IPva ACL DERE

ARV RFERRETIVa Y

=)

ATV
72

match {ip | mac} address {name |
number} [name | number]

1 -

Switch (config-access-map) # match ip
address ip2

1 DFERIIEEOEREE - I1FHERET 78R U A MIH LTy b
ZRELET (IPERIEIMACT RLAZMEH) . X7y FORE
X, ST AT e har 2L FOT 7R Y A MIxtLTE T {TH
NET, IP A7y ME, EREEZIFIEEIP 72782 U A MIxL
THRAEINET, FEIP N7y NI, 4RI E MACHEET 7 & A
YA MR CRETRAEESNET,

(GE) Nry h ZA T (IP £721X MAC) (2% 5 match )23
VLAN = v FICERESNTWAEET, O~y 77
varn ey TOEEE, F0XA T T HTRT
DOy R FRFe Yy 7ENFET, match AJ2 VLAN < »
T, BRESNTWAT 7Y arR Ry 7OEE
. TR TOPBLRLA Y237y R Rr Yy E
E3

ATy

73

IP Xy NEFRIIIEIP Xy b2

(BEA D 1 MAC 7 KL ADH A~
T) FBEL, 1 2L koD ACL (FE#E
FIER) 20y FERES
TA3I20E, O a<w>r KOWT
EADLET,

* action { forward}

Switch (config-access-map) #
action forward

* action { drop}

Switch (config-access-map) #
action drop

~v 7 T MNIICRTAET /v a v ERELET,

ATy
74

vlan filter mapname vlan-list list

1 -

Switch(config)# vlan filter map 1
vlan-list 20-22

VLAN = v 7% 1 DFE 13O VLAN I[ZEH L E7,

list (21X H—D VLANID (22) | #fe L7=#ufH (10 ~22) . £
VLANIDD A ~ VU > 7 (12, 22, 30) #EETEET, <o
AT VDB AR—ZAEEATHZ L TEET,

EENEYD
FH T FENE ACL O1ERKR
BT X YE5E ACL O1ERL

AT & MAC ¥55E ACL D1ERK,

, (18 2—)
, (20—
(33 =2—7)
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vian< v Foks [l

VLAN ~ v 7 OfERL, (39 _X—)
VLAN ~® VLAN = v 7’ O, (40 _—)

VLAN < v TDERK

% VLAN < v 7I3IEF IS fz—@#Ho= o U TR SN ET, VLANVy 7 = b %
YER%. B, FITEIEBRT 5121E. ¥ EXEC E— FCTROFIEEZFET L7,

FIEDHE
1. configure terminal
2. vlan access-map name [number]
3. match {ip | mac} address {name | number} [name | number]
4. action {drop | forward}
5 end
6. show running-config
1. copy running-config startup-config
F gD FH
ARV KRFERERETY a3y BeY
&R configure terminal Jau—)Lary7 4 Xal—ay ET— REHBLET,
{51
Switch# configure terminal
RATFw T2 vlan access-map name [number] VLAN = v P Z21ER L. 4Rie. EETEEELITET, &FE

. ~ v 7RO MDY —4 v AFKETT,

Bl [ U481 VLAN = v 72 B4 % &, 10 T84 25 & 578
Switch(config) # vlan access-map |J[HIZE|D Y TCHNFET, v~ v 7EEHEEZITHIERT S & &3, %
map_1 20 VD~ = N DOFZEANTEET,

VLAN ~ v 7 ClE, $ED permit £ 721X deny F— 7 — K& H
LEHA, VLANY Y 72 LT v M &GRS 5I21E, )
7y NERETHACLEEKR LT, 727 a s Fay FIZRE
L%¥d., ACLHN® permit i, —EHT 5L\ HEKTT, ACLW
D deny 1%, —FH LW &EWI FEKTT,

ZDavw s REAJITRE, 778 A~y T a7 ¥ b—
varyE—RIEDLY F9,

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &
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B vAN~oOVIANT Y T0iER

IPdACL DBE |

AU REEETIVa Y

=)

ZTFvT3 match {ip | mac} address {name | |1 > F T OEWEE F2ITEET 7 LA )R MK LTSy
number; [name | number] FERAELET IPELIIMACT FLAZEEH) . 7y bO
WAL, ST o7 harv 4707 78R Y A MR LTE
K FAFbRET, Py NI EEEIEEP T 78R U X
Switch (config-access-map) # match Nte>5) L/Cﬁg/ﬁ\éhiﬁ_o 3”5 P37 > M, %ﬁﬁﬁ“g‘ MAC Tfﬁ%ﬁ
ip address ip2 TIEAVANMIHLTETREINET,
ATy T4 action {drop | forward} (ER) ~v 7 2 M T 277 a v 2RELET, 7
7 4V N3#giE (forward) T,
il -
Switch (config-access-map) # action
forward
RFyT5 end Ja—sb ar7 4 Fal—iary ET- IR ET,
i -
Switch (config-access-map) # end
Z5w 76 | show running-config TR VA NOBRER TR LET,
i
Switch# show running-config
2Fv T copy running-config startup-config | ({-&) 2 7 4 X2l —var 77 A NVICEHEERHFLET,

1 -

Switch# copy running-config
startup-config

BENEY Y
VLAN ~ v 7O E,

VLAN ~ VLAN < v 7 D&

15O VLAN = v 7% 1 DF 7213850 VLAN IS8 A3 51213, F## EXEC F— R C®k O FE %

FITLET,

(37 =—2)
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VIAN~DVIAN 7 v T0ER I}

FIROWE
1. configureterminal
2. vlan filter mapname vlan-list list
3. end
4. show running-config
5. copy running-config startup-config
FIEDFEH
ATV bFERETOIVa Y B&Y
2Ty T configureterminal sua—s\ v arZ4xXalb—raryE®—NefmLE
R
1 -
Switch# configure terminal
2Ty T2 vlan filter mapname vlan-list list VLAN ¥ v 7% 1 DFE 721385 VLAN IZHEH L &
—g—O
: list (ZIEHL— VLANID (22) | e L7=dipH (10 ~
Switch (config) # vlan filter map 1 22) . ¥7IXVLANIDDOA FY > 7 (12, 22, 30) %
vlan-list 20-22 ISP N N I o
ETEET, Vrvond 7 UORIERICAN—A %
WATHZEHTEET,
ATvT3 end F#HE EXEC E— RICR Y £,
i -
Switch (config)# end
ATvTa show running-config TIEAVRANDOREERRFLET,
{51
Switch# show running-config
ATvT5 copy running-config startup-config {ER) 2> 74FX=2b—vary 77 A VIEREZR

{1

Switch# copy running-config
startup-config

FLET,
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IPdACL DBE |

B ruacor=4sy2y

BEErREYY
VLAN ~ v 7O E, (37 X—)

IPVAACLDE=4R1) 4

AZA v FITRESIN TS ACL, BLIOA v ¥ —T = A A& VLAN IZ#E A SN/ ACL Z#FE R L
TIPVAACL ¥ E=# TX ¥,

ip access-group 1/ > ¥ — 7 A A AT 4 Fal—raravr REFEHLT, L4 ¥v2ELEF
VAY3IA L E =T 24 AT ACL ZHEH LIZHEE, €OA v F =T =2 ZADT 78R T —

TERRTEET, Flo, VA V2408 —T oA ATHEHINTZ MACACL H KR TEET,

ZOFRERRT DL, RORICFEHWS NI FHE EXEC 2~ > REEH L LT,

R2.TIVERYRAMBEUVT7I R IL—TE#RFTITHavU kK

avU R B8

show access-lists [number | name) EHOIPBIOMACT FLAT Z7EZ U X NOREKER
ZDO—H, ERITHEOT7EA Y AN (FEftxEn
WIARITX) ONEEFTLET,

show ip access-lists [number | name] EHOIPT 78R UARNEER, FRIEIEEDOIP T 71
A YA (BEFEERTLAIMNE) 2RRLET,

show ip interfaceinterface-id A A —T oA ADEMBTEB L RAT—HX A 52F R L
FT, PRAR—T VIR TNDA L F—T = A

\Z, ip access-group { > F—T A A AT 4 F 2l —
var avy REHEHLTACL ##A L&k, 7
JRATN—=THFREINET,

show running-config A vy FERLBFRESNIA =T oA ZADA LT 4
[interfaceinterface-id] Xal—iary 774 LONE (BESAT-TRTO

MACEBLXORIPT 7R VR IR, FOT 78R 7 )L—
TNA B —T oA ATHEHI NN E) #F R LE

D
show mac access-group TRTCDOLAF¥2A L F—T oA AFRITREEN-L
[interfaceinterface-id) A¥2A4 =T A RZHEASINTWSEMAC T 7 &
A U A b
ARALET,
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acLozEs [

F7-. VLANT7 72~ 7F721ZVLAN 7 4 L Z BT 515 AF R~ LT, VLAN~ v 74 F
=X T&EFET, VLAN~ v FEREZERT DL, ROFITEHE SN2 F7HE EXEC 2~ R&fE
ALET,

KIVIANT Y TERERFT SR

avU R =E]:g]

show vlan access-map [mapname] TRTCOVLANT 7 A~y 7EITBESN
2778 A=y TIET L ME R LET,

show vlan filter [access-mapname | vlanvian-id] | VLAN 7 4 V&2 T _CIZET A EH,. F-1348
ED VLAN £721X VLAN 77 £ 2 ~ v 7124
ToHERER T LET,

ACL &% 7E I

5 - ACL T D FEE Z 5 A

OB, workhours (W) ORFEFHEB L OSH0OKE 200641 H1H) 2R EL. &
ExMERTHH %2R LET,

Switch# show time-range
time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

IR RGP 36 A 9~ 512 1d, R RPH 2 5835 © & 2 JaR ACL WIS REGEPAA 2 A LE 9, IRIC,
JEBET 72 A U A M 188 ZAERK L CHERR T A B2 R LET, ZOT7 7R YR NTHEH, EXIN
ToARZERE X T R TOEE TN S TR TOIH~DTCP N T 7 4 v 7 Z4EE L, R FIX
TXTCTOTCP T 7 4 v 7 &R LET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours
Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new year day 2006 (inactive)

20 permit tcp any any time-range workhours (inactive)

I, ZRIfTZ ACLZMHFHALCRIL NI 7 4 v 7 2HABLOEST 502 R LET,

Switch
Switch
Switch
Switch
Switch
Switch

config)# ip access-list extended deny_access

config-ext-nacl)# deny tcp any any time-range new_year day 2006
config-ext-nacl) # exit

config)# ip access-list extended may_access

config-ext-nacl) # permit tcp any any time-range workhours
config-ext-nacl) # end

METSYbITA—L VT 4FaL— a2 HA K. CiscolOS Release 15.2(3) E (Catalyst 3560-CX &
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IPdACL DBE |

B 5 AL~0aAY FOEA

Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny_ access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

5l : ACLL~ADO A FDIEA

IPvd ACL D

remark ¥— U — R&EFEHT L, EEO IPIEEFZIIIEEACLIC= FVICET L A B
(JFER) ZBINTEET, aAM2FEHTLHE, ACLOBMRLE Ay UNESHIZRYV ET, 1
DDA R MTOEKET 100 3XF T,

a A2 NI, permit A7 — R AV hEiddeny AT — h AL FORIZELLICTHRIETE £
T, TAAVRIBED permit A7 — M A MEiT deny 27— N A2 NOFBTH D D03k
W25 X912, a A FOMEICEHL T -BHEROULERSV £, L xiX, HDHaA b
[TXFIES % permit £72id deny A7 — b A hOREIZH Y | D= A MIFIET D AT — M AV
FOBAICLH D &, IRELEH FTREERH D £77,

Tt & IPAEAEE 7 13PEIR ACL 122 A h &4 AT D121, access-list access-list number remark
remark 70— )L a7 4 X al—varyavwy REFEHALEST, A2 FEHIBRT B2,
Zoawry Fono B EHEHALET,

WOFITIL, Jones DT — 27 AT — g NI T 7B RAZFHA L, Smith DU —7 A5 —3 3 (T
X7 7B A EFFALER A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch(config)# access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through

Switch (config)# access-list 1 deny 171.69.3.13

ZEIFTEIPACLO= M UIZIE, remark 7 7 BA VAN a7 4 F¥al—vgy av N
FHLET, a A MEHIRTAIZE, 20oa~wr RO n B2 HEHLET,

WOHTIL, Jones DY 7 3 v MZIEFRIE Telnet DFEHBNHF T S NLE A,

Switch(config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

s E Bl

T2 TiE, IPVAACL @ ERB L OEMA T 262" LET, ACL D=/ A WZT HEEMIC >
WL, [Cisco I0S Security Configuration Guide, Release 12.4] 35 X 0" [Cisco I0S IP Configuration
Guide, Release 12.4] @ TIP Adderssing and Services| DF|Z# 5 [Configuring IP Services] DIH%

ZRLTSIESN,
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IPva ACL DERE

ivaacL s [l

INEER Y FTD—OBNEBEIN-F 71« XAED ACL

WIZ, MR Yy N =7 PR INTZA T 4 ABRELZ R LET, V—T v FAR— b2 ICHH S
NV —RAITIE, TRTOREENT 7B ATE D SR EOFER/EM SN TWNET, —
Ty RAR— N LICER SN — " BIZiE, BERO O IANT — 2 PRSI TnET,
P—RAFTRTOL—YFRT 7 A TEETH, $—N"BILT 7 EATEZ L 2—WFIIHIRE
nTnET,

K3: IL—FACLIZKBD+ZT7 499 DOEIE

Server A Server B
Benefits Payraoll

i \ \
J lllll llll J
Human Resocurces | | % Accounting
172.20.128.0-31 .i 172.20.128 64-95
.=====$i‘

=% ACL Zfif L CLERD X I IZEET HIZiE, OWT IO HEEFERLET,
HEHEACLZAERK L, R— MDD —NCERTDOI N T T4 v 72T 4V EZ VT LET,
*PLIRACLZIERR L, =0 OAR—MNIZERFTAHAN T T4 v 72T 4 VB Y T LET,

iolasd

Bl INRIER Y FOD—ODBEBEINF=-F T 1« AD ACL

WIZ, BEHEACLEZHEH L TAR— IO —"BILEETH NI 74 v 774 V2D 7L, #%
S OE(EITLT R A 172.20.128.64 ~ 172.20.128 95 BB EEND b T 7 4 v 7 12T 27FA[ 9%
FlarLET, ZTOACLIX, FEESNTEELT RLAZFOL—T v RA— M1 0HHEEFS
NaH5N7 740y 7I@EAINET,

Switch(config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# how access-lists
Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31
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IPv4 ACL % E 51

IPdACL DBE |

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 6 out

WIZ, JEBEACLZHA L CH—"BNOR—NMIERETDHD N T T4 w7742V T L, {E
BOFETLT FL A (ZOHFAEITH—3B) OB O5EET K12 172.20.128.64 ~ 172.20.128.95
WCEESIND N T 74 v 7 T EFAT A2~ LET, ZTOACLIFZ, V=T v RA—HF1IZ
EETDHNTZ 70 v 7IZEA S, BEDSLET FLVRIZEEIND N T T 4 v 7 T EFFAIL
£9, IRACLZMEHT 25613, FELE L0 EEHROFNS, v ha (IP) AT 5
MER B Y FT,

Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # end
Switch# show access-lists
Extended IP access list 106
10 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 106 in

5l - &FES{+Z ACL

WROBDOF > T —7 360001, 2FBHDOA T T v bRV TRy bERETHZ T AA TRy b
U—7 T4, O£, 7Ry b A 7(£255.255.00 T+, X hU—2 7 KL Z36.0.0.0 D
3FBDODBLINABDOF 7T ME, BEDOKRANLEELET, 7782 VAN 2Z2HL
T, 7Ry b 48 DT RL A& 12FFAIL, WILH 7Ry hOMOT RLAFTXTHESLE
T, ZOT A VA NOREITIE. Xy T —7 36.0.00 DfLOTRTOS T %y b EOT K
VANHFRIENDZ 2R LET, ZDOACLIK, A—MMIFEETDI Ny MT#EHINET,

Switch (config)# access-list 2 permit 36.48.0.3

Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch(config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ip access-group 2 in

1 - 43k ACL

WOBDIEFIFTIE, 1023 £ 0 bR VLR — b ~DFHIE TCP B4 Al LET, 2 BHDIT
1T, A b 128.88.1.2 O SMTP 45— h ~D3E(E TCP Bl 2 24 LE4. 3 B OITIL. =5 —
74— Ry ZHOEREICMP A v —V&HFTLET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config) # access-list 102 permit icmp any any

Switch (config) # interface gigabitethernet2/0/1

Switch (config-if)# ip access-group 102 in

WOFITIE, A ¥ —Fy M SNT=Fxy hT—703HV, TOFy hT—7 EOEEDKR
ARBA U E =Ry b EOEEDORA N E TCPHHR A ML TED L IICTLHEEEZMBEL TV E
T, 7L IPARRA MBI, HHA—IL KA RDA—/L (SMTP) A— F&EE., Xy hU—
7 EORANE TCP #Hft ML TERNE I ITLE T,
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ivaacL s [l

SMTP L, ¥iD— Ui TIZTCP AR — F 25, b9 —WiTIET VX LR — b EFEMEHALET, B2
L TWAHIEL, RUA—MEEMEHINET, A1 F—Xy FPOERTLIA—A Ty b
DFEFEAR— NI 25 TT, BEST Y hOFR—FEBEITRINTWET, Ze2exry hT—7
DY AT LA TIHEICHR— R 25 TOA—=NVEERHRMERH SN TND72H, AEF—ERAEREY—F
2 ZHANCHIETE £4, ACLIIREA X —T7 24 ZADASTACLBLOEEA X —T oA
ADMITACL & L TRESNDILERDHY £,

Switch(config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23
Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25
Switch (config) # interface gigabitethernetl/0/1

Switch(config-if)# ip access-group 102 in

WOFITIZ, Fv FT—=Z1E7 KL AN 1288800 D7 T AB Ry hU—2 T, A—/LKAFD
7 R L A% 128.88.1.2 T9, established % — 7V — F|%, . SN /-BkixFRd 5 TCP HAD
X —U—RTT, TCPT—4 7T LI ACK £721XRST By bREE SN, 27 v MREEFO#E
B L TWDZENHBAT L E, —FHERREINET, AT AUR—1OXFHE Y b A —
YRy b AV H—T A AT, V—HF oA F—Fy NIRRT LA H—T oA AT,

Switch (config) # access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 102 in

Bl . ZEITE ACL

BT EHREE ACL & & U A AT E 5k ACL DIERL

WIZ., Internet filter &\ 5 2 RIOFERE ACL 3 £ O marketing group &£\ 9 £ 5 OILIE ACL & 1ERK
T2 %R UET, Internet filter ACL L, HEILT RL A 1234 MBIRESNDHTXTD T
T4 v @A LET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl)# exit

marketing_group ACL |%, %8557 RL R &L U AL KA1— RO 171.69.0.0 0.0.255.255 ~DALE D
TCP Telnet N7 7 4 v 7 ZFFA[ L, ZDOMODOTCP bT 7 4 v 7 Z4EELET, ICMP 77 1 v
I EFFA L, ARBOEE NS, SR — 231024 L VSV 171.69.0.0 ~ 179.69.255.255 D%E
LT RUANEFEINDHUDP N7 74 v 7 ZESRLET, TNLSNDOTXTOIP T 7 4 v 7
ZHEA LT, MRERT o/ BnFrEnEd,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl)# permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log

Switch (config-ext-nacl)# exit
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Internet_filter ACLIIF1E N7 7 ¢ 7T M S 4. marketing_group ACLIZ L A ¥ 37— FDE(E
N7 4y ZICHESVET,

Switch (config) # interface gigabitethernet3/0/2

Switch(config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0

Switch (config-if)# ip access-group Internet filter out
( ) #

Switch (config-if ip access-group marketing group in

A a1+ = ACL 5 D1E R ACE M HIl &
Wi, Zuift& 7 78 A U A b border-list 7)>% ACE Z{EBNZHIFRT D262~ L FE T,

Switch(config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

%1 - IP ACL [Z5@E A = 1 5 By fis] 3

WIiZ, ABANLAERADOFFISHE ~F 1% 6 (18K O, IPOHTTP N5 7 4 v 7 2 HEST
LR LET, UDP 77 4 v 7iE, HREHB L OHEH OIEF~4-1% 8 1 (20 BF) D72
TR S ET,

Switch (configqg)

Switch (configqg)
|

# time-range no-http

# periodic weekdays 8:00 to 18:00
Switch (configqg)
Switch (config)
|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes

|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet2/0/1

Switch(config-if)# ip access-group strict in

time-range udp-yes

#
# periodic weekend 12:00 to 20:00

Bl:arA MMFEIPACLTZ R

WIZRTHEEFTE ACL OHITIHL, Jones WETETH TV —2 AT — 3 I T 7B AEFFA L,
Smith BFTET AT — 7 A7 —3 3 NZET 7B RAEZFHR LER A,

access-list 1 remark Permit only Jones workstation through
access-list 1 permit 171.69.2.88

access-list 1 remark Do not allow Smith workstation through
access-list 1 deny 171.69.3.13

Switch (config
Switch (config
Switch (config
Switch (config

) #
) #
) #
) #

I RTFHBATE ACL OFTiX, Winter 38 X O Smith DV —27 25— 3 1T Web & 23 7]
LEHA,

access-list 100 remark Do not allow Winter to browse the web

Switch (config) #
# access-list 100 deny host 171.69.3.85 any eq www
#
#

( )
Switch (configqg)
Switch (configqg)
Switch (config)

access-list 100 remark Do not allow Smith to browse the web
access-list 100 deny host 171.69.3.13 any eq www
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WIZRT AT E ACL OFITIiL, Jones DYV 7%y MIT 7B AZH A LET A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

W TR & ACL OFITIL, Jones DY 7% v MMIIEME Telnet DEHZFFA] L EH A

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

Bl ACLAF Y

Jb—4 ACL TiE, 2 ORFX U RN R—FINTHWET, logx—V—R&fEET L, =
YR E—EFTEH ATy MIET A R TEMA v E—U R a3y Y — UIZEE SIVET, log-input
F—U—RERETHE, vl = NI ANNA VF—T oA APRBIMSNET,

WOBTIX, LRIMTEEHET 722 U 2 b stanl 1310.1.1.00.0.0255 O D ST 7 4w 7 Z4EE
L., TOMOTRTOEEILNOLD T T 4 v 7 ZFAILET, logF—V— FHIEINTNE
7,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch(config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIZ, AT EIEET 78 A U A et \IZL - T, fEEDHEELA)S 10.1.1.00.0.0.255 ~D ICMP
Ny NEFFAIL, T_XTOUDP N7y ML+ A6 2R LUET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log
Switch(config-std-nacl)# exit

Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# ip access-group extl in
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B ACLBEUVIANT v TOBEH

Iz, W ACL a7 oOflZ R LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7

packets
01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1 packet
01:31:33:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8 packets

IPACL D¢+ _RCouaxr 7 = kYL %SEC-6-IPACCESSLOG TG L £1, =2 h U DX
1. —E L7 ACLRT7T 72 = MU OFEEIZIG U CEFRELRY 3,

WIZ, log-input ¥ — U — REZEE LG AEOH NI A v =0l 2R LET,

00:04:21:%$SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlianl 0001.42ef.a400)
->
10.1.1.61 (0/0), 1 packet

log ¥—V— FNZfE LG, AROATy MIBET 207 Ay —=VICB3BANA 2 =T =
A AFHRPFENER A

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

ACL 85 LU VLAN 7 v TDEEH

Bl : N7y FEEBRTHACLE KU VLAN 7 v TDIER

ZIZTIE, Ny FEBEET S ACL BEIONVLAN = v 7 21ERT 202~ LE7, HODO~
7 TClX, ipl ACL (TCP /X7 > B) IZ—HT 5T _XTONTy bRy FIpnEd, IS,
TRTOTCP Ny NEFFAIL, RSO > N 2T X THEGT 5 ipl ACL Z{ERL L £77,
VLAN ~ > ZIZILIP 237 MZxEd 5 match T)MFAET D720, T 74NV MOT 7 2 a T,
O match Al E b —FHL72WIP XNy R TRTRr Yy I ET,

Switch(config)# ip access-list extended ipl
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# exit

Switch (config) # vlan access-map map 1 10

Switch (config-access-map)# match ip address ipl
Switch (config-access-map) # action drop

Bl . /Ny FEEFRIT S ACL 5 K U VLAN < v T DYERK

WIZ, N7y NEFFRT5 VLAN v v 7 2Bk 5 6lZ R LE7T, ACLp2 X UDP X7 v %
FFAI L., ip2 ACL & —ET 54T _RTO/ry RIREESNET, 2o~y 7T, ZhLFio L
DACL b —FH LW T_XTOIPX7 v~ (TCP THLUDP THLARWSry ) Ny 7S
F7,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl)# exit

Switch (config) # vlan access-map map_1 20
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Switch (config-access-map)# match ip address ip2
Switch (config-access-map) # action forward

Bl:IP/Ty FORAOYTEELUMAC /Ny FOEEDT IAILE T3y
WDOBHID VLAN =~ 7 TlE, T 74/ ETIP X7y bR Ra v 7 &, MAC X7 v FRTRE &
NET, EHED ACL 101 B L UL EHEET 772 U A | igmp-match 33 1 OF tep-match % Z
D=y T EMBEDETHERATAIE, ROILH12/20FT,

*FNTDOUDP N7y FRRRESNVET,
*FTANTOIGMP ™7y v Ry 7 ENET,
*FANTOTCP NT y PR SNET,
CEDOMDFTXTOIP Ty ARy 7SHET,
T RTOI I ATy FRBREINET,

Switch (config)# access-list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any

Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl)# exit

Switch(config)# vlan access-map drop-ip-default 10
Switch (config-access-map)# match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map) # match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# wvlan access-map drop-ip-default 30
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map) # action forward

Bl : MAC/X7y O FOYTEELVIP /Ty FDEEDTIAILETHa Y
WROBID VLAN ~ > 7 Tlix, 774/ FTMAC 37 > b3 Ry 7 &, IP /37 v FRRE X
NET, MACHLIET 7 A U A | good-hosts 35 L UF good-protocols % ~ D~ v 7 L LAHHHE
THEHTDLE, ROLIITRY T,

* AR A B 0000.0c00.0111 3 £ T 0000.0c00.0211 725D MAC 7347 v k3Rt S iuE T,
* decnet-iv £ 7213 vines-ip 7’1 F LA D MAC /X7 R ERESILE T,
CEDMDTRTOIEIP N7y R Ry FINET,
CTANTOIP ANy FRERESNET,
Switch(config) # mac access-list extended good-hosts
Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl)# permit host 000.0c00.0211 any
(
(

Switch (config-ext-nacl)# exit
Switch (config)# action forward
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v b —9 TOVLAN 7 v TOEAAEDEESF

Switch (config-ext-macl)# mac access-list extended good-protocols
Switch (config-ext-macl)# permit any any vines-ip

Switch (config-ext-nacl)# exit

Switch(config)# vlan access-map drop-mac-default 10

Switch (config-access-map)# match mac address good-hosts

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch(config)# wvlan access-map drop-mac-default 20

Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map) # action forward

I RTONTY FE RO TTBETIHILETHOa Y

WOBIDVLAN v 7Tl 774N FTTXTONTy b (IPBXOIHIP) B Rry FSivE
T, BI2BLOBI3 DT 7R U AR tep-match 35 1 OF good-hosts 2 = D~ v 7" L kA5 H T
T2 &, ROLHIITRY £T,

*FTARNTOTCP ATy FBEEESNET,

* 78 Ak 0000.0c00.0111 33 & T 0000.0c00.0211 735 D MAC 737 v kMt v E 3,
CEOMDOTRTOIP Ny bR Ry TINET,
CZOMDOTRTOMAC /N7 v R Ry 7 ENET,

Switch(config)# vlan access-map drop-all-default 10
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch(config)# vlan access-map drop-all-default 20
Switch (config-access-map)# match mac address good-hosts
Switch (config-access-map)# action forward

Y bT—2 TOVLAN T v TDFERAEDEREH

- DAYy so0—Ey FOERTE

TAXY VT 7n—Fy MERTIE. V=T 4 VI NRAAL v F ETA F—T T EN TV RN
ANBHYET, L, ZORETH VLAN ¥ v 7B L1 QoS /0¥ ACL I3 AR — & i
T, FRARNXBLOERARNYITERD VLANHNIZHY, VAY VT 7a—Ey b AL vFA
BILOAAL v F CITHEBMEINTWDHERELET, FRAMXNLEHRANY SO NI 7 4 v 70%

N—T 4 VT PA X =T IICEE SN VA YIAAL v T THDHAA v TFBIZL > Th %m_w~
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#y k=2 TOVAN 7y FoERAE0EES [

TAVTEINFET, RARNXMNOEFRARMNY DT 74w 21F, vT7 747D M) RA
VIRTHBAAFATTZERA a3 fu—)LTXFET,

R4: 4% )05 o0—€y FORE

Switch A Switch C

VLAN map: Deny HTTP
frem X to Y. ——=

HT TP is dropped ——=

lul

at entry point.
_—
Host X Host
e ANy TOtRa2 10.1.1.34
- — — VWLANZ

[ bl ]

= Packet

HTTP F T 7 4 v 7 B HRA R XMOBERARNY ~AA v F 7T LARWEAIE, "ARX IPT L
210.1.132) MHABEARY (IP7 FLA10.1.1.34) ([ZANDTXTOHTTP N7 7 4 v ZIRAA v
FATReYy SN, AL vTFBIZTY vV 7E3NRNEIT, AL YT ADVLAN v
ERETEET,

wANZ, HTTP R — b ETHTRTOTCP F 77 4 v 7 &FFa] (—%) T51P7 278X U hup
EEHRLET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch(config-ext-nacl)# exit

RIZ, htp T 7 BRA VAN —ETDHNT 70 v 7R ey Ih, ZOMOTXTOIP 7
T4 I PEEEIND X O, VLAN T 78 A ~ v 7 map2 ZERL 7,

Switch(config)# wvlan access-map map2 10

Switch (config-access-map)# match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ. VLAN 7 7 ® A <~ 7 map2 % VLAN 1 |[Z@EH L £,

Switch (config)# wvlan filter map2 vlan 1
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v kT —5 THOVLAN 7 v TOERAFEDRER

5 : BID VLAN (23 5 H—/A~D T 7 £ XD HIR

BIDOVLANIZ S B —_"~DT 7 v AZHIRTEEd, =& ziE. VLANI0ANDY—,310.1.1.100
TlE. WOKRA MADT 7B RAEHELETAZLERH Y F7,

*VLAN20 NOH 73> K 101208 IZHDHKRA NDOT 72 A%EIELET,
*VLAN 10 NDA Ak 10.1.1.4 BELV10.1.1.8 DT 7 B R &I L £,

5: BD VIAN LDY—I"~DT U £ ADHIR

VLAMN map

10.1.1.100 L
m_ Subnet

- |
Server (VLAN 10) 1HTH“H-=_ 10.1.2.0/8

—
—

T ——— ‘

T\Hust [VLAN 20)

10114

Host (WLAN 10) Layer 3 switch

10.1.1.8

1012ma

Host (VLAN 10) —» Packet

5 : BID VLAN [2H B H—/I"~DT7 VL ADESE

WIZ, 7%y 101208 NDOEA R, RA 10114, BEOKRA 10118 DT 7 A%
L., ZOMDIP T 7 v 7 Z#FFA[T 5 VLAN = » 7 SERVERI-ACL #{ER% L T, B/ VLAN
WOY—N"~DT 7B AEERT 562 RLET, KEDOAT v 7 Tid, ¥ v 7 SERVERI %
VLAN 10 [ZEHA L £,

ELWVWSRTry b —HTDHIPACL ZERLET,

Switch (config)# ip access-list extended SERVER1_ACL

Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl))# exit

SERVER]_ACL & —ET 5P X7y & Rry LT, ZOACL &E—HLARWIP Ty M &ix
T HACLEZHEHALT, VLAN~V vy 72 ERLET,

Switch (config)# vlan access-map SERVER1_MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVERL1_MAP 20

Switch (config-access-map) # action forward

Switch (config-access-map) # exit
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VIAN (ZER S n3)L—42 ACL £ VIAN T v Fo%Esl [

VLAN 10 |Z VLAN < v 7% @A L E 7,

Switch (config)# vlan filter SERVER1_MAP vlan-list 10

VLAN (@R SN B/)L—4 ACL & VLAN < v TDEREH
ZIZTIE. V—H ACLBXOVLAN~ Yy 7Z VLANICEH L, AL vF KXy b, T oy
KXy b, =Ty R Xy b, BEAOALTFHr AR Ty 20T A6 R LET,
ORI TIEENZENDOIBHICHRIE I ND Ny FERLET, 237y hO/XANVLAN 7 v 70
ACL 2R THERETHRA L T, X7y bEIREETIC e y 7505 LH Y 97,

il : ACLELUVRAvF K /Ny b

WOHNZ, VLANINTAAL v F T E3NbH3ry MIACL AT 5 HiEE R LET, 74—
NN 7 TN D TN E o TNN—T 4 T ERFEESINT, VLANNTRA v F o 73nd
2R MIZIiZ, AJJVLAN @ VLAN = > 7P R@Ef SnEJ.

B6: R4 vF F /N7y b~D ACLDER

Input Output |
WLAMN 10 router router WLAN 20
map ACL ACL f map

——

MR

(VLAN 10)
Routing function or
fallback bridge
|
Host C /
(VLAMN 10}

_— k5
VLAN 10 » Packet VLAN 20 3

Bl : ACLB XUV TY Yy K N\Fy bk

OB, 77— TV Ry MZACL #@EAT 25 HiE2rxLET, 7P R
Ny FOEATE. AT VLANICLA P 2ACL 2B EHENET, F7-. JFIP B LUIE ARP
NI RIZUTGN T =N TP Ry e £9,
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7: TUy SRRy bAd ACLDER

IPdACL DBE |

Frame | i
-

z
Y

Host A
(VLAMN 10) .

Fallback bridge

WLAM 20
map

l

Host B
(VLAMN 20)

V0LAN 10

Bl : ACLBLUWIL—T v K\ vy bk

e Pachket

1013

VLAN 20
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