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Fl—A v H—T = ATHEHTEE T, % ACLIZIT —BEOLHINSLETYT, REFLDA
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WET, A vFiE, arhte—n FL—r (EFE) IPV6ACL 22 YR —FLET,
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* L A -¥ 2 EtherChannel |Z IPv6 "— N ACL 2@ TX FH A,

*ACLZRETHHE. ACLICANENAH—TU—RIZiZ, TN T T v b7 34— THR—
RNENDZNE I M b bHT, HIRFHIZH Y THA, N— R = TEHEENLERA
H—T x4 A (MHEKR— NEIESVD) ICACLZHEAT 2568, A v TFidA v F—T7 =4
ATACL VAR — b EI R LET, AR—bInWgGa, ACL OFINEE
BEINET,

AU H—T oA AZWHIND ACLIZ, VP R— IV —U— REFEST /R o
fa—s x> U (ACE) ZBIML XD ET 256, AL v TFIRBUES V¥ —T =4 ATl
HAENTWD ACLIZ ACE N BINENDDEFF T LER A,

AA wF @O IPv6 ACL 121X, IROFHENRH Y F9,
*3E|7 L—2 (IPv4 T fragments 5 — 7 — F) NP R— I ET,
*IPv6 ACL Tix., IPv4 & [R UHEHERN AR — SN E T,

C AL v FDON—R T AR—=ANRL o726 ACLIZEEMT S 7=/ MiEA
VHE—T 2 A ATRr Yy 7ENET,

RO TNRAR T AT arNhiHNV—Ty Ry NERIZT Y v Ry BT,
V7 b U7 T IS IPv6 ACL AR EENE T,

*mrX 7L, W—HF ACL TiE¥ A —hrENFETN, F— h ACL TIEVF—FINFEHA,
CAA TN, VT 4w I ARORKHHD IPv6 7 KL A—HE VR —F LEFA,

IPv6 ACL DT 7 # JL FERTE

T 7 4V s D IPv6 ACL iR EITIRD LB T,

Switch# show access-lists preauth_ipvé6_acl

IPv6 access list preauth ipv6 acl (per-user)

permit udp any any eq domain sequence 10

permit tcp any any eq domain sequence 20

permit icmp any any nd-ns sequence 30

permit icmp any any nd-na sequence 40

permit icmp any any router-solicitation sequence 50
permit icmp any any router-advertisement sequence 60
permit icmp any any redirect sequence 70

permit udp any eq 547 any eq 546 sequence 80
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permit udp any eqg 546 any eq 547 sequence 90
deny ipv6 any any sequence 100

IPv6 ACL D

=JL ==

X AE

IPV6 N7 7 4w 0T 4NE ) 7T 5. WOFIEEZETLET

FIROME
1. enable
2. configureterminal
3. {ipv6 access-list/ist-name
4. {deny | permit} protocol {source-ipv6-prefix/|prefix-length|any| hostsource-ipv6-address} | operator [
port-number 1] { destination-ipv6-prefix/ prefix-length | any | hostdestination-ipv6-address} [operator
[port-number]][dscpvalue] [fragments] [log] [log-input] [routing][sequencevalue] [time-rangename)
5. {deny | permit} tcp {source-ipv6-prefix/prefix-length | any | hostsource-ipv6-address} [operator
[port-number]] {destination-ipv6- prefix/prefix-length | any | hostdestination-ipv6-address} [operator
[port-number]] [ack] [dscpvalue] [established] [fin] [log] [log-input] [neq {port | protocol}] [psh]
[range {port | protocol}] [rst] [routing] [sequencevalue] [syn] [time-rangename] [urg]
6. {deny | permit} udp {source-ipv6-prefix/prefix-length | any | hostsource-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | hostdestination-ipv6-address} [operator
[port-number]] [dscpvalue] [log] [log-input] [neq {port | protocol}] [range {port | protocol}]
[routing][sequencevalue] [time-rangenamel]]
1. {deny | permit} icmp {source-ipv6-prefix/prefix-length | any | hostsource-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | hostdestination-ipv6-address} [operator
[port-number]] [icmp-type [icmp-code] | icmp-message] [dscpvalue] [log] [log-input]
[routing][sequencevalue] [time-rangename)
8. end
9. show ipv6 access-list
10. show running-config
11. copy running-config startup-config
FIED
ARV KRFERETI VY B#
ATV enable it EXEC E— R& A X —7 WM LET, R"RAT—KREZASNLET
71 (ERaniBma)
i
Switch> enable
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ATV RFERET7TIIY

El:b)

ATy configureterminal Jua—nN) a7 4 FXal—aryET— RR2lBLET,
72

i

Switch# configure terminal
ATy {ipv6 access-list/ist-name IPV6ACL 4 %% L. IPV6 77 A VAR a7 4 X¥al—a
73 v E—RERBLET,

i

Switch (config) # ipv6é access-list

example_acl_list
Z7Fy | {deny| permit} protocol Gl 7B LTB RISy M ARG BWATE deny, #1955
4 {source-ipv6-prefix/|prefix-lengthlany| | &5 permit #$5E L E T, WIT. FIECHOWTHBLET,

hostsource-ipv6-address} [ operator [
port-number 1] { destination-ipv6-prefix/
prefix-length | any |
hostdestination-ipv6-address’} [operator
[port-number]][dscpvalue] [fragments]
[log] [log-input]
[routing][sequencevalue]
[time-rangename)

* protocol [Z1X, A > ¥ —F v b 7a haIVOLARTEITEF%
AJSJLET, ahp, esp. icmp. ipv6. pcp. step. tep. udp., F
TZIEIPv6 71 b LS 2 KT 0~ 255 OB AMEN T %
R

* source-ipv6-prefix/prefix-length F 1213 destination-ipv6-prefix/
prefix-length 1%, fEGEME TGl &2 ET 2 EE L E -
ISPV Xy N —7 HD IRy hT—F 7T AT, an
YEEIW D16 vy MEZMEM Lz 16 8N THE L £7 (RFC
2373 #ZM)

CIPv6 L7 v 7 R /0 OFEMEEE LT, any Z AJJLET,

* hostsource-ipv6-address F 12 1% destination-ipv6-address |Z1%, 55
FMFETTHF RN EHRET DEEICEIISEIPVO R X T
RFLAZADLET, T RLAEar KV 016ty Mk
A L7z 16 R AUCTHRE L £,

* ({EE) operator(ZiX, FEED T v Fa/LOERFEILA— M EZIT
SRS — h RIS D ART U RERELET, AT R
I 1t (ED/hEW) | gt (EDREWV) | eq (LYY | neq

(ZEL<Z2\) | range (AE#EH) NHV F9,

source-ipv6-prefix/prefix-length 513D & & @ operator 1%, 15&{
A= MZ—ETOIVLENDH Y £7, destination-ipv6-
prefix/prefix-length 513D & & @ operator 1%, %A — MZ—
TOMENDY £,

* (&%) port-number |%, 0~ 65535 D 10 X £ 721X TCP & %
WX UDPAR— hDARTTY, TCPAR— M ZEMEHTE 200,
TCP D7 4 NHZ ) W T, UDPAR— M EEHTE S
D%, UDP D7 4 V&V JHEEF T,

IV

Jt

il
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ATV RFERET7TIIY

El:b)

* (&) dsepvalue Z AJJL T, & IPV6 /X7y b~y X —D
Traffic Class 7 4 —/V KIND b T 7 « v 7 7 5 Af & DiffServ
a—RAKRA L MEERAELET, FBECTEHHFAIZI0~63T
R

(fEE) fragments Z A ) LT, LB TITRWT T 7 A &
WLET, TOF—U—RRRFREINDLDIL, 7a haih
ipv6 DYETZITTT,

(EE) logzfgEdTHE, = bV &—%T25%y MBT
Zad Ave—Unary— Uk ESNnET, log-input &5
ETHE, vl = NIICANA U Z—T oA APBIESNE
T, m¥X 3 —% ACL TRV R— SR ET,

(f£&) routingZ ASJLC, IPV6/X7 > DN —T 4 > T & tg
ELET,

(&) sequencevalue’® NJJLC, 77 AU A KN AT — kA
VD= AR EERRELET, HBETE /ML ~
4,294,967,295 T9°,

* (fE) time-range name # AJ) LT, R EITFFATAT— |
AV MTEH SN LRHOFHALFE L E T,

ATy
75

{deny | permit} tcp
{source-ipv6-prefix/prefix-length | any |
hostsource-ipv6-address} [operator
[port-number]] {destination-ipv6-
prefix/prefix-length | any |
hostdestination-ipv6-address’} [operator
[port-number]] [ack] [dscpvalue]
[established] [fin] [log] [log-input] [neq
{port | protocol}] [psh] [range {port |
protocol}] [rst] [routing]
[sequencevalue] [syn] [time-rangename)]

[urg]

(EE) TCPT 7R VA MBIONT 7 EARMEERLET,

TCP D% EITtep T AN LET, NI A=FIFTAT v 7 3a Tt &
NTNDNTA=Z LFEICTETR, RIRTA T g ORTA—H
MEBIMENTWET,

*ack : HEERILE (ACK) B hEv b

* established : N7 S 728k, TCPT—4# 77 AT ACK F721%
RST By R EESNTWABIEES., BEMTbET,

‘fin: KTy by b, FELENLOT—FITEAU LDV F
NEVR

* neq {port|protocol} : FTEDHR— FEE LIV y NET %
HELET,

*psh: 7y =2ty F > b

* range {port | protocol} : AN — M S OFEPHND 7 > 2T &R
/El\Li—jAO

‘rst: Yy hEY R EY L
Ay by b

°syn :
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ATV RFERET7TIIY

El:b)

curg : RAKRA X By b kY b

ATY {deny | permit} udp ({LE) UDP 77t A VA MBIOT 7 ¥ ALMFEERELET,
~6 {source-ipv6-prefix/prefix-length | any | . o 3
hostsource-ipv6-address} [operator a—WF =275 7 hardOREEIE, udp Z AJJLET, UDP
[port-number]] INTA—=ZITCPIZE L TSN TWNWHNRT A—=Z LEILTT,
{destination-ipv6-prefix/prefix-length | |7=72 L. [operator [port]] DR — N5 £ 721TA— b4 1%, UDP AR —
any | hostdestination-ipv6-address} rDFFFETIILBITRITIER Y £ A, UDP DA, established
[operator [port-number]] [dsepvalue] | )5 X — 2 |34,
[log] [log-input] [neq {port | protocol}]
[range {port | protocol}]
[routing][sequencevalue]
[time-rangename]]
ATY {deny | permit} icmp ({EE) ICMP 77 & A U A RBIOT 7 AL EERLE T,
17 {source-ipv6-prefix/prefix-length | any | . / e
hostsource-ipv6-address’ [operator A VS =Ky MEA Y=Y T8 b2V OREE, iemp ZAT)L
[port-number]] F9, ICMP T A —F[FAT 7 1 OIP 7u ha/ Loz b
{destination-ipv6-prefix/prefix-length | |/X7 A —# L1ZE AV ERUTTTN, ICMP X vE—Y XA FHB IV
any | hostdestination-ipv6-address’ I— R ANTA=EPREMENRTVWET, A7 aOF—T—R0D
[operator [port-number]] [icmp-type LZIRO LB Y T,
[icmp-code] | icmp-message] [dscpvalue]
[log] [log-input] *icmp-type : ICMP A vt —2 ZA T TT 4 N2 ) T D56
[routing][sequencevalue] WA LET, FEETX HEOHMMIL, 0~ 255 TI,
[time-rangename] .
* icmp-code : ICMP /3> % ICMP A vt —Y a— R Z A4 7T
TANE Y T T LERICATILET, FRETE D2MEOFMAIT,
0~ 255 T,
* icmp-message : ICMP /X7 F % ICMP X v & —3 A4 74 F 7
TICMP A vt = ZA T L a— A TTANT ) o TT DY
BIEANLET, ICMP A v =YD A THEBL N2 — 4
DY A MIONWTHE, ?F—2fHT L0, £FEZ0) =2
Davwr R Y77 Ly RAEBRLTIIEEN,
AT end FiHE EXEC £ — RIZRE D £,
78
ZFwy | show ipv6 access-list FUER YR FOREEHRLET,
79
Z7wy | show running-config AN EWRLET,
710

151

Switch# show running-config
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B 571X~ ~DIPGACLOM

ATV RFERET7TIIY BH#

ATy copy running-config startup-config | ({£F) av 7 Fal—var Ty A MIRERRFLET,
71

&1

Switch# copy running-config
startup-config

ROEXE
A B —T 2 A ATIPV6ACL ZT7 % vF LET,

A 23— x4 A~D IPv6 ACL O {170

LAYIA L E—T oA ATHRIEFRIIERE N 740712, HDADVELA Y2 A2 —T = A
ATCHEREN T 74 v 7IZACLZEHATEEY, LA VY3A L H—T A RATERBINT 747
W22 ACL 2T £,

AV Z =T 2 A ADT 7 AT 51213, ROFMHEZFATLET,

FIEDHE

enable

configureterminal

interfaceinterface-id

no switchport

ipv6 addressipv6-address
ipvétraffic-filteraccess-list-name {in | out}
end

show running-config

© e NS RN

copy running-config startup-config

F IR D8

ARV RFEREETO 3y BeY

ATy T enable i EXEC B— R&E A RX—7 I LET, NAT— K& A
NLFET (FEREINEZHE) .

1 -

Switch> enable

B #ETS5ybI4—La2T X2 L—2 32 74 K, CiscolOSRelease 15.2(3)E (Catalyst 3560-CX
LU 290CX XA v F)



| PeACLOEE

1v8—7z42~0 AL [

ARV RFERRTI Y

E[:)

2Ty T2 configureterminal sua—s ) ary7 4 Xal—vary T—FERBLET,
1
Switch# configure terminal
25y T3 interfaceinterface-id TIEA YA REEAT LA T 2L L H—T 2 g A (Fe
FNACLH) E72i3vA¥3A404—T7 x4 (b—% ACL
) ZRFELT, /A v ¥ —TxoAf AT 4 Fal—Tay
= FEHBLET,
ATvTa no switchport J—2% ACL T 5551, ZHUlk-TA v ¥ —7 =
AABLVAY2E—F (FT74/V 1) PHLAY3IE—FNIZ
Bl LET,
ZFv S5 ipv6 addressipv6-address LAY3f X —T7xAA (Jb—% ACLF) TIPv6 7 KL
AERELET,
2Ty T6 ipvétraffic-filteraccess-list-name {in | 4 L 27— 7 = A ZDER VT T4 v 7 FETITREF T 74 >
| out} 2T 7% A VA NEHALET,
GE) ot ¥—V—RiIL A 24 F—T AR (K—
b ACL) TEHYAR—bShFEHA,
ATvT1 end HiME EXEC £— RIZEY £,
1) :
Switch (config) # end
27y T8 show running-config AN EWRLET,
1) :
Switch# show running-config
Z2FvT9 copy running-config startup-config | ({Lif) =o 7 ¥ al—t 3y 77 A MCRELRIF L E

1 -

Switch# copy running-config
startup-config

R
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B reacLoE=4y2Y

IPVGACLDE=421) 4

WDOFIGRENT- 1 DFEITEHOEMEEXEC 2~ REEA LT, REHFLDTITOT 7

A VAR, §XTCHOIPV6 T 78R VRN, FHEIHFEOT 7R U R MIETALHEREFRT

% i ﬁ‘o

av YR By

show access-lists ZA O FICREEINTZTRTOT7E®A Y X K
EFRRLET,

show ipv6 access-list [access-list-name] REBHSDTXTOIPV6 T 78R YA MNE
IILBTTHRESNET 782 U X MaFRLE
R

KIZ. show access-lists ##4f EXEC =2~ > RO IR LET, HIIiE, A vTFERITA
A vF AL TICREFEHDODTXTOT 78 A R IBFRENET,

Switch # show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipvé
permit ipv6 any any sequence 10

KIZ. show ipv6 access-lists f7#E EXEC =~ > RO Nl 2R~ L £, HAIZIE, A v T £
IR v T AP JIZREEHDIPV6 T 72 A U A MIFRERENET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eq telnet sequence 20
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