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e [Cisco Nexus 1000V TH LN U HEFK S 727 72— L 22— K : Netflow IPv4 Protocol-Port |
(P.11-5)
#l 111 Cisco Nexus 1000V THOMLHEHERSN/=70— La—F : Netflow-Original

nl000v# show flow record netflow-original
Flow record netflow-original:
Description: Traditional IPv4 input NetFlow with origin ASs
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No. of users: 0

Template ID: 0O

Fields:
match ipv4 source address
match ipv4 destination address
match ip protocol
match ip tos
match transport source-port
match transport destination-port
match interface input
match interface output
match flow direction
collect routing source as
collect routing destination as
collect routing next-hop address ipv4
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last

nl000v#

S

(;¥)  show flow record =~ > RIZ X B HIIFERIZIE, ROITRFERINE TR, £lchda~v K
IZHTE Cisco Nexus 1000V TIEHR—FEhTHERAL, ZhbDa<wr REHEHLTH, =
VT AKX L= a VITEERBEHY FE A

collect routing source as

collect routing destination as

collect routing next-hop address ipv4

#l 11-2 Cisco Nexus 1000V THOLM LHEEEShI=70— La—F : Netflow IPv4 Original-Input

nl000v# show flow record netflow ipv4 original-input
Flow record ipv4 original-input:
Description: Traditional IPv4 input NetFlow
No. of users: 0
Template ID: O
Fields:
match ipv4 source address
match ipv4 destination address
match ip protocol
match ip tos
match transport source-port
match transport destination-port
match interface input
match interface output
match flow direction
collect routing source as
collect routing destination as
collect routing next-hop address ipv4
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
nl000v#
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#l 11-3 Cisco Nexus 1000V THoh LHEZEShf=70— L a— F: Netflow IPv4 Original-Output

switch# show flow record netflow ipv4 original-output
Flow record ipv4 original-output:
Description: Traditional IPv4 output NetFlow
No. of users: 0
Template ID: 0O
Fields:
match ipv4 source address
match ipv4 destination address
match ip protocol
match ip tos
match transport source-port
match transport destination-port
match interface input
match interface output
match flow direction
collect routing source as
collect routing destination as
collect routing next-hop address ipv4
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
switch#

#l 11-4 Cisco Nexus 1000V ThH oM LHEZEEh-70— La—F : Netflow IPv4 Protocol-Port

switch# show flow record netflow ipv4 protocol-port
Flow record ipv4 protocol-port:
Description: Protocol and Ports aggregation scheme
No. of users: 0
Template ID: 0
Fields:
match ip protocol
match transport source-port
match transport destination-port
match interface input
match interface output
match flow direction
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
switch#
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o TH—NR—ERMIET /T 4T L0 TOM, 7Tu—THLWAT Yy hEZEFELTHRWEGA
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11-2 NetFlow L% 4 —IAD70—DI Y RFR—

Enterprise Enterprise

Campus ; Remote-Branch
Service

Provider

Enterprise
Remaote-Branch

NetFlow Export
to Server

Export from remote
site to Central Server

______
_________

NetFlow 7—4% D4l

W DOKIL, NetFlow 7 — % O] &R L TWET,

11-3 NetFlow ¥+ v < a DOl

1. Flow cache—The first unique packet creates a flow

Fa1/ 170100212 Falvd 10022712 1 B 10 1000 182 24 E 163 24 16 100232 16X 4
Fal/@ 17310032 Falv0 10022712 [ 40 0 2491 15 [P 196 15 /24 15 100232 T40 4B 1

Fal/ 172100202 Felvl 10022712 1" 80 10 0000 161 R4 18D 10 24 1 100232 1478 11455 3
Fa1 97310082 FalD 10022702 L} a0 0 20 W 20 8 &) 24 1B 100232 W40 245

= Inactive Flow {15 sec is defaylt)
2. Flow Aging Timers = Long Flaw (30 min (1800 sec) is default)
- Flow ends by RST or FIN TCP Flag

Fa1d 173100212 Falvd 10022712 11 1] 10 11000 00AZ 74 L] ooaz 24 1% 100233 1538 4

3. Flows packaged in export packet
Non-aggregated Flows—Export Vorsi

4, Transport Flows to Reporting Server Export
Packet
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j‘@

NetFlow DrEIRSH

o NetFlow (ZIBMAEY & CPU VY =2z T 570, VY —ABHICEETHILENH D £
‘a_o

e AEFVYLCPUYY—RIF, 7RB— F=X A B —T 2 AEKRATFT 47 FT25 VEM BN L F
4, UY—Z1X VEM E® CPU 270k > T, FIRENTWET,

REFDIEFHS LK UFHIHNER

NetFlow (2B A% EROEEFIEL L OB FEIT., kKoL BY T,
o EETAVH—T 2 A ADRHFEINTWARNVEE, NetFlow =7 AR—X 3T 4 =T /LOIRRED
EETT,

e Cisco Nexus 1000V TiL, T 74/ F T, T AR—FDEEFETA LV F—T =4 AL LT,
Mgmt0) £ > ¥ —7 = A ANFREINET, BREIEUT, EEFLA v F— T oA AZELTEE
j‘@

* Cisco Nexus 1000V (21X, KOH LN UOERINTCT7r— La— FREENTNEH, HL
wWrnr— La— RFaElRT 500, InEFEHTEET, #Fllc VT, [Ve— Lva—F
EF] (P11-2) 2L TIEIN,

— netflow-original
Cisco Nexus 1000V O H 500 UHER I NSO, A AS 2 & T IPv4 AJJ NetFlow
— netflow ipv4 original-input
Cisco Nexus 1000V O H 520 U EFR I N0 D IPv4 A J) NetFlow
— netflow ipv4 original-output
Cisco Nexus 1000V O & 5 UDEFR SNZHEK D IPv4 H ) NetFlow
— netflow ipv4 protocol-port
Cisco Nexus 1000V O H 5N U EZR S N7 v fhaLBLOFR— MEKH K
s WR1OD7r— E=F%, KFHAOHEA L Z—T A AT L THALET,

e KR2ODT7B— I AR—F %, FE=HXIZKHLTHATLET,
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WD 7ua— Fyr— I, NetFlow 2o 7 4 Fal— gy FatA2RNTAEEDI/ER SN TWE
T, FFRIEZRET L6070 — Fry—MNIRY, T XTCOLBERFIELZELWIEFTET LD
ERRER L T E &0,

20— F¥— bk : NetFlow O&E

rzo— va—FrFoE#xl (P.11-10)

v

rMo—xxHRR—420EZH] (P.11-13)

v

rMoo—x=-40%%1 (P.11-16)

v

20— EZ20RA 23— 14 A~D
FY LTI (P11-18)

v

JO— La—FOESH
COFIEAFERLC, 7r— La— REERLET,
N

GF) MEET, I7o— La—FEs#] (P11-2) THH X4 TS Cisco Nexus 1000V O H 50> U HES
nrva—Reffifc&Ed, Ve—x=40EXE] (P.11-16) 22 L T, HONUDERINEZ
La—R%, 7a— =X 2@ LET,

1h&H B
ZOFIBEBMT HENS, KOS EZEMETIIET LTI LERNHY £,
e ZIDT7u— La—RKR—FTIE4TarEmRELET,
e ZOT7u— La— RBRNETES T VarEmiBLET,
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I OWTIE, T7e— La—FREKR] (P11-2) 22 L TIEE0,

(GE)  show flow record =~ > RIC L D HIAERICIL, ROMTHFERINETH, K2 D 2~ FIFHIE
Cisco Nexus 1000V TlEHA—hrInLTWEHA, ZhoDa~vr FEFEHALTH, 27 4 Fal—
Ta IREETH Y FE A,
collect routing source as
collect routing destination as
collect routing next-hop address ipv4

FIROHME
1. configt
2. flow record name
3. description string
4. match {ip {protocol | tos} | ipv4 {destination address | source address} | transport
{destination-port | source-port}}
collect {counter {bytes [long] | packets [long]} | timestamp sys-uptime | transport tcp flags}
show flow record [name]
copy running-config startup-config
FIED
avvFk i
A7y71 config t CLIZm—r\)v ary7 4 Falb—sr F— &
HMLET,
%l -
nl000v# config t
nl1000v (confiqg) #
A7972 £low record name ZEIZLIc7e— La— RE2E/RL, BEDOL a2 —
FC,.CLI 7e— lLa—RFRary74FXalb—vav
i - E— RV EZET,

nl000v (config)# flow record RecordTest
nl000v (config-flow-record) #

A7973 description string (EE) 63 XFLHNDOHREZZ D 7o — La— KRB
ML, Effar 74 X¥al—a U IEFELET,
-

nl1000v (config-flow-record) # description
Ipv4Flow
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A7974

A7y75

27976

A797 7

avwyFk

B&

match {ip {protocol | tos} | ipv4 {destination
address | source address} | transport
{destination-port | source-port}}

Bl :
nl1000v (config-flow-record) # match ipv4
destination address

RONTNNE—HTEH 70— La—ReEHEL.
FIFar 74 F¥al—va VIR EFELET,

e ip: RKOIPA TV aronThnt —HLET,
— protocol
— tos (¥ A7 47— XR)

o ipvd: RO ipvd T KL A A7 2 v onFhn
L LET,

- HEIXT FLA
— SESET KL

e transport: RO h T VAR — [ A7 a DOV
ThnrE—ELET,

— s —h

- HfEEA—h

collect {counter {bytes [long] | packets
[long]} | timestamp sys-uptime | transport
tep flags}

i :
nl000v (config-flow-record) # collect
counter packets

INEA T a v ERELT, 7o— La— RTE

THEREERL, FTar 74 Fab—ra VIR

FLET,

e counter : RO +—~< v hOWTNNT, 7
B— La— FEREZNELET,

— bytes: 32 By OB U A TINESHET
(R 7 D64y b AT EPEESNTD
L85G %R,

— packets : 32 B hDOA T X TINESNE
T (7064 vy b AV IREESH
TWaEHHEERL),

e timestamp sys-uptime : 7 7 — O E 7 13K
Ry MEBIT 5 v AT ABREIRR 2 U U
‘d—o

e transport tep flags : 72— /X7 > D TCP K
FUAR=F LAY 777 ENELET,

show flow record [name]

i :
nl1000v (config-flow-exporter)# show flow
record RecordTest

(fE&) 7vn— La—RFERERTLET,

copy running-config startup-config

Bl
nl000v (config-flow-exporter)# copy
running-config startup-config

(EEB) FErvhoary 74Xl —rva AL — |
Ty aryZ4Xal—yaglar—L, U7 —
N EHEBIZITo T, KAMICRFELET,

Wiz, 7r— La— FefERT 56 %2R LET,

nl000v# config t
nl000v (config)# flow record RecordTest
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nl000v (config-flow-record)
nl000v (config-flow-record)
nl000v (config-flow-record)
nl000v (config-flow-record)
Flow record RecordTest:
Description: Ipv4flow
No. of users: 0
Template ID: 0O
Fields:
match ipv4 destination address
match interface input
match interface output
match flow direction

description Ipv4flow

match ipv4 destination address
collect counter packets

show flow record RecordTest

#
#
#
#

collect counter packets
nl000v (config-flow-record) #

20— IH9RAEKR—FDEE

ZOFIEEEHA LT, 7r— La—Fh NetFlow 2L 7 % —NZx 7 AR — s N5 & HiEkx
EFRT D, 7r— =7 AR—FEERLET,

1R BHIIZ

ZOFNEEBET 2N, WOEEZHMBEITIFEITLTBLERH D 7,

o JKKR2OODTO— I AR—EE, FEE=FIIH L THFATLET,

e NetFlow = L7 # — D% IP 7 FL A 2R L £,

e Tu— La— NPREFEINDIEFITLA LV F—T oA AR LET,

o ILJANFHEL TS MT U AKR—k UDP 2R L £,

o ITJAR—K TFxF—~v h _X=V g3 9NRPR—FEINTWNER—T 9 T,
FlENHE

config t

flow exporter name

description string

destination {ipv4-address | ipv6-address}
dscp value

source mgmt 0 slot/port

transport udp number

NSO o A~ ODd-=

version 9

9. option {exporter-stats | interface-table} timeout seconds
10. template data timeout seconds

11. show flow exporter [name]

12. copy running-config startup-config
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Bl NetFlow OE%E

FIED

ATy71

A7y72

A7y73

ATy7 4

A7y75

27976

ATy7 T

ATy7 8

avyv Rk B

config t CLIZua— )b arv74F¥alb—vary T— ReH
BLET,

Bl :

nl000v# config t
nl1000v (confiqg) #

flow exporter name

-

nl000v (config)# flow exporter ExportTest
nl1000v (config-flow-exporter) #

Tu— T AR—ZEERLT, FEfTar71F¥=
L—va MRFLET, KIZ, CLIZ7r— =27 X
R—F a7 4 X2l —ay T— ROz
‘é_o

description string

-

nl000v (config-flow-exporter) #
description ExportV9

63 LFLNOBMEZ Z D7 m— 7 AR —F |ZiBN
L, EfTar74Xal—va ik FmLET,

destination {ipv4-address | ipv6-address}

-

nl000v (config-flow-exporter) #
destination 192.0.2.1

IDTa— T AR—BDGEIEA v E—T = A AD
IP7 FLRZREL, FfTary74F¥alb—va
WCIRFELET,

dscp value

-

nl1000v (config-flow-exporter)# dscp 0O

ZpoT7u— £ AR—EZO DiffServ =2— KR A > b
iz 0~ 63 OHFMPEHATHEL T, Efrar 74X
L—3 g VTRELET,

source mgmt interface number

i -

nl1000v (config-flow-exporter) # source
mgmt O

71— L a— K2 NetFlow =2 L7 ¥ — %S
nNoA 2 —7xA4RAEHER/ELT, Ef7ar 74
ol — g NBREELET,

transport udp number

-

nl000v (config-flow-exporter) # transport
udp 200

NetFlow 2 L7 & 3 NZEGET B 7O H T 5585
UDP R— b %, 0 ~ 65535 O#iH THE LT, E17T
a7 4 Xalb—a VIREFELET,

version {9}

-

nl000v (config-flow-exporter) # version 9
nl000v (config-flow-exporter-version-9) #

NetFlow =7 AR—h R"—=T a3 9 #igE LT, £
ITar74Xalb—va iRk FELET, KRIC, =7
AR—F N"—=V g3 9arT74Xal— gy T—
Nzl B2 £,
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NetFlow oz N

avw> kR B
ATv79 option {exporter-stats | interface-table |k —V g3 9 DI AR—ZFHEFXA~—E[HD
| sampler-table} timeout value b‘fﬂﬁ)i’\ 1 ~ 86400 *9\@%@(*5% L. ;%??:
V74 Falb— g SITREELET,
%l - * exporter-stats
nl000v (config-flow-exporter-version-9) # .
option exporter-stats timeout 1200 * interface-table
e sampler-table
A7971) template data timeout seconds FUTFL— K F—HEEXAv— L%, 1 ~ 86400
BOFATREL T, ETar74¥alb— 3
ﬁ“ : 1%@ l/ i ‘d—o
nl1000v (config-flow-exporter-version-9) #
template data timeout 1200
A797 M show flow exporter [name] E5) 7n— =/ 2AF—FICHT A EREERLE
‘d—o
i :
nl1000v (config-flow-exporter)# show flow
exporter
A79712 copy running-config startup-config (LB #F7Poary 74 X2 —3 a2 AZ— |

Bl :
nl000v (config-flow-exporter) # copy
running-config startup-config

Tyl arZ4¥al—yagglar—_r, V77—
b EHFEBIZIT> T, KAMICHRAFELET,

w2, 7r— 27 AR—=Z 2 FT 6 2R LET,

nl000v (config) # flow exporter ExportTest

nl000v (config-flow-exporter) # description ExportHamilton
nl1000v (config-flow-exporter)# destination 192.0.2.1

)

nl1000v (config-flow-exporter)# dscp 2
)
)

nl000v (config-flow-exporter) # transport udp 200

nl1000v (config-flow-exporter)# version 9

nl000v (config-flow-exporter-version-9)# option exporter-stats timeout 1200

(
(
(
(
nl000v (config-flow-exporter) # source mgmt 0
(
(
(
(

nl000v (config-flow-exporter-version-9)# template data timeout 1200
nl000v (config-flow-exporter-version-9)# show flow exporter ExportTest

Flow exporter ExportTest:
Description: ExportHamilton
Destination: 192.0.2.1
VRF: default (1)
Destination UDP Port 200
Source Interface MgmtO
DSCP 2
Export Version 9

Exporter-stats timeout 1200 seconds

Data template timeout 1200 seconds
Exporter Statistics

Number of Flow Records Exported 0

Number of Templates Exported 0

Number of Export Packets Sent 0

Number of Export Bytes Sent 0

Number of Destination Unreachable Events 0

Number of No Buffer Events 0

Number of Packets Dropped (No Route to Host) O

Number of Packets Dropped (other) 0

| oL-19419-01-J
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Number of Packets Dropped (LC to RP Error) 0

Number of Packets Dropped (Output Drops) 1

Time statistics were last cleared: Never
nl1000v (config-flow-exporter-version-9) #

JO0— E-4ADEE

COFEEHEMALT, 7o— =4 &EKL, 7u— Lba—R&Tun— 7 AR=F2/EfkL1Iz7
m— E = 2 AT £

IR HHIIC
s MKRK1OD7u—F=F% HHAOHEA L F—T A ACHLTHATLET,
e ZDT7u— E=HEHEAMTIMFOTE— 7 AR L BB LET,
s ZO7u— =S EMEMTIMFO T — La— RAEKRLET, DANCERLIZ7 82— L
22— RE IR D Cisco Nexus 1000V O H 5 UDERI N7 0 — La— ROWT sz E A
T&EET,
— netflow-original
— netflow ipv4 original-input
— netflow ipv4 original-output
— netflow ipv4 protocol-port
ZJu— La— RKOFMZoOWTIE, [7r— La—RERZ] (P11-2) 22 L TLEEN,
FIRDOHE

config t

flow monitor name

description string

exporter name

record name

timeout {active value | inactive value}
cache {size value}

show flow monitor [name]

© O N g kDN

copy running-config startup-config

Cisco Nexus 1000V System Management > 74 ¥al—>3> A4 F JU—X 4.0
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NetFlow oz M
Fgn ¥4
avwvFk B
A79F1 config t CLIZu—n)Lary7 4F¥alb—i gy T— &M
HBLET,
Bl -

A7y72

A7y73

ATy7 4

A7y75

A7y7 6

ATy71

nl000v# config t
nl1000v (confiqg) #

flow monitor name

-

nl000v (config)# flow monitor MonitorTest
nl1000v (config-flow-monitor) #

AEIS LT — = Z BER L, FElTa T4
Falb—va IR EFELET, ®IZ, CLI 72— %F
=F arT7 4 F¥al—iary E— R EZET,

description string

-

nl000v (config-flow-monitor)# description
Ipv4Monitor

() BEasn-7a0— E=XOBEAE. 63 XFU
TOREHFCTHPHAO LTI ZBML, a7 4
Fal—ia IR ELET,

exporter name

-

nl000v (config-flow-monitor)# exporter
Exportv9

fBEESNEZ7n— E=20BAIT. MEO7r— <
JAR—=HEBIML, FTa 7 4Fa2b—T 302
BIELET,

record {name | netflow {ipv4}}

Example using Cisco Nexus 1000V
pre-defined record:

nl000v (config-flow-monitor)# record
netflow-original

Example using user-defined record:
nl1000v (config-flow-monitor)# record
RecordTest

feEENE-7n— E=20BEAIT. BMEDO 7 — L

a— REBML, FT7ar 7 4 Falb—3 g VITRAE

Lij‘o

e name : URNCIERR LTI 7n— La— K4, £7-
I RAaPBEL TV DEIH LN LD ERINZ T
H— L a— R4,

o netflow : 73k D NetFlow UUEE J7 5
— ipv4 : fE3K D 1Pv4 NetFlow IUE =

timeout {active value | inactive value}

Bl :
nl000v (config-flow-monitor) # timeout
inactive 600

UEE) fsEan/-7u— E=F 04, Va2 A
~—tFrvianboFnomr N OEERTE L,
FFar 74 X¥al—va B ELET.

e active: 7V T 47, v, £RIEEAA LT Y
Fo RSN TWDIEIX, 60 ~ 4092 FPOFEPH T
T 7 74 /V MEIX 1800 T,

e inactive : JET VT 4 TELIFBEDOLX A LT T
bo RIS TV DIEIX, 15 ~ 4092 O T
9, T 74V MEIZ 15 BT,

cache {size value}

#l :

nl000v (config-flow-monitor)# cache size
15000

(£E) BEshi-7n— =405, Fvvia

YA X% 256 ~ 65536 = U OFFATHREL., FE

Far7s¥alb—ya RFELET,

GE) TDOF T g, F=H Ty a2 DATE
VERT p—< U A~DEEBEEZMA £1,

| oL-19419-01-J
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avyFk B
Z7%78 show flow monitor [namel] (EE) Bffo7u— =X |23+ ABHREETRLE
R
Bl :
nl000v (config-flow-monitor)# show flow
monitor Monitor Test
A7979 copy running-config startup-config (EE) 790 ary 74 X2l —3ar a2 AKX —h
Ty arZ4Xalb—rvavizar—>L, V77—
#l ~EFIEE 21T o T, KAMIZRFLET,
nl000v (config-flow-monitor) # copy
running-config startup-config

Wi, 7a— 7 AR—FXEZERTAHERLET,

nl000v
nl000v
nl1000v

config)# flow monitor MonitorTest
config-flow-monitor)# description Ipv4Monitor
config-flow-monitor)# exporter ExportTest
nl1000v (config-flow-monitor)# record RecordTest
nl000v (config-flow-monitor)# cache size 15000
) #
) #

nl1000v (config-flow-monitor timeout inactive 600
nl000v (config-flow-monitor show flow monitor MonitorTest
Flow Monitor monitortest:
Use count: 0
Inactive timeout: 600
Active timeout: 1800
Cache Size: 15000
nl000v (config-flow-monitor) #

JO0— EZA3DAEZ—T A AANDE|Y HT

COFIEEEM LT, VJo— E=FE A 2 —T oA AZHEY B TET,

1R DI
o AUH—T A RMHHTDEI Ve — F=X L4 MR LET,
o AUH—T A AL T LEEERMRLET,

FlEDHEE

config t
interface interface-type interface-number
ip flow monitor name {input | output}

show flow interface-type interface-number

o A~ D=

copy running-config startup-config
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NetFlow MDE%5E

FIED

ATy71

A7y72

A7973

ATy7 4

27975

NetFlow oses W

avyv Rk B
config t CLIZa— )b arv74F¥alb—vary T— ReH
Bl :

nl000v# config t
nl1000v (confiqg) #

interface interface-type
interface-number

Bl
nl1000v (config) # interface veth 2
nl000v (config-1if) #

BEINZA LV F—T oA ADCLIA VY F—T = A
2 ary7Z4¥al—vay E— ROV ELET,

ip flow monitor name {input | output}

Bl :
nl000v (config-if)# ip flow monitor
MonitorTest output

BESNEA v EZ—T oA AT, A7
FHIZZr— =X 2E0 BT, EfTar7 ¥
L—y g VRIELET,

show flow interface-type
interface-number

i -

nl1000v (config-if# show flow interface
veth 2

(B fBESNIZA LV E—T oA ZADBE,
NetFlow s ENFRINET,

copy running-config startup-config

Bl :
nl000v (config-if)# copy running-config
startup-config

EE) ETHhoary 74 FXab—var B AX— |
Ty ar74¥al—vagglar—r, V77—
b EHFEBIZIT> T, KAMICHRAFELET,

WIZ, 7a— F=H oA X —T oA AZE0 L THHERLET,

nl000v (config)# interface veth 2

nl000v (config-if)# ip flow monitor MonitorTest output
nl1000v (config-if)# show flow interface veth 2

Interface veth 2:
Monitor: MonitorTest
Direction: Output

nl000v (config-1if) #

NetFlow D&% E I

%l 11-5
RIZEALET.

nl000v# config t
nl000v (config)# flow record RecordTest

COFITIE, HLWLWIR— LOa—

FEERLT, 7JA— E-4%EHKL. ThEA 8 —T x4

nl000v (config-flow-record)# description Ipv4flow

| oL-19419-01-J
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W NetFlow OEEHI

nl000v (config-flow-record) # match ipv4 destination address
nl000v (config-flow-record)# collect counter packets
nl000v (config-flow-record) # exit
nl000v (config) # flow exporter ExportTest
nl000v (config-flow-exporter) # description ExportHamilton
nl000v (config-flow-exporter)# destination 192.0.2.1
nl1000v (config-flow-exporter)# dscp 2
nl000v (config-flow-exporter) # source mgmt 0
nl1000v (config-flow-exporter)# transport udp 200
nl000v (config-flow-exporter)# version 9
nl000v (config-flow-exporter-version-9)# option exporter-stats timeout 1200
nl000v (config-flow-exporter-version-9)# template data timeout 1200
nl000v (config-flow-exporter-version-9)# exit
nl000v (config-flow-exporter) # exit
nl000v (config)# flow monitor MonitorTest
nl000v (config-flow-monitor)# description Ipv4Monitor
nl000v (config-flow-monitor)# exporter ExportTest
nl000v (config-flow-monitor)# record RecordTest
nl000v (config-flow-monitor)# exit
nl000v (config)# interface veth 2/1
nl000v (config-if)# ip flow monitor MonitorTest output
nl000v (config-if) # show flow interface veth 2/1
Interface veth 2/1:
Monitor: MonitorTest
Direction: Output
nl000v (config-1if)#

%l 11-6 ZoOfiTiE, HohrLHERERSN-LI—FEEALT, 70— E=42%2E&L.

T/ RIEALET,

nl000v# config t
nl000v (config)# flow exporter ExportTest
nl000v (config-flow-exporter) # description ExportHamilton
nl000v (config-flow-exporter)# destination 192.0.2.1
nl000v (config-flow-exporter)# dscp 2
nl000v (config-flow-exporter) # source mgmt 0
nl000v (config-flow-exporter) # transport udp 200
nl000v (config-flow-exporter)# version 9
nl000v (config-flow-exporter-version-9)# option exporter-stats timeout 1200
nl000v (config-flow-exporter-version-9)# template data timeout 1200
nl000v (config-flow-exporter-version-9)# exit
nl000v (config-flow-exporter) # exit
nl000v (config)# flow monitor MonitorTest
nl000v (config-flow-monitor)# description Ipv4Monitor
nl000v (config-flow-monitor)# exporter ExportTest
nl000v (config-flow-monitor)# record netflow-original
nl000v (config-flow-monitor)# exit
nl000v (config)# interface veth 2/1
nl000v (config-if)# ip flow monitor MonitorTest output
nl000v (config-if) # show flow interface veth 2/1
Interface veth 2/1:

Monitor: MonitorTest

Direction: Output
nl000v (config-1if) #

EhEfAo5—
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NetFlow n&ewkz W

NetFlow &% 7E ®E2

NetFlow SEZERT HITIE, £ 1I-1 THAINLTWSa~vr FEEHLET,

® 111 NetFlow D&% EHEE
avwrk B
show flow exporter [name] NetFlow 70— =7 AR—% <~ v FIER>F

R~LET,
B 11-7 (P.11-21) Z#ZHL T ZE VY,
show flow interface [interface-type number] |NetFlow f > % —7 = A AT AFHRAEZFERL

i‘j—o

B 11-8 (P.11-22) ZZMRL T IZENY,
show flow monitor [name [cache module NetFlow 72— E=X |ZTAFEREZF LT
number |statistics module number] 4+

(G¥) show flow monitor cache =~ N,
Xyvva 2RI HERRTDHENVI R
C. show flow monitor statistics =~ >~
FEITHERY £, £ vk v i3
HOXy v albdizh, Zhbna
<Y ROTRTOHIARILX, H—n
(Y a—NVFEREFIARANE LRI E
9) O vty HIZESHTWET,
HBEoTeeyHEFERALT, 1207
a—DRry MR L TWDEE, W
Coa—n&7raty IR RENET,

WOB =SB LT IEEN,
e [Show flow monitor] (P.11-22)

e [Show flow monitor cache module]

(P.11-22)
e [Show flow monitor statistics module
(P.11-23)
show flow record [name] NetFlow ® 72— L =z1— }‘Fﬁi%&ffﬁﬂ? Lij—o

#l 117 Show flow exporter

nl000v (config-flow-exporter-version-9)# show flow exporter ExportTest
Flow exporter ExportTest:
Description: ExportHamilton
Destination: 192.0.2.1
VRF: default (1)
Destination UDP Port 200
Source Interface 2
DSCP 2
Export Version 9
Exporter-stats timeout 1200 seconds
Data template timeout 1200 seconds
Exporter Statistics
Number of Flow Records Exported 0
Number of Templates Exported 0

Cisco Nexus 1000V System Management > 274 ¥alb—>a> A4 F )J—X 4.0
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Number
Number
Number
Number
Number
Number
Number
Number

Time statistics were last

of
of
of
of
of
of
of
of

Export Packets Sent 0

Export Bytes Sent 0

Destination Unreachable Events 0
No Buffer Events 0

Packets Dropped (No Route to Host) O
Packets Dropped (other) 0

Packets Dropped (LC to RP Error) O
Packets Dropped (Output Drops) 1

cleared: Never

nl1000v (config-flow-exporter-version-9) #

%1l 11-8

Show flow interface

nl000v (config-if)# show flow interface VEth2
Interface veth2:

Monitor:
Direction:

MonitorTest
Output

nl1000v (config-if) #

%l 11-9

nl000v (config)# show flow monitor

Flow Monitor MonitorTest:
Description: Ipv4Monitor
Use count: 1
Flow Record: test
Flow Exporter: ExportTest
Inactive timeout: 15
Active timeout: 1800
Cache Size: 15000

Flow Monitor MonitorIpvé4:
Description: exit
Use count: 70
Flow Record: RecordTest
Flow Exporter: ExportIpvé
Inactive timeout: 15
Active timeout: 1800
Cache Size: 4096

nl000v (confiqg) #

il 11-10 Show flow monitor cache module

nl000v# show flow monitor test_mon cache module 5

Cache type: Normal
Cache size (per-processor): 4096
High Watermark: 2
Flows added: 102
Flows aged: 099

- Active timeout 0

- Inactive timeout 099

- Event aged 0

- Watermark aged 0

- Emergency aged 0

- Permanent 0

- Immediate aged 0

- Fast aged 0
Cache entries on Processor0

- Active Flows: 2
- Free Flows: 4094

Show flow monitor

AAEJY—R4.0

Il Cisco Nexus 1000V System Management a7 4¥al—Y3>

0OL-19419-01-J |



| £11% NetFlow OFEE

NetFlow n&ewkz W

IPV4 SRC ADDR IPV4 DST ADDR IP PROT INTF INPUT INTF OUTPUT FLOW DIRN
0.0.0.0 255.255.255.255 17 Vethl Input
7.192.192.10 7.192.192.2 1 Vethl Eth5/2 Input
Cache entries on Processorl
- Active Flows: 0
- Free Flows: 4096
Cache entries on Processor2
- Active Flows: 1
- Free Flows: 4095
IPV4 SRC ADDR IPV4 DST ADDR IP PROT INTF INPUT INTF OUTPUT FLOW DIRN
7.192.192.10 7.192.192.1 1 Vethl Eth5/2 Input
Cache entries on Processor3
- Active Flows: 0
- Free Flows: 4096
Cache entries on Processord
- Active Flows: 0
- Free Flows: 4096
Cache entries on Processor5
- Active Flows: 0
- Free Flows: 4096
Cache entries on Processor6
- Active Flows: 0
- Free Flows: 4096
Cache entries on Processor?7
- Active Flows: 0
- Free Flows: 4096
#l 11-11 Show flow monitor statistics module

NX-1000v# show flow monitor test _mon statistics module 5

Cache type:

Cache size (per-processor):

High Watermark:
Flows added:
Flows aged:

- Active timeout

- Inactive timeout

- Event aged

- Watermark aged
- Emergency aged

- Permanent

- Immediate aged

- Fast aged

Cache entries on Processor0

- Active Flows:

- Free Flows:

Cache entries on Processorl

- Active Flows:

- Free Flows:

Cisco Nexus 1000V System Management 2> 7 1 ¥a L—
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Cache entries

on Processor2

- Active Flows: 1
- Free Flows: 4095

Cache entries

on Processor3

- Active Flows: 0
- Free Flows: 4096

Cache entries

on Processor4

- Active Flows: 0
- Free Flows: 4096

Cache entries

on Processor5

- Active Flows: 0
- Free Flows: 4096

Cache entries

on Processor6

- Active Flows: 0
- Free Flows: 4096

Cache entries

on Processor7

- Active Flows: 0
- Free Flows: 4096
#l 1112 Show flow record

nl000v (config-

flow-record) # show flow record RecordTest

Flow record RecordTest:
Description: Ipv4flow
No. of users: 0
Template ID: O

Fields:
match
match
match
match

ipv4 destination address
interface input
interface output

flow direction

collect counter packets

nl000v (config-

T4 MERE

flow-record) #

# 11-21Z. NetFlow XT A =X DT 73 )V FREEZ U A FFRRLET,

® 11-2 T 74l h®D NetFlow /85 *—4

RS A—4 T4

source interface mgmt0

match e A2 —7 xR (FEE/HIZ)
flow monitor active timeout 1800

flow monitor inactive timeout 15

flow monitor cache size 4096
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zotomEry W

ZDHDBEEEH

NetFlow 3232 B 2 IS RICHOW T, ROEEZBBRL T E W,
o [BhEERL (P.11-25)
o [fEAEHIME | (P.11-25)

BEhEEMN

HERA X=aF7IL EAL ML
Cisco NetFlow D% http://cisco.com/en/US/products/ps6601/products_ios_protocol_gro
up_home.html

RERE

RERE 24 ML

COMRETY AR — SN DR £ ITUET S g | —
BRI H D £ A, £lo. ZOKREIZ K DBEFOIERE
B R — FOLFEITH Y £HA,
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