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EFRLET, HANIKRD AT A—F THEATE £7,
avy kR
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JTIE, ZONRTA—HIIBETE LT 74V NOEEET V—T BERINET,
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* adm
* bin
* daemon
* ftp
* ftpuser
* games
* gdm
* gopher
* halt
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* mailnull
* man
* mtsuser
* news
* nobody
* shutdown
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* Sys

* uucp
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switch(config) # username
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ATFvT4 switch(config) # exit Jua—) a7 4 F¥al—arT—RREET
L/ \i ‘g—O

ATvw S5 switch# show user-account G-y
H—/VREZ TR LET,
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switch# configure terminal
switch (config)# username NewUser password 4Tyl8Rnt
switch(config)# exit

switch# show user-account
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switch# configure terminal
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switch(config) # role name
role-name
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vary ET—REBBLET,
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ATvT3
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switch(config-role) # rule
number {deny | permit}
command command-string
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command-string \Z1%, AN—AB X OEHKRBLZ S
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ATy T4 switch(config-role)# rule number | 4 ~T OFAEDFHEH I Y BEFH L — L F 72 1355 4 L
{deny | permit} {read | D/EEZRABN—LERELET,
read-write}
ATvT5 switch(config-role)# rule number | Frg |2 L C, FiAH D FHABAINGEAIY & &
{deny | permit; {read | XABOBIRINZEFHE L ET,
read-write} feature .
feature-name show role feature =~ > R Zffi 9 4uE, BERED U
A MMFEREINET,
VERHAIOKIZ T ZDa~y REBYIRLET,
2T T6 switch(config-role)# rule number | B GE 7 L — 7\ 2%F LT, FeAx B 0 BLHHLRI 32
{deny | permit} {read | By & #EEALOBAINEZRELET,
read-write} feature-group .
group-name show role feature-group =~ > R &AL,
REZN—T DY A RNRRRENET,
VERBAIOKE T ZOa~vy FE#EVIRLET,
ATvIT1 switch(config-role)# description | ({T-7%)
text n—/L O ZHRELES, HPIZIEAN—2 %
BHDHIEMTEET,
2Ty T8 switch(config-role)# end =)L a7 4 X2l —varyE—FREKTLE
B
ATFvT9 switch# show role =
=Y m—LOREEZRFLET,
2TFvT10 switch# copy running-config (CEy=§

startup-config

V7= BN AX— R FIZEf T2y 7 4 F =
L—ya B AZ— KTy a7 4 X¥ab—vg
Zar—LC, EEEKEOICHRTELET,

wIZ, 22— v— L EER L TL— %

switch# configure terminal

switch (config)# role
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #
(

name UserA

rule deny read-write
description This role
end

switch(config)# show role
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ET DB R LET,

rule deny command clear users

does not allow users to use clear commands
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switch# configure terminal

Ju—)Lar7 4 xXal— g rE— NG
L\i—g_o

ATvT2

switch(config) # role
feature-group group-name

a—HF o — RS L — T EIEE LT, v—L
HEIN—T ar 7 4 Fal—varE— Rafth
]\/i‘ﬁ—o

group-name 1%, K 32 LFOIETF T, KILF
EINCFREB EIE T,

ATvT3

switch(config) # exit

Jua— ) ar 74 FXal—varEw—REKT
L/\i‘g—o

ATv T4

switch# show role
feature-group

(CE =
o — ) LHSRE L — T RE R TR L E T,

ATy T5

switch# copy running-config
startup-config
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V7 —bhBEQNY AX— MNFIZCEfTa 7 4 X =
L—valv A — T vl a7 X lb—
vavizar— LT, BEEKEHIIZRFELET,

WIZ, WREZ NV — T AR Dl 2R L E T,

switch# configure terminal

switch (config)
switch (configqg)

# role feature-group groupl
# exit

switch# show role feature-group

switch# copy running-config startup-config

switch#

A—HAa—J)LA R —T A RAR)—DER

=P - A H T2 A AR —%EHTTEHILT, 2—YFRT I EATEEHA L H—
T oA ALEHIBTEET, B—ANT I EATERAL L F—T 2 ADY A MNEHEELET, =
NEVHERA L H—T oA ADIETHRETE £,
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ATvT1 switch# configure terminal Ja—r )y ary7 4 Xal—arE— RNeH
BLUET,
RATFwT2 switch(config) # role name a—P o—LEEEL, e—L a7 X2
role-name L—yary E—REBLET,
2Tw T3 switch(config-role) # interface |o—/ (X —T (AR —ar 7 X
policy deny L—ya v ' Rahn L9,
ATFw T4 switch(config-role-interface) # O— N7 I EATCXAAL L E—T A ADY
permit interface interface-list | z | -5 £,
WMEIRA VB =T =2 A ADKIEFZDa<w B
IR L ET,
ZoAax s FORE. A =Ry b A ¥ —
TxA R, BEEETEET,
RATFvTH switch(config-role-interface) # |m—/L (L B —T =2 Af ZARY L —aL 7 1 Fa
exit L—yay E—RERTLET,
RATYT6 switch(config-role) # show role | (-3
H—LREZFRRLET,
ATFwTT switch(config-role) # copy ==
running-config startup-config |47 7 ;XL —v g% RAX— T v
TarZ4Xal—variiar—LE7,

WIZ, 2=YPRT IV BATELA,A L F =T = A A%HIRT L7202, 2a—HFr—n A 2—T=

AARARY =2 EBES LB 2RLET,

switch# configure terminal

switch(config)# role name UserB

switch(config-role)# interface policy deny

switch (

switch (
(

config-role-interface)# permit interface ethernet 2/1
config-role-interface)# permit interface fc 3/1

switch (config-role-interface)# permit interface vfc 30/1

A—H4 A—)LVLANRY S—DER

22— m—/LVLANRY v —2BEFTHZ LT, 2—FNT 7B ATE D VLAN ZHIR CTx £
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ARV RFEREET7O2V3Y | B#
2Ty I switch# configure terminal S LAy T 4 K e — gy T R
BLUET,
ATvT2 switch(config) # role name D o LA EEL. Bl 2L T 4 Xa
role-name L—say B FERLLET
ATvT3 switch(config-role }# vlan policy | 7 — /L VLAN R Y v — a7 4 X2l —3 g
deny E— FEBtHLET,
ATvTAa switch(config-role-vlan# permit| = — )L 237 7 & 2 TX % VLAN O#H % H5E L
vlan vian-list 3,
WEE72 VLAN O¥IP T Z a2 RE#HDIRL
£75
ATvT5 switch(config-role-vlan) # exit | 7 — /L VLANE Y > — a2 7 4 ¥al— g v
F-RNEETLET,
ATvT6 switch# show role 3=
n—/VREZFRLET,
ATvF1 switch# copy running-config G
startup-config U T — hBEOY R H— MNRHCFA T 7 4 % a
L=y a VEAZ— Ty T ar7 fF¥alb—
Yailar—LT, BEEZKHRIHRTF L E
j—o

% TE DHEED

BREEMRT DI, ROWTIhoa~<wy REFEHALET,

avwo kR
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show role [role-name]

2—HF m—LOFRELZR RN LET,

show role feature

RAEU A PERRLET,

show role feature-group

EEEZ NV —T DREZFRLET,

show startup-config security

AH— T T a7 4 Fal—rgrDa—
Ty MEREER I LET,
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show running-config security [all] Erar 74 Xalb—aroa—rhuy
FEEEFRRLET, all ¥—U— R&4EET
Hé, =T HT L NOFT T H IV MEDRFER
SNET,

show user-account a—YF T hU MEREFTRLET,

A—"YHTF7HH9OFBEURACHDI—HF 7hHo kT
T4 )L FERE

WDOFEIZ, 2= THT7 L FBLIURRBAC RXTA—HDF 7 )V FiREEZ R LET,

R1: TIALMDA—F FTHO2 & RBAC/INS »—4

INTA—4 T4 b

2= T HT L h RAT—F RIE T,

A=Y T A b OANHIR QPR

AVHE =Tz AKRY — FTRTDOA U F—T oA AT 7 & AFHE,
VLAN R Y > — F_XTD VLAN |27 7 & A A[HE,

VFC R Y > — T OD VFC (2T 7 & AT[HE,

VETH RV v — JXTO VETH IZT 7 & A AlHE,

Cisco Nexus 3000 ') — X NX-08S R FLEHEIOV IJ4Xal—ay 4 K1) 1)—X5.0(3)U41)
| OL-26558-02-J



1—47HH bERBACORE |
B 297579 FBEURBACOI—H FHYIU kT4 FEE

Cisco Nexus 3000 ') —X NX-08S VA FLEEaAV I XalL—>3> HA4 K 1J1)—Z50(3)U4(1)
0L-26558-02-J |



	ユーザ アカウントと RBAC の設定
	ユーザ アカウントと RBAC の概要
	ユーザ ロール
	ルール
	ユーザ ロール ポリシー
	ユーザ アカウントの設定の制限事項
	ユーザ パスワードの要件

	ユーザ アカウントの注意事項および制約事項
	ユーザ アカウントの設定
	RBAC の設定
	ユーザ ロールおよびルールの作成
	機能グループの作成
	ユーザ ロール インターフェイス ポリシーの変更
	ユーザ ロール VLAN ポリシーの変更

	ユーザ アカウントおよび RBAC 設定の確認
	ユーザ アカウントおよび RBAC のユーザ アカウント デフォルト設定


