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RADIUS M ENEIRET S 1R HR
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3 o—#E, RADIUS =3B IR OWT DI EE2%1E LET,
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PNLBEMT—2 2 INELET,
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AAA R ORI 2 Eif0 T 5 720, EHIAIIZ RADIUS H—/3%F =% L. RADIUS ¥ —/3H3i
BrailkT (TI7A4A7) MEIDPERRDLLIC, AL v TERETEET, A vFiL, &%
K E 72 RADIUS 1 — %5 » K (dead) & L T~—2 L. 7 FRADIUS —\|T(% AAA B
KEEELERA, F-. EHICT v FRADIUSH—RZE=F U 7 L, TNHNNEEIK
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FIZE-T, BENBELLEZIEEHLEDIT T — AvE—UNEREINET,

KDz, &F XF72 RADIUS — _"ORELZ R LFE T,
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RADIUS D RTIZS 4

FNENDAT v a OB — 2 A7 (4RI E cisco-av-pair) T9, fEIEX. ROBXD A
N TTT,

protocol : attribute separator value *

7a b, BEDOSA TOFFHO Y AT, BABREOXE D XFITES (=) T,
TAZY A7 (%) HMEERMEEZ R LET,

CiscoNexus 7 /34 A TOFRFEIZ RADIUS V— &2 T 2 85A1F. FEHR o —FEtx
AR L L HITIRT X 91T, RADIUS — N2 RADIUS 72 b /L TR LEd, ZOFAME
i, VSA THEINE T,

WD VSA 7' k2L A7 3 A3, CiscoNexus 7 /3 ATHR—FILTHET,
* Shell : =—H 717 7 A WERE LT D access-accept /37 v M THEH SN E T,
* Accounting : accounting-request /3% > M CHEM S E T, EICAR—=AREENTWDIEHH
W, ZHEGIA/FTHDLERH D 3,
Cisco Nexus 7 /31 AT, IWOJEHER T R— S TWET,

‘roles : T—YNETHITRTCOr—LDO—ETT, A7 4 —/L NiZ, A=A TRU SN
n—N4E—EERLIZAN) VT T,
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@ Account-Request 7 L' — LD VSA iR 7 ICEFEINE T, ZoREMEEHIEHTEXLD
X, 7 U7 27 @ Protocol Data Unit (PDU; 7’12 ka5 —# =y k) 7217 T9,

RADIUS DRIRSEH
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RADIUS M EEIE & HIF9FEI1E
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Cisco Nexus 7 /34 A & RADIUS V—/3& O A ML L £97,
RADIUS $— " DOHFHEFRE F — 2R E L £,
VBT U T, AAARBRESRHIZ, RADIUS h— D% 7% » k& H L T RADIUS H—/3 7
N—THERELET,

WVBICIE U T, ROFT T a L D/RNTA—R %

Ty FZ A L.

* 1 J A VB§IZ RADIUS ¥ — NOHRE % 7F 7,
C AT E Z A AT U SRR,
T T 4 7B LOGRGEREM,

RELET,

MBS LT, BRI RADIUS =" a2® =42 U 75 L 9RELET,

=1 —]

A AE

SREEICFE 5% RADIUS H— N2 DWW T, IPT7 FL A (IPv4) E72013F8 A ML ERET HMLE

WY F4, FNTDORADIUS y— N B X ME, 77 4 /b h® RADIUS $—/X 7 L—TF(ZiB N
ENFET, K64 D RADIUS h—"ERETEET,
FIE
ARV RFEERTI VA Y B&
2Fv T switch# configure terminal Ja—)arZ 4 Xal—v g ET— %
Bfa L £ 7,
RATFw T2 switch(config)# radius-server host RADIUS %+— XD IP 7 KL % (IPv4) F7-1%
{ipv4-address | host-name} KA NG EETELET,
27w T3 switch(config)# exit A7 4 FX2b—TaryE—REKTLET,
AT T4 switch# show radius-server UEE)
RADIUS #— O ELZFRLET,
XTFwTH switch# copy running-config (E=E=)

startup-config

V7 —FBLNY A — MNFIZFE T2 7 o
Xal—TalEAFX— Tyl ar7 ¥z
L—y g Alab’— LT, BFE AR
FLET,

Cisco Nexus 3548 X1 v F NX-08 ') Y —R 50BA1) £F a1 )T« a2 T4 FalL—>av M1 F



RADIUS DZEE |

RADIUS H—/\DERE

wIZ, RADIUS ¥— "¢ LTHAR F 10.10.1.1 ZRET DHH 2R LFET,

switch# configure terminal

switch (config)# radius-server host 10.10.1.1
switch (config)# exit

switch# copy running-config startup-config

RADIUS O F A—NILIGEERIEFF—DERTE

CiscoNexus 7 /3 AT 5T _XRTOP— DN T, T a—rL LYLTHEHAF— %3
ETEXET, FRLEF—L21F. 2A v F L RADIUS — R K2 M OLEGFWMET 2 2 K
V7T,

[T L& BHIIC

£ — b ® RADIUS Vr— _"OFERiHA F—HEE2EE L T

FIE

AU FEEETO V3
b7

S]]

ATy T

switch# configure terminal

Ja—r\)ary 74 F¥al—arE— BB LE
‘j—o

ATvT2

switch(config)#
radius-server key [0 | 7]
key-value

$_XTD RADIUS r— _THEHT 2 FHaif /G — %25
FLET, Z7U7 Fx%AMER (00 13 510E
X (7)) oFFiHAEF—2BETCEET, 774D
27 V7 7% &2 K TY,

BRKT63 LFORIETIRENRETT,

T 7 /v Tt FRHEAE S —ITGREINTEE A,

ATvT3

switch(config)# exit

a7 4 Xal—varyE—RE2KTLET,

ATvT4

switch# show radius-server

()
RADIUS +— DOFTEEFRLFET,

G FHEHEAF—T, FITa 71 F2b—v s
YT S LB CRFS N E T, ks
NIz FREA ¥ —2F "7 5121%, show
running-config =~ > K& H L £,

ATy T5

switch# copy
running-config
startup-config

CE=0)

V7= BILONY 22— "NFRHZE[Ta s 7 4 Xa L—
AV EAZ—NT v a7 4 X al—gla
E— LT, EREEMGEIIHRT L ET,
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WIZ., THAAL ATHERAT LT XTOF—NZHONT, Zu—r3L LV CHAEEE X — 23R T
HHE R LUET,

switch# configure terminal
switch (config)# radius-server key 0 QsEfThUkO
switch(config)# exit
switch# copy running-config startup-config

RADIUS H—/\DERIHEF—DERTE
FHHTIA F— & 1. Cisco Nexus 7734 Z & RADIUS —/8 iR A NEOLEFEWMEZETF AR A MY

N7 G I

F L& BRI

) & — h ® RADIUS V— _"OEFERHA F—H2 S5 L E 1,

FIE

ARV RFEREETI V3
v

E:g)

&N

switch# configure terminal

Ja—\)L a7 4 ¥ alb—v gy B— RRERBEL
£,

ATv T2

switch(config)#
radius-server host
{ipv4-address | host-name}
key [0 | 7] key-value

KB D RADIUS — O FFIEFEF—ZEELE T,
707 TxA MR (0) FEREEELX (7) oF
AifEx—2EECEET, 774V OERITZ Y
7 TFXANTT,

KT 63 L FDESETHEMNETT,
ZOHEFIEE =R o — L HERHEEF - Y
R S ET,

ATvT3

switch(config)# exit

a7 4 F¥al—raryET—REKTLET,

ATv74

switch# show radius-server

(&)
RADIUS r— DR EEFE R LET,

GH) FASAF—IT, FTa T4 F 2 —T
I LB TIRF S L E T, Bk
SN FAHEA X — 2R 7T 511X, show
running-config =~ > R&fH L ET,
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RADIUS DZEE |

ARV KRFERIETY3 | HW
v
ATvT5 switch# copy running-config| (/1)

startup-config

V77— BN AZ = EFIZEfTa 7 4 Fab—
Ve EAA—NT T a7 4 ¥al—g 0o
E— LT, BEEMEMICRTELET,

&IZ, RADIUS A X -2 ET A2~ LET,

switch# configure terminal
switch (config) # radius-server host 10.10.1.1 key 0 P1lIjUh¥Yg
switch (config)# exit

switch# show radius-server
switch# copy running-config startup-config

RADIUS H—/\ F)IL—TDHTE
PR TN —TZHEH LT, 1 BELITEHEDY F— F AAA V— NI L AR AIEETXF

T, TN—TDRA L NR—TT T, RADIUS 712 h 2 /LICB L TWAMLENH Y £,

NEFFAZHE » TH— "R IT SN E T,

FIE

BREL

ARV RFERIETIaYy

E:)

ATv T

switch# configure terminal

Jua— a7 4 FXalb—arE— RERBLE
R

ATy T2

switch (config)# aaa group
server radius group-name

RADIUS #—/ L —T %A L, ZD T N—TD
RADIUS v — R T )—TF a7 4 Falb— gV
TE— REBBLET,

group-name 51 E0L. K 127 LFOFEFT DA NI >
7T, RICTF/ICFRER SN ET,

ATvT3

switch (config-radius)# server
{ipv4-address |server-name}

RADIUS #—/ 3% RADIUS ¥ — X )L —TF DR
N—L LTHRELET,

FEE L 72 RADIUS — 3 o b WA 1T,
radius-serverhost 2~ > R&ffH L CTH— & E L.
Ioavwr REL O EITLET,

ATv74

i CiscoNexus3548 X1 v 7 NX-08 ') ) —Z 5.0@3)A12) £¥2 )T+ 22T« XaL—vavAhHqA4FK

switch (config-radius)#
deadtime minutes

(=)
T XNV T Fy R AL LEHRELET, T 74V
MEIZ 043 Td, BT TE 5T 1 ~ 1440 T,
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raDws H—oHE I

avU RFERIEFT7TI 32 | BW

GE) RADIUS #— X Z L —7FDF v R Z A LfH
[E230 LD REWIEEIZ, ZOENRT a—
NI Ty R A A MEXVEBILEINET,

ATFvTH switch(config-radius)# (E=E=)

source-interface interface | k= D RADIUS H— R VL —FICRIETA v X —T =

A AZEY B TET,

PR R ENTNWDA U H—T = ADHEATL, &

¥ L OVVLAN T,

GE) ip radius source-interface =~ > {2 L > T

B CTOHENTTa— " RETA v H—
7 = A A% EFEE 7% source-interface =~
Y FafERLET,

ATFvT6 switch(config-radius)# exit |z 7 (X a2l —T 53> F— RNEKTLET,

RATFvTT switch(config)# show (=)
radius-server group RADIUS #— 7 — 7 O#EEFR LET,
[group-name)

RTwv 8  |switch(config)# copy (&)
running-config 7= bBLOY RF— MFIZEITIL T Fab—
startup-config VAVEAS—NT vy F AL T 4 Fal—Taca

E— LT, AHEZHMBAICIRTFELETS

&2, RADIUS — FN—TF %R ET D62 R LET,

switch# configure terminal

switch (config)# aaa group server radius RadServer
switch (config-radius)# server 10.10.1.1

switch (config-radius)# deadtime 30

switch (config-radius)# use-vrf management

switch (config-radius)# exit

switch (config)# show radius-server group

switch (config)# copy running-config startup-config

ROEXE
AAA —E 2D RADIUS Y — X 7 )L—7%2wH L £,

RADIUS H—/8 5 )L— T 01D S O—NILRIETA V2 —T 14 ADHFE
RADIUS % —/3 V=T 2T 7 ¥ AT BBUMEM T 5. RADIUS %r— 7L —T D 7 m—s3 )0
RETA v H =T 2 AZBETEET, Fo. FFED RADIUS —3 ZL—T IR 5%
BIRA I —=T 2 A AERET DL HTEET,
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RADIUS H—/\DERE

FIE

RADIUS DZEE |

AU RFERETIVa Y

EL:)

ATy T

switch# configure terminal

ya—r g ary7 4 Xal—varyE— N5
WBLET,

ATy T2

switch(config)# ip radius
source-interface interface

ZDT A ATHEE STV DT THRADIUS
P— R T N—THDO T a— S )VFE A v H—
T ARERELET, BWELA L F—T A
2%, BHELIZIVLAN A VX —T =4 A%
fREcTEEd,

ATvT3

switch(config)# exit

a7 4 X2l —Yary ET—REKTLET,

ATvT4

switch# show radius-server

=&
RADIUS r— _OFREHHREF R LET,

ATvT5

switch# copy running-config
startup config

(FRE
FEfrar74Xal—vark, AZ—+ T v
Ay 74 Xal—glar—LET,

WKIZ, RADIUS H— /R Z L—F D7 = AR(ETA v X —T =4 AL LTmgmt0A > % —7 =
A AERET HHZRLET,

switch# configure terminal
switch (config)# ip radius source-interface mgmt 0
switch(config)# exit

switch# copy running-config startup-config

O4 4 UBFIZ1—4(2 & % RADIUS H—/\DIEEF 5T
o A U —WIZ L D RADIUS M — FEEZF A CTx £7°,

FIE

AU RFEEET7I 3

S]]

ATy T

switch# configure terminal

a7 4FXal—YarEB—REPHEBLE
‘?—O

ATvT2

switch(config)# radius-server
directed-request

07 A VR — N EEFEESR OB E S & 7
5 RADIUS r—RERETCEHLHICLE
T, FIFINNIT 4 =TT,
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raDws H—oHE I

ARV RFERRTI VY

S]]

27w T3 switch(config)# exit a7 4 Fal—arE—RFeTLE
‘é—O
ATFvw T4 switch# show radius-server (L)
directed-request directed request DFXE X EKA L ET,
ATFvTH switch# copy running-config (=)

startup-config

a7 4 Xal—arvk, AX—F T v
FarJ 4 Xal—rglar—LET,

wIT, Xy hU—=2iZa s A T 52— RADIUS — _RZEIRTE 5 L 51T 561427

LET,

switch# configure terminal

switch (config)# radius-server directed-request

switch# exit
switch# copy running-config startup-config

D EZARMESZ A LTI FERDERE

T T D RADIUS Y — N5 70—V RREIRE Y T AR L 2 A L7 U MERZRE T

TET
EUHFEITLES,

F 74V T, AA v FlEe — DGR RET RIS,
ZOY NI ADOREIE, = ANT LIRS EETHESCTIENTEET,

RADIUS #—_"~DEEZ 1 [

XA LT v MEBEIZ, CiscoNexus 7T /3N AWK A LT 7 8 =7 —%EZT DA, RADIUS ¥—

NIND DISE 2T DIFR ZRE L £,

FIE
OV RERET7TIY3 Y B
ATv 1 switch# configure terminal a7 4 X2l —arET— RERBLET,
25w T2 switch(config)# radius-server |4~ RADIUS ¥ — SO E LA AT
retransmit count LEd, F744 koA EEME 1T, i
PHIZ 0~ 5T,
2Ty T3 switch(config)# radius-server | RADIUS — SDOEEX A 27 7 U2 $55E
timeout seconds LET, TIANNOEA LT T NERIES
e, #PHIE 1~ 60 BT,
2Ty T4 switch(config)# exit a7 4 X2 l— g ET—RERKTLET,
XTFwTH switch# show radius-server (==
RADIUS #— O EZF R LET,
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RADIUS DZEE |

RADIUS H—/\DERE

ARV RFERFTIVaY S]]

ATvT6 switch# copy running-config =D
startup-config FITa LT 4 F¥al—vark, AE—FT v
T ar7 4 F¥al—valar—LET,

RIZ. RADIUS % — DA T Z 3 [, HEX A L7 0 MEkaz 5 BICRET 5012~ L E
ﬁ‘o

switch# configure terminal

switch (config)# radius-server retransmit 3
switch(config)# radius-server timeout 5
switch(config)# exit

switch# copy running-config startup-config

H—/NZxI HRADIUS EE) FSARIBER A LT MERDERTE

77 4V bk TlE, Cisco Nexus AA v F 1L — N /VFRFEICETHIIC, RADIUS — _"~D%E% 1
FZTHERITLET, 20U AR, V—_"T LR K SEIETHESCT I ENTEE
T, AA VTN, XA LT U NI —%ESTDHANI, RADIUS H— b DINEE T 5 4
ALT7YU MAROHRETEET,

FIE

av Y rERIET7TIV3Y |BW
27y T switch# configure terminal Jo—N)Lar7 4 Xal— gy ®— RaBth
L%,

ATvT2 switch(config)# radius-server | K¢ ¥ — NIk 2 HIAEEEAIEE L E T,
host {ipv4-address | host-name} | 5= 4 L |13 7 10— S LT,

retransmit count

GE) HE D RADIUS ¥ — IR E LT H &G
[EiX, <To»RADIUS H— NIZFgiE
L7=HEERE L v ERsnE 4,

257y F3 |switch(configiradiusserver |fEmH— A D%(E S A LT 7 A TE L £
host {ipv4-address | host-name} |4~ =7 4 )L 127 10— UE T,

timeout seconds

GE) ¥¥iE D RADIUS H— NITHRE LTc Z A A
7 v NEB@IL, 97X TORADIUS H—
WCHRELTEZA L7 7 MR XL v B X
ET,

ATvTa switch(config)# exit a7 4 Fal—igr E—REKTLET,
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raDws H—oHE I

ARV RFERFTIVaYy | BH
RATFvw S5 switch# show radius-server iy
RADIUS $—OHREEZF R LET,

XTFvT6 switch# copy running-config Gy

startup-config V7= FBLUY S — MRHCHETa L 7 4 Fa
L=y a v AZ— N7y ar7 s Falb—a
SN — LT, BE AN RT L E T,

Iz, RADIUS s &  #— N server]l @ RADIUS IXMEHRAITREIE A 3 E., ¥4 A7 7 MNEEZ 10
MICERETHHEZ R LET,

switch# configure terminal

switch (config)# radius-server host serverl retransmit 3
switch(config)# radius-server host serverl timeout 10
switch (config) # exit

switch# copy running-config startup-config

RADIUS H—/\DT7HhooT4 VI B LUVRIEREDERTE

| oL-27858-01-J

RADIUS =& T w7 4 VM, 3G EERICERAT 2R ETEEd, T 74
bV T, RADIUS — NI 7 AT 4 v 7 L RFHEOmFIER SN Ed, RADIUS DT H v
VT AV T BIOEEEEA v =T D% UDP R — FEELIEETEE T,

FE
ARV RFEEET7I3 Y =L:q]
2TFw 1 switch# configure terminal Jua—n) a7 4 Xalb—arE— NeH
WHBLFET,
RTFw T2 switch(config)# radius-server host| ({1
{ipv4-address | | host-name} RADIUS 7 H I L5 4 DA vt — | d
acct-port udp-port 4% UDP K— h 245 ELET, F74L kD
UDP A — kT 1812 T,
FRECX 5L 0 ~ 65535 T,
ATFvT3 switch(config)# radius-server host| ({L-i=
{ipv4-ac{dress | | host-name} K72 D RADIUS H— &7 H 72T ¢ v 7 i
accounting OHEMTHZ L EHELET, T4 RT
WX, T T 4 7 LRRREDOM FICEH S
i ﬁ‘o
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RADIUS H—/\DERE

RADIUS DZEE |

ARV RFEREFTIVaY S0
ATFw T4 switch(config)# radius-server host| ({1
{ipv4-address | | host-name} RADIUS ik A v & —H O UDP R— &5
auth-port udp-port LEd, 7744 hOUDPA— ME1812TT,
FREC& 2 HiPHIE 0 ~ 65535 T,
AFwTH switch(config)# radius-server host| ({T-75)
{ipv4-address | | host-name} FFE D RADIUS H— "% FRREANC DA%
authentication TLEEELEY, FUAANTE. THYL
T4 7 ERRREDO R ITITHEH SET,
27y 76 switch(config)# exit Ay 74X al—varyE—REKRTLET,
ATFwT] switch(config)# show ==
radius-server RADIUS ' — OB TEEZFE s LET,
ATv7T8 switch(config)# copy V7= bBEOY AZ— MRHZF TR 7 4 ¥ 2
running-config startup-config L —Y g v B AR—NT vy a7 4F¥al—
Vavilav—L T, BEEZMGRICHRFLE
j—o

wIZ, RADIUS V' — DT hH 7T 4 o 7B I ORGEBIEERET A0 2R L ET,

switch# configure terminal

switch(config)# radius-server host 10.10.1.1
switch(config)# radius-server host 10.10.1.1
switch (config)# radius-server host 10.10.2.2
switch(config)# radius-server host 10.10.2.2
switch # exit

switch # copy running-config startup-config
switch #

RADIUS 4+—/\DEHME=2 ') VT DERTE

RADIUS — a2 =% 1) 7 CT&x 7,
L ENRAT—R, BIOTA 1\11/574’7%75%3@&?“ TA KNV HA~—

NBEDL BWOHIFERZZE LRd oo
ELET,

acct-port 2004
accounting

auth-port 2005
authentication

INT A=K L LT, 47‘~/\‘ AT 22—
ZiZ. RADIUS ¥—
AL TFNBDT AR /\/7/ N EERET D0

ZOF T arERETDHI LT, #%/\%E,ﬂﬁﬁ’]\_’f% FTEET,

GE)

tx=2 V740 EOFHENS, RADIUS T — 4 X—2ANOBFEO 22— ZH LR T A b 22—

HERELIRNT L 2HERLET,

TANTA RNV EA—IT
AA TN T AN Ny NERETHNERTE

1Z. RADIUS #— AR E DL SV OHIMERZZ(E L > 5BA1C
ELET,

0L-27858-01-J |



RADIUS DR FE

RADIUS H—/ DX TE

TI7HNV DT A RNV EA<—fEIZ05TT, 7A KVEFRRES 0 0DHEE,. A1 vTFid
RADIUS — RO EHH 2t =X ) VT HEITLERE A,

FIE

aAvY RFEEEFET7IIY

=)

ATy T

switch# configure terminal

Jua—)Lar7 4 Fal—g T — NalG
L/i‘aﬁo

ATvT2

switch(config)# radius-server
host {ipv4-address | host-name}
test {idle-time minutes | password
password [idle-time minutes] |
username name [password
password [idle-time minutes]]}

PR E=H Y THONRNTGA—2EBELE

T, T 7 AN PDOZ—F LT test, T 7 AN D

IXNAT — K test TY

FIFIN DT A RV XA ~—EI1F045TT,

FBE T A%MIL. 0~ 1440 53 T,

GEx) RADIUS — OB 2E=H U T
IO, T4 RV ZA~—I20 K&
D REREERETDHLERS Y 97,

ATvT3

switch(config)# radius-server
deadtime minutes

AA v F M, RHIEISE LR h - 72 RADIUS H—
ATy I THETORRE (4) ZHRELET,

77 4V MEIZ 043 T,
FRECX DHIPHIZ 1 ~ 1440 43 T3,

ATvT4

switch(config)# exit

AV 74X a2l —varEBT—FEKRTLET,

ATvT5

switch# show radius-server

(=)
RADIUS Yy — _"DFRTEEFZRLFET,

ATvT6

switch# copy running-config
startup-config

(E=E)

U7 —=RBLOY RZ— RFIZI T2 7 1 ¥ =
L=y a B AY— R NT v a7 ¥ b—
TaAlabe— LT, BREEHAIIRE L E T

Wiz, =—%4 (userl) &/3Z2T— R (URGA2BH) . BXOT A RV EA~—%34. FI-F v
K& A L% 54y& LTCRADIUS — R AR 2 k 10.10.1.1 Z&KET A0 2R~ LE T,

switch# configure terminal
switch (config) # radius-server host 10.10.1.1 test username userl password Ur2Gd2BH idle-time

3

switch (config) # radius-server deadtime 5
switch(config)# exit
switch# copy running-config startup-config

| oL-27858-01-J
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RADIUS DZEE |

RADIUS H—/\DERE

T K24 LEROERE

FXTORADIUS — DT v K ¥ A LAfREZHETCEZET, 7 v K A ARFRIZIEL, Cisco
Nexus 7 /N1 A7 RADIUS Hh— "% 7 v FIREETH D L EE LT-tk. TO—1RT 71 TIKEE
RS T2 EI DB T 57DIZT A NNy NERETLHECOMBEEELES, 774
JL MEIX 0 4y T,

6=

T K 2 A LEFED 053 D%4E . RADIUS —N1T, JEEZ RS RWEATH, Ty KeL
T~v— 27 &hEH¥A, RADIUS V— R I —TFIZxiT 5Ty K 24 ARRERETEZET,

FIE
ARV EFERERTI V3 Y B &
2T w1 switch# configure terminal AT 4 X2l —Ta s ET— R LE
R
ATvT2 switch(config)# radius-server |5 K ¥ 4 AMREZHRELET, 774/ F
deadtime fEIE 043 T, AR7RHEPHIT 1 ~ 1440 43T
—g—O
2Fv T3 switch(config)# exit Ay 7 4 FXal—varyE—RERKTLE
j—O
RATFv T4 switch# show radius-server ==
RADIUS H— " OiiE & KR LET,
RATFwTH switch# copy running-config Cas
startup-config FATarT7 4 FXalb—vark, AF¥—K Ty
Tarz4¥al—variiar—LET,

KIZ, RADIUS =25 DT v RZA L ERET D02 RLET,

switch# configure terminal

switch (config)# radius-server deadtime 5
switch (config# exit

switch# copy running-config startup-config

0L-27858-01-J |
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raoius ZenikR I}

RADIUS H—N\F = EFH—N T IL—TOFHFHE=R Y Y

RADIUS

| oL-27858-01-J

FIE
AU RFERERETIVa Y E]:3)
2ATFvT1 switch# test aaa server radius {ipv4-address| |RADIUS % —/ NZTF A [ A vE—
server-namey} [vrf vrf-name] username password | 7344z \_C A VA TR L £,
test aaa server radius {ipv4-address |
server-name} [vrf vrf-name] username password
RTFw T2 switch# test aaa group group-name username |RADIUS H—/X 7 )L—F125 & K

password

Ay — V& EE LRl 2 iR
LET,

W, ATHAMEEZ R T 72012, RADIUS —NEH— R TN —TIZTF A b XA vb—V%EET
L0l RLET,

switch# test aaa server radius 10.10.1.1 user 1 Ur2Gd2BH
switch# test aaa group RadGroup user2 As3He3CI

=L =
R TEDIER

Fig
m IV N3 il F A7 RS- E]:g]
ATy 1 switch# show running-config radius [all] | 52472 7 ¢ ¥ = L —3 3 > ® RADIUS
HEERTLET,
ATy T2 switch# show startup-config radius AR—K"NT v a7 4 X2l — g
? RADIUS &REZFK R LET,
ATv73 switch# show radius-server [server-name | 3% 72 3% & D+ =T D RADIUS H— /3D /%

| ipv4-address] [directed-request | groups
| sorted | statistics]

TA=H2FRLET,
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RADIUS DEFE |
B rADUS b\ HEEHERO R T

RADIUS & —/ \ffEHEHMD R~

FIE
ARV RFEREFTIVa Y =]

ATFvT1 switch# show radius-server statistics {#ostname |RADIUS #iZlEHArFE R L F
| ipv4-address} 4.

RADIUS H—/\{fiEHIEHRD Y U7

Cisco NX-08 T /34 ZAHMpH; LT % RADIUS — "D 7T 7 7 4 BT 4 1T D8 EHERZ FoR
LE9,

[T L& BHIIC
Cisco NX-OS 7 /34 A|Z RADIUS —ZHE L £9,

FIE
ARV EFERERETI V3 Y El:5)
y &RA switch# show radius-server statistics =)
{hostname | ipv4-address} Cisco NX-OS 7734 A T RADIUS
Y= NEHERE TR LET
ATFv T2 switch# clear radius-server statistics RADIUS Y — _"FatEgaE2 7V 7 LE
{hostname | ipv4-address} +,

RADIUS 0% E 5l

&Iz, RADIUS #&ET HH & R~RLET,

switch# configure terminal

switch (config)# radius-server key 7 "ToIkLhPpG"

switch (config)# radius-server host 10.10.1.1 key 7 "ShMoMhTl1l" authentication accounting
switch (config)# aaa group server radius RadServer

switch (config-radius)# server 10.10.1.1

switch (config-radius)# exit

switch (config-radius)# use-vrf management

Cisco Nexus 3548 X 1 v F NX-08 ') J—X 503)A12) t¥1 T4 av T4 Fal—2avHA K
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rRaDS D774 L rEE I}

RADIUS DT 7 + JL FERTE
WRDFIZ, RADIUS RT A —H DT 7 )V hiREZLET,

#z1: T4 LD RADIUS /185 »—4

INT A=A TIAILE

PN D RAEE T T T 4T
T R A A~ —[E 0%

FFRIE R 1

G A ~—[E 5®

T A RV ZA~—HE 0%

P —ROEMPE=H Y T D2—H4 test

Y= ROEMHE=F ) T DNRAT— R test
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B rADUSOF T REE

Cisco Nexus 3548 X 1 v F NX-08 ') ) —X 50(3)A112) X2 F4 374 FalL—>av HA4 K
“. 0L-27858-01-J |



	RADIUS の設定
	RADIUS の設定
	RADIUS について
	RADIUS ネットワーク環境
	RADIUS の動作に関する情報
	RADIUS サーバ モニタリング
	ベンダー固有属性

	RADIUS の前提条件
	RADIUS の注意事項と制約事項
	RADIUS サーバの設定
	RADIUS サーバ ホストの設定
	RADIUS のグローバルな事前共有キーの設定
	RADIUS サーバの事前共有キーの設定
	RADIUS サーバ グループの設定
	RADIUS サーバ グループのためのグローバル発信元インターフェイスの設定
	ログイン時にユーザによる RADIUS サーバの指定を許可
	グローバルな RADIUS 送信リトライ回数とタイムアウト間隔の設定
	サーバに対する RADIUS 送信リトライ回数とタイムアウト間隔の設定
	RADIUS サーバのアカウンティングおよび認証属性の設定
	RADIUS サーバの定期的モニタリングの設定
	デッド タイム間隔の設定
	RADIUS サーバまたはサーバ グループの手動モニタリング

	RADIUS 設定の確認
	RADIUS サーバ統計情報の表示
	RADIUS サーバ統計情報のクリア
	RADIUS の設定例
	RADIUS のデフォルト設定



