RADIUS D% E

ZOEONFIL, RO LEBH TT,

* RADIUS [ZDOWT, 1 ~4—

* RADIUS D2, 4 ~—

* RADIUS OEEHFHE & HIFIFH, 5 X—

* RADIUS H— DT E, 5§ ~L—

* RADIUS EDMHERE, 18 ~—

* RADIUS H— 1 HEHEROERTR, 18 ~—

* RADIUS ¥ — iEatE®Ro 7 V7, 18 ~—v
* RADIUS O%ER], 19 ~—

* RADIUS OF 7 # )V Fi%iE, 19 ~_—

* RADIUS O#¥EEREEE, 20 ~—

RADIUS [TDUVT

Remote Access Dial-In User Service (RADIUS) 73H(Z 7 A4 7 2 N =N T AT LTS &
RIET 78 APBXRy NI —27 ZR#ETEET, Y AapEIETIE, RADIUS 7 747~ M
CiscoNexus 7 /35 A THEMH L, T X TO2—WFRAEERB IRy hT—7 =X 77 &R
THMDFEAN S 7o 9D RADIUS B — NZFEREERB LT U o7 4 VT BEREZRELET,

RADIUS v kD —4 IRiE

| OL-29553-03-J

RADIUS (%, BEREX2V T 0 20 E L, FEIC )%~bn~%@z/bv 7T ERE
HEFF T DM ERNDH D S ESE o ry N —VBREICEETEET,

RADIUSIZ, 77 A X2 T 4 2 MNBELTHROFXy NU—JBRETHALET,
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RADIUS DZEE |

B rADUS DigfEIZONT

*RADIUS #H AR —F L TWOHEEBAN U F—DRy bU—7 THAAL A& LRy FU—7

7mEzE, BESRUA—DFR Yy NT—7 FRA AT, B—ORADIUS Y — " R—2DtF =
VFr 4 T—F_N—2A5EH X £,

* 9 TIZRADIUS ZfEHFDOFR Y FU—7,

RADIUS Z1{# [ L 7=CiscoNexus 7 /N1 A% F v hU—Z7|ZBINTE F9, ZOEEIT. AAA
P —NIIBATT D L EORVOFIAIZ/R Y 77,

CUV—RATHIT 4 T RUER Ry T —

RADIUS 7 h v 7 4 > 7%, RADIUS #FEE 721X RADIUS #F 7] & 13fEBNICAEA T& £97,
RADIUS 7 AU T 4 v THREREAT A L, Y RAOBBB IO TR, By a v
IR LZY y—2 (B, 7y b, A b l) OBEZRTT X 2R ETEET,
A B —Fy h =X Fa (& — (ISP) 1L, RADIUS T 7% @ hr— LB LT

BYLT AL IAY T RO 2T DT Y= = THAEMER LT, B2 )7 45 L0
fr=— RTHIE L COE T,

ntqu7D77/(/l/%ﬂ_T l\?“é?\/ ]\U 7

Xy N =27 TRADIUS h—"EHHTH L, AAARFEZREL, =2—HF D7 r 7>
ANEEY NT v 7 T&EET, 22— TLDTa 77 ALV, CiscoNexus T /31 AL
BEfFORADIUS YV 2a—va V&AL CR— FN2FHEHTE 5 LRI, FY v — x%m
BJICEH L CIEIERT—EX LA R TEET,

RADIUS DE{EIZDINT

a—Wna J A &7 L. RADIUS %{# ] L CCisco Nexus 7 /31 A X9 BFRIEETT 9 BRI
X, OT e ANEITINET,

1
2

Jl Cisco Nexus 3000 > 1) —ZXNX-0StEXal)Ts arTasF¥al—ar A4 K Y)—R6bx

—PN, 2—PZHLERAT—=FDODASNEZROLN, ASLET,

=P B IO L EINTZRRAT— R, Ry hU—7H TRADIUS — N2k E & E
KR

Z—HL, RADIUS =3B OWNT DI EEZELET,
* ACCEPT : = —VNRiFIN-Z 2L LET,

*REJECT : = —WIFEBiE ST, 2=V L L XRTU—=FOFANEZRDO NI, T7&
AEELRINET,

* CHALLENGE : RADIUS H— NIZ Lo TTF ¥ LU UNRBITINET, Fr L oot 22—
PO BMT—% 2 IELET,

* CHANGE PASSWORD : RADIUS ¥— 3035 2 —H| 25t L TH LV AT — ROEIR & 5K
DDHERPBITEINET,
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| RaDWS D®E
raDis —nE =425 I

ACCEPT 7213 REJECT &1L, EXEC 72132 v U — 7 FFANCHEH SN 5 BMT — 2 235
FNTWET, RADIUS FrIZMiHT5HI12i1%, 9 RADIUS SBGEASE T T AMENH Y 77,
ACCEPT £ 721X REJECT X7 v MZEEND BT —Z ONFITKR D LB TI,

Ca—YNRT 7B AFEE/MRT—E A (Telnet, rlogin, F 721X local-area transport (LAT; = — 7 /L
T U7 NTUAKR—R) ¥, PPP (RA v hY—KA > hT7abar) YU T LT
A ¥ —%y h7nm han (SLIP) . EXEC Hh—ER72 L)

CHHGNTA—F (RANEFRIZIFA T MO IPvA £/ IPV6 7 LA, 778 RA U R
b, =W XA LT T R)

RADIUS —/N E=AR 125

I &I S 72 VO RADIUS H— 303 5 & . AAA TR OABRIZIRIE RN AT B AlRetEn H 0 £7,
AAA FLROUFEREM 2 i3 5 72912, EHMIZ RADIUS $— % E=% U . 7 L, RADIUS
=N EZRS (T T4 TIRETHD) NEINERANDLI, A v FERETEET,
AA vy FIL, & ZIKES 720 RADIUS H—3%7 > K (dead) HRFEL L T~—2 L, Tv R
RADIUS #— 321 AAA ZRZEB(F LEH A, Tz, EHIZT » FRADIUS H— "% E =X
VoL, FNE0OY—N"NEEEZIRT LR FERTT 794 7REICRLET, 207
T ALV, RADIUSH— PR IETH 5 Z L 2R L T D, FEEEDO AAA BR NV — 1
KEESENET, RADIUS b — _ORENT v REIZT I4 TWEDbD L, ity bV —0%
7o hagy (SNMP) b7 v 7PRAERESH, BEERBELLZEZMOE LT — A vE—Y
MAAL wFIZL > TERRENET,

KDOKNZ, & F XF72 RADIUS — "R ELZ R LFET,

1: RADIUS HF—/\(DiKEE

Alive and Process Response from
Application used application remote server
recjuest request
Y Mo
response
j Idle timer Alive ard Test ABApackets T *
1 i =L 1
Alive i testing s -~ Dead
Directed
Tt AAA request
Dead and i Dead timer expired 4
testing iz L
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NS —ERRE%E

A

RADIUS DZEE |

G¥)

TIAT H—=REFy R —R"OF=F ) U I7BRITERELRY £, 2hAbHiTa—IRRET
EF7, RADIUS H— R E=X U 7 %2 FTTHIT1E. 7 A FFRIEER % RADIUS H—/3(C
EELET,

Ry E—EERM®

Internet Engineering Task Force (IETF) K7 7 MEHEIZIX, *v NU—2 77 & X #—,3L RADIUS
Y= TO X —EHBEME (VSA) OEELGAPRESNTWES, IETF X, B 26 244
MLET, VSAZEEHT D &2 —id, — KA HRICITES LRVl B OLR @M 2 YR —
FTEEd, A= RADIUS EEEiL, ZOMEETHES N DEAZHH LT, 1 DO F—
BHEA T arz2hR—FLTHES, YAaoxXrH—IDIE9, Y R—rESNHF 7 a0
R F— XA TE 1 (AR cisco-av-pair) T9, fEIZ, ROBEXDOAKY > 7T,
protocol : attribute separator value *

T'a bk and, FEDX A TOHAHO Y A g T, LABEOXEY XFIFES (=) T,
TAZY A7 (*) IMEEREERLET,

CiscoNexus 7 /34 A TORFEIZ RADIUS V— &2 T 254 1%, BB R L & IS #R72
Coa—FREIEEZIET L 9. RADIUS 7’1 k=t LA RADIUS H—ICH R LET, ZOFAIER
IZ. VSA CTHREINFET,

Cisco Nexus 7 /34 A TlE, IRO VSA 7' b2/ A7 v g U HR— S THET,
* Shell : =—% 7' 7 7 A )VIEREZHFMT 5 729D 12 access-accept /X7 v F THEA S NVET,
* Accounting : accounting-request /X% > N CHEH INE T, HEIZAR—=ZANEFTEN TV ILEGAE
L. ZHEAIAFCHDLERDH Y £,
Cisco Nexus 7 /3 AT, IROBHERFR— K I THET,

*roles : T—FNETHITRTOE—LDO—ETT, A7 41—/ i, AX—=ZATXE LN
BHOa—N4% ) A RNTDHA RN VT TT,

* accountinginfo : FEMED RADIUS 7 H 7 T 4 v 7 7a b a)V BRSNS @EIcinz <, 7
BT 4 TIERPEMENE T, ZOBEMEIE. AA v F EORADIUSZ 74 7 > hinb
@ Account-Request 7 L' — LD VSA T IEHICEE SN E T, Zo@EttLiticfcasm
WX, 7T T 47 D Protocol Data Unit (PDU; 7’12 k2L 5 —X 2=v k) 725 TY,

RADIUS D RIS

Jl Cisco Nexus 3000 > 1) —ZXNX-0StEXal)Ts arTasF¥al—ar A4 K Y)—R6bx

RADIUS (21%. ROBHREMENH Y £,
*RADIUS V— "D IP 7 RL- A (IPv4 £721L IPv6) FRIIAA MG EEGT D2 L,
* RADIUS Y — "L HFi A —2 RSG5 2 &,
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| RADIUS D=
raDus pxEzEesnEE

* Cisco Nexus 7 /31 A2, AAA YV — O RADIUS 7 74T FE LTRERESIN TSI L,

RADIUS ;X EEIH & HINEIE

RADIUS % EFRFOEEFE L HIRFEIIKDO LB TT,

* Cisco Nexus 7 /34 A _EIZF%E TE 5 RADIUS — O KL 64 TT,

RADIUS H—/\DE&TE

Z ZCl¥. RADIUS V" — ROEEFIEIZCOWTHALET,

FIE

ATv 1  CiscoNexus 734 Z & RADIUS ¥ — N & O#ERi 2T L E T,
ATw T2 RADIUS — _"OFEFHEAEMEF—ZHELET,
ATFw T3 MEIISEU T, AAA BEFSFRIC,. RADIUS — D% 7% v & L T RADIUS H—/ 7
N—THBELET,
ATy T4 PEZSEUT, ROF T arORFGA—2EHRELET,
*F v K& A LEIR
* 1 /A BIZ RADIUS ¥ — DR E &35 7]
CEEFY FIABRE XA LT T MERR
° 7j7 '7/74/( /7%J:UHLHEEI\$

ATw 5 MEICSEUT, EHEIC RADIUS —R"Z2E=F ) 7T 5 L 9RELET,

RADIUS H—/\ /R R FDERE

FRERICME 4 A4 RADIUS 9 — N2 2OW T, IP7 KL A (IPv4 £7215IPv6) . F72013FR R M4 %
%&7@?‘64‘4%75‘*3@ DEF, TTORADIUS H— K& ME, 574/ F® RADIUS H#— &
N—TIWTBEMENE T, HK64 D RADIUS V—R_EZRETEET,
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RADIUS ¥ O —/\LEBRTHE X —DHRE

FIE
ARV RFERETIVa Y B8
ATFwvwT1 switch# configure terminal Ja—) a7 4 Xal—rarE—RKE
B L £,
ATvT2 switch(config)# radius-server host| RADIUS #— /30 IPv4 £ 721 IPv6 7 K L %,
{ipv4-address | ipv6-address | FHEARA ML AT LET,
host-name}
2T T3 switch(config)# exit AT 4 X2l —va ' REKTLET,
RTFwv T4 switch# show radius-server L=
RADIUS % — O E &2 F£m L ET,
RATFwTH switch# copy running-config iy
startup-config V7= hBLOY AZ— MRICEf T2 7 ¢
Fal—TalazAXF—FT v arrxa
L—va o la— LT, BEEKBRITHR
fEFLET,

wIZ, RADIUS ¥— "¢ LTAHRRA F 10.10.1.1 ZRET HH 2R LFET,

switch# configure terminal

switch (config)# radius-server host 10.10.1.1
switch (config) # exit

switch# copy running-config startup-config

RADIUS M4 O— /LG BRIEEXF—DETE

[ ] Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x

CiscoNexus 7 /3 A THEHT 5T XRTOP— DN T, Za— b LULTHEHAF— %23
ETEET, FRALEF—L1%. 2A v F L RADIUS — R K2 M OLFWMET F 2~ 2 K
VNS G

IZC®H5HIIC

JE— h® RADIUS — O FHFHEHFF—HEZRELTWNDZ L,

FE
av U RFERIETIV3 | BM
>
Z2TFw 1 switch# configure terminal | /' o — )L 207 4 X2 L —T 3 F— REBBLE
7
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RADIUS H—/\DERIEHEFX—0N

| 0L-29553-03-J

RADIUS —noEfixaF—nEE [}

ARV NEREET OV 3

7

=)

ATvF2 switch(config)# F_T?D RADIUS #— T 5 FRifa ¥ —% 5
radius-serverkey [0]7] |4, 7 U7 Fxx MR (0) E713HHLE
key-value X () OFEHFEAF—Z2EETESES, TT7HLEO

X7 V7 T A KT,

KT 63 LTFDORS L THEMAETT,

T 7 AV h T, FREEE R TR E SN E T A,
2T T3 switch(config)# exit AT 4 Fal—TarE—RFEETLET,

ATy T4 switch# show radius-server | ({T-7)

RADIUS % — O ELEFRRLET,

GE) FAALAF—1T, EfTa 7 F¥ab—rs
CYNICKE S LB CRFES N E T, a1k s
NI FREE ¥ —Z2F R 7 5121%, show
running-config =~ > K& H L E3,

ATy 75 switch# copy (EE)

running-config
startup-config

V7= BILRNY 22— MNFRIZE[Ta 7 4 Fal—
gV EAR— R NT v a7 4 X al—glla
E— LT, BREEZKEMIHRTFLET,

RIZ, TAAZATHEAT LT NTOH—=NIHONT, Zu—Ub LoYL THAEA F—230ET
LP 2R L ET,

switch# configure terminal
switch (config)# radius-server key 0 QsEfThUkO
switch (config)# exit
switch# copy running-config startup-config

=1 ]

axX AE

HETIEA F— & 1%, Cisco Nexus 7734 2 & RADIUS #— 8 R A2 M OILHEMETF A N AR

N7 G I

[T L& BHIIC

U £ — K ® RADIUS —_OFHiELAFF—EERE L TNDH I L,

Cisco Nexus 3000 & ') —XNX-0S ¥ )T« a2V T4Fal—Lav M4 FUU—X6x i



RADIUS H—/\ JIL—TDEEE

FIE

RADIUS DZEE |

ARy RFEREFT7TIaY

EL:)

ATy T

switch# configure terminal

Ja—\ ) ary 7 4 FXal—iaryE— RefisL
3 8

ATy T2

switch(config)#
radius-server host
{ipv4-address | ipv6-address |
host-name} key [0 | 7]
key-value

FEE D RADIUS r— ORI X —%2FFE L 7,
707 7xAMEX (0) F23K5eE (7) ©
FRIAEXF—EBRECEET, T 740 bOEAIT
7 V7 FXARNTT,

KT 63 LTFDOREE THEMNRETY,
ZOEFHA =N 0 — LV EAHEE R - Y
RSN ET,

ATvT3

switch(config)# exit

a7 4 X2l —var E—RFEKRTLET,

ATv74

switch# show radius-server

(FE)
RADIUS — OB TEE X R LET,

G¥) FRHAX—IT, T2 7 Fal—Ta
YRNICHE ALIECIRIFE SN E T, Rk
SNT-FRIHLA X —%2 KA T DI, show
running-config =~ > R&HH L £,

ATy T5

switch# copy running-config
startup-config

E=E)

V77— hBIRNY 2FZ— MNICFE T 7 4 F 2 Lb—
VarvEAX— T T a7 ¥l —33 00
ab— LT, BEEZKFEMIIHRITFLET,

xR

-

=~

switch# configure terminal
switch (config) # radius-server host 10.10.1.1 key 0 P1lIjUh¥g
switch (config)# exit

switch# show radius-server
switch# copy running-config startup-config

RADIUS H—/\ ' )IL— T DEE

PN ITN—=TZEA LT, 1 BERITEEEDO Y T— F AAA V=N X DBREE R ETE %

[ ] Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x

T, TNA—T DAL N—F3FT T, RADIUS 712 F 2 /LIZB L TWALERH Y £,

NEFFIZHE > TH— " aAT S E T

RADIUS HRi#EHFF—2FRETHH 2R LFET,

RE LT

0L-29553-03-J |



RADIUS DR FE

RADIUS H—/\ ' )L— T DERTE

FIE
ARV NEREETOaV | B
2Ty T1 switch# configure terminal | ' o — )L 27 4 X o L —2 g F— FEBHBL
\i—a—o
AT T2 switch (config)# aaa group |RADIUS H—/X V' /L—TF%Ek L. DT L—FD
server radius group-name RADIUS — R —F a7 X2l — g2 ¥
TE— RERBLET,
group-name 5¥UE, FK 127 LFOHRBLTOA RN
7T, RICFICFIHIRB S E T,
ATFvT3 switch (config-radius)# server | RADIUS H#—/ 3% RADIUS H— /X Z)L—7F D A
{ipv4-address | ipv6-address || )x— L _CaiE LET,
server-name} )
A7 L7 RADIUS H— 33 o b 725513,
radius-server host =~ > K&l L CH— %3 E
L, Z20a~vryFaedb ) —EIFTLET,
T T4 switch (config-radius)# =)
deadtime minutes E=FV T Ty REALERELET, T 74/
MEIE 03T, FRETE HHPHIT 1 ~ 1440 T,
=3 RADIUS #—/ =T DF v K & A Al
PE2Y 0 LW REWEAIE, ZOER 7 a—
PSNVIRT B A MELVERSET,
ATFwTH switch(config-radius)# =)
source-interface interface | k7= > RADIUS H—/R 2 L —FIZRAZT0A L B —T =
A 2 zE) B TES,
PR=FINTNDA U F—T = A ZADZ A TITEH
¥ LV VLAN T,
GE) source-interface =~ > RZ{HEH L T, ip
radius source-interface =~ > N2 J - CE|
DUTHENET B — L VY —R f L H—
T oA A F—"—F A4 RLET,
2FvT6 switch(config-radius)# exit | = 7 (¥l —2 g F—RFEKTLET,
ZFwF1 |switch(config)# show (E5)

radius-server group
[group-name)

RADIUS = Z N —T OFREEF R LET,

| 0L-29553-03-J
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B RS H— N TL—TOEODTA—NLRETA V8 —T 1 ADRE

RADIUS DZEE |

ARV RFEEEFTIVaY BH

ATv S8 switch(config)# copy i
running-config U7 — hBEUY AX— MFCEITa L T 4 Fa L —
startup-config VAL EAF—RT vy T ar7 4 ¥al—vaca
E— LT, BHEZKGINIRFLET,

&Iz, RADIUS H— R I —TF 52 ET D0 %2R LET,

switch# configure terminal
switch (

switch (config-radius)# server 10.10.1.1
switch (config-radius)# deadtime 30

switch (config-radius)# use-vrf management
switch (config-radius)# exit

switch (config)# show radius-server group
switch (

RDEE

config)# aaa group server radius RadServer

config)# copy running-config startup-config

AAA —E RIZ RADIUS =N V' —T %5 H L F9,

RADIUS H— N\ )IL—T D=5 O—NNILRETA VA —T AR

DETE

RADIUS % —R J)—127 7 B AT HBIMEH TS, RADIUS — R JL—THO 7 a— 31
RETXA L H—T oA AERETEET, F-. FFED RADIUS — " F—THIZHR 5%
G v A —T A RERETHZLEHLTEET,

FIE
ARV FERETIVaY BH
& A switch# configure terminal ra—nN) ary7 4 Xal—ary E— KEH
HBUET,
ATV T2 switch(config)# ip radius ZOT A ATHRES TN DT TDRADIUS
source-interface interface PR FI—F DS 0 — N JVRAZTEA K —
T A ARELET, BETLA L H—T AR
T, BEEIXIVLAN A VX —T =4 AIZT 5
TENRTEET,
2TFwv T3 switch(config)# exit a7 4 Xal—rarE—REKTLET,
ATvT4 switch# show radius-server UEE)
RADIUS — SOBER#E RN LET,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x
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44 vEsz1—+z& 5 RADIUS H—oiEEzHT [

ARV RFEREFTIVaY | BH

25w T5 switch# copy running-config (E=
startup config Ffrar74Xalb—rvark, A= T v
ary 74 Xal—ralar—LET,

KIZ, RADIUS #— Z =T D7 a—SVRETA v 4 —T 2 A AL LT, mgmt0 A >4 —
T A ALRET DR LET,

switch# configure terminal

switch (config)# ip radius source-interface mgmt 0
switch (config)# exit

switch# copy running-config startup-config

074 UBFIC1—H(Z& % RADIUS H—/\DIETE Z 557l

| 0L-29553-03-J

07 A VEFZ RADIUS W —REHEET D L a—F|IFHFrTEET,

FIE
ARV FEREETIVa Yy B
2Ty switch# configure terminal Ja—n\)ary7 4 Xal—valrE®— K%
BsG L £
25w T2 switch(config)# radius-server | o 2/ L HEZ o —FNFRIAFTR OEE L & 7
directed-request HRADIUS = ZfEETEH LI LET,
T 74N NMIT 4 E—T LT,
ATvT3 switch(config)# exit a7 4 Xal—varyE—REKTLET,
RFyvT4 switch# show radius-server UEE)
directed-request directed request DX E &L &K L ET,
ATvTh switch# copy running-config (=)
startup-config Efrar 74Xl —TarhE, AX—F T v
Tar7 4 Xal—rariiar—LET,

WIZ, Xy bU—=2Za A L& &2, 22— RADIUS H— " ZEINTE 5 L 52T 54
ERLET,

switch# configure terminal

switch (config)# radius-server directed-request

switch# exit
switch# copy running-config startup-config

Cisco Nexus 3000 & ') —XNX-0S ¥ )T« a2V T4Fal—Lav M4 FUU—X6x i



RADIUS DZEE |
B Jo—/\LHRADIUSEEY FSAEHE S A LT Y FEROBRE

27 0—/\)L7E RADIUS 3:(EY) S A B E S A LT ) FEIRDERTE

T _TCTD RADIUS — N5 70— L7 BmiE G F AR E X A A7 0 MNEEZRET
xFT, TTFNITHEH, AA v FIF e — B VEGEECETHIZ, RADIUS — 3 ~0DEE % 1 [A]
FOERITLET, Z0U FITADEEIE, =" LICHRRSBEIETHST I ERTEET,
B A LT REREIE, CiscoNexus T /3N, ANMHT A LT U b =T —%EST HH1IC. RADIUS H—
ININD DINVE B RS T DR EZRE L ET,

FIE
ARV KRFEREETI VY EL:y)
2Fwv T switch# configure terminal Jao—r\)Lary 74 ¥al—raryE—RiH
HMLET,
RATFw T2 switch(config)# radius-server |4-<T D RADIUS V— OB EEEKEIET L
retransmit count Y, 774N POFREREIT T, I
0~57T7,
ATvT3 switch(config)# radius-server |RADIUS ¥ — SD%(EX A L7 7 NG EIEE
timeout seconds LET, T74L DX A LT D MRS
T, #PHIZ 1~ 60 B TT,
2Fy T4 switch(config)# exit Jua—)ary 4 Xalb—varE— REK
TLET,
ATFvTH switch# show radius-server (E=E=)
RADIUS ¥ — OB EERTLET,
RATFYT6 switch# copy running-config (=)
startup-config FfFar T Kal—vark, AF— LTy
T ar74¥al—varilar—LET,

KIZ, RADIUS — T, U T A [B¥E 3, kXA LT 7 NElEE S RICRET 262~ L
ij‘o

switch# configure terminal

switch (config)# radius-server retransmit 3
switch(config)# radius-server timeout 5
switch(config)# exit

switch# copy running-config startup-config

H—/NIZxI S RADIUS XY RS AR ER A LT FREIRDERTE

57 4Lk TlE, Cisco Nexus A A v FlTva —HVEREFIZ R THIIZ., RADIUS — _R~DiEE% 1
BIZHAITLES. 20U hTADEEIE, Y= T LICRRSEETHEOT I ENTER

Cisco Nexus 3000 &) —X NX-0S ¥ l)FT4 2T Fal—3> A4 K1) 1)—X6x
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To Flo, AAYTFBREA LTV N =T —%EF5T HHII
LA LT MEMERETDHILHTEET,

H—/IZxF B RADIUS 12 RS EHE 2/ L7 rEROSRE I}

Z RADIUS Y — 305 DA % 514

FIE
ARV FFEREET7TO2V3Yy | BH
2Tv 1 switch# configure terminal ra—)ar 74Xz lb—3a Ly ET— REEG
L/ i j‘o
XTFw T2 switch(config)# radius-server |#rE DV — N2kt A BFHEEREEZIEE L E 4,
host {ipv4-address | ipv6-address | 5> 4 )L 1327 10— UE T,
| host-name} retransmit count
GH) 7€ O RADIUS H— NZHRE L7 ik
fEEHUE, 3 _To RADIUS H—/3
fRE LIeBAER R L v shE T,
XTFvw T3 switch(config)#radius-server |k EDOHV — XOEEX A LTV NUBEZEELE
host {ipv4-address | ipv6-address |4 57 4 |37 10— T,
| host-name} timeout seconds
GH) F#iE D RADIUS $— NIZHRE L7 2 A
L7 7 MEREZ, 3 TORADIUS ¥—
MHE LT # A A7 7 MEkg & 0 #E%
ShET,
2Ty T4 switch(config)# exit Ja—rar 7 4 Xalb—valryE—REKT
L/ i ‘a‘o
& WA switch# show radius-server G-y
RADIUS Y — DB EZFR- LET,
ATvT6 switch# copy running-config G-y
startup-config VU7 — hBEONY 2% — MNFICEfTa 7 4 ¥
L=y a B RS — Ty ar7 4 ¥alb—
ailae— LT, AEEKGEICRFELET
KIZ. RADIUS 7R A | #— 3serverl T, RADIUSKIE Y F 7 A BI¥A 3, #1447 v MNHMEZ 10
BlcRET 202~ LET,

switch# configure terminal
switch(config)# radius-server host serverl retransmit 3
switch(config)# radius-server host serverl timeout 10
switch (config) # exit

switch# copy running-config startup-config

| 0L-29553-03-J
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B RS H—ROTHYUT 4 VT BLURIEREDRE

RADIUS DZEE |

RADIUS 4—/\DT7Hho T4 VT B X UVREREDETE

RADIUS =T h o7 40 VITEHA, £z

JL KT

IR T2l ETE X, T4
1%, RADIUS — I 7 Uo7 4 7 LRGEDE FIEH SivE$, RADIUS DT h v

T4 /7%J:U\munﬂ57l v — /0)57E5EUDP RN— I\gé"?‘%):‘l: Ef%iﬁ‘o

FIE

ARV NFERERETIVa Yy

=)

ATy T

switch# configure terminal

Ja—r\ )L ar74¥al—ary E— %
BtE L 9,

ATw T2

switch(config)# radius-server host
{ipv4-address | ipv6-address |
host-name} acct-port udp-port

()

RADIUS 7 H DU VT 4 T DA vy — A
TH5UDPA—FEHRELET, T 741D
UDP R"— b X 1812 T,

FEETE AHEPHIL 0 ~ 65535 T,

ATvT3

switch(config)# radius-server host
{ipv4-address | ipv6-address |
host-name} accounting

(&)

¥ ® D RADIUS V' — & T h o T 4 v 7 HIC
OHFEHTHZ L EEELET, T 74/ KT
WX, TAhO T 4 7 ERGEOW TICE R S
i‘a‘o

ATvT4

switch(config)# radius-server host
{ipv4-address | ipv6-address |
host-name} auth-port udp-port

(=)

RADIUS F87E A vt&—FH® UDP R — k%45
FLET, 74/ hOUDPFE— FL1812 T
7,

FEETE HHEPHIL 0 ~ 65535 T,

ATy T5

switch(config)# radius-server host
{ipv4-address | ipv6-address |
host-name} authentication

(E=E)
¥ E D RADIUS Y — N FHIEHICOAFEHT 2
ZEEBEELET, TNV TEH. THU Y

T4 N }:wuuﬂzo)ﬁﬁ AN ET,

ATvT6

switch(config)# exit

a7 4 Fal—arEF—REERTLET,

ATy T1

switch(config)# show radius-server

(&)
RADIUS #— DO ELXFE S LET,

ATvT8

switch(config)# copy
running-config startup-config

V7= hFBEIRNY AF— MNRRHIFE T2 7 ¢
Fal—arEAE— Ty ars74¥a
L—y g Alabt— LT, ZBFEEZKEIIHRTE
LET,
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0L-29553-03-J |



| RADIUS D=
RADIUS H—nnEgmE=2Uv70%E I}

WIZ, RADIUS 4= "D T o 7 4 v V@it EGERME 2R ET D02 R~ L ET,

switch# configure terminal

switch (config)# radius-server host 10.10.1.1 acct-port 2004
switch (config)# radius-server host 10.10.1.1 accounting
switch (config)# radius-server host 10.10.2.2 auth-port 2005
switch(config)# radius-server host 10.10.2.2 authentication
switch # exit

switch # copy running-config startup-config

switch #

RADIUS H—/\DEHIME=2 1) > T DETE

RADIUS h— Ol EE=F2 IV 7/ T&xEd, R"NTA—FL LT, ¥Y—NIEHTL2—F
HENRAT =R, BIXOTA NV EA~—D0bVET, T4 RV ¥A~—ITIL, RADIUS H—
NREDL BVWDOHIBEREZE LR ST GEBICAA v TFNT AN NNy NERET D05
ELET, ZOFTaraERETHIET, Y—"EFEMIICT A N TEET,

DY

GE) *Xx2UT5 4 LOBEBENS, RADIUS 7 —Z _X—ANOBFED L —HFL LR UET A b o—H
EFRELRNZ EEBHEREL 4,

FTARNTA R EZA<—IT1Z. RADIUS H— R EDL 5 VDOHIMEREZZE Lo 25481
AA Y TFNT AR RNy NeEET I ERELET,

TI7HNVEDT A RV FA~—fEIT05TT, 7TA RURERBRS 0 2OEAE. A4 v FIik
RADIUS +— O T 2T =X ) T HFITLER A,

FIE
OV bFERETIVa Y B#Y

Z2TFw 1 switch# configure terminal Jsa—R) a7 4 F¥alb—2arF— K2

MLET,

RTFw T2 switch(config)# radius-server host | - — X =% J o FHDO /TG A — X 2 ELE
{ipv4-address | ipv6-address | +. FIF L O —H LT test. T 4L RD
host-name test {idle-time minutes | , ¢ -, 7 KU test T3
| password password [idle-time ‘ °
minutes] | username name TI7HNV DT A KV ZA~<—fEIZO0455TT,
[password password [idle-time HeE T AL 0~ 1440 43T
minutes]]} A °

GH) RADIUS #— DO EMHRE=4 1 >
ZEATIIZIE, TA BV 24 ~—I20
LV REREZRET DLENH Y £
K

ATvT3 switch(config)# radius-server ZA wF N, FIRGSA L7 72 RADIUS H— 3
deadtime minutes EF = s T HETOMM () EHEELET

Cisco Nexus 3000 &) —X NX-0S X l)T 4 22T F¥al—3 > HA4 K1) —R6x
| 0L-29553-03-J



RADIUS DZEE |

B 7 rs1LrimozE

AT REEET7TIVa Y B
T 7 4V MEIX 04T,
FBETE DHEPMIL 1 ~ 1440 45T,

2T T4 switch(config)# exit a7 4 Fal—raryEF—REKTLET,

RXFvTH switch# show radius-server GEN=s
RADIUS ¥ —/ OB E LKA LET,

XTFvT6 switch# copy running-config (=

startup-config V7= hBLOY AH — MNEIZE T 7 (X2
L= a A A = Ty T ar7 4 F¥alb—
Varilabt— LT, BHEEZKHRIHRTE L E

R

Wiz, 2—H%4 (userl) BLUONNRAT—FR (U2GA2BH) &, 3590DT7 A4 KLV 24 ~=—B IS5
SDF s RZ A LT, RADIUS — S R A b 10.10.1.1 2R ETHH2 R~ LET,

switch# configure terminal

switch (config)# radius-server host 10.10.1.1 test username userl password Ur2Gd2BH idle-time
3

switch(config)# radius-server deadtime 5

switch(config)# exit

switch# copy running-config startup-config

Ty k24 LEROERE

F_XTORADIUS — D7 v K X A AHBERECEET., 7 v F XA ARRIZIEL, Cisco
Nexus 7 734 AN RADIUS ¥ — %7 v FIREETH D L ES LIk, 2OV — "B T 74 7IRfE
WCRSTEMEI D ERWTH7-DICT A MRy NERET2ETORBEEELET, 774
Jb MEE 0 4T,

G¥)

[ ] Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x

T K 2 A LEED 053 O%E . RADIUS H— N3, & ZRIRWEATH, Ty e L
T~—7 ShFEFHA, RADIUS V— R J)L—T12%4 55T v K 24 ABREZRETEE9,

FIE
ARV RFEREET7TIVa Y B#J
2Tw I switch# configure terminal Ja—s\)ary7 4 Xal—varyE®— K%
B4 L £
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| RaDWS D®E

RADIUS H—Ef=lFH—nN T L—FoFBE=42)>7 |}

ARV RFERFTIVaY =)
ATvT2 switch(config)# radius-server |7 N % A AMRARELET, 774/ b
deadtime 15 0 5y CF, HERFIIE | ~ 1440 5T
j—o
2Ty T3 switch(config)# exit Ay 74 X2l —raryE—RFEKTLET,
ATy T4 switch# show radius-server G-y
RADIUS ¥ — " ORGEZF R LET,
ATFvw S5 switch# copy running-config =)
startup-config Frar 74 F¥al—rark, AF—K T v
T arZ4Fal—varilar—LET,

KIZ, RADIUS H— N2 5 20T v RE A DEHET D02 R LET,

switch# configure terminal

switch (config) # radius-server deadtime 5
switch (config# exit

switch# copy running-config startup-config

RADIUS H—N\FEFH—NNTIL—TOFEFHE=2) T

FIE

AU RFEREETOVa Y

El:)

ATFvT1 switch# test aaa server radius {ipv4-address| RADIUS Y — NIZF A F A wtE—

vrf-name)] username password

ipv6-address | server-name} [vrf vrf-name] ZEE LT M AR L E1,
username password test aaa server radius
{ipv4-address | ipv6-address | server-name} [vrf

ATFv T2 switch# test aaa group group-name username RADIUS ¥ —/% 7 jL—F 1257 & k

password

Ay — V& R(E L TR 2 R
L/\i—g_\o

Wiz, AR AR T S22, RADIUS Y — e P — R T —FZT A b A v —T %% ET

HP 2R L ET,

switch# test aaa server radius 10.10.1.1 user 1 Ur2Gd2BH

switch# test aaa group RadGroup user2 As3He3CI
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RADIUS DZEE |
B raDUs BEORR

RADIUS &% DR

AAA TEHREFRT HI121F. ROEEDOWTINEITNET,

av vk ]3]

show running-config radius [all] FEitar 7 4F¥ 2L —3 3 0 RADIUS X /E
HRRALET

show startup-config radius AR —K T T a7 4 Fa2lb— a0

RADIUS X E&F L ET,

show radius-server [server-name | ipv4-address | | % EFH» DT TDRADIUS — D /3F X —
ipv6-address] [directed-request | groups | sorted | | & 2 5% | £,
statistics]

RADIUS H—/\ i EHIBERD TR

FIE
ARV FFEREETIVa Yy =Lz

2ATFvT1 switch# show radius-server statistics {iostname | |RADIUS #¥etiE#A R R L F
ipv4-address | ipv6-address} +,

RADIUS H—/\ifft5HiEHwD I U7

Cisco NX-08 T /34 ZHMEH: LT RADIUS — DT 7 7 1 BT 4 1T 58 EHERZ Fo
L/i‘j—o

(X L& BRI
Cisco NX-OS 5 /34 A|Z RADIUS —ZHE L £9,

Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x
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RADIUS DR FE

FIE

raDius oEEd

ARV RFERETIVa Y

=)

ATy 1 switch# show radius-server statistics
{hostname | ipv4-address | ipv6-address}

(CEo=¢
Cisco NX-0S 7" /34 A T® RADIUS
P N R E R R L ET,

ATw T2 switch# clear radius-server statistics
{hostname | ipv4-address | ipv6-address}

RADIUS ¥ — Ntz 27 V7 L
iTO

RADIUS O &% 7€ 15l

RIZ, RADIUS #ZET HH &= R~RLET,

switch# configure terminal
switch (config)# radius-server key 7 "ToIkLhPpG"

switch (config)# radius-server host 10.10.1.1 key 7 "ShMoMhTl1l" authentication accounting

(
switch (config)# aaa group server radius RadServer
switch(config-radius)# server 10.10.1.1
switch (config-radius)# exit

switch (config-radius)# use-vrf management

RADIUS DT 7 # )L FE%TE

WDFEIZ, RADIUS NT A —ZDF 7 )L hiREZRLET,

=1: TITAIL LD RADIUS N5 A —%5

INTGA—4 TIAILE

=R DEE RBIAEET AT T 4T
T v R A2 A ~—HhE 057

E3-SEAEIE 1

FEE & A ~—MHbR 58

TA RV Z A ~—[HE 057

= ROEHHE=F ) T Da—F4 test

Y= ROEMPE=F2 ) T DNRAT— K test

| 0L-29553-03-J
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B raows owggeEE

RADIUS O #gE & FE

% 2 : RADIUS D4 HERERE

RADIUS DEFE |

HaER J1)y—=x HREIRHR
RADIUS 5.03)UI(1) ZOWRENEASNE L,
IPv6 5.0(3)U3(1) IPv6 AR — P BIIS N E LT,
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