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policy-map type control-plane copp-system-policy
class copp-s—-default
police pps 400
class copp-s-ping
police pps 100
class copp-s-13destmiss
police pps 100
class copp-s—-glean
police pps 500
class copp-s-13mtufail
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police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s—-ip-nat
police pps 100

class copp-s-ipmcmiss
police pps 400

class copp-s-ipmc-g-hit
police pps 400

class copp-s—-ipmc-rpf-fail-g
police pps 400

class copp-s-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 1300

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 1000

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bpdu
police pps 12000

class copp-s-cdp
police pps 400

class copp-s-lacp
police pps 400

class copp-s-11ldp
police pps 200

class copp-icmp
police pps 200

class copp-telnet
police pps 500

class copp-ssh
police pps 500

class copp-snmp
police pps 500

class copp-ntp
police pps 100

class copp-tacacsradius
police pps 400

class copp-stftp
police pps 400

class copp-ftp
police pps 100

class copp-http
police pps 100
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ZORY —OBREITKRO LB TT,

policy-map type control-plane copp-system-policy

class copp-s-default
police pps 400

class copp-s-ping
police pps 100

class copp-s-13destmiss
police pps 100

class copp-s-glean
police pps 500

class copp-s-13mtufail
police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s—-ip-nat
police pps 100

class copp-s-ipmcmiss
police pps 400

class copp-s-ipmc-g-hit
police pps 400

class copp-s—-ipmc-rpf-fail-g
police pps 400

class copp-s-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 1200

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 900

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bpdu
police pps 12300

class copp-s-cdp
police pps 400

class copp-s-lacp
police pps 400

class copp-s-11ldp
police pps 200

class copp-icmp
police pps 200

class copp-telnet
police pps 500

class copp-ssh
police pps 500

class copp-snmp
police pps 500

class copp-ntp
police pps 100

class copp-tacacsradius
police pps 400

class copp-stftp
police pps 400

class copp-ftp
police pps 100

class copp-http
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police pps 100
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ZORY —DREFKRD LBV TT,

policy-map type control-plane copp-system-policy

class copp-s-default
police pps 400

class copp-s-ping
police pps 100

class copp-s-13destmiss
police pps 100

class copp-s-glean
police pps 500

class copp-s-13mtufail
police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s-ip-nat
police pps 100

class copp-s-ipmcmiss
police pps 400

class copp-s-ipmc-g-hit
police pps 400

class copp-s-ipmc-rpf-fail-g
police pps 400

class copp-s-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s—-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 4000

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 4000

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bpdu
police pps 6000

class copp-s-cdp
police pps 200

class copp-s-lacp
police pps 200

class copp-s-1l1ldp
police pps 200

class copp-icmp
police pps 200

class copp-telnet
police pps 500
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class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp
police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
class copp-ftp
police pps 100
class copp-http
police pps 100
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match-any class-map-name L. V5 A~y ary7 4 Xal—gy
T RERMGLET, 774V DI TRy
i - F 2 7'1E match-any T3, AAMIHEK 64 305

itch(config)# class-
conteoloiang closamapn T TS T, KIFEAACFRKHI S NET,
switch (config-cmap) # .
G¥) class-default, match-all, 3 LW
match-any & 7 7 A~ v T4IAEHT
HTEITTEER A,

A F w73 |match access-group name UEE)
access-list-name IPACLD~ v F T HIBEELET, #HEDIP
ACL D~y F U 7 EATIHEIE, ZORT v
i - TE#OIRLET,

switch (config-cmap) # match

access-group name MyAccessList (/I) ACL ﬂ?’* v — }\ permit iS J:U\ deny
IX, CoPP~ v T ZRHICIXMHE X

£75
ATwv 74 |exit VT Ay S a7 4 F¥al—ar E—K
BT LET,
&1
switch (config-cmap)# exit
switch (config) #
ATFvTH show class-map type control-plane E=E)
[class-map-name] avba—L L=V I TR TOREE
FrRLET,

£

switch (config)# show class-map
type control-plane

ATvT6 copy running-config startup-config | ({£)

FITar74FX¥alb—varkE, AX—F T v
Bl - T arZ4Fal—rvarilart—LET,
switch (config)# copy
running-config startup-config

O [o] ~ O E |
ayvekA—I)L L= R O— Ty TDERTE
CoPP DRI v — = T HRETIHIVLENHLDET, R — <y IUIRY T RTA—H
EEwET, 7ITAORI Y —FRELRDSTHE, T 74V DO PPS AR —FLET,
IPv4 F£7213 IPv6 X7 DRI v —52RETEET,
[T L& BHIIZ
oy k=L T—r VTR TINRELTHDZ LR LET,

Cisco Nexus 3000 &) —X NX-0S ¥ l)FT4 2T Fal—3> A4 K1) 1)—X6x
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arvkA—L TL—rRY— IV TOHRE [ ]

FiE
AU RFERETIVaY B#)

2ATFvT1 configure terminal Juo—r~)Lary 7 4 ¥al— gy E—FR

ZBG L ET
{1
switch# configure terminal
switch (config) #

ATFv T2 policy-map type control-plane ayviha—) FL—r R o— <y %E

policy-map-name FL. R —wwFar 7 4 ¥al—ig
VE—FRERBLET, R —~v 74

- [FRK 64 CF T, RILF E/PSUFFIKGI &

switch (config)# policy-map type

control-plane copp-system-policy *Ljf?ro

switch (config-pmap) #

ATFvT3 class {class-map-name [insert-before | = o —)L FL—2 75X~y FLET-

class-map-name?2] | class} 37 AT 74V EEEL, 2> ha—L
=2 I TAAr T 4 X2 lb— g F—

1 NaBs L Ed,

switch (config-pmap)# class

ClassMapA

switch (config-pmap-c) #

AT 4 |police [pps] {pps-value} [be] burst-size |1 fhfE1&7- 0 D347 >k (PPS) BLN= I v
[bytes | kbytes | mbytes | ms | packets || 1. 352, ~— =2 | (BC) 2B+ 5 L— ME[R%E
us] FELET. PPS DI 0~ 20,000 TF,

774/ h PPS X0 C9, BC OFHIL0~
Bl : | | 512000000 3. 77 /L b BC HA RO
switch (config-pmap-c)# police pps | .
100 bc 10 PLIFANA R T,
ATw 75 |exit RV —~w TV T7Aary74FXal—g
VE—REETLET,
{1
switch (config-pmap-c)# exit
switch (config-pmap) #
ATwvT6 | exit RV —=yFar7 4 Xal—aE—
FE¥TLET,
{1
switch (config-pmap) # exit
switch (config) #
ATFvTT show policy-map type control-plane (E=

[expand] [name class-map-name)

il -
switch(config)# show policy-map
type control-plane

avhua—L FL—r RY— <y TOH
ErEFRLET,
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avrao—LFL—rvRyLLI0BEE |

ARV RFERRTIVa Yy

S

ATvT8

copy running-config startup-config

(&
FArar 74 X¥al—vark, A¥—h

i - Tyrar7 s ¥al—alzar—LE

switch (config) # copy running-config *f
o

startup-config

-~ O ~ N [e] ~ Erlal_._l
OV A= TL—UHB—EX K —DEE
([ L& BRI
arvire—N L= R o— vy T EHRELET,
FIE
ARV RFERETOYI Y B#
& WA configure terminal Ja—nN)ar74Xxal— gy EF—
FaBasm L £7,
11 :
switch# configure terminal
switch (config) #
RTFw T2 control-plane ayirr—)L FlL—r a7 4 Xa lb—
vary E'— RERBLET,
11 :
switch (config) # control-plane
switch (config-cp) #
ATFw T3 [no] service-policy input AT 74w DORY — <y T HR/E
policy-map-name LE,
11 :
switch (config-cp)# service-policy
input
copp-system-policy
ATv74 exit ayhp— L FL—rar7 4 ¥al—
TaryE—REETLET,
£ :
switch (config-cp)# exit
switch (config) #
ATvT5 show running-config copp [all] Casy=A

i -
switch(config)# show running-config
copp

CoPP #HEEFK - LET,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x
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CoPP show 17> K .

AT RFEREETIVa Y E]:g]
ATvT6 copy running-config startup-config (E=
Y7 —=bhBLOY R — MNRFZFETa
il T4 FXalb—va A — T v A

switch (config)# copy running-config

: - — gt ar— o
startup-config Y74 Falb—r3a i E—L T, &

W2 KA RAE L 3

CoPPshow O <> K

CoPP OFEEMAFRT HITIL, KD show 2~ ROWFNra AT LET,

avo kR =)
show ip access-lists [acl-name] CoPPDACLEZ &Y, VAT A
NTREINLTNDTNTD

IPv4 ACL # &R L E 7,

show class-map type control-plane [class-map-name] NV A S AN TAV VAN
ENTVD ACL 25, =
fa— FL—r 7T A<y
TOREZRTLET,

show ipv6 access-lists CoPPIPV6 ACL &8, T34
A ETCHREINTNDTRTO
IPv6 ACL Z# R L £7,

show arp access-lists CoPPARPACL &8, T34
A ETHRHEINTWNDHTRTO
ARPACL &K R~LET,

show policy-map type control-plane [expand] [name ayvhba—)L 7L —r R
policy-map-name] ey LT A TR
~ v 7B LOPPSDEEZER L
5

show running-config copp [all] FEiTar 7 4 Fal—a N
7 CoPP HEEZFK R LET,

Cisco Nexus 3000 ') —XNX-0S X2 l)T 4 2274 Fal—a v HA K J)—X6x
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avro—L FL—rvRYLrrnEE |
B coPrEERT—4R0OFRT

avw Uk B8

show running-config aclmgr [all] Ffrary 7 4 Fal— 3D
A—PRECLDT 7 EA 2
Y hra—n U AL (ACL) %
RBRLET, al v a %
ERTLE. Frarrys¥a
L—va D7 74/ kb (CoPP
RIE) La—HPERICEDACL

DT RERSNET,

show startup-config copp [all] AR —KNT v a7 (X
L—3 3 UIND CoPP iRE & #
ﬂi\‘ L i ‘a‘o

show startup-config aclmgr [all] AR —RKT v a7 44X

L—YaryDa—YREICED
TIRAarbta—n AR
(ACL) #F/RLET, all &
TarEEHTLE, AF—
Ty a7 4¥Xal—vg
Y DT 7 vk (CoPP i%iE)
La—HPERICLD ACL D

FHRRRINET,
L =] — —
CoPP BXERT—HZ ADRTK
FE
AU RFEREETIa Y E]:g]
2Ty T1 switch# show copp status CoPP HEEDREAT — X AL TR L
\i—g_qo

KIZ, CoOPP RIEAT —H AT DB 2R LET,

switch# show copp status

Cisco Nexus 3000 &) —X NX-0S ¥ l)FT4 2T Fal—3> A4 K1) 1)—X6x
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avkE—L TL—2 RY LT OBRE

cPPE=% [l

CoPPDE=4

FIE

av Y RERETI a2 | BB

AT 71 |switch# show policy-map | 72 CoPP R U > —D—#THDHTRITDT T A
interface control-plane WELT, 7y b LULOBEEHREERRLET,
FEHE L. OutPackets (> ha—)L 7L — 2% L
THFRI SN2/ v k) & DropPackets (L— hHIBRIZ
XoTReyrankry ) ELTHEELET,

WIZ, CoPP Z#E=H T 5% R LET,

switch# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy-default

class-map copp-system-class-igmp (match-any)
match protocol igmp

police cir 1024 kbps , bc 65535 bytes

conformed 0 bytes; action: transmit

violated 0 bytes;

class-map copp-system-class-pim-hello (match-any)
match protocol pim

police cir 1024 kbps , bc 4800000 bytes
conformed 0 bytes; action: transmit

violated 0 bytes;

CoPPY S XIZxd B L— rHIRD T4 E—TJILiLEBA
*— It

[

CoPP CTHIHI SN2 HE LV #< 7 — & #fiii6 T HI21E, CoPP 7 7 AT 5T 74/ hDL—
MillRZT 4 E—7 L, T3 ATORKFFMEICL— FERELET, 7y MImKR
DOHMETCPUIZEFEIND LRV ETN, Z6D/Ty 2T 5 L — I CPU RE
WIRFELET, F—FHEEEHIT, CoPP 7 7 Rk T 5 L— MlREZFHOA 32— 7 I T B 0E
NHDFET,

| 0L-29553-03-J

FE CoPP 7 T ARIZxtT AL — MIBERT 4 E—7MZENTWAEE, CPURKED NS 7 4 v 7

ST RTUVIRERIC 2 Y £,
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avro—LFL—rRyLrTnRE |
B coPPOSRIZHTBL— MIBOT 1 £— T L EEA R —TLiE

[T L& BHIIC

CPUNR#EINTWAZ L, BIOBREIRANTNT T4 TN TNRA AL H—T o A, A—
N NRAPF FV 2= ABIOCPUIZEEIN TNV E &R L T EE,

FE
avURFERIET7TI2V3Y BH
ATFvT1 configure terminal Jua—N)Lar7 4 Xal—aryET— RERBL
\ij—o
1 -
switch# configure terminal
switch (config) #
AT 72 |copp rate-limit disable CPUIZEEENDT 74NV D1 BB DRy
MaET =7 L, HEFX2—THRKREDOL—
il TCPUILART Yy hERETEDLLIICLET,
switch (config)# copp
rate-limit disable EE Zoavr REIFIATTHE, CoPP L— KMl
BT _RCTDY T ACK LTT 4 B—TMIC
SN2 BT HEERA U RER
INET, L7EEB-T, CPUEEIT T4 v 7
KBEZZIFTROTL RV ET, TEXHETEL
no copp rate-limit disable =~ > K& %17 L T
<TEEW,
ATFvT3 show policy-map interface Gy
control-plane WHESITZCoPP R S —IZEENDTRTDY T A
WL T, X7y b LLORSEHERER R LET,
51 . . .
1switch(confiq)# show AHEHIL, OutPackets (2> b —/L 7 L— %t
policy-map interface LC#Fr&NTz37 v ) & DropPackets (L— il
control-plane R . .
RizL-TRuey7aEnz vy ) ICBLTHEEL
£7,
Z5w 74 |nocopp rate-limitdisable | %% o —T CPU IZiEME &M% /8 v h o L— IR
BT 74V MEIZYEY RLET,
Bl :
switch (config)# no copp
rate-limit disable
ATy 75 |exit Ja—s L ar 74 ¥al—valrEF—REETL
ES
i
switch (config)# exit
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CoPP #i&HERD Y U 7 B

CoPP ffatiEERD U U7

FIE
ARV FFEREETIVa Yy S]]
& switch# show policy-map interface Can=y
control-plane BIEEAH STV D CoPPARY v —B LD
77 AT LORMEHEREFRRLE T,
2Ty T2 switch# clear copp statistics CoPP #atHE#a 27 V7T LET,

WIT, A X —Tx—AREET, CoPP ¥ieHE#REZ 27 V 7+ 56H %2R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

CoPP &% 7E 5l

IP ACL D YERK

ip access-list copp-sample-acl
permit udp any any eq 3333
permit udp any any eq 4444

&3 S IPACLZERALT-Y> 7L CoPP U 5 ADIER
WIZ, CoPP OH Y 7 AL L OBEHT 5 ACL Z1ET 502~ L E 7,

class—-map type control-plane copp-sample-class
match access-group name copp-sample-acl

WIZ, CoPP R Y v —|27 T A& BINT 56 %2R £,

policy-map type control-plane copp-system-policy
Class copp-sample-class
Police pps 100

Wiz, BEfFD 7 Z A (copp-s-bpdu) @ PPS ZEH T H4l% R L E7,

policy-map type control-plane copp-system-policy
Class copp-s-bpdu
Police pps <new pps_value>

SA4F3v9 25X (IPv6ACL) DYERK
WIZ, IPv6 ACL Z1ET 262~ L £5

ipv6é access-list copp-system-acl-eigrp6
10 permit 88 any ff02::a/128

Cisco Nexus 3000 &) —X NX-0S X l)T 4 22T F¥al—3 > HA4 K1) —R6x
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CoPP D%

[ ] Cisco Nexus 3000 ') —X NX-0S ¥al)T 4 22T F¥al—2a> A4 K Y)—R6x

avrao—LFL—rvRyLLI0BEE |

BEFEE 1= IXHIRD CoPP DY S5 R & ACL ZBEE R 1+
WIZ . ACL ZBEAEF 72138810 CoPP 7 T A BEfT 1T A2~ LE T,

class-map type control-plane copp-s-eigrp
match access-grp name copp-system-acl-eigrpé6

CoPP R o —IZH S RA%EEM
WIZ, 7T AREFTEBMENTORWEEAIZ, CoPPRY > —I27 7 AZEBMNT 56257 LET,

policy-map type control-plane copp-system-policy
class copp-s-eigrp
police pps 100

ARPACLA—ZRDFAFT I 99 U5 ADER

ARP ACL TIZ ARPTCAM 2R LET, ZD TCAM OF 7 4/ %A X130 T4, ARPACL
% CoPP TEAT AIZi1E, FOHNZ, 20O TCAM ZE a4 X280 S5 iF A0 ERH Y F
—§—O

hardware profile tcam region arpacl 128
copy running-config startup-config
reload

ARP ACL D1ERL

arp access-list copp-arp-acl
permit ip 20.1.1.1 255.255.255.0 mac any

ARP ACL % 7 T ZZBHHEAHT T, CoPP R Y o —|ZF DT T 2 &I+ 5 FIEIL, IPACL D4
DOFIE LR L TT,

CoPP 7 5 R M{ERK & ARP ACL DEAE(T I+

class—-map type control-plane copp-sample-class
match access-group name copp-arp-acl

CoPP R o—M DY 5 ADHIRR

policy-map type control-plane copp-system-policy
no class-abc

SRATLNDDY 5 ADHEIB

no class-map type control-plane copp-abc

insert-before T a VEFRAL T, N7y FBEBD I SRE—HBTEINEI N, BLUWWTH
M ODYISRIZTSAF) T4 ZENYLBTEIDLENHDINE SN EHER

policy-map type control-plan copp-system-policy
class copp-ping insert-before copp-icmp

7€ 131

W, ACL, 75 A, RIY—, BIOERBIDZ 52 KUY 7D CoPP DREFERLET,

IP access list copp-system-acl-eigrp

10 permit eigrp any 224.0.0.10/32
IP access list copp-system-acl-icmp

10 permit icmp any any

0L-29553-03-J |
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IP access list copp-system-acl-igmp
10 permit igmp any any
IP access list copp-system-acl-ntp
10 permit udp any any eq ntp
20 permit udp any eq ntp any
IP access list copp-system-acl-pimreg
10 permit pim any any
IP access list copp-system-acl-ping
10 permit icmp any any echo
20 permit icmp any any echo-reply
IP access list copp-system-acl-routingprotol
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
30 permit udp any 224.0.0.0/24 eq rip
40 permit tcp any gt 1024 any eq 639
50 permit tcp any eq 639 any gt 1024
70 permit ospf any any
80 permit ospf any 224.0.0.5/32
90 permit ospf any 224.0.0.6/32
IP access list copp-system-acl-routingproto?2
10 permit udp any 224.0.0.0/24 eq 1985
20 permit 112 any 224.0.0.0/24
IP access list copp-system-acl-snmp
10 permit udp any any eq snmp
20 permit udp any any eq snmptrap
IP access list copp-system-acl-ssh
10 permit tcp any any eq 22
20 permit tcp any eq 22 any
IP access list copp-system-acl-stftp
10 permit udp any any eq tftp
20 permit udp any any eq 1758
30 permit udp any eq tftp any
40 permit udp any eq 1758 any
50 permit tcp any any eqg 115
60 permit tcp any eq 115 any
IP access list copp-system-acl-tacacsradius
10 permit tcp any any eq tacacs
20 permit tcp any eq tacacs any
30 permit udp any any eq 1812
40 permit udp any any eq 1813
50 permit udp any any eq 1645
60 permit udp any any eq 1646
70 permit udp any eq 1812 any
80 permit udp any eq 1813 any
90 permit udp any eq 1645 any
100 permit udp any eq 1646 any
IP access list copp-system-acl-telnet
10 permit tcp any any eq telnet
20 permit tcp any any eq 107
30 permit tcp any eq telnet any
40 permit tcp any eq 107 any
IP access list copp-system-dhcp-relay
10 permit udp any eq bootps any eq bootps
IP access list test
statistics per-entry
10 permit ip 1.2.3.4/32 5.6.7.8/32 [match=0]
20 permit udp 11.22.33.44/32 any [match=0]
30 deny udp 1.1.1.1/32 any [match=0]

IPv6 access list copp-system-acl-dhcpc6b
10 permit udp any any eq 546
IPv6 access list copp-system-acl-dhcpsé6
10 permit udp any ££f02::1:2/128 eq 547
20 permit udp any ff05::1:3/128 eq 547
IPv6 access list copp-system-acl-eigrp6
10 permit 88 any ff02::a/128
IPv6 access list copp-system-acl-vé6routingProto?2
10 permit udp any £f£f02::66/128 eq 2029
20 permit udp any f£ff02::fb/128 eq 5353
IPv6 access list copp-system-acl-véroutingprotol
10 permit 89 any f£02::5/128
20 permit 89 any ff02::6/128
30 permit udp any ff02::9/128 eq 521
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class-map type control-plane match-any copp-icmp
match access-group name copp-system-acl-icmp
class-map type control-plane match-any copp-ntp
match access-group name copp-system-acl-ntp
class-map type control-plane match-any copp-s-arp
class—-map type control-plane match-any copp-s-bfd
class—-map type control-plane match-any copp-s-bpdu
class-map type control-plane match-any copp-s-dai
class—-map type control-plane match-any copp-s-default
class—-map type control-plane match-any copp-s-dhcpreq
match access-group name copp-system-acl-dhcps6
class-map type control-plane match-any copp-s-dhcpresp
match access-group name copp-system-acl-dhcpcé
match access-group name copp-system-dhcp-relay
class-map type control-plane match-any copp-s-eigrp
match access-group name copp-system-acl-eigrp
match access-group name copp-system-acl-eigrp6
class-map type control-plane match-any copp-s-glean
class-map type control-plane match-any copp-s-igmp
match access-group name copp-system-acl-igmp
class-map type control-plane match-any copp-s-ipmcmiss
class-map type control-plane match-any copp-s-12switched
class-map type control-plane match-any copp-s-13destmiss
class-map type control-plane match-any copp-s-13mtufail
class-map type control-plane match-any copp-s-13slowpath
class-map type control-plane match-any copp-s-pimautorp
class—-map type control-plane match-any copp-s-pimreg
match access-group name copp-system-acl-pimreg
class-map type control-plane match-any copp-s-ping
match access-group name copp-system-acl-ping
class—-map type control-plane match-any copp-s-ptp
class-map type control-plane match-any copp-s-routingProtol
match access-group name copp-system-acl-routingprotol
match access-group name copp-system-acl-v6routingprotol
class-map type control-plane match-any copp-s-routingProto2
match access-group name copp-system-acl-routingproto?2
class-map type control-plane match-any copp-s-selflp
class-map type control-plane match-any copp-s-ttll
class-map type control-plane match-any copp-s-vé6routingProto?2
match access-group name copp-system-acl-v6routingProto?2
class-map type control-plane match-any copp-snmp
match access-group name copp-system-acl-snmp
class—-map type control-plane match-any copp-ssh
match access-group name copp-system-acl-ssh
class—-map type control-plane match-any copp-stftp
match access—-group name copp-system-acl-stftp
class-map type control-plane match-any copp-tacacsradius
match access-group name copp-system-acl-tacacsradius
class—-map type control-plane match-any copp-telnet
match access-group name copp-system-acl-telnet
policy-map type control-plane copp-system-policy
class copp-s-selflp
police pps 500
class copp-s-default
police pps 400
class copp-s-1l2switched
police pps 200
class copp-s-ping
police pps 100
class copp-s-13destmiss
police pps 100
class copp-s-glean
police pps 500
class copp-s-13mtufail
police pps 100
class copp-s-ttll
police pps 100
class copp-s—-ipmcmiss
police pps 400
class copp-s-13slowpath
police pps 100
class copp-s-dhcpreq
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Bl: 2y b7y T A—F4)TAI2&BTIAHILFCPPRY) —DERF-IEEER [ |

police pps 300

class copp-s—-dhcpresp
police pps 300

class copp-s-dai
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 1300

class copp-s-vé6routingProto2
police pps 1300

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 1000

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bfd
police pps 350

class copp-s-bpdu
police pps 12000

class copp-icmp
police pps 200

class copp-telnet
police pps 500

class copp-ssh
police pps 500

class copp-snmp
police pps 500

class copp-ntp
police pps 100

class copp-tacacsradius
police pps 400

class copp-stftp
police pps 400

control-plane
service-policy input copp-system-policy

Bl .y b7y ITa1A—T4)T412&BT T+ FCoPP
R O—DERF-IXEEA

| 0L-29553-03-J

Yy by T a=T 4 VT 4 2 MMM LT, 7740 b CoPP AR Y v — %W £ 72 i35 2 4
IR LET,
switch# setup
--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes
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Create another login account (yes/no) [n]: n

Configure read-only SNMP community string (yes/no) [n]: n

Configure read-write SNMP community string (yes/no) [n]: n

Enter the switch name : switch

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]l: n

Configure the default gateway for mgmt? (yes/no) [y]l: n

Enable the telnet service? (yes/no) [n]: y

Enable the ssh service? (yes/no) [y]l: n

Configure the ntp server? (yes/no) [n]: n

Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]: 12
The following configuration will be applied:

switchname switch

telnet server enable

no ssh server enable

policy-map type control-plane copp-system-policy ( 12 )
Would you like to edit the configuration? (yes/no) [n]: n

Use this configuration and save it? (yes/no) [yl: vy
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