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[ | E%TE : Firewall on a Stick

AT XA RMIENFN2 OO VLAN £721XSVIRH Y, A F—T = A A TYER— 2%
HLFEHA,

X 3: vPC %{EF L 1= Firewall on a Stick

ASA Qutside (VLAN 200} - Dotlg sub-interface Po{11-14) - 200
192.168.200.111 - 114/24

ASA Inside (VLAN 100} - Dot1g sub-interface Po(11-14) - 100
192.168.100.111 - 114/24

ASAZ

SV VLAN 200
VRF Qutside
VLAM /SVI 100
VAF Inside
—_— —_—
VLAN / SVI10 U N SVIVLAN 20
VRF Inside VCP Peer Link VRF Outside

VLAN 10 (HSRP) - 192.168.10.1 VRF Inside

WVLAN 20 (HSRP) - 182.168.20.1 VRF Qutside

PUFIE Nexus 7000 OF%EFOHEPETT, ZOHFITIEZAAL »F (swl) ORED—#E R LET,
BREIL, WU FETT RN TOASAICK L CRBRICIEIRET 24BN H D £3, MOEEIXT TIZ
B/ESNTWS ERELET,

interface vlan 10

description Inside Vlan_ to Network
vrf member INSIDE

ip address 192.168.10.10/24

hsrp 10

ip 192.168.10.1

interface vlan 20

description Outside Vlan to Network
vrf member OUTSIDE

ip address 192.168.20.10/24

hsrp 20

ip 192.168.20.1

interface v1anlO00
description Inside_Vlan_to ASA
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vrf member INSIDE

ip address 192.168.100.10/24
hsrp 100

ip 192.168.100.1

interface v1an200

description Outside Vlan to ASA
vrf member OUTSIDE o

ip address 192.168.200.10/24
hsrp 200

ip 192.168.200.1

interface Port-Channellll

description VPC_TO_ ASAl

switchport mode trunk

switchport trunk allowed vlan 100,200
vpc 11

no shutdown

interface Ethernet 4/25

description Link To ITD ASA-1
switchport

switchport mode trunk

switchport trunk allowed vlan 100,200
channel-group 11 mode active

no shutdown

interface Port-Channel4l

description Downstream vPC to_ Network
switchport mode trunk

switchport trunk allowed vlan 10,20
vpc 41

no shutdown

interface Port-Channel 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
# config Firewall Inside interfaces as nodes

node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
# config Firewall Outside interfaces as nodes

node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE
vrf INSIDE

#applies ITD service to VRF "INSIDE"

#FW inside interfaces attached to service.
ingress interface Vlan 10
#applies ITD route-map to VLAN 1101 interface
failaction node reassign
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% 7E : Firewall on a Stick

# To use the next available Active FW if a FW goes offline
load-balance method src ip buckets 16
#distributes traffic into 16 buckets
#load balances traffic based on Source-IP.
OUTSIDE service uses Dst-IP
no shutdown

itd OUTSIDE
vrf OUTSIDE

#applies ITD service to VRF "OUTSIDE"
device-group FW_OUTSIDE
ingress interface Vlan 10
failaction node reassign
load-balance method dst ip buckets 16
#distributes traffic into 16 buckets
#load balances traffic based on Destination-IP.
#OUTSIDE service uses Dst-IP
no shutdown

PUFIE ASA OFBREDOHETT, RIZRT ASAMIDOFRTEIL 1 DD ASA (ASA-1) DFEETT, [A
FEDREZMDTXTD ASAITHEET AMLERH Y F4,

interface Port-Channelll

nameif aggregate

security-level 100

no ip address

|

interface Port-Channelll.100

description INSIDE

vlan 100

nameif inside

security-level 100

ip address 192.168.100.111 255.255.255.0
|
interface Port-Channelll.200

description OUTSIDE

vlan 200

nameif outside

security-level 100

ip address 192.168.200.111 255.255.255.0
|

same-security-traffic permit inter-interface

interface TenGigabitEthernet0/6
description CONNECTED TO SWITCH A VPC
channel-group 11 mode active

no nameif

no security-level

interface TenGigabitEthernet0/7
description CONNECTED TO SWITCH B VPC
channel-group 11 mode active

no nameif

no security-level

|

FROREEL MR P TIIROFIZER LT EI N,
* VLAN 10, 20, 100, 200, #XZOENZEND SVI DI VRF ~D~ v 2 7,
*ASA (NI KON 12t 2 ITD 731 2 70— 7 DRGE,
7 —OxXEEERT D ITD B— KT v v TE,

*VvPCDOIF U FTiL, VPCA LU AR—DWTNDBENEL TWAED . ITDIZIZE I A,
VPC Ly ZIZEENEAE LI AL v F EDOITD ) Z A L7 2 a id, —iki7e vPC D& L
FRRICET U 7B TET AL v TF 2@mmLET,

Cisco Nexus 7000 Series NX-0S Intelligent Traffic Director 3> 7 4 a2 L— 3> HA K
0L-32044-01-J |



| BALRZFTS5HF42
HZEH  WPCEFEALETATAVE Y Y FAvF E—FDT77479+—1L I}

D MRuEYBIOREREAFATIE, NEBIONE A v ¥ —7 oA A0 ASA EOE U
FIRNIRAEA v H—T A A (dotlq VT A v H—T oA A) IZBEHEAMAIT SN TS0,
MY LV RENEAEL TS N T 7 4 v 7137 T v 7 R—MEShERE A,

VPCEN LIZN—TFT 47 7 ha)l 23—y T &P R—bT5121F (Cisco NX-0S
7.2(00D1(1) LD Y U —R) | vPC R A A PN T layer3 peer-router =~ > K& 5% E T 5 M H
N0 ET,

CHNES LD ST DT 7 A T T A —Iv A v H—T 2 A~DERGII VA TYIA L F—T = A
AMEF SN D720, VRERKETT, HEDRR TN I 74 v IR T 7 AT U4 —L%&F

BN

M LTA—T 47 (VLANF) L2k 512, VRFERELET,
* "7 74 v 7IEPBRZN LT ASA ICHREEND DT, N— MILEHY FH A,

HER - WPCEFERLETATZILVDCH Y FAYFE—KDIT 74T

A —Ib

VPC Z T 2% A v F T— FTIE, NEB LTI ASA 1 7 —7 = A AT Thp
DR—hF ¥ R FUZEID B THERE S, ROKIZZ D haAr Y Z/RLET, 728, Nexus
7000 (FBUF AT/ — NIREEFEIIBREZ R — F LT ER A, vPCEHEMTHZ LT, 1250

Cisco Nexus 7000 Series NX-0S Intelligent Traffic Director 3> 27 4 X2 L—> 3> A4 K
| oL-32044-01-J



BALERZR L TS55F742 |

B 356 WCEFERLET27AVCHY FA v F E— KD T 7 A 74—

VIWXEENRELTCHL NI 74y 7u—3 o nERA, VPCEEHA LMD 4L
FEIREIZ, ITDIZET AL v F DY 7 %20 LT ASA ~DIE & LE T,

K4: vPCHEFRLI=Ta2TINVC2RA YFH UL IYFE—LFDI7ALAT7I4—IL

ASA Inside (VLAN 100) - Port Channel (11-14)
192.168.200.111 - 114/24

ASA Outside (VLAN 200) - Port Channel (21-24)
192.168.200.111 - 114/24
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) I SvIVLAN 100
V) VRF Qutside
WCP Peer Link
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SVIVLAN 1100
VRF Outside
VLAN / SVI 1101
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interface vlan 10
description INSIDE VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface Port-Channelll
description To ASA-1-INSIDE
switchport mode access
switchport access wvlan 100
vpc 11

interface Ethernet4/1
description To ASA-1-INSIDE
switchport mode access
switchport access wvlan 100
channel-group 11 mode active

PAFIZ VDC2 OFETT,

interface vlan 20
description OUTSIDE VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW _OUTSIDE VLAN
ip address 192.168.200.10/24

interface Port-Channel2l
description To_ ASA-1-OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface Ethernet4/25
description To_ ASA-1-OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

ASA TOHREFIE
PUFIE ASA OB EDHFETT,

interface Port-Channelll

description INSIDE

vlan 100

nameif inside

security-level 100

ip address 192.168.100.111 255.255.255.0

interface Port-Channel2l

description OUTSIDE

vlan 100

nameif outside

security-level 100

ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet0/6
description CONNECTED TO SWITCHO-A-VPC
channel-group 11 mode active

no nameif

no security-level

interface TenGigabitEthernet0/7
description CONNECTED TO SWITCH-B-VPC
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channel-group 11 mode active
no nameif

no security-level

interface TenGigabitEthernet0/8
description CONNECTED TO SWITCH-A-VPC
channel-group 21 mode active

no nameif

no security-level

interface TenGigabitEthernet0/9
description CONNECTED TO SWITCH-B-VPC
channel-group 21 mode active

no nameif

no security-level
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ASA Inside (VLAN 100) - Port Channel (11-14)
Inside Local Pool - 192.168.200.111 - 114/24

ASA Outside (VLAN 200) - Port Channel {21-24)
Outside Local Pool - 192.168.200.111 - 114/24

) - Il SviIVLAN 100
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SVI VLAN 1100
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L ™
VLAN / 8VI 101 |
VRF Inside - - L
YWCP Peer Link
VDG 1 VDC 1
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ASA VT AR Y T THUONRy I T w7 7a—d—F—0FERERSNET, 77 AXNOFH
EDT 7 AT U —/LEEBTEHIXTCO7a—IZH LT, O7 7 AT 74— WEZED 70—
DIRFEL A —F —ASAZBRTFELET, EBEOT 7T 4 77— F—F—CEENEETS L
ITD @ Failaction Fi| 0 X TIZL > T, BEEOH LA —T— ASANLDONNT » MIEHEENDH T
TOT7a—IT A AT N—TIZ) A RENTWDERDT 7T 47 /) —RiZisk&nEzd, 20
NI T4 I BZETHEH LT 7 AT U —ABZET7a—Dw RNy 77 v 4+ —F—7T
B WGE. 2077 AT U —VEN\v I T v 7 F—F—hb 7 e —REDEFREZ ITI-
T, NI 74972 —ALVAIZAHETALERH Y £, FEMMIZOWTIL, [Cisco ASA Series
CLI Configuration Guide, 9.0] ZZM L T 72X Wy,

ITD CTASA 7 7 AKXV 7 %M AT 28O 2R T, Ny 77 v 7 7a—B8IO0Mos 7
AR T—TNVOBNEZLD, I TAZET 7 AT U+ — LV TIHEE LW AEY ECPUY V—
AMHEEENDZETT, LENR-ST, T TR T 7 AT O+ —NVEFEHTLE, 7747
A=V DRT =V ANA LT HRREERH D F9, 7L, ASAY T AKX A U N—(CfEE
DRAE L THOBEFEOBERNZ A LT 7 LR E W IR, BRI E > OEFICMERH 5
EEZLNET,

Nexus 7000 TODHEFIE

JIGAZYN) T EEALTHITDREITEDY FH A, ITDNexus BEIL bR YD XA Szl -
TRV ET, ZoHITIE, vPC MR EFRA LEZT 27V VDCH > KA v FTOT 74T
74—V ERURETT,

ITD REIX. / — FREFRFNHIRENT-Z L 2RO TURTOFELIZE A LR LT,

ASA TOHREFIE

ASA 7 7 AZ U 7%, PBREMY T U A EFRERIZ, RO==2T7 LV THBIN TS LI 7 7
AL ELTRESINET, ASA 7 T AX OFREIZET H5EMERIZ. KDV 7 TR TEF
TR, VAFITTAEZY LT NRe DT 7 AT I 4 — kT D ASA TOREN % T
LET, Mz oW TIL,  [Cisco ASA Series CLI Configuration Guide, 9.0] # &ML T 7Z2& Wy,

cluster group ASA-CLUSTER-L3

local-unit ASAl

cluster-interface port-channell ip 192.168.250.100 255.255.255.0
priority 1

health-check holdtime 1.5

clacp system-mac auto system-priority 1

enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface Port-Channelll

description INSIDE

lacp max-bundle 8

mac-address cluster-pool MAC-INSIDE
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nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface Port-Channel2l

description OUTSIDE

lacp max-bundle 8

mac-address cluster-pool MAC-OUTSIDE

nameif outside

security-level 100

ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface Port-Channel3l
description Clustering Interface
lacp max-bundle 8

interface TenGigabitEthernet0/6
channel-group 11 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet0/7
channel-group 11 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet0/8
channel-group 21 mode active
no nameif

no security-level

no ip address

interface TenGigabitEthernet0/9
channel-group 21 mode active

no nameif

no security-level

no ip address

interface TenGigabitEthernetl/0
channel-group 31 mode active

no nameif

no security-level

no ip address

interface TenGigabitEthernetl/1
channel-group 31 mode active

no nameif

no security-level

no ip address
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Web 7 0% & 2 L 1=

ITD ZfHH L7= Web 72 8 A TlX, Nexus AA v FNA L Z—F haTDWeb hT 7 ¢ v
JORELETaXy —NIXTHEDOO— R NRNTF T EHEY LET,
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#ep - weep s Jomirutr

7'v ¥ % — 3L, Autonomous E— R TEIE (WCCP WOMN L CT VT4 7-T 77478 L
TENME) L, VXA L7 FSNTEL NI 740 v 7 BB L ES, ITD BNETTH/ — ROEH
DT a—T7120%, /— ROREZBIF L, TORAMEICE SO CTHEYIC , — REHIBRE 72138
M2 £, TEMEERTDHIZOIC, AZ AL F—=RETL—T LYULE I
=R LUV TRETDHIEHTEET,

Y—ERDH

Nry R 78—DAT 4 NRTLOIC, BEIZ, ITD VXA L7 v 3 N VLANICXRT 5 7
FAT 2 MONEFHF NI DOHFMETT, LIIZ, ITD VXA L7 v a v Ei3mikam i
Ty RRN—TF 4 T EIFERESNET, 20X 97 Web X EALLES ITDIE, 1 DD
ITD ' —ERADOHZBMET, TANIEFAICRESNET, ZEL, T 7097 UEAL LY
TarDEMENRGLHEEX. N7 T 4 v ZIBREEEIL L4 A — MIESIRERH Y £7°, LB
NG RA—HDKEEIZ L > TT7 0 —ORFNE LT 2 0ERNH Y F7°,

TOFXFTO AR EZEYVSOTO—T

Web 7' 2 S8 A ITD 2T 25 & 1E. Web 7 u o r— DR Z2 MR T 572012,
ITD Ve —7PMERINET, ZOZ&iF, BEPBELLE ey =N ZEEFEINENT
T4 IINT T I R—IULT LR S HT-DEETYT, 77 74 —L T OV U —
ACHAAEMRRER 7 0 —7 13RO LB Y T,

* Nexus 7000 (7.2(1)D1(1)) :ICMP, TCP/UDP., DNS
* Nexus 5000 : ICMP
* Nexus 9000 : ICMP

H—Rvy 7 FFy NI —ABEOT =T R T A BE%BY U —REND TETT, B
® HTTP 710 — 72OV TCIEAE T T3,

| oL-32044-01-J

GE)

INGIEFMESN TWERAN, a— R~y PIHBIZR> TWET,

FS T a0y O EREN

ITDD 77427 TANE )T ERTET T 4y 7 BRI L TBEY R— F S T05 )
XEUAFITRLET,

* {R#2 IP (Nexus 5000. Nexus 6000. Nexus 7000, # & U Nexus 9000 THHR—kEh )

ST 4 — IV RBEHAD NI 7 4 v VIR (T 42V 7)) ISP+ TRy b
A7 DRHE D,

* B&4+ ACL :
ITD XA RRFTB T T 4 v I EBEETDH-OIEHA IS ACL,
ZDOACL THA SN2 v T 7 4 v 7 NITD Zid@im L E 3,

R4 ACL 1%, HELESEAEDOMED T 4 — /N RIZHSWT T oV Z o 7T T, BRIt
ACL (X VIP L0 R ENE T,
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B4k ACL 137 AT ACE = b Y OB %V iR— bk LET, 54 ACE 134 ACL ETHHR— bk
SNFEHA,

CR—FER—ZRDTANEY Y
"Port 80 needs ITD service" @ K 912 L4 R— MZESOWT M T 7 4 v 7 2RI IG5, UL
TEHFEHLTETTELEITRDELE,

s —H9 DA — |k 1 VIP-0.0.0.00.0.0.0tcp80 ((EEDE(EILE 72135 1P, —E7 5
SE5EAR— b 80)

s — T 2 EE LA — b : "permit tcp any neq 80 any" (80 LIS DIEE DR — R 23 ITD % /N
ANRAL, A—=F80ILV XA L7 hEND) &L ACL,

s —HTAEBMDOR— FNEE  ITDNOEKRDO VIPERHRER— T L2 1 OTHOBRETE
iﬁ—o

*8%& ACL : v — KN~ v 7 IHH - Cisco Nexus 7000 U U — % 7.3(0)D1(1), Cisco Nexus 9000 V
) — 2 7.0(3)I3(1)

"Port 80 needs ITD service" D X 912 L4 AR— MIIESWT T 7 ¢ v 7 BRI B551F. LA
TEEHALCET TR E L

CITD BT ZIMLEOH D VT 7 4 v 7 AT DO SN D85 ACL, WHFD
SRCand DST 7 4 —/V REMRETHZ LN TEET,

* Permit IT721F MFF A SNFE T, —FIHEATE 2DILVIP A5 ACL O X5 5T,
W25 LI TEEE A,

*H—RANF T NRTA=ZIT K5 T, alE ACL N TR ATRE e — B D e KE DS IR
EENET, 2L xE, BETN—RADLB L 8Dy M LEZEAIC, BE
AREZRIEE L IP 7 R L ADI K~ A7 1% /29 T, 465 LB & 8 >D /7y MEMH L
T-3aic. RETIRER5E5E IP DI K~ A 713 /29 T,
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6: WebProxy B L= ITD vy b7 —%4 &5t

ITD Metwork Design with WebProxy

SVl Vian 10
ITD Upstream =——>»
10.1.10.1-2

Web- Server
(Destination)

10.1.10.250

10.1.50.1 10.1.50.2
Web Proxy Servers

FORNRTEHIC, 41—y h~DsEEAR— b 80/443 (ingressVLAN10) [, Web 7'z %
> H—,310.1.50.1/10.1.50.2 IZ 5B SN E T,

TIIAR_R—k v hU—27 (10.0.0.0/8. 192.168.0.0/16, I L T1172.16.0.0/20) %5 T D VLAN 10 I
DT 747370y = NIEREENEEA,

itd device-group Web Proxy Servers <<<< Configure ITD Device-group
Web Proxy Servers and point to server IP addresses.

probe icmp

node ip 10.1.50.1

node ip 10.1.50.2

ip access-list itd exclude ACL <<<< Configure Exclude ACL to exclude all
traffic destined to Private IP addresses.

10 permit ip any 10.0.0.0 255.0.0.0

20 permit ip any 192.168.0.0 255.255.0.0

30 permit ip any 172.16.0.0 255.255.240.0

Itd Web proxy SERVICE

device-group Web Proxy Servers <<<< Apply Exclude ACL.
exclude access-list itd_exclude ACL
virtual ip 0.0.0.0 0.0.0.0 tcp 80 <<<< Any Traffic TO DESTINATION Port-80

redirect to group Web Proxy Servers

Cisco Nexus 7000 Series NX-0S Intelligent Traffic Director 1> 7 4 X2 L—> 3> HA F
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virtual ip 0.0.0.0 0.0.0.0 tcp 443 <<<< Any Traffic TO DESTINATION Port-443
redirect to group Web Proxy Servers

ingress interface Vlan 10

failaction node reassign

load-balance method src ip

no shutdown

VA= " T T 497DV A VT v a BN ERGER. ROBMORENLEIZRD 7,

GE) LAY 4D range AT AHEHT 22 & TRRERDIIAR—F 74 HZ V7T OHTT, BRo
ACL IE permit = h U O Hz PR —F LET,

ip access-list itd exclude_return <<<< Configure Exclude ACL (Return) to exclude
all but port 80 & 443

10 permit tcp any range 0 79 any

20 permit tcp any range 81 442 any

10 permit tcp any range 444 65535 any

itd Web proxy SERVICE <<<< Configure Return ITD service for return
traffic: N
device-group Web Proxy Servers
exclude access-1list itd exclude return <<<< Apply Exclude ACL for Return ITD service.
ingress interface Vlan 20 B <<<< 1Internet-facing ingress interface on

the Nexus Switch.

failaction node reassign

load-balance method dst ip <<<< Flow symmetry between forward/retrun
flow achieved by flipping LB parameter.

no shutdown

FROBREITRTELIIC, A—FF 3011 & 21 IR OB OWNERE 721 IHBA v X —T = A
AR ENET, 2L, V9 RZ VT A B —T oA ZAFDR— FF ¥ 2L 31 BBEMNE
NTHWET, ERA v F—T =2 ATEFEDONL—T v RA v F—T 2 A THY ., TNTHNE
HADIPT RVAZIPT RLA = UInbBELET, ALV 7 TAXIPT RLAE, £DJ T
AZDIEODEET RUATHY | HICBEDO~YAF — 2=y MIBELET, [FKIZMACT K
LA =B BESH., ST AW E 23N R — b F vy RV TR S ET,
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