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feature sla responder =~ > RO E SN TND Z L AR L TS0,

configure terminal

[no] itd device-groupname
[no] node ipipv4-address
[no] weightweight

exit

N oo R DN =

)= RIZLIZAT v 73 ~5 % 0IRLET,
[no] probe{icmp | tcp portport-number | udp portport-number | dns {hostname | target-address} }

[frequencyseconds] [[retry-down-count | retry-up-count] number] [timeoutseconds)

8. (f£&) copy running-config startup-config

Il Cisco Nexus 9000 < ') — X NX-OS Intelligent Traffic Director 1> 7 4 ¥a L—>3>v HA4 F YUY —2X

1.x



| mozet

itz on—Jo05e I

FIE D
ARV KRFERIETI VY EL:y
ATy configure terminal sua—rary 7 4 Xal—igrE— REEBLET,
f5l
switch# configure terminal
switch (config) #
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switch (config)# itd device-group dgl
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2Ty T3 [no] node ipipv4-address ITD ®/ — REfRELET,
{5l
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ATy T4 [no] weightweight ITD ® /) — ROELZfELET, AT 1 ~ 256
Tﬁ‘o
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switch (config-dg-node) # weight 6
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T LET,
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D
2Ty T [no] probe {icmp | tcp portport-number | udp | ITD O 7 /L—7F H—E &2 7Y —7 %% E L E9, Cisco

portport-number | dns {hostname |
target-address} } [frequencyseconds]

[[retry-down-count | retry-up-count] number]

[timeoutseconds]

i :

switch (config-device-group) # probe icmp

frequency 100

NX-OS Release 7.0(3)13(1) LAFE T, ITD Yy —EAD T m—7
L LTHETX A2 2L ICMP, TCP, UDP., %7~
IZDNS C7, LgioV VU —XTiE, IDH—EADT 17—
7L LTICMP MR & E T,

FTva TR D EBY TT,
* frequency : 7’2 — 7 OBEZ BN TIEE L £7,
TEDOHPHIL 1 ~ 604800 T3,

* retry-down-count : / — RB3X T L& &iZ7m—
T Lo TN D BfTORMEIEE LET, fHE
TELHMIT1~5TY,
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* retry-up-count : / — K37 77 ¢ TIRREIZR -7 &
T =TI Lo T S BRITOREZ R E L
F9, FHETZ2HMIT 1 ~5 T,

*timeout : ¥ 1 A7 U MREREZHEA THEELE T,
fEDOEFHIZ 1 ~ 604800 T3,

ATvT8 copy running-config startup-config

il -
switch (config-device-group) # copy
running-config startup-config

fEE
EfTar 74 Xal—Yarvk, AE—R Ty Farrg
Xal—Tgvicar—LET,

ITD H—EXNDEFE

[T L& BHIIC

ITD #EEN A R —T NN o TWDH Z L 2R L E T,
ITD — B RITBITAF AL X TNA—FRBRESN TSI L 2R LET,

FIRDHE

configure terminal

[no] itdservice-name

[no] ingress interfaceinterface

RN =

[no] device-groupdevice-group-name

[no] load-balance {method {src {ip | ip-l4port [tcp | udp] rangex y} | dst {ip | ip-l4port [tcp | udp]

rangex y}} | bucketsbucket-number | mask-positionposition}

. virtual ipipv4-address ipv4-network-mask [tep | udp {port-number | any}] [advertise {enable | disable}]

[no] failaction node reassign

6
1
8. [no] vrivrf-name
9

[no] exclude access-listac/-name

10. ({£3) [no] peer local servicepeer-service-name

11. no shutdown
12. ({£7) show itd [itd-name]

13. ({%) copy running-config startup-config
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FIEDFH
ARV EFEREETIVa Yy B8
ATy configure terminal ra—r\Lar7 4 Xal—vay E— RefBLET,
i -
switch# configure terminal
switch (config) #
ATvT2 [no] itdservice-name IIDY—EARAZHREL, ITD2 V7 4 Fal—varE—F%E
BfE L E ¥, K32 LFOHELETFEAT)TEET,
i -
switch (config)# itd servicel
switch (config-itd) #
ZFv T3 [no] device-groupdevice-group-name  |ITD H— & R ZBEAFEDT /SA 2 7 —FZBI L £,
device-group-name 1%, 7 /3N A T N—T DRI ETRELET,
il R 32 LF DI FH NI TEET,
switch (config-itd) # device-group dgl
GE) Cisco NX-OS Release 7.0(3)I3(1) LA Clk, ITD H—t
AN DT NA A T N—TEBINTEET,
2Ty T4 [no] ingress interfaceinterfuce ITD —ERIZ 1 DU EDOA ¥ —T A4 ZAEBIMLET,
Bl BEOA 2 —T A 2F, A~k (1)) ZHEHLTXY)
swi-tch (config-itd)# ingress 9 iﬁ—o A Z—=TxA X@%ﬁ(i\ NA T ( |—'J ) M
interface ethernet 4/1-10 LTHRELET,
25w 5 [no] load-balance {method {src {ip| |ITDHV—ERADOO—KNRT 74T g 2RELET,
ip-l4port [tep | udp] rangex y} | dst {ip | or . )
ip-l4port [tep | udp] rangex y}} | ATV a VBRO LB YT,
bwfm%kww?ﬂ * method : ¥(ETEE /2 IFSEE IP 7 KL AN— 2 DEME
mask-positionposition} HRT 74y o ST LET,
1 - * buckets : ERKT 57 v hOERELET, 128 ED
switch(config-itd)# load-balance Nro "Rid, 12D ) —RiZ<wy B 7E3nET, N7y
method src ip buckets 16 . W I N . -
MI2OREFHMCRET HDLENDH Y 7, ®PHIT2~
256 T,
GH) RET 2Ty FOEB ) — ROELD 20
BTy METRTO/—Ricgvr ey
YHATHEASNET,
* mask-position : =7 — RXT U AD~V AV EFRSEHEL
9, #PHIZ0~31 TY,
ATFvT6 virtual ipipv4-address ipv4-network-mask | ITD 4 —E Z DB IPv4d 7 RL A ZHE L E9,

[tep | udp {port-number | any}] [advertise
{enable | disable}]

tep B L Wudp 7 3 %, REIPT RLABEEDO T = K
AL BHTa—EZIFTANDSZ EEEELET, A— M
I 0 ~ 65535 T4,
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11 :

switch (config-itd)# virtual ip
4.4.4.4 255.255.0.0 tcp any
advertise enable

advertise {enable | disable} 47> = 1%, RABIP /L — h & XA
N TNRA AT RNEARTHME I EEELET,

ATvIT1 [no] failaction node reassign J—FREEZEO NI 74y 7 HFOYTERADCLET, EFE
MBELIZ ) —R~DNT 7 4 v 7%, BANAEHTRERRT 7
51 - TA47 = RICHHVYTINET,
switch(config-itd)# failaction node
reassign
2Ty T8 [no] vrivrf-name ITD #—E 2D VRF Z4EE L £7,
1 -
switch (config-itd)# vrf RED
ATFvT9 [no] exclude access-listacl-name ITDIZITD 2 — RS UM SR NS 7 4 v 7 BT
LET,
1 -
switch (config-itd) # exclude
access-1list acll
2Tv 710 [no] peer local servicepeer-service-name | ({1-3)
ML (m—An) VDC EiZsb% > KL vF E—FD250D
i - o ITDET =t 2ADOWTINEfRELET, 2FHDOITD BT
S onleonr gt b peer docal P—ERERET DT, BIOITDH—E R &K LT, 20
avr REFERTHILERSY ET, MFOY—EXTZ D=
~ U REFEITTDHE, = ROV ART—H ANR2ODH—
A CR#ISNET,
GE) 2ODTNRA AT N—T D) — RKREUCIEFTH 5
VENRH Y F£9, BRI, WHOT /A R T )L—
TOENO NYRFE LY KA v TF ET—RKO=
Y U ThHIUR, TSRS VE T,
ATvIN no shutdown ITD y—E A% A X —T M LET,
1
switch (config-itd) # no shutdown
2T T 12 show itd [itd-name] (EE)
BELEIIDA VAZ UV ADAT —EZABLORELE R LE
B - 4,
switch (config-itd)# show itd
ATv 713 copy running-config startup-config (=)

i -
switch (config-itd)# copy
running-config startup-config

FETa T4 Xab—vark, AY— Ty T AT (Fa
L—yaglavr—LEd,
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FFAIT 7R arbha— UA L (ACL) #EEZBEH L TITD —EAIZ ACL ZEID ¥ THZ
ENTEET, ACLND permit AV v REHELILELET 7R a2 ha—L = M) (ACE)
WZOWT, ZOWBEIIAER NI T4 v 72T 4 NE )T L IPT7EAYVANE L=<y
FEAERLTCHA NI 74 v hu— R AT 7 LET, RETLERITSEDOWTRDIP
T RLVAZBHALIEZa— R RXT v IRYR—EnET,

[T L& BHIIC

ITD BRENS A X —T TR o TNWD Z L MR L £,
ITD U —ERICEMTEIZT AL A TN —=TNHEEEINTWEZ 2R LET,
ITD V— B RIZEY B{THACL BRERESILTWNWDHZ L EMERLET,

FIEDOHE
1. configure terminal
2. [no] itditd-name
3. [no] device-groupdevice-group-name
4. [no] ingress interfaceinterface
5. [no] load-balance {method {src {ip | ip-l4port [tcp | udp] rangex y} | dst {ip | ip-l4port [tcp | udp]
rangex y}} | bucketsbucket-number}
6. access-listacl/-name
1. no shutdown
8. show ip access-lists | bitd-name
9. show route-mapitd-name_itd_pool
10. ({£%) copy running-config startup-config
FIED 4
AU bFEREETOIVaY B#Y
& A configure terminal ra—r\ar 7 4 FXalb—yaryE— REBEEBELET,
i -
switch# configure terminal
switch (config) #
ATvT2 [no] itditd-name [IDY—ERZREL, [IDIV 7 4 Fa2l— g F—

i -
switch(config)# itd servicel
switch (config-itd) #

REPRM L ET, R 32 XFORBFEANTEET,
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2Ty T3 [no] device-groupdevice-group-name ITD $—ERIZBEFED T /NA R T —TZBMLET,
device-group-name \%, T /N A T N—T DA4FTEEE L F
E o MR 32 XFOFEKTFTEANTTEETS,
switch (config-itd)# device-group dgl
2Ty T4 [no] ingress interfaceinterface ITD —ERIZ 1 DU DA ¥ —T oA ZAFBILE
7
i - " . .
switch(config-itd) # ingress interface %g%(@’]’ /57%7I/])ij:‘ jj/v?é) ( l_’J ) i‘fﬁi)ﬂ LT
ethernet 4/1-10 KO0 £, A2 4 —7 = ZAOHPFIL, AT
(T-1) ZEHLTHELET,
2TFwSH [no] load-balance {method {src {ip | ITDV—E RO — R RS 7 a5/ EL
ip-l4port [tep | udp] rangex y} | dst {ip | Ea
ip-l4port [tep | udp] rangex y}} | N .
bucketshucket-number} AT a RO ERY TY,
. * method : E(ECF/2ITSEILEIP 7 R L A_— 2 DA
51| . = o 7N ot
switcl'} (config-itd) # load-balance method i = i ]\ e 7 7 ﬁ&ff*anﬁ Lij«o
sre ip buckets 16 * buckets : {ET 537 v FOERELET, 1oL
tEonr o "R, 10D —RiZvwy B 7 EnE
T ATy ME2ORE TR CRET DLERDH Y E
7, H®PHIX 2 ~ 256 TT,
G¥) RIET DTy MO ) — RO LV %
WA, N7y MET T/ —RiZo v
yRurvryFATcEAINET,
ATvT6 access-listacl-name ITD — ¥t X2 ACL Z&E| 9 ¥ TF 4,
41 -
switch(config-itd) # access-list acll
ATv 71 no shutdown ITD h—E 2% A RX—T7 M LET,
i -
switch(config-itd) # no shutdown
ATFw T8 show ip access-lists | bitd-name ITD —E Z~D ACL OE[Y ¥ THRIZK Ny Mot L
THABRENDIPT 7R VA NEERLET,
1
switch (config-itd) # show ip
access—-lists | b servicel
ZFvT9 show route-mapitd-name_itd_pool ITD #—E A~ ACL OFI ) B4 THRIZAERS D V— b

1 -

switch (config-itd)# show route-map
servicel itd pool

<~ ERRLET,
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ATy 710

copy running-config startup-config

1 -

switch (config-itd)# copy running-config
startup-config

EE
FETar 74 Xal—varvk, A= T v Farry
Xl —Tgvicar—LET,

TN, — FOEME = IXEIER
ITDV—E 2% vy hEDU U EPIIT A A T )N—T0 ) — REBEIMERIZEIRTE 5 ITD
Tty alrEARETEET, ZNUTEY, ITD YV —ERAD T ¥ v b F U UERHTRAT D A[REMEMN
HDNTT 4w OFENEREES N ET,

[T L& BHIIC

ITD #HEN A X —T N2> TND 2 & ZHER L F7,
FRAZ TN —TBIRITD VY —EARNKEINTWAZ 2R LET,

FIEDOHME
1. configure terminal
2. itd session device-groupdevice-group-name
3. [no] node ipip-address
4. {commit | abort}
5. (fE&) show itd session device-group [name]
6. ({£&) copy running-config startup-config
FIgDFH
ARV NFERERETIVa Yy B#)
ATFv 1 configure terminal Jaua— a7 4 FXal—aryE— REBEBELET,
15l -
switch# configure terminal
switch (config) #
ATv T2 itd session device-groupdevice-group-name |¥55E S - F A 2 FN—FDITD ¥ v > =3 v 2 VERE L

il -

switch(config)# itd session
device-group dgl

switch (config-session-device-group) #

£
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ATv73 [no] node ipip-address fRESNT ) — REIID T A A 7 —TTBEMLET,
Zoavr Ron BREMFHTLE, fAELTE/— KR
i ITD 734 A2 N —T ) HHIBRE N E T,
switch (config-session-device-group) # . 3 R
node ip 2.2.2.1 EBMFEFIZHIGETSD ) — RILICZORT v 2D IR L
i‘a‘o
ATv T4 {commit | abort} commit =~ > NiZ, —#HOF L/ — FELFLEEIN
72/ —=FTITD T, A VN —FZEH LT, 7y b
Bl AEEDYTL, ITDEYy Y a v OREEZ V—2T v
switch (config-session-device-group) # L/§E7f
commit . °
switen (contio) ¥ abort =1~ > N TIEITD & v & 2 > ORENER ST,
ITD T34 2 Z—FIxEHF SN EE A,
ATFwvTH show itd session device-group [name] (=
REESNTWHLTRTOITD Yy v a VERIIEELLET
i NRAATN—TDITD vy arzFrLEd,
switch(config)# show itd session
device-group dgl
ATvT6 copy running-config startup-config (=

1 -

switch (config)# copy running-config
startup-config

FATar 74 Fal—varvk AF—hTyTarrg
XFal—rvarilat—LET,

ITD %7 D2

ITD B E & F T 51201F,. KOWTHILOIEEE{TOET,

avyU kR

E:9)

show ip access-lists | bitd-name

ITD —E RIZ ACL #E| Y Y ThH L E|ZEN
7y MIXLTEREINDIPT A U R K
FFRRLET,
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show itd [itd-name] [brief | vrf [vrf-name]]

BELEITDA VAZ LV ADAT—X ZAF LN
BREEFTRLET,
CHEEDIID A VAR ADAT —H AR
L OREZFZRTHITIX., itd-name 515 %
HERLET,
* AT —H AR XU TEOERIERE £rT
AIZIL, brief Xx—U— &AL £,

*FEE LT ITD A > A X AP VRF ZFR
T O, vif ¥ —U— REEHLET,

show itd {all | itd-name} [dstip-address |
srcip-address] statistics [brief]

FTANTEIIFEE LIZITD A R K o ADifiE!

HmaEFrLET,
CHREDITD A AR v ADFEHER A
RT BITIE. itd-name B EFEHA L £,

s BRIE MR A TR T HITIL. brief F—TU —
KEMHLET,

GE) Zoa~wr RuEfH L TITD Ofigt
BFHRELETRT DL, 50D itd
statisticsitd-name 2~ > R&{#HH L T
ITD OFEFHERE A *—7 ML TE
SHERHY ET,

show itd session device-group [name]

BEINTWNETRTHOITDEY v a3 rF-iZ
BELETAAS A T A—FDITD By 3y
BFRRILET,

show route-mapitd-name_itd_pool

ITD —E AT ACL Z#E| Y 4T3 & T4
SNHNV—F vy T E2RRLET,

show running-config services

REENTZITD TNRA A T —TF IOV —
ERAEFRLET,

PLUFIZ, ITD BREE MR T 26 2R L ET,

switch# show itd

Name Probe LB Scheme Status

WEB ICMP src-ip ACTIVE

WEB-SERVERS

Buckets
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Pool Interface Status Track id
WEB_itd pool Po1 o -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 10 0
Node IP Config-State Weight Status Track_id
1 10.10.1001 Active 1 ok -

Bucket List

WEB_itd vip 1 bucket 1

Node IP Config-State Weight Status Track_id

2 10.10.10.12 Active 1 OK -
Bucket List

WEB_itd vip 1 bucket 2

switch# show itd brief

Name Probe LB Scheme Interface Status Buckets
WEB  ICMP src-ip  Eth3/3  ACTIVE 2
Device Group VRF-Name
WEB-SERVERS
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 18 0
Node 1IP Config-State Weight Status Track id
1 10.10.10.11 Active 1 ok -
2 10.10.10.12 Active 1 OK -

switch# show itd statistics

Service Device Group VIP/mask #Packets

test dev  9.9.9.10 / 255.255.255.0 114611 (100.00%)
Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip 0_acl 0 10.10.10.9 Redirect  10.10.10.9 57106 (49.83%)
Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip 0_acl 1 12.12.12.9 Redirect  12.12.12.9 57505 (50.17%)

switch# show running-config services

version 7.0(3)I1(2)
feature itd

itd device-group WEB-SERVERS
node ip 10.10.10.11

node ip 10.10.10.12

probe icmp

Il Cisco Nexus 9000 < ') — X NX-OS Intelligent Traffic Director 1> 7 4 ¥a L—>3>v HA4 F YUY —2X
1.x



| mozet
mozEs [

itd WEB

device-group WEB-SERVERS

virtual ip 10.10.10.100 255.255.255.255
ingress interface ethernet 3/3

no shut

=L =
ITD D% TE
PLFIZ, ITD T3 A I N—T 2R ET 50 %2R~ LET,

switch(config)# feature itd

switch(config)# itd device-group dg

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.13
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# node ip 210.10.10.14
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# probe icmp

Wiz, J— R~ a—T5RETHHE2RLET (TN AT N—T L)L a—T T
EHYERA) ., /—FL_LrD7Fue—7 T, &/ — N e —7%RETE, /—K
T & DFEMIR T AL < A DA T,

switch (config) # feature itd

switch (config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

PLIFIC, 4B IPvA 7 RL A BB ETHH %2R LET,

switch (config)# feature itd

switch(config)# itd test

switch (config-itd) # device-group dg

switch (config-itd)# ingress interface ethernet 2/1

switch (config-itd)# virtual ip 210.10.10.100 255.255.255.255 advertise enable tcp any

WIZ, VT 7 400 BRI T AEAFITe— R AT U T ERETAHHEZRLET,
ZOFITIH, /= F1BIXO2F/ —F3BIXT4D3 LD T 7 4 v 7 BZITERD £4°,

switch (config)# feature itd

switch(config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group)# node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
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WIZ, ITDIZITD B — R XTI SED T 7 4 v 7 BEET D ACL #RET D
BlarmLET, X, 774 T U= AHELEZLEL L2WVEERE VLAN 7T A by K
VLAN X ITD # /XA /RAT&E F7,

switch (config)# feature itd

switch (config)# itd Service_Test

switch (config-itd)# device-group test-group
switch(config-itd)# ingress interface vlanlO
switch (config-itd) # exclude access-list ITDExclude
switch(config-itd)# no shutdown

switch (config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0 255.255.255.0 any
switch (config-acl)# 20 permit ip 192.168.100.0 255.255.255.0 192.168.200.0

WIZ, acll Z{ERK L CITD —E A2 B CTHHZ R LET, show 2~ FiX, Al In7=1P
TI7HEAVAMEAL—F =y HBRRLET,

switch(config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch (config-acl) # exit

switch(config)# itd test

switch(config-itd)# device-group dgl

switch (config-itd)# ingress interface Eth3/1
switch (config-itd) # load-balance method src ip
switch(config-itd)# access-list acll

switch (config-itd) # show ip access-lists | b test
IP access list test itd ace 1 bucket 1
10 permit tcp 100.1.1.0/26 any
IP access list test itd ace 1 bucket 2
10 permit tcp 100.1.1.64/26 any
IP access list test_itd ace_1 bucket 3
10 permit tcp 100.1.1.128/26 any
IP access list test itd ace 1 bucket 4
10 permit tcp 100.1.1.192/26 any

switch (config-itd)# show route-map test itd pool
route-map test itd pool, permit, sequence 10
Description: auto generated route-map for ITD service test
Match clauses:
ip address (access-lists): test itd ace 1 bucket 1
Set clauses:
ip next-hop verify-availability 1.1.1.1 track 2 [ UP ]
route-map test itd pool, permit, sequence 11
Description: auto generated route-map for ITD service test
Match clauses:
ip address (access-lists): test itd ace 1 bucket 2
Set clauses:
ip next-hop verify-availability 1.1.1.2 track 3 [ UP ]
route-map test itd pool, permit, sequence 12
Description: auto generated route-map for ITD service test
Match clauses:
ip address (access-lists): test itd ace 1 bucket 3
Set clauses:
ip next-hop verify-availability 10.10.10.9 track 4 [ up ]
route-map test itd pool, permit, sequence 13
Description: auto generated route-map for ITD service test
Match clauses:
ip address (access-lists): test itd ace 1 bucket 4
Set clauses:
ip next-hop verify-availability 10.10.10.10 track 5 [ up ]

switch (config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets
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test src-ip ACTIVE 4

Exclude ACL

Status Track_id

Probe

Port

Device Group

ar T e
Pool Interface

test itd pool Eth3/1 e 1
ACL Name/SegNo IP/Netmask/Prefix

mozEs [

acll/2460 100.1.1.0/24
Node 1IP Cfg-S WGT Probe Port
1 1.1.1.1 Active 1 ICMP

3 10.10.10.9 Active 1 ICMP

4 10.10.10.10 Active 1 ICMP

Bucket List

TCP
STS Trk#
OK 2
STS Trk#
OK 3
STS Trk#
OK 4
STS Trk#
OK 5

test _itd ace 1 bucket 4

WIZ, T/RA R T)—"Tdg O/ — REHE7Z2 L TEMNB XOHIBRT 2 1TD & v v a v ZEkT

LP R LET,

switch(config)# itd session device-group dg

(
switch (config-session-device-group) #
switch (config-session-device-group) #
switch (config-session-device-group) #
switch (config-session-device-group) #
switch (config-session-device-group) #
switch (config-session-device-group) #
switch (config) #

node ip
node ip
node ip
node ip
no node
commit

.10.
.10.
.10.
.10.
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ITD @

BRE

B =6 7 7—LEBEE—F

mEF DT —LERAE—F

LIFORRE TIIROBITR S AR P2 L ET,

6: U7 —LERE—F

sre-ip loadbalance ‘

R
— LY
— i \
" ™ \"k
( Clients T :
\_l JI [ }—.—.—I‘
by
./
r
Po-5
=
=] I!
Ei
 —
192.168.1.10 192.168.1.20 192.168.1.30 192.168.1 .40

FEL: TAARITN—T2TEEZLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

FIE2 : ITD V—E RAEEHRLET,

switch
switch
switch
switch

config)# itd HTTP

config-itd) # ingress interface port-channel 1
config-itd) # device-group DG

config-itd) # no shutdown
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REHF - vVPCTOI V7 —LEBRHAE—F
T ORECIHKORICRT K r D% 6 LET

7:VPCTOO U7 —LERE—F

91962

"

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

A S
FEL: TARAITN—TEEZLET,

switch
switch
switch
switch
switch
switch

config)# itd device-group DG
config-device-group) # node ip 210.10.10.11
config-device-group) # node ip 210.10.10.12
config-device-group) # node ip 210.10.10.13
config-device-group) # node ip 210.10.10.14
config-device-group) # probe icmp

FIH2 : ITD V—E 22 EHXHLET,

switch(config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd) # device-group DG

switch (config-itd)# no shutdown
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FINA R 2
FIEH1: TAA AT N—T2EHRLET,

switch
switch
switch
switch
switch
switch

config) # itd device-group DG
config-device-group) # node ip 210.10.10.11
config-device-group) # node ip 210.10.10.12
config-device-group) # node ip 210.10.10.13
config-device-group) # node ip 210.10.10.14
config-device-group) # probe icmp

FIE2 : ITD F—E A2 EHXELET,

switch
switch
switch
switch

config)# itd HTTP

config-itd) # ingress interface port-channel 2
config-itd)# device-group DG

config-itd) # no shutdown

HmEF UM YTFRAE—F
UTORETIIROKIZRT A Y EFERHLET,

K8: YRSy FERAE—F

Rhiks e 210.10.10.11 Inside

si-p
loadbalance
\x / |
B
\ £ i
\ NQK 1 21
el e, et F"O G
- N E\
{ Cliants ¥
LS [
L 4 Po-1

210.10.10.14
Appliance pool - two NSk(s)
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FTINA X1
FE1: TR T N—THEHZELET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

FE2 : ITD YV —EREEHZELET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch(config-itd)# device-group DG

switch (config-itd)# load-balance method src ip
switch (config-itd)# no shutdown

FINA R 2
FNE1: T, R ITN—T5EFRLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 220.10.10.11
switch (config-device-group)# node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

FJE2 : ITD VP —EREERLET,

switch(config)# itd HTTP
switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch (config-itd) # load-balance method dst ip
( ) #

switch (config-itd no shutdown

s v rqvFERE—F [}
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H—NA— KNSV VT ERE—

m o@E |
g

VORKHE—F

PITFTORECTIHIRORNRT hRa a2 HLET,

X9: VIPEERLE ITDERDE

-,
o Fos
FAH \service 4
Po-1 — <
== -
Po-3 S :
—— 48 ~Po7
Clients | Loadbalancing
VIP;
172.16.1.1 L’ ;
192.168.2.13
N7
l | %
192.168.2.14

FIH 1

TR R T N—THE

#LET,

switch (config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

FlE2 : ITD —E R ZE

node ip 210.10.10.11
node ip 210.10.10.12
node ip 210.10.10.13
node ip 210.10.10.14
probe icmp

#LET,

switch (config)# itd
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Switch (config-itd)

switch (config-itd) #

HEH  Web JOFTRE

Taxy =N, T ITA T NPT — DY V) — R BRI DR
F9, Web o — \[3hricm

[l Cisco Nexus 9000 ') — X NX-08 Intellig
1.x

HTTP

ingress interface port-channel 1
ingress interface port-channel 2
ingress interface port-channel 3
device-group DG

# virtual ip 210.10.10.100 255.255.255.255

no shutdown

FEE—F
TRk D RERE A B L
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sl web 7oxVEBEE—F I}

F9, BE. Web 7uxy —RERHTIEEE, A X —Fv FiWeb T 7 4 v 7 DY
AV I Nl BF%y NI~ TRAARPKETT (4T —K 7u—) , 727 LEEFEDOR
7y MIRIBEIZOWTIL, Ry hT—7 T, ARy N ERIMICHRE T 57200 THEAE T,
ITD Zff ]l L7z Web 7' 2 U RBATIE, AA v FBA U F—F v MiWeb F 77 1 v 7 2RAEL
T7aeXxy =L Tr— R XT U 22ETLET, 7 rx> ¥— 3 Autonomous E— K
TEIWE (WCCPIOMSELCT 274 7-T 7747 LTEME) L, VXA LT a2 T
T4 v ERBLET, ITDRFEITT D/ — ROIEFHEO T v —7121%, /— ROIRIEZBHR L,
Z ORI ESWTHEYNC / — REHIBRE I8N 2 BRH0 £3, ILRMEEZMAET 572
WIZ, AZ N, =R T N—T L EIE ) — R LV TRHRETHIE L TEET,

WEINLZ A 72 MAIVLAN ONESHTORITD U XA L7 a URKETT, LI, ITD U
HALVLTvarBROSEARL TRy "BRV—TF 4 7 ERFERESNET, DL 957 Web
7a X VEHTO ITD IZHE RO, IEHFMAICERE L 1 2D ITD —EADH T, 7272
L, BEILVAYA4R—NMNIESWT NI T4 v 7 ZRIRTHIVAN—RA NTT 47 UEAL LT
T a URAMBETY, LB/RT A—F DR L > T 7 0 —OHE bR 2 LERHV F4,

Web 7’ 11 3 BEAD ITD TlX, Web 73y — O] A2 ER T 572 DI ITD 7 2 —7 )%
FHINET, ZNUPEETH AL, Fﬁ%ﬁ§%$bf:7°m%/#—/\&af IEEENTE T
T4 v TiEERbNTLE I NS TT,

AT ORRE TIIROBI RS AR P2 LT,

SVI Vian 10
ITD Upstream =
10.1.101-2

10: Web 7O REE—F

10_1_10_50

_/’ [ S
/- >
q A\ L, -
Client 1 | Internet ) IS
) [ ]
] Lzsw ~—___— Web
[E—) Server
== 10.1.10.250 SVI Vlan 50 (Destination)
- Web Proxy VLAN
Client 2 10.1.50.1-2
101501 101502
= |
=] = 5
|| || =
8

Web Proxy Servers

ZOBITIL, A F—Fy F~DFESEAR— b 80/443 (AF7 VLAN 10) 1% Web 7 12 &3 H—
10.1.50.1 & 10.1.502 (2 & Ed, 7I7A4X—hk Xy bU—2 (10.0.0.0/8. 192.168.0.0/16,
172.16.0.0/20) Z%i%:E 45 VLAN10 FO T 7 4 v 7137 ax 2k EZ 8 A,

FIEL1:ITDTANA A TN—=T D Web 7 2% b—R_EREL, Y—_OIPT FLAEZHFEL
i‘j‘o

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
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node ip 10.1.50.2

FIEH2 : FI9AR—=FIPT RLASETDOTXTDRNT 7 4 v 7 2N T 585 ACL AR ELE
j‘o

ip access-list itd exclude ACL
10 permit ip any 10.0.0.0 255.0.0.0
20 permit ip any 192.168.0.0 255.255.0.0
30 permit ip any 172.16.0.0 255.255.240.0

FNE3 : BAACL A L ET,

Itd Web proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd exclude ACL

virtual ip 0.0.0.0 0.0.0.0 tcp 80 <- Any traffic to destination port 80 is redirected
to the Web Proxy Servers group.

virtual ip 0.0.0.0 0.0.0.0 tcp 443 <- Any traffic to destination port 443 is redirected
to the Web Proxy Servers group.

ingress interface Vlan 10

failaction node reassign

load-balance method src ip

no shutdown

MENPOBEBETYIZ— T 74w 7 VAL LI a b RERESIT. SOIKROFEFIEL
FITLE T,

GE)

VA Y 4D range A AT 52 & TRIBRDIIAR— N 74V Z V7 OHTT, £,
FR4 ACL X permit =2 N U DA ZHR— M LET,

TFE4: R— b 80 & 443 R T RTERATH Y X — I ACL % E L 7,

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

FIES5: VE—2 F 57497 HDY Z— IID —EAEZHTL. BIACL ZHA L E T,

Itd Web_proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd_exclude_return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown

REH U FAVTF E—FOET R

ITDEYT —E A LDV R, v F T T ITAT U ANDY I NE T T 57N, —E A%
=R~V M L TWAH I EERTEMEAFOETIZEGFELEST, 20k, 7
Y= RI T T4 IBEDOY 7 BB LW E S ITEIELFET,

ET R EI TRV E . RO MR Y TITD B —E A A LOT 77 A 7 A APP #1 (T8t S
TWARY I ME T LT84, ITD —E X BIC 2B @A ST, —E X Bl APP#1 IC
BIEHE N T 74 v 7 BRET DD, b T 74 v IR Ry EnET,
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HER YRS vF E— FOETEL H

LT ORETIRKRD hAR e P2 L ET,

1M Yo r4MyFE—FOETRHA

APP #1

ITD Service B

TFTINA X1
FIE1: AR TN—TE2EFRLET,

switch(config)# itd device-group dev-A

switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2

switch (config-device-group)# probe icmp

FE2 : T RMEAX—TNLICLTITD Y —ERXZEHRLET,

switch
switch
switch
switch
switch
switch

config)# itd service-A

config-itd)# device-group dev-A

config-itd) # wvirtual ip 9.9.9.10 255.255.255.0
config-itd)# ingress interface ethernet 7/4
config-itd) # peer local service service-B
config-itd) # no shutdown

)
)
)
)

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets
service-n  ICMP src-ip  ACTIVE 2
Device Group VRF-Name
Dev-r T
Route Map Interface Status Track_id
service-a_itd pool Eth1/45 e s
Node IP Config-State Weight Status Track id
1 10.10010.9 Active 1 Peer Down 1 10001

IP Access List
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Service-A itd bucket 0

Node IP Config-State Weight Status Track_id

2 12.12.12.9 Active 1 OK

IP Access List

Service-A itd bucket 1

TINA R 2
FE1: TAA AT A—THERELET,

switch (config)# itd device-group dev-B

(

switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1

switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
(

switch (config-device-group)# probe icmp

FE2 : T RMEAX—TLICLTITD —ERXZERLET,

switch(config)# itd service-B

switch (config-itd) # device-group dev-B

switch (config-itd)# ingress interface ethernet 7/45
switch (config-itd) # peer local service service-A
switch(config-itd)# no shutdown

switch (config-itd) # show itd

Name Probe LB Scheme Status Buckets
service-B  ICMP src-ip  ACTIVE 2
Device Group VRF-Name
Dev-B
Route Map Interface Status Track id
Service-B_itd pool Eth7/45 o 3
Node 1IP Config-State Weight Status
1 14141409 Active 1 Probe Failed

IP Access List

Service-B itd bucket 0

Node 1IP Config-State Weight Status Track id

2 13.13.13.9 Active 1 OK

IP Access List

Service-B_itd bucket 1

ITD DERTE

Sla_id

Sla id

Sla id
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ITD H—E X

%52 : Firewall on a Stick

ASA VLAN

I[IDV—EZADORETIE., FTF 747 7u—0DEOHFBROIID N7 4 v 7 hlaEE#RLE
T, WHMOT7a—2) XA VL7 T HMNERSLHEAIE. ROLIIZ2 OO ITD —E R %%
ETOHULENHVET, 74V —K "7 74w 7 7u—iZ1>, V¥ =2 N7 74y 7 TJua—
1212, ASAIZIFERDINTBIONNHA L X —T A AP T RLARH LD, 250825
TNRAATN—TZHELT, MET DN LOINBIPT FLABIEETH2LERH D £,

ITD D7 VU —RKBIQY Z—> P —E AX Nexus A1 v T _EONERFR I OMEE VLAN SVI (282
BESNET, 77 AT U= NREOEX 2 VT4 T TV r—2a 3T _XTONT T4 v %
HETDHOIVERS DD, VY—EATIEI T 74 v 7 TANZ Y TRRESNETAL, EOR
BLLT, SVICE Yy b T DT 74 v 71F, WTFRBHIET D ASA A v X —T = A AU XA A
L7 hanEd,

ASAA LV H—T 2 A% AL vTF LELU VLANIZRET D L., ZDAA v F EDORID VLAN |2
ITD V—EARFET DD, 77 AT T4 —ININDBAL v TF~D KT 7 4 v ZIXASAIZY XA
L7 FNENET, LN T, 7747 U+—/LE Nexus AA vF DO TR 74 v 7B )—7F
L2V X 9 IZfE#B D VLAN OXT7 BN LE T,

12 . ITD ASA B

VLAN 10 VLAN 100 N VLAN 200 VLAN 20
VRF Inside VRF Inside VRF Outslde VRF OQutslde

ITD

ITD Return-Service

ITD

ITD Forward-Service

: ‘

VLAN 10 ] VLAN 100 ¥ VLAN 200 & VLAN 20
VRF Inside VRF Inslde VRF Outslde " VRF Outslde
ITD ITD

ITD Return-Service

ITD Forward-Service

500562
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ZORIZFETVLANIOB L2013, Ry N —27 FOEEIC L FEE~DOWNEHIS L OINESA o & —
T2 A ATT, VLANI00 B L TR20013v—77 VU — T 7 4 v 7 ZEBTH7-DIT ASA KL
THEHINET,

7 0—Dx R

WE, 77A T U= I 74U —RE VX =DM GO NI 7 4 w7 7a—%2BELET,
MEOWENAT — 7NV ThDHmh, — RIS T AXT 74 T 7 5 —/LOi@E OEES
T7 a0 —OFERHERESNOIVERLVET, 7 I7RAXET 7 AT U4+ — NV TH->TH, b7
T4y 7ua—OMPELZ T ALHIEY vy TTa = XA LT v a I BRI
DET, ERFTa—DEINTDE T 7 AT U —MIARBER A — "=~y RINFBAEL, T —
~ RN R OET,

7 a—ORE, ITD 743 Y X LNEOEA [P DRt & PEtE & v 5 M A2 LT HEEH
TEET, 77AT7 V4= VO—RKURITDHEETIZ, 74V —R7n—L¥—r T7n—(T1
SOFTOIMMD P —E2ZFHLET, ZO220D MDYV —E 220 — R RT3 07 RN A—4
OENRT ST OY—ERAT—HTHLIICHKET D &, 7 —OXMHHERHERFINET,

13: ITDASARFTO 7 0—OxFiE

ITD Return-Service ITD load-balance “Destination IP”

¢ Return Fls

ImD SRACIP SRCPort DST
20916520110 80 19

Destination

ASA1

Source

Forward Flow

SRCIP SRCPort DSTIP
192.166.1.10 49152 209.165

ITD load-balance “Source IP” ITD Forward-Service

2
=
b
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TORE. 7HU—R 7 —0DFEETIP T RLAE U A~ 70 —0F4IP T KL ANR—TEIZ
BENAHHLERLTHET, & ITD —E X% LTy /235 A —Z 2 i8%N4 5 L ITD
D IP DEEIEIC L > T 7 0 — O FREDSHEIF S E T,

ASA OWNERETNISEBA v X —T =2 A RATEERNEATIZE, N T4y —T =
AANL T T T2, D ASA DFGHNZAERET D b7 7 4 v 73 kbh b alsetini & v &
T, ITD ¥7 AA vF J— KOWRERMEEE TIL, ITD 75 ASA O U E— MAIZHIBRL T, A
A v FRHIT/— NIREZFRMT S Z L TCZOMELERTX E9,

14: ASATEED ST+

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service

ITD BT AA vF /— RORRERMKEIX., 727 VAL v FOIEVPC (F72FH—AA vF)
FRBY TORYR—FENET, 7 T7RAZ V730X ) REENRRAE LS AICASA LS
BICE T EFLDT, ASA 7 T AXZ Y 7T Z OMBEIZER S E 4, Firewall on a Stick 32
2 (-0 7 1L vPC) Tid. ASA DN L OWMNBA ¥ —7 = A A FFE UEE (F7=
W) A F—T7 A AR LTS, ZOMEICHETE EHA,

500564

=% E I
Firewall on a Stick JEBH TlE, ASA & AA v F OEFITE T IL VPC R— b F ¥ x (F/-13HE—
A=K MZUIPEREINET, ZORETIE, Wl L OYNEBA v ¥ —7 = A AT dotlq ¥
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TA L H—T A4 A (VLAN100 B L Tr200) TI, AA v FIIINEB L O T F A M
FNEFN2OD VLAN £/21LSVIRHY, A F—T oA AW TYHR— FE2HEILEE A,

15 . Firewall on a Stick (vPC %{£F) BB

ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 SVI VLAN 20
VRFInslde EI ﬁ ﬂ}utsme
D m VPC Peer Link

VLAN 10 (HSRP) - 192.168.10.1 VRF Inslde

VLAN 20 (HSRP) - 192.168.20.1 VRF Outslde E
FIE1: A v FEFRELET,
DY
GE)  WRIZ. AA v T Swl OFSHIRREDOH 2R LET, REIL, MR GFIETTXTO ASAIZ

L CRBRICHER T 2 2N H VW £97, hoOFKRE :iTT %& SNTWDERELET,

interface vlan 10
description Inside Vlan_ to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20
description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100
description Inside_Vlan_to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100
ip address 192.168.100.1
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interface vlan 200

description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11

description VPC_TO ASAl

switchport mode trunk

switchport trunk allowed vlan 100,200
vpc 11

no shutdown

interface ethernet 4/25

description Link To ITD-ASA-1
switchport

switchport mode trunk

switchport trunk allowed vlan 100,200
channel-group 11 mode active

no shutdown

interface port-channel 41

description Downstream vPC to_network
switchport mode trunk

switchport trunk allowed vlan 10,20
vpc 41

no shutdown

interface ethernet 5/1-4

description Downstream vPC member
switchport

switchport mode trunk

switchport trunk allowed vlan 10,20
channel-group 41

no shutdown

itd device-group FW_INSIDE

#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114

probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE

#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114

probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets

#load balances traffic based on Source IP.

#OUTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'
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device-group FW OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

FIE2 : ASA ZRELET,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED TO SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED TO SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

WROWEANZO bR PHNSEH SN ET,

ITD DERTE

* VLAN 10, 20, 100, FBXET200 &ZiZi D SVI &) 72 VRF IZ~ v 7 LET,
C ZOHITIE, ITD DR —RKNXT U TEREEFHL 7 e —0ORMEE2EH L E7,

*vPC O F U FTiE, vPC OWT DAL AN—RNEMELTWAIRY . ITD IZEE INFH
Ao VPC Ly ZITEENREALI-AAL vF EDOITD U XA L7 g k., — ka7 vPC B
CRERICET U IRBATEY A/ vFZ2mELE9,

CZDRREYTIE, NEHBLOSNEA v X —T = A AN ASA FLORI UWELA v X —T = A
AFETNIMAEA v H—T 2 A A (dotlq VT A v X —T = A A) IZEHE#SHT BN TWD =0,
MY VI BEEICLSTR I 74 v IR RONDZ EIEH Y FHA,
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LD T DT 7 AT O —N A F—T 2 ANDEFGI LA YIS F—T = A

2ANMEREN D720, VREBRVLETT, BEDWRM TR I T4 v I N T 7 AT U4 —)L&EF
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AT 2+—I)L
VPCZER L7e o RA v F E— ROGE, WHBLUIMNTASA 1 V¥ —7 = A R FXENER

BIOR— R F v Z N RUWZEID B ToNET, vVPCEEATEZ LT, 120V 7 | IkE
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16: vPCEFERLI=-TaAaT7ILRAYFH UKL vF E—FK

ASA Inside (VLAN 100) - Pori-channel (11-14)
192.168.100.111 - 11424

ASA Qutside (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114/24

m VPC Pier Link m

[==+4
SVI VLAN 100

VRF Outslde
SVI VLAN 1100
VRF Outslde
SVI VLAN 11I]1I
VRF Default
SVI VLAN 101 i
VRF Default =
= - .? ﬁ ===

ik &) . i 2

VPC Peer Link g

—d swi_ | sw2 o g

FIH1:2B8DAA v FZRHELET,

switch #1:
interface vlan 10
description INSIDE VLAN
ip address 192.168.10.10/24

interface vlan 100

description FW_INSIDE VLAN
ip address 192.168.100.10/24
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interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To_ ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To_ ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

FNE2 : ASA ZRELET,

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED TO SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED TO SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED TO SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED TO SWITCH-B-VPC

ITD DERTE
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channel-group 21 mode active
no nameif
no security-level
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17 vVPCEFERLE=T2T7ILVARSYF YU RL YFIZKDASAY S RA

ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724

— m VPC Pier Link m

SVI VLAN 100
VRF Outside

SVIVLAN 1100
VRF Outslde

ITD

SVIVLANA1 1011
VRF Detault

SVIVLAN 101 [
VRF Default =
= - i

| Cluster Control Link |

n
O

m VPC Pger Link m IT

500559

ITD

FIH1:2BDAA v TF R ELET,

E1n==4

G AL T EEANLTHITDREITZEDY FH A, IDREF MR DX A4 A2k -T
B FEd, ZOHITIE, vPC "R P RFERALET 27 VAL vF o KA v F ERILFH

T,

switch #1:
interface vlan 10
description INSIDE VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
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description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

FNE2 : ASA ZRELET,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100

ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface
lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7
channel-group 11 mode active
no nameif
no security-level
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no ip address

interface TenGigabitEthernet 0/8
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/9
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/0
channel-group 31 mode on
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/1
channel-group 31 mode on
no nameif
no security-level
no ip address

ZOBITIE, A=k Frx/ 1l & 21 BB LUIEA 2 —7 = AT S E S, A—
NFYFNNET TAZY T A B =T 2 AT, lHBIA VH—T = A AFEHDON—T
RALHE—=T 2 ATHY, TNETNUREHDOIP 7 FLAZIP T FL A F—Anb5EEL %
T, AL LT FGRAZIPT RL R, OV FAEZDOEHODBEET RLATHY . FIZHED~ A
Z— =y MIBLET, FEEICMACT LA F— L HERE S, WS90 NERE 721388
A=K Fr X VTHERHEINET,

FAEIE B X=aTFILEA LI
IP SLA [ Cisco Nexus 9000 Series NX-OS IP SLAs

Configuration Guide ]
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