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AL YF R—XBEEDRTE

ZOETIX, Catalyst 2960 A A v FIZAAL v FR—=ARFEARET D HFIECOWTHHALET, =
DETHHTLIARIL, RO LB TT,

AA v F~DORIET 7 ADRIE (p.8-1)

Kb EXEC 2~ R~D7 7 & 2ADF# (p.8-2)
TACACSHIZ XD AL v F 77 v ADHIH (p.8-10)
RADIUS (2L B AL v F 77 B ADHIH (p.8-18)
AA v F O — A VLR L OFFAI O E (p.8-32)
SSH D7=bDAA » FOF&E (p.8-33)
SSLHTTP D72 D AA v FDERE (p.8-38)

SCP DI=ODAA » FDFGE (p.8-45)

AL YFADRET 7 2ADFILE

REZ—PFIZED, A v FOFRESCKEFTROMELHETEET, —EOICIE, *y hT—
VEBENO AL v F~DT IV RAEFATEH K, FERPAR—F2HNTRy NT—=I400F
AVYLVT v 7HHRTH2—F0, VIUTIR— 2B UTCRy NI A4ANOERT Ha2—V, £
e =B %2y hU— NOMKREFRIZT =7 2T =2 a Vbt 22—l ks7 7%
AEHIRLET,

AL S F~ORET 7 EAEZHIETAIZIE, ROEX =2 YT BRes 1 > I3 EEZELET,

BKEBEOEF2V T LT HEASL v F R—F TRRAT—-RKBLOMHEREZRELET, 20O
NRAT =R, A v FlZa—h VR FEENET, 2—FBFR— b E3E#REZE T TR
AYFIZTI7RHALEI ETHLEE, A—FERITZERRIZIEESINTZ/RATY—RKE AT LTH
LTRITNIE, A v FIIT 7B ATEERA, MOV TI, THi#E EXEC 2~ > K~
T ADRE] (p.8-2) EEMML T ZEW,

BIMOEXF2UTF 4 LA YE LT, 2—PFLENRRY— REXRTCHRETEET, 20T
A v FTO—HNVIMRESNE T, ZOXTEFERELITAR— MBIV S THR, Fa2—F
FEGELET, 2—WILGERGEE. A v FIZT 7 BARATEET, HERLNILEERLTWDHE
ABlE. 2=V ENRRY— ROEXTIZREDOHER L~V %, e T DHEFIB I ORER & & b
WCEID Y THZEHTEET, MOV TL, [2—PL ERRT— ROTORE] (p.8-7)
EHRLTLTEEN,

n~ﬁzkﬁxU~F@&7%ﬁ%Ltmﬁ\%®&7%m~wam@<m%@ﬁ~Am%
FLEWEAIE, X% 2T 4 —NREDOTF—FZ_R—RBFETEET, Zhicky, #H%0
Fv T — 77A4xﬁHLT A R—AEER LT —VRGEEHRZ (LIS U TS
W) DL ENTEET, IOV TIE, [TACACSH IZ LD AL v F 77 & ADHIHH)
(p.8-10) ZZMML T EEWY,
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F8E XL YF R—IFEHMADNHRE |

W i EXEC a7 Y FADT7 5 EROBRH

HIEEXEC O Y FADT7 O ERADIRE

Xy NI =7 TERDOT 7B AR EAT 5 2 FEIL, SAV— RE2EHR L THERL LV EZED
BCHZETT, NATV—RREICL ST, Xy VT =V FFRy VT —2 THRAL A~DT 7k
ABFIRENET, HRL XML ->T, xy NU—7 TS RAZB T A 2 H, 2—FRED LD
mav s REFEHTELNRNERINET,

GE) I CHERT S avr ROBER L O FIEOFEMIZ W T, [Cisco I0S Security Command
Reference] Release 122 ML T Z I,

2 TR ROBEFRICOVTHHALET,

* TT7ANDINDNRAT— RBLOMERL~LEEE (p.8-2)

© AITA YT ARTNSAY— ROREXITEE (p8-3)

o BERALICE DA F—TNBLOA X—T N v —2 Ly b NRAT— RORH# (p.8-3)
o NRRU—FKEEDT 1+ E—7 11 (p.8-5)

o SRARIEFRITET S Telnet /XA Y — FORE (p.8-6)

o Z—PHLANAT—ROXTORE (p.8-7)

o BHOWHRL~VORE (p.8-7)

FIAIL DRI —FEXIUVHER LARILERTE

F8-11T, T7FNIFDNRAT — FBLOMER L ~LHREEL R LET,

% 81 FIHILFDNRRAT—FBEEUVHERLARIVEE

HERE T4 FRE

A X =TI RAT— KB LUOMER L~ L NMAT—=REERINTWERA, T 740 MIL~UL 15 TY (Kl
EXEC L~L), WRATU—RF, a7 4F¥alb—vary 774 LVANTIE
Sk SR TWARVIRTE T,

AF—TN =7 by b RAT—=FRBIW |[RNRAT—REERINTWERAL, T 740 MIL~UL 15 TT (B

MEFR L ~UL EXEC L~L), RAT— R, FEfbshThrbar 7 ¥al—i g
V77 ANMIEEAENET,
AT — R IRAT— RIERZINTWERT A,
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i€ EXEC a7 > F~AD7 7t 0EE N

ARETFAYD ARX—TIL NRRADT—FOBREFEIZLEE

A F—T I NAT— KT, HHE EXEC E— F~DOT7 7 v AZHBELET, 24T 4 v 7 A F—
NV RAT — REREEIIEET 51213, FiHE EXEC £ — R CROFIEZ EIT L ET,

avwv kR B&Y
ATv 7 1 configure terminal Jua—N)L a7 4 F¥al— gy B— RR2HBLET,
ATwF 2 enable password password Kb EXEC B— R~OT7 7B ZHIZ, HrLWSRA YU — REER

D0y, BEFEONRRAT— REEHLET,
FIT N R TIE, NAT— REIERSNEH A,

password \ZI1%, 1 ~ 25 LFOEBTFORA MY VI EBELET,
AN T ERTTHD D Z EIXTEEHA, KLTLENLT%E
XBIL, AR—REMHEHTEETH, %ﬁx&ﬂxiﬁﬁéhi
T B (2) 1L, AT — REAERT 25612, RIEAF ORI

Ctrl-v Z AT THUTBEA CTE E 7, 7o & 2IE, NAT— R abc?123
AR T D L EIE, RO X DITLET,

abc x AJ L ET,
Ctrl-v # AJJ L ET,
N2 AN LET,

yx%Aﬁ%%* TN IRAT—REANTHL IR LN
. BB ORNC Ctrl-v Z AT B0 T2, RAT—FOD
a7 MIEDOEFE abe?123 L ATITEFET,

2Fv 7 3 end

HebE EXEC B— NICED £9,

RX7 97 4 show running-config AR UET,

AT v 7 5 copy running-config startup-config FEE) avy 74 Xal—ray 774 NVICREERTFELET,

A F—=T N NAT— RS ENT, A vFDar 7 X
L—vay 77 ANVNTIERAID Z LN TE B5IREETY,

NAT — R%&HIBR7 5I21E, no enable password 72— 3L 27 4 ¥ a2 b—i 3 avy R&eff
%Li‘a_o

WIZ, A X—T N RAT — R& Hu2c3kdy5 ICERT D02~ LET, NATV— NI {LIh Tk
Eﬁ\Vm»ﬁ@?ﬁtzﬂﬁzgﬂif(%%@%@EM&% 7 7ERA),

Switch(config)# enable password llu2c3k4y5

BEEIZE A R—TULEIVSR—TIL o= Ly b RRT—FDORE

BEIMOEXF2V T4 LA YE IRy NT—2 %22 5 /3A T — KX Trivial File Transfer Protocol
(TFTP; fii 5 7 7 A MRk 7 1 b =b) = NICRFESNTVLH/NAT — RIZx L TRET 256
\Z1%. enable password % 7-!% enable secret 7' 0 —/N)L 2T (X2 L— gy avwy REMHT
XFET, av U FOERAIFELLLRELETT, Z0a~vr KoLy, B bINiz AT — K&
ETEET, FlE EXEC T— F (F 74 /V bRE) EIHEOHERL T 7 AT 52—+
3, ZONRARY =R ANTLHBERDY £7,

S EERES AT LT ZAIMEH DD T, enable secret =~ RA2fEHT L Z L 2HHE L
ij‘o
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W i EXEC a7 Y FADT7 5 EROBRH

enable secret =~ >~ N enable password =~ > RIZEHL L E T, 2 2D~ RRFEIFFCHERIC

HZLEHY EEA,

AX—TNAEBLIOAL F—T I —2T Ly f NRAT— RIIEBAL R ET HI121T. B EXEC & —

R CROFINEEZIATLET,

avwy kR

B

RFv7 1 configure terminal

Ja—r\)L ar7 4 Xalb—ary T— REMELET,

RXT 97 2 enable password [level level] {password |
encryption-type encrypted-password}

E e

enable secret [level level] {password |

encryption-type encrypted-password}

HiME EXEC E— R~OT 7B AHIC, FTLWWRAT— KB EXH
T50. BEFORAT— REEFLET,

ER s

=7 Ly b RNRAT—=REERL, AW ST A2HH LT
RIFLET,

o (fEE) level \IZIEETX D#PIZ0~ 15 TY, L~UL 1 2Ni@
WO — EXEC T— FHERTT, T 74/ b L-ULT 15
T1 (Kb EXEC &— FHEFR),

o password |ZI%, 1 ~ 25 XFOPHTOA NI VT HIFEL
T, APV T ERTTHRD D LIETEEHA, KT
ENLFERXFIL, AR—AEBFHTEE TR, BITAR—
AFWEINET, T 74V T, SRATU— RNIERSN
FHA,

e (EE) encryption-type \Z1%, v AaBE DO E(LT LI Y X
LATHLEAT S LIMETEETA, BEELE A TEHEE
THEEF, AL SN IAT— REERTL20ERH Y
9, ZOWEANAT—RZ BIDOAAL v FOREND =2
E—LET,

GE) WBEFATEEELTIZIT TFAL RRAU—F%
AST L= A0E, B OE EXEC =— R s+ 52 &
T TEFERHA, BElbEINZ R — R Kb -5ae
., FOLH R FETHRIET A Z LI TEEHA,

AT w7 3 service password-encryption

(ER) NRAV—FREEXRTDHLE, FRETRELRGFETLLEE
I2, RAT = RERSLLET,

HREIC Lo T, av 74 Falb—vay 77 A LNOSR
U— RRHBED RIS/ D £

XFv7 4 end

F¥HE EXEC £— NIZED £,

AT v 7 5 copy running-config startup-config

UEE) av 74 FXal—ay 77 A NVIEREXRIELET,

AFZ—=TNBLOA X =TI =7 Ly b RAT—ROWHEREZSNTWEEES, 2 —WidA
X—=TN =7 Ly h RXAT—REANTLRLERDH Y E7,

BEDHER L~V DNAT — REERT DEEIT. level ¥— T — REFHLET, LLZHREL
THRAT—REHZELTED. FOL_ALVTT IV EATHLEDH S 2—FEFICFDAT— K%
FELTLLIEEW, SFESFRLVLVLTT 7B AWRER 2~ REBET 5541, privilege level 7
0— L ar 7 4 Xalb—vay avy REFEHALET, Sl OWTE, EEOHERL~Lo
BRE] (p.8-7) EZHL T EEN,

NAT— RO FAbLEA R—TNVCTDHE, 2—HFLRNRT— K| B AY— R, 4 x—7 L
awy R RAT— K, a2y — LB IO RERSA T — R 8 5 _XToORA T — RiZiEH
INET,
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i€ EXEC a7 > F~AD7 7t 0EE N

INAT — R & L~ULZHIBRT 521X, no enable password [level /evel] & 7213 no enable secret [level
level| 70— 3L a7 4 X alb—vay avy ReEHALET, SAY—RNOBE{LET & —
7 W2 F B IZ1E, no service password-encryption 7 02—/ 3L 2T X lb— gy avwl REMH
HLET,

WIZ, HERR L1 2 125 L CIEBAL/ S AT — R $18FaDO0$XytiSRkls3LoyxzS8 %X BT D&~ L E
ﬁ—o

Switch(config)# enable secret level 2 5 $1$FaD0$XytiS5Rkls3LoyxzS8

NAD—FEEDT 1 t—TILit

AL FITHENC T 7V B ATEBRZ Y R a2—Wd, T 74/ b T, A, v FOEFRZEARFIZT—
F 7EERZEID AR, HILWRRAT—REANTEHZ LICL T, Kbz A U — R&RIET
xF9,

NRAY— REET 4 =7 WALERETIX, 20RO 2T 4 E—7 M T 52 LIV AL
%@AXU—F«®77tX%%%T%i¢O:@%%ﬁ4* TNDEE, = K a—Pi, v
AT LET 77XV IMREICERTZEICRELEGAICRY 77— FaeACH VAT Z LN TE
i?oNXU%PE@%TK?%jWKLT%\7*F7H?XKMDLATAXU R&ZEHT
TETN, a7 4Falb—var 774/ (configtext) BI W VLAN T —HX—R 757 A )L
(vlan.dat) (ZHIBRENLE T,

~
GE) SRU—REEZT =7 NMCTDHAE, = R 2a—¥RT—h Tk RCEVIALTY R
TEET 74N FOREBIZET IO RGEEIUEA, EXa2T7 = Ntar 7 Xalb—v g
Tr7ANDNRNy I T o7 ab—%REL T 2B LET A vTF ETar7 1 Xab—
av I rANDNy I T v abt =& LR TLEE, VIP (VLAN R T v &7 7n
han) FFZUAXT LY N B— RTAL v TFBREMEL TWBEEIL, VLAN 7 —HX—2X 7 7
ANDNRY 7T v ab—bEERKICEF 27 = NRFELTLEIN, AL TNV AT LD
F 7 4V FEREICR - 72 & &2, XMODEM 7’1 ha vz R LT, BRIELIZT7 7 A Vv E AL v F
WCHF T — RTEET, FMICOVTIE, (2T — FE2ENEBAOMIE] (p29-4) 2B L
TLEE,
NRAT—ROEEZET 4 =7 NMZT5HI2IE, F#HE EXEC E— N TROFIAEZ FETL £,
avw Uk B#
AT797 1 configure terminal JH— L Ay T 4 K b e RAEBE L ET,
ATw97 2 no service password-recovery NRAT— ROEE2T 4 —7 VI LET,

DORENL. 7T v o AFVOFRT, 77—k B—F LW Cisco
ms%% UNT 7B ATELHEIBICRFEINETE, T AL
VAT AT EENE A, T, 2—YRT IR TEZ LT
TEEHA,

AFY7 3 end

FiHE EXEC £— RIZEY £,

2T w7 4 show version a<wy NN OKREOEIT2F v 7452 LIk T, REE

R LET,

NAT — ROEEZFRA 2 — 7T 5854 1E. service password-recovery 27 12—/ 3L 227 ¢
FXal—varyavwrFefHLET,
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W i EXEC a7 Y FADT7 5 EROBRH

~

GE) NRAY— REEOT  E—7/V{kiX. boot manual 72— )L 207 4 F 21— gy av R

EHLTCFBTT—FT5E910

IAA v FEHRELTWVDEAITES T, ZDa~wr N, A

A FOBIROBFHAL, 77— u—% a7~ (switch:) ZFRAIHEET,

IHREERIZxT B Telnet /XX — FDOHRE
MOTAAL v FICBREBRATIE BEey N7 v 7 70 s AR KE L TIPHEREE D 4T,
OB LT THEATEALICT 74NV MREZEKRLET, SHIZ, By N Ty 7r s I A
1, XA —RIZL D Telnet 77 B AHICAAL v F &7 E#é k%%*ti? vty Ty T
075 ADEITFTHICZDNRAT — REBRE Lo T-1E  ZOFEETCLI (a~vr R4 A
VE—=T A R) BHEHLTERETEET,

AA »F % Telnet 7 7 ¥ AHNIFRET D121, F5#E EXEC E— FTROFIRZFITLE T,

.

avry

]

RAFvT 1

TIa2l—vary VY7 Ny xT BT PC EHIEV—7 AT —
varveAf vFOary — R— MEEERELET,

Y=V R—=b DT 7 5V b OT —HF ML, 9600 R —.8 T —
ZEYyM 1AM T EYR NIT42LTY, av 74
v Ia T NRERENDE T, Return F— 2 AR LEERN
HoET,

RTw7 2 enable password password

¥k EXEC B— RZ BB L £,

RATv 7 3 configure terminal

Jua—ar7 4 ¥Fal—vary B— R LET,

AFvF 4 linevty015

Telnet v v a > (FfR) OBEHREL. 74> a7 4 Falb—
varE'—RERKBLET,

aw NEHSAA v FTiE, K16 Dy g VN A[EETY, 0
%iUﬂS%%ETék\ﬁ%?%élm0%mmt7VaVT&
FRETHZ LR F9,

RTv 7 5 password password

1oiti@&@@ﬁﬁﬁﬁ#éTﬁmﬂzv~P%Aﬁbifo

password |Z1%, 1 ~ 25 XFOEKRFOA N T HFRELET,
ANV T EHF T L LIETE ER AL, KUFE/NTFE
RAIL, AR—=2AZEHTEETH, BITA—RTEH I NFE
T, TN BRTIH, RAT—RIERSLEEA,

AFv7 6 end

¥i#E EXEC E— RIZRY £,

RFwF 7 show running-config

RIE &R L E T,
a=2 Rline vty 015 O FIZ/8A U — RRFEREINET,

AT v 8 copy running-config startup-config

(EE) a7 4Fal—ary 77 A VICREERGFLET,

NRAY— R&HIBRT 5I121E. nopassword 7 01— 3L a7 4 Fal—v gy avwr ReEfHALE

j—o

WIZ, Telnet /SN A U — K% let45me67in89 (iR ET HHl 2~ LET,

Switch(config)# line vty 10

Switch(config-line)# password let45me67in89

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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i€ EXEC a7 > F~AD7 7t 0EE N

A—HZBENRRT—FORT7DERTE

D2—HPHENRAT— ROXRTEZRETEXET, ZOXTIIAA vF LT —INVIEEESNET,
ZORTIFEBELER - MCHO Y TON, Fa—VERILLET, 2 —PILRAR, A1 v F
W7 7 BATEET, HRLNLEZERZL TVLEAIE, 2—FHERRAT— FOFETITHED
HEMR L~ % SIS T MRS L OMER & & HICHIV B THEHTEET,

Z—PLHR—ADBFE AT LEFRTET DI, B EXEC T— R CROFIEEZFEITLES, 2D
FEEV AT AT, vl A v 22—V LA T— FRERINET,

avwvFk BeY
ATv 7 1 configure terminal Ja—n)aryZ 4 ¥al— gy T— RREBLET,
ATwF 2 username name [privilege level] Fa—HWoa—PL MHERL~L, RNAT—RZAHDLET,

{password encryption-type password}

e name lZiE, 2—V D& 1 Y—KRTHRELET, AX—2B
S OBIHMFIIEHTEERA,

o (LE) level IZIX, 77 B AMEZE B2 — IR ET HHER L
AVERELET, FBETEHAHMAIX0~ 15T, L 15
TIIHHE EXEC E— R TOT 7 B ANAHETY, L~ 1 T
X, 2=V EXEC E— R TOT 7 AL ET,

o encryption-type 1213, B HLIILTVRUVWIRT — RRHZ AT
<AL 0 2, B k&N AT — KRB AL GH
X7 E2RELET,

o password 21X, Z—V VAL v FIZT 7B AT HEEICAT
TOMEDH LAV = FEfRELES, ~"AT—=FE1~
25 LT, HDIAHAR— A% TX, username 2~ K
DERBOF T a v LTIRELET,

AT w7 3 line console 0 SArary74Xal—aryE—FREHEEBL. 2 —L R R—

EJ e

line vty 0 15

bo(EfR0) FIT VTY [EIER (EfR 0~ 15) 2RELET,

ATv7 4 loginlocal 0 s A4 UEOE—H N NRAT—R Fxy A RZ—T M LFE

To WablL, AT v 72 THES N2 —FAICESE ET,

X797 5 end

¥i#E EXEC E— RIZRY £,

ATw 7 6 show running-config REXWHERLET,

AF9 7 7 copy running-config startup-config EE) 27 4Xal—ay 77 ANVICRERZ R LET,

BEax—YOa2—VFL4EIAET 4 Z—7 /2T 5121 no username name 7 07—/ 27 4 X o
=Ygy avr REEHLET, "AUV—R Fxv 727 48—7 ML, NATY—RZRLT
DOFEE & ATREIZ T 521X, nologin 74 > a7 4 Xal—v gy avwy REfHALET,

FEHOERLARILDOERTE

CiscolOS Y7 by =T X7 74/ NTC, 2FHEDONNAT—RF X2 T4 T—NEFERALET,
2 —H EXEC 8 L OWFHE EXEC T, T—RZT &I, a~r FOBEL LA 16 ETRETEE
T BEDNRAV—RERETDHZLICLY, SESFha—Y I —TIZx L THEEDa~ U K
DT IR AR TEET,

2L 2I1E, < Da—W T clear line 2~ R~D7 7/ ¥ AZHATIHHEE, L-UL2DEF=
TAEEID G T, L2 ORAT — RERFHO 2 —F | CEAT CE £9, £72. configure =~
R~DT 72 AHIRZRILT 2HAE, L3 0EX2 T 4250 YT, ZONRAT— RE[R
b —H =T ICEATH L TEET,
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W i EXEC a7 Y FADT7 5 EROBRH

T, ROBREFBICONTHALET,
o v FOMEBL~LORE (p.8-8)

o RIBUZKIT DT 7 40 FOER L~V DZEE (p.8-9)
o MHERL~V~DOrTAUBIOKT (p.8-9)

ATV FOERBRLARNILDRTE

RAFvT 1

g~y N E— FOMERR L~V ARRET 51213, FiHE EXEC £— R TROFIEZ FATL £,

avvFk BY

configure terminal Ja—r\ L ar7 4 Xal— gy T— REMBELET,

RATwF 2 privilege mode level level command a< ROMRRL~NVEZEELET,

2TFvT 3

ATv7 4
ATvT 5

ATy 6

e mode \ZI%, Zu—/ 0L ar 7 4 X2l —var T— KDY
413 configure %, EXEC T— ROEEIT exee &, 1 & —
TxA A AT 4 Xzl —3 3y F— FOBEAEIT interface
T4y ar74¥al—yary T — FOEETline &%
NENATILET,

o level IZIRETE 2L 0~ 15 TH, L-Ub 1 BilH Ox2—
 EXEC &— RHEFR T, LUl 15 (%, enable /A U — K|Z
Yo THATENDT 78 A LULTT,

o command (21X, T 7B ARAEHIRLIzWa<w L REBELET,

enable password level level password MER LUK eT B A4 2 —T I 2T — REEELET,

o level ICIRETE AL 0~ 15 T, L-UL | BNl@FH D2 —
# EXEC &— FHEFR T,

o password \Z1%, 1 ~25 XFOFELTFTOAN) T EFELE
T, ANV U T ERFTHODLZ EIFXTEERA, KXFE
INLFERRH L, AN—RAZHEHTEETH, BITA—R
FEHINET, 7740 FTiE, SRV = NIERINE
A,

HikE EXEC E— RICEY 17,

show privilege

show running-config RIE &R LET,

show running-config =~ > R|I/NNATU— LT 78X LULDFXR
ExHFRLET, show privilege =~ NiL, HRL~IVORES
KRLET,

copy running-config startup-config (FEE) av74FXal—yay 77 A VCREXRELET,

nva%%éﬁﬁvauﬁﬁﬁék %Xﬂ%@zv/bwﬁ7t/FT%537/Fiﬁ“
T ZEDLYLIZRTESNE T, 72 & 2 1L, showip traffic =~ K& LU 15 [ZERET D L. show
a<wr RBLWshowip 2< 2 Rit, ZNENHO L AJVIZERE L7R2WNE D | E@JE'J IZL~UL 15
ICRESNET,

BEDa<y RIZoOWT, 7 4/L FOHERIZETIZIX, no privilege mode level level command 7
a—/N)L a7 4 Falb—ygryavr REFEHLET,

configure 2~ > REMERL L 14IZREL, LV 4 Davy REFERT L5512 —F B AT
T H/NA T — R & LT SecretPswdl4 % €T 2B &~ LET,

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswdl4

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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i€ EXEC a7 > F~AD7 7t 0EE N

ERIZHTETI4ILFDERLARILDER

[BIHRIC T DT 7 4L b DRV -~V EEES 521, Kk EXEC T— FTROFIEEZFEITL

o
avwv kR E]: ]
AT7v7 1 configure terminal ra—)Lar7 4 Xal—3i gy T— FEHEBLET,
ATv7 2 linevty line 7 7t A % IR B AR AR A IR L £
AT 7 3 privilege level level EHRDOT 7 40 S OHER L~V AZEE L ET,
level IZIEECTE 2L 0 ~ 15 TT, L-UL 1 BDEFO—H
EXEC & — RHERTY, LU 1513, enable XA T — RIZL 5T
HAENBT 7 A LULTT,
A7FvF 4 end b EXEC £— RIZRED £,
AT w7 5 show running-config RELEHELET,
F 7o show running-config =~ RIINAT—RET 72X LLDR
show privilege ﬁ??@ﬂ? L £, show privilege =~ RiX, HEFRL L OFRE %
KRLET,
ATv 7 6 copy running-config startup-config EE) 27 4FXal—ay 77 ANVICRER R LET,

—E, Bz r 71 L, BIOHERR L~V % A X2 — T UICERET 5 Z £12 L V| privilege level
FAy arZ 4 Xal—ray avr FeEfALTCRESNTHERL VR EEETEES, &
7z, disable =~ > REMHHT L2 LICE 0| HRLAALVESIE TIFHZENTEET, ELOMHER
LYV DR AT — RRDho THOFUR, 2—PFIEZ DA T — RE&fH LT EMOMHER L~V %A
F—T M TEET, FROEREZHIRT 5I21E, =2 Y —VEBRIZE D LSV E TR L~ L
ERELTIEE,

BI#E T 7 4V b OMHER L ~LIZERRFI2IE, no privilegelevel 71 > 22> 7 4 Fal—L 3y a~
v REFEHLET,

ERLARAILADOTAVELUET

FRIE LIEHEIR L~z 7 o 2 %, S IHRIE LIS HEIR L~V 6 T3 51213, e EXBC £ —
RTROFIMELEEITLET,

avwvk B&

AFv 7 1 enable level BELFHERL Ve A4 LET,

level \IZHEE TX H#IFHIZ 0 ~ 15 T,

AFwv7 2 disable level BELEHERLNALEAKRTLET,

level \IZHEE TX H#IFHIZ 0 ~ 15 T,

[ oL-13563-01-J
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TACACS+ (2K B RAM YF 7V XDHIH

Z Z TI&. Terminal Access Controller Access Control System Plus (TACACS+) % A Rr—7 /M LT
ETDHIBEZOWTHMLET, TACACS+ (., FEMRT BV T 4 o7 iFmEREL, EER X
OFHFA 7 a2 Rk L CHRIRAREH 21TV FE 3, TACACS+ X, Authentication, Authorization,
Accounting (AAA; BFE, FFRl. THU LT 4 7)) BEICIVIBESNTE Y, TACACSt %A

F—T T HITIT AAA o~ > FEREHLARITIEZR Y ¥ A,

GX) ZTHEMT S a~r RO JOMEH HIEDFERIZ DWW TIE, [ Cisco 10S Security Command
Referencell Release 12.2 Z# &M L T 72 &0,

Z 2T, ROBREFRIZOWTHHALET,
e TACACS+ OHEE (p.8-10)

o TACACS+ OEIE (p.8-12)

e TACACS+ DF%E (p.8-12)

e TACACS+HEDER (p.8-17)

TACACS+ D=

TACACS+HIE, AL v FIZT 7 8ALL S LT 52—V ORGEEEFNATIEXF2 VT4 TV
o —3 a3 CT9, TACACS+ H—E R L, #H UNIX £ 721X Windows NT V—27 X5 — 3> ET
B#)4 5 TACACS+ T —F L DT — X _XR—ATEIEINE T, AA v FIZ TACACS+ HEREZ % ET
5120%. TACACS+ ¥ —RIZT7 7B AL T TACACS+ H—_ZREL TBL SERH Y £,

TACACS+ 1%, RBIDE Y 2 — VRIZFE, #Frl, BLOT VT 4 V7 HEEZHA TWET,
TACACS+ Ti, BE—D7 7 & ZAHl#HIV—% (TACACS+ T —F V) NV —E 2 GRIE. #F . B
FOTHo T 07) EREICEELET, - RAZBEAOT —F X=X EE L, T—F
VOIS L TZEDY—"EE Ry hUV—7 THEATE oy —e 2 & T £3,

TACACS+ O HIZ, 1 DOEFHY —EANLHEHOR Y NT—T T IR KAV N2EHT L5
XERMT A LT, AL v FF O AN —FZRT 7 A HF—RL L HiIZRy NT—2
TIEAYP—NITEEST, Xy FT—2 77 BZ $—NF, HxDa—Y, Ry hT—27FT-
7Ry NU—2 0 BIOMHAERI LRy N —7 L OEREEHLET (K 8-1 25H),

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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UNIX D9—9 X F7—2 3>
(TACACS+ #—/1\ 2)

8-1  —HEAY%E TACACS+ Ry FT—V M
UNIXD—9 R T—3 > Catalyst 6500
(TACACS+ #—/3\ 1) =X R4 YF

———
27

171.20.10.7

171.20.10.8

= TACACS+ #—/\ Z RLREHEELT
a— AAYFEHERET D
LB EERET B

(TACACS+ H—NIZH R LH#ERTET %)
AAA A —TIILIZT B
o454 UBEARY R CEERT S
IHREHRIZUR FEBERT S

— BEIZIFECTHAB LU

T—ORT—23y TFHYVTFAVTARIVARAGNEERT S T—I9XT—2ay

TACACS+1Z, AAAEF 2V T 4 P—FPRIZL>TEHIN, KO LI —E 228 LU E4,

FE— A UV BIONRNRY =N AL T 0y FylbrVBLORE, Avt—Y $AR—h
(2 &Ko TRRARED B2 HIE 21TV E T,

RAERIL, = — P L OXFEEFATCEET (L 2E, =R/ LR TU—RBRAT ST
HL. BEOERF., BEOBE, —E R Z 47, HRERE SR EDONL ShDOEMET 5
ZEICE N a—VEHLET), TACACS+ BiEV—E R L, 2—PHHIZ A v —T & E(ET
HZLHTEET, HERIT, SHOART— FEBIRIRY o —I2f/EVv, AT — ROLEE
OUERHDZ L Ea—WFZ@mT s b TEET,

Al — autocommand., 7 7 & A#I#H., By a HIE., e ol $AR—FOBREE Vo7,
a—F v a VORI OV TE DM HIBE L ET, £72. TACACS+ #F rlH%#E
WZE- T, 2—YRFETTEDa~v FEHIRTHIZEHLTEET,

THOT 47 — e, A BROLVA— MUEMT 21 #AINE LT TACACSt 7—
FUCHEELET, Xy NV OFBREIL, TV T 4 U BRBEFEHLT, BEXa )
TAEEDLDIC2—FOIEEFRNEZBH LY, 2—eA0EREZEME LY T& F
To 7T 47 La— i, =2—% ID, BERAB IO TR, FT7snlza~
YR (PPP [RA v MY —FKRA L b Frbhan] el "oy M BRUONNAS MR EEN
i‘a—o

TACACS+ & ha/Lif, AA vF & TACACS+ 5 —F M DOFBAFEZITVN, A A v F & TACACS+

T—EUHOT 0 AN E T ST ST 5 2 LIk o THRERFFZHZBIL £,

A A »F T TACACS+ 2T 5121%. TACACS+ 57 —F> V7 NI = 7B+ 5 2 27 LA7050%

%: /C\“j‘o

[ oL-13563-01-J
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TACACS+ DEIE

TACACS+ M

2—HN, TACACS+ L TCWD AL v FITk LTS ASCIL v 7' A 27847 L., RIS
Al ROTatr ARRELET,

1. BEEARESLSND & AL v FIE TACACS+ T —F NIEH L Cax—V4 77 hEaRE L.,
;h%na% WERRLET, 2—FRa2—HFHEANTDHE. AL v FIX TACACS+ T —F
WEHRLTNNATY—RK a7 2RELET, AL v FILE-oTRRAT—K Fr o7 bR
FRIN, 2—FRRRAT—REANTLHE, ZO/NAT— R TACACS+ 7 —F VZiEE &
nEd,

TACACS+ (2 £ 5T, F—Fr La—H L OMOMFERAREIC/RY . 7 —F 3o — Y &Rk
TELRITOBEREGTEL LRV ET, T—FI0E, 2—VFLH LR T — FOMLE
bEEANTDHEIRDETR, =2—FORFEOHERE., ZOMOEBER2EHLZ LHTE
E3a

2. AA v FIE. BEBIIZ TACACS F—F U M HIROWTNNDISEEEE T,

e ACCEPT — —¥NFIEI L, V—EAZPBTEET, FFAf2MLHEBLETILIEIICAL v
FRB/EINTVAEAIT., O S CH BN SINE T,

e REJECT — 2 —HIFRir SN FEFH A, TACACS+ T—FIILL T, 2—HFx 7782 %
ESEEND, vl Ay = AEFRITT L0 1kdonET,

e ERROR — T—F VL DBV —EL2ADOHHHIFE T, 771 7~%/&x4/%@ﬁm
oy MU — 7RI %VT17 MNIELE L FE L7z, ERROR JEENERINTZHLEIZ. A
/])/'9:i %%Elj@jﬁfffﬂ-‘—qj‘%mbuﬁbiﬁkbijq

e CONTINUE — —H%, S BICHFEFHROAN ZROBNET,

PR . AA v T THANRA F—T NIl > TWBEEA, 2—FIXBIMOF 7 = — X2 AV
*9, 2—WI TACACS+ A ICiETeRIC, £9° TACACS+ FREEZ IEWICHE T T2 MLENRH Y
iﬁ—o

3. TACACS+ #FAINLEREA1E, HFOTACACS F—FE L CHE L. 5 —F 2% ACCEPT £7-
/X REJECT OFF A& %K L £ 7, ACCEPT JGENIE IN=ZHAEIL. TOIREIZ, TDOa—
BIOZFO2—RT 7B ATE LY —EAD, EXEC £7/2I1Z NETWORK ¥ v+ 2 L4 TCHDT
) Ea2— OB TT—2NRNEGENTWNET,

e Telnet, Secure Shell (SSH; & =7 I = /), tlogin, F7-I34FH EXEC —E 2

o BEHGENRTA—H (KA MELIFZIZITIAT UV MOIPT FLA, 778 A VRN, BLOa2—
Y Z A LT T NEET)

RE

Z ZTlE, TACACS+ Z %R — b T2 X IICAL v T EZRET D HIEICOWTHH L E7, KR,
TACACS+ T —F VA #EFFT B8 A b (1 o738 2HE L, TACACS+BFED KU R b &
EHZTHIMLERSY £, £/-. BT TACACSHHABLIORT I T 4 7 DHFRY X F&IE
FIrZebTEEd, SRV R MZE- T, 2—VORGE, Frl, THETH U2 MERFOED
DI FREERELE T, FRU A RZHEHLT, AT X207 Y bharts 1 oFk
FEEIRETE 20T, WO FTABKRLIZBED R 7T v 7 VAT ABHRSNET, V7
R =T7iE, A SNORIIOFRE2MH L Ta—YOBEE, #FAl. 772 O 2TV ET,
%@ﬁﬁfmﬁﬂﬁ%n&#otﬁu VIR =TIEZEDY A DL ROFRERIRLET, =
O7rEAE, VA MNOFRZE2BEREDT 20, FRI A NOFAETXTHLKDD F
IS =-EXR

T, ROBEHBIZOWTHALET,

o TACACS+ DF 7 # /b Fi%iE (p.8-13)
* TACACS+ #— 3R 2 h DFfER K OREGEEORE (p.8-13)
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e TACACS+ B 7' A VRAEDFRE (p.8-14)
o FFMEEXECT /7 EABLU %Y hU—7 P —EAHD TACACS+ #F ] DORE (p.8-16)
o TACACS+ T HUVT 47 OiEHE) (p.8-17)

TACACS+ DT 74 L FRE

G¥)

TACACS+ & AAA X, T 74V CTF 4 =T NICRESNET,

X T 4 DRGEILET A0, Ry hU—IERT ) r—3 g &AL T TACACSt %
BRETHIEITTEERA, TACACS+ A F—TIWIZRE LT-HE, CLIZEBUTAAL vy FIZT
7ﬂzxﬁ_5i_ﬂ_%uuuﬁféiﬁ—

TACACS+ OFREIL CLI Z#EH L TITWET 2., TACACS+ H— NIHERR L~UL 15 ICRE SN
HTTP B 255 L E 9,

TACACS+ H— /NN KR FOBERES L URIIROETE

HBEERIZ 1 DOV —NEFERT L2 &b F2 BFOY— N KA N &2 TV —TT 572912 AAA
Y= R I N—T%FEHTHLIOCRET DI ELTEEST, =& L—T{L L CF 7@%77“7‘%
NEAMOY Ty NERINL, FFEOV—ERIZZDOY—REFERTEEST, — T 1—7
E, 77— =N RA N U REEBIEHIN, BIRENTE =KX D IPT FL XA
DY ARIBREENTNET,

TACACS+ % — R ZHEFFT 5 IP R A FERFE L, (LR TR B2 ET 5121, F## EXEC £— K
TROFNEEFEITLET,

=SV N E[: 5]
ATv7F 1 configure terminal Jga—)L a7 4 X2 lb—ar T—RREBLEST,

AT 97 2 tacacs-server host hostname [port integer] | TACACS+ H— SZHERT 2 IP R R + (1 DE 1388 2EE
[timeout integer] [key string] LET, 2Oa~vr REEHRIAN LT, BEFRA IO A M E
R LET, Y7 by =713 fESNNEF THRA PR L

7
o hostname (21X, RA NDARTEILIP 7 FLAEIRELE

ER

e ({ER) portinteger \Z1%, Vr— DR — FEZEHRELET,
F 7 4V MIR— ]\49TTQ FEECX HHPHIL 1 ~ 65535
VC‘\TO

o (fEE) timeout integer (21X, AA v FNT —F b DIRE
EREORHEZETIEELET, ZThElmE 5 L A1 v FiT
EAALTURMNLCE=T—2E5LET, 7 74/ MEIEXS
TY, fHETE DHPHIT 1 ~ 1000 B TT,

e ({EE) keystring \Z1X, AA v F & TACACS+ T —FE UMD
TRTDO LT T 4 w7 T LB L O SMERT 27D D
a2 E L4, b kth4 51215 . TACACS+ 5 —

VICRICHARET HLERNDL Y 97,

AFv7 3 aaanew-model AAA A X —T WV LET,

[ oL-13563-01-J
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avU R

Hi

AT v 7 4 aaagroup server tacacs+ group-name

(EE) ZNV—THTAAA Y — N T N—TZERELET,

ZDavwr NZEoT, A v FIEV—R I N—7 Y7 ar
T4 X2l —v a3y T— R £9,

RTvF 5 server ip-address

(=) ¥ ED TACACS+ V— N\ EFRF AV —3 T —F1Tx)
oA £, AAA — 7 L—7 D% TACACS+ Y — 25 L
TIZDAT v 7 ZBMYIKLET,

TN—TDEY =L AT v 72 TERELDLDOTRITIL
B EEA,

AFv7 6 end

Kt EXEC E— NICRYD £,

RFw 7 7 show tacacs

REZHRLET,

AT w7 8 copy running-config startup-config

FE) av74Xal—Tay 77 A NIREFRELET,

fBE N7 TACACS+ — A ETIET R AL HIFRT 5121E. no tacacs-server host hostname 7

m—sb Ay 74 Falb—var avy FEERLET, &REY A b — Z—7 24k
9 5IZ1%. no aaa group server tacacs+ group-name 7 0 —/ )V AT f Fal— gy avy N
ER L E 9, TACACS+ #— 3D 1P 7 N L 2 % HIFR9 5IZ1L, no server ip-address 1-—/% 7 )L—7
YTar74Xal—varavr ReALET,

TACACS+ O4 A Vi NEGDEQE
AAA PRFEERET DIC

3. BBRESAOAHIMTE U A P E2ER L T D, FfR—MZIZDOY X b

M LES, U R F i%ﬁéhéuunft@£?4’7 CEMTMEFZERLET, ZOY R FEFE

DOR— MIWEHALTHrE,

BEPRBAEST N FITTH2LERH Y £, ME—DFIFMIT 7 41 b

DOFAY A N (BARIC default&%ﬁuﬁ)H o Tnad) TF, 7744 bR Y R MME, ARift
HRY A MERIICERSNIZA VF—T =2 A ZAZFRNT, HEICT R TOR— MCHEH &
NET, EBEAOFRNY XA ME, 7740 FOFRY XA MIERLET,

AU A ME, 2—=FRRRED 720127 = ) —#F 21T 5 FIR LRI Nz itk L= b 0T, @i

WERT D 1 SFE 7R3 EEOEX2 )T 0 72 ha v EzBETE 50T KO FANKI LI-
BNy 7T T VAT ARERINVET, Y7 U =TIE VA MADORIDOFTREHEH LT
A—YPEFIELET, ZOHRTIERNGONRDPSTZHE, Y7 MU =T IEEDOY A SN HROD
HREBRLET, 2ot RiE, VA FHORBRES AT X DEEDRDT D70, ”ﬂiéﬂf:ﬁ
RETRTHILKEDLIETHRVIEENET, ZOREDOH HREETRIEN KW LGS (DF 0,
X274 P—RELFe—I VD2 —FHT —F_XN— 2PN —H 77’12/?%?57?‘5 IR
L72%Ha) . @at7 vt A3z L, TR U ERRGRES AR TSNS 28 13dH 0 £H8 A,

0 s A R RET AT, FikE EXEC E— R CROFIEZ EIT L £,

avU R

Bi

X797 1 configure terminal

Jua—)ar7 s ¥Fal—yary B— R LET,

AT w7 2 aaanew-model

AAA A RF—T VI LET,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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avy Rk

BiY

AT w7 3 aaaauthentication login {default |
list-name} methodl [method?...]

07 A RGN A R R L ET,

* login authentication =~ FIZAHIffZ U X MBAREINL L
PO EGEICHERENDT 74N bO U A NEERT DI
(I, default —U — FOKRAIZT 7 4/ MRULTHEMT 2577
XERELET., 7740 bOFANY X ME, BEIZT
TOR— MIEHINET,

o list-name 1%, BT 2V A ho&wiE LTHAT S LTS
HEELET,

e methodl... \Zi%, FRFET VT Y XARRITT D EEO FX %24
ﬂibiﬂ” BIOFEFELFRITE, 20RO FA T T —NiK X
N=GAEICIR Y A éﬂi'@”o AT DT U 7= 355 13
ﬁﬁéi}’biﬂ"ho

RONTNIDHREBIRL £7,

e enable — 1 X —7 /L XU — FEFRIEITHEH L ET, ZOR
AEF R AT 5I2iE, & 55> enable password 7' 11—/
N arZ 4 Fal—yagry avwy RAEHLTA R—T
NAT— REEHRLTBLERH Y 7,
* group tacacs+ — TACACS+ Bt FEH L £7, ZDORBFEH
EHEAT A2, 50U TACACS+ H— R Z%E L TE
< VERH Y £, FEMIZ OV T, [TACACS+ H—/3 AR A
~ DR EFR JOGEGEROFRE] (p.8-13) ML T ZE W,

e line — [AIfR/ XA U — K& ZRIEICAFE LET, ZORESF%E
BT 2121, HOEPUDEFRARAT —FEEHRL TBL &L
ERH Y £9, password password 7 A AT 4 F a2 b—
varavwry REfFALET,

e local — 2 —H )b =P T — X X— 2 ZBARHEH L ET,
T N=2 L a—FLIEREATILTEBLLERH Y £
D usernamepasswom’ Ja—N\)ar7 4 Xalb—a v
avr FEEHLET,

e local-case — KXFEL/NXENRRPIENDEE—H)L 2—F4
T _R— 2 ZFEIHH L EF, username name password
sua—nN)ar7 4 Xalb—vary avy Redif LT,
=P IERE T —F RXR=R AN T L2UERDH Y £,

* none— BV A NZREEEEH L EE A,

RATw 7 4 line [console | tty | vty] line-number

[ending-line-number)

'3/1):/ :l‘/74’ﬂf-1 l/“—“‘/E! v E— }‘%Bﬁﬁé\b uuuﬂz)x }‘@
Mg LT oEMERELET,

AT 97 5 login authentication {default | /ist-name}

@%ﬁif:&i@%ﬁﬂz‘y N L;(‘j‘l/b( uhuiE)X f\% ﬁﬁbijﬂ
* default % f57E 7 5 %54 1L, aaa authentication login =~ > R C
B LT 74 b DY X M EFEHALET,

* list-name |Z1X, aaa authentication login =~ > N T{ERK L 7=V
A MEEELET,

AFv7 6 end

HeiE EXEC E— RIZREY £,

RFw 7 7 show running-config

REETRLET

RTw 7 8 copy running-config startup-config

EE) av74FXalb—vay 77 A VICREEZRTFLET,

[ oL-13563-01-J
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G¥)

AAA T 4 E—7NWIZT 5121, noaaanew-model 72—/ 3L 27 4 Fal— g avw R
EHEALET, AAAFEIEZ T « B—7 /179 5IZ1L, no aaa authentication login {default | /ist-name}
methodl [method2...] 7 0 —/N\)L a7 4 Falb—vary avwry ReEHLET, e /40D
TACACS+ §8FE% T 4 B — 7 WIZT 5007 7 4 /L MEIZIR T %5414, no login authentication {default
| list-namey 7 A v a7 4 Falb—vay avy REEHLET,

AAA FREMFEAHLT HITP 77 R ACH LAAL v FOvx2 VT ¢ Z2MERT 511X, ip http
authentication aaa 7 20—/ )L a7 4 X2l — g av L RTCAAL v FERETHLEND Y
F1, AAAFREEAREL TH., HITP 77 B RIZx L. AAA FRAFEHLTAL v FDOEF2 Y
TAEEERELI-ZZ ISR A,

ip http authentication =~ > K OFEMIZ-DOWTIE, [Cisco I10S Security Command Reference] Release
R2Z2ZMLTIIES0,

FHEEXEC 7V RBLURY FT—Y —EXFH®D TACACS+ FHAIDFRTE

ATFvT A1
ATFvF 2

AFvT 3

ATv7 4

AAA FFANC Ko T2 —VREHTEX 2 —EARHIRENE T, AAAFFRIDA X — 7 VTR E S
nNTnWsé, 2 v FlIIa—F DT 77 A NNOEE LEEREHEHALET, 2oFa7r A1
W, a— A Da—Y F—F_XR=2F =G x2 VT4 V=R EHY, 2—FDkyark
HELET, =2—FiF, 2—F 7077 A VADOHERTRD LIV TWDIGEICRY , R LIV —
EADT 7 ANEBAIENE T,

aaa authorization 7 07—/ 3)L 27 4 ¥ a2 L —3 3 a~<w 2 R tacacst ¥ — YV — R&{F1F T
I 5L, FilE EXEC T— F~Da2—V DRy NU—27 T v ZAEHIRT DT A X EHETE
*7,

aaa authorization exec tacacs+ local =~ > FlX, IROFAINRT A —X ZHE L E T,

o TACACS+ ZffH U CERAEERAT - 12 5A X, F#HE EXEC 7 7 & AFF Al TACACS+ # i L %
j—o

FRFEIC TACACS+ Z [ H Lo 12381%, v—h L T —Z_R—2A%HH L £,

N
GE) FUREREENTWHWTYH, CLIZHEALTe A L, RBiE&NTa2—FIx LTiE, FFa 38
SNET,
¥iME EXEC 7 7 B AB LRy hU—7 H—E RIZBIT 5 TACACS+ FFAl ZFEET DI, etk
EXEC E— R CTIRDOFIEEZFATLET,
=SV B#
configure terminal sua—ar 7 Fal—yar T— REBBLET,
aaa authorization network tacacs+ v N — 7 EOT R TCOY—E RBER|IIHT DL —
TACACS+ #F [ &, AA v FITRE L ET,
aaa authorization exec tacacs+ o — W EXEC DT 7 & AMERD & 2546 . =—H TACACS+
T AL v FITRELET,
exec F—U— FEIEETDH L, 2—¥ Fu 77 A LIFR
(autocommand [E#H 72 &) NIREINDLERH Y F7°,
end HHE EXEC £— FIZRY £,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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=SV By
ATwv 7 5 show running-config RETMERLET,
AT 97 6 copy running-config startup-config UEE) 274 FXal—Yay 77 A NVCHREXRELET,

PR % T 4 B —7 /L2 5 IT1%, no aaa authorization {network | exec} methodl 7’71 —/3)L 227 ¢
FXal—varyavr ReHLET,

TACACS+ 7HhO VT4 VT DEEE

AAA TH I T 4 v THBEIE, 2—FRT 7R L —ERE, EWELERY NT—2 U V—

ZAEEBILET, AAAT DO T AU T A FZ—TNITDHE, AL v TFida—F OiEERN

ETHILTF 47 La— ROWBR T TACACS+ EX 2 VT 4 —NICHELET, £T7Hh

TAVT La—KRE. TAVT 47 DOT R Ea— MA (AV) T2 8H, EX 274 P—
WIREESNET, ZOTF—Z 52T LT, Ry hIV—2FH, 75470 b~Difbd, 7213

BB THZENRTEET,

Cisco I0S DHER L~ VB LRy hTU—2 H$—ERIZET S TACACS+ ThH U VT 4 T %A

F—T T BT, FibE EXEC E— FCROFIEZ E(TL £,

avwv kR B#
X797 1 configure terminal rJa—x) ary7 4 X2l —gr FT—RERBLET,
AT w7 2  aaaaccounting network start-stop tacacs+ | % v h U — 7 B DT T OV — B AERIZHOW T, TACACS+
TATT 4 T A RX—=T M LET,
AFTwF 3 aaaaccounting exec start-stop tacacs+ TACACS+ 7T H T T 4 72XV | HibE EXEC 7 1t X DR
WCRRERBHAR T 0 U T 0 v VAN, RIS LB A A (E T
LEIITHRELET,

ATv7 4 end F##E EXEC £— NICR YD £,
ATw 7 5 show running-config REEFMERLET,
AT79 7 6 copy running-config startup-config (EE) v 74Xalb—ray 77 ANVICREZRELET,

THDYT 4T %T 4 —7MIZF HIZIE. no aaa accounting {network | exec} {start-stop}
methodl... 7 2 —/3)L a7 4 X ab— gy avy REERLET,

TACACS+ ZRED R
TACACS+ H— S EHE A2 #5121, show tacacs £ EXEC i~ > R&EfFH L ET,
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RADIUS [CKBRAYF T4 txwﬂ%ll?ﬁll

G¥)

RADIUS DO E

Z ZTliE. RADIUS A X —7 /W L TRET 2 HIEIZOWTH L9, RADIUS (X, Fffli7e7
BT 4 IERENEL, ubpftio;UHfFi?szx O L ORI EE A ATV £ 97, RADIUS
I, AAA AT L THEEIN, AAA a2~V REFH L TORA X—T I TEET,

ZZTCHERT S 3~ RO X OMERFIEOZEMIZ W T, [Cisco I0S Security Command
Referencel] Release 122 Z#ZM L T2,

22T, ROFBEBBIZCOWTIHALET,

e RADIUS OB (p.8-18)
* RADIUS O#EifE (p.8-19)
¢ RADIUS OF%E (p.8-20)
* RADIUS OFRFEDFHER (p.8-31)

RADIUS (35387 AT 2 N/ H—N AT LT, RERT 7 EANLR Yy NU—7 2R L F
T, RADIUS 7 54 7 v M., ¥y R— b B0 2Aafin—2BL AL v F FCBELET, 7
A7 v MIHHRO RADIUS H— NICFEREER A2 XY £9°, H4D RADIUS $— 2T TH
2—PRFEE R, Ly FU—2 =R 77 B RFRPIBER STV ET, RADIUS 7R A M, i@
H . A= (Cisco Secure Access Control Server /3N—3" = > 3.0), Livingston, Merit, Microsoft, % 7=
MDY 7 v =7 FaNAf X —ORADIUS W— X V7 Ry =T RBH L WA~ /LFa—H
AT ATT, FEHIZOWTIEL, RADIUS =D~ =a T L E SR LT EE0,

RADIUS (X, 77 B ADEX=2 VT 4 BMER, ROXy hI—JBRECTHEALET,

o ZNENN RADIUS #HR—rT5, wLFRUF— T 782 =Nk dHxy hT—7,
72 2E, HEOR =0T 72 A B— "R 1 D0 RADIUS h— X=X X2V 7 4
F= B R=2EFEALET, HERE—=DT 7R =B3R5 P XR—ADKXy hU—
7 Tld, A YA v 2—PIX RADIUS ¥ — %@ U CRRIES N E 7, RADIUS +— 3%
Kerberos E¥ 2 V7 4 AT ATEIMET DL O AX A AENTWVET,

e 77U /r—3 a2 RADIUS 7’0 har P R— D54 —rF— Xy hU—7 X2
TARE, 2R, XAv— A = F T BAGE AT L EFRHT DT 7 AR, D
r—ATIZ.RADIUS /& Enigma DEFx =2V 7 I—RELHIHHA L Ta—F 2R L. 1y
FO—2 VY —RDT IR AEHFATLET,

o T TIZ RADIUS AT x>y hU—2, RADIUS 7 54 7 FEFD L 2 afllz A v F %
F v NU—Z|BITEET, 2D TACACS — S~ DBITORYID AT v FLip b2 &
LHY FET, 82 ML TLZE,

o I—HN1 OO —BERIZLINT 7 EATER\\Ry hU—7, RADIUS #fifl45 &, =—
YOT I A% 1 DDKRADM, Telnet 2 ED 1 2D —F ¢ VT ¢, £721Z IEEE 802.1x 72 & D
Za havEFERTLIRy hT—ZICHIEcEET, o7 e b aLoFEMICOWTIE, B9
% TEEE 802.1x " — M A_R—ZFHIEDORE] ML T &0,

o UJ—ATHULT 4T NNERR Yy U —2, RADIUS PBFEE 72 135F AT & 13 BIEIC
RADIUS 7 H U VT 4 v 7l T&EE£d, RADIUS 7T AU T 4V THEBEIC L »C, —F
AOBBBI UK THEATT—22%EL, 2oy yarfcFHEns ) v—A (B,
Ny by NA L) OEERIFITEEST, AV F—Fy b —ERX T (X —%,
RADIUS 77 2 AKIMEB LT AV T 47 V7 M =T D7) =0 =T N— g &
ALT, ¥kt xa ) T BIOREICHT 2 =—X &+ b T ET,
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RADIUS IZ. RO L5 F%y hT—27 X2 U T o RPUIZITE L TWER AL

o wNFTm a7 U AREE, RADIUS I&, AppleTalk Remote Access (ARA) . NetBIOS Frame
Control Protocol (NBFCP), NetWare Asynchronous Services Interface (NASI) ., %7213 X.25 PAD
iz AR — M LERA,

ALy FEE I — 2 R, RADIUS iX, A MGEREAZ TV £t A, RADIUS (%, ikl
@7/\4xﬁ)nhnﬁézg&j‘éi5/\ &)574/\/1)173 6@&%@7/\4’2’\@“:: fEHT
TET,

ERBOY—ECAZHEHT LRy hU—2, RADIUS I1Z, —f&%IZ 1 ADZ2—H % 1 DD —E Z
ET NI R LET,

8-2 RADIUS H—E X/ 5 TACACS+ H—EXA~ADBIT

R1 SHf RADIUS

||
/ R2 E RADIUS
v 2 W
l ,,,,,,,,,,, T1 ﬁ TACACS+
D— . H—/\
 ——
S T2 TACACS+
PC —— )

86891

7
N}
N
Ji
I
\
w
\l

RADIUS D&k
RADIUS ' — NI Lo CT 7RG SND AL v FIZ, 22—l 4 v BIOREEZRARD
L. MDA EBFEAELET,
1. 2—PABIORSRY—ROANZERT LT T IRERINET,
2. ;L_~47“éé:¥a‘otzﬁﬁ%%q’[:én7:/\°x T — KPR, F v hU—727 &M T RADIUS +— NZikfF S
2 —H[X RADIUS — 316, IROWTINDINEEZZE L ET,
a. ACCEPT — 2 —#NRIEENTZ L 2R LET,
b. REJECT — = —HOFEGENRKK L, =2 —FAHBLONRNAT — ROFANNERI N DD,
FRET 7B ANERINET,
¢. CHALLENGE — = —W|ZiBINT —# ZZR L E T,
d. CHALLENGE PASSWORD — —H (I LVWIRA T — RZBINT 5 L IcEREIhE T,

ACCEPT % 721% REIECT &L, $7iE EXEC 7213 v b U — 2 RN T 2 8MT — & B3
YR ERTWET, =—%F RADIUS #Fr[IZ#TeRiic, £3° RADIUS §8iE% EWICE T T 54
ERHVET (A FA—TNVICHESNTWAEE), ACCEPT £7-1% REJECT /N7 » MIITKRDIE
MF—ZNEENET,

e Telnet, SSH. rlogin, 7213 EXEC ¥ —t &

o B NRTA—H (KRANERIFIFIAT UV FDIP T RVA, 77%A2A VA, BLO2—F
HA LT T NEET)

ol
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RADIUS DEE
ZZTIE, AA v F D RADIUS Z R — b5 X 5 ICHRET D HIECHOWTHH LT, &IKR.,
RADIUS =R V7 v =7 RBET 2582 b (1 >FE 72134845 %245E L. RADIUS §8iED 55
VA NEERTHILERNHY £, /2, EETRADIUS HFAlB LTy v T 4 7 DY A
FEEZTEET,
FHRY R ML T, 2—FOREE, FHl. I T7TH UL MEFO-ODONEF L TR EEELE
T, FRYXMEFEHLT, HTHEX=2U 7 1 712 hab (TACACS+, m—/L 2 —HF 4k
RRE) 1 OERITEEIEETELIDOT, BUOFRABNEWM LTZBEEDO ARy 7T v 7 VAT AN
EfRENET, Y7 bhoux=Tid, VA MNNOENOFREFEHA L C2—FORGE, #Frl, T v
FOHERFZATWE T, TOHFRTIRBENRELNR o256, Y7 b =TIEZZED U A R BIRD
FREBIRLET, oo xiE, VA MOFRICEZ@EDNHKDT I, FRU X boFR
EIRTRALKDDIETHETET,
A A wF [T RADIUS HEREDR E X 1T 9 BilZ, RADIUS -— N2 7 7B AL, —_"ZRETH N
ERHY ET,
Z I T, ROBEBFBRIZOWTHALET,
e RADIUS ®F 7 4 /L hRE (p.8-20)
e RADIUS ¥ — X A b OikBl (p.8-20) (#4%H)
e RADIUS 1 7' A ViBGFEORE (p.8-23) (WZH)
o AAAV—RITN—TDEHE (p.8-25) (EH)

o WP AX—TNTI7EABIORX Y NU— P —ER|ZFT % RADIUS #F Al DX E
(p.8-27) (EE)

e RADIUS 7T VT 4 v 7 DEH] (p8-28) (EE)

o T _TORADIUS H—DOHE (p.8-29) (L&)

o NUK—[EHADRADIUS 7 b U B a— R EHEHT D AL v F%E (p.8-29) (EE)
o NUHX—JHH®D RADIUS —3 L OEFEICET 5 A1 v FRE (p.8-31) (EE)

RADIUS DT 7 #JL FE&E
RADIUS BEXTAAA X, T 74V FTHET 4 =7 MR ESNTWET,
YX 2T 4 DRGELIET B0, %y NTU—=JEET 7Y r—3 a3 & LT RADIUS %%
ETAHZLITTEFEH A, RADIUS A4 2 —T7 NMICRE LGS, CLIZEUTAAL v FIZT 7 k&
AT D=V ERIETEET,

RADIUS H—/\ "R FDERI
AA v F & RADIUS H—_"O@fEI121%, WOBERDPEHR L EI,

o RAMKZELIXIPT RLX

o WEEDZEHEA— K

o THUUT 4T DsMEAR— bk
e F— RRNY VT

o HA LT NEFH

o HXEMEK
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RADIUS ¥ ¥ = U T ¢ $— X AR A M FEIZIP T KL A R A M EHTED UDP R— &5,
FTIP T RLALEED UDP R— b ESICE > THELET, IPT7 FL AL UDP R— &5
DOMBEDHIZE T, —B O ID BMER S, FFED AAA —E X &9 5 RADIUS KX K
ELTHAXDR— P 2TERTEET, 2O—BFOIDE2HEHTE2ZLICE-oT, AUIPT FLRIZ
DY — " EDO#EE D UDP AR— hZ, RADIUS R EZEFETEET,

[6 U RADIUS ‘ﬁ‘~/U:0)/E:7‘£é 2O00DRA 2 MYIEILYH—ERA (2 rET7HhOT 1~
MNERELTEBE2FZEOICRELERA N 2 FUILEWICRELTEZRA R IO T = —
VT == N /77 v 7k LT@WELEETO ZORFITIE, BAIDKRAN = NIRRT AU T 4
VI = RAERRMETE RS E . A4 v F 1L [3rADIUS-4-RADIUS DEAD| A v — V& FIR

T, ZOHERULTNA A LT 2EDI uux”m*ézhtfx = NITTAOT 4T P—E
2% B ET (RADIUS A A b = h U X, BRE LTNEFICHE - TRITS N ET),

RADIUS Y— & AA v FiE, HHETHL—2 Ly b TFA AR U7 E2EHALT, AT —
RO BB L OIS E DO ZITVET, RADIUS TAAA X2V T 4 o~ Relf+5k5
IZERET HI2IE, RADIUS =N F—E U BB 5K A M &, TORAINBAL v F LIGTD
V=7 Ly N THFRRAL (F—) ANV T EREELRTNTRY EEA,

574’ LT UM BIEEEE, BLOKSHEOMEIL, 3T RADIUS H— NIxt LTZ r— 12

BRETHZELTEETL, V— B TE Eﬂ‘é Ly TEET, Fo, Su— R EE
‘U‘_/\$UTO) REEMAGDED L TEET, X/l' /7‘& BE9 253 XT? RADIUS #—
W LT, TNHDORTEE 7 o — L2535 1214, radius-server timeout. radius-server
retransmit, 33 & U" radius-server key ™ 3 DDEAHF D 7 D_/*\/I/ A7 4Falb—var avr R
PHEHALET, 25 DOFRELZKED RADIUS Y— N2 9 21212, radius-server host 7 7 — /3
a7 4 Xal—aryavy REFERHLET,

AA y%ﬂ:ﬁ‘mw\‘/wm# LY — NHALTOMERE (X4 L7 7 b, HXEEREK, BLOF—=
<~V R) BERELESGSG, =B TRELEZYA LT Y M, BEERK, BXOICET 52
<2 RiE, Ze—,uL ;px”m*utﬁfrlﬂ"ib FEERE, BLOIZET S a~vr Ne EEX
LEJ, §XTORADIUS 4 —NIZH L TINDDEERET D HEICHOVTIE, [TXTo
RADIUS ¥ — O E| (p.8-29) R L T ZI,

BEF O — N R A M EFRIEHICZ NN =TT 5720, AAA V—NR TN —T%FHTH LA
A vTFERETETET, FFIZONTHE, TAAA =N T —TDERKR] (p.8-25) #&ML T2
éb\o

[ oL-13563-01-J
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P —/SHAL T RADIUS — "t OE 2R ET HI121F, R EXEC T— R TROFIEEZFEITLE
T, ZOFIEIFMEATT,

=1C S N B
ATv7F 1 configure terminal Jua—r ) ar7 4 Xal—igrE— FeBBLET,
AT 2 radius-server host {hostname | ip-address} |V &— k RADIUS 4 — X KA FDIP 7 RL A £ A N &
[auth-port port-number] [acct-port WBELET,

port-number] [timeout seconds] . e . e o
[retransmit retries] [key string] * UER) autheport port-mumber |~ %, GEFES K UDP S 7=
FEFEELET,

e ({EE) acct-port port-number (21, 7D T 4V T HERD
UDP 565" — M & HEL £ 7,

e (f£E) timeout seconds \Z1%. AA v F 7 RADIUS H— 3D
A EGE L CTHBE T2 CoORMMREEEL £, &5
ETELEFEIZ 1 ~ 1000 TY, ZDFEIL, radius-server
timeout 7 20—/ 3L 2T 4 X2 L—v gy avr NiZkb
BREA EEX LEJ, radius-server host 2~ R TH A LT
7 M EERTE LZRWEAIL, radius-server timeout =~ KD

RENEH S ETS,

o (fEE) retransmit retries (213, V—NBRE L72WGE, F
TG E BBV AIZ, RADIUS Bk &2 Y — NIZHRET D
B AFRE LET, fHETE DML 1 ~ 1000 TT,
radius-server host =~ > R CHEFRIEZ T L2WIEE,
radius-server retransmit 7 27—/ Nl 27 4 ¥ 2 L —3 g
av Y ROBREMEHINET,

o (f£E) key string 1213, RADIUS —/ | C#E){E4 5 RADIUS
T—EEAL v TF ORI THEMAT HREIEL L O 584 5
ELET,

GE)  #X. RADIUS V— _THEAT IR 58I T 5T F
AN ARV T TRITNER Y FH A, BITFEIZ
radius-server host =~ > ROBREZEDOT AT LE LTHETE
LTLEZEY, FITAR=RIEREINET, #Boh
BB L UORRBICH D AN—RTELTT, Iz AR—2R
PHERAT A8, SIAFRBO—HS THILEE R
. IR CREMERNTIEE N,

1 2D IP 7 RLAZHIST HEEDOHRA N = N B AL v F
DR TDEIICRET DI, FNEFNLE/AD UDP R— &
BEFERALT, Zoa~vy REXLBERBERETATLEST, A
AvF V7 M u=TiE, BESNEIERICNE- T, FA MERR
LEF, % RADIUS RA N CTHHT DX A4 47 U ~, BEER
B, BLUOWS#E2ZNETNHEELTLEI N,

ATv7 3 end ik EXEC E— RICR Y £,
ATv7 4 show running-config REERLET,
RFw 7 5 copy running-config startup-config UEE) v 74Xal—ay 77 ANVICREERZ R LET,
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FEE D RADIUS H— "% HIBR$ 5 121%. no radius-server host {hostname | ip-address} 7" 2 —/3)L 2
V74Xl —vay avwy FEERLET,

WIZ, 1 2@ RADIUS Y —RZFZIEHIZ, 9 1 DO RADIUS V—R_ET h U T 4 7THICRE
Té%%rbifo

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

WIZ, host]l % RADIUS — L LTHEL, BiEBLONT AT T 4 VIO BT 7 4 D
A—bEFEHATHLIIEHKETIHERLET,

Switch(config)# radius-server host hostl

RADIUS H—"ETH, WS ODDEEZRETHDLERHY T, ZNOLOREMEE LTE, A
A yTFDIPT KL A, ia‘ot(}“ﬁ—/*‘&iw’ vTFONFTFTEETLZF— AR I MWHY T, &7F
FZDOWTIE, RADIUS H— D=2 7 L EZZBR LTI,

RADIUS O 5 A VERRIDHRTE

AAA BREERET D121, BiEFRNOA4RIFE Y A FEER LTI, FAR— MZZDY R b
A LEST, FHXU X F i%ﬁéhénm{t@&4’7 EETEFZERZLET, 20U A NEFRE
DOR— MIBERALTHD, ERBFABIESTRNEFTTHILERD Y £5, ME—OHIIMNEIT 7 41 K
DFAY R N (BRI default ELABIBfHT BN TWD) T, T 744 bDFHY 2 NI, &uift
EHRV R NEARPICERSINT-A VX —T oA ZAZ RN, HEIIZT X TOR— MIEH &
nEJ,

FHAU A ME, =YD TOIZ I =) —#FE2IT O FIREFEF XA L2 b O TF, WAk
WHERT2 1 DF I3 EEOEX 2T 0 72 ha Lz RETE 50T, BAOH DKL 725
BONRy 7T o7 VAT ARHHRENET, Y7 b =TiE, VA MNOROIOFTRZMHEH LT
2—HEBELET, TOHFKNTERENG LN STZGE, Y7 MU= TIEZEDOY A M HIRO
FREBRLET, ZoFokwRiE, VA W\?O)mﬁﬁt iéiﬁﬁrﬁﬁi%?‘éﬁ) ””iézhtji
KET R CTRLEDLDAETHRYVIEEINET, ZOLHDOH AR TRIENKEM LT-5GE (0F D,

X2 VT4 b—RFEFe— LD —F LT —F_XR—=A N2 — 77-1225_»#577#5 b
L7256) . Ry me R 3 EIE L, L ERREF BT ITSND 2 Lixdh v /A,

0 A R ERET AL, B EXEC B— R CROFIEZETLES, ZOFIEITZSEAETT,

avvF B9
ATYF 1 configure terminal Ja—r ) ary7 4 FXal—ary ET—FeRBLET,
AFwv7 2 aaanew-model AAA A X —T VT L ET,

[ oL-13563-01-J
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=1 BiY
ATw 7 3 aaaauthentication login {default | 07 A RBFEF Y A N EER L ET,
list-name} methodl [method?...]

* login authentication =~ FIZAHIffZ U X MBAREINL L
PO EGEICHERENDT 74N bO U A NEERT DI
(I, default —U — FOKRAIZT 7 4/ MRULTHEMT 2577
XERELET., 7740 bOFANY X ME, BEIZT
TOR— MIEHINET,

o list-name 1%, BT 2V A ho&wiE LTHAT S LTS
HEELET,

e methodl... \Zi%, FRFET VT Y XARRITT D EEO FX %24
ﬂibiﬂ” BIOFEFELFRITE, 20RO FA T T —NiK X
N=GAEICIR Y A éﬂi'@”o AT DT U 7= 355 13
ﬁﬁéi}’biﬂ"ho

WDONTIHND ST EFER L 9,

— enable — 1 R—7 )L RAT— FEFFEIHERALET, =
DFFEHREMEH T 5121E. HH22 L enable password
Ju—ar7 4 Xal—gryavy REFEHLT
AF—=T N RAT—=REEHFELTBLERIHY 7,

— group radius — RADIUS #FEEHEH L9, = @uuuﬂiﬁ
KEHEHT 51T, & 522U RADIUS H— 3% 5%
TRLERSH D £, ﬁﬂHLObVCﬁ\TRMMUS%—‘
NARA ORI (p.8-20) ZHL T2,

- llne—IElf'i/\XU ]\%uun '@Eﬁﬁbiﬁ—o :Ojuunftji
REFEATHICE, HOELUDERRIAT — REE
TELIMERH Y 5, password password 7 A 2
T4Xal—varavry FEERLET,

— local — T —7 /)L :L“—'H‘ZIT B R— R RRGIE WAL
FT, T—FRXN—RZa—PFLAFEREATTL T LE
A& Y F£9, username name password 7 2 — /N 3
T4 F¥al—varavwry ReERLET,

— local-case — KILFL/NLFNRBIENDHR—H/L 22—
‘H-ZIT &A_X;&uuu :'fﬁﬁﬁ Lij—o
username password 7 2 —/3)L AT 4 F a2 b —T g
av U REMEHLT, 2—FAERE T — 2 X—X{ZA
T DHERHY £,

— none— IV A IFRREAMHH L EH A,

AT 97 4 line [console | tty | vty] line-number T arZ 4 Xal—var T—ReBBL, BFEY X hOw

[ending-line-number Hxtgel 3 oRIREHRELET,

RXT 97 5 login authentication {default | list-name} |[a# % 7= 1 XEEY » Mo LT, RIEY A FEEHALET,

o default % f57E 7 5 %54 1L, aaa authentication login =~ > R C
ERR L7727 74V hDO Y A MR LET,

e list-name |Z1X, aaa authentication login =~ > N TC{ERK L 7=V
A MEEELET,

ATY7 6 end FFHE EXEC £— RIZRY £,
ATv 7 7 show running-config WEETERLET,
ATw 7 8 copy running-config startup-config UER) m2v74F¥alb—ray 77 A VIR EERGFLET,
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AAA T 4 E—7NWIZT 5121, noaaanew-model 72—/ 3L 27 4 Fal— g avw R
EHEALET, AAAFEIEZ T « B—7 /179 5IZ1L, no aaa authentication login {default | /ist-name}
methodl [methodZ 77—l ary s Fal—raravry REERALET. vl 128735
RADIUS BAEE T 4 B —7WIZT 5, HDHWIET 7 4/ MEIZEJIZIEL. no login authentication
{default | list-name} 74 > a7 4 FXal—var avr NEEHLET,

AAA FREFEH L CHTTP 77 B AZK LAAL v FOEFa U T 4 ZRERT DI

ip http authentication aaa 7’ 72— N)L 27 4 ¥ a2 L—v g a<wr RTAA /9"% R T D EL
WD ET, AAARREZREL TH, HTTP 7 7 ERAIZx L. AAA FREFEH L TAA v Fot
Xa T &R LI IR A,

ip http authentication =~ > K OFEMIZ-DOWTIL, [Cisco I10S Security Command Reference] Release
R2Z2ZMLTIIES0,

AAA H—N T IL—TDEE

BEFOT— N R A N EFFEHIC V=TT 5720, AAA =R T A —T 2T B L H IR
AV TFERETEET, REFALOY—NFANOF Ty NEBBIRL T, ThEHFEOY—EX
WHEHLET, Y= T —T %, BRENTEY—RNEKFAFDIPT RLADY R N EETe T o—
VI — R ARA N YR REEBICERHEINET,

PR TN—TE, R —R"OEHEDOHEA N 2 N 2EHLZELTEETN, £ b
UNR—EDOID (IP7 FL AL UDP FA— "NEFOMAGDE) 2o TWDH I ENGMHETT, Z0
Bt lx OFR— N EZNENRFED AAA Y —E 2% #t9 5 RADIUS R A b & L TEFETE E
9, [ U RADIUS =R EDORRZ2O5OKA S = MVIZRALY—ER (27T 4
V7)) BFRELEGES. 2BFOICHELEAAN = ME, BAICERELEZAA N = MU O
Tz V=R Ry 7T o7 LTEEL £,

EFR LI N—T = NITRFE DY — " Z RIS 51213, server 7/ —7 —N a7 4 F o
L—yay avy FeHLES, Y—"Z P 7 FLATRETHZLHTEET L, EERE
@ auth-port 35 XN acet-port ¥— 7 — FEHEH L THEDFA N A VAF L AFEF= o N %
BETHILHTEET,

AAA =R TN —TEEER L., TDITIN—TIZHED RADIUS B — % I fh i B2k, Rk
EXEC &— R CTIRDOFIEZ EFTL £,

[ oL-13563-01-J
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WM RADIUS [2&B3RA vy F 7Y ERADHIH

avwo kR

B

RFv7 1  configure terminal

Ta— ar7 s Xal—yay B— REBBLET,

ATwF 2 radius-server host {hostname | ip-address}
[auth-port port-number] [acct-port
port-number] [timeout seconds)
[retransmit retries] [key string]

YE— FRADIUS Y —RAKEANDIPT RLAFZIIARA N %
HBELET,

e ({&E) auth-port port-number \Z1%, FFEER @ UDP 365678 —
FEHEELET,

e ({EE) acct-port port-number (21X, T H DU T 4 T HRD
UDP 56%cAR— M &HELET,

e (&) timeout seconds |Z1X. AA v FH RADIUS Y— 3D
B L CHEET 2 E CoOREEREEREELE T, 8
ETE DHPHIZ 1 ~ 1000 T, ZOFKEIL. radius-server
timeout 72—/ N 27 4 ¥ a2l — gy avr RiZk
DT H EEXZ LE T, radius-server host =~ K TH A A
T U ERELBRWEAN., radius-server timeout =~ > K
DOFENMEH S NET,

e ({EE) retransmit retries |Z1%, Y — 3R EE L2 WGE, £
TAISE DBV A IZ, RADIUS EaR % — NICH%ET S
M AfEE LET, HETE DML 1~ 1000 TT,
radius-server host =~ > R CHEFRIBEZIEE L2 WEGEE,
radius-server retransmit 7 27—/ 3L 27 4 X 2 L — 3
vavwry ROBRENMEHESNET,

«  (fER) key string I3 RADIUS #—/3 - CH)fES 5 RADIUS
T—EYEAL vy FOMTHEMAT DR L UK 584
ELET,

GGE)  #:F. RADIUS " — A_CHAT I FHIC—HT D7+
AR ARNYTTRINIERD A, SITEIC
radius-server host 2~ NOTHDOT A T L L THE
LT &N, ITAR—RTEEINE TN, #HOF
MBLOEKRRIZH D AX—RTHEHTT, #HIZA—2
ZHERT 2581, SIURBNED IS THHEA %K
. SIHFCHEEEE RN T IEE N,

1 DD P 7 RLAIZKHIGET HEEDHEA N = M) EAAL v F
DT 2 LHICRET DL, FNENLEALD UDP A — &
FERMEHLT, Zoa~vy RELEREEZFADLET, A
AvF V7 y=TiE, HBESINTINEFICES T, TR NEKR
FLET, % RADIUS " A N CHHT B4 A4 AT U b, Hi%E
B, BLOWF A ZNTNHEL TIEEN,

2T w7 3 aaanew-model

AAA A F—T M LET,

RXT7 97 4 aaagroup server radius group-name

AAA V=R T N—T% BEOIN—TLTEXLET,

Zoavwr REFERTSE AL v TFE =N T N—T v
T4 X2l —v gy EB— IR £1,

RTw T 5  server ip-address

¥FE D RADIUS H— % EFRE H DY — 3 T )— TG
*9. AAA P — JL—7 @D RADIUS — T LC, ZDA
Ty T EBOIRLET,

TN—TDEY—NE AT v 72 TEHRBEADLOTRITIIX
B EEA,

AFv7 6 end

M EXEC E— RIZREY £9°,
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=SV N B
AFw 7 7 show running-config BREXWHERLET,
AF9 7 8 copy running-config startup-config TE) av74Fal—vay 77 A NVICREEZRTFLET,
ATv7 9 RADIUS 7 7' A »iiE% A % —7 2 LT, [RADIUS v 2+
/nAqu@ H/]::J (p823) %;‘%EEL/VC< f’éb\
$F7E D RADIUS H— % HIFr7 5 I21%. no radius-server host {/ostname | ip-address} 7" 2 —/3)L 2
V74 Falb—vary avr REFERALET, A" I N—TEar T4 Falb—var JRAL
N HHIBRT 511X, no aaa group server radius group-name 72—/ )L A7 4 X a l— 3 3
<~ REMHLET, RADIUS — 3D IP 7 K L XA % HIFR9 521X, no server ip-address Y—/\ 7
N—TF arv 7 4 Fal—varavwry ReEHLET,
WOFITIE, 2 DDE72 % RADIUS 7 /b—7 H—o3 (groupl 3B L O group2) %5835 L 951
AvFERELTNET, groupl Ti, AL RADIUS — R EDERD 2 >OFA N =2 kU 7%\
ALY —EAHIZRELTWET, 2FDDORADL = MU, FAIOT ) DT = — /A —
N= Ny 77y 7T LTEELET,
Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config-sg-radius)# exit
Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch(config-sg-radius)# exit
A A R—TL 7V ERELUVRY FT—9 Y—EXIZfAT % RADIUS FFAIDEXE
AAA FANC Ko T2 —PREHTE 2 —EARHIRINE T AAA T2 A 2—T MZT D &
AA v FIE (=N 2—HF F—F_X—=RFETeX 2V T 4 P—REFET D) =2—F 07
077 ANADPLEGLIEREEH LT, 2—Vokyva v aRELET, 22—V, 2—H% 7
27 7 ANVNOFERTROONTWOLHEEICRY, BRIV —ERDT7 7 B ANRFEA ENET,
¥t EXEC T— R~Da2—F DXy hU—2 T 7B AZHIRT 537 A =X 2% ET HIIL, aaa
authorization 72—/ Nl 2307 4 X2l — gy avr RE LI radius ¥— 7 — REEH L FE
‘j‘o
aaa authorization exec radius local =~ > Ni%, IROFFRI/XT A —F EZHELET,
e RADIUS ZffiH L CRRAEZ{T o 72 ¥A 1L, RADIUS i L CHrbE EXEC 77 B A& #Frl L &
j—O
o GFEFEIZ RADIUS ZfEH Lo o iid, v— b 7 —H _XR—2 &R L E7,
S
GE)  FFAABRESNR TV TH, CLIZHLTr A v L, REIES N2 — Ikt LTI, #FrNEA S

ShET,

¥ MEEXEC 77 BEAB L O Ry hU—7 % —E R (B9 5 RADIUS #F A 25 ET DITi%. K5k
EXEC £— R CTIROFIEZEFTL £,
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avwy kR

]

RFv7 1  configure terminal

JTa—)ar7 4 F¥al—iaryE— REEBLELT,

AT w7 2 aaaauthorization network radius

Fy bT—=7BEOCT R TCOY—E RERIZHT 2 —F
RADIUS #F Al %, AA v FICERELET,

AT w7 3 aaaauthorization exec radius

2 —Y\HHE EXEC O T 7 & AMERN H 554 . == —3 RADIUS
FFA k., AL v FITRELET,

exec ¥— U — REFEETDHE, =2—F T 77 A GHR
(autocommand fF# 72 &) BDEINDIGERDH Y T,

2AFv 7T 4 end

ke EXEC E— NIZEY £,

AT v 7 5 show running-config

BEZ RS L E T,

AT v 6 copy running-config startup-config

() av 74 Fal—vary 77 A VICREEZREFELET,

PR % T 4 B —7 /L2 HITI%, no aaa authorization {network | exec} methodl 7’71 —/\)L 227
FXal—varyavr ReHLET,

RADIUS 7HO T4 VT DEEE
AAA T T 4 THEREIT.

2—PRT I BA LY —ERE EE LRy FT—2 UV —

AEEBWLET, AAATH U T AV T 2AR—TNIETDE, AL v T T —F OIEENRI
BT T 47 La—ROBNATRADIUS X2 T 4 —NICELET, &7 7
T4 La—RX. T T4 OT Y Ea— ME (AV) X7 2855, X2V 54 $—
NIBRIEENE T, TOT—FEMIT LT, *y NI—JFH, 7 74T b~Ofi4, 713

BICHENLTDHZENTEET,

Cisco I0S DIER L XABLONR Yy T —27 B —EX(ZBHTHRADIUS TV T 4 VT &A X —
TNCT BT, $ME EXEC E— FCROFIEZ ETLET,

avwo kR

B

RFv7 1 configure terminal

Ta— ar7 4 ¥al—yay B— REBBLET,

ATw7F 2 aaaaccounting network start-stop radius

Fy FT— 7 BEOT R TOY— 1 RER (2O T, RADIUS 7
HIT 4T A X—T M LET,

AT w7 3 aaaaccounting exec start-stop radius

RADIUS 71 7 7 4 712 1V M EXEC 7 1 & 2 DEANC
FLERBRART U T 4 v VR B RCRRERIE LT I T T g
JEmEEET S LR ELET,

AFv7 4 end

M EXEC E— RIZREY 97,

AT w7 5 show running-config

WEZ MR LET,

RFw 7 6 copy running-config startup-config

(fEE) a7 4F¥al—ay 77 A VICREERFLET,

TATT 4 T T —

7 V2T 5 IZ1L, no aaa accounting {network | exec} {start-stop}

methodl... 70—/ )L a7 4 X2l —varyavy ReHLET,

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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RADIUS 2k 3R 4A vF 7o € RA0%M W

§ARTOD RADIUS H—/\DEKTE

Z A F L F_TD RADIUS H— T2 0 — U282 23 e+ 5121, Bl EXEC & — R Tk
DOFNEEFEITLET,

=1 N E]: ]
X797 1 configure terminal Jra—Lay 7 4 ¥alb—igy T— REBEBLET,
ATwF 2 radius-server key string 2 v F LT _XTORADIUS Y — R CcHHFEINABE—T L v K

TXAR AN T EBEELET,
~

(GE)  #i%. RADIUS Y — NTHHAT LR 5HI KT 57 F 2
F A KU 7 TRITNAIEZRD A, TITAR— AT E
HENETH, BOPHBLOREIZH D 22— RITHE)
T, B AR—Z B M T 2 5A1F. 5IHAREO
DTHHIHEERE, 5l CHEEE 2N TN,

AT w7 3 radius-server retransmit retries A2 A v F N RADIUS LR Z P — NICEEXETAREZIEELE

Fo F74 ME3 T, HETE DHIMIL 1~ 1000 TT,

ATwF 4 radius-server timeout seconds A A > F N RADIUS ERIZH T B InE 2o T, BEREAFIEET

HFETOR () #EELET, T 74V MISBTT, HE
TX AHIFIZ 1 ~ 1000 T,

AT79 7 5 radius-server deadtime minutes SREEE R Z G L2V RADIUS — 3% 2% » 7T 580 ()

EREL., ERNFA LT U NTDECTHETLZ LK, KRIT
BEINTNEY—NERITTEDLOICLET, T 740 NI
0 TY, HETE HEPHIL 0~ 1440 43T,

X797 6 end

¥i#E EXEC E— RIZRY £,

AF7wF 7 show running-config RTEMEMERLET,

AFw 7 8 copy running-config startup-config EE) a7 4Xal—ay 77 ANVICREX R LET,

FEEEE, #1457 7 b, BIOFHERRIOBRELZ T 7 40 MCRTIZIE, Zhboa<wr Fo
no X XZMHH L ET,

RUS—EEDRADIUS 7 R Ea— F2EATAIRS Y FBE

Internet Engineering Task Force (IETF; A v % —x v MEFRHIHEZBS) N7 7 MERKIC, ~v
F—EAOT Py Ea—h (FhMIE2—hk26) ZFEHALT, XA »F & RADIUS #— ] T
VHE—EAROEREEETHODOFANRED LN TWET, £~ ¥ —[X, Vendor-Specific
Attribute (VSA; X & —EHBMN) 26T Z L2k > T, — %A RIS I3 S 20l E ofk
BT R Ea— b EHR—FTEET, VAANRFELET 2 RADIUS Tid, ZOMEEETHIREND
TH—~y FNEFEALT, RUF—FEHEOF T arEx 1 OFR—FLTWET, Y 2AadRy
ZA—1IDIL 9 THY., VR—IIRBOLT T a IR Z— X A7 1 (&ENE cisco-avpair) TT,
ZOfEIZ, DT+ —~y FOARNY T TT,

protocol : attribute sep value *

protocol 1%, FFEDHT R Z A TIEATHVAana bar 7 ) Ba— NOETT, attribute
BE W value 13, A 3D TACACSH LR CER SN TV DHET 2T MY Ea— h-fH (AV) <7
TI, sep i, MWAEDT M) Ea— OB/ = LEREDT MY Ea— DA * TT,
TACACS+ #F] Tl T& 54 _XTOMREIL. RADIUS THEEHT& £,
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ATvFA1
A7y 2

ATv7 3
ATv7 4
&

72203, DAV XT HIEETH &, IPFFAIRE (PPP @ IPCP 7 KL ADE| Y HCTHE) 12, VA
D EEDELFIAFEZIP 7 N X T — ASRERN G0 £,

cisco-avpair= ”ip:addr-pool=£first™

WIZ, AA v TFNHEME EXEC <2 R~DORIGET 7 2 ANA[REL 72 b2 —W u /A & ffitd
L ERLET,

cisco-avpair= ”shell:priv-1lvl=15"

RIZ, RADIUS H—/ 57— X—2ANDF ] VLAN ZET 262~ LET,

cisco-avpair= ”tunnel-type (#64)=VLAN(13)”
cisco-avpair= ”tunnel-medium-type (#65)=802 media(6)”
cisco-avpair= ”tunnel-private-group-ID(#81)=vlanid”

W, Z ORI ASCHTERDO AT ACL (T 272 ZHIHIY A N) A F—T oA RZHHATH
Bl R LUET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
cisco-avpalr= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpalr= “mac:inacl#3=deny any any decnet-iv”

Iz, T OEHEHFIZ ASCHFERDH ) ACL 24 X —7 = A AZHEHAT 20 %7 L FE9,

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

o F =2, ENENVMAOX X —ID, A7V a v, BIORIET S VSA BH Y 7,
N H— D B L VSA OFEMIZ-DWTIE, RFC 2138 Remote Authentication Dial-In User Service
(RADIUS) ] #ZML T EEWY,

AA v F D VSA ZiBi L TENT 2 & 9 I28RE TIE, FME EXEC E— FCIROFNAZ EIT L
E3 e
avvFk BaY
configure terminal Jua— )L ar 7 4 Xal—ar B— REHBLET,
radius-server vsa send [accounting | AA v F S VSA (RADIUSIETE 7 R U B o— | 26 CTER) %R
authentication] HLTHEHTED LI LET,
o (LE) ks o ¥— lﬁTF)E:—F@%A%Tﬁ
DT 4T ThIEa— FETIZRET DI
accounting ¥ — 7V — R&ZEH L ET,
'(E%)mﬁéﬂéA/5 HA7 hY Ea— hOESEEE
7 b B a— FETFIZRET 51X, authentication ¥ — 7 —
REfEHLET,
F—U—REBE®TICZOa~ry FEANTLE THD
T4 IR IO Z—/EAT b B a— bW aMER
SNFET,
end b EXEC £— RIZRED £,
show running-config RTEMEMER L E 1,
copy running-config startup-config FEE) av74Xal—ray 774 NVICREERFELET,

RADIUS 7 hY Ea—hD—EL NUFX—EHEOT MU E=— b 26 OFEHIZ-OWTIL, [Cisco
10S Security Configuration Guide] Release 12.2 DAk [RADIUS Attributes] ZZMR L T 720,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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RUS—HBED RADIUS H—/\NEDBEICETEIRA Y FHRE

RADIUS (ZB89 % IETF K7 7 MM TIZ,. A A v F L& RADIUS +— TR & —l B D 1
MEBETHHFRITOVWTEDLNTWETN,RADIUS 7 VU B a— |k v b &M B ICEERENLIE
LTCWERUE—HH Y FE9, CiscolOS V7 MU =T id, RN F—BEMAED RADIUS 7 h VY
Ea—bhOY 7y hEYR—FLTWVET,

At L7z & 9512, RADIUS (R Z—OMAMERIC L 56 D0y IETF K7 7 MIHEILT 5 L 00 %
B3 Z2RET D21, RADIUS V=R F—F U NBEE L CTWAERARE, TORASNBAAL v
FEEETH—T Ly b THFAN AN UTERELRTNILZRY ¥ A, RADIUS AR b
FOv—2 Ly b THRAF AN U EFEET DT, radius-server 7 07—\ a7 4 X o
L—Yay awy REEHALES,

R E D RADIUS — N R A b, BIOEFENEY—7 Ly b THFAN ARY T
ZHET 5T, HiHE EXEC E— R TCHROFIEEZFITLE T,

avw ok ]3]

ATv 7 1 configure terminal Ja—r) ar74X¥al—iaryET— ReBBLET,

AT w7 2 radius-server host {hostname | ip-address} | ) &=— F RADIUS #— SR A FDIP T KL AEITHRA %
non-standard FBEL, FORA D, XX =0l HIZFEEE L~ RADIUS %

EHL TS ZE&2EELET,

ATw 7 3 radius-server key string AA wF LR Z A Rk RADIUS H— R L O CHAF X

nNa3>—7Ly b 7X¥AR AR UTERIBELET, AL vF
BIXORADIUS — N, ZOTFTFA M A MY U7 &2ERA LT,
RAT — RO LB L OISE O A TV ET,

~

GE)  #0%. RADIUS V' —ACHHAT IR 58I &K THT %
AR ARY T TRITFIERY 8 A, BITAR—RZ
WA INFTH, BEOFHEBLOKREIZH D A—RT
A CTT, BICAS—AZERT 25680, 5/ 6
DO—HHThIHIEAERE, IR CEZEE RV TL

7ZEW,

2AFv 7T 4 end

e EXEC E— RIZEY £9,

RXTw 7 5 show running-config DEE AR L E T,

AT v 6 copy running-config startup-config (FEE) v 74 FXalb—yay 77 A NVICREERFELET,

N E AR RADIUS & A b & HIBR$ 121X, no radius-server host {hostname | ip-address}
non-standard 7’ 01— /3L a7 4 ¥ a2 b—Tgy avwr REEHALEYS, #25 c—7 1T
5120, noradius-server key 70— )L a7 4 Fab—v gy avy NEEHLET,

WIZ, R4 BHAED RADIUS IR A R EFEE L, AA v F LV — DM T radl24 L\ R
REFERTLHERLET,

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

RADIUS DHRFENDRTR

RADIUS D% € % #7179 5 121%. show running-config f# EXEC =~ > RZEH L £,
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N 2/ 9FOO—HLBESLUVHTORT

AA v FDOA—HILEERES K VA DERTE

RAFvT 1
2FvT 2
ATFvT 3
A7y 4
RAFvT 5

AFv7 6

ATFwT 7
ATv7 8
ATv7 9

a—H)E— RTAAA Z#RETHLOICAAL v FERETDHE, =P THEETDH LD
IZAAA ZRETEET, ZOGEE. AL v TGRS K OFF OB 21TV E T, ZOFKE TIE
THO T 4 THERRIIE R CE EH A,

AA v FhEu—I1 AAA HIZERET HI213, ¥ EXEC E— R TROFIEEZFEITLE T,

avUFk BH
configure terminal Jua—s)L ar7 4 Xalb—varET— RERHBLET,
aaa new-model AAA ZA =T NVIZLET,

aaa authentication login default local O—HNDa—PZTF —EX— 2T AH L 5o VA G

ZERELET, default F—UV—FIZXY), v—hL 2—H F—
B R—= 2N TR TOR— MTEA SN E T,

aaa authorization exec local =D AAA FAEZREL, B—H )V T —Z_X— A28 1L C,
Z Da—HI|Z EXEC ¥ = VD FEITEFA L £,

aaa authorization network local ZFy FT—VBEOTRTOY—E RTERICKHT D 2—% AAA
FFRI R RE L E T

username name [privilege level] O—H)F—ER—=2 5L, 22— _X— DI AT A

{password encryption-type password} RELET,

a—PFTLlZav s REBYIELATLET,

e name lZlF, =2—V D% 1 UY—KRTHELET, AX—2B
JUOBITHFIIEHCEEE A,

o (LE) level IZiX, 77 B AMEZ G2 — IR ET HHER L
AVERELET, FBETEHHMAIX0~ 15T, L 15
TIIHHE EXEC E— R TOT 7 B AMARETY, L~ 0 T
X, 2—V EXECE—RTOT7 7R LERD FT,

o encryption-type 1213, WS L I IV TRV IRA T — K% AT
BL<HEIZ0 &2, BB LINTZNRRT — RR%AIELS BE
X7 E2RELET,

o password 21X, T—FRAAL v FIZT 7B AT HLEEITAT
TOMEDHHNAT—REetgELET, NAV—FE 1~
25 LT T, HDIAHAR— A Z ] TE, username 2~ K
OO T art LTHERELET,

end ke EXEC £— RIZRD £7

show running-config RELMRLUET,

copy running-config startup-config UER) 27 4FXalb—vay 77 A NMIREERTFLET,
AAA T 4 E—7WMIZT HIZIL, noaaanew-model 72—/ )L 3T 4 Fal—ay avy R
EHEALET, Fr%ET 4 B—7MIC T 5ITIL. no aaa authorization {network | exec} methodl 7'
O— N ar7 4 ¥al—ygravry REFEHLET,

S

GE) AAAFKEMHAHLTHITP 77 BRI LAL v FOBx 2 U T 4 ZHERT 5I21%, ip http

authentication aaa 7 20—/ 3)L 7 4 X2l — g av L RTCAAL v FERETHLENDH D
9, AAAFRIEZREL CH, HITP 77 B AICXI L, AAA FREHHALTALS v FOEF )
TAEER LI SR A,

ip http authentication =~ > ROFEMIZ DU TIX, [Cisco I10S Security Command Reference] Release
122 #ZRL T 7ZEN,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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SSH O1=bDRA vFnEE M

SSH Df=O6DR A v FDEETE

G¥)

SSH D=

T ZClE, SSHEEREZ R ET 2 HIEICOWTHPILET, 2oL ERT2I12E, K5 (K51{k)
V7T 2T ARA=TEAAL I TFTICA VAN NVTHUNENRDY T, ZOMEZHEH L.
Cisco.com NOIEHLY 7 h U =27 T7ANEX U v — RT LA NE/{LILERH D £,
FECOWTIE, 2OV V=20 Y V=2 /= E2ZRLTIEZS0,

I TIE. ROFHRICOWTHBALET,

* SSH O (p.8-33)

* SSH ORE (p.8-34)

e SSH ODBEEBLNAT —F ZADFTR (p.8-37)
SSH D% EFNZ-DUNTi, [ Cisco 10S Security Configuration Guidel Release 12.2 @ [ Configuring Secure
Shell] @ (Z# % [SSH Configuration Examples| #ZPM LT 7 &V, URL (ZIRO LBV T,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter09186a008
00ca7d5.html

ZOETHMT 2 3~ FORESE LU EOFEMIZOWTIE, KO URL 2H 20U J—2
WCRRT 23~ K U 77 L AR KT Cisco IOS Release 122 DA~ K U7 7 L AR L
TLIEEWY,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products command_reference_book09186a0080
087e33.html

SSH 1L, T3 RAZxtT B LRV T— MEREFRRICT 57 1 b2 /LTF, SSHIL, T/34 AD
FRREIRFIZBR I 72 b &24T 5 2 & T U — MEERUZ DWW T Telnet L EDOEF 2 V7 4 #EH L F
T, 2OV 7 =7 YUY —21%, SSH A— 3 1 (SSHvD) BILNSSH N— 5 2 (SSHV2)
ZYR—FLTWET,

Z T, ROPFIZOWTBH LET,

o SSHH = #HHBIZTAT v b, BEOYHR—FIRTWERA—V 3 (p8-33)
o HIFRFIH (p.8-34)

SSHY—/%, AT SATFY b, BELUHR—FEATNEA— 3>

SSH #&EEIZIZ SSH H— "B I SSHHEAE 7 FA T F3dH Y. T BITAA v F ETEITEND
TV =3 a T, SSHYZ 747 v FaHT L5 & SSH U — "3BT 5 A1 » FITHHE T
XFET, SSHY—F, 2OV IV —ATHR—=FEINTWDHSSHZ 74T FBLO, flittio
SSHZ A7 v e LET, £/, SSHZ T4 7 bE, 2OV Y —RATHR—FENTWND
SSH H— % L OBl SSH — R L H L E 9,

A A wF L, SSHvl 721 SSHv2 — " Z PR — h LTWET,
AA wFiE, SSHvl 7 AT v hEWP AR —FLTWET,

SSH X, Data Encryption Standard (DES; 7 — # 5 5-8i#%) K57 =V X A Triple DES (3DES)
BT Y XL, BEUOSAT— RRX—2DOBGEEZV R — L TWET,

SSH i3k » 2 —HRFELF X2V R —F L TWHET,
e TACACS+ GGEHIIZOWTIE, [TACACS+IZ LD AA vF 77 204l [p.8-10] B M)

[ oL-13563-01-J

Catalyst 2960 R/ Y F Y I b9z 7 avI74F¥al—>av 4k R


http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_chapter09186a00800ca7d5.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference_book09186a0080087e33.html

F8E XL YF R—IFEHMADNHRE |

N SSHDE-HOR1 v FORE

e RADIUS (GEMHIZ DWW TIL, TRADIUSICL DAL v F 77 B ADHIHE [p.8-18] &)

o T—NNVRBIEBLIOFFA GEIZOWTIL, TR v TFOr—DVRBIER L OFF RO IE )
[p.8-32] &)

~

GE) oY 7 =T UU—AL, IP Security (IPSec) Z#H¥AKR—FLTWEHA,

FHIFREIE
SSH IZi%, WROFIRFEHDIMH S ET,
e XA v FIL. Rivest, Shamir, and Adelman (RSA) FRiExE A — K LET,
e SSHIZ, 7o =V T7F YV r—varZisrR—hLET,
o SSHY—A"BLUSSHZ 547> rix. DES (56 £ b) BLO3DES (168 B k) F—
W3y 7 N =7 TORYR—NENET,
e AA v FIL, Advanced Encryption Standard (AES; i RF BALHKS) *IFrEEB(LT7 LY X A%
HFHR—FLEEA,
SSH DEXE
NEITRD LB TT,
o REFFOEEFEIA (p.8-34)
e AA vFTSSHEZFETTH0DEy T v (p.8-35) (KH)
e SSH H— D% E (p.8-36) (AA v F%& SSH Y —/E LTRET DHEDHMH)
BREROIEEIR
AA v F % SSH Y —NFE7ESSH 7 747 v b E L TRETLHEIR., ROTEBEFHIHE-TL
7ZEW,
e SSHv2 % —/N|%, SSHvl YV — STHEREND RSA HOXT A TEET (FOHE L R
VC‘\—aﬂ)o

* crypto key generatersa 72— 3L 2T 4 Xal—Tar avry ReAjLidb e, CLI =
T— Ay E—UNRERRINDGE, RSA ST ITAR SN TOERA, FA MBI RAA
VEERTE LTS, crypto key generate rsa 2~ RE AN L TL &N, FEMIZOWTIL,
[(ZA v FTSSHZFATT 220Dy b7 v 7| (p.8-35) Z2ZML TSN,

o RSASHEORT HERT HHAEIC, A vE— [No host name specified] DERIND T &N
HVET, ZORXAvE—URFRRINTZEHAIL, hostname 72— VL 27 4 Fal—g
Vav Y REMHLTEARRA MERET HDRERH Y 7,

o RSAHDT HAKT HLAIC, A /’IZ ¥ [No domain specified] WERINDI ENRHY
T, ZORX vE—UREREINTEHEEIL, ip domain-name 7 H—/ 3L 3T 4 ¥ a2 L—T g
vavy REHFHLTIP k%/]’/%% RETDHHENRD Y £,

o D—NNFEIEB IO O HEEZRETHHARIC, 2 V=)L ET AAA BT 4 E—T /T &
NTWDHZ L ZEERLTLIIEEN,

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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SSH O1=bDRA vFnEE M

AL YFTSSH ZRTT 5Dty b7y
SSH #FEITTDHLIICAA v Ty NT v 7 T5I21F, WOPIAEZFEITL T LI,

1.

W5y 7 b =7 4 A—T% Ciscocom OB XU ra— RKLET, ZOFIRIIMNAEATT, 7+
MZoNWTIE, 2OV V=20V U= /= F2ZRLTIZEN,

AA VT DREANGBEIRNIP RAAL VAERELET, TOFMEEFEITTIHOEF, A vTF %
SSH #— & LTRET HHETZT TT,

AA wF N SSH Z BEBEJCA X —T NI T D700 RSA BOXT ZAKLET, ZOFEE
FEATT DL, AA v F % SSH Y — L LTHRETIHHATTTT,

*‘77/[/ 77“‘ZX§E7:_ i):t‘?‘}‘ 77’EXFH la— ‘ﬁ—nunft%f }'ji—‘l_/gzﬁo _@illlﬁ iZ/EVC
‘jA u$7ﬂﬂ \_/Dl/\/Cli\ l—z/l) /9"0)[1 ﬁ/bnhnﬁkcto\u$j‘® EJ (p8 32) %;‘%EEL/C< 71:_
Wy,

RARGE P RAAL U4 EREL. RSA HORT ZA T 51213, 7 EXEC E— R TR O FIE
EIATLET, ZOFEEITT 0, AL v F % SSHY— AL LTRET 2HE1T T,

=1 N B&
AFTv7F 1 configure terminal rya—~)ar7 4 Xal—y gy ET— RERBLET,
25w 7 2 hostname hostname AL FDFRANGERELET,
RT7v 7 3 ip domain-name domain_name AL v FDFEARN AL VEBRELET,
ZFv7 4 crypto key generate rsa AL v F ETH—HAB LY E— FNRAEMAIC SSH H— 3% A

F—T T L., RSABEHDT AR L 7,
BINETaT AP A RT, 1024y MTTARZ L EHELELET,

RSA DT HEKT DHAEIT, TV 2T ADEIDAIERD
bNET, BV 2T ARELRDIFERETTN, Ak FERIC
B3 720020 £ 97,

AFv7 5 end

FFHE EXEC E— NIZRY £,

RFv 7 6 showip ssh

SSH— O R—Va VEBIOREEREEZ T LET,

E s
show ssh AA v F EDOSSHYI—NOAT =X A%Frm LET,
RXTv 7 7 copy running-config startup-config EE) a7 4F¥al—Tay 77 ANVICREZFTFELET,

RSA #EDT ZHIBRT 51213, crypto key zeroizersa 7 10—/ 3L 227 4 Fal— g a<v K
ZERALET, RSAEBOT ZHIRT 5 L, SSH V— NIZHEWIZT 4 E—7 112720 £,

[ oL-13563-01-J
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N SSHDE-HOR1 v FORE

SSH 4 —/\DHE

SSH Y — %% ET HI121%. HHE EXEC E— N THRDOFIEEZFEITL £,

avU R

BiY

ATv7F 1 configure terminal

Jua—)ar74Xalb—varyE—ReBBLET,

RTvF 2 ipsshversion[1]2]

({EE) SSHvl F721X SSHV2 #FEITT DL IICAAL v FEREL
iﬁ—o

e 1—SSHvl #3794 AL AL v TFEZHRELET,

e 2—SSHWV2 # (7T AL A v TFE2HRTELET,
Zoavwry REANLBRWEGA, $RE3F—U—FREEELZ2WV
YA, SSHY—NZ, SSHZ 947 v b THHR—FENTWH
HoN—TaDSSH #EIRLET, 72 20E. SSHZ 47> b
23 SSHvl B LV SSHV2 AR — F LTWAEE, SSH H— 3%
SSHv2 %#3®IR L £ 7,

RFw 7 3 ipssh {timeout seconds |
authentication-retries number}

SSH il /N T A =2 ZRE L ET,

o XALT U MEFIHBEMATHEELET (F74+/V MEIE 120

), IBETZHHML0~ 20T, TDONRTFA—FL,
SSH * Ay xm—3 gy 7o—RNHEMAEINET, Bt L
ENHE, AL vFIICLIN—RA By arDF 74 D
AALT T MEEFEHLET,
FT7 4NV NTIE, Xy FU—7 EOBEHED CLI X— R & v
Tary (Byiar0~4) I LT, K5 DD ESkRE R
SSH #fiaffH T £7, FITv = BN EHTDH &, CLIN—
Ay aryOZALT T MEEXT 74V FD 10 53R Y
7,

o VIAT U NEY—NAFHEETEOREERELET, 7
T AN PMEITT, HETELHMAIZ0~5TT,

W DNTA—=Z B ETDHHEXIOFIEZHEYIRLET,

2Fv 7 4 end

FiHE EXEC £— RIZEY £,

RXTv 7 5 showip ssh

EJ e

show ssh

SSH h— "D N—V g VB L ORGEF M E £ R LET,

AA v F O SSH Yy — O AT —F AR R LET,

RFw 7 6 copy running-config startup-config

(EE) a7 4 F¥al—ary 77 A VICREERGFLET,

T 7 4/ N @ SSH #illffl /3T A —HIZFEJ 121X, no ip ssh {timeout | authentication-retries} 7' = —/\
VaryZ 4 Fal—varyavry REFERLET,

Jl Catalyst2960 R4 v F YI b7 avI4Fal—ary 4K
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| £8F RAYF R—RBREDRE
SSH O1=bDRA vFnEE M

SSH DBRELLIURT—FADERT
SSH " —ROFBREB L NAT —HF A% FKRmT5101%, £ 82 DEFMEEXEC =~ F& 1 k72138

ML ET,
3 8-2 SSH H—N\DREB L UVRAT—FRERFTTHIATVEF

avv Kk B®
show ip ssh SSH #— D=V g VB LUOREHREF R LET,
show ssh SSH #— "D AT — X A% FnRm LET,

IO a<y ROFEMIZOWTIL, [Cisco I0S Security Command Reference] Release 12.2 @ [Other
Security Features | D& (Z & 5 [Secure Shell Commands] 2/ L CTL 72 &0, URL IZKRD L0 T,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference chapter09186a008

00ca7cd.html
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W SSLHTTP O1=-bD XA v FOEE

SSLHTTP =D XA v FDEKRE

Z ZTiE, HTTP 1.1 % — BT T A 7 > MTHHES L7z Secure Socket Layer (SSL) /*‘*—“/“a
V3.0 ZRETHITIEZOWTHALET, %Li 27 HTTP {5 2 R4 572902, HTTP
7IAT ]\uuuﬂi Tl = GREE, Ak, BLOA vy E—VDES fi%ﬁmﬁ?biﬁ“o SSL
EEAT LIRS LY 7 U2 A A— /ﬁ)X/l’ IFIA VARV ENTNDRERDHD £
T, ZOREEMHHL, Ciscocom MOREEILY 7 2T T AN EE T a— R 53R
ERDOVMERDH D T, lHEA A—TVDOFEMIZONWTE, 2OV YV —Z2DY Y —2R ) — I\’E’%Egb
TLIZEWN,

T 2T, ROFBERICOWTHIALET,
o BEFaT HITP H— BRI 747 FOHE (p.8-38)

e BEXLT HITP V—A"BILRI T4 T2 FOEE (p.8-40)
o BEXFaT HITPH—AR"BIWRI TA TV NOARAT —HX ADFER (p.8-44)

T CHEMT REFR T~ RO L OMEHFEOFEMIZ DWW TIL, D URL IZH % Cisco
msmkwﬂlﬂwﬁﬁ)MTWSJHHWﬂwmmcmmWMSQJOJ@% Bl A ML T2
S,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a008015a4c6.html

X127 HTTP H—NELVI547 2 FOBE

CA DEHER

¥ 2T HTTP #5084, HTITP — "B EZET 57 — X Ik fb s T/ v 2 — *yh:t
FENET, SSLIFE(LELED HTITP 1L, Web 77 U¥ B A v FE2RET D & 5 7oklfe

X TR L E T, RNk ﬁét%JTHﬂ?%—ﬂkioHﬂPﬁ747/bf
. 77U =2 ay LA YOREEIRIZ SSL /X—2 3 > 3.0 24 L %3, HTTP over SSL I3,
HTTPS L AW SN ET (BF 2 7B O%S. URL 23 hitp:// DRV I https:// THRE VD £3),

X 27 HTITP —" (RA v F) OEREENX, fEE€DOKR—F (F7 44 h® HTTPS F— b
M@13HHS%*%%BXTTJHHHJW%%—A«%®%ﬁ%ﬁ¢:&TTJHHHJ%~
SNIEZEOEREZMI LT, X =27 HTTP —1~EE O T) LET, BF =7 HTTP ¥ —
NI HTTP 11 H—"ofRb v iz, TOERIZISEZET,

TX2T7 HITP 7 947 F (Web 77 7)) OFARKEENL, CiscolOS 77V 7r—3 g VERIC
IWELT, £OT7 7V r—3 3 UBRER L7 HTTPS User Agent V—E 252 E4T L, Jn&d (F0
TV = a i) BT ETY,

Certificate Authority (CA; #8:iE/R) X, ZRARA L THMT 58y N —7 T, ATFEREFEA
FITLET, IO —E L, 2T 2731 2T H5HREFHREXF 2V T 4 F—B X
UREAEOEEZ R L E T, FFED CA b — NI GHRE FFTILET,

BN FATIND & HTTPS H— N1, B & 72 DEFED CA D> H457- X.509v3 DFEAE % 31T
THZET, BXaT7@iers 747 MCEHELET, 77472~ (@%. Web 77 )
WX, ZOFEAEOFRC LI ABREEEZ A L T ET,

X 27 HTTP #ficid, CA DEFHAZHRET DI L 2MHSELET, HTTPS — &2 F 7L
TWBETF /A AT CA DEFEENREESN TRV E P — N3 H B &35 L THER RSA DD
N7 EERLET, BETHRIEL: (HOB4) FHZREY /X2 U 7 0 TIERVWoO T, #
TBITAT 2 MIZTOEHENEHCIEAETHL Z L A2@EM L, 2 —VICERORIN FELE7-
ITHER) 280 ERHY F9, ZORRBIEINT Ry hUV—7 hEReY— (FAMHRE) I
BrH £,

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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SSLHTTP =D R A yFoHxE M

CADEEBEZREL TCWRWE X 27 HTTP i 2 BN LT2E&. D&% 27 HTTP —
N(ERITTZ T4 T2 b)) ICRT 2R E I3k B CBAERENATICER S L ET,

o AA YTFITHRA M E RAL VEANRESNTRWGE, ElREn 2 A B4R R
RLOTYT, A v TFEBEHT L L. ZO—KHRACBLEAETIRDR, FticHLE
AREE (—RRID) AEIY Y TohET,

o ZA YFITHRRA M E RAAL VARRESNTWEEE, AR EN 5 B CELFPEEITKEDN
LD TY, ZOEHEZ, AL v FEHEHLTH, ¥X 27 HTTP — 28 LT
BHOFEETT, FOH, BEEX 27 HTTP HEEi2 AN L& I £ 7,

HOBAEHENER SNZSE. £ O HIE show running-config #i# EXEC =2~ > K CTHNT
EFEYT, BOBAMNAEELZER TS5~ RO (show running-config =~ R) %L LT—
R LET,

Switch# show running-config
Building configuration...

(7% 2 HHIITEM)

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

!

!

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

(7% A FHAITER)

BOBAGEEL, %27 HTTP — 3% E2H2 L T, no crypto pki trustpoint
TP-self-signed-30890755072 7' 0 — )L a7 4 X a b —v gy avy REANT5HZ L CTHIBRT
EET, TO%, BF 2T HITP b= "2HEAMIT D L. BOBAEIEPIHIITERS L
7.

TP self-signed DEAICRKRFRENTWDEIZ, T ADV Y TAFEFICL TR £,

F 7 arda~ R (ip http secure-client-auth) Z{EH 3% &, HITPS — 1027 T4 7 b
SO XS0V FEHELZ TR LET, 7747 bOGRGEE, V= NHHOEIELY bEWEX2 Y
T4 Rt LET,

CA DFEMIC OV TIL, [Cisco 10S Security Configuration Guide] Release 12.2 @ [Configuring
Certification Authority Interoperability] DFEEZZHL T 7ZE WY,

[ oL-13563-01-J
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CipherSuite

CipherSuite (IR 5L T LT Y LB LI OF A D= X b 7T XLEFEE LT, SSL I L
£9, HTTPS — 2T 5 &, 7747 b Web 77 UHiX, ¥R — h*xFGD CipherSuite
DYV ANERLET, TO®BI TAT > M —NF, WHFTHR— F SR TWAHS LT LT
VALTHREZRLDEY A MPLBIRL CRrIv=— M LET, 72& 2iE. Netscape Communicator
476 1%, kEDEF =Y T 1 (RSA ARIFER: 5 MD2, MD5, RC2-CBC, RC4, DES-CBC, B LD
DES-EDE3-CBC) ##AR— kL TWET,

7RG ARIZIE, 128 By RS bR YR — T 52 747 8 77 7% (Microsoft Internet
Explorer /N—7 3 > 5.5 DA & 7213 Netscape Communicator /N—37 3 > 4.76 LAFR72 &) ZMETY,
SSL_RSA_WITH DES CBC_SHA CipherSuite %, 128 b v MFEBALZRE LR WZD, o
CipherSuite K 0 b= U7 4 BMEL 720 £9,

CipherSuite (X, £V EX = U7 BNEL<, BHCRNETR21ZE, DT CT BB LEIC
R0 ET, WIS, AA v FTHR—FEN 5 CipherSuite 3 L OUL—Z OALFLEART GHE) 285
CipherSuite ®7 7 (HWIIH) ZEFRL £,
1. SSL RSA WITH DES CBC SHA — A vt —Y O E(LIZ DES-CBC, BX U A v — # A
P A MZ SHA Zf#i [l L7= RSA O#EZH (RSA 2B =1b)
2. SSL RSA WITH RC4 128 MD5 —RC4 128 B> MMiFEfb, BIURA vE—Y X4 x A M
MD5 % i Fl L7z RSA DO#EAZ R
3. SSL RSA WITH RC4 128 SHA —RC4 128 B> FiEHFAL, BIOA vE—Y A4V A M
SHA % f#i ffl L 7= RSA DO#EASH#
4. SSL RSA WITH 3DES_EDE _CBC_SHA — # v & — Y ®Om;5{kiZ 3DES & DES-EDE3-CBC,
FUORA =Y XA Pz A NI SHA 2] L7- RSA O#A 2 (RSA ZABRAGERE B1k)
(B IOz A N TAITY XL EENEFNEE L THAG D) RSA L, SSL #:#iic
b\fﬁi@iﬁkkotmmmmﬁﬁ HENET, Zhid. CA DEEANRRESNTHDENE D
NI £ A,

X217 HTTP Y—NEXKVI T4 72 FOERE

TITH, KOBEHRRICOWTHH L ET

* SSLDOTFT 7 4V FiRE (p.8-40)

e SSL ORTHROEEFIE (p.8-41)

o CA DIEHAOKRE (p.8-41)

o BXaT HITP — ORE (p.8-42)

o BFaT HITP 7 7472 FORE (p.8-43)

SSLDT 74 FERE

FEHED HTTP Y — N3 A R— T VICRE SN TN ET,
SSLiFA X —T MIZRESNTWVET,

CA DIEBAITREINTHEEA,
HOBEAGEAEITER SN TOEEA,

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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SSL DREHRDFIEEER

SSLEAA v F VT AXZTHEHATHE, SSLEvy v a NI TAX a<v A THRTLEST, 77
AR AN —=DAA  FIIFEAED HTTP TEES B A LN H Y F7,

CA DEHR%
a7 g

CA DEERDETE

ATvFA1
A7y 2

AFvT 3

ATv7 4

&

&
ATy 7

RAFvT 8

AFvT 9

2Fv 7 10

ATFyvT 1

ATy T 12

ATFv7 13

AFv7 14
2Fv 7 15

¥ 3% 27 HTTP #5612

RETDANC, VAT A 7 ay 7B

RESNTWRWE, RERAMICE VEEAENESSET,

(3. CA DM 2 IEAUTEE

SSLHTTP =D R A yFoHxE M

RESNTNDZLEMRLTIES N, 7

ET LD LRI ET, CADERAL BHE

BAGEAELIVEVWEXF T o B3HY 9,
CA DIEBSZRET HITIL. ¥4 EXEC E— R TCROFNEA EITLET,

= Y

iy

configure terminal

Jau—) a7 4 Xal—ary ET—REREBLET,

hostname hostname

AA v FORA ML EEELET (LUHIA R A ZRE L TR
WIBEDHRME) , RAMNITEX 2 U 7 ¢ gL FEAZEICLET
‘g—o

ip domain-name domain-name

AL FDIP RAAL A ERELET (LATIP RAA VA ER
ELTWRWEAEDBMIE) P AL AT EX2 U T  §ELFE
%%L:L‘Z‘g?j—o

crypto key generate rsa

(EE) RSAHORT HAERRLET, RSAEBOT X, AL vF
DOFEAEZ AT T HEICHLETT, RSA##OLT LHBEIAER
SNFET, METHIUL., Zoa~vr FEFEHLTHEEBFART
%\i—aﬁo

crypto ca trustpoint name

CA DEFEARICR—HIVORELZREL T, CAREHAa 7 4
ol —TagryE—FZBEBLET,

enrollment url ur/

AERAEDOZEROEFIHAA v T DO URL ZFEELE T,

enrollment http-proxy /ost-name

port-number

({LE) HTTP 7u % ¥ H— %2R HE LT CA N LitHEEX ATT
XA, v FHHRELET,

crl query url

BT OFEENRDE SN TV RN EHERT 5720
Certlﬁcate Revocation List (CRL; fEFAZELZIY & 1) fg%:kﬁ‘}:) iy
WAL v TFE=HRELET,

primary

(Ei)hﬁ5#CAg* W LTCTIA~Y (FT7x1 1) 5
mELTHHEND ESWTHRELET,

exit

CARHAary 74 F¥al—vary T—FNEKTL, Zu—r
a7 4 X2l —Lary T—RIEYET,

crypto ca authentication name

CA DABEZIG L TCCAZBIEL T, AT v 7 5 THM L
AETERICbDOEFEHLET,

crypto ca enroll name

FBED CA OEFEANSHEAZEZESELET, 20a~r Nt &
RSABBORTIZH LT 1 DOELANY OFFAEZZER L £,

end

¥ME EXEC T— RIZEY £9°,

show crypto ca trustpoints

REZ MR L ET

copy running-config startup-config

(EE) av74Xal—var 77 A VICREEZRIFLET,

no crypto ca trustpoint name 72— 3V 27 4 X a2l —Tgr avy FEMH LT, CA ([CBE
T 59T _TOIDHFRBLOGEHAEZHIBRCE £,

[ oL-13563-01-J
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¥ 27 HTTP Y—/\DEE

FEZAEREOFEL M H T 256, fIOFIEEZHEH L TAA v F O CA BEAZHREL THD,
HTTP Y —_Z BN T HLERH Y £9°, CA DFEEHAZREL TWRWGA, Jzﬂe:LT HTTP
P RERPNAINC LIZRER T, BOBARAENERSINE T, —NERELd &, K
BLOEF 27 HITP Y — "W HICHEHATEA T ay (RNA, @HTI7 78R VAN, RKEE
fid, F3H4A LT TN RY v—) BHRETETET,

a7 HITP = S RET 5I0i, HilE EXEC £ — R CROFIIEET L £,

avwyv kR B#
ZF97 1 show ip http server status (IEE)HTTP % — "D A7 — 4 2 % %57 LT ¥ 27 HTTP #—
INOBRERY 7 h =7 THR—RFINTWENE I AR L
F9, AT, ROTA L DELLNEMIRL T ZEIN,

HTTP secure server capability: Present
or
HTTP secure server capability: Not present

ATwF 2 configure terminal sa—ar 7 F¥al—yar T— REBBLES,
AT 97 3 ip http secure-server HTTPS +— "B F 4 —T N OEE. A X —T M2 LET,
HTTPS —N1F, 774/ F TA X =T /MIRE SN TWVET,
RT w7 4 ip http secure-port port-number ({EE) HTTPS 4 — NI HT 2R — FEESEZIEELET, 57 +
v b DOR— FEE1T 443 TI, 443 F721% 1025 ~ 65535 OFPH T
fBETEET,
RAF7w7 5 ip http secure-ciphersuite (f£7) HTTPS #ift DI 5{LIZfEH 9 % CipherSuite (K517 v
{[3des-ede-cbc-sha] [rcd-128-md5] =1 X“A) ZHRE LE T, FFED CipherSuite Zf5ET 2 HLH M 72
[rc4-128-sha] [des-cbe-sha]} FIUE, =" E 7 T4 7 "3 W03 AR — h % CipherSuite
Txn/i~%¢5;9L&ELi¢o_h#77jwaf
AFw 7 6 ip http secure-client-auth (EE) HITP M — %R E L T, BB OB, D =DIc,

7 ZAT VRO X.509v3 GEHEA R L7, 77¢w%f
. 2947 IR — "G OFEAEEBERTIREICR - T
WETH, —RE7 F7A4 TV FERIEL2WVWE S I/ oTVNE
7

RT7 w7 7 ip http secure-trustpoint name XS509v3 X 2 VT A fEHEORER LY T4 7 hOFEHE
PEEOFEREICE T 5 CA OEHEMREZEELE T,

A

(GF) Zoawr FoOMAE, Mo FIEICHE> T CA OE#ERE
TTICHRELTWD LW I AMHEZEE X THAL TV E
o

RATv 7 8 iphttp path path-name ({£E) HIML 7 7 A L DR_— R L /25 HTTP XA ZREL £7°,

RAE, B—=H AT KT D HTTP Y —3 7 7 A VDG &

BELET (@H., YATL077 vy va AEVERELET),

AT 97 9 iphttp access-class access-list-number (F=FE) HTITP — N~ 7 7 B ZDOHF AT LT 7B U A

FEEELET,

A7 v 7 10 ip http max-connections value (fEE) HTTP — A" ~DRIHEREEREZEE LET, BETEX

HHEPHIT 1~ 16 T, 774/ I 5 T,

Catalyst 2960 R/ Y F Y I F9 7 AV T4 ¥al—Yav (1 E
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SSLHTTP =D R A yFoHxE M

=1C S 3 E]: ]
AT w7 11 ip http timeout-policy idle seconds life | ({1:7) #&EDKI FIZFT 5, HTTP ¥— S~ DOHEGE R K %
seconds requests value BELET,

o idle — T X DOZIENRND, BT — X BREETE eV
B ORKIERH], FEETX 2L 1 ~ 600 2 TT, 774V
MEIE 180 T (3 4),

o life — BEREAHEN. L TV D e KIFR], fEETE 240 1 ~
86400 )¢9 (24 B§fE)., T 7 4 /L MHEIX 180 BT,

* requests — JKHEAY 72 TR S 4L 5 BER O K, KMl
1% 86400 T4, T 7 #/L M1 TY,

XFv 7 12 end

HebE EXEC B— NIZED £9,

AT w7 13 show ip http server secure status X 27 HTTP Y — DO RTF—H 252 F R LT, BELMHRLE
—gﬁo
AT w7 14 copy running-config startup-config FEE) avy 74 Xal—ray 774 NVICREEHRTFELET,

EHED HTTP ¥ — "% T 4 B —7/LIZT BT . noip http server 72—/ S)L 27 4 Fa L — 3

voaw REFERLET, EF%F 27 HITP +— %7 4 E—7 /MIZT 5121, no ip http

secure-server 7 11—/ N)L I 7 4 X2l —v gy avwr REFHLET, T 740 hOREICE

91213 no ip http secure-port 35 &2 TF no ip http secure-ciphersuite 7 2 —/ )L 27 4 Fa L —/ 3

vavy REMEHLES, 7 747 MRREOEMZHIFRT (21X, no ip http secure-client-auth 2/
g—L a7 4 Fal—varyavy REFEHRHLET,

Web 77 U &M L TR ¥ =27 HTTP #ft & sl 2 121%. https://URL # ANJJL£7 (URL I%
IPT7 RLAR, EEY =N AL v FDRA M), 774 /0 b A= FUSHDR— FEFEEL TND
e, URL DB AR — NESLIHETO2LENH Y £, RICHEZRLET,

https://209.165.129:1026

E el

https://host.domain.com:1026

X7 HTTP 2547 FORE

RO HTTP 7 747 v bBI X7 HITP 7 74 7> MIFIZA 2 —7 /L TY, FZEHEOR
FEICIEE X 27 HITP 7 74 7 2 b OFEAZENKLETT, IROTFIETIL, BiOFINET CA OIFHE A
BEAAL v FITHELTCNDZ EZAHRIZLTWVWET, CA OFHEANBRESNTELT, VE—1
D HTTPS Y — "I T4 7 2 bORBIEEZER LIZBE, £ 27 HTTP 7 T4 7 > b ~D T
L £,

¥ o7 HITP 7 A 7> b EEET HI2iE, $5HE EXEC T— R CROFIHZEITL £ 7,

a<vwv kR B

AT797 1 configure terminal PHe L AT 4K Ly T FERE L £

AFw7 2 ip http client secure-trustpoint name EE) VE—FOHTTP 4 — "7 S 47 v NREEAER L=

BIHEMT D, CADEHEAZHEELET, 20~ FOMH
i, BTOFIMEZMEH L T CA DEEAZ T TITHEL TVDH LW
IR EHEA TR L TWET, 7747 I\WWE#M%f&b\
e, 723774~ U OEHEAP T TICRE SN TN DS5E 1.
Zoavy MIHMERETY,
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W SSLHTTP O1=-bD XA v FOEE

ATFvT 3

2Tv7 4
&

ARTvF 6

avU kR

BiY

ip http client secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbc-sha]}

(ff-&) HTTPS ##i D 5k 9% CipherSuite (B 51k7 /L
=) X‘A) EELET, BFED CipherSuite Z 5T 2 HH N2
JIUZ =7 T4 7 2 MR E RV AR — 2 CipherSuite
TRAVE—FTDHEIICEHELET, 2R T 74/ R TT,

end

HebE EXEC B— NIZED £9°,

show ip http client secure status

¥ 27 HITP ' —"DAT — X A% F R LT, REZHERLE
TO

copy running-config startup-config

() av 74 Fal—vary 77 A NVICREEZREFELET,

75477%@%ﬁﬁ®
HALET, 7747 b

K E Z HIBRT 51Z1Z. no ip http client secure-trustpoint name =~ > K%
W2 TIZERE STV % CipherSuite {8k A HIBR T2 1Z1E. no ip http client

secure-ciphersuite =~ > F&ZHH L E 7,

X127 HTTP H—N\BELVISFAT7UFDRAT—R2ADERT

8-44

SSLtF =27 =BT IFTA TV MDRAT—H RABFRT DT, £ 831

EXEC 2~ R&EEAHL 7,

% 8-3

CRLE ST Rk

SSL X a7 Y—NELUVI M7 FDRT—E2RERTTHATUF

avv kR

=]

show ip http client secure status

X T HITP Z 9A TV FORELXF R LET,

show ip http server secure status

¥ o7 HTTP — OB EXF R LET,

show running-config

o7 HTTP #5712k L CAER SN HEBAEHEL R
l_/gz‘a‘o
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OL-13563-01-J |



| £8F RAYF R—RBREDRE

SCP O1=bDAA vFnEE M

SCP Df=ODRA v FDEETE

Secure Copy Protocol (SCP) BEREIX. A A Y FORERLA A —Y T 7 A NDa—|ZkF 27 4HR
AET Az R L 97, SCPIZIE SSH W ETH (Berkeley @ r-tool IZfRDOLEHF 2 U T 4 DEWNT
TV r—varkBl0tr e hartd),

SSH ZEifE S 512id, AA v FIZ RSA DR & EFEO T BMLETT, ZHLE SSH 2842
72 SCP HRIFR T, tF a7 Rk RBLSE 51T, TNEORD T NLETT,

F 72, SSH IZiE AAA FERER MDD MYNIHRET HITIEL, SCP I AAA FERENHLEIT/RY
i‘ﬁ—o

o SCP A X —TNICTBHHENI. AA v F D SSH, FBiE, #F. BLOTH YT 4 v 7 %2EY)
(\—E&hfﬁﬂbf< fiéb\o
e SCPIISSH #fEHA L TEF a7 REREEFEITT H720, /L—FZIZIL RSA O T DN MLETY,

N
GE)  SCP T 244, at— axr NIRRT — 2 ANTHZLI3TEEHA, o7 IR
RSN =z, ANTHRLERDY 9,
Secure Copy |ZB89 515k

Secure Copy H¥REZ X ET 21213, ROMERZFRT 5 MNERH Y £,

SCP (F—3# D Berkeley @ t-tools IZEDWTEF SN TV D12, EOEIENAIL, SCP 7% SSH @
X 2 U T RS LT B s & ERIT X, Remote Copy Protocol (RCP; V E— k 22— 7’1 f a)L)
EHRILTWET, F7-. SCP OREITIE AAA DFF A b MERT- 6, —F T —HRIE LW
RNV EZRAG LT DDERT HLERH Y ET,

ﬁ@miﬁﬂ%&ﬁ%ﬂ\ Z—H%, SCP %{#i fl L T Cisco IOS File System (IFS) D7 7 A L% AA v
I (FEAAL v F»ns) BRICaE—T&ETd, a—lid copy 2~ REMEHLET, F
7‘_\ A SN TWDIEHEEL ZOEEEZ Y~ AT =2 a Vb FEITTE LT,

SCP DFXE R L UMRREFEDOFERMIL, R URL IZ7 7 A LT, Cisco I0S Release 12.2 @ [Cisco
10S New Features] 7% [Secure Copy Protocol| DFEESML T ZE W,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a0080087b18.html

[ oL-13563-01-J
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