GE)

VARATL AyE—D AFx VT DETE

ZOETIE, Catalyst 2960 AA v FILVAT A Ave—2 aX 7 ERET D HIBEICOVTHHLE
R

ZORETHERT L3~ RO L OMEHFIEOFMIIC WL, [Cisco I0S Configuration
Fundamentals Command Reference, Release 12.2] %#ZM L T E &, Zhilix, Cisco.com DF—
L~— (Documentation > Cisco IOS Software > 12.2 Mainline > Command References) 757
72 AFRETT,

ZOBETHATINEZ, ROEEBY TT,

o [VZF A Avtk—y nXr OME] (P27-1)
o [P AF N Ayk—Y X VORE] (P27-2)
o Ta¥rrREDFRR] (P27-14)

GE)

wmL—hTaryy—n~0ryt—YxiEEkd o5&, CPUDHARNES 2D A v FOBEEIZ
B BEGEZDWEERH Y £7,

Avt— OXLHFDOME

AL Y FIFT 74NV R T, VAT A A yE—VE X debug Fi#E EXEC 2~ > Folhzax s 7
O AZEELET, vX 7 TevRiEe s Ave—UEKml REISLT, v s Ny 77,
A AR, UNIX Syslog — 372 &) ICEET AU EZHBELET, aXr 7y ek RiE, av/—
MTbAvE—DRFELET,

Syslog 7 4+ —~ > K~ 4.3 Berkeley Standard Distribution (BSD) UNIX & H#PERH 0 £7,

OX S e ARNT L E—TADOBEE, AvE—UiFEarV—MICOREEENNET, AvE—Y
ITERBHIERESIND 2D, AvE—VBLOT ANy ZTHAhciE7T a7 Moo a~< > Ko hvE|
NIABFET, Avb—URNar Y —)LIFRENDIZDIE, Avbe—Va4ARLET a2 ARKT LT
5T,

AvE—VOEKEEZHZREL T, v Y= VBILOEBRICEREINDIA v E—VOX A TE2HIHTE
FT, BT Ave—VICFA L RF T ERELTY, Syslog HEL7 RLAEZFRELZD LT, U
TIVHEALDT Ny THEEER L OEHEL (b CExE T, ERINDIA vE—TIZOVTIE, 2DV
V=2 KT DV AT A A= A REZRLTLLZE,

| OL-8603-04-J

Catalyst 2960 RA v F Y7 k7 av2«4¥al—av i4F



FATE LRTFLAYyE—D AFXVIOBRE |

|
\

ATFL AyvE—L AXVTDERE

HMEINTEZVAT L Ay ®—VIZT 78 RAT5120E, A4y FDCLI (a~r R4 A F—T =
AR) BEHT D, IELLEEINE Syslog — NIV AT A AvE—VEREFELET, A vF
Y7 b7 =T 1% Syslog A v =Y H2NERAS Yy 7 7 ITIRELET,

VAT A AvE—VEVE— N TE=XTHITE, Syslog = ETr 7 ERRFT L0, F0T
Telnet HHWFa > VY — L R— MEHTAAS v FRZTI7EBALET,

SARTL AytE— AX VT DERE
I T ROREFHRICOVWTHHALET,
e VAT BT AvE—VDT7 44—~ | (P27-2)
o VAT A AvE—U XL I7OT 74V NEE] (P27-3)
s Ayt —vuXrr0TFtv—70k) (P27-4) (HEE)
o [ Ay —VFRHIET NS ADHE] (P27-5) (ER)
o 7 XvtE—UoRE (P27-6) (EE)
o BT Ryt—VDHAL AL LT DAF—T VLB LT 4 £—7 014k (P27-7) (1)
e BV A=Y= AFZDOA X =T MMEBLOT 4 =74k (P27-8) ((EE)
o XAyt —VEHRENER (P27-8) (EE)
o [EET—7 8L SNMP 121/ & D Syslog A »E—YOHIR] (P.27-10) ((RE)
o [BEEE N —DAX—T Nk (P27-11) (TE)
« [UNIX Syslog — 0s%& | (P.27-12) ({£&)

DARTFL AT AytE—PD 74—y k

VATFA Y AvE—IFRK80 XFEN—k L MRS (%), BLOFORNIERBEINS S ST 3
VDYl VAR TS A L AZTHER (RESNTWDAEHA) THEHRINLTWET, AvkE—v
T, WO 77—~ hTERINET,

seq no:timestamp: %facility-severity-MNEMONIC:description
N—F v FNFLBDRIO A v —8471%, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 7213 service
timestamps log uptime 72—/ N)L a7 4 Xal—Tay avy ROREIZL-TEDLY 97,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
m. 0L-8603-04-J |



| $27E LRTFALAFAvE—S OXUJORE

YRFL Ayb— axvdone B

7 27-112, Syslog A v E—VOHEEZEZRLET,

= 271 SRTFL O Ayt—CDER
EXR HL
seq no: service sequence-numbers 70— Nl 22T 4 X al—T a3y avy RRFESNTHDHHA

2, vl A== U AFEEAX LT LET,

FEHNZHOWTIE, 87 Avbt—VDY— v ARZOA X —T B I OT 4 E—7 11k
(P27-8) =&ML T Z&EV,

timestamp D7 +—~ > | A v E—TUFETITA X MO HFETT, service timestamps log [datetime | log] 7' =7 —/ 3L =2

ko T4F¥al—vary avy RRREIN TV LIHAEET, ZoF@RFrEnET,

mm/dd hh:mm:ss EEMICHOWNWTIT, B AyvtE—DF AL ZAZ L TOAL RX—T B IOTF 1 B—7 11k

F7 1% (P27-7) &=L T EEW,

hh:mm:ss (FERFRD)

EJAES

dh (EWrf)

Jacility AvE—URBRT L7774 (SNMP, SYS 72L) TF, #FR—rEND 772V T 4D
—BIZOWTIE, % 27-4 (P27-13) 2L T EE0,

severity A=V OBEKEEZRT0~TO 1Hfioa— RTT, BEREOFEMICOVTIE, £ 273
(P.27-9) ML T 7ZEW,

MNEMONIC Ay —VEBIIRTT XA AN UTTT,

description LAR—FINTNEAXRY NOFEMERTTHFA N A MY 7 TT,

WIZ, AL v F VAT A Avb—VD—¥ErLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernet(0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

VRATL AytE—0 OXITDTIHIL FEEE

#2721, VAT A A= aX U IOT 74NV MREETLET,

% 27-2 DRATA FAyE—D AXIITDOT I+ MRE

HERE T4 LERE

ALY AANDYVAT A A=Y ax S A R—T )

o — )L DERE debugging (I L UEEAIIZ L D RV L,
# 27-3 (P27-9) #&W)

ay 77 ALVRE T ANBDEERL

ay Ny 7y A X 4096 /N1 b

o J g4 X 1 AvE—v

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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FATE LRFLAyE—T AFVITOBRE |

Iyt —

ATy71
27972
7973
A7y7 4

ATy75

T oXyJUnME

% 27-2 DRTLAvE—S AXVITDTIAILMRE HES)

BERE T4 NEEE

B AL ABRT Fae—7n

EE =S TA4E=T

ny = TAE—T N

Syslog #—/"®D IP 7 KL A RARE

e R F A4 —T

P—=N T Ty Local7 (& 27-4 (P.27-13) %#&MR)

P— RO EKE informational (3 X OHUEIIZ & D KV L~UL,
*& 27-3 (P.27-9) #&H)

oaxXoInTa«t—ILE

Av— aX T ET T H N ETA F—TVICHESINTOET, a3 =P ONT D5
T A v B —VERETIERIT, AvE—Y aX o 724 X—T VT HUERHY £, A v
=Y X IR F—TNOEE, vl Ayve—TRErX S e RACE EINET, uaX s
Fat A, AvE—UEAERT e R ERIB LW CIEEREFNICRELET,

Aoy —v uX T ET 4 —TNMIT DT, B EXEC E— FTROFIEEZETLET, ZOF
JEFAEE T,

avUF iy

configure terminal Ja—sL arZ 4 Xal—yvar T— Rl LET,

no logging console AvE—U aX o ThT 4 =TV LET,

end ¥iME EXEC E— FICHED £,

show running-config HEEMERLET,

EJ

show logging

copy running-config startup-config EE) av74Fal—yay 77 A NVICERERHRELET,

nX s TuvRAET AE—TNITERLE, AvE—URar Y —AIIEERAENREIETTrERT
@ﬁﬁﬁ%ﬁ%fé%%ﬁ%étb\X%/%@@@%Vﬂﬁ?? k#%@if ¥y 7n
BANRT 4 B—TNVDOHE, A vE—VIFERETCIC EFIXa~y FHAICEVATLET) ar
Y VIZETRENET,

logging synchronous 72—/ Nl 2> 7 Xal—Tal avwr Ry, aryV—~DAvE—UFK
TRICEBLET, Z0avry ReEAX—7WIT 5 &, Return S RITNIEA v E—VURERRSH
FH A, FFZONTIE, 27 XA vE—UoREE] (P27-6) 25 LT EEWN,

Ayb—=U aX T E2T AT NI LTEh LITHOA R—7 T 5121, logging on 7 m— 3L
Ay 74 Xal—vary avy R LET,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| $27E LRTFALAFAvE—S OXUJORE

YRFL Ayb— axvdone B

A E—URREBET /N ADEKTE

AvtE— B X TN RZ—TNVOEE, 2 — AT TRIUGEEOEFTICH A vE— V5 EET
EFET, Avb—VOZELFHERET S, B EXEC E— N TRkOa~v> Fad 1 > 721365
FERLEY, ZoOFIEIEETT,

avvUFk E[:y
27971  configure terminal Jua—rL ar 7 4 ¥alb—vary B— REBEEBLET,
A7972  logging buffered [size] AL v FONENY 7 7IZA v —V2uX 7 LET, HETE 54

PHIZ 4096 ~ 2147483647 /N4 F T, T 74/ bDNNy 77 A XL
4096 /A KT,

ALy FIEENEETDE, 7T va AT VIREL T RITH
X, vy ZrANMEIRbILET, AT v T4 ESRLTITEIN,

GE) No 77 PARXERZITEDLMICHRELRNTLLEI VN, o
ERIHEHTOIAETYDRRETHIERHVET, A v T EOD
ex7utyt AEY ZERKRT HITIE. show memory Fri#
EXEC a~> R LET, 2L, RINAEIIMEHTE
DEKMETHHIZO, Ny 77 A X% ZOEIZHEE L2 T

<TE&EW,
27973  logging host UNIX Syslog —/N RA M A vEe—VEFFELET,
host \Z1%, Syslog ¥ —NE L THMAT 2R A FOATTEZIZIP T R
2AEBELET,

s Avt—VE%ZET D Syslog F—"D Y A NEERT DL, Z
Davwy REBHEIADLET,

Syslog ¥ — DO E FNEIZ DWW TIE, TUNIX Syslog —/ SO E |
(P27-12) #ZML T ZaWy,

27974  logging file flash:filename 752 AREVND T 7 ANMIa S Ayt —V% R ELET,
[max-ﬁle-szze [min-file-size]] o filename \ZIE, BT AvE—VOT A NGEATILET,
[severity-level-number | type]

o (EE) max-file-size \Z1X, 07 77 A NVDOERY A XEH{ELE
9, FEE T HHIFAIL 4096 ~ 2147483647 T3, 7 7 4 /L Mi&
4096 /X1 KT,

o (TE) minfile-size \Z1%, v 7 77 A NDE/NY A XEHELE
T, fHETX 2L 1024 ~ 2147483647 TF, 7 7 +/V MiZ
2048 /A R T,

o (fEE) severity-level-number | type \Z1%, R¥X v 7 OBEKEE I
aX s AT EBELET, BEREICEETEZ26MIZ0~T7T
T BX T AT F—U— RO—EZONTE, #F 27-3
(P27-9) #BHL T LI, T7ANVRTHE, 71397 X vk—
D, BIOBEMICEVENL LD X =R a s 77 AL

EEINET,
A7975 end it EXEC E— FIZ&ED £9°,
A7976 terminal monitor HEOE vy arfic, aryy—LUNOIERIZA v — 2308 L E

‘é—O
IARNTA—FREIAY L IR =D NVICRESN, By aroiT
BB AR ET, FRAvS A b= UERRTIEAE, By a
VILILIDRAT v T EFATTBNER DY T,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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W S xFLAvE—Y aX TOBRE

o>k B
A7977 show running-config REXHERLET,

A7978 copy running-config startup-config EE) v 74 FXalb—vay 774 VICREEZHREFELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URNK
Ny Z7llabt—ashEdT, BEREAY 77 ROT, Ny T77R3—MHIZRde, WAy E—U0F LN
AybE—UTEZEIONET, Ny T 7ICRERINTA vy E—VERRT 51T, show logging Fr
MEXEC a~r FEMEMLET, Ny 77NORSHTWA Yy E—UREIICRRENET, Ny 77
ORFEE 27 V7T 5I2i%, clear logging ## EXEC a2~ R&EFEA L £,

A= A~OBaX T ET 48— 7 VICT HIZIE, no logging console 72— 3L 2T ¢ Fa L —
var aw yREFERLES, 77 A0~DORXL V52T 4B —T 02T 51213, no logging file
[severity-level-number | type] 72— 5V a7 4 Fal—vay av s FEERALET,

04y A vte—CnREEAE

BEED 3 Y — b R — MEFEE 72 I3RS R BRI LT, JEREFER A v & — % LU debug F7HE
EXEC a~ > FOHNWERGEHRT AA ADOHNBLOT ey 7 M EeRMESEL N TEET, &
KEZSCTCHERPICHNEND A v =0 F A4 TEFEETEET, £/, WROFERMA v -
DHIBRSNDETRIFL TRy 7 7 ORKEERETHZEHTEET,

HEEEFHRA v E—TYEBLWdebug a2~ FHOORBa X2 7B X—T NVOEE, EIEFHRT A

A AN Y = NCERETITAIR S e Lo, FEEEFERT A 206 OB I3 FRE 72 I13H)
MlEET, FEREGEHRA v E—TFB L0 debug :!?/]\O)Hjj] X, == ATAT e 7 IR E

Nieb iz, ary—NcErEnETd, LEBN-> T, EXEEFHFRA v -V LWdebug =2~ F

DI, 3é1nuﬁ;k7/\/r7\tujj*3i0\7 oy NMIEIVIAENDZ EIEHD FH A, FEIEFFERA »
T=UNRERENEZH LT, Y= NiFa—Y Fu T M EHFRRLET,

FIHio X 7 2R ET DL, $# EXEC T— R TROFIEZETLET, ZOFIEIEETT,

= S iy
27971  configure terminal Ja—)L arZ 4 FXal—rary = RFERBLET,
A7972 line [console | vty] line-number Ay E—CORMe X AT L oIc, BRERELET,

[ending-line-number] o AAvFDary—)R— L TITONDREICIE,

console X — VU — RZ{HEH L F7,
e [AMinXL VA F—TNMIT D vty FRERET HI121X
line vty line-number 2~ R&ZMHEH L £ 7, Telnet ¥ v a

%: LTITON DREITIE, vty Sz L £, BES
(ZHRE T E DHPHIL 0~ 15 TY,

16 fH D vty BIFROFREEZ TN T—EICEE T DT, ROKIITA
HLET,

line vty 0 15

Fo, BEOHERICHERASIN TS 1 20 vty [BIBROR i‘%’ﬁﬁff
HZEHTEET, HEZIE, vy BB 2 OREEELET BHIC
WDEHSICATILET,

line vty 2

Zoavw s REANNTRE, IS4y arT 4 Fal— gy T—
Kz £4,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| $27E LRTFALAFAvE—S OXUJORE
Y2F4L Ave—Y nxvione B
avwvFk B
27973 logging synchronous [level [severity-level | | 2 v & — ORI XL V5 A4 F—T 2 LET,

ATy7 4
AT975
ATv7 6

all] | limit number-of-buffers]

o ({EE) level severity-level 1213, A v —YOEKEEZIEE L
F3, BERENZOMELUETHS A vE—0%, EFEBICHN
SNET, HERNSWIEEEREFRE S, ERARSWIFLE
KEZNSLRVES, 7740 ME2 T,

o (EE) levelall ZIFET D &, EREICEFERL, 7XTD
A=V SN ET,

o (YEE) limit number-of-buffers (21, ¥ = —A > 7 EbimE
DRy 77 BEB/ELET, ZNE2BAIH LA vy E—VIF
BEFEINFE T, IBETE HHIPHIL 0 ~ 2147483647 T9, T
7 4V ME 20 TT,

end F##E EXEC £— FIZERED £,
show running-config REXMERLET,
copy running-config startup-config UEE) av 74 F¥alb—vary 77 A NVICEREGRTFLET,

FEREFHRA v E—VBLOT ANy VHIORME T « B—7 /0123 %121%. no logging synchronous
[level severity-level | all] [limit number-of-buffers]| 7 4~ 27 4 ¥ ab—rar a~v s R LE

ﬁ—o

AT A vtE—CD8AL R TOA R—TIVIEEEIUT 1 E—TILIE

FTI7FNVETHE, vF Ao —ICF XA L AX L TREHINNEY A,
07 Ayb—VDHA L AT T A 3 =TT DL, K5 EXEC T— R TROFIEZ FEITLF

o ZOFIHETEETT,

avwvFk B
A7971  configure terminal Ja—rN) ar7 4 X¥al—vary T— FEBEBLET,
A7972 service timestamps log uptime QI DHEA AR T e X —T M LET,
EelEe BHOa<vy REFETTLHERT AyE—VDFA L AKX
service timestamps log datetime [msec] [localtime] :/7 7 {Z‘j7 MIRY VAT DEFED LT b & Off
[show-timezone] HRFEARR S ET,
2EDOAT REFATTLHE, BT AvE—VDH A L
AL T INAF =T IR T, BIRLA T v a i
JSU T, B—h ) B AN Y — o Z AL U A, B
(RUB), ZAL =0 BEIA L AL T ELTERRT
TET,
27973 end i EXEC E— RIZREV £7,
27974 show running-config ;AR LET,
A7975 copy running-config startup-config ER) av 74 FXalb—vay 77 A NVIHREERTFLE
7
TRy T Ay—=bual AvbE—VOmMIDEA L AR T 2T 4 =TT HIZIE, no
service timestamps 7 0 — )L a2 7 4 Xal—v a3y avwr REERALET,
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
| OL-8603-04-J .m
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T oXyJUnME

KIZ, service timestamps log datetime 72— 3L 2> 7 4 Fal— 3y avy ReAf Rx—T/IC
Lt on V7 RRO—HERLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

RIZ, service timestamps log uptime 72— 3L a7 X al—v gy avy ReEf F—7 ML
TeHeou VRRO—HMERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

O AvyE—SDo—45 2 RBEBDA R—TIEBELUT s E—TILIE

ATy71
A7972
A7Y73
ATy7 4
27975

BHoal Ay —VDFA L AR TIRREICICRDZZENHLTD. 1 DDA vEv—U% EREICH
BTEDLLHIIT, AvE—VIZv—F  AEFERRTEET, 774V FTIE, v AvE—IC
U= U ABFIEIRRINERTA,

07 Ayv—VDY—r U AFKGEA =TT DL, FitE EXEC £— R TROFIEZFEITLF
T, ZOFIEIIEETT,

avwyk By

configure terminal Ja— )L ary 4 Xal—rvary T—ReBBLET,

service sequence-numbers V= U AE T A R =TI LET,

end Kb EXEC E— FICHED £,

show running-config RELMRLET,

copy running-config startup-config EE) a7 4F¥a2lb—ray 774 VICKREEZIRIFEL
7

V=l VAR T ET 48— 7T HIZIE, no service sequence-numbers 7 2 —/3)L 2T F o
L—vay avwy ReALET,

WIZ, =V ABEEA R —T NI LEEBAEOuX o IR RO—EE TR LET,

000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

Ayt—CBEXEDES

BIRNLTET NS RAZEREINDA v =V %HIRTHI2E, AvE—VOERELZHRELET
(3 27-32R),

AvE—VOBRKELZERT DT, B EXEC £ — FTROFIRZFETLET, ZOFIHIIEET
R

avwU R ]3]
27971  configure terminal Jua—r)Lar 74 ¥al—ay T— FEBEBLEST,
A7972 logging console [evel Y VIR ENA A v E— R EIRLET,

TITANNT, A= VEIT NNy T Av—y BIOKEMIZ X
DIRWL LD A v E—U%ZELET (K 27-3 (P27-9) 25M]),

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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VATL FAy—

T OXVIDRE

YRFL Ayb— axvdone B

avwv kR B
27973 logging monitor [evel WRERRICFESR S ND A v =V &R L E T,
T 74N NT, WRIET ANy 7 A vt—Y BIOEKENIC XD KRN
LRLVDA =T EZELET (F 27-3 (P27-9) 2&H),
A7974  logging trap level Syslog — NIZiEfkEN s A v —VEHIBLET,
77 4/ b T, Syslog = NFHI A v =T BILUOBERIZ LY
TNL_LDA -V EZELET (F 27-3 (P.27-9) 2&H),
Syslog #— 3O ETFIAIZ OV Cik, TUNIX Syslog ¥ — /3D E
(P.27-12) 2ZMLTLEE VY,
A7975  end HiHE EXEC £— RICRED £,
A7976 show running-config AR LET,
Ees
show logging
A7977 copy running-config startup-config (BB avr74X¥al—vary 77 A NVICEREEZRELET,
S
GE) level #ETDHE, ZOL_XADRA v E—Y BILOBENICE VRN LNV R v E—UR5E5EIC
FKRINET,
AUV =N A~DORF T ET =TT DI, no logging console ' m— L T ¢ F o L—
varyavry REERLET, 2y Y=L PADER~NOB X T 2T 4 =TT DI, no
logging monitor ' 0 —/ )L a7 4 X2l —v gy awy REHHALET, Syslog —~Da ¥
VT ET 4 =TT HITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,
#& 2731 level ¥— VU —RFZRLET, £/, 57T 5 UNIX Syslog £ 4, EREORHEWH D
MBJEIZ R LET,
= 27-3 A2ye—2 axy Y level ¥—7—F
level ¥—7— LARL B Syslog &%
emergencies 0 VAT NINANEETE LOG_EMERG
alerts 1 72 72 B IR HIL S L B 2k e LOG_ALERT
critical 2 5 YT 4 BT RE LOG_CRIT
errors 3 5 — LOG_ERR
warnings 4 ik LOG_WARNING
notifications 5 EFEENEE 2T 500 LOG _NOTICE
informational 6 WA vE—Y LOG_INFO
debugging 7 FNRNy T Avtb— LOG_DEBUG
VIR =TE, ZNUSND 40D HTITVDOA vy —VEERLET,
. P =T EFEAN— FY =7 OBREEICET 27— A vk— : warnings ~ emergencies
@Ejﬁffﬁiﬂ“éﬂiﬂ”o IDHATDAyE—VE, A v TFORRBICEERHDLZ LERLE
T, ZORMENPDLOEIEFIRIZONTIE, 2OV Y —RZHETHIAT A AytE—Y HAFK
L TLIZEN,
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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e debug =~ RO/ : debugging DEKETEFLINET, BE. T v/ avr i
Technical Assistance Center (TAC) TOARFEH S E T,

o AUHA—T A ADT v TERFETL TV Var AvE—VUBIOV AT AHEE A v
*—7 : notifications DEKETERENET, ZORX v E—VFHEALBERTHY, A v FD
KEREICIZ BN H Y £H A,

BET—7ILELTY SNMP [2E{E SN 5 Syslog * v tE— DHIE

snmp-server enable trap 72—/ Nl 227 4 ¥ a2 b— 3 a~vr &M LT, SNMP Network
Management Station (NMS; x> bV — 27 FHRAT — 3 ) IZEEEND X HIZ Syslog A vtE—
NI Y TPA R =T NVCRESN TV DHEIE. A v TFORET =T VITEEBIOKEHENLD A Y
t—VOEKEEZERTEXET, £/o, BET T VICENEIND A v E—VOKEEETLIZ LT
EET,

SNMP k7 v 1336 ~DRIZERRIE S LTV RN D, A v — VBT — 7 IS E 3,
T 7 4V b TIiX, Syslog b7 v 7HBA X —T N ThRVWES S, EAED warnings D A v&— BX
CHAEMIZ LD IR A v — (R 27-3 (P27-9) &) 2N, BET—7 W2 1 DSBS ILET,

BEREBLOBET -7V A4 XOTF 71/ MEZERT HI121E, i EXEC £— FTROFIEAE E
TLET, ZOFIEIIEETT,

= S B&
27971  configure terminal Ja—L Ay 7 4 X¥al—ay T REREBLET,
A7972  logging history level' JBIE 7 7 A ATK M S FL, SNMP H— 23515 S Syslog A v —v

DT 7NV NOERKELZEFTLET,

level ¥—TU— KD U A MIHOWTIE, £ 27-3 (P27-9) 2ZRL T2
éb\o

7 7 4V hTi%, warnings, errors, critical, alerts, X
emergencies D A v — U NEF I ET,

27973 logging history size number JBIET — T WK TE B Syslog A v E—VHERELET,
TI7ANBETIET DORXA v E—URBHESNET, FBETE 2HPMHIX 0 ~
500 T,

A7974  end ¥HE EXEC E— RIZREY £,

A7975 show running-config SE A e L £,

A7976 copy running-config startup-config | (L&) =L 74 Fal—Tar T A NMICERERREFELET,

1. # 27312, level ¥—U— FBLOEKEZRLET, SNMP 2H L TOWA5EA1T, EREOMEN 1 2 x4, & 2,
emergencies 1% 0 TIX72< 112, critical 1% 2 TiE7e< 31220 £,

BRET —7 VB0 o004 (logging history size 70—/ 27 4 Fal—y gy avy RT
HELERKA v E—Y = UVEMRBEMENTVEEA) I, SiLnAyE—Y 2 MY 2T
EH L0 RbEVWZ MU RT =T ANLHIBRSET,

Syslog A v —=YDOuF¥ o 7 %T 740 FOEKEICETIZIE, no logging history 7 m— 3L 2
Ta4F¥alb—varavryFeALES, BET—7AHNOA Yy —V8aT 7 40 MEIZRETIC
i%. no logging history size 71— /3)L a7 4 Fal—ay avr REFEHLET,
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SRATA A yE— AX T ORE

YRFL Ayb— axvdone B

BEEEAH—DA r—T L

CLI (2~ RIA L A B =Tz AR) TSR ELEREZ N T X I T HDITRER T —% A
X =TT H T EMTEET, logging enable HELAEr H— a7 4 Falb—vay avy Rz
ANTBHE, BRELTRICAN SRy ay, a—FBIPa~vr FReJiciEanE 4, &€
a7 OHAXE1~1000 = U OMTRETDHZENTEET (F 74/ ML 100), no logging

enable =~ RD#%|Z logging enable =~ > REZ AL TrF¥ o 7 a2T 4 =7 /M L THUA 11—
THCTHILET, WOTHbRZ %27 VT T5ZLNTEET,

show archive log config {all | number [end-number] | user username [session number| number

[end-number] | statistics} [provisioning] %4 EXEC 2~ K&#H L T, #FEu /2R EI3REL
TeRFGA—=FDou 2R RLET,

TIFNV I TCREQOX U IET 4 =T N> TWET,

a< 2 ROFEMIZOWTIX, D URL IZH 5 [Cisco 10S Configuration Fundamentals and Network
Management Command Reference, Release 12.3 T] #Z LT 7E &0,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference chapter0918
6a00801a8086.html#wp1114989

WECX T A X—TNMIT BT, FHE EXEC E— R TROTFIEEZFITLET,

avvFk B
A7971  configure terminal Jua—) ar7 4 X¥al—vary T— RFERBELET,
A7972 archive T—HAATar74¥alb—ary T— FelBLET,
AT973  log config REEFOH— av T4 Fal—var T— ReBKBLET
27974  logging enable BELFERXL I h A F—T M LET,
A7975 logging size entries EE) RER I CTERETLI = NI ERERELET, FHETE HHMA
¥ 1~ 1000 T9, 774/ I 100 TI,
GE) BREwIZDBNo3Wchd e, Hiflor PIBATEND =W
Whbobkbivne s = MY BHIBRENE T,
A7976 end 5 EXEC E— RIZR D £,
A7977  show archive log config BERSERRTH LTIy MY AR LET,
WIZ, RELERH—%AX—7 ML T, v 7O b UEK%E 500 ICRET L6 2R LET,
Switch (config)# archive
Switch (config-archive)# log config
Switch (config-archive-log-cfg)# logging enable
Switch (config-archive-log-cfg)# logging size 500
Switch (config-archive-log-cfg) # end
RER 7 OWNFNTRD LY TT,
Switch# show archive log config all
idx sess user@line Logged command
38 11 unknown user@vty3 Ino aaa authorization config-commands
39 12 unknown user@vty3 Ino aaa authorization network default group radius
40 12 unknown user@vty3 Ino aaa accounting dotlx default start-stop group
radius
41 13 unknown user@vty3 Ino aaa accounting system default
42 14 temi@vty4 |interface GigabitEthernet4/0/1
43 14 temi@vty4 | switchport mode trunk
44 14 temi@vty4 | exit
45 16 temi@vty5 |interface FastEthernet5/0/1
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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FATE LRTFLAYyE—D AFXVIOBRE |

|
\

ATFL AyvE—L AXVTDERE

46 16 temi@vty5 | switchport mode trunk
47 16 temi@vty5 | exit

UNIX Syslog H—/\DxX5E
WIZ, UNIX =0 Syslog 7—EF VAR EL, UNIX VAT L 0¥ 7 772 VT 4 2ERTLHF
NEWZSWTRHBILE T,

UNIX Syslog T—E>~DOY A yt—

VAT A vl A vE—T% UNIX Syslog % —/MIZk(E9 5 #0IC, UNIX $—/3 LT Syslog 7 —% >
ERETLMLENDHY £, ZOFIEIEETT,

root LL TR AL, RODAT v T HETLET,

(GE) H&HiN—Y 3 > @ UNIX Syslog 7—E>OHIZIE, T 74V TRy hU—27 15O Syslog 7347 > b
EZFANBZNEORHY ET, ZOLIBRVAT LADOREEIT, Syslog A vE—YDUE—F X
T A F—TNWICT HIZIE, Syslog 2~ K T4 NGBMEIFHEIRT 2MERSH D47 > 3 v,
UNIX @ man syslogd =~ > RZEH L CTHBILET,

AT9F 1 Jete/syslog.conf 7 7 A VTR D L 5 7efT% 1 4TiBIML £,
local7.debug /usr/adm/logs/(ﬁSCCLlOg

local? ¥—VU— KX, FlHT2u0X 7 77 UT 0 2BELET, 77 VU T 1 OFEMIZ OV T,
# 27-4 (P27-13) #BW L TLZ &V, debug ¥ —7— RiZ, Syslog DEREZIEEL £, ERE
DOFMICONTIX, £ 27-3 (P.27-9) 2L T EEV, Syslog 7—F %k, Zhl EOoEKED
LA, WOT7 4 — )V R THESNEZTZ 7ANVIZA vy E—VEFEEFELET, TO7 74 /1iF, Syslog
T—ENCEZIALMERIH DBEF T 7 A L TRITIE R /A,

AFwF 2 UNIX v/t 7uar7 MIKROa<wy REANLT, vF 77 A NVEERLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AFvF 3 Syslog TF—FUICH LR ELE B ST LT,
$ kill -HUP ‘cat /etc/syslog.pid’

FEANC DWW TR, DA @ UNIX & 27 A man syslog.conf 35 0" man syslogd =~ > REZ&H L
TLIZEW,

UNIX RFLAFXVT 7790 714 OFE

VAT A BT AyE—UERNBT AL ATEETLHEIEL A vyE—U% UNIX Syslog 77 >V 7 4
MOEFEEINTEAYE—VELTHETDILICVATLAERECTEET,
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SRATA A yE— AX T ORE

YRFL Ayb— axvdone B

UNIX VAT L 773 VT 4 Avte—y aX U 7 E2%ETHITE, #H# EXEC £— FTROFIEL E
TLEY, ZOFEITEETT,

avwyFk B
A7971  configure terminal sra—N) ar7 4 Xal—vary ®T— FERBLET,
27972 logging host IP 7 FL A% AJ LT, UNIX Syslog #—/3 A5 X MZ A v &— U & itk
LET,
R Ay —Y%%ET D Syslog b— DU 2 FMEAERT DT, 20
a~ s FEBEEEATLET,
27973 logging trap level Syslog ¥ —/NZfgkE D A v E—VEHIBR L ET,
77 4V F Tk, Syslog —/NFEHA v E—VBIOZNLTO A v
=V EZELET, level ¥— 7T — RIZ2OW Tk, & 27-3 (P27-9) %
ZHRLTLZEN,
A7974  logging facility facility-type Syslog 77 ¥ U7 4 R ELE T, facility-type F— U — RIZOWTIF,
#*& 27-4 (P27-13) ML T ZIV,
7 7 4V MiElocal7l T,
27975 end FitE EXEC £— RIZRE D £,
A7976 show running-config RERTER L E T,
A7977 copy running-config startup-config EE) v 74FXal—vay 77 A NVICERERRELET,
Syslog ¥ — %I 511X, no logging host 70— /)L a7 4 Xal— gy a<vr ReEEHAL
T, Syslog %= "D P 7 L AZRELET, Syslog Vr—"~DOuaX L 7 %T 4 B—TNIT DI
X, mnologging trap 72— 3L a7 4 F¥al— gy avr REASILET,
#2741, Y7 U7 THR—FINTWDH UNIX VAT A 77V VT 4 %R LET, THbHD
77 V)T 4 OFEICON TR, ZHEMAO UNIX AN =T 7 VAT WOBEv =27 V&2 5]
LTL7IEE0,
* 27-4 X >4 facility-type ¥—7—F
facility-type ¥—7—F BieA
auth HR[ AT A
cron cron 77T 4
daemon VAT A T—F
kern H— I
local0 ~ local7 0—HVICERINTZA v E—Y
Ipr FGAY TV H AT A
mail A=) VAT A
news USENET ==— A&
sys9 ~ sys14 VAT LTHEH
syslog VAT LAy
user —H Frt xR
uucp UNIX 7205 UNIX ~Oa v — AT A
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W ox y8F0%s

OX TR EDRT

X IHRERBIOR S Ny Ty ONFEFRRT 5121E. show logging ik EXEC 22~ > REMHEHA L
T, ZOERDT =L RIZBT B3OV CIE, [Cisco I0S Configuration Fundamentals
Command Reference, Release 12.2] #ZR L T 2 &V, ZHuZiX, Cisco.com DR —LN—
(Documentation > Cisco IOS Software > 12.2 Mainline> Command References) 757 7 & X #[4E
<7,
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