AAYF AN—XBEEDHRTE

ZOETIL, Catalyst 2960 A A v FICAAL v F R—=ARFEERET D HIEC OV T L E T,
ZOETHHATHINFIL, ROLBY TT,

o [AA v F~DORETZ®ADIE] (P.8-1)

o [%5# EXEC a2~ R~OT 7 £ ADR# (P.8-2)

e [TACACSH+IZL DAL vF T/ ADHIH] (P.8-11)

e RADIUS IC kB AA v F 77 & ADHI#H] (P.8-19)

o [AA yFor—JNVFGEE L OFFAIORE] (P.8-40)

e [SSHDO:EODAAL vTFO%E] (P.8-42)

e [SSLHTTP =D A A vFDRE] (P.8-46)

o [SCP DIzbD AL »FDFEFE] (P.8-54)

AAYFADRET I EADIFIE

REZ—=PIZL D, A v FOHFREOHREFEROMELSIETE £, —HKAIIZ, *y b —0 &
HENORAA v F~OT IV AEZHATH—F, AR —FE2HW TRy NU—TH4NLHE A YL
Ty TR T A=, VI TR FEBE L TRy NU—IANLERT A 2—Y, Eidu—
HIV Yy NT—=TNOMKREIZIT =7 AT = a UinbiERT 22 —VICk 27 7 A2 HIBL %
7

AZA Yy F~ORET 78 A ZPIET 5I12E, ROEF2 VT HigxE | DEITBEERELET,

o FMEBOEXF2UTF 4L LT, HAS vF F— FTRRAT— FBLOMRERELET, 08
AT— R, A vFile—H VR EERET, 2—VPRF— FEZIEFEREZBEL TAAL v FIC
TI7/EALLI ETDELEE, A= bEREERIEEINTZAARAT—-REAHLTHL TRITR
X, AL v FIZT 7 BATEEHA, FHIZONTIE, [§5H EXEC 2~ R~DT 7 2ADOH%
] (P8-2) ZBRLTLZEN,

o HBMOEXFA2VF 4 LATELT, a—HPLHLERAT—FEXRTTHRETETET, ZOXRTIIR
Ay FTO—AMURFEEINET, ZOXTIFERREZEFAR— MY Y THh, KF2—F23%E
LET, 2—WITREER. A v FIZT 78 ATEET, HBLLEEHRZL TWDIHEAIT. =—
YL ERAT — ROKNTIFFEDOHER L~V % RHETAHEMBLORERE EHICEH VY TH D
LHTEFET, MOV TE, [2—F4 ERRT = FORTOEE] (P8-7) 2R LT
I\,

o Z—VHLRATV—FOXTEFRHLIZVE, TOXT 22—/ T FROF— NIRRT L
WG RIE, EX 2V T4 =N EOTF—FR—RREFETEET, ik, EEOX Y b
T—2 FNRAZANRFE LT —FRXR—=2%HH L T2 —VREEREZ (WEIZG U THFTERY) &

| OL-8603-07-J
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FEB8E RAYF R—IABEDOETE |

B %iE EXEC a7 FADT7 I L ROEHR

HZENTEET, FEHIZONTIEL, [TACACSHIZ LA AL v F 772 20HI#H] (P8-11) %%
LTS IZE0,

444 EXEC a7 Y FADT I RADKRE

GE)

Fy MU= THWARDT 7 ARl 24T 5 fHRHFIEX, SAT— RE2#H L THER L~V E2E Y YT
A2 T, NMAT—FREICEI-> T, Xy NI —2 F721Exy NT—27 FTNRAL ZA~DT 7 & 2
RENET, HRLUIZE ST, Xy hT—7 TARAL R a0 %, 2—FREDL Hravy
REHEACE 20N ERSNET,

ok va AT S FOBIE X OERFEOFERIZ W TIX, [Cisco I0S Security
Command Reference, Release 12.2] #ZR L T2V, ZHUZiE, Cisco.com DA —AL—Y
(Documentation > Cisco I0S Software > 12.2 Mainline > Command References) 7>5 7 7 = XA [ §E
<7,

T T, ROBEFTHRICOWTHAL ET

o I[FT7FNIDNRAT— RBLUHER L ~LERE]) (P.8-2)

o [ZRETF 497 LA F—T )N NAT— ROBREEIILEF] (P.8-3)

o EEALICL DA F—TNEBLOAS =T v—2 Ly b RRTU— ROE#] (P.8-4)
o INXRTU—REIEDT 1 E—7 k] (P.8-5)

o [URRMBEIFICHKT D Telnet /XA T — KD E] (P.8-6)

o [2—HFHLRRT—FROXTDOFEE] (P.8-7)

o MERDOMHERL~NVOFRE] (P.8-8)

TIAIL EDINNRT— KB LUVIER LARILEETE

#8112, 774NV FONRAT = FBIUMHR LN VREELTRLET,

%= 8-1 T4 FDIRAT—FHELUVERLRIVERE
Hae FI4I FEE
A F—=T N NRAT— B ILUMERL L NAT—REERINTWETA, T 740 MIL-UL 15 TT (FitE

EXEC L)L), RATU—RN|Z, a7 4FXalb—2ay 774 LVHNT
IS STV R VREE T,

A% —TN =Ly F NAT—FBIOHER |[NAT—FIERBINTWERA, T4 MIL-UL 15 T (B

L~

EXEC VL), NAT—RX, ks Thbary7 ¥zl —
V77 ANIEERAENRET,

B/ S AT — |

NRAT— RIZERINTHETA,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| 588 RAyvF R—ABHEOHE

RAAT4

R EXEC 37> F~07 7 t205E B

VY ARZ—TIN NRRAT—FOBREF-ITERE

A =T NAT— RE, B# EXEC E— R~DT7 7 2ZHIW L ET, ZEZT 4 v 7 £ x—T /L R
AT — REREETIIERET HI21E, R EXEC £— FTROFIEEFEITLET,

avwyk B

ATy T A1

configure terminal Jua— )L arZ 4 FXal—rary E—RFERBLET,

ATFvT 2

enable password password Hi#E EXEC E— R~DO7 7B ZHIC, HLWWIRATU— FEEHT S

EEIE, kO X OICLET,
abc x AL ET,

Ctrl+v Z A L ET,
2123 # A LET,

L, AR—=RAZfHTE E£905,

AFHEHERTEEY, L& xiT

2, BEED/NRAT — RZEH L E9,
F 74V TR, NRAT— FIRE

password 121X, 1 ~ 25 XFORBMFOA M) I E2FELET, A
M)V T EBRTTHODL LI TEERA, RXFLE/NXTEX]
FAT AN — R IME I E T, SR
(D) 1E, NRAYU—= FEERT 25610, RlFORNC Ctrl+y 2 A
L% '7~ N abc?123 Z1ERT %

HINFEEA,

yx?bﬁ%%? TN NAT — REANT B LR LN
B, BB ORI Crl+y Z AT 205830, NRAT— K7
U MIFEDEFE abe?123 EASTEFET,

AFvFT 3

end ¥4 EXEC ®— FIZEY £9°,

ATvT 4

show running-config RELMRLET,

ATFvT 5

copy running-config startup-config |({£Z) 2> 7 X2l —Tay 77 A NMIBREEHETELET,

AFX—T N NRRAT— REIKELEINT, A vTFDar7 X
L—vay 77 ANVHTIEGRARD Z ENTE HIRETT,

RAT — RZHIFR9 5I21%. no enable password 72—/ 3L 2> 7 4 Fab—T 3y a~vy K&

LET.

WIZ, A F—T N NAT— R& Hu2c3kdy5 \CERT 562 RLET, "AT— REKS{LEnLTES
T LI5S OT 7 ARG Z5NET (EROFHE EXEC T— K 77 & A),

Switch (config)# enable password llu2c3k4y5

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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FEB8E RAYF R—IABEDOETE |

B %iE EXEC a7 FADT7 I L ROEHR

EBICEKBAR—TILELIVAR—TIL =9 Ly b 1IRRT—FDRE

BMOEX207 4 LAYE, FRCRy N —27 28X 5/32 0 — R TFTP = NZREFES LT
BHRAT — RIZx L CERET 55 A 121X, enable password %7213 enable secret 7 10—/ 3L 227 ¢
Fal—varavr FEEATEET, a~vr FOERBELHLLFALTY, Zoavr Fcky,
RSN NRAT— REFRETETET, FH EXEC E— K (F7 4V Fa&E) EI3FFEDOMHERL
NPT 72 AT H2—WE, ZONART—REANTILERHY 7,

L0 EERKELT LY XABEH SN D DT, enable secret 2~ REMHT2 Z L 2R L £
T
enable secret =~ > K% enable password =~ > RIZEIE L ET, 2 2D~y RRFRHZAEDITR

HZEIEHY EHA

AFX—TNVEBIRA F—T N =2 Ly b RRATU— R BLEZFRET DI2iE. $7# EXEC £— KT

WOFIEZFATLET,

avwyFk

]3]

X797 1 configure terminal

Ja—\)arZ 4 X¥al—vary T—RERBLE
‘d—o

RFw 7 2 enable password [level level] {password |
encryption-type encrypted-password}

Ep S

enable secret [level /evel] {password |
encryption-type encrypted-password}

HebE EXEC B— R~ T 7 A, HiLWW SR T — R
EEHRTDHN, BEFEONRAT—REERLET,

Epel s
=27 Ly b RRU—REEHR L, FEFHR ST EME
HLTRIFELET,

o (LE) level IZHEETZ HHIMIZO0O~15TT, b
U1 EE O —Y EXEC £— FHER T, &7+
VR LeULiE 15 TF (F5HE EXEC E— RHERR),

e password |21, 1 ~ 25 XFOWEHFOARNY » 7%
BELET, ANV VI 2BTTHODLZLITTE
FHA, KXFENPLFEERFIL, ARX—2A%HH
TEETN, BITAR—RAFERENET, 774
VT, NAT—=REIERINERA,

o ({EE) encryption-type \Z1%, ¥ A 2B OB EALT
NAYALTHDLIAT 5 LIMETEERA, B
AL A TEEEET 2 HAIE, e lbs oz
U—REfHT24ERZHY £9, ZOK S/
T— R, MOAL v FOREPLa—LET,

GE) WBbZATZ/ELTZ YT TFA B X
U— F& AN LI2BE1E, BO%HE EXEC £— 1
ZRMGT D LIFTEEE AL, Wbz
U— R RbGEIR, E0X )Rk THE
"WTHZLiTFTEERA,

RFw 7 3 service password-encryption

(EE) "RV —FREERTLHEE, ERIRELRAT
HEEFIT, NAT—=FaiEsbLET,

HREIC ko T Sv T 4 Falb—vay 774 LND

INAT — RINFRARDD REEIZR D 77,

[l Catalyst2960 R4 v F Y2 kY7 av74Fal—av M4 F
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| 588 RAyvF R—ABHEOHE

R EXEC 37> F~07 7 t205E B

avwy R B
XFv7 4 end HebE EXEC =— RIZREY £3,
ATw7F 5 copy running-config startup-config UEE) av 7 4F¥al—ay 77 A NVTRETHREL
7,

A X =T NVEBIOA F—T N =7 Ly b NAT— ROEHENERZRINTODEHE, 2—FiEA F—
TN =2 by b RAT—=REANTLILBENH Y FT,
FEDHERLNAVONRAY — REERT 5B, level ¥—U— FEEHALET, LAV EHELT
NAT—=RERELLEDL, TOLNVTT VAT LMEDH L A=W EFITEDNAT— R LT
KFEEW, SEIFEFRVLTT 7RG~y REEET 2% A 1%, privilege level 7 72— 3L
aArZ4Falb—varavry FeHLET, FMICOWTIE, TEEOHERL ~LORE] (P.8-8)
EHZRLTLEEN,
RAT — ROWEBLEA F—T VT D E, 2—FL AT — | B SAT— K, 4 3x—7 /)L o
VU R ARRATU =R 22— B X OEEEGRERSA Y — R L, X TONRRAT— RNZEH S
ES N
NAT— K& L~ULZHIBRT 5121, no enable password [level level] 721X no enable secret [level
level] sua—sv arZ 4 ¥alb—aryavy ReEHLES, "AV— O EFET 18 —7
\Z% %21, no service password-encryption 72—/ 3L a7 4 Fal— gy avr REflif
Liﬁ‘o

2, HERRL~UL 2 12K L THE B b/ XA T — R $18FaD0S8XytiSRkis3LoyxzS8 %R ET Dl %& R L ¥
‘j—o

Switch (config) # enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

NAD—FEIEDT«t—T I

(E)

A  FITHENZT 7B ATEDZ Y K 2—WE, T 74/ 8T, A v FOBEBFRLEARZ
FavRACE YA, FTLWRAT— REANT I LIk, %bnt/\wi%%mﬁf%i
ﬁ—o

NAT— REET 4 B—7 WVLHERETIE, ZOBED —HE2T 48— T7NWCTHZEICLV AL vTFD
Nz?~F~@77tx%%£?%i#o:@%%ﬁ4* TILDEE., = K a—%, VX?A
AT 74V MREICRET I ECEBELESAICRY, 77— b 7oA B0 At &R TEET,
AU—KREEZT 4 E—7LIZLThH, 7~k7mtx Jbﬁhfﬂx7~h%ﬁﬁf%i¢m
a7 4F¥alb—rvar 774l (config.text) BELW VLAN 7 —F_X—Z 7 7 A /L (vlan.dat) i
HIpR S ET,

NR2AT— REEEZT 4 E—T I TéﬁAi TR 2—YPRT—F FatRZHVIALTY AT A
T 73V POREBIZET LI RBEAIHA., ¥Fa2T7 =N ar 74 Fal—vary 77,10
Ny 7T v ap— %1%7(“LT2‘0<;&%?EHL§T° A v F ETarg 4 Xal—ary 774
NDNRY T o7 abt—FERELRNTLL S, VIP (VLAN FJ o %07 Fahan) A
RT7VLY N T=RTAAL v FREEL TWEEARIE, VLAN T—HR_R—RX T 7 A LDy 7T v/ =2
b EEEICEXR 27 = NIREEL T &N, A Y TF NIV AT LADTFT 7+ )V FREICR 12 &
X2, XMODEM 7 m ha vz R LT, REFELETZ 7 ANVEAL vy FICHF Dy — RTEET, #
AZDONTIX, XA = REENTLAGORIE] (P37-4) 2L TLIEIN,

| OL-8603-07-J
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FEB8E RAYF R—IABEDOETE |

B %iE EXEC a7 FADT7 I L ROEHR

ATFvTA1
AFvF 2

ATvF 3
A7v7 4

avvFk =]y
configure terminal Jua—n) arZ 4 Xal—vary T— REEBELET,
no service password-recovery NRATV—ROEEET 42— VI LET,

ORET, 77 vva AFVOHRT, 77—k e—FEB LN Cisco
ws%% UNRT 7 BEATEDHIRICHRAFINETHS, 7741 ¥
AT AT EENERA, T2, 2—VRT 7 BATDHZLIITESE
A,

end ¥HE EXEC £— RIZEED £,
show version o< FEHOERBEOEITE2F 2y 7 +252 LIk o T, REZHER
LET,
NAT — ROEEZFRA R—7 I T 535A 1L, service password-recovery 7 2 — /3L 227 ¢
Fal—taryavwrReffLET,
~
GE) RSRU—=FEEDOT 4 —7kIZ. bootmanual 70— )L 2T 4 F a2l — gy avwr Rel

ALTFHTT—F 2L A v TFEREL TV DLHEIIEDTT, Z0a~v 2 NI, A v FD
BROFHEASL, 77—~ n—X T 7 b (switch:) R FITET,

ImEKEERIZXT S Telnet /XA T— FDERTE

AFvT A1

AFvT 2
AFvS 3
AFvT 4

MO TAL »FICEREEATDIE, BBty vT7 o7 70l 7 AREHLTIPERZEH VYT, =
DO ERFRITTHEATEDLIICT 7ANVIMREEERLET, &BIC, By T v FarJ A%
RAT — RIZ k% Telnet 7 7 & A2 T X%/?""&: 73”9"5 LERERLET, By RT v 7t277
LDFELTHFICZDNRAT — RERE LR o128 ZOEETCLI (2~ RIAv f v H—
TrxAR) BEALTRETCEET,

AA v F % Telnet 7 7 ¥ ZAITHET 51213, i EXEC £— FCTROFIRZFITLET,

avwv kR B
TIalb—vary V7 N =T EHBATZPCERLIIYV—I AT — 3
VEAAL wFDaL Y —)L R— s ERERELET,
a V=)V R— DT T )V hDOT—H R, 9600 R—, 8 T—
Z by 1AMy 7 By NUT4RLTT, a~v 2 FIAM 2
Tar 7 EREREND E T, Return F— &R HINH Y
e

enable password password KikE EXEC £— RZ BB L £,

configure terminal Ja— ) aryZ 4 FXFalb—rary T—REMKBLET,

line vty 0 15 Telnet T v a > (Ef) OBEHFREL, 74> a7 4 Fal—
vary E'E—RERHBLET,
aw Y RREAAL v F T, K16 Dy a URAETT, 08
XI5 2EET AL, FHTES 16 ® Telnet v a3 Tk
WRETDHZ LT F9,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| 588 RAyvF R—ABHEOHE

R EXEC 37> F~07 7 t205E B

avwy R B

ATFvT 5

password password 1 DFEZITEBROEBICHIET D Telnet XA T — R&E AT LET,

password \Z1%, 1 ~ 25 XFOREBFOA ) VT2 EELET, X
NI VT EBFTHDDZ LI TEEFA, KXFE/NIXFERG]
L, AXR=ZEMEHTEETRN, BITAS—RTEWEINET, 7
T AV F T, NAU—REEREINER A,

AFvT 6

¥eHE EXEC E— RIZRD £,

ATFYF 7T

show running-config REZMERLET,

a2 Kline vty 0 15 @ RIS AT — RPRRRSNET,

&

copy running-config startup-config |((-&) = 7 4 X2l —T a3y T A NVICREXHRFELET,

RAT — RZ&HIFRT 5I21E, no password 72—/ 3L a7 4 Fab—v gy avr REFERHLET,

Wiz, Telnet /XA U — K% let45me67in89 |23 E+ DBl %R L £,

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89

A—HFRENNRT—RKDRT7DEHRTE

2—PHERRAT = RORTERETZET, ZOXRTIFAAL v F ETr—INREFEIRLET, 20
NRTFEFREZIEFAR— MY Y TH, K2 —VERBEEL T, 22— ERGE%R. A v TFTWT7 7k
ATEFET, HBLRAVEZER L TVDIEAIL, =2— A LA T— ROESXTITHEDOHER L ~L
. N T OB LOMHRE EHICHIV Y TCHIEHLTEET,

2—PEZR—ADHAEV AT L EFRET DL, ¥ EXEC E— R CTKROFIAZFEITLET, T O
FE AT AT, vy a—HL LR T— RRFREINET,

avwv kR B

AFvT A1

configure terminal Jua—rL ar 7 4 X¥a2lb—ay B— NEBEBLET,

ATvS 2

username name [privilege level] Fa—HFoa—PL WHERLL, RRAT—REZAHDLET,
{password encryption-type password}

e namelZit, 2—¥ DA 1 UV—RFRTHEELET, AX—2B LW
SIAMFIIFEA T EEA,

o (EE) level 11X, 77 B AR —VFITHET HHER L
NWEBELET, HETEAHMIZ0~15TY, LU 15 Tk
¥iHe EXEC B— RTOT 7B AMNAEETT, L~ 1 Tl
a—H# EXECE— RFTOT7 7 ®RERD £,

o encryption-type 121, WEHALIN TRV A T — KA AITHE
SHB/AITO0 &, WBLSNIZNAT— FR%AICH BT T %
RELET,

o password \Z1E, —YBRAL v FIZT 7B AT HEEICANT
DUEOHDH/NNATV—REFEELET, NAT—RF1~25X
T, MOIALAR—REFEHTE, username 2~ KD
DA T art LTHEELET,

AFvFT 3

line vty 0 15

line console 0 SAv ar74Xal—yary ET—RREEBL, 2V —)L R— |k

(EI#% 0) F7213 VTY [ (RIFR 0 ~ 15) Z@&EL £,

| OL-8603-07-J

Catalyst 2960 RA v F VI kw7 av2«14¥al—arv i1 F



FEB8E RAYF R—IABEDOETE |

B %iE EXEC a7 FADT7 I L ROEHR

avwyk

]3]

2797 4 login local

oA VO =N RNATY— R Fxv A RX—TNIZLFET,
FRREIX, AT v 72 THESN 2 —YLAICESIETET,

AFv7 5 end

FiHE EXEC £— RIZR Y £75

AT7v 7 6 show running-config

RE RS L ET,

AFw 7 7 copy running-config startup-config

UEE) av 74 F¥al—vay 77 ANCHREFRGTLET,

BE1—YO2—VHEIEET 4 £ —T NI T 5121E. no username name 7 22— )L 227 4 X =2
L—vay avwr ReEFERLES, "AUV—-K Fzov %27 =70 L, RXAU— KRR LTO#E
ex IEEIC T DICiE, nologin 74> a7 4 Falb—T gy avr NeEfHLET,

BROER L NILDOERTE

CiscolOS V7 FU =737 74NV F T 2HBONRATV =R X270 E—RefHLET, 21—
W EXEC B L O%#E EXEC T9, E—RZT &I, a~v 2 FOBEL L% 16 FTHRETEET, #

BDONRAT—RNERETHZ L

TAEFAITEET,

kv, Ex&Eha—F I —F K LTHEDa~ Ly R~DOT

72&21F. < D2 —HF(Z clear line 2~< > R~DT 7 B RAEFHA[TAEE., LA 208X T o
EEIDY T, LoL 2 ORRAY— RER#FAO 2 —FICEAMA TE £J, £7-, configure 2~ R~D
77 ZHIR AT ARSI, LA 30X VT 2B YT, FORRT—RERLN-2—
W IN—T AT H LB TEET,

TR, ROBEBHRIZOWTHBLET,

o [~ ROMEREL )LD

axE] (P.8-8)

o TEFRICKIT DT 7 4L b DR L~LDOEFE | (P.8-10)
o MERL~_N~Du /A rBLOT] (P.8-10)

a2 FDERLAIIDERTE

a<w R E— NOHERL~LVEFRET DI, F54# EXEC E— R TROFIAZFEITLET,

avwyk

]3]

X797 1 configure terminal

Ja—)L ar7 4 FXFal—ary ET—REEEBLET,

RTvF 2 privilege mode level level command

a<y FOHERL~LVERELET,

e mode |ZiX, /u— b a7 4 X2 lb— gy T— ROHFEIT
configure %, EXEC E— FOH &L exec &, A F—T7 = A
2 a7 4 FXalb—3 gy F— ROBEEIT interface &, 7 1
a7 4Xal—var E— RFOEAE line 22 NETNATIL
E3

o Jevel ICHEETE A#PHIZ 0~ 15 TT, LU 1 BNEHF O —F
EXEC E— FH#ERTT, LUl 151%, enable XA T — R{Z Lk~
T ENDT7®A LULTT,

o command \Z1X, T/ EBAEHIBLIZWa~w RERELET,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| 588 RAyvF R—ABHEOHE

R EXEC 37> F~07 7 t205E B

avwyFk

]3]

RXT7v7 3 enable password level level password

FERR L SCKHST B A4 X — TN RATU— REEELET,

o Jevel ITHEETZHHMIZ 0~ 15 T, LoUL | BDEHEO2—H
EXEC &— FHER T,

o password \Z1E, 1 ~ 25 XFOEEFTOA N I HBELE
T, ARV VT EHFTTHOD I LIXTEEEA, KT LI
FERBIL, AR—RAEHHTEETR, BITAL—RTEHE X
nNET, 774V RTHE, SAT—RIERSNEEA,

XFv7 4 end

¥ee EXEC E— RIZRD £9°,

ATvF 5 show running-config
E s

show privilege

REEMRR L ET,

show running-config 2~ NI/NAT— R LT 78R LV OFRE
ZF R LET, show privilege 2~ > Rid, R L~V OHRE L F R
LET,

ATvF 6 copy running-config startup-config

(EE) v 74 FXal—ay 79 A NVICEREARELET,

a~v s RaEd DR L~V _E&“Tf‘fé L BB EDav s ROV TRy FThHa<wr Fidd T,
ZFOL YVICHESNET, 72& 21E, showip traffic 2~ RZL~UL IS5 (ZRET S &, show =
< FBXLWshowip 2~ FiE, ENENHDOL~VIZERELZRONED | BEIFGIZ L~V 15 [TF%

EShET,

BRED A~ RIZOWT, 774/ b OHRIZETIZIX, no privilege mode level level command 7'
B—/L a7 4 Xal—vary avr ReElRALET,

configure 2~ > FAMER L~V 14 ITREL, LV 4 Da~xy REEAT 22562 —FRANT
DAY — R & LT SecretPswdl4 % E#HT2W e LET,

Switch (config) # privilege exec level 14 configure
Switch (config)# enable password level 14 SecretPswdl4

| OL-8603-07-J
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FEB8E RAYF R—IABEDOETE |

B %iE EXEC a7 FADT7 I L ROEHR

BRI T BT IAI FDIERLARILDEE

FIRZKTT 2T 74V bOMHER L~V E2EET5120E, ¥4 EXEC E— FCTKROFIEEZ EITLET,

avw> kR BH#
X797 1 configure terminal JH— L av T 4R b—a s e FEBIELE T,
AFv7 2 line vty line T 7t A IR 2 AR R IR A RN L E T,
ATwvF 3 privilege level level BIERDOT 7 40 S OWHER L~V E2ZEH LET,

level ICHRETE AHPHIZ 0 ~ 15 TT, L~UL 1 @D 2—H
EXEC &— FHERTY, LUl 15 1%, enable /X2 U — NIz k- T
TENDT 7R LLTE,

ATv7 4 end i#e EXEC T— RICRY £,

A7v 7 5 show running-config BEETER L E T,
E il s show running-config @~ NI/NRATV— LT 7 L_LORE
show privilege ﬁi%j: L%, show privilege =~ > RiE, HEIR L~V OFEE RR

ATwZ 6 copy running-config startup-config |((1&) => 7 4 X¥al—vay 77 A MCBREFRTELET,

a—HFF, BRI AL, BIOHERL L E A X —TVIZERET S Z LI2L V| privilege level 7
Ay ar7Z4¥alb—vary avy REfHLTRESNIHERLVE EEETEET, E,
disable =~ F2HERATHZ L1280, HBLANLEZFIEFFL22ENTEET, LLOHERL~L
DNXAT— KR Do TOIUE, 2=V 20 RAT— RE#H L TEMOHRL~LE A X—T VI
TEET, BEROFERAEFIRT DL, 20 Y —VERRICE W LAV E T IFHER LSV 2 HE L TR
S,

[BIfR%E T 7 4 /L N OHER L~ VIZREFIZIE, no privilegelevel 74 > 207 4 Fal—va vy av
REHHALET,

ERELANILAOOTAL VUELURT

FEE LIMERR L~ vizm 7 A 3%, ET2IFEE LTZHER L~V 2/ T3 51213, F#H# EXEC £E— R T
ROFMEZFATLET,

= S B
AFYv7 1 enable level BELEHERLVIca A4 LET,
level \IZFRE T HHiFHIZ 0 ~ 15 TF,
AT7v7 2 disablelevel FEE LT MEBR L~ L2 T L £,
level \IZFRETE D#iHIZ 0 ~ 15 T,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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TACACS+ [2&BRA YF 7O AXDFIH

GE)

Z 2 7TiX. Terminal Access Controller Access Control System Plus (TACACS+) %A x—7 /2L T
RETDHHEICOW T LET, TACACSH X, F#EMRT U7 ¢ 7 ERENE L, Rikk &
WA 7 o 225 L CRREHE 21TV 3, TACACS+ (%, Authentication, Authorization,
Accounting (AAA; FBIE, A, TATLT 4 7)) HEICIVIEEShTEY, TACACSt &A1
F—=TMICT DITIT AAA 2~ REFERA LT A,

T D Ay RO KO T EOFEMIZ W T, [Cisco 10S Security Command
Reference, Release 12.2] #ZML T &0,

T T, ROBEFTHRICOWTHA L ET
o [TACACS+ D4z, (P.8-11)

o [TACACS+ O#h{E| (P.8-13)

o [TACACS+ ®#E| (P.8-14)

e [TACACS+REDFER] (P.8-19)

TACACS+ DOt

TACACS+ X, AA v FILT 7 BALL D & T 52—V ORMIAEELEFNIAT > EXF 2T 0 TV
r—3a T, TACACS+ #—v A%, W% UNIX F72/% Windows NT V—27 27— 2 > ECK
#7925 TACACS+ 7 —E L DTFT —F X=X THEHINET, AA v FIZ TACACS+ WL RET DI
I, TACACS+ $— 27 7 A LT TACACS+ H—NZHEL TBLLERH Y £7,

TACACS+ 1%, fEBIDE Y 2 — VHEREE, 3Fr], BEIOT AU 7 4 U 7B EA TOET,
TACACS+ Tix, B—0D7 7 & 2 HHY— % (TACACS+ F—F ) RNV —b 2 (BIE, ZFal. B
FOTHorT 7)) BRHEICERELET, £V —ERAZEEOT —F X—RIHEEL, T—FELD
MEEIIS L CEDOY —N"E IRy NV —7 THEATE 2oy — 22T 7,

TACACS+ O HWIX, 1 DOEBI—EANLBEHOF Yy NV —2 T IR RA > bEaEET LI
PRI 52T, A vFIE, MO R — LT IR b= RE LIy NT—T T
TR Y —NICTEET, Xy FT—7 TR =N, lxrOa—Y, 2y NT—7 £33V 7
Fv MU—27 BXUOMEERShEZR Yy hU—27 L0 E2EBELET (¥ 8-1 28H),
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8-1 —&H97: TACACS+ =Ry FT—V HBHL
UNIX D—9 RXT—3 >
(TAC@CS+ Catalyst 6500
Y1) SY—XRAYF

UNIX J—O RFT—v 3>

—

(TACACS+

171.20.10.8

8

TACACS+ H#—/\ 7 RLRAZEELT
ALY FEHRELET,

|

A\

|!\)

BARERELES
(TACACS+ H—/\IZ % EI
ALRERELET) , —

AAA A R—TILIZLET,
074 VRHEARY R MEERLET,
ImARERICY R FEBRALET,

101230

l

? > - — = - _';?
—r PECELCHTBLUTHOYT 1 50 —
D—9AT—Y3v B R EERLET, T—ORT—Y3v

TACACS+ 1%, AAA X2V 7 4 P—ERZLoTEHIN, KOX I P —v R8T,

WRAE: e AV BLORR TR XA T70d, FYLorVBLONE, AvkE—Y HR—MZ
J:/)‘/CwuuiE@;Eéﬂ?JITﬂffTTb\ ‘j_

RAFHEREIL, 22—V L OMFEEFETTEET (R, 2= VR LEARRT—-RKBRATENED
L. BEOER., BHOREE, —bER X147 HERRETRLEDON OrOEMET L &
WCE D 2—F%R L ET), TACACS+ A — b R F, = —VFEHEIZA vE—VEEETH &
HTEET, e T, SHoRRT— FEOHIMA Y > — I, XAV = ROEROLEND
HIltEra—WITEHMT DI EHTEES,

A : autocommand., 7 Z B REE, By g U, a haL AR — FORIE S 0‘07’_\

A=Yy va VRO —PEEICONTIOMMAHIE L £7, 7. TACACS+ #F alfne
LT, 2a—PNRETTELa~v FEHIRTD2ZEHTEET,

ThHIT V7 s BE, BIOLVR— MIEHTEREZINE L T TACACS+ T—F
K%%Li¢0*ka—ﬁ@%@%m\7ﬁﬁy%4y7%%%ﬁmbf\t%19%4%§@
I —FOIFERNE VT vFX 7 LY, a—FHREMAOFERERILZY T EF, TH
T 47 ba— N2k, 2—% ID, BRI L O TR, EfTshiza~> K (PPP 7
E)Y, Xy ML BIOARS MR EENET,

TACACS+ 7 h zjLid, A A vF & TACACS+ F—FE VM DFRIEEITV, AA v F & TACACS+
T EOTa ha Vi E TR TERLT D LIk > TR 2 EZA L E T,

AA v F T TACACS+ 2T 212i%, TACACS+ T —F» Y7 MU= T HRBEHT L5V AT AN NE
T‘?‘O
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TACACS+ DEIE

2—HnN, TACACS+ AL TWD AL v FITxt LTS ASCII v 7 A » &RIT L, RBIENMLEIZ
hhHe, WMOTavARKELET,

1. B L ESND &, AL v FIL TACACS+ 7 —E VI L Ca—VF AT m 7 MERfF L,
Nz —FICERLET, 2—FPRa2—VLHEANTHE, A1 v FiE TACACS+ 7 —E I
B L TR Y— R a7 b 2R LET, A v FILoTRAY—R a7 FRERS
N, 2—FRR2RT—REANTAHE, FORRAT— RN TACACS+ F—F ZEEINET,
TACACS+IZE - T, T—F vt a—FLOBOMENAIREICRY, T—FE T2 —FE2RIETE
DIETOBHRERETELL51R0ET, T—FE, 2—F L LERRTU— FOMAEDLEE A
NTDHEIRDETR, =2—FORBOBHEREY, ZOMOHEBEE2EHDLZ L TEET,

2. AA v FIE, KA TACACS+ T—E U mOHRDOWNT DS EEEE7,

. ACCEPT L *)‘ﬁ)uwﬁéﬂ =AM TEET, HFAELLELETDLEIICAL v TN
RESNTVDEEIE, ZORRTIHFTLEARGSNETS,

e REJECT: :L~4f‘ai§.}8\§méniﬁ/yo TACACS+ T —F L IN LT, 2—PET7 7 B A2 HES
INBE», vl Ay = AEHRITTALIITROLNET,
¢ ERROR : T—F N L AHHFY—ERADOHLIRHR T, F/RIZT—F & A A /%@FEFJ@X\“

T\‘7 THHGRIZEB W T =T —»RRAELE Lz, ERROR IGENERENTZHEE. A v T
\ -%ﬁ[J@ji(i“C:f-—"j‘i’wquLJijJ:Li?‘

¢ CONTINUE : :L““‘}j'j: é% (2383 fﬁ%ﬁ@ﬂﬁ%*&)%ﬂiﬂ"

ORI | X%/?TﬁTﬁ%% Tl 5 TWABYA, 2 —FIBMOFFA[ 7 = — X2 AY £

T, — 1T TACACS+ FFFIZHETATIC, 7 TACACSH BirZ ERICE T THLENRH Y F7,
3. TACACS+ ZFrNMERIGGIE, B TACACS+ F—F L ICH#E L, & —F 7 ACCEPT %7-1%

REJECT O#F A[IitE %K LEF, ACCEPT INENKINT-HA X, TOIEIL, T0oa—FEB X

VCED2—FRT 7 ¥ A TEHY—ERD, EXEC £/ NETWORK ¥ v a5 THT kU

Ea— FOBRXTT—FNEERTWET,

o Telnet, Secure Shell (SSH; ¥ =7 I =/l), rlogin, F 7134 EXEC —t %

o B NTA—H (RANERIFITIAT U MDIP T RLVA, TR VAN, BLOR2—F

A LT U RNEET)
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TACACS+ DEEE

ZZTlE. TACACS+ 2V R— b T 5L IICAAL vFERETDHHECOWTHBELET, KIER,

Tmmcyik%y%%%iémx%(101&&@&)%%EL\DKAGHM&®ﬁthb%m

HTAHULERHYVET, /2. BT TACACSHHABLIRT I YT 4 v TOFRY 2 A2 E

e TEET, FRY A M- T, 22—V DL, ﬁﬂ\iKMTﬁWVF%%®tw@M$k

FREERLET, FRVZAMEZBEHLC, fHHT2EX=2VT7 4 7a barz | SEdE8EiEe

TEX5DT, BHOFABKWRLIEGED RN 7T v 7 VAT ARHERENET, Y7 FU =TI,

)zhmwﬁm®ﬁﬁ%ﬁﬁbf: #wwu A, TAU Y NOMFRFEITWET, ZOFNTINE
NS NR o T28 *\/7FW:Ti%@)XF#%&@ﬁﬁ%Eﬁbi?o:@7nk2ﬁ\UX
FRADFRIZEDBERERDT I, FRYVZAMOFRET R TR LEDLETHEEET,

T T ROBEHHRICOWVTIHA L E T,

e [TACACS+ ®F 7 /v hixE| (P.8-14)

° ’VTACACSJ" —H_—/\ ﬂ‘x ]\@q‘é‘fﬂiki()\uh uﬁfg@ ,_./:F__’J (P8 14

° (TACACS"F = 74) /uuu ; H/:EJ (Pg-ls)

o BHEEXEC 7/ ®¥ABIOFR Yy hU—2 B —E 2D TACACS+ FFr] D% (P.8-17)

o [TACACS+ 7 Hho T 47 0iLHE (P.8-18)

TACACS+ DT 7+ )L FERTE

TACACS+ & AAA X, T 74NV R TCTF 4 B—7NICREENE T,

X2 VT s DR EIET D120, *y hT— 7"1"55%77)5‘ v a U EMEH LT TACACSt Z5%
ETAHILITTEEHA, TACACS+ 24 X —T NMIZHKELTZHE. CLIZEB L TAAL v FIZT 7B A
T52—YERIAETEET,

~

(G¥) TACACS+ OEFX CLI ZEA L TITWE T2, TACACS+ — N 3HER L~ L 15 ITRRE ST
HTTP #fkc x5 LE 9,

TACACS+ H—/\ KX FDIFES & VERIEHRDERTE

MAERIZ 1 SOV —REFERT AL, £, BEEOYV— N KA &I L—7bT 572012 AAA
PR TN—T AT EEICHEETDHIELTEEY, =BT A— L T Eﬁﬁﬁ—ﬂ
RAROY Ty hERIRL, FFEOV—ERIZEFDOY—NEFERTEEST, =TV —T1F, 7
22—/ =N FRA R VR MEEBIZEAIN, BRENTZY—ANFXFDIP T FLADY X kR
EFENTNET,
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TACACS+ ¥ — %42 IP A A b Z2fE L, (EETHS#EZHRET HIC1%, ¥ EXEC E— KT
WROFMEZFITLET,

avwy kR B
ATv7 1 configure terminal =) ar7 4 Xal—vary ®— FERBLET,
AT w7 2 tacacs-server host hostname [port TACACS+ V—R"Z#FTHIP R A N (1 oF 7138 ZEEL
integer] [timeout integer] [key string] |$£9, Z0a<y REEEBEAN LT, BHEAAFOY A R E{EER L
EF9, V7 b zTIE, HESNTZIEHFTHEA MEREBELET,
o hostname \Z1X, RA MDA ELIZIP T L AZEELET,

e ({EE) portinteger IZi%, —"OFR— " EEEEELET, T
T AV MEA— 49 TH, HBETE ST 1 ~ 65535 T,

o ({LE) timeout integer \Z1X. AA v T NT —FELMNOLODIE %
FEORMAERMBCTHEELET., ThEZHEL L AL vy FIEXA A
TUMLCZT—%EELET, 774V MESHTT, HET
X 25HPHIX 1 ~ 1000 B C9,

o (EE) Key string \Z1X, AA v F & TACACS+ 7 —E U H DT
RTD T 7 4 v 7 EWHibdl L OWS RS 2 720 O 54t %
RELET, WA IT 512iE, TACACS+ 7 —E L IZFH L
WERET ODLEND Y ET,

RAT7v 7 3 aaanew-model AAA A X —T NI LET,

RFw 7 4 aaagroup server tacacs+ group-name |({L35) 7 —T7%4 T AAA — N SV —F 5 EHRLET,

Zoavwy RIZEoT, AA v FFV—R I N—TF B Tar7
Xal—gry EF— R FET,

RATv7 5 server ip-address ({EF) ¥ED TACACSH H— R ERF A — N 7L —F 5
FET, AAA — T —7 D% TACACS+ — I LTI DR
Ty T EBVIRLET,

TN—=TDEY—=NF, AT v 72 TEFBEADOLOTRITNIERY

FHEA,
A7v7 6 end FifE EXEC £— RICRY £,
AT97F T show tacacs DEEERLET,

AFw 7 8 copy running-config startup-config |((15) 2> 7 4 Fal—ay 77 A NVICRELRELET,

fEE S 7c TACACS+ h— A E72137 FL A ZHIBRT 521X, no tacacs-server host hostname 2
m—sb arZ4F¥alb—var avy REEHLET, REV A MRS —N 7L —TZHIRT 5
IZ1%. no aaa group server tacacs+ group-name 7 0 —/N)L a7 4 Fa b— 3 avy REfH
LFE7, TACACS+ #—D IP 7 KL A& HIBRT % 121%, no server ip-address — N 7 )L —>7 47
a7 4 Xal—vay avy REFERALET,

TACACS+ OJ 1 VZREDERE

AAA FBREERET HI1TIE, BAEFROLARIMTE Y A FEER L TG, FRA— MZZDOU X N %iH
HALET, FRU A NMNIEITESNDIREO XA T EETEFEZERLET, 2OV ANEEEDOR— b
WCEHALTD, ERBAARIETREETITILENLY £, ME—DOFMIT 74V FDOFRY R b
(BRI default LA4BIBTTFHENTND) T, T 744 FDOFRY 2 b, AEMTEHFRY 2~ %
R ERE SN AV F—T =2 A 2ZBNT, HEIWICTRTOR— MIEASINET, EBEFEALDF
RKUA ML, 77400 FRY 2 MIEBELET,
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b & b
& )
AFvFT 3

FHHXY A M, 2—VRFEOTDIC /=) =% EZF2(T) FIALF SR ETLR L2 b O T, BRI
BT 21 oFH 3 8EOEX2 YT 4 7 haLzEETX 0T, BUOHFRMNI LT
Ny 2T o7 VAT ABERENET, Y7 b '7:70212\ U 2 N D)0 I % fd ] L“C:L““*f?f
BAELE T, TOFKTIENGONRoT2GE, Y7 b= TIZEDOY A ML IROFREER L
T, Zo7akvAE, VA MNOREFESRIC J:%’n_ﬁ ‘\EJ‘ZIJJTéﬂ\ ERINT TR E TR TRHLKE
DOHLHETHRVIEISNET, ZORIDH DR TRIENS KB L 728 (OiV) 'IZ%:)T{ P
FlFr— AN D2 —PHT —F_X—= AR —F 77??02#@7?2.’) CISELISER) . RRE7 uk X
WFEIE L, FRUEGEREAF AN ITEINA Z L 1EH Y £ A,

o s A CBAFEARET D121, HiE EXEC E— R THROFIEA FEIT L £,

avvFk =]: 5]
configure terminal Ja—r)b arZ 4 Xal—rary T—RFElKBLET,
aaa new-model AAA A X —T NI LET,

aaa authentication login {default | u A RIEEF Y A N ERERR L E1,
list-name} methodl [method?...]

. login authentication axy FIZAHMTE U 2 S RE éﬂﬁ?ﬁ*o
EHEEASNDET 740 bDY R REERT HIC
dﬁwh# U—RFO®%AI 77¢wbﬁﬁfﬁ%#5ﬁt%%
ELET, 7740 b0 Y A ML, BT X TOR—= b

WA s ET,

o [ist-name (21X, {ERLT DYV A bO&ARTE L THEHAT DX %
BELET,

. method] ( o nIE?/I/:I ) XAﬁ‘uit??é_é%B%‘o)jjT%*

Lifd‘ EJJWDHWEﬁT;t FOHIOFX T T —NiIRENT-H
WIRVERENET, BioF AL LSS IIFER S EE
Ajo

RONTNPOTT N BEIRL £,

e enable: A Xx—7 /N RRU— REFFFIHEHLET, Z D
FHREFHT 51X, H 522U enable password 7’1 —/3)L 2
V74 Falb—vay avry REFHALTA =T RRAT—
FEERELTBLERHD £7,

e group tacacs+ : TACACS+ @Bt L £, ZORFEHX%E
EHT DI, 520U TACACS+ —"ZFHEL THEL &
ERH Y EF, FEMICOWTIEL, TTACACS+ — 3 AR R DK
B RO ORE] (P8-14) #ZHML T EE W,

o line : HIFR/NAT — FEFRIEITHM L ET, Z OIS Xz i
THITE. HOENLDEFRAAT - REERL TELERHY
£9, password password 74 27 4 Falb— 3 avw
YREMEALET,

e local: m— W)V 2 —PHT =X RX—AZFFEIHEH L E T,
T—ENX— AL a—PFLEREAN L TBMERH Y £7,
username password 7 2—/N)L A7 4 Xal— gy avy

REfHALET,

e local-case : KX FL/INILERKPENHE—H N 2—F4T —
B R— R BEEIZEA LEJ, username name password 7 7 —
SN ar 74 Xal—vgy avwy REFEHLT, 2—F41F
WET —HX—RIANTEHLERS Y 7,

e none: VA VIEREEFHLEHA,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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=l B#
ATv 7 4 line [console | tty | vty] line-number |54 227 4 X2l —3 gy T— R&2BB L. RBIEY 2 F DM
[ending-line-number] K LT DEBMERTE L ET,
AT7w 7 5 login authentication {default | PR E 21T > Mot LT, FBREY 2 bEBEAH L E9,
list-name} o default Z15E 3 235 1%. aaa authentication login =~ > KT
ERR L7727 74 DU A NEERLET,
o [list-name \Z1%, aaa authentication login =~ > FC{ERL L7=V
ARERELET,
A7v7 6 end FrkE EXEC E— RICR Y £7,
ATwvF 7 show running-config DEEERLET,
A7 v 7 8 copy running-config startup-config |(15) a7 4 X2l —iay T A NMCERERRTELET,

AAA 25 4 =7 WVIZT 5I2IE, no aaa new-model 72—/ 3L a7 4 Falb—T g avy K
A LET, AAA RBFEE T 4 E—7 /2T 51213, no aaa authentication login {default | /ist-name}
methodl [method2...] 7 m— 3L a7 4 Falb—vayavry NEERALEST, 7400
TACACS+ §BiE% T 4 B—7 NMZT B 00T 7 4 /L MEIZKE 33414, no login authentication {default
| list-name} 54> a7 4 Xalb—vary a<vwy R LET,

AAA FR A LT HTTP 7 7 £ Akt LA v F 0¥ %= UF ¢ 2Rl 21215, ip http
authentication aaa 7 n— )L a7 4 Fal—T a3y av VR TAAL v FERETIHILERDH Y £
T, A AAFRGEEZRELTH, AAA FXEMHA L7 HTTP 77 B AIZH LAAS v T DX 2 U T 41X
LR L EH A,

ip http authentication =~ > KOFEHIZ D\ TiX, [Cisco 10S Security Command Reference, Release
122] #& LT 72V, Zhizik, Cisco.com D i—Ah~X— (Documentation > Cisco I0S
Software > 12.2 Mainline > Command References) 7> 7 7 & A "[fE T,

HEEXEC 7V RELURY bT—Y Y—EZXHD TACACS+ BFAIDEXE

GE)

AAAFFANIC L > Ca—YRFEATEX 2 —EARHIRINE T, AAA FFAIBA R— T VIZREI
TWa e, A v FiFa—Fo7ra 7y A VP BELEEREZERALET, Zo7e 77400
O—AND2—Y F—F_XR=2F 7Gx VT4 =R EHY, 22— Dy aaHELE
T, 2=V, ==Y 7o 77 A VNOBFBHRTRD LN TWEHEIZRY, BRLEZF—EADT 7
TEANRBRIENET,

aaa authorization 72— 3L 27 4 ¥ 2L —3 3 a~< 2 N tacacs+ ¥ — VU — R&AHF CTHEHJ
bl B EXEC T— F~Da2—HF DXy b T —27 T 7B AEHIRTDHT A2 2R ETEET,
aaa authorization exec tacacs+ local =~ FiX, IROF AT A =X ZHELET,

o TACACS+ ZfEH L CRIEEZIT o 725613, B+ EXEC 7 7 ® A 012 TACACS+ ZfEH L £7,

o FFEIZ TACACS+ ZfEH L e o2/ B1E. =N T—F_X—2 &AL E T,

FAIPHFEEESN TN TS, CLIZEHALTr VA L, #iE&Nn=—Flxt LTk, Faidgmgsin
£,
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¥e# EXEC 77 B AB LRy b U —7 —E RIZBT 5 TACACS+ #F Al 25T 512X, HHE
EXEC E— FTHROFIEA FEITLET,

avwyUk B

ATv7F 1 configure terminal =) ar7 4 Xal—vary ®— FERBLET,

AFw 7 2 aaaauthorization network tacacs+ |% v U — 7 E#EOT R TOY—E ZERIZHT 5 = —F TACACS+

Al Z, A v FICRELET,

ATw 7 3 aaaauthorization exec tacacs+ 2 — W HE EXEC O 7 7 & AMER R H B84 . =—% TACACS+

Pl ZAL vy FICRELET,

exec ¥—U— R&IEETH L, 2—F 77 A ER
(autocommand [F# 72 E) DRINDIGENRH D £7,

AFv7 4 end

¥efe EXEC B— NIZREY £9°,

A7v7 5 show running-config RELEMRLET,

RXTv 7 6 copy running-config startup-config |(£&) 2> 7 4 F¥al—T a3y T A NCERELETELET,

FFR % T 4 B —7 2T 5H1Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavrReEALET,

TACACS+ 7ho VT4 VT DIER

AAA T H OV T 4 Vv HREIZ, =2 — R T 78R LY —bERE, WELERY NU—2 VY —2 &
ERToX T LET, AAM AT AU T A0 T3 =TT DL, AL v TFida—F OIRENRI
BT T4 La— ROFBRTTACACS+H X2 U F 4 y—NCHELET, KT H 7T 4
Y7 va—Rix, THUUT 4T OT MY Ea— ME (AV) XTEEH, BXx YT 4 *fw*‘ 2R
FENFET, ZOT—ZEZMIFTF LT, 2y V=0 FH, 7747 F~Dife, FHITERICHESLT
L EMTEET,

Cisco [0S DHERBL ~NVBI Ry T —27 —E AT S TACACS+ T H U T 4 VT oA F—
TN T BT, #iiE EXEC E— FTROFIEEZ EITLET,

avwvFk B

X797 1 configure terminal Ja—rL ar7 4 X¥zlb—3ay B— NEEBLET,

ATw7F 2 aaaaccounting network start-stop X NU—ZBEOT X TOY—ERER|IZHOWT, TACACS+ T

tacacs+

WO T 4Tl X—T NI LET,

RFw 7 3 aaaaccounting exec start-stop tacacs+ [ TACACS+ 7 H W T 4 L 72 L Y . ¥4 EXEC 7' 1 & A DHHIC

FLERBHART T T 4 IR, IR FLEME LB A EE T D &
INTEELET,

AFvF 4 end

i EXEC B— NIZEREDY £9°,

AFw 7 5 show running-config REZMR L ET,

ATv 7 6 copy running-config startup-config ({EE) 2y 74FXalb—ray 7y A VIIHREEZRGTELET,

TR T 4T ET =TT T HIZIEL, no aaa accounting {network | exec} {start-stop}
methodl... 7 a—s3L a7 4 ¥ alb—vay avy R LET,
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BREDRT

TACACS+ ¥ — 1 HettE# & F~4 5 121%, show tacacs $i4 EXEC =~ F&EHEH L £,

RADIUS [C& DR A v F 7V XD

GE)

Z ZTlX, RADIUS #A X —T7 /WL THRET D HIEIZOWTHHL E9, RADIUS 1%, M7 4
VT 4 U IERAINE L, RAB LR S o R Ikt LTRSS E ATV E S, RADIUS 3.
AAA ZN L CTEEIN, AAA a~ UV REHEHA L TORAS RF—T M TEE7,

ok va AT L FOBIE XOERFEOFERIZ W TIX, [Cisco I0S Security
Command Reference, Release 12.2] #ZR L T2, ZHUZiE, Cisco.com DA —AL—Y
(Documentation > Cisco I0S Software > 12.2 Mainline > Command References) 7>5 7 7 7 XA [ §E
<7,

ZI TR ROREHFBICOVWTHAL £,

e [RADIUS O#%| (P.8-19)

« [RADIUS ®#ifE] (P.8-21)

+ [RADIUS Change of Authorization] (P.8-21)
» [RADIUS &) (P.8-27)

e [RADIUS O EDFER] (P.8-40)

RADIUS D%

RADIUS 1354382 54 7~ I\Hf—/\ VAT AT, RERT 7 EADPLIy N —7 H{R# L E T,
RADIUS 7 74 7 v M, A= b ROV AL -2 BIOAS vF ETHEBHLET, 7747
v MIFEO RADIUS $— NZREREER 2160 £ 9, 180 RADIUS ¥ — N 2IET X TO—H5F85
i, *y hU—2 =2 772 AHFRPBE SN TV E T, RADIUS F A k X, ME, A3
(Cisco Secure Access Control Server /N\— = > 3.0), Livingston, Merit, Microsoft, F7z1Zfthod v
ZhUxT FuANL =0 RADIUS —NX V7 MU =27 REH L WA LT —% VA5 ATT,
FEAIZ OV TCIE, RADIUS = RO~ ==2T7 V2 BB LT ZE 0,

RADIUS (X, 77 BRADEXx 2 U7 4 BRER, IROXy NV —JVRETHEHLET,

o ITNENM RADIUS %V R —bT5, VTR HF—T 7R Y —NZLDRY NU—7, =&
z2I1E, BEOR X —DT 78 A =10, 1 20 RADIUS —"R—2 X 2 JF 4 F—F
R—2EFHLET, BHENVET—DT 78R P —"NER5 P X—ZADFy NT—7 TlE, ¥
A YA 2—HT RADIUS — % U CRIES £ d, RADIUS ¥—/ 3%, Kerberos &
X274 VAT ATEETALICH A A XEINTVET,

e TV —valNRADIUS 7 haz P R— 54— F— 3y hU—7 X2V T 48
B, 2z, R~— P 0= FT7 7 BAGES AT LAEBERT LT 7 22 8BE, 55— A TIL.
RADIUS i1 Enigma Ot ¥ 2 U7 4 A—RELBIHEHA L Ta—VFaf@EL, *v hT—2 Y
V—=ZADT Vv A EFALET,

e I TIZRADIUS ity FU—2, RADIUS 7 54 7 v FEfiiio s 2 a2 4 v F &2 xR v
RO —2Z12BINTE £, 2N TACACS+ U —_"~DBITDORYPDAT v T LD LEHHY
E 8-2 (P.8-20) =&ML T 7Z&EW,
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Bl RADIUS I2£ B3R A wF 747 RO

o ZI—YPN1ODH—ERILNT 7 EATERWFRy hU—2, RADIUS 245 &, =2—W
DT TR % 1 DOFRA R, Telnet 2 ED 1 >O=2—F 4 VT ¢, £72I1T IEEE 802.1x 2 ¥ D7
FaNEERTL2Xy NT—ZIZHIEITEET, o7 b Lo oW TE, 9 ®
MEEE 802.1x A" — h_X—RGRFEOFHTE ] 2B LTI 7E S,

o UI—ATHUUT 4V I PSERFy bU—2, RADIUS #82FE % 72133 7] & 1351812 RADIUS
T T4 TR FERTEET, RADIUS 7D T 4 U 7HEREIC L » T, M —E 2 DOBEB
FOKTHRERTT—Z%XEL, 2oy varyFicEHAINE Y Y —2 (K, 7y b A
Fal) OBEFRRTEET, AV F—F vy b =B R a1 FZ—I, RADIUS 7 7 & A
BT IO T4 VT N2 T OV 2T N—=Va v EFEHLC, R Ex2 Y
T4 BLOREICHT =X W T b TEET,

RADIUS iZ, RO X9y FU—27 BX 2 UF O RMICITE L TWER A,
o wAFTFu han T rEARE, RADIUS IX, AppleTalk Remote Access (ARA). NetBIOS

Frame Control Protocol (NBFCP). NetWare Asynchronous Services Interface (NASI). %721
X.25 PAD #ft ¥R — F L EE A,

AA v FHEITV—F HREE, RADIUS (%, B MBIEEZITWE®E A, RADIUS %, fitfh#o
TNAABRRBIEE LI LT HHEIC, DT A AN TN, Z~OFFFEICEHTE £
R

HFREOP—CAEFHT L5y hU—2, RADIUS iE, —f&kiZ 1 AD=2—F% 1 2O¥—E R %
TN RLET,

8-2 RADIUS #—E X5 TACACS+ $—EX~DBH
R1 (SR RADIUS
——— gl <
7777777777 __
- R2 &g RADIUS
v 4 —
, ' ——

D_l 7777777 57_ T1 &Rl TACACS+
— ||
A
VECR T2 EI-I TACACS+

H—n
__
)

!I

86891

7
N}
N
di
!
1
\i
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RADIUS DEiE

RADIUS ‘ﬁ_%/ﬁﬁzioT?thﬁﬁHﬁ]éﬂéX% ‘\/9:&: :—L“—“}j‘ﬂlﬂ 7/]) /kiouuuﬁ%niﬁé &
WDAN SRBEELET,

1. 2= PEABIORRY—ROANFERT LT T MRRRESNET,
2. 2—PFAHABLOESLENTARAT— R, Xy bT—27 AT RADIUS #—NICEEINET,
3. =—H#|XRADIUS +— b, ROWTNILDISEEZIELET,

a. ACCEPT : = —¥QRBiEEnizZ xR LET,

b. REJECT : =2 — ¥ DOFIEN KL, 2—F LB LORRAT - RFOFBANNERIN D, £
W7 7 ARERSNET,

c. CHALLENGE : = —W¥ 2By —Z 28R L £7,
d. CHALLENGE PASSWORD : = —HI#H LWWRA T — REBIRT A Xy IcEkanEd,

ACCEPT % 721% REJECT & I121E, Fite EXEC £/ v b ‘7—7§$T WERT 58T — & BN
FrsivTunEd, =—% X RADIUS FFrlic#deaiic, £9° RADIUS #BiEx EFICE T T A 0E R H
DET (M F—TNVIZREINTWDEA), ACCEPT %7213 REJECT /7 v MR 0BT —#
DEENET,

e Telnet, SSH. rlogin, F7=iZ%## EXEC #h—E 2

o B NTA—F (RANEREFIFIAT U IOIPT RLVA, T7278RA VAR BRO2—H Z 4
LT U b aEte)

RADIUS Change of Authorization

Bm=E

ZOMRER T 2121d. A4 v F B LAN Base f A—TF7213 IPBase f A—V #FEITLTWVDHMLE
NHYET,

2T, EAARER Y 2T 4 7B LU NS O Change of Authorization (CoA) T L%
&te, RADIUS £ > % —7 = A AOEIZ SOV T L 7,

o Iz (P.8-21)

e [Change-of-Authorization ZK | (P.8-22)
o [CoA ZRISE =— ) (P.8-23)

e [CoA ik~ R (P.8-25)

o By a HRGEl (P.8-25)

FEAE RADIUS A VX — 7 = A ALIBH., Ty NI =72 L TWDT 3 A A0 5 ERPEE X4,
7Y —RNREBEINT—ABIEET LTV ET AV THERINET, Catalyst A4 > FIL, BET v
Vo BT NTHEA IS RFC 5176 TE S 172 RADIUS Change of Authorization (CoA) JESRFEHE
é‘;-}j—j—w—]\ L. 571‘ Ba)nuu utFﬂ\ ?5‘10\775'7\/5:/( 7 (AAA) if:liﬂ‘fU Dt VA NN 7))
Ty va DXL FTI VI HRENTEDLLIICLET,

Cisco IOS Release 12.2(52)SE LIETIZ, 2N bDE v a2 T & D CoA ERNBAA v FITHBR— b
SNTWET,

e By Ia UHRE

o Twl g lKT
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Bl RADIUS I2£ B3R A wF 747 RO

e A—FT¥y N TOEY Va3 VKT
o R—hKN NI RATOEY V3 VKT

Catalyst A v F T, RADIUS A > Z —7 = A AT 74NV b TA X —TVICHEESNTWVET,
L, AR ary 7 4 Xab—varoficid, ROT RN Ea— hRALECRZbOLH 0 7,

o X2 UT A BIUVIRT— R : [Catalyst 3750 Switch Software Configuration Guide,
12.2(50)SEJ] @ TSwitch-Based Authentication] D #FIZ& % [Preventing Unauthorized Access to
Your Switch] ZZM L T 7Z&E W,

o THULUT 47 [ Catalyst 3750 Switch Software Configuration Guide, 12.2(50)SEJ] ®
Configuring Switch-Based Authentication] D #I|Z# % [Starting RADIUS Accounting] % %M
LTL7E&EN,

Change-of-Authorization Zk

Change of Authorization (CoA) Z:Ri%, RFC 5176 IZE#HINTWDH L HIZ, v ia F/VTHEH
TLZEIZE-T, Byda i, ARXMERIE, BLPEYy v a K TE2RBIRHIZENTEE
T ZOETME, 1 2DEKR (CoA-Request) & 2 DD AMRERIGE 72— R TR SN THET,

¢ CoA acknowledgement (ACK) [CoA-ACK]
* CoA non-acknowledgement (NAK) [CoA-NAK]

BEsRIZ CoA 7 747 v b GEFEILZRADIUS £7213AR Y o— H$—) mEREENT, VAF—EL
TEIMET D AL v FITEEEINET,

T, MONEIZHOWTEBHALET,
o CoA FRIFEa—F
e CoA ZRa~ K

o tyvia UEFREE
RFC 5176 $ &

Disconnect Request A » = — 1% Packet of Disconnect (POD) & LRI E TR, By a UK TIC
KHLTAL yFTHR—FENTVET,

# 8212, ZOMETYHR—FENTWAHIETF 7 N Ea—r2RLET,

* 8-2 Y R—FShBIETF7rJ)Ea—F
Zr)Ea—FES FHrYE2L—FE

24 State

31 Calling-Station-1D

44 Acct-Session-1D

80 Message-Authenticator

101 Error-Cause

# 8-31Z. Error-Cause 7 U B a— FOFHMEEZ R LET,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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% 8-3 Error-Cause DfE

e E7L:)]

201 HifRE /=B ey vary avy 7% A b
202 N7 EAP 7 v b (4EHH)

401 PHR—FERTHARNT R Ea— k
402 BHELTWAET R Ea— b

403 NAS #BERD I A~ v F

404 12 7 BK

405 PAR—FEh TNt —EXx

406 PR— b EN TV ARWILIEREE

407 N7 T b B a— M

501 EH ok

502 Jb— FARTFTREZRELR (Fm k)

503 tyary arFER MRREINRND
504 tyvary aryXA MPHIBRTE 2D
505 oMo T e X T T —

506 U Y — AHME AR ATRE

507 TRVFEIR Sz

508 < IF By va rOBRNRFFR— SN TN

RRE

CoOA A v Z—T x4 AEFEHATHITE. A v FICEy v a BT TIHEELTWALERH Y £,
CoA 2T DL, By a v Oilil & #EMREREFEITTCEET, 77 T— ME, HESIN
o TaZEHERALET,

CoA EXIEZa—F

CoA BERIFEAa—FE2EMT DL, AA v FIZa~vr FepETEET, FR—-— ST avyr
N%&# 8-4 (P.8-25) IT/RLET,

£y a DBEFl
BEDY vy a2 e T 28 MEBRERB L CoA BERDFAIT, kD 1 DU EDOT R Ea—
MZEDSNWT, A v FIXEDEYy v a VERBELET,
 Calling-Station-Id ("2 h MAC 7 KL 2% & A TW5 IETE 7 b U B = — b #31)
e Audit-Session-Id VSA (3% =2 ® Vendor-Specific Attribute [VSA; X % —[EAEM: ])
e Acct-Session-Id (IETF 7 kU B = — k #44)

COA AV E—VICEENTVATRTOE vy a vl 7 P Ea— kv ar—&T 5856
FERE, AA v FIL, TEGZRT7T PV Ea—MEl 0= — a—RFR 7RV E=2— FORET
Disconnect-NAK £ 721% CoA-NAK #iK L £,

BrEDY v a kBl 4 HEG MR R 7213 CoA EROBAIL. IROWTFNLDE v 3 ik
BIFREEH SN ET,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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¢ Calling-Station-ID (MAC 7 RL AZFZATWALENSH D IETF 7 MU B2 — K #31)
o Audit-Session-ID (3 2 = DO~ F—[EA BME)
* Accounting-Session-ID (IETF 7 F U B2 — | #44)

A=V EOE Yy a VBT P Ea— M REENTOWIHAE. T X3TOT7 FU Ea2— 2
Ty va il —HTAKRERLY T, FHTRITNE. A v FII=T— a—F T8GR T Y
bt o— ME] CTHHGAERR : Negative Acknowledgement (NAK) F7-1% CoA-NAK %KL £,

RFC 5176 TEHFRIN TS CoA EXRa— ROy b 7x—~<v MI, IROT 44—V Kb E
T, a— K, @Bl A—krT 4 —%, 8L Type Length Value (TLV; ¥4 7', EX, ff) ©O7T
FUE=2— b,

0 1 2 3
012345678901234567890123456789¢01
B e e e e e e A e e S

| Code | Identifier | Length
B s et e e s s A e
|
Authenticator
|
|
tot—t ettt =ttt —t—t—t—t—t—t—t—t—t—t—t—t—F—F—F—F+—+
| Attributes ...
B e e et

TRV Ea—hk 74—/ RiE, 223D VSA ZoETH-0IEHENET,

CoA ACKIE&Ea—F

A AT — P OB LT Ha1E, BEOHGBISE (ACK) 2kEshEd, CoA ACK AT
SNEET Y Ea— ME CoA ERIZESWTRELRD | %4 CoA a~vr RTHERINET,

CoANAK E&EI—F

WEDOHEBISE (NAK) 1T, #FAfAT — FOEEIZKKRLTZZ L E2 R L, TOREEQHBEZ/RTT b
VEa2— 2G5 ENTEET, CoA BRI LN EHERT 5I121%, show 2~ FEHH L F
7,
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CoAEXRa<T UK

v a UHBE

ZIZTHE. RORNFIZOWTHALET,

e kyvvalHRE

e bova KT

o CoA HffilREik

o CoAZR :HRANR—=FDT 1 =Tk

o CoA R : N7 A RKR— |

Cisco IOS Release 12.2(52)SE LI TiL, £ 8-4IZRENDH A~V RBAL v FIZHR— S TnZE
T

% 8-4 AL YFTHR—FENTIVD CoOAaTUF

= L L2230 VSA

Reauthenticate host | Cisco:Avpair="subscriber:command=reauthenticate"
Terminate session ZHUE, VSA ZER L7, EHEO R ER T,
Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port"

Disable host port Cisco:Avpair="subscriber:command=disable-host-port"

I. 7XCTD CoA a~> RiZix, A vTF L CoA 7 T7A4T7 > MEDE YV a VEBINFEENE ENTHDHILENRDH
nEJ,

AR ID F1FARATF ¥ ZFROFRA MBRRXy NT—=ZITMALT, HIRESNEZT 7 EAFN 707 7
AN (T2l 2. 7 A~ VLAN) ZBEEM oD &, AAA b— N3l &y v s UG R %
Rk LET, FHRGEERIT, REEDPAHTHLLEITAR A PR @28/ NV — T ICREIND Z &
IR LET,

Ty va VRREERBT O720IC, AAA —F, ROBKXD v 2R ap_oZ—EFEN (VSA) B
T 12U EDEYy g ID 7’ I* VEa—F2E AT CoA-Request A v E—T % EFELE
9, Cisco:Avpair="subscriber:command=reauthenticate"

BUEDE Yy v ay AT —MI, AvE—VICHT DAL v FOIREERELET, &y a VRBITE,
IEEE 802.1x (2 & » TRFFEN TV A HAIL, AA v Fi, ¥— 32 EAPoL' -Requested # v &—
(FToOME1 22 2HEELUSELET,

‘YZ / v a UBBIE, MAC Authentication Bypass (MAB; MAC §BRE/NA /S R) 12X o TREES LT
Bl 77 B RERE Y= NERE L, BROORN LZRBIETHEN SN CID 7 Y Ea— |

%{Ebi@‘o

AAf v FRa~vr FeZE Lty va VBAENFEITT THLHEE. A4 v FiI7Tnkt 2ok

TL, BREY—7 22l L, &IHEITSND &9 _Eﬁﬁéﬂtﬁff%ﬁ‘bij‘o

Ty va URELERBIESN TR, HHWEFT A~ VLAN, 7 U7 1 51/ VLAN, E721ZFEEEOR Y
V—TRIEEN TV AEHEEIX, HiliEA v —U N7 7 B RHIAFRXEHBHL, BUICEITIND LD
L&“ﬁiﬂéﬂf_ﬁﬁ“(%%bi@' v ia /@ﬁf@u$j j: ﬁn»uu J:’)T,E%fcﬁéum thE’fd:% fiéi
THEFRF SN ET,

1. Extensible Authentication Protocol over Lan

| OL-8603-07-J
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vy aliT

CoA EMRIRER

Ty arEKRTEES 3 HEO CoA BRNAH Y £3, CoA ERMRERIZ, mA N F—+2T 4
TN TICE Yy v a v EKTLET, —oavr REFHTAL, HESNTERA MOL—F
T A= AT —F VU BPHEENFTE TN, FOFANDOFR Y NU—T ~DT 7 A FHIR I
FHEA,

RA MDY T =T ~OT 7 X ZHlIR$ 51213,
Cisco:Avpair="subscriber:command=disable-host-port" VSA D% E T CoA EXRZHEH L ¥, 2D =
v RIE, Ry U —7 ETHREEZBEEILEEEBINTVDOLIERA MRHLIGEIHERNTHY . £
DEAPMIHLTERY NT—2 TI7RRAZREEBIZT 0y 7T HH0ERHVET, F—bF~DF vy |k
U—27 77 A%EIBT 5551, IERADIUS A W =X L%&2FH L THOA XR—7 M LET,

TV R EDOT T A NEREROWT AL ZARFLWIP 7 RLAZBRET20LERSH L5A (2
L z2iE, VLAN ZE#%) 13, R—F XY ATHRRA N R— b LDy a2 T7TLET (F—F %
—BENCT 4 =T N L%, B X—T LT D),

Zoawy FIEROBEGHRER T, oavy Ridkyva vEachasn, Eyiaro

kel (P8-23) IS TWbH 1 2L kv aryIDT7 P Ea— 225468 RH Y £9°,

IOty va rERETERWESIX, A4 v FiE, [Session Context Not Found] =5 — =— K 7 b
Uba— N THERMRENAK A vEe—V2IRLET, By va v BNH3EAI1T. A/ vFidkyva v
ERTLET, By varRNE2RCHIBRINTZ%, AA v T3 MER ACK 2L 7,

AA TN TAT 2 MIERMER ACK ZIRTHICAZ U NA AL v FIZT = —NVF—N"—F 5545
WX, Z27AT7 Y ML ERVBFEREFEIND EXZ, HTILWT 7T 47 AL v F ETEOT vk AN

NIEINET, BEEORIZZOE Yy v a RN 7a0niA1L, Session Context Not Found] =5 — 22—
K7 hUE=2— TS ACK BNEEINET,

COAEXR : KX b R—rDT s E—T Lk

ZOavY RiE, OB LV VSA BEEN TV HIERE CoA ERA vt —VTRESNLET,
Cisco:Avpair="subscriber:command=disable-host-port"

Zoavwr Ry varfEmMThHIIEH, Ty g ofil) (P.8-23) IZit#&EnTtns 1 oLk
Dy aryIDT7 M Ea— M EMX30ERHVET, 2Oy arZRINTERVGSIE, A
4 v Fi%. [Session Context Not Found] =5 — 22— K 7 FJ B2 — T CoA-NAK A vE—TV%iK
LET, 20y arBZb881E, A4 vy T FAARN F—+&T s 2—71IZ L, CoA-ACK
Av—UEIRLET,

AA T D CoA-ACK 27 T AT 2 MIETHIZAAL v T IEENEELTZGAIL, 77472 b
SLERVFEEEINDEEL, HILWT I T 47 AL v F ETEDOTO R ARBYEINET, R

A v FB CoA-ACK A v —T% 27 T4 7 2 MTIELEZHE T, MOZTOEERZET LTWHARNE X
AA v FIEBERRELEELEIE, SILWT 7747 A, v F ETEOIERHREINET,

FIEE a~ v ROBRICHERMBRESR DR T 5 & Bkt ACK REE SN TRWEEID) F=v
VA=N—FCE Yy v a UBREERK T L, ERFTOavy FRFITSNTAZ AN, AL v FRNT
T 4 TR DETORICRE LMo FE (e 2iE, Vo 7BEE) vy iardgkr+sz
ERHY ET,
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CoOAEXR : NHUR K—F

Zoawy RNt OB LW VSA DEENTWHIERE CoA BER A v —V TRESNET,

Cisco:Avpair="subscriber:command=bounce-host-port"

Zoawry RiEikyvardEmThHIIH, Ty g ofil (P.8-23) IZit#&EnTtnsg 1 oLk
Dy aryIDT7 M Ea— EMX20ERHVET, 2Oy aryZRINTERVGSIE, A
4 v F 1. [Session Context Not Found] =7 — 22— K 7 h U B2 — F T CoA-NAK * vt —T %K
LET, 20ty varBbHrEE1F. A4 vy FIEFRARNF—1 2 10T =71 1L, BOA
F—=T L (K—hk Ny R), CoA-ACK %#iR L ET,

AA T D CoA-ACK 27 T AT 2 MIETHIUZAAL v T IEENEELTZSGAIL, 72747 b
LERNPBERFBINDILEEL, TILWT I T 47 A, v F LETEOTo AR BEYVIRSINET, R
A v FNCoA-ACK A vt —2%2 75472 MTRLEB T, DhoOFOEERRET LTWARNnE X2
ALy FIEENFELEREAE. LT 27T 47 A4 v F L CEOBMENERINET,

AN

RADIUS MDE&E
ZZTE. AA v F N RADIUS 2R — F T2 L 9ICRET D HIEICOWTHHALET, RKIKE.,
RADIUS — X V7 b =27 HRBEIT 582 (1 o213 24 E L. RADIUS #R3ED LAY
ANEEETHILELNHY 9, /-, EFETRADIUS FAIBIONT T 47D XY A &
EJRTEET,
FHRIV A MZE-T, 22—V ORIE. o], TR THU v MEFO-ODIEFRE FXE2EELET,
FRIVAFZHERALC, #HHTS X2 T4 7o bajl (TACACS+, a—h/L a—HP LR L)
Bl OFHITBEEBETE DT, HYIOFXDERWMLIZBAEDNNy I T v 7 VAT AREREINE
T, Y7 b 2TiE, VA MNORIO TR EFHH L Ca—PORE, #Fa]. TH 72 hO#HEEEITY
F9, FOHFRNTIEENEONR P ->T5E1TE. Y7 b =TI3FDY A M HLROFRE IR L £
T, ZoFatAiE, VA MOFRIZL2BENKDT 0, FRY XA FOFRETXTRHLEDD
FChixET,
AA »F T RADIUS ¥ERED R E 1T 9 1illc. RADIUS — 27 72 L, — "R ET LML
NHYET,
o [RADIUS OF 7 # /v hi&iE) (P.8-28)
o [RADIUS #— " R A b oikHl (P.8-28) (XZH)
o [RADIUS 1 7' o »AEOKE] (P.8-30) (#47H)
o TAAA —R L —7oiE#] (P.8-32) (1E)
o [V A FX—TN T I7EABLIVXy hU—7 $—E 22T 5 RADIUS #F ] DR E

(P.8-34) ({EE)
e [RADIUS 7 Hh 7T 4 v 7 D) (P.8-35) ({F&)
o [4_T» RADIUS — D& (P.8-36) (L&)
o [RyUZ—[EHAFDRADIUS 7 FY B a— h2MHHT 521 v Fi&E] (P.8-36) ((£E)
o [Ny —fH® RADIUS H— L O@FICET 5 A1 v F%E] (P.8-38) (EE)
o [Z2A4 vF ETOD CoA DFE] (P.8-39)
o TCOAMSREDE=HXV L IFBIOVIN T TNy a—T 7] (P.8-40)
e [RADIUS #— X m— RKNRF oo 7ozxE] (P.8-40) (FZ)
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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RADIUS DT 7+ )L FERSE

RADIUS BETNAAA X, 774NV M THEHTAE—TVICRESNTVET,

X2 VT 4 DKDEIETHZD, Fxy V=BT ) r—3a U &FEHA LT RADIUS 2% 7E
THZEEETEERA, RADIUS A4 X — T WIIRE LS E, CLIZEUTAAL vy FIIT 7 AT
5i%ﬁ:%utunﬁ‘(%i¢

RADIUS #—/\ /R R FDEERI

AA »F & RADIUS H—_"O@EIZIL, ROBERPBEAKRLET,

o KRAMHERLIFIP 7 FL R

o RREDFEIEAR— b

o THULT 4T DIFEER— b

o F— ALY

o XA LT T MR

o FEEEIK
RADIUS £¥ =2 U T ¢ = NF, RA ML ELIZIP 7 LA, BRA M EHED UDP R— h &5,
FIFIP T LA LHED UDP R— hEFICE > THELE T, IP 7 K12 & UDP A— B O
HEbHIZEI T, —BOID BER I, FFED AAA — A %2fk9 25 RADIUS A A h & LT

fxDR— 1 2EHXETEET, 2O—EBEOID 2HEHT L LICLsT, FILIP T RLARIZHDH—
L o#% o UDP R— hic, RADIUS BEsRAZEETE %7,

U RADIUS =R EDR2Z 2 5OFA N = hVIZRAILY—E R (FE2IETHUT 40 0)
ERELTEEA. 2BDICRELIEFAA N = PUIE, RANCERELIZAA N = MV OT7 = —)b
F=N= RNy T 7 LTEELET, ZOHFITIE, JHDOKRA N = NIRRT AT 407
P —ERAERMETE RN o8 A . SRADIUS-4-RADIUS DEAD A v E—VURERRI N, AL v FIT
LT A ALET2FEDI wﬂﬁéﬂ?’_‘i’x Y NITT IO T 4T B —ERER_BET
(RADIUS " A b = b VX, BE LEIEFICE > TRITENET),

RADIUS Y= AL v FIE, EETHL—I Ly P THRAF AR) T EZFEHALT, RAT—FROD

2 bB L OISE DA AITOET, RADIUS TAAA BX=2VUTF 4 o< REMAT5 L5 ICRkE
T 5121k, RADIUS — R F—E U BHEETHHRANE, ZOFRAMRAS v FEIEFETEH—7
Ly b TFZAM (F—) AP U T EBELRITIIRY A,

A LTD N, BEEEH, BLXOREFROMIEL, §CTh RADIUS ¥ — Ik LTFa—/Lcsk
ETHIELTEETL, V= NBEATRETHILELTEET, £/, e — UL EL b —H
PMCTOREEMAEGDOEDLZ L %)féria“ AL wF LilfETHTTD RADIUS H— 2% LT,
INOLOREEZ a— VICHEM T 5121, radius-server timeout, radius-server retransmit, 35X
O radius-server key @ 3 O@Iﬁ@ﬁ‘tﬂ~/\‘ﬂ/ aryZ74Xal—varavwry ReEALES. 2N
D DOFRE & B E D RADIUS H— N2 H 3 5 121E. radius-server host 72—/ N)L 237 ¢ a2 L —
vay avwry REFEALET,

GE) AAvFERIZTa— L BRE L P — BN TOMEE (XA 27 U b, BREREK, BIOF—a~vr
) ZRE LSS, V=B TRELEYA LT U b, HEERE, BIOEICETa~ K
X, e — VVIRE LA LT U N, FBEEREHR, BLORICET 2a~v N2 EEXLET, T
~TO RADIUS —NZxf L CIN D DIEZRET B HIEICOWTIE, [T RADIUS $—3D
FE] (P.8-36) #ZHL T &V,

BEfFOY— N R A M ERIEHIC I V=TT 5720, AAA V=N TNV —T2HEHTELIICAAL v T
FRETEET, MOV TIE, TAAA =R 7L —7DEHK] (P.8-32) 2BML T 7EE,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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P — NHNL T RADIUS H— 3 & OE 2R ET DX, ##E EXEC T— FCTROFINEEFEITLET,
ZOFNEFMETT,

avyk B
ATv7 1 configure terminal =) ar7 4 Xal—vary ®— FERBLET,
AT7v 7 2 radius-server host {hostname | JE— hRADIUS V— "R KA SDIPT RLAEZIIFRA N EFRE

ip-address} [auth-port port-number] | ¥,
£2222-5S(3r[tr1; ::;zsﬂlt)er’;]tr[gg?l)(:; e (f£#) auth-port port-number \Z1%, FBAEE R D UDP %66 —
MEELET,

string]
e ({LE) acct-port port-number |21, TH DU T 4 THERD

UDP si%eR— & ELET,

e (f£E) timeout seconds 21X, A1 v F 7 RADIUS ¥ — D
BAE L T RET A E CoRBMBAIEE LET, fHE T
HEIPHIL 1 ~ 1000 T¥, ZOEIL, radius-server timeout 7
O—/L a7 4 Xal—vary avr RICE2#ELY FEX
L $£7, radius-server host =~ R TCH A AT U FERELZR
WA, radius-server timeout =~ ROFRENFEH S F
7

o ({EE) retransmit retries 213, v —"DBIRE LR WEAE, £712
IEENEWEAIZ, RADIUS 3Rk & Y — N (CHRE 4 5 E%
EWRELET, FHETE 2HHIT 1 ~ 1000 T9, radius-server
host =~ > KN CHEEEE L EE LWEE . radius-server
retransmit 72— )L 27 4 X2 L—T gy avy RORE

DER SN ET,

o (f£E) key string (21, RADIUS H— 3 ECEifEd 5 RADIUS
TR AL T OMTHEMT RGBS LU ERZIEE L E
7

(GF) #1X. RADIUS V—A_THHAT A ERIC T HT7 A b
A2 RV T TRIFIER Y T8 A, BT radius-server
host =~ ROKREDT AT LE L THRELTLIEEWN, 4k
ITAR—ZRIWMELSINETR, #HOFRBLOKRREIZHS R
R—2 AT, BICAL—2EFHT 5EE1%. 51
DEO—FNTHLHEEERE, SIAFTREEE 2N TL
7230,

1 oD IP 7 RVAIZHIGT DEEDOFA N =2 F) &AL v FRR
WL Lo CBRET DI, ThERRR D UDP A — &5 2
LT, Z0avwy FebBREEEZTANILEY, AL vF VT |
T xTlE, HESNTIEFICE->T, AR MERBLET, &
RADIUS R A FTHEHT 24 A4 27 U b, BEERE. BLOKS
FEZNTNREL T LEE,

AT7v7 3 end HiHE EXEC T— FICREY £,

RX7v7 4 show running-config REAERLET,

ART7vF 5 copy running-config startup-config |(£&) 2> 7 4 F¥al—T a3y T A NMCERELETELET,

¥ RADIUS ¥ — 3% HIEx 9 5 (21X, no radius-server host {hostname | ip-address} 7' a—/3)L 2
V7 4FXalb—var awr REFEHLET,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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Wz, 120 RADIUS %—_"ZRFEAIZ, © 9 1 2O RADIUS =7 H U o7 ¢ 7T HICEHE
L1 &RLUET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl

Switch (config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

RIZ. host] % RADIUS —NEL LTREL, RIABIOTHT T 4 VT OWMFIZT 74V b D
ﬁ—%%ﬁ%¢5i9;§ﬁ?5W%Tbi¢

Switch(config)# radius-server host hostl

() RADIUS #—ALETH, WK ONDEEZRETLHILENHY ET, ZNOOREMEE LTI, ZA v
FOIPT FLA, BIUOY =L 2 A /?@XUS'CAﬁﬁ‘éﬂ?~ ANV TRHYET, FEMIION
TiX. RADIUS =D~ ==2T7 LEZBRL T &,

RADIUS 0¥ 1 VEZREDERE

AAA BBEFAFRET D101, RAFROLFMTEV XA F2ERLTHL, FER—MZFDY X F&2E
%Li#oﬁt)xbi%ﬁéﬂéﬁ&@&%ﬁ&%ﬁﬁ%%ﬁ%biﬁo:@Uxb%%ﬁ@ﬁ~h
WCHEA LT D, EREHABIFST RN EITTI2LERDY 4, ME—DBISMEIT 7410 FOHRY 2 b
(%ﬁw:dgmut&%mmwff6fvtmzﬂ Tt, TN POHFRY A ML, A& TR A &2
IRIICERINTA VH—T =24 A%BFBEWT, BEIMIZT X TOR— MZEHINET,

FRY A ME, 2—VRFEDO-D 71U—%Eéﬁé%@&m&ﬁﬁéﬁkbt%mffoMn fE
AT 2 1 2F38E0EX2 T 0 7 haLEFETEL0OT, O FRN KK LIS

Ny 7T o7 VAT EAPHERINET, Y7 b W:TH\UX$W®%@®ﬁK%ﬁ%LTJ—f%
AELET, TOHFNTRENESN2 -T2 V7RI TIEEDOY A NP LIROFRERERIRL
9, 207k RiE, VA MNORFESRIC iéLﬁﬁﬁmﬁéﬁ EFINZHFXETATHLK
DOAHFETHRVIRENE T, ZONHEDH B CRRFENIK L7 (Oi@ JzﬂE:L)74 P
FEn— I NND—PLT —F R_R— AP — #77fz%ﬁ7¢é&mébt B). WIET et A
WL L, FRU RGN RITEND Z L iEH Y FH AL

07 A CERAEERET DI, Rt EXEC E— FCTROFIREZETLE T, ZOFIHITILETT,

avwyFk B
X797 1 configure terminal yua— ) ar7 4 ¥alb—iar B— FEBBLET,
AFv 7 2 aaanew-model AAA A X—T VI LET,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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avwyk

B

RX7 97 3 aaaauthentication login
{default | list-name} methodl
[method?...]

07 A VRIEFRY A R EERLET,

. login authentication =< > RIZARIMTE U A MBRES NP>
R ENLT 740 DY A MEERT HITIE, default F —
“*]\@?&5 T 74NV MRTHERT LI HFAEHRELET, 77+
N EDSRY Z ME BRI T R TOR— MIEH S ET,

o Jist-name (21X, 1EKT DYV A FDOL4RIE LTHEAT 2 XFHNEHEL
\i‘j‘o

e methodl... |Z RAET LY XA?%@{T'@”%)%[‘?@%T%:? T‘El/i
7 EM®m&ﬁﬁi ZOROF N T T —NIHENTHAITRY
FEHIET, BIOGTABREKK LG EITERAINETA,

WDONT IO F @I L E T,

— enable : 47\ 7 INAY — RN &R ZfEH L/i—é_o ZD mquji
REFEAT2I21E, 55U enable password 7 a2 —/3)L 22
T4 F¥alb—var avry FEEALTAR—T NV NAY— %
ERLTEBLERDHY ET,

— group radius : RADIUS #BFEA R L ET, ZORFEHF %2 HH
T2I21E, HH U RADIUS H—"ZREL TELERHY

*9, FEMIZHOWVWTIL, TRADIUS H— 3 "2 b Ok
(P.8-28) B L T &,

— line : [#/ S AT — FZFRIAECHEH LET, Z ORBRES XA EH
THICE. HOEPUDERARAT—-RFE2ERL T LERHY
F£9, password password 74> 27 4 F¥al—val av
YREHERALET,

— local : B— W)V 2—HHT —FR—REBIALIMEH LET, 7—
A R=2Na—FLEREAN L TELERDY 7,
username name password 72— N)L a7 4 ¥ a2 b— g a3

~Y REHEHLET,

— local-case : KXFE/NLFREMENDL B —h )V 22—V 4T —
B R— R B RBAEZEH L E 9, username password 7 v —/N)L 3
Y74 X alb—rvaryavy ReEERLT, 2—F4ERET —
ZR—=2NZANTLDRERD Y FT,

— none : B A NIFRFEEEH LEHA,

ZATv 7 4 line [console | tty | vty]
line-number
[ending-line-number)

FAy a7 4 Xalb—ary FT—FERBL, RIEY 2 FOwEMAR%
EThmRERTE LET,

A7 v 5 login authentication {default |
list-name}

FIFEE 721X EIRE Y MR LT, 8REY A MEGEA L ET,

o default Z#5E 79 5541, aaa authentication login =~ > K CERK
L7740 DU X b aHLET,

 list-name 121X, aaa authentication login =~ > K C{ER L7z U A k
EHEELET,

AFv7 6 end

He#E EXEC B— NIZEDY £7°,

RX7v 7 7 show running-config

REZMERBLET,

RF7vF 8 copy running-config
startup-config

(FEE) av 74Xzl —vay 77 A VICREEZRFELET,

| OL-8603-07-J
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— /)L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [method2 JZue—Svarry 4 Xal—varyav s ReALET, ara ¥l 5
RADIUS BiE%ET 4 £ —7MZT 5, HDHWIET 7 4L MEICERTIZIE, no login authentication
{default | list-name} 74> 2> 7 4 FXal—Tar avy REHLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R Eﬁ‘é%%ﬁ‘&)@i
T, AAAGREZRELTYH, AAA FXEHH L7 HITP 77 2 RICH LAL v FOEX =2 T 11X
R LEEA,

ip http authentication =~ > FDOFEMIZ SV T, [Cisco I0S Security Command Reference, Release
12.2] #BRB LT ZEW, ZidiE. Cisco.com DA —L~<— (Documentation > Cisco 10S
Software > 12.2 Mainline > Command References) 7257 7 & AR TT,

AAA H—N T IL—TDES

WEAFOY =N RA P EFBFAIC TNV =TT D720, AAA = TV —T 2 AT 2L 512 v F
ERETEET, RERHOY—A KA PO Ty FEZERLT, CRERECY—EAICHML
ET. Y= A—=TF BRSNS =N BFAPDOIP T FLADOY A b &G/ n—/L 7 —n
BARN YA EEBICHEHESNET,

Y= I —FI2E, ALY —_OEEDOEA N o M) ZEHHZELTEETN, o b UMN
—BOID (IP 7 KL AL UDP F— hEFOMAALE) 2> TWNDA I ENFMETYT, ZD%HA.
B2 DR— N EZNENRFED AAA Y —ERAEEMT 2 RADIUS RA hE L TERETEET, HLU
RADIUS # = EDRAR25 250K A S =2 P VIR LY —E R (REZBTHV T 42 7) &
ELTSGE, 2BEDICHELTLFAN 2 MV, BUICRELIEFA N 2 NV OT = — )bt —
NR= Ry 777 LTEELET,

EF LTI IN—T = IR E DY — G 52, server Jv—7 +— R a7 4 X a2l —
varyavry REFERALET, =% P 7 FLATRHETHZ b TEET L, EEBED
auth-port 35 XL W acet-port ¥ — U — FEfEH L THEEDKRA b o AZ o 2AF T M 2RET
LHTEHTEET,
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L., TOINL—FITHED RADIUS — " Z 5t ST 51213, Kb

EXEC E— FTHROFIEA FEITLET,

avwy kR

E[:5)

ATv7 1 configure terminal

Ja—N)L ar7 4 Fal—igry ET—REREEBELET,

RFw 7 2 radius-server host {hostname |
ip-address} [auth-port
port-number] [acct-port
port-number] [timeout seconds]
[retransmit retries] [key string]

JE—h RADIUS =X KA D IP 7 RLAEZIIHR A M ERE L

£7,

e ({EE) auth-port port-number |Z1%, FBAEE RO UDP s8cHR— k%
BELET,

o ({EE) acct-port port-number \21X, 7T H©U T 4> 7RO UDP
SR — MERELET,

e ({£E) timeout seconds \Z1%. A A v F 7 RADIUS #— DJS&E %
L THXET 2 E CoRFMMRBERRE LT, HETE HHH
1T 1~ 1000 C%, ZOFFEIL, radius-server timeout 7' =z —/ 31
a7 4 Xal—vary avry NCEdREr LEELET,
radius-server host =~ R CH A A7 7 &% E L2 WGEAIL,
radius-server timeout =~ > FORENMEH SN ET,

e ({ER) retransmit retries |25, V— "BIRE LaWGE, 238
BENEWEAIZ, RADIUS ERE2 Y — NICHEET 2RI ERTE L
£9, FBETE H#MHIL 1 ~ 1000 T7, radius-server host =< >
R CHXEEREZHEE L2 WiE4S, radius-server retransmit 7' = —
SNV AT 4 Xal—ay avwy ROBRENMEHINET,

e ({LE) key string (21X, RADIUS ¥ — 3 EC#ifE4 2% RADIUS
TR AL T OMTHEMAT 2RIEB LOEREZIEELET,

(GGE) #F. RADIUS H— NCHEHT IR SHIC—HTH7F A~ X
MU 7 TRITNIEZ Y £8 A, #1352 radius-server host =
YU ROREDT AT LELTHRELTIEI, HITAR—2
ITEE SN ETN, BEOFHBIORRBIZH D A—RFEHZT
T, AR EFHT H5A81E. 5IHFREO—ES5THD
YUaaRE, sIAFCHEEABERNVTLEEN,

1 2D IP 7 RLARIZHIETHEEDOFEA N = N &AL v FHRR#ET
LEICERET DI, ENENRALRD UDP A— F&ESEMHEMA LT,
Zoawy RELBERBIKRIZETANLET, A4 vTF VY7 b7,
BEINTIEFIZHEST, A MEHRBELET, % RADIUS AR K Cff
MAT 244170 b BEERK BIOHE#HEZZLTHFEELTL
7230,

AFwv7 3 aaanew-model

AAA ZA X —TNMIZLET,

AT w7 4 aaagroup server radius
group-name

AAA — RN TN —T% FFEDOITN—THTERLET,

Zoavwr REFERTAE, AL v FEF—N TN —TF a7 X2
L—gy B— RIZRy £9,

RFv 7 5 server ip-address

¥ E D RADIUS H— % ERF A DY —N 7 )—F IR £57,
AAA — 7 )L—7 D RADIUS — Tl I2, TORT v P&V IK
LET,
TN—TDEY—NF, 2T v 72 TCEBFHLOLDOTRITNITARY F
A,

AFv7 6 end

He#E EXEC B— NIZEDY £7°,

| OL-8603-07-J
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avwy R B

RX7v 7 7 show running-config RE AR LET,

AT7v7F 8 copy running-config UEE) av 74 Xalb—ary 77 A NVICHREERTELET,

startup-config

ATv7S 9

RADIUS v /' o L 3itxa A x—7 M LET, [RADIUS © 2 o 3R
ORE] (P.8-30) #ZMML T X,

aA—5 A R—

GE)

$EE D RADIUS #— % HIFR7 521X, no radius-server host {hostname | ip-address} 7' 7 —/3)L 2
Y74 Falb—VvaryavwryReHLEYS, A" =T Ear T Falb—var UR R
HIBR 9% 1Z1%. no aaa group server radius group-name 7 n—)L a7 4 X alb—ary avwr R
ZEMLE7, RADIUS +— D IP 7 F L X & HIERT 51Z1%. no server ip-address ¥ —/\ 7 )v—=7
a7 4 FXal—yaryavwr ReFERLET,

WOFITIX, 2 2D RS RADIUS 7 /v—7 H—s3 (groupl 3 X group?) Z#iBi#T 2L HICA

A y%%a&kfﬁ*bfu\i% groupl TiX, WU RADIUS y—NEDHEZ2Z 2 OOFRA N =2 b %, [H
CH—EZHICHELTVWET, 2FDORA N = MNUDB, BYIOZ M) DT = — /LA —/3—
Ny 2T v L TEMELET,

Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config) # radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch (config)# aaa group server radius groupl
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius)# exit
Switch(config)# aaa group server radius group2
Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001

(

Switch (config-sg-radius)# exit

TNV TFIOERELXURY FT—9 H—EXIZET % RADIUS A D& E

AAA FAICE > Ta—PRMEATE 2 —ERABHIBPENE T, AAA Fr[E A X —T LT 5 L,
24 vFIE (=) 2—Y FT—E_XR—2FFFx2VT 4 —R_EIGFETDE) 22—V D7
TrANNERELEBREFER LT, 22— 0y a v 2RELET, 2—Fid, =2—F 7o
77 ANADERTRD OGN TVDHEITRY | BRLIEYV—EZXDT 7 EABRBANET,

¥# EXEC E— F~Oa2—F DRy hU—2 77 A%HIBT 27 A—F 2% ET HIZ1X, aaa
authorization 7 n— 1\ 27 4 Fal—vary avwr R b bicradius ¥—V— REEHA L £,

aaa authorization exec radius local =~ > RiX, ROF AT A =X 2R ELET,

e RADIUS #ffH L TRFEEIT o 723HE 1%, RADIUS #ffiH L CHitE EXEC 7 27 B A&l L &
B

° muu FFlZ RADIUS é”@ﬁﬁ Liﬁﬁ”)ﬁ_ i D_ﬁ/I/T &A_X%iﬁﬂgj L/i'd—

FAIPHREESN TN TS, CLIZFHLTr M L, #iEEN = —Fioxt LTk, FaiddEms I
ESUaN

B EXEC 77 v ABLONRxy hU—27 H— 2283 5 RADIUS a2 fET 3121k, e
EXEC E— R THROFNEA FEITL £,
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avyFk B

RATv7 1 configure terminal Sa—r L Ay T 4K al— gy B REBEL £,

AFv 7 2 aaa authorization network radius oy NU—ZBEOT R TOY— 2B R izw1 5 = —H% RADIUS
HFAl%, A4 v FITHRELET,

ATw7 3 aaaauthorization exec radius 2 — |\ EXEC O T 7 & AMERN & 584 . =—F RADIUS
W&, AL v FITRELET,
exec ¥— UV — REEETLHELE, =—¥ 7m 77 AL IER
(autocommand fF# 72 &) PEINHLEERH Y F7,

RARTv7 4 ¥ EXEC — FICEY =7,

ATvF 5 show running-config JEEMRLET,

RXT7v 7 6 copy running-config startup-config |({f%) 2> 7 X2l —L a3y T A NCEELETELET,

Al &7 4 B—7 /L2 9 5HIZ1%. no aaa authorization {network | exec} methodl 7’ m—/ 3L 27 4
¥al—varawry RaeALET,

RADIUS 7h VT4 2T DiEE

AAA T H O T 4 VBRI, 22— RT 7 A LY —bERE HELEXY NU—F VY —2 &
ERNToX T LET, AAAT IOV T A TRARZ—TNITDHE, AL v FIT—F OIEERR
ET T 40 La— ROBRTRADIUS EX 2 F 4 +—NZHWELET, KT T T 1 v
Jra—RNE, THTT 47 DT7 R Ea— Mi (AV) ST %8 7, f%;)%4#—ﬂ’%f
SNFET, ZOT—HEFITLT, Fy NU—JEH, 77347 b~Oif4, FHIFEEIIRITD
ZEMNTEET,

Cisco I0S DHERL~NEBLORy FT—2 = XIZHET 5 RADIUS TV T 4 T A R—
23 51iE, Rt EXEC E— R CTIROFIRZETLET,

avwy kR B
X797 1 configure terminal JH— L av T 4R a —a s e ARG L E T,
AT w7 2 aaaaccounting network start-stop F v N =7 BEEOT_RTOY—E RAERIZHOWT, RADIUS 74

T 4T A F—=T NI LET,

ATvS 3

aaa accounting exec start-stop radius |[RADIUS 7 W o F 4 > 72 L V. ¥ EXEC 7 1t 2D EIINC

FRERBRIR T D T 4 U@, BRRBRICEREMEIET AT T 4 T
WHMEEETHILIICRELET,

ATv7 4 ¥i#E EXEC T— FICEY £7,
AF7wF 5 show running-config RERMER L E T,
ATv7 6 copy running-config startup-config fEE) av74FXal—Yay 774 NVICETXREFELET,

THOYT 4T %T =7 MIZF 521, no aaa accounting {network | exec} {start-stop}
methodl... 72—/ 5V a7 4 Falb—vay avr REFEHALET,
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Bl RADIUS I2£ B3R A wF 747 RO

9 RTD RADIUS H—/\DFHE

b &2 A
AFvF 2

ATFvF 3

A7v7 4

AFwFT 5

ATv7 6
& A
&

AA v F L F_TO RADIUS Y — [T/ r— UUZ@EE R ET D121, 55 EXEC £ — RTROD
FMEZFITLET,

avw> kR B
configure terminal Jua—n) arZ 4 FXal—vary T— REBLET,
radius-server key string AA v F &FXTODRADIUS h—A[TcHEINDLY—T Ly b TF

AR AN T EBELET,

GE)  #1X. RADIUS = NTHHAT IR ERIC—HT LT F Ak
ARV TRITINIERD A, BITAR—RFTERINE
TR, BOFHIBLOKRRBIZH D AXR—RTETT, H#HIZA
R—=2EEATHHE1T,. 5IRBAER OB TH 55 %K
. BIAR/CHEEBE RN TSN,

radius-server retransmit retries Z A F N RADIUS TR &V — R CELET AR IETLET, T

T AN ME3 T, FETE D%MHIE 1 ~ 1000 T,

radius-server timeout seconds AA T H RADIUS ZRICKTDIGE 25> T, EREZFEETHE

TORH (B) ZHELET, 774V MISHTY, fHETE D
PHIE 1 ~ 1000 T9,

radius-server deadtime minutes SRR EZE U722V RADIUS — "% 2% v 4+ AR (4y) %18

EL. BRBIALT T MTDETHEST 2 2 &< RITRESH
TV Y =N ITTELLIICLET, 7744 MFT0TY, BE
T& H#iPHIL 0 ~ 1440 53T,

¥t EXEC E— RIZED £,

show running-config REMEHRLET,

copy running-config startup-config | ((-Z) 2o 7 4 Fal—ay VA NMIEREEZHREFELET,

FEEEE, A4 L2707 b BLOFEREMORELZT 740 MCRETIIE, ZAboa<> RO no
Az fmLET,

RUZ—EHFEDRADIUS 7 N Ea— b2ERAT SR v FRE

Internet Engineering Task Force (IETF) K7 7 MHKIC, XU F—FEHFOT I Ea—k (T Y
Ea—h26) ZHHLT, AA v F & RADIUS $— "B TRUZ—[EHFDOIEREBET D700 K
DEDLNTNET, £~ Z—If, Vendor-Specific Attribute (VSA) 2RI 22 Lick->T, —
M 72 RIS S W B OFERT MU Ba— hEHR— M TEET, VR anFEET S5 RADIUS
T, ZOMEBETHREINEZ 74—~y FEEAL T, XU F—FEHEOA TV arv iz 1 >FPR—-KLT
WET, VAIORVE—IDIE9 THY, VP R—bdGOFT v a gy — 2471 (4
cisco-avpair) TT, ZOEIZ, KD 74—~ hDA M 7T,

protocol : attribute sep value *

protocol 13, ¥FEDH R XA IR T 2 Aao7e hanr 7 v Ba— FOMETY, attribute B
X W value 1x, v A=2® TACACS+ (LR TERSIN TV 250727 FY B2 — ME (AV) X7 TT,
sep X, MAEDOT P Ea— bOEAIT =, EEHREOT ) Ea— FOBFAIT * TF, TACACS+ 7F
A CHHTEX 52T X TOMARIX., RADIUS CTHfifcEx$£7,

=L z21E, kD AV XT E2FRETH &, IPFFAFF (PPP @ IPCP 7 KL ZADE|Y Y4 TH) (2, Y Aad
HEDLFIfTEIP 7 LR P — S RENE e £,

cisco-avpair= ”“ip:addr-pool=first"

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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RADIUS [2& 3RS vF 7o x04@ W

WIZ, AL v FNLEHE EXEC 2~ RO T 7 ANAREL b a—W 1o /o &2 it4 24

ZRLET,

cisco-avpair= ”shell:priv-1lvl=15"

WIZ, RADIUS #— N F =X X—2ANOFF A VLAN ZHEET 20 %2R~ LET,

cisco-avpair= ”tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”“tunnel-private-group-ID (#81)=vlanid”

Wiz, ZoEEmTIZ ASCHEXDODATIACL (771 A avba—Lb URK) A —T A AT

EWHT 2B 2RLET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0"
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

WIZ, ZoOERTIZ ASCHIEROH I ACL 24 > % —7 = ACWAT 5682~ LET,
cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

o F =iz, TRENHADOR X —ID, 7Y a3y, BXUOIGET 5 VSA2BZHY £4, <
Z— 1D B LT VSA OFEMIZ OV TIX, RFC 2138 TRemote Authentication Dial-In User Service
(RADIUS) | #ZM LT Z&EW,

AA wF 5 VSA itk L THERT 2 X 9 IZRET 5121%, FitE EXEC £— FTROFIEEZFATL %

ﬁ—o

avwy kR

=]y

b & A

configure terminal

Jua—) ar7 4 ¥al—yary ET— RRefBLET,

AFvF 2

radius-server vsa send [accounting
| authentication]

24 v FH VSA (RADIUSIETF 7 U B=— b 26 TiEzR) Zidik L
THEHTE LT LET,

e (ER) Wlnhdr~oH— .ﬁr@ MOESEEZT h T 47 T
FU B =— NETICRET 5I2iX, accounting ¥ — 7 — N %
LET,

d ('fif) muuﬁkéﬂé“/& .ﬁ)l% ia)%/\%mquT ) E=—F

TATICERET 5121, authentication ¥ — U — FAHH L £,
XF—U— REEEETIC0av L REANTBE, THU LT 1
B LOFRIAEOR X —BHREOTFBNER S ET,

AFvT 3

end

Fite EXEC £— FITRED £,

ATv7 4

show running-config

BOEM % MR L ET,

&

copy running-config startup-config

ULE) =2v 74 Fal—Yay 77 ANVICHRESHRITELET,

~

(i) RADIUS 7 Y B 2— FD4 U A M EIIRCF—EAREM: 26 DFEMIZOW T, [Cisco I0S
Security Configuration Guide, Release 12.2] ®f+#k TRADIUS Atributes] ZZH LT &0, Th
{Z1%, Cisco.com O F—2AL~X— (Documentation > Cisco IOS Software > 12.2 Mainline >
Command References) 757 7 & RAA[EETT,
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Bl RADIUS I2£ B3R A wF 747 RO

N F—HBD RADIUS H—/N\EDBEICEAT RS v FERE

RADIUS (B3 % IETF FZ 7 Mt TiX, AA v F & RADIUS $h— T ¥ — B LR DR
ZEET 2ROV TED LN TNET A, RADIUS 7 MU Ba— b &y MM B ICHEREILEL T
NWHR = H D ET, CiscolOS V7 by =71, XU ¥ —lAEED RADIUS 7 U E2— |k

DY 7y heYR—KFLTWET,

il L7z & 912, RADIUS (R X —OMBAMAERIC L 2 oh, IETF K7 7 MIERT 5 H 00 % [
b ERET DI, RADIUS =N F—F U RNEEIL TWDAIRARE, ZORANBRAAL vF L
HEFTDH =Ty b TFARN AN T EBELZTIERY $¥ A, RADIUS A A B LUV —

JLy b THRAN AN T ERET DITIE.
~ v REFEHLET,

radius-server 7 2 —/3)L a7 4 X 2L — g O

R —MEMLEDO RADIUS =N ARA b, BIOHEEFEINDI—F Ly N TFAN AN T %
FET DI, ¥4 EXEC E— FCWKROFIEAZ EITL X7,

avy kR

E]:5)

ATvF 1 configure terminal

Ja—nN)L a7 4 ¥ alb— gy B— K&t
LET,

AFTwF 2 radius-server host {hostname | ip-address}
non-standard

YE£— | RADIUS #— N KA FDIP 7 KL X%
TAIRA N EREL, ZOHRA MR, X —
A BIICFEELZ RADIUS 2L TWA Z & %
BELET,

2797 3 radius-server key string

AA v F &R —MBEAEkD RADIUS H—3 &
O THEEENDEY—I Ly N THFARN ALY
TEBELET, AL v FEB LV RADIUS +—
F. 2OFFA N AN ERFEHLT, R
U— RO LB LIS EDORMBEITNET,

(GE) #0%. RADIUS — THHT 5K 58
WZ—HT57FA M 2 MY U7 TRITH
1Z72 0 £8 A, BITAN—RTEHR SN E
T, BOTEBLORRIZH D A—2
TER T, BICARX—REHHATIEE
WX, SIRBRNEO S Th DG Bk
&, B ABCREAEME RV TSN,

2Fv 7 4 end

¥ike EXEC E— FIZR D £7°,

ATvF 5 show running-config

REMEZ R L £,

RXT7v7 6 copy running-config startup-config

(EE) a7 4FXalb—3ay 774 )VIIRE
PRELET,

AR = A Ak RADIUS R A k ZHIER$ % 121X. no radius-server host {iostname | ip-address}
non-standard 72— 3L 37 4 X2 b—v gy avw o R E2ERLET, #2740 —7 2T 5
(21X, no radius-server key 70— )L a7 4 Fal— gy avr REFEHLET,

WIT, N X =B AED RADIUS &R k& 45 7E

AT OB ZRLET,

L. A v F EHF—NORIT radl24 &5 g

Switch (config)# radius-server host 172.20.30.15 nonstandard

Switch (config)# radius-server key radl24

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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RADIUS [2& B3R A vF 7o x04@ W

XA vFLTDH CoA DERE
AA v F LT CoA ZRET HI21E. Fi#E EXEC E— FTROFIEAZFEITLET, ZOFIEFTHSET
T
=l B#
X797 1 configure terminal JH— L av T 4R a e e FEBIGLE T,
AFw7 2 aaanew-model AAA A X —TNZLET,
AFw 7 3 aaaserver radius dynamic-author AA v FHBHIE, FAl. BLOT T oTF 07 (AAA) H— T
HEL, IMBARY v —H— N OMEERHZFIITLET,
RTv 7 4 client {ip-address | name} [vrf A FI v r7Bifa—hL B —Nar 7 F¥al—ary T— K%
vrfname] [server-key string] Bt L. 734 AW CoA % TH Y | ZREHY 44 RADIUS 7 7
AT MERELET,
ATvF 5 server-key [0 | 7] string RADIUS ¥—%5 /34 AL RADIUS 7 4 7> b DRI THE SN
LEITHELET,
AT7v7 6 port port-number #E S RADIUS 7 54 7+ kv 5 RADIUS Eisk % 5 /31 23
BT oR—braBELET,
RAFv7 7 auth-type {any | all | session-key} AA v F N RADIUS 7 547 > NMIEHT 202 A FH2FEL
£7
IIAT v ME BIEHICRESNTZTXTOT P Ea—hE—
TLOMERDHY £7,
AT797 8 ignore session-key L) Bwviay ¥—AEETALEIICAL v TFERELET,
ignore =~ > ROFEMIZ2WTIL, Cisco.com D [Cisco 10S
Intelligent Services Gateway Command Reference] #ZMH L T 72&
U,
ATw7F 9 ignore server-key EE) =N F—2WHFT LIRS v TFERELET,
ignore =~ > ROFEMIZ DWW T, Cisco.com @ [Cisco I0S
Intelligent Services Gateway Command Reference] % ZM L T 72X
U,
X597 10 authentication command (fFE) CoAERZHEMHEL T, By va v E2RAT 47 FT5H5KR—1
bounce-port ignore BT A =T N T A LI AS v T ERELET, A—F
Z—REICT 4 B—7 T 5 HEIE, VLAN OZERREAEL TS,
ZOERERUT LI TV I Ry RARA VR RIZRWEAIC,
ARA R D DHCP R v = — 3 U &{ThbE 52 LT,
27w 7 11 authentication command EE) & Va /%TX%4 VI LTWAR—NEER ED ‘/Jv /
disable-port ignore MO RRBIZT 52 LA BRI DI~ R BT 5
AA v TFERELET, R—Fra2i vy MU THE, JZ//a/
BT LET,
R— P E2HOA R =7 MICT 2I12IF, FY¥D CLI £7213 SNMP =<
YREMEALET,
279712 end H:HE EXEC E— RIZRED £,
AT w7 13 show running-config AR LET,
RX7 97 14 copy running-config startup-config |(1%) 2> 7 X2l —T gy 77 A NMCERERETELET,
Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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FEB8E RAYF R—IABEDOETE |

W X/(vF00—HLBESLUHAORTE

AAA #F 4 B—7 VI T 5HI121E. noaaanew-model 72— )L 2T X alb— gy avwr K
ERLET, AL vF EDO AAA b— AT  B—7/LI2T 5I21%. no aaa server radius
dynamic authorization 7’0 —/ )L a7 4 Xalb—v gy a<wr R LET,

CoA BEEDE=R YV IBLU LS TNV a—T1 2T
WD CiscoI0S <> FEMATLIE, AL v TF LD CoOABHEE=FBIN N T TNV a—T 17
HBIRHZENRTEET,
* debug radius
¢ debug aaa coa
* debug aaa pod
* debug aaa subsys
¢ debug cmdhd [detail | error | events]

e show aaa attributes protocol radius

RADIUS 4—/\ A— KRNSO VT DERE

Z DOHER 75:4%%‘3—5 L. T RBRABERBIOREAERE, —N ZL—THNDOFTTD RADIUS H—
AR L THEICHEHETE ET, FFMIE. ko URLIZT7 7 A LT, [Cisco I0S Security
Configuration Guide, Release 12.2] @ TRADIUS Server Load Balancing] OFEAZZM L T 7230,

http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DREDRT

RADIUS D% E % F~T % I21%. show running-config ## EXEC =~ N&#H L £,

AA v FOAO—NIVERES & UEFRIDERE

0—H)L FT— R TAAA Z2FEETHEIICAAL v FE2RETDHE, V=B THEMET D LI
AAA ZRETEET, ZOEAE. A v FITREB I OO ZITVET, ZORETIET Y
VT4 v TR TE Y A

AA v FEua—Hh/ AAA HICERET 2121%, ¥4 EXEC E— R TRDOFIAZFITLET,

avwy kR B
RAFv7 1 configure terminal Sa—r L 2y T 4 ¥ al— gy B REBBLET,
AFv 7 2 aaanew-model AAA A F—TNIZLET,
ATw 7 3 aaaauthentication login default |0 —H /LD —PLF—FZ _— 2B HHT L L H o0 7 A LRBIEARE
local LET, default ¥—V—RiZLY, a—hN a2—% F—ZX— 2585
BT RTOR— MIEHINET,
ATw 7 4 aaaauthorization exec local 2D AAA FEZHREL, a—HNV T—HRX—ZAEfHER LT, D
2 —HIZ EXEC ¥ = VD FEITEHF A LET,
ATw 7 5 aaaauthorization network local | v U — 27 HEDO 4+ _RTOY —ERBERICHT 22— AAA FA[ %
HELET,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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AL vFOO—HLBESLUVETOZE W

avwyFk

B

RXTv7 6 username name [privilege level]
{password encryption-type
password}

‘—73/1/7 57’\‘—2%1§ﬁﬁ1/ ‘:L_‘H-%/\—XODH‘LHIE/ZT\A%HXE
LET,

=P Tlizavr REBEVIELANLET,

e namelli, =2—H¥IDZ 1 V—RTHELET, A X—2BLOF|
A cE A,

o (EE) level 121X, 77 B AMZE B2 —FICRET HHER L ~L
FREELET, BETEX2HIAIL 0~ 15 T, L-Ub 15 TIdkiHE
EXEC £— R TOT 7 EANAHETT, L-L 0 Tk, =—%
EXEC E— RTOT 7R LD £9,

o encryption-type \Z1E, BESL S TRV T — RAE AITHE
BBIZ0 %, BE{LENTRAT— RRB LIRS BEILT 2T
LET,

o password |21, —YNRAL v FIZT VAT HHEICANT D4
BOHHNAT—=FEEELET, NAT—=FNFI1~25 37T,
WIABAN— A% TE, username 2~ ROEKEEKEOL T 3
YELTHRELET,

2Fv 7 7 end

Fite EXEC £— FICR D £,

AT7v 7 8 show running-config

RE RS L ET

X797 9 copy running-config
startup-config

(EE) 2v74Falb—vay 77 A VMICREERTFLET,

AAA %7 4 B—7 NMIZT BHIZIE, no aaanew-model 72—/ L a7 4 Fal—T gy avy KE
HHLET, FAIET 4 E—7 2T HIZI1X, no aaa authorization {network | exec} methodl 7' v —
S ar T 4 Xalb—vay avy REFEALET,

GE) AAA FXEHEHLTHTTP 77 BRIZXH LAA v FO&F =2 VT 4 ZHEMRT SHITIE, ip http
authentication aaa 72— )L a7 X2l —i g avw RTAL v T &R ﬁ?éi&%i))&) nF
T, AAAFRREZHEL TH, AAA FRXZHEA L HITP 77 BRI LAAL v TFOEF 2V 7 11X

R L EH A,

ip http authentication =~ > ROFEMIZ DWW TIL, [Cisco I0S Security Command Reference, Release

122] 22 L TS,

| OL-8603-07-J
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W SSH OE=HORS vy FOBRE

SSH Of=-6DR A v FDEHTE

GE)

SSH D#IE

T ZClE, SSH HfEZ R TET D HIEICOWTHBAL T, ZoMEELMEHT 21213, e (KE1(k)
VI RNT2T A RA—VEAL v TFIZA VA N—VTHERVERDY 7, ZOHELMFMH L, Cisco.com
MOBBEBALY 7 b =T 77 ANV EX D a— RTDICIEHFNEEDIVLENRLY £, FFMIZoONT
X, 2OV V=20V IV —R /) —FsE2ZRLTLLTEIW,

2T, ROBRICOVWTIALE T,

e [SSH DO##%E) (P.8-42)

o [SSH @&, (P.8-43)

e [SSH O#EBLOAT—Z ADFA]| (P.8-46)

SSH D% EFNZ >\ Tk, [Cisco I0S Security Configuration Guide, Cisco 10S Release 12.2] @
[Configuring Secure Shell] @& (2% % SSH Configuration Examples] # &M L T< 723y, URL &
WD LD TT,

http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfssh.html#wp1001292

ZITHMT D vy FOMIE LU A GIEOFEMIC OV TIE, RO URLIZHD Z DU U —R Tk
T Hawr R U757 L AB LW Cisco IOS Release 12.2 D~ R U7 7 Ly AERBBLTLE
S,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products command_reference book09186a
0080087e33.html

SSH X, 71341 AT 2L e T— MEREZFREICT A7 1 b2/ TF, SSH L, 731 ZDFR
FERFICIR ) 22l b 24T H 2 & T V' — MERICOWT Telnet LEDOEF =2 ) T 4 ZEHLET,
IOYZ7bhyxT UY—RZiE, SSH N—Y =31 (SSHvl) BLWSSH ~—Y =3 2 (SSHv2) %
A—FLTWET,

T, ONFIZHOWTHEBHALET,
e I[SSHY =N, BRI ITAT b, BEOYFR— I TWnWbi A=Y 3] (P.8-42)
o [HiIfEE] (P.8-43)

SSH 4—/\, BV FA4 72, BLUHR—FEhTVEN—Da Y

SSH HEREICIZ SSH U — "B LUSSHMHEAZ AT FBHY . TNHIFAAL v F ETEITENET
TV r—va Ty, SSHZ AT MefflT5&, SSHY—ABBENVTLAAL v FICHEMTEE
T, SSHY—NE, 2OV Y —XATHR—FINTWBESSHZ 747 bBELO, hfdo SSH 7
FAT U RNEEHLES, £/, SSHZ 547 ME, 2OV )V —ZXTHR—FENTW5S SSH #—
NP L OO SSH — N E A L £,

ZA »FiE, SSHvl F£721% SSHv2 ¥ — & PR —F L TWET,
24 v FIE, SSHvl 7 547 » &R —FLTHWET,

SSH %, DES Ks5{b7 /=Y X . Triple DES (3DES) K57 0TV XA, BLONSAT—R
N—=ZADHFEEZ Y FR—F L TWET,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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| 588 RAyvF R—ABHEOHE

SSH 0-HD 2 4( vFnEe N

SSH i/j{@i %wuuﬂiﬁﬁ%‘ﬁ-j—’_‘}\b‘(b\iﬂ_
e TACACS+ GEHHZ DWW TIE, ITACACS+HIZLDAA v F 77 2D (P.8-11) &ML T

<7ZEW)
e RADIUS GEfllcoWTIX., TRADIUSICE DA A vF 77 2DH#E | (P.8-19) &ML TL
72E W)

o T—OAREEER LOFFR GEIZ oW TIE, AL v FOr— B VERRER X OFF ] O E )
(P.8-40) &)

S,
GE) ZoYyZ7bvx7 UU—ZRXX, IP Security (IPSec) # ¥ AR —FLTWEHA,
HIPR IR
SSH (CiX, ROBIRFHAEH SN ET,
e AA wFi%. Rivest, Shamir, and Adelman (RSA) FRiEZ ¥ HR— kL ET,
e SSHIX, 7o =N T 7V —variZidzdR—hLET,
e SSHY¥—ANPBLWSSH 7 7147 ME, DES (56 £ k) BLW3DES (168 £y ) F— X
Y 7 by 2T TORYFR—FENET,
* AA v FIiE. Advanced Encryption Standard (AES) ¥ E{b7 /LT Y ALz VP R—FLEHE
/Vo
o)
SSH DE&E
WRIIKRD LY TT,
o [RREMROEEFE] (P.8-43)
o [AA4vFTSSH 2#FE(TT 570Dy b7 v 7| (P.8-44) (W%H)
e [SSH #— D&k E) (P.8-45) (AA v F% SSH #— b LTHRET HHE DA MH)
HEROIESIE
AA v F % SSHHY—NFEILSSHZ 74T b ELTHRETH2HEIT, ROFEBEFHICE>TLEE
AN
e SSHv2 #— 3%, SSHvl +— _THEHK I D RSAHOXRT E#HEHTEET (WOLHELFEEET
)
* crypto key generatersa 72— L 27 4 Fa b —v g avr REASLEZHE, CLI =
T— AvE—UNRFERINDIHEE. RSABTITER SN TVERA, RAMBIRRAA
FHBRTELTHMD, crypto key generate rsa 2~ > K& ASLTL &, FEMIC>WTE, T2
A FTSSH ZFETT 57200y 77 (P.8-44) #BZMLTIIEIN,
e RSABOXTEERTILAEIT, A /’TZ ¥ No host name specified NE/RINDI ERHV F
T, ZDAvE— /75’2‘%2‘32}%71 4%, hostname 7’2 — L a7 4 X al—igy avy
FEFEHLTHRR l\%%&“ﬁ@“éﬂ%#% DET,
| oL-8603-07-J
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SSH O-HDR A v FDE®E

e RSABOXTEERTILEI % v —UNo domain specified NERINDIENH D I,
ZORAyE—UBRRRINTHEIL, ip domain-name 72— 3L AT 4 ¥ ab— gy av

Y RaMMALTIP F)M’/Z.% Tfﬂ“éz%ﬁlhwiﬁ“

o D—NNFFEB L OO FELZRETIHAIC, 2 Y=V ETAAANRNT =T 1izENT

WHZ L EMERE LTS ESY,

A4 YFTSSH X179 5Dty b7y T

ATFvFTA1
ATvF 2
ARTvF 3
ATv7 4

AFvS5
AFvT 6

AFvT 7

SSH ZEATT 2 LIRS v TF a2ty b7 v 7T 5I1E, ROFIRELFATL TS,

1. BBy 7 b =7 4 A=V % Cisco.com HF v rn—RLEY, ZOFEITLETT,

ZoWTCiE, 2OV YV —2DYJV—R J—F 2SR L TN,

FH

=111}

2. AAM T DRAPBIOIP FAAS A EZRELET, ZOFIEZETTL01E, AA v TF%&

SSH #—/\ & LTRET 2B AT T,

3. AAvTFNSSH Z#BEWICA R—TNVIZTD72DD RSAEOT AR LET, ZOFINAZET

TLHDIE, AL v F % SSH — & LTRET DHHETEIT T,

4, t—HN T I RAFEFIZVE—F T 7 A —YREERELE T, ZOFIEITHNETT,
FEAZOWTIE, TAAS v F O — D NFEEB L OO E] (P.8-40) 2L T &V,

RARLE TP RAAL A EFRE L. RSA HOT AT 2121%, F## EXEC £— FTROFIEEL E

ITLET, @illlﬁ%iﬁﬂ“é@ i AA v F % SSH —~E L THRETDHELETTT,

avvk E[:3)

configure terminal Ja—arZ 4 Xal—vary T— Rl LET,
hostname hostname AA T DORA M EHFRELET,

ip domain-name domain_name AL v FDRADN FAAL U EFRELET,

crypto key generate rsa A v F ETr—AB LY E— FRIEMIZ SSH — 1% A R —

TAZ L, RSABORT AR L E T,

BBV 2T A YA RE, 1024 €y MZTHZ L E2HELET,
RSA @OXT LT HHEIC, EV 2T ADRSOANZRD L

NET, TVa2TARELRDIZERETT A, AL MH IR
M E£4,

end ¥i#E EXEC ©— FIZRY £,

show ip ssh SSH #— D=V 3 VB L OB EERRER TR LET,

EJES

show ssh AL v F LD SSH b —_"DORAT —F A% HKRLET,

copy running-config startup-config |((T&) 2> 74 Fal—Tay 77 A NIBEE T LET,

RSA DT ZHIRT 512X, crypto key zeroizersa 70—/ 3L 27 4 Fal—ar avw K

%ﬁ%bi#lﬁA%@m?%M@Té& SSH — NI HEMIZT 4 =7 T/ 0 £197,

Catalyst 2960 R4/ v F VI k7 av 24 F¥al—av #H4
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SSH 4 —/\D®E

SSH 0-HD 2 4( vFnEe N

SSH #— "ZRET DI, FHE EXEC £— R CROFIEEZFAT L E 7,

avwyFk

]3]

ATv7 1 configure terminal

Ja—N) ar7 4 Xal—vary T— RRefBLET,

RFw 7 2 ipsshversion [1]2]

(fEE) SSHvl £721L SSHV2 2 FEATT 2 L ICAA v F2REL £
ER

e 1:SSHvl #FEITTDHEIICAAL v T EHRELET,
e 2:SSHV2 2FATTAHEIIAAL v T ERELFET,

Zoavy REANLRWES, E7213F—UV— FE2HEE LRV
A, SSHY =%, SSHZ 947 FTHHR—FINTWDHEH
N—Tarv@SSH #&IRLET, =& 21X, SSHZ FA4 7 b
SSHvl 38 XN SSHv2 #H AR — F L TWAEA, SSH +— %
SSHv2 #=&&{RL 7,

X797 3 ipssh {timeout seconds |
authentication-retries number}

SSH #illi#fi /N T A =2 i E L £,

o HA LT YU MEIWEMNTHEELET (F 740 MEIX 120 ),
BECTEH:MIZ0~ 120 TY, ZO/XTF A =%, SSH *
SvE—ygry Jx—R@EAENET, BEAEYLEND &
AZA Y FIZCLIR—Z By g DTF T4V EDEAL LT T B
WEERALET,

FIFNFTIE, Ry FU—27 EOBEEO CLIN—Z v
V(v iar0~4) TR LT, &K 5 OORE{LIAIF SSH
G A CTXET, FEF o AnEBE#TELE, CLIRN—X &y
varvOEALT Y MEEZT 74N RO 10 53R £,

. 7747/ Mt — SAHBFETE DB ERELET., 774
MZT3 T, FHETELHMET0~5TT,

WHDNTA—=ZaRETDHEIEIOFIRELHEYIRLET,

ATvF 4 line vty line_number
[ending line_number]

transport input ssh

UTE) (RANREIRERE & R E L ET,

o FA ALY T 4Xal—ar B— FEBBLT, RAERKRR
MR EERE LET, line number 33 X W ending line_number
WHRLT, 1HEBT2EELET, HETE5HIL0~ 15
T7,

o AA v F TI SSH Telnet #fe & Ml 2 L HICRELET, Z
AUT R Y, V—21L SSH #fIClREINE T,

AFv7 5 end

ke EXEC £— RIZR Y £77,

X797 6 showip ssh
EJ/ES

show ssh

SSH =D AR—=Va VBRUOREHFRER R LET,

AL v F D SSH r— D AT — 2 2 Forx LET,

RTv 7 7 copy running-config startup-config

(ER) av 74 Fal—ray 7y A VICREEZRTFLET,

77 v h® SSH Hll#H1/3F7 A —#IZFE$I21L. no ip ssh {timeout | authentication-retries} 7 17—/
VarTZ a4 Xal—varyavy REERLET,
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W SSLHTTP OE-HDRA v FORTE

SSH DFEEH L URT—F ADRR

SSL HTTP Of=66D AL v FD

8-46

SSH " —"DOBREBLOAT—HF R RKTTDHITIE, £ 8-5 DFiE EXEC o~ K& | o713
ERLET,

%= 8-5 SSH 4—/\DBREBLURT—R2REXRTFTHaTIVF

avwyFk Br

show ip ssh SSH H—"ONR—2a VBIOREEHRERRLET,
show ssh SSH — DA T—% 2K LET,

Inboa~wy ROFEMIZOWTIE, [Cisco I0S Security Command Reference, Cisco 10S
Release 12.2] @ TOther Security Features] O#IZ& % [Secure Shell Commands] #ZML T2 S
VW, URL IZRD LB T,

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/srfssh.html

¥E

ZZ T, HTTP L1 O —A"B LY T A 7~ MIxbE L7z Secure Socket Layer (SSL) /X—7 g
3.0 2% ET D HIBEIZOWTHIALET, SSL L, E¥=7 HTTP BE &2 EB T 572Dz, HTTP 7 Z
ATV RRAEZ T TR, B—FR5E, E k., BLXUOA vy E—VOREEMELRM L E9, SSL &4
A3 2123 BBy 7 02T A A=V RAL Y FIA A R—= VSN TNWIMERHY £, =
OWHEZE A L, Cisco.com WHRFELY 7 vo 2T 77 AV E XU ra— RT5 LA %2554
LR D £, Wb A—VOFEMICONTE, 2OV V=20V V=X /= h2ZRLTIES
AN

Z 2T, ROBRICOWTHBALET,

o [EXa7 HTTP ¥ —_"EBLOY 747 hOWE (P.8-47)

o TEF a7 HITP b —"BLUY 747~ FOBIE] (P.8-49)

o [EXaT7 HTTP ¥ — "BV 747V FORT =X ADFHK7] (P.8-53)

T THEHAT AREFR v RO LOMHGTEOFEMIZ OV TIX, D URL 126 5 Cisco
10S Release 12.2(15)T @ THTTPS - HTTP Server and Client with SSL 3.0] O#REFHIAZ S L TL
723V,

http://www.cisco.com/en/US/docs/ios/12_2t/12_2tl15/feature/guide/ftsslsht.html

%L‘!II
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| 588 RAyvF R—ABHEOHE

SSLHTTP 0602 A vFoEe B

X217 HTTP Y—NEXUVI 51472 FOBE

CA niEs

=

GE)

%27 HTTP 8kt o%HE,. HTTP Yy — "R EZET LT — X I T LI A v ¥ —F v MIEF
EnFEd, SSLEFB(bZfED HTTP iX, Web 77 UH N B AL v F 2 ET D X 5 7effglc, ¥
TREREAEELET, YRAINEESTEZ X7 HTTP Y—SBXOHTTP 7 94 7 FTiE. 7
TYUr—ary LA YOREE{IZ SSL N—Y a2 3.0 2 LE9, HTTP over SSL iZ. HTTPS &
B ENET (BF 27 2EEROEA. URL 28 http:// O 0 IZ https:// TIHE Y £9),

%27 HTTP —" (AA v F) OX2&E L, FBEOKR—F (F7 41 h® HTTPS A— b ik
443) T HTTPS Bk &£ 5317 T, HTTP 1.1 Web —_S~Z D8R ZHES = &L T3, HTTP 1.1 ¥—
NEFOEREZWFLL T, X =27 HITP —~EE (O 3) LEJ, BF =7 HTTP H—
IX HTTP 1.1 —fb iz, toERIZE X T,

¥ 27 HTTP 7 74 7> & (Web 77 U H) oFAa&EENL, Cisco I0S 77V 7r— a VERIZE
HLT, 0T 7V r—ra »PRER LU HTTPS User Agent —E A2 EITL, I6&% (F0T7 7Y
r—3ail) BEZETY,

Certificate Authority (CA; 8iER) 1%, BREZRBAILTSMT ARy hU—27 T34 R ZFEHEE 5
TLET. Zhb0P—ERE, BT L5730 AT 2 REFHREX 2 ) 7 4 F—FBLOGE
HEOFRARM L E T, FED CA b — NITEHEAE TN E T,

T&r’ﬁﬁ%ﬁéhé L HTTPS ¥— 3%, 154 L A2 DHEED CA 2557 X.509v3 OFFIE 2 %179
TLT, X aTRERE S AT MCREELET, 2547~ GEE. Web 7T v¥) 13
%@uiaﬂiwnuu 7%\gfcf/l§ﬁﬂ%%{%ﬁbfb\ij—

¥ =27 HTTP ##ii2iX. CA OFEAZRETHI L2 HLELET, HTTPS — %2 EITL T
WA T A 22 CA ODBHEEARBREINTWARNE, = NTHEZFRIEL TYLEZ RSA OFORT
FEKLET, B THRIELE (ACE4) MA@ 22U 7 0 TlRWVWO T, #4277
AT MIFOFHENACEAETHDL L@ L, 2 —PITEH ORI (L F2I3ES) 2 &
BHLERHY £, ZOBREINERY hU—2 bRoY (TAMHARY) IK&LLET,

CADEESEZREL TV WS, EX =27 HITP 2N L7256, T0®F% 27 HTTP +—
N AFTF T TAT 2 M) T2 RN EIIRENTRECES Eﬂﬂiﬁxa@mﬁ TAERENET,

o AA VFITEHRAPML FAAL VAPRESNTRWES, SN2 B CELIEPHEIT KLY
DTT, A vy TFEHEHTL L, ZO—RKNRACEBLAERZEILDN, HZICACB4ERAE
(—BE9) BED M CTHRET,

o AA YTILHARNE RAL VEAPRESNTND L ER SIS B CEAGEREII AR b
DTT, ZOFHEZ, A v FEHEHLTH, t%:THﬂP#—A%ﬁm LTHHEZD
FETT, TOH, HEEX=2T7 HTTP Bz AN Lz S TcEE7,

RAERB L OMEEAIL, Hx DOT NS ZATRETLILERDHY £, OT A Anbavr—7F25 &,
FNHIEAL v F ETEHIZRY ET,

HOBAFEHENER SNZHE. £ OFEHIE show running-config 7% EXEC =~ RCTH T
3., BHOEA HE%%%ﬁﬁﬁ‘é a<> KOS (show running-config 2~ > K) %f#]& LC—#R
LET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
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W SSLHTTP 0f-&

CipherSuite

DAL Y FDEE

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

!

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

<output truncated>

HOB4AREAEIL, % =27 HTTP % — 3% 8412 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — 3L a7 4 ¥ alb—vay a~vy REANTHI L THIRTE
F9., £0%, EX =27 HTTP v — "2 HEANIT D L. BOCBEAENENHZITERSNET,

TP self-signed D% AIERINTWDHEIZ, T4 ZADTV Y TIABEFICL o TRRD T,

F7varda~< K (ip http secure-client-auth) Z (M52 &, HTTPS — 82 74 7 > hh»
HO XS509v3 GEAEEZZRLET, 7747 bOFRIEIEL, P "BHOFIELY bENEXR 2 Y
T m R L ET,

FRAER OFEMIZ DWW T, [Cisco 10S Security Configuration Guide, Release 12.2]] @ [Configuring
Authority Interoperability] OFEEZZMML T 7Z &V, ZHiZiE, Cisco.com D F— L_—
(Documentation > Cisco IOS Software > 12.2 Mainline > Command References) 757 7 & A Al §E
/C“ﬁ—o

CipherSuite IZHf 5L T L TV X ABLOX A P2 A b 7Y XAEEE LT, SSL#ERRICERL E
9, HTTPS —NcHifed 5, 27747 b Web 77 UL, #HR— x5O CipherSuite DY
ANERBLES, 2ORIITA T PV =T, WML THR—FSNLTHDIHEELT LAY XLT
KERHOEZY A IPLERLTRrIT=— b LET, & xIE. Netscape Communicator 4.76 1%,
KED X =2U 7 ¢ (RSA ABRSRE 5 MD2, MD5, RC2-CBC. RC4, DES-CBC. LW
DES-EDE3-CBC) &#H A —FLTWHET,

il 7 iE bz, 128 By MEBALEZYR— b FT2527 747 b 77 04 (Microsoft Internet
Explorer /\~“/ 2 > 5.5 LABE ¥ 7213 Netscape Communicator 73— 2 > 4.76 LIEe72 &) N TY,
SSL_RSA_ WITH_DES CBC_SHA CipherSuite i%, 128 vy MNEFAL ARG L2 2D, i
CipherSuite K1V btx =2 U T 4 BMEL 220 £,

CipherSuite 1%, £V X =2V T s BELS, BHIRNTLRDI1EE, DT TTNAHEKEM A LB
DESF, WIZ, AA v FTHAFR— k& D CipherSuite 5 L OVL— X DMMEAR (HX) 2k D
CipherSuite ®7 > 7 (EWIH) #EHELET,

1. SSL_RSA WITH DES CBC SHA : # vt — YOl E{kiz DES-CBC. BLUA v — ¥4
Uz A MM SHA %A L= RSA O#5H: (RSA AP 51b)

2. SSL RSA WITH RC4 128 MD5 : RC4 128 v v bk, BLIUA vt — A V= X NI
MD5 Z1{# ] L7 RSA DOFEASH

3. SSL RSA WITH RC4 128 SHA : RC4 128 E' v F’ifE{b, BLUOA v —Y F A VxR M
SHA #{#H L7- RSA D#EAs#
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SSLHTTP 0602 A vFoEe B

4. SSL RSA WITH 3DES EDE CBC SHA : # vt — YO E{kic 3DES & DES-EDE3-CBC.
BEOA v —Y &4 V=2 M SHA £ L7- RSA 087 (RSA 2B 21b)

(BB LOLA V=X b TAITY XA LZZNLNIRE L THAZEDET) RSA (X, SSL ##iic
WTRDARP LOFEREOM G IEH S E S, Zhid, CA DEEAPEESNTND0E I T
N EEA

tHXa7 HTTP Y—NELUVI 51472 FDETE

T I T ROBREFHRICOWVTIHA L E T,

o [SSL OF 74V bkl (P.8-49)

o [SSL O EHrDEZHIE] (P.8-49)

o [CA OfEfERORE] (P.8-50)

e &% =7 HTTP — D% E] (P.8-51)

e [&Xa7 HTTP 7 747 > FO%E]| (P.8-53)

SSL DT 74l FRTE

BHED HTTP $—NEA X =T VIR E I N TWET,
SSL iFA F—T7 NMIZRESINTVET,

CA DEBEAITRESNTVEEA,
HOBAEHEIIAER SN TV ERA,

SSL OB ERFDIEFIE
SSLEZAA v F 7 TAXCTHERATAHE, SSLEYa BT TAX a<w X TRTLET, 7T AKX
AU N—DAA » FIIEHRED HTTP TEMES A LERH Y £,

CA DEHESEZHRET AN, VAT A 78y IRREINTNWAI LEEHALTLIEEN, 7y 7y
NRESNTWRNE, RIEARBMIZEVEAENET SNET,

Catalyst 2960 R4 v F VI k7 av 74 Fal—ar #H4F
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W SSLHTTP OE-HDRA v FORTE

CA DISHERDKE

T a7 HTTP #6523, CA DRz EXICHRET 52 LR L £3, CA OEEHMAL, BOE
LFEAFELIVEWVEXF 2T o BH Y FT,

CA DfEEAZHRET HITIL. ¥i# EXEC £E— R TROFIEZ EITLET,

avwy kR

E[:3)

X797 1 configure terminal

ya—r ) ar 74 Xal—ay B— REEEBELET,

RF w7 2 hostname hostname

AA v FORAX M AEBELET UUEIHA A M ZREL THRWE
HEDOHNIE), FANAITER 2V T ¢ G EGEHEICLETT,

AT7v 7 3 ip domain-name domain-name

AAFDIP RAALULEZRELET (LIETIP RAAL VA ZREL
TWARWEADHRMIAE), IP RAAL AT 2 ) T 0§ FEAEIC
BT,

ATv7F 4 crypto key generate rsa

({E&E) RSA#DOT AR L ET, RSABOT (I, A1 v FD
AEHEEZAFTDHANCLE TS, RSABOTIZABRICAER S
EFT, METHOIUUE, Zoavwr RaeH L TRAEFERTEET,

RAFv 7 5 crypto ca trustpoint name

CADEFEAIZeE—INVORELEREL T, CARHEAa V7 4
Xal—igy ET—FEHBELET,

AFv 7 6 enrollment url url

FEAEDOERDOEF AL vF O URL Z2HELET,

RXT7v 7 7 enrollment http-proxy host-name
port-number

fﬁﬁ) HTTP 7u ¥ —"Z&RH LT CA »HitHEZAFT D
AL v TFERELET,

ATvF 8 crl query url

> 70)&%%#@ DHENTWARWDEZHERT A 72012, Certificate
Revocation List (CRL; fEBIERZIY A k) 2FERT DL IITAAL v
FaELET,

RATv7 9 primary

(EE) BHEEAS CAERICHLTT T4~ (F74+0 ) FEEA
ELTHERSND KOITHRELET,

Z2Fv 7 10 exit

CAEHAa L 74 X2l —ary E—REKTL, Zu—L =
V74 FXal—Yary E—FRIEY T,

AT Y7 11 crypto ca authentication name

CA DLARELIGLTCA ZRIMLET, AT v 75 THMALZA
MERCbOEHEPLET,

RXT7 97 12 crypto ca enroll name

BEED CA DEHEAPLIEHEZRHELET, Zoa~vr Rk, %
RSA #EDRTIZH LT 1 DDBLAY OFFHEZIR L £,

25Fv 7 13 end

FiHE EXEC E— RIZR D £,

ATwv 7 14 show crypto ca trustpoints

BIEZ R L ET,

A7 v 7 15 copy running-config startup-config

(EE) av 74 FXalb—vary 77 A MCREERTFLET,

no crypto ca trustpoint name 72—/ )L 27 4 Fal—var avy REFER LT, CA ICBEET
29 _RTO ID fFEs LOGEHELHIBRTE 9,
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¥ a7 HTTP —/\DERE

ATy T A1

AFvF 2
ATFvF 3

ATv7 4

AFwFT 5

ATYT 6

ATFYT 7

&

ATv7 9

FERRICEERR EOREZ M HT 256, siOFEZFEH L TAAL v FO CABEAEZHRELTHDL,

HTTP =N HMNITHHERH Y 9, CA OFEFAZHEL TWRWES, %27 HTTP ¥—
NRERICAEDNC LR E T, BEBATHENERSNET, P—"2RELEbL, EELBLIUE
X =7 HTITP — Nl FIZEAT 5247 ay ORA, @HTH 778 A U AN REREK -

ZZA LT RY)—) ZRETEET,
X =27 HTTP 4 — & ET HI21E. ¥ EXEC E— RCTROFIHZEITLET,

avwy kR

E[:3)

show ip http server status

(&) HTTP 4 — "D AT —Z A% F R LT, E¥% =27 HTTP ¥ —
PNOMBRENY 7 =27 THR—RFENTWHNE I 2 flr L E
T, HIT, ROTA L DELLNEMHERL TLIIEE N,

HTTP secure server capability: Present
or

HTTP secure server capability: Not present

configure terminal

ra—r ) ar7 4 Xal—ay B— REBEBLET,

ip http secure-server

HTTPS ¥ —1\BF 4 E—T VDL, 4 F—7 M LET, HTTPS
HF—NE, FIHNL P TAX—T VIR ESNTNET,

ip http secure-port port-number

(fEH) HTTPS % — ST 5 H— MEBEIELET, 7740
FDOR— FETIE 443 T, 443 £7203 1025 ~ 65535 OFiH THE
TEET

ip http secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbc-sha]}

(fE&) HTTPS ##t D5 5/ % CipherSuite (b7 /L=
URXL) #ELET, F#ED CipherSuite ZET HHEN 2T
X, =T AT M WY AR — M35 CipherSuite T
T —bTHEICHRELET, AR T 74 FTT,

ip http secure-client-auth

({EE) HTTP — %% E L T, BlHE oM, RiEozolc, 7

TAT Vb D X509v3 FEHEAZ TR LET, 7 74/ T

774’7/ M — N5 OFEAEZ R T HREICR > TWET
B RNF T FA T M EBIELEWVWE DT o TVET,

ip http secure-trustpoint name

Xﬂ%St%;)74m%£®@%£iw7§47yF@ﬁ%%%ﬁ
DOFFAIMFEHT 2 CA OIEFESEEZIEELET,

GF) Zoavwr RofRAE, BiOFIAICHKE > T CA OEEAET
TICRELTWD LW FHEEZE X THBEALTWET,

ip http path path-name

(f£&) HTML 7 7 A L D_X—RZ & 725 HTTP RN A ZRELET,
AlE, m—H VAT HZHD HTTP — 7 7 A VOB &R E
LET GA%. AT L2D7T7 vz ATV EHELET),

ip http access-class
access-list-number

(£E) HTITP Y — " ~DT7 7 AOHFFIMEHTAT 72 U X |
PHRELET,

X797 10 ip http max-connections value

({EE) HTTP ¥ —A~ORBRASFRLEELET, HETE5
#URIZ 1~ 16 TH, 7740 X5 TH,
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avw> kR BH#
A7y 7 11 ip http timeout-policy idle seconds | (f:7%) 5EDRI FIZFT 5, HTTP H— S~ Bt KR & 15
life seconds requests value ELET,

e idle: T— X DZENROD, IGET — X NEETERVEED
BRI, fEETEA%MIL 1 ~ 600 HTY, T 740 MEIX
180 B»T9 (347,

o life : Bl AN L TV D RKRIER, fEETE HHPAIL 1 ~
86400 FT9 (24 ¥§fH), 7 7 /v ML 180 BT,

e requests : KL 7o R CALER S LD ER DR REL, RKIEIE
86400 TY, 7 74/ NI 1 TT,

AFv 7 12 end

Kb EXEC E— RIZEV £,

A7 v 7 13 show ip http server secure status X 27 HTTP — RORXTF— X A5 F R LT, REELHRLET,

AT v 14 copy running-config startup-config |(£&) a7 4 F¥al—T a3y 77 A NMCERELETELET,

XD HTTP — %7 4 B—7 /W23 2I121E. noip http server 72— N a7 4 Fa b — 3
vavwry REFEALET, E%=27 HTTP —2%7 ¢ £—7IZ9 521X, no ip http
secure-server 7 1 —/N)L a7 4 ¥ al—i gy avy REFEHLET, F 740 FOREICETIC
IZ. no ip http secure-port 33 5 O no ip http secure-ciphersuite 72—/ 3L 2> 7 ( Fa2 L — 3 >
a<w Y REFALET, 77472 MRFEOEEEHIFRT 512X, no ip http secure-client-auth 2
n—)L Ay 74 Xal—ay avy FeHLET,

Web 77 UV AR L TEX =27 HTTP #5654 #Eil 3 5 121%, https://URL # AJjL$£7 (URL /X IP
T RUVA, FFV—N AL v TFORA M), T 74NN B— b UADKR— FZHELTHODIHA,
URL D% ALK — bEFLHRETHLERH Y 7T, RITHIZRFLET,

https://209.165.129:1026

F2X

https://host.domain.com:1026
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| 588 RAyvF R—ABHEOHE

SSLHTTP O:=-H02A vFoRE W

X217 HTTP V3472 FDRE

YD HTTP 7 9 A4 7 v ELOEF =27 HTTP 7 74 7 > MIFIZA X —T7 NV TT, FEHEOR
227 HTTP 7 74 7 FPOFERERMLIECTT, ROTFIETIE, AiOFNET CA OfFHE N Z A
AVFIZHELTWVWDLZ EEZAHRIZLTVET, CADOBEAPREINTELT, VE— D
HTTPS y—\N2 T4 7 MOFRIEAER LT 6E, X% 27 HTTP 7 74 7 > b~O#EHEITR L
F9,

X7 HTTP 7 94 7 F 2R ET HITI. ¥ EXEC E— FTROFIEAFET L ET,

avy kR B

AT7Tv7F 1 configure terminal Fa—L Ay 4 Xal— gy B— REBEELET,

ATw 7 2 ip http client secure-trustpoint name | ({£5&) UE— F® HTTP ¥ — 32 54 7> FBIFA TR UI-3
WEHT 5, CAORBEHAZEELET, Zoa~ry ROMHIL, A/l
DOFIEZFEH LT CA OFEHEAET TITHREL TWD &V I HITEZ B
jiz“CpEEEﬂL“Cb‘iﬁ“ 77/(7/ ]\muu 75“ ‘gﬁ?[/\i}ﬂ%‘/ﬁ\\ ifl‘j?o
TAYOEFEANT TICHESNTWAHAIX, Z0a~vy NIE
BT,

ATw7 3 ip http client secure-ciphersuite (&) HTTPS ##Ht Ok Z{bi2fEH 9% CipherSuite (B E{k7 L=
{[3des-ede-cbc-sha] [rc4-128-md5] ) 75—&) ERELET, fl%ﬁff@ CipherSuite %f?‘é‘ﬁ?ﬁ”éfiﬁﬂﬁi‘ii T
[rc4-128-sha] [des-cbc-sha]} PN T TAT MR, WEBY AR — 95 CipherSuite Tx

T — T HEIITRE Li*ﬂ INMBT 7 FTT,

ATv7 4 ke EXEC T— NIZEY £,

AFw 7 5 show ip http client secure status %27 HITP 4 — "D AT — X A% FR LT, BEFHRLET,

ATwZ 6 copy running-config startup-config |({13%) 2> 7 4 Fal— 3> 77 A VICEREFRGELE T,

7 TAT v FOEESOFEEEIRT HIZIE, no ip http client secure-trustpoint name =~ > N & {#
FALET, 77472 MIT TIERE I TS CipherSuite {14 % HIBR 3% 121%. no ip http client
secure-ciphersuite =~ > NZfH L £,

X217 HTTP Y—NELUVI 51472 FORT—2 ADERFR

SSLEF a7 $—N"BLRI FA TV NDAT—Z 2% RFZT HITIE, £ 8-6 (TGl S AL/ Rtk
EXEC 2~ FEEMAL £,

® 8-6 SSLEXa7 Y—NE&LUVIFA 7V FDRT—ERERFTTHIATUE
avwyFk B
show ip http client ¥ a7 HITP 7 7A4 7> hOFEER RS LET,

secure status

show ip http server X7 HTTP —OHEEZFERLET,
secure status

show running-config | & %27 HTTP #I2 L TAR SN - HEBLAIEHELFRLET,

| OL-8603-07-J
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FEB8E RAYF R—IABEDOETE |

W SCP Or:=HDORXS vy FOBRE

SCP Df=O6DARA v FDEHTE

Secure Copy Protocol (SCP) #EEIZ. AA v T OHRERA A —Y 77 A NDaA L —IlEF 27 RFBGE

FREREEL EF, SCP iZiX. Berkeley r-tool (IR 2EX 2V T s OFEWT Y r—2a VEBLO

Ta harThibtxaT Yo (SSH) BMETT,

SSH ZEI{ESH5I21X, AA > FIZ RSA OABGE L MEFHO T NUNETY, ZiL SSH BN

SCP LRIFET, EX a7 REELEEIEHITIE, ZNODEOST RNETT,

F7z. SSH IZIT AAA FRREDSMED -8, WMUICEHET D1TiE. SCPITH AAA BEENLEICRV F

\?AO

* SCP A RX—T7MIZT DHIZ, AA v F D SSH, ik, #Fi, BLOT WV T 1 > 7 2l
BRELTLIZEIN,

e SCPIXSSH #ffiH L CEX a7 REEELZFIATT D720, L—Z 1T RSA #BOXT BMLETT,

~
() SCP #MMT A, at— a~r FICART— REANT S LIETE A, 7007 FAER
Shi &, ANTHRERDY ET,
Secure Copy B9 % 1&#H

Secure Copy HREZ X ET H121E. ROMEE AT 2 LENH Y £7,

SCP 1Z—1# D Berkeley @ r-tools IZESWTHFFSN TN D72, ZOIENLIL. SCP 2 SSH 0+
¥ o U7 4 IZHIE L TWD RERRTIE., Remote Copy Protocol (RCP) SHA{LL CTWE ¥, F7=, SCP
DOREITIT AAA OF AT MERT-D, V—F T2 —FRELVHERL~LEREE LT D0 HET S
VERHY T,

W) 27 Al &2 T D 2 —H1E, SCP % L T Cisco 10S File System (IFS) 7 7 A V& A A v F
W2 (FZAA v Fb) BRHICaZE—TEET, ab—lidcopy 2~ FEEMLET, £/, 7F
AENTHEEIHEL ZOE(EE T~ AT =2 a UL FETTEET,

SCP O ER L UMAEF EOFEMIZ, o URL (27 7 A LT, Cisco I0S Release 12.2 ® [Cisco
10S New Features] 7% [Secure Copy Protocol] @E%%ﬁﬁ LTI,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a0080087b18.
html
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