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ACL i) IPv6 v —% ACL &R —F LEEA,
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() AA v FTO ACL AR — FDOFEMICHONWTIE, 834 %= TACLICE 2%y bU—2 X2 U T 1 O
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T £, IPv6 Y AR— M 201340+ & ACL 7217 T,
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e L % 2 EtherChannel {Z IPv6 "— k ACL #@#fH TXx ¥ A,
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NHEMNEIMCEDL, HIRFHEHIIHY E¥A, N— T = THRENKNERAS VX —T = R
PR — N E721X SVD) 12 ACL #3586, AA v FIEA ¥ —T7 A AT ACL BYHR—
FENDDEIMHBILET, bR —bFEnAWVESE. ACL OMINTES SN E T,

e A UHA—TxARTHWHEIND ACLIZ, V7 R—FEN72VF—U— KEEF> Access Control
Entry (ACE; 727X avtr—nL = b)) ZBMLED ET5856. A4 v FIIHEL
H—T oA AR ENTWS ACLIZ ACE N ENMEN2D%HF T LER A,

£
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IPv6 ACL MDEXE

IPv6 ACL R ET 2E 1L, FHANTT = 7V IPv4/IPv6 SDM 7 o 7L — F DWW N EBIRT 5 4
EAHY FT,

IPV6 N7 74w 2T A NF Y 7T E55EIE. ROFIREFATLET,

AFvFT 1 IPv6ACL Z{Ek L. IPv6 727X URA KN a7 4F¥al— gy E— NeBBLET,
AFwT 2 IPV6ACLN, b I 74w 7% 7 uy7+5 (L) FR3@EBIEs GF) LoFELET,
AFYT 3 A ¥ —TxA AZIPv6 ACL ZHHLET, —% ACL TiZ, ACL N HEHIND LAY 3 A ¥ —
T2 A ZAIZH IPV6 T RLAZRETALENH Y £,
Z 2Tk, IPv6 ACL O ER LA FIEIZ W T L EJ,
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o [hootkre & O EIEH] (P.40-4)
e [IPv6 ACL O1ERk] (P.40-4)
o (S B —Tx A Z~DIPv6 ACL ®iEH ]| (P.40-7)

IPv6 ACL OT 2+ )L FEERE

T 74N P T IPv6 ACL TR EXITEMA S TWER A,

fttD#aE & DHEEERA

IPv6 ACL OFREICIT. MOMREE /-1Z A A v FHME L ROMHAAEARH Y 4,

o IPv6 L—% ACL 37w hEFERTHLIREINTWDIHA, Ny MIBEEIET, N
7w R @z ¥—7 Internet Control Message Protocol (ICMP; 4 > % —>x v MMl A v&—Y 7'
ko) Fa—ZEESH, 7V —AIICICMP BEAREXA v E—URERENE T,

e TUYTYR IZL—ARNKR—FACLIZE>» TRy ZERBHAE. 2O7L—AF 7T ) v/ E
NWEHE A,

o IPv4 ACL BX W IPv6 ACL Oli % 1 DDAAL v FI/ER LD, Fl—A v ¥ —7 = A AIZJ#E A
L= TEET, &% ACL ITIZ—BEDOLNNLETT, REFLDOAMEZHFHALEI &L, =
T— Avb—UNERENET,

IPv4 ACL & IPv6 ACL D1k, BEIORE—DLA ¥ 2 A v Z—T 2 AEZIETLA VI A X —
Tz A A~D IPv4 ACL 7213 IPv6 ACL O Icix, b a~vr ReHLET, ACL &

M BDICiEsT-a~<y REERT B L (72L& 2%, IPv6 ACL OfINC IPvd =< > K&
BHBIRE), 2T — Ao —UNERRINET,

e MACACL #fHLT.IPV6 7L —2 % T 4 NA Y7 TExEH A, MACACL IZFEIP 7 L — A
a7 4VZ) o 7TEET,

o TCAM DSithDHE . REFH#D ACL 2B+ 25 &, /X7 v MECPU IZ#E S, ACLITZY 7
My =T THEASNET,

IPv6 ACL D{ERL
IPv6 ACL % {ERk$ 21213, 4 EXEC E— R CROFIEEFEITLET,
avy kR B#
27971 configure terminal Fua—r L ar 74Xzl —vay B— NEBEBLET,

AT797 2 ipv6 access-list access-list-name |IPv6 77 & A U A N AEHZL. IPv6 77 A UAKN 27 4 ¥ a2l — 3
v E—RNERBLET,
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2797 % deny | permit protocol deny £ 7213 permit Z A S L, &fbE —&F LHEIC 7y FEBESET 50,
{source-ipv6-prefixiprefix-length | £ 7= 13T EH5NEEELE T, RIC, FECHOWTHBELET,

|[:nzr‘al;(;):t[;:jfiiijfg:}:ﬁddress} e protocol IZIX, A vV H—F vy b 7a haLOAFIELIZETEATLET,
{aistination—i v6-prefix/ ahp. esp. icmp. ipv6. pcp. step. tep. udp, 72X IPv6 7’1 F =L
prop FREET 0~ 255 OBEEMWATX £F, ICMP, TCP, 4 L0 UDP ®

prefix-length | any | BI85 A —H oW TiE, A5 v 7 3b~3d #BRLTL 2 &0,
host destination-ipv6-address}

[operator [port-number]] e source-ipv6-prefix/prefix-length £ 7213 destination-ipv6-prefix/

[dscp value] [fragments] [log] prefix-length 13, EEEMGE T2 ITFF A& ERET D EE L E 2IF5E5E
[log-input] [sequence value] IPv6 x> T =20 HD NIy hU—27 7T AT, 16 By MEZBHAL
[time-range name] Tean XE0 o 16 R THEESNLET (RFC 2373 22H),

GE) CLl (a~ry R A v B —TxAR) ~VLFTIL, /0~ /128 D
O VLT 4 7 AERERINETN, AL v FIE, ENAiER T a—
NNV 2=F Y AN T RLAREY U ZIZRLTRr—INVRHEARKNT R
2D )0~ /64 DEHDO T LT 47 A, BEIOWEUI X—2D /128 7L
T4 AIKTHIPV6 T RLABER T &Y R—FLET,

o IPV6 7L 7 4 7 A /0 OFEMEEE LT, any Z AL ET,

* host source-ipv6-address ¥ 7-1% destination-ipv6-address 1213, EG 50
FIAFFF AR 2R ET ARG E IS IPVO A A R 7 RLAZAA L
¥4, TRLARIF 16 By MEZERA L2 XYY O 16 #ETHRE
éﬂ\i‘j‘o

o (EE) operator \ZiX, FED T v b 2V OEFITLAR— b ETITFEHLA— k
HHBT 2ART U REEELET, AT FiE It (Kh/hswn), gt
(EVKREW), eq (FELW), neq (FLL V), range (AEHFA) TY,

source-ipv6-prefixiprefix-length B D% DA XL — 21X, H#ETLAR— MC
—HETLMERH Y FT, destination-ipv6- prefix/prefix-length 5|5 D% D
FRU—ZL, kR — MBI 208X HD £,

o (EE) port-number 1Z, TCP £72iZ UDP ®7 4 V& U v 7T, ThEH
0 ~ 65535 @ 10 #%xF 7212 TCP & 5\ & UDP R— R DLRITY,

o ({EE) dscp value # A7 LT, % IPv6 /37 v kb ~ v & —® Traffic Class
T 4=V FND T T 4w 7T AEE DiffServ 2 — K BRA > MEE A
LET, fEETE 24X 0~ 63 TT,

e ({EE) fragments # AJ LT, HHETEHRWT Z 7 AV M EHRLET,
ZOXF—TU— RNRERINDDIE, 71 badipve OFETEITTT,

o (EE) g ZHETHEL., = M) —BT 257y MNelTL2aX s
AybE—=URary —IEEENET, log-input ZHEETLHE, ns =
VRV ANA v Z =T A ABBMINET, =¥ 7 iF—% ACL 72
T R—bFINET,

* ({£E) sequence value x AJJL T, 77EA VAN AF—FAXA D
VT U ABSERELET, BETE AL 1 ~ 4294967295 T,

* ({£E) time-range name # AJJL T, A7 — A2 FORHE OB A EE
LET,

Catalyst 3560 R4/ v F VI k7 avIq4FalL—ar #H4F
[ oL-8553-07-J .m



£40E IPv6 ACL OBE |
W Pve ACL DEE
avyFk B#
AZ7y73b deny | permit tcp (ER) TCP 7782 UARNBLIOT 7B ALKt EERZLET,
|{;fl”r‘cﬁ;’ftvfo";:iff‘i/pvrgﬁ%j’e’fs’? TCP DA tep # AN LET, T A—F (AT v 7 3a THESH TGS
y 4 FA—H LRALTTR, RICRTAF L 2 v 0AT A= 2 REMERTOET,
[operator [port-number]]
{destination-ipv6- o ack HERRISEE Y h By R,
prefix/prefix-length | any [host |, oaplished . fiE 3z & L7 B, TCP 5—% 75 A2 ACK £7-13 RST E' v
destination-ipv6-address} Ry MAEEROBAE, BATTDRET,
[operator [port-number]] [ack] ) o ‘
[dscp Value] [established] [fin] ° fin : ff‘gT = b4 ]\ N > I\o j\é'fgjcﬁ) 6@5‘:‘—& Li%ﬂui% @ ivﬁ.—/\/o
[log] [log-input] [neq {port | e neq {port | protocol} : FTEDHR— FFEE LIZROARTy METERAELE
protocol}] [psh] [range {port | 9,
protocol}] [rst] [sequence value] e P ‘
[syn] [time-range name] [urg] © psh: 7oy by b,
* range {port| protocol} : F— NEZFOFEAND v M ETERAELET,
e rst: UkEvy b EY R EY L,
e syn: ALY M By,
o urg - BERAHZ By BV E,
27v73c deny | permit udp (L&) UDP 72/t A UAMBIOT 7B ALMFEEHRLET,
|{;fl”’fﬁ;’ftvf;‘;:ﬁff“i/pvrgﬁzéj’;f;’; UDP ®#:41% udp % A LEJ, UDP /$5 A— %3 TCP ICf L TR ST
o eyrator [port—nunfber]] WBHENRFA—H LR UTY, 72721, [operator [port]] DA — FFEZETITA—
{d‘;tination_i Sb-profis/prefis-le | 515 UDP H— R OB 5 I IA TR IITAR Y £ A UDP OB,
PYO-prefp established /<7 A — 4 |84 T,
ngth | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq
{port | protocol}] [range {port |
protocol}] [sequence value]
[time-range name]
27973 deny | permit icmp (EE) ICMP 772 A URA MBLOT /B ALNEERL LT
|{;flur‘cle]:)z§tv6-preﬁx./pr§ﬁ);;engt;z ICMP O%A1T iemp Z AT LET, ICMP X7 A—X|IAT v 7 3a®IP 71
o eymwr [;Z;L’t;iebtrlr]t)l;}erﬁ TS N L OBIC DT A—H LIEE AW ERU T, ICMP A vb—3 #4
{aimnation_ipm_preﬁx/preﬁx_le FBLVa— R AT A—ERENSATWET, £ 7 a0 —U—FR0E
ngth | any | host WRIZRD &R0 TT,
destination-ipv6-address} e icmp-type : ICMP 2 vt —U ZA T HFEMEIIL T4V EZ Y T LET,
[operator [port-number]] 0~255 DEEFEMHTEET,
[icmp-type [icmp-code] | e icmp-code : ICMP Ayt —Y a— N A FEEEZLTToE) T
iemp-messagel [dsep valuel log] |~ ¥ 570" 055 o < 21,
[log-input] [sequence value] \ \
[time-range name] * icmp-message : ICMP £ > = XA THEITICMP A y‘E—V@ ZA
THBIOa—FEEEEIZLT, ICMP Xy ha 7402 ) 7 LE
To ICMP X v b=V DI A THBEITA—FADY A MIHOWTIE, ?
F—2EHAT N, FREIOV ) —ADav R I 77 LU RS RL
TLIEEN,
A7v74 end FiHE EXEC E— RIZRD £,
ATy7 5 show ipv6 access-list TrEAYRANORELHERLET,
2776 copy running-config (B av74Fal—var 77 A VMCREERTFLET,

[l Catalyst3560 R4 v F Y2 kY7 a2 74 Fal—av (4 F

startup-config
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BEDT 7 A VA SDPOEREITFAIRMELHIRT 51213, ¥—7Y— FZ#EE L T no deny |
permitlPv6 7 7 AV A f a7 4 Fal—Tay avr FEFHLET,

WIZ, CISCO LAFIBFTOENTZIPV6e 7 7B A U A MERETDHZRLET, VA MNORIOD
?ET:E/ N UL, 058 TCP AR — FEF2 5000 LV KEWASTy METRTHESLET, 2 FHOESR
T F VIR #ETC UDP AN— RS2 5000 KD <7y MEEGLET, £z, 2 FHOELAT Sk
Vid, avrY =l _To—BRREZLHELET, VA MNORYOFFITY ML, §3TD
ICMP "7y bE#FAILEYS, UA MO 2FHOFA= FUIE, ZOMDTXTDONT T (v 7 %
FFAILET, WMEROATEDOFENE IPV6 77 A UANOKRICH DT, 2 FAOFFAI= Y
TR TT,

Switch (config)# ipv6é access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl)# permit any any

A23— x4 X~D IPv6 ACL D&

AFy71
AFy72

AFy73

ATy7 4

ATy75

ATy76

AFy7T1
ATy78

ZITEH XAy FU—7 A F—T oA A2 IPVv6 ACL #4232 FIEIZHO>WTHHA L £+, ACL %
V4%34/& T2 A ADBEETIIEBGIN T T4 v 7, BDINNEVLAXY2 A X —T oA ADERG
FNZT7 4 AT ENTEET,

AU B =T 2 A A~DT 7 A%HIHT 51213, K EXEC £— FCROFIEZ EAFLET,

avwvFk B

configure terminal Jua—n) ar7Z 4 FXal—vary T— REfBELET,

interface interface-id TIHAVANEEATHLAY2A 04 —T x4 A (K=K ACL H) 7=
LA Y3 H =74 A L—% ACLH) #ELT, A4 —7=xA
R aryIZ4Xal—ay BT—REPHEBELET,
GE) IPR—RAAA—VUPBEHTIAL vFid, "— h ACL 2V HR—FL

TWERA,

no switchport N—4 ACL 2T 2H81F, A V4 —T 2L A% LAY 2E—F (F7 4
V) B LAY 3E—RIERELET,

ipv6 address ipv6-address LAY 3IAE =T A A =% ACLH) TIPV6 7 FLZAEZRELET,
’0):1-7/ i, VA4 ¥ 24 F—T A AT, FRFAF—T AR

WCHZRIIR IPVE6 7 RLARHRE SN TV HHEITIT. LEHY FH A,

ipv6 traffic-filter access-list-name |4 L % — T 2 A ZADFEE N T T4 v 2 FRITIRIENT 74 v 22T 78R Y

{in | out} A MEBEALET,
out X— U —RiZL A ¥ 24 Z—T x4 A (R—h ACL) TIE¥R—F&
NEFAL, AL vTF ETIPRX—R 4 A—=UREH L TWHDEEE, out ¥ —
J—RELA V3 A F—T oA ATIEIYR—FENEEA,

end ¥4 EXEC £— IRV £,

show running-config TIAVANOREEHRALET,

copy running-config EE) av74F¥al—vary 77 A VICRTEERIFELET,

startup-config
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AVE—=T A ANLT 7 ERX URRNEHIBRT A2, no ipvé traffic-filter access-list-name A >
B—TxAAar T 4 Falb—varyavr NEERLET,

WIZ, VAVYIALE—T oA ADRENT 74 v 7IZX LT, 727EAX URA b Cisco M5 54l
R LUET,

Switch (config)# interface gigabitethernet0/3
Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

IPv6 ACL DR

REFELDTRXTOTZ7EA VAN, T_RTOIPV6 T 7EA VRN, FHIFBEEDT 7R U RN
BT A MAEFRT DI, £ 40-11R7 8N 1 D213 RO EXEC =2~ R LET,

& 40-1 IPv6 79 £R )R MEHERTI STV F

avwy kR

E[:3)

show access-lists

A v FICRESNTZTRTOT 78R VA ME2FRLET,

show ipv6 access-list [access-list-name] REBFBHDTXRTOIPv6 77 A R NELIZLARIMNTENTZT 7 &

A YA MEFRRLET,

&IZ, show access-lists #7# EXEC =2~ > RO OFZ R LET, HOIZIE, A4 v FITHEFHD
TRTOT 782 URIREREINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

WKIZ, show ipv6 access-lists 574 EXEC 2~ RO MBI ZR L ET, HIITIF, A1 v FITERE
BDOIPV6 77 A U A MNZTNFRENET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eqg telnet sequence 20
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