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avw>Fk B
A7973% deny | permit protocol FHER—BLIESGEIC Ty FEHEGT 55613 deny, FFF T 55613
{source-ipv6-prefixiprefix-length |permit Z#5E L £9, &KIZ, FIFICOWTHHALET,

|[:nzr‘al;(;):t[;:jfiiijfg:}:ﬁddress} e protocol IZIX, A vV H—F v b 7a bAoA ELIIETEATILET,
{aistination—i v6-prefix/ ahp. esp. icmp. ipv6. pcp. step. tep. udp, 72X IPv6 7’1 F =L
prop FREET 0~ 255 OBEEMWATX £F, ICMP, TCP, 4 L0 UDP ®

prefix-length | any | BI85 A —H oW TiE, A5 v 7 3b~3d #BRLTL 2 &0,
host destination-ipv6-address}

[operator [port-number]] e source-ipv6-prefix/prefix-length £ 7213 destination-ipv6-prefix/

[dscp value] [fragments] [log] prefix-length 13, EEEMGE T2 ITFF A& ERET D EE L E 2IF5E5E
[log-input] [sequence value] IPv6 x> T =20 HD NIy hU—27 7T AT, 16 By MEZBHAL
[time-range name] Tean XE0 o 16 R THEESNLET (RFC 2373 22H),

GE) CLI (a~>FRIAf v AV HF—TxAR) ~IVT T, /0~ /128 O
O VT 4 v I ARBERINETN, AL v T, EHEER S
B— )L 2=F AR T RUVREY 7L TR—HNVREARN T
KL AD /0~ /64 OFPHDO T LT 4 v 7 A, BIOEULI X—2D /128
FL T 47 ACKTDHIPv6 7 RLARBAE T2y R—FLET,

o IPV6 L7 4 v T A /0 OFEMERE LT, any AT LET,

* host source-ipv6-address ¥ 7-1% destination-ipv6-address \Z1%, 55t
FTH ARG ERET A RGBT ELITSELIPVO R A N 7 KL AE AT L
FT. T RLVAFae XYY o 16 vy MaEMFEH Lz 16 X CTHRE
LET,

o (&) operator 121X, ¥EEDOT B F IVOREETR— M ELIFSEILR— b
BT 2ART U RERELET, AT P It (Ev/hsn),
gt (ZOKEW), eq (L), neq (5 L< 7)., range (Gl&#iPH)
HNHOET,

source-ipv6-prefix/prefix-length 515D & & @ operator I%, FEFILA— T
—ETDMENH Y £, destination-ipv6- prefix/prefix-length 5130 & &
@ operator X, ZEMEAR— MI—HTILERH D ET,

o (EE) port-number 1Z, TCP £72iZ UDP ®7 4 V& U v 7T, ThEH
0~ 65535 @ 10 #%xF 721X TCP & 5\ & UDP R— F DLRITY,

o ({EE) dscp value # A7 LT, % IPv6 /%37 v kb ~ v X — Traffic Class
T 4=V FND T T 4w 7T AEE DiffServ 2 — K BRA > MEE A
LET, fEETE 24X 0~ 63 TT,

o ({EE) fragments # AJ LT, HHETEHRWT Z 7 AV M EHRLET,
ZOXF—TU— RPRERINDDIE, 71 b ipve OFETEITTT,

o (EE) log 5T 5L, = N E—HKFT 5y MZTHE Ay
E—URar Yy —VZHEEENET, log-input ZFEETLHE, rs b
VIZANA v E—T oA ZABBMENET, vXr 73 —4 ACL T2
FR—bINET,

* ({£E) sequence value x AJJL T, 77EA VAN AF—FAXA D
V=T U ABGERELET, BETE AHMMIL 1 ~ 4294967295 T,

* ({£E) time-range name # AJJL T, A7 — A2 FORHE OB EE
LET,
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AT v
7 3b

AT v
7 3¢

ATy
7 3d

ATv7 4
ATy75
AT976

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

avwyFk

]3]

deny | permit tcp
{source-ipv6-prefix/prefix-length
| any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-
prefix/prefix-length | any | host
destination-ipv6-address}
[operator [port-number]] [ack]
[dscp value] [established] [fin]
[log] [log-input] [neq {port |
protocol}] [psh] [range {port |
protocol}] [rst] [sequence value]
[syn] [time-range name] [urg]

(fEE) TCP 727 EA VA RBLIOT 7 B AEMHEFERZLET,

TCP OFE T tep AN LET, XTI A—FTAT v 7 3a THHINTNBH R
FGA—=ZLEILTTN, RIRTA T a O T A= BIMENLTWNET,

e ack : acknowledgment (ACK; ##ISE) v kv b

o established 3. S 7-##t, TCP 5 —# 7' A2 ACK £721Z RST v v
MAREINTWBEEGA, BENThiILET,

e fin: KTy Mty RELXNLOT—ZITZNLULEDHY FHEA,

e neq {port | protocol} : FTEDHR— bFEE LIZROARTy METERAELE
7T

o psh: 7y affEry b oy b

e range {port | protocol} : K— FF S OFHEND 7 v METFEBRALET,
e rst: UEvFEYNEYF

ey Py R

e urg | BMERA X EY N YR

e syn

deny | permit udp
{source-ipv6-prefixi/prefix-length
| any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-le
ngth | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq
{port | protocol}] [range {port |
protocol}] [sequence value]
[time-range name]

(fEE) UDP 727 tRX URMRBIUT 7 ALK EZERLET,

A= F—=2 7T 5 Tu baroREiE, udp Z A LET, UDP /RT A—
ZIETCPIZAL THHINTWNWENT A—=F LFRICTY, 72/ZL. [operator
[port]] DAR— FEFE G EITHR— ML, UDP R— FOF S EITAFTITRITN
X720 £¥ A, UDP OH4 . established /X7 X — & (3T,

deny | permit icmp
{source-ipv6-prefix/prefix-length
| any | host source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/prefix-le
ngth | any | host
destination-ipv6-address}
[operator [port-number]]
[icmp-type [icmp-code] |
icmp-message] [dscp value] [log]
[log-input] [sequence value]
[time-range name]

(FEE) ICMP 772X UA RBIUOT 7 B A&MHEERLET,

A HF—=Fy Ml A vE—Y 7o b OB, iomp Z AN LET,

ICMP RT A—ZFAT v 7 3aDIP 71 ba/LO@BHICH DT A —F L1Z

EAERUETTR, ICMP A vt—v A T7EBILOa— K "I A—23BMNE

NTVET, A7V ar0xF—U—RKOBERITKRD EBY T,

o icmp-type : ICMP X v —V XA T TT4AZ VT THEEIZATILE
7, HBEETE 2EOFBHIL, 0~ 255 TY,

e icmp-code : ICMP /X7 > & ICMP A vt —Y a— R A4 7T 4 V¥
Vo 7T 25 AN LET, SHETE EOFMIE. 0~ 255 TT,

e icmp-message : ICMP /X7 > F% ICMP A v & — # A 74 F 721X ICMP
A=V FATLa—RETTANZY) U TTHGEEICATILET,
ICMP A v tE—YDXATHBLVPa—RALDY X MIONWTIE, ? F—
EHEAT L0, £E3Z0V YV —A0avr RN U 77 LU AEBRBLTL
ZEW,

end

FiHE EXEC £— RIZRE Y £75

show ipv6 access-list

TI7EAVANORELHRLET,

copy running-config
startup-config

UEE) 2> 74 F¥al—ay 77 ANCHREFRGTLET,
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BEDT 7 A VA SDPOEREITFAIRMELHIRT 51213, ¥—7Y— FZ#EE L T no deny |
permitIPv6 77X YA arv 7 4 Xal—var avry REEHLET,

WIZ, CISCO LAFIBFTOENTZIPV6 77 A U A MERETDHZRLET, VA FNORIOD
%ET:E/ N UL, 058 TCP AR — FEF2 5000 LV KEWASTy METRTESLET, 2 BOOER
T b UL, FE7E UDP A— F&E G 5000 RiFDO7 v ba2EG LET, £, 202 FDOHEL
TRVE FRTO eI Y= MCFERLET, VR MADORYOFFATT > F Ui, 3To
ICMP "7y FafFRILE T, VA RMND 2 BOOFAIZ ML, ZOMOTXTONT T 4 v 7 %
FALET, BROEGEDORFENEZIPV6 T 7 A VA NOKRRICH DD, 2F/FDOFAX LY
IMETT,

Switch (config)# ipv6é access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl)# permit any any

A23— x4 X~D IPv6 ACL D&

YSEVA
AT972

ATy73

AT974

AT975

ATv7 6
ATyF T
AT978

TR R Y NI A F—T A A2 IPv6 ACL 2T 5 FNEICOWTHHALEST, L1 ¥ 3
ALE =T 2 A ATREETFIEE NI 74 v 712, HDODWVEILAY 24X —T x4 ATHEREINT
74w 272 ACL 2 Tx £,

AU B =T 2 A ANDT 7 A%HIAT 51213, K4 EXEC £— FCROFIEZ E1F L ET,

avwvFk B

configure terminal Jua—n) ar7Z 4 FXal—vary T— REfBELET,

interface interface-id T7%A VA MERBEHTALA Y244 —T=24% (K—FACLH) £
LAY 34 —TxA A (V=% ACLH) #fEL T, A ¥—T=A
R aryIZ4Xal—ay BT—REPHEBELET,

no switchport N—4 ACL 2T 2HE1E, A V4 —T 2L A LAY 2E—F (F74
IVR) MHLAY3E—RIIERLET,

ipv6 address ipv6-address LAY 34 H—TxAfA b—4 ACLH) TIPv6 7 KL 2AZEREL 7,
ZoavwrRiE, bAY 2 A X — 7:4ZT1 FlFA v H—T AR

BRI 7Z2 IPV6 7 RLARRESINTWVWD ik, MEH Y FH A

ipv6 traffic-filter access-list-name | > % —7 2 A ZADFEEFE VT 7 4 v 7 F1= i%ﬁ{a NI4T IR

{in | out} ARNEEALET,
out ¥—U—KIL A Y2 A ¥—7 A A (K—F ACL) TII¥HR—hr&
WEH A, switch

end ¥HE EXEC £— RIZRED £,

show running-config TR URNOREEMRLET,

copy running-config ER) av74FXa2lb—vay 774 VIR EEZRTLET,

startup-config

AVE—=T A ANLT 7 ERX URRNEHIBRT AIZ1X, no ipvé traffic-filter access-list-name A >
B—TxAfAAar74Xal—varyavy e LET,

WIZ, VAFXYIA U E—T2AADHEBE T 7 4 w7k LT, 727X U AR Cisco i3 54
ZRLET,

Switch (config)# interface gigabitethernet0/3
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Switch (config-if)# no switchport
Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

IPv6 ACL DR

F 40-1 IR ENT 1 DFE R IFEEOE M EXEC 2~ FEFEH L T REFLDTITOT 72 Y
AR, TRTOIPV6 T 7R VAN, FTIIHFEDT 78R VR NMIBETLIHEREEZRTEET,

® 40-1 IPv6 7Y tR YR MERZERRTZa<VK

avwyFk B

show access-lists ZA v FICRESNTZTRTOT 7R VR MEERLET,

show ipv6 access-list [access-list-name] REFRHLDTXTDOIPV6 7782 VA MEIFARMTShE=T 7 &
A YANERRLET,

RIZ., show access-lists #5# EXEC =2~ > RO B ERLET, HAIKIE, A1 v FITREFHD
TRTOT 7 ERA YR RNBERINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

&Iz, show ipv6 access-lists 57 EXEC =~ > RO Il Z R LET, HIICIE, A4 v FICRER
BOIPV6 77 A U A MNIINERENET,

Switch# show ipv6 access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eq telnet sequence 20
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